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Sharing medical data can improve the quality of med-
ical services and reduce costs. However, the current 
Electronic Medical Records (EMRs) are scattered 
and easily tampered with, which is not conducive to 
the sharing of EMRs and is not compatible with thin 
clients. Fortunately, blockchain technology is tam-
per-proof, decentralized, auditable, and meets the 
above requirements. To solve these problems, we 
first propose Blockchain-Based Privacy-Preserving 
Data Sharing on Thin-Client for Electronic Medical 
Records (BPDST) approach that combines the k-an-
onymity and cloud storage, which thin clients can run 
like a full-node user and safeguard user's EMRs pri-
vacy concurrently. Using this approach, patients can 
control their own EMRs, while the consortium block-
chain is responsible for the transaction process and 
sending the correct results to the patients. BPDST can 
also share information without leaking or tampering 
with EMRs' privacy, achieving the purpose of sharing 
medical data and privacy protection. In the medical 
field, this study can effectively protect users' privacy 
when sharing medical data to provide convenience 
for users and break the "island" phenomenon among 
various medical institutions. Security analysis and ex-
tensive experiments show that BPDST is secure and 
practical for sharing EMRs.

ACM CCS (2012) Classification: Security and privacy 
→ Human and societal aspects of security and privacy
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1. Introduction

With the popularity of EMRs (Electronic Medi-
cal Records), the privacy problems in tradition-
al EMR systems are becoming more and more 
obvious. For example, doctors may maliciously 
change patients' EMRs to avoid medical acci-
dents. The reason for this problem is that EMRs 
are private data of patients, and doctors or hos-
pitals can access or obtain these data at will. 
When doctors want to evade their responsibili-
ties, EMRs will be maliciously changed, so that 
patients' privacy data cannot be guaranteed. As 
an important field of EMR development, smart 
medical management has received more and 
more attention in the management and sharing 
of EMRs. Meanwhile, many medical institu-
tions, including hospitals, want to break the 
"island" phenomenon of EMRs. The so-called 
"island" phenomenon is that in the management 
of previous medical records, each medical insti-
tution managed its own EMRs, and there was 
no medium shared with the outside world. This 
greatly hinders the sharing of EMRs. Secondly, 
EMRs are difficult to store, although the relevant 
departments stipulate that medical data must be 
stored for a long time [1]. With the continuous 
increase of EMRs, undoubtedly, the manage-
ment overhead of the hospital is a huge burden.
The "island" phenomenon may also lead to 
EMR information leakage or malicious tam-
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1. Proof of work (POW), which takes the 
computational cost required to solve com-
putationally difficult problems as the cre-
dential of the newly added block and ob-
tains incentive income.

2. Proof of stake (POS) is more efficient 
than POW, which replaces the workload 
with proof of stake, and the node with the 
highest stake realizes the addition of new 
blocks and obtains incentive income.

3. Delegated proof of stake (DPOS). The dif-
ference between POS and DPOS is that 
POS is the stakeholder and DPOS is the 
representative selected by the stakeholder 
to verify and generate the block. Dishonest 
representatives are easily eliminated.

2.3. Medical Blockchain

Using blockchain technology to store EMRs, 
the patient is the full controller of the medical 
data, rather than the data being controlled by a 
hospital or other institution. For ordinary res-
idents, digital files of health information can 
be made from birth, and no matter where they 
move in the future, they can use the blockchain 
to access the hospital. Blockchain brings a new 
change to the management of medical-related 
information and the dissemination of an organi-
zation's information. Patients can control their 
own health information independently, which 
is more beneficial to the privacy protection of 
patients and also enhances the willingness of 
patients to use medical data so that the patients' 
medical information can be freely shared, and 
medical services can be decentralized. Due to 

the blockchain has the advantages of complete 
disclosure, non-tampering, and prevention of 
multi-impact payment, and does not rely on any 
trusted third party [8]. There are three types of 
blockchains [9]:
1. Public chain: The public chain is open, and 

every Internet user can freely join it. After 
joining, they can read the data on the chain 
and send transactions and participate in the 
consensus process of the block.

2. Private chain: A private chain refers to a 
blockchain that is managed by an organi-
zation or institution and whose read per-
missions are not completely open to the 
public or are subject to certain restrictions. 
A private chain usually has a trusted center, 
which is a partially decentralized structure.

3. Consortium chains: Consortium chains are 
generally controlled by multiple centers. 
Relevant organizations shall cooperate to 
maintain a blockchain, which has restrict-
ed access with permissions. The consor-
tium chain can be regarded as "partially 
decentralized", and the public can read and 
trade, but the validation of transactions or 
the release of smart contracts requires the 
consortium's permission.

2.2. Consensus Mechanism

The consensus mechanism is used to reach a 
consensus among nodes and link data. Its char-
acteristics are "equality for all" and "subject 
to the majority". This chapter introduces three 
typical consensus mechanisms [10-12]: 

Figure 1. The Structure of Blockchain.

pering. With the development of cloud stor-
age, many medical machines upload EMRs to 
a cloud-sharing center [2]. Cloud sharing can 
break the barriers of the "island" phenomenon, 
realize the sharing of EMRs among multiple 
medical institutions, and bring new opportu-
nities for corresponding medical research and 
EMR management. Each medical institution 
can query and download EMRs in the cloud 
to conduct corresponding research under the 
condition of obtaining certification permission. 
However, cloud sharing has a prominent draw-
back. When the amount of data is very large, it 
is quite inconvenient to manage. 
The emergence of blockchain has found a feasi-
ble breakthrough for EMR's shared privacy pro-
tection [3]. At present, there is research on in-
formation sharing and privacy protection based 
on blockchain at home and abroad. EMRs are a 
typical example of sharing data and protecting 
privacy, where blockchain can be used. Some 
studies are now focused on the distributed stor-
age of EMRs in hospitals. Distributed storage 
can overcome the drawbacks of cloud storage 
and cloud-shared single-point attacks [4].
However, the current data sharing based on the 
privacy protection of the blockchain EMRs has 
an obvious flaw. The corresponding blockchain 
can only be run on full nodes. Because searching 
for data on the blockchain requires downloading 
a complete block, this is extremely unfriendly 
to mobile terminal devices [5]. The storage and 
computing performance of thin clients are quite 
limited. They cannot be mined like a full node, 
and they do not have the ability to download 
and store a complete blockchain. But now there 
is a large amount of data indicating that a con-
siderable number of users operate the data in-
formation on the thin clients [6], which shows 
that the optimization for the thin clients is very 
necessary. The existing research on the privacy 
protection of EMRs is mainly divided into three 
directions: first, technical solutions, second, pa-
tients' concerns about the privacy of EMRs, and 
third, legal protection. The main users of EMRs 
are medical personnel. While EMRs are widely 
used, the protection of patient privacy must be 
strengthened simultaneously. 
In this paper, we first present an approach called 
Blockchain-Based Privacy-Preserving Data 
Sharing on Thin Client for Electronic Medical 

Records (BPDST). The contribution of this pa-
per is divided into the following three aspects:

 ● We creatively present the Block-
chain-Based Privacy-Preserving Data 
Sharing on Thin Client for Electron-
ic Medical Records (BPDST) approach 
in which blockchain is characterized by 
non-tampering, non-forgery, non-fiction, 
decentralization, etc. When attacked, it 
will not cause a single point of failure, the 
stored patient information will not be lost, 
and the uploaded patient-related data will 
not be maliciously tampered with. Readers 
are relevant medical institution personnel, 
patients, companies, government depart-
ments, and other institutions involved in 
obtaining patients' EMRs. And thin clients 
can run normally like a full-user node user.

 ● K-anonymity is applied to BPDST. When 
querying patient information, it hides the 
queried patients in k individuals to avoid 
exposing specific patients.

 ● In BPDST, the combination of on-chain 
and off-chain is adopted to relieve the stor-
age pressure of the blockchain and break 
the ''island'' phenomenon.

The rest of the paper is organized as follows. 
We summarize the background knowledge and 
literature survey in section 2. In section 3, we 
introduce EMRs' data-sharing model based on 
blockchain. In section 4, we propose a data 
sharing based on EMR privacy protection of 
thin clients under the premise of blockchain. 
Then, the performance analysis is described in 
section 5. the discussion is described in section 
6. Finally, we conclude the paper in section 7.

2. Background Knowledge and  
Literature Survey

2.1. Blockchain

Blockchain is a decentralized distributed ledger 
system that transfers, pays, and trades in a peer-
to-peer manner [7]. The verified transactions 
are saved and connected in time sequence in 
the data block, as shown in Figure 1. Compared 
with the traditional centralized ledger system, 
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scale, if all EMRs are stored in the cloud, even 
distributed clouds, this will bring considerable 
storage pressure and transmission loss. More-
over, the central storage represented by cloud 
storage is easily affected by a single point of 
failure, which will bring considerable losses. 
So now there is a considerable part of research 
on EMR shared privacy protection based on 
blockchain [17-18, 28].
In the blockchain-based EMRs privacy pro-
tection scheme, the current typical model is to 
divide the system into a three-layer structure: 
EMR upload layer, EMR storage layer, and 
EMR shared layer, as shown in Figure 2. 

The process of hyperledger fabric transaction 
processing is shown in Figure 3. The process 
is, as follows:
1. The application client uses fabric node 

SDK to send transactions to the consor-
tium chain.

2. After receiving the transaction proposal, 
the endorsement node verifies its signature 
and sends the result to the application cli-
ent.

3. After the application client receives the 
information returned by the endorsement 
node, the application client determines 
whether the proposal is consistent through 
the endorsement policy when deploying 
the smart contract, and then sends the re-
sult to the orderers.

4. The orderers sort the received transactions 
by consensus and then package a batch 
of transactions together according to the 
block generation strategy to generate new 
blocks and send them to the submit node.

5. After receiving the block, the submitting 
node will verify each transaction in the 
block and add the block to the local block-
chain after completion.

Figure 2. Three-layer Model of EMR Shared System.

Figure 3. The process of transaction.

the development of networks and cloud com-
puting, the combination of cloud platforms can 
expand the scope of sharing medical informa-
tion on electronic health platforms, saving res-
idents' time and effort in back-and-forth verifi-
cation between different departments.
In the traceability management of medical 
products and medical devices, all medicines 
and devices can be supervised from the man-
ufacturer to the consumer terminal. The ac-
quisition of these data is entirely based on the 
decentralized high-efficiency and low-cost 
blockchain platform [13].

2.4. The K-Anonymity Algorithm

K-anonymity was proposed by Samarati and 
Sweeney in 1998. K-anonymity protects data 
by reducing the accuracy of published data. 
Each record will have the same identifier attri-
bute value as the (k - 1) record, thus reducing 
the risk of data privacy disclosure caused by 
link attacks [16].
K-anonymity has the following three charac-
teristics:
1. the attacker cannot find the specific data to 

be attacked in the attack information;
2. in a piece of data, the attacker is not sure 

about the light and dark attributes of the 
attack data; 

3. the attacker is unable to determine the spe-
cific owner of a piece of information.

2.5. Literature Survey

L. Hai et al. [14] proposed K-anonymity loca-
tion privacy protection based on blockchain, 
which is not combined with EMRs. J. Fu et 
al. [15] proposed the privacy protection of the 
medical blockchain system, which did not con-
sider thin clients. D. Wang [16] proposed pri-
vacy protection in cloud computing in which 
deleting identifiers to protect published data 
is not really a way to prevent privacy disclo-
sure. Attackers can obtain personal privacy 
data through link attacks. T. Xue et al. [17] 
proposed a medical data-sharing model based 
on blockchain technology, but there are prob-
lems with the implementation of this design. 

J. Liu et al. [18] proposed privacy protection 
data sharing of EMRs on the blockchain did 
not consider the convenience of patients. S. Al-
exaki et al. [19] proposed the concept of using 
blockchain and smart contracts to manage elec-
tronic health records and sharing. The MedRec 
proposed by A. Azaria et al. [20] is an imple-
mentation of a case management system based 
on the Ethereum blockchain platform, but the 
system uses POW to reach consensus, which is 
expensive in terms of time cost. K .N. Griggs 
et al. [21] proposed EMRs privacy protection 
based on blockchain that does not consider the 
storage burden of blockchain. O. Gutiérrez et 
al. [22] proposed an IT architecture based on 
blockchain electronic medical records, without 
considering the implementation. S. Jayakumar 
et al. [23] proposed that the blockchain-based 
electronic health record system is not specif-
ic enough for privacy protection. J. Marquis 
et al. [24] proposed to put the blockchain into 
the electronic medical record but did not im-
plement the process. Hang et al. [25] proposed 
a blockchain-based EMR integrity platform 
that does not consider privacy protection when 
EMRs are shared. S. G. Alonso et al. [26] pro-
posed a new blockchain challenge in the field 
of electronic health, and no solution was ap-
plied to EMRs. R. Johari et al. [27] proposed 
blockchain technology for medical record se-
curity, which is just an overview and has not 
been designed in detail.

3. EMR Data Sharing Model Based 
on Blockchain

EMRs refer to the text, symbol, chart, graph, 
data, image, and other digital information gen-
erated by a medical institution's information 
systems during medical activities. The infor-
mation is very sensitive and extremely private, 
which may include the patient's name, ID num-
ber, home address, and other private informa-
tion. In the preservation of traditional medical 
records, medical institutions have absolute 
possession and management rights over them. 
When cloud storage has developed to a cer-
tain point, some medical institutions use cloud 
storage to digitize medical records. The cur-
rent time limit for medical records is about 30 
years [1]. According to China's current medical 
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that when a new patient P joins the system, all 
doctors and patient users previously assigned 
smart cards, and the blockchain assigned smart 
cards to the current new user P.

Doctor D transmits the corresponding original 
electronic medical data M to the current patient 
P. Based on the identity signature and encryp-
tion algorithm, the private key in the smart card 
is used to sign and the public key of the patient 
is used to encrypt the patient's information to 
generate the encrypted signature SIG (M, ECD-
SA), send the encrypted message to patient P, 
and then P uses the private key in the smart card 
to decrypt it to obtain the original EMRs infor-
mation, as shown in Figure 4.

This article sets the patient to upload their own 
EMR records to the storage layer.  The first rea-
son is that the patient is the owner and admin-
istrator of EMRs, who have the right to choose 
whether to upload and share their own EMR 
records; the second reason is that when doctors 
generate EMR records, their medical institu-
tions already have relevant EMR records. For 
the medical institution, no other upload opera-
tion is required.

After patient P obtains his original medical data 
M, he deletes the corresponding privacy part to 
generate processed medical data M' according 
to his own situation and then uses the signature 
and encryption algorithm to encrypt M's signa-
ture and upload it to the EMRs storage layer. 
Figure 4 shows the Signing Process in the EMR 
Uploading Layer. 

4.1.2. EMR Storage Layers

In order not to leak data in EMRs, patients se-
lectively delete private information before data 
is uploaded to the EMR storage layer. The cloud 
in the storage layer stores the encrypted EMR 
information M' and the corresponding signa-
ture SIG(M'). In the process of querying EMR 
information, the query path will be output and 
stored in the cloud at the same time, so that the 
tracker path can be tracked if it is maliciously 
modified. The EMRs in cloud storage will only 
be indicated by the index in the consortium 
blockchain, and users cannot query the EMRs' 

information stored in the cloud from the outside 
world or by other means.

We chose to use the consortium blockchain to 
save the index of EMR data and achieve data 
sharing. We set 101 medical institutions elect-
ed by DPOS as representative mining pools 
[29] and selected 30 institutions as represen-
tative nodes (RTN) and 20 institutions as audit 
nodes (ATN). The 30 RTNs are responsible for 
mining to help thin clients verify the legitima-
cy of querying user identities and find EMR 
index information. The responsibility of 20 
ATNs is to supervise whether there are dishon-
est nodes in RTN and replace them if there are 
any.

The function of the storage layer is to store the 
uploaded EMR data and its corresponding in-
dex. The index contains the address and other 
related information stored by the EMRs. Cur-
rently, the signature of electronic medical data 
serves as an index for EMRs. This layer con-
tains cloud storage and consortium blockchain. 
Cloud storage stores encrypted EMR informa-
tion, and consortium blockchain stores corre-
sponding index information, which contains 
encrypted EMR addresses, and other informa-
tion stored in the cloud. As shown in Figure 
5, the block in the consortium blockchain is 
composed of a block header and a block body. 
The index corresponding to the EMRs is stored 
in the block body, which contains informa-
tion such as the storage address of the EMRs. 
Only when the corresponding block is found 
correctly, the correct index can be found, that 
is, the correct EMR data can be found. To find 
the corresponding EMR information, one can 
retrieve the corresponding EMR data in the 
cloud just by looking up the index stored in the 
blockchain.

According to the characteristics of the block-
chain, the data stored in the blockchain can 
only be added and queried, and the added 
information cannot be modified or deleted.  
However, the EMR information stored in the 
cloud can be added, deleted, modified, and 
checked. However, no matter which operation 
is performed, the corresponding index must be 
found through the consortium blockchain to 
obtain the relevant EMR path, and the EMR 
operation in the cloud is completed.

4. Blockchain-Based  
Privacy-Preserving Data Sharing 
on Thin Client for Electronic  
Medical Records Approach

4.1. System Design

Figure 4 shows the timing diagram of the 
EMR system. Currently, data sharing based 
on blockchain EMRs privacy protection is di-
vided into three layers: EMRs upload layer, 
EMRs storage layer, and EMRs sharing layer. 
In this model, the flow direction and sequence 
of electronic medical records are marked by 
serial numbers in Figure 4. We assume that all 
patients operate by smartphones, that is, all pa-
tients are thin clients, mining operations can-
not be performed independently, and consor-
tium blockchain is required. It can be seen in 
Figure 2 that both the EMRs upload layer and 
the EMRs shared layer are associated with the 
EMRs storage layer. The patient uploads the 
processed electronic medical information to 
the cloud storage of storage layer, and the con-
sortium blockchain is responsible for manag-
ing the electronic physiotherapy data uploaded 
to the cloud. Then, if an institution wants to 
query the relevant medical records, the pa-

tient's consent is required. Because the thin cli-
ent has limited computing power, the patient 
seeks help from the consortium blockchain, 
finds the corresponding medical records, and 
sends them to the patient. If the patient and the 
institution use two-way authentication, the pa-
tient will release the medical records found to 
this institution. At this time, a complete shar-
ing process is completed, that is, one upload 
and one query process.

The consortium chains have the advantages of 
high write throughput, data sharing with pri-
vacy protection, and support for consensus 
protocol expansion. Because EMRs have a 
wide range of sources, strong dynamics, and 
features of distributed management, we use a 
blockchain-based access control mechanism to 
manage user permissions, and the requester's 
access control information serves as a unique 
identity.

4.1.1. EMR Uploading Layer

In this layer, the original electronic medical data 
M is generated by doctor D and sent to patient P. 
As the owner and manager of M, the patient has 
the right to delete the sensitive information in 
M and upload it to the storage layer. We assume 

Figure 4. EMRs Shared System Timing Diagram.
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tion algorithm, the private key in the smart card 
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personal consciousness, you can obtain the real 
EMRs through authentication; you do not need 
to verify the authenticity of EMR data twice, 
simplifying the steps in the claims process.

4.2. System Implementation

In our system, we adopt consortium blockchain 
fabric 1.4 to build our BPDST. Next, we will 
present the system implementation in detail. 
The notations and specific descriptions we 
need to use are shown in Table 2.

Table 2. Notations on BPDST used.

Notations Descriptions

Di The i-th doctor

Pi The i-th patient

CB The consortium blockchain

IDDi The identity in blockchain

Sig(.) / Ver(.) The ECC signature/verification

Enc() / Dec() The AES-CBC encryption/
decryption

SkAES-CBC The key of AES-CBC

Cer The certification of signature

Qi / di The public/private key of ECC

4.2.1. Encryption and Signing Process

In order to implement the encryption and sig-
nature algorithm between the doctor and the 
patient in the EMRs upload layer, an additional 
RSA an AES-CBC encryption scheme is re-
quired. This public key encryption scheme has 
three characteristics:
1. The security of RSA algorithm is relatively 

high. It has a long key, and the amount of 
encryption computation is large.

2. RSA is an asymmetric algorithm. The en-
cryption key is different from the decryp-
tion key. One key cannot deduce another 
key.

3. The security of AES-CBC is higher than 
that of ECB, which is more suitable for 
transmitting long messages and is not easy 
to be attacked.

Currently, we only have specific implemen-
tation proposals for signature schemes. In 
BPDST, we also propose a signature scheme 
that can avoid the privacy leakage caused by 
the transmission of public keys. The signature 
scheme used by BPDST is elliptic curve digital 
signature algorithm (ECDSA) that combines 
ECC and DSA. It is about twice the size of the 
public key bits required by the general elliptic 
curve encryption. The process of its signature 
and verification is: Suppose A wants to send a 
message to B. First, A and B need to select the 
elliptic curve and the origin G on the curve. 
Then, A will generate a random number dA in 
the interval [1, n - 1], which is A's private key, 
and a public key QA = dA G. If A wants to send 
message m, A will select a random number k in 
the interval [1, n - 1] and calculate:             

 (1)Z = h(m), (x1, y1) = kG
r = x1 mod n, s = k-1 (z + rdA) mod n

and then send the message m and the ECDSA 
signature(r, s) to B, and B receives it. The cor-
rectness of the ECDSA signature will be veri-
fied. First, B will calculate:

z' = h(m), u1 = z's-1 mod n
u2 = rs-1 mod n                    (2)

(x1', y1' ) = u1G + u2QA, r = x1' mod n

If the verification passes, B confirms that the 
signature sent by A is correct. The process of 
signature verification is shown in Algorithm 1.

Input: msg1, msg2
Output: Bool

1.      If msg1, msg2 is not null then
2.            hash1 = sha256.Sum256( [] byte(msg1))
3.            hash2 = sha256.Sum256( [] byte(msg2))
4.            privBytes = ioutil.ReadFile(dir)
5.            key = Parse(privBytes)
6.            ecdsakey = key.(*ecdsa.PrivateKey)
7.            r, s = ecdsa.Sign(ecdsakey, hash1)
8.            cert = ioutil.ReadFile(dir)
9.            pubkey = cer.Publickey
10.    If ecdsa.Verify(pubkey, hash1, r, s) is true &&
         ecdsa.Verify(pubkey, hash2, r, s) is false then
11.          return true
12.    End if

Algorithm 1. Signature verification contract. 

4.1.3. EMR Sharing Layer

As shown in Figure 2, due to their respective 
needs, the legal identity of doctors, govern-
ments, and related institutions can query the 
EMRs in the system. Table 1 shows the rele-
vant characteristics and functions defined by 
the basic parameters of the consensus mech-
anism we use in the consortium blockchain to 
ensure the legitimacy of the requester's iden-
tity, the authenticity of the requester, and the 
query information obtained.

Table 1. Corresponding parameters and functions of 
consortium blockchain.

Basic parameters Function

Arbitration structure Node information exchange in 
a pre-defined way.

Authentication Verify the identity of the inter-
rogator.

Completeness Verify the integrity of the 
transaction.

Non-repudiation The sender of the message must 
not deny sending the message.

Privacy Ensure that only the inquirer 
can read the EMR information.

High fault tolerance
Failure of certain nodes does 
not affect the operation of the 
entire system.

Taking an insurance company as an example, if 
patient P applies for insurance company claims 
due to a certain disease, the insurance com-
pany needs to query P's EMR data in order to 
verify its authenticity. At this time, P is a thin 
client, and a complete node is needed to help 
it complete the mining process and to find the 
corresponding EMR. The patient needs to veri-
fy whether the insurance company's identity is 
legal, so as not to impersonate the attacker; then 
the insurance company also needs to verify the 
identity of the patient P to ensure that the re-
ceived EMRs information is true and valid.
We can see from the above authentication pro-
cess that at the shared layer, there is a two-way 
authentication process between the EMRs in-
quirer and the patient. While patient P verifies 
the legality of institution A's identity, institu-
tion A also needs to verify the authenticity and 
validity of patient P to ensure that the EMR 
data obtained is true and effective.
In traditional insurance claims, users first sub-
mit personal medical records, and then insur-
ance companies go to their medical institutions 
for inquiries. Patients may provide false med-
ical records, and insurance companies need to 
verify the authenticity of the medical records 
a second time. Therefore, traditional insurance 
claims have the disadvantages of relying on 
personal consciousness and complicated steps. 
In the BPDST model, you do not need to rely on 

Figure 5. Storage Information in a Block.
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personal consciousness, you can obtain the real 
EMRs through authentication; you do not need 
to verify the authenticity of EMR data twice, 
simplifying the steps in the claims process.

4.2. System Implementation

In our system, we adopt consortium blockchain 
fabric 1.4 to build our BPDST. Next, we will 
present the system implementation in detail. 
The notations and specific descriptions we 
need to use are shown in Table 2.

Table 2. Notations on BPDST used.

Notations Descriptions

Di The i-th doctor
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CB The consortium blockchain
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Sig(.) / Ver(.) The ECC signature/verification

Enc() / Dec() The AES-CBC encryption/
decryption

SkAES-CBC The key of AES-CBC

Cer The certification of signature

Qi / di The public/private key of ECC
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patient in the EMRs upload layer, an additional 
RSA an AES-CBC encryption scheme is re-
quired. This public key encryption scheme has 
three characteristics:
1. The security of RSA algorithm is relatively 

high. It has a long key, and the amount of 
encryption computation is large.

2. RSA is an asymmetric algorithm. The en-
cryption key is different from the decryp-
tion key. One key cannot deduce another 
key.

3. The security of AES-CBC is higher than 
that of ECB, which is more suitable for 
transmitting long messages and is not easy 
to be attacked.

Currently, we only have specific implemen-
tation proposals for signature schemes. In 
BPDST, we also propose a signature scheme 
that can avoid the privacy leakage caused by 
the transmission of public keys. The signature 
scheme used by BPDST is elliptic curve digital 
signature algorithm (ECDSA) that combines 
ECC and DSA. It is about twice the size of the 
public key bits required by the general elliptic 
curve encryption. The process of its signature 
and verification is: Suppose A wants to send a 
message to B. First, A and B need to select the 
elliptic curve and the origin G on the curve. 
Then, A will generate a random number dA in 
the interval [1, n - 1], which is A's private key, 
and a public key QA = dA G. If A wants to send 
message m, A will select a random number k in 
the interval [1, n - 1] and calculate:             

 (1)Z = h(m), (x1, y1) = kG
r = x1 mod n, s = k-1 (z + rdA) mod n

and then send the message m and the ECDSA 
signature(r, s) to B, and B receives it. The cor-
rectness of the ECDSA signature will be veri-
fied. First, B will calculate:

z' = h(m), u1 = z's-1 mod n
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(x1', y1' ) = u1G + u2QA, r = x1' mod n

If the verification passes, B confirms that the 
signature sent by A is correct. The process of 
signature verification is shown in Algorithm 1.
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1.      If msg1, msg2 is not null then
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Failure of certain nodes does 
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Taking an insurance company as an example, if 
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pany needs to query P's EMR data in order to 
verify its authenticity. At this time, P is a thin 
client, and a complete node is needed to help 
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corresponding EMR. The patient needs to veri-
fy whether the insurance company's identity is 
legal, so as not to impersonate the attacker; then 
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the shared layer; the ATN supervises the mining 
process and detects dishonest nodes. If the exis-
tence of a dishonest node is detected, the high-
est sub-node in the ATN acts as an RTN, and 
an RTN node is re-elected in the mining pool. 
The detected dishonest nodes will no longer be 
eligible for election.

4.2.4. Full Node Working Process

In the EMRs shared layer, the RTN in the con-
sortium blockchain acting as a full-node user 
helps the thin client to complete the working 
process to find the EMRs' index for the query, 
where the search process is completed using the 
K-anonymity algorithm. The sequence diagram 
of its authentication process is shown in Figure 
6, and the authentication process is as follows:
1. A → Patient. Institution A sends an inqui-

ry request to patient P and sends its iden-
tity IDA and public key PKA to the patient, 
waiting for the patient's authentication.

2. Patient → RTN. The system randomly se-
lects k - 1 IDs (such as E, F, ...), and sends 
IDA, IDE, IDF, ... a total of k IDs to these 
30 full user nodes.

3. RTN → Patient. The 30 full user nodes 
traverse their own blockchain, and then 
find the corresponding public keys PKA, 
PKE, PKF, ... of IDA, IDE, IDF, ... and send 

these public keys to patients. This process 
uses the K-anonymity algorithm to hide 
the real information that needs to be found, 
thereby avoiding disclosure of patient P 
privacy in the presence of dishonest nodes.

4. Patient → A. If the PKA received by the 
patient from A is the same as the PKA re-
ceived from the full-node user, then it can 
be determined that IDA is from institution 
A. The patient then sends a message to 
A containing his own IDP and a random 
number NP, which is encrypted with the 
public key PKA of institution A.

5. A → Patient. Institution A uses its private 
key SKA to decrypt the received informa-
tion to obtain IDP and NP, to find the pub-
lic key PKP corresponding to the patient. 
Then A uses PKP to encrypt the informa-
tion containing IDA, NA, NP and sends it to 
the patient.

6. Patient → A. The patient decrypts the 
received information with his private key 
SKP to obtain the NA, and checks whether 
the NP is in the message. If NP is in the 
message, it means that institution A is the 
owner of IDA, that is, the identity of insti-
tution A is legal. The patient then encrypts 
the information containing EMRs data, 
skAES-CBC of AES-CBC and NA and sends 
it to institution A, where the information is 
encrypted using skAES-CBC, PKA.

Figure 6. Implementation on Process of Thin-Clint.

Input: EMRIndex, EMRHash, PatientID
Output: Bool

1.      If PatientID is non-existent in BPDST then
2.          Throw error to CB
3.      End if
4.      If PatientID has a problem in BPDST then
5.          Return the result false
6.      If PatientID has exist in BPDST then
7.          uploadEMRInformation[PatientID]←true
8.          Return the result true
9.      End if

Algorithm 3. Uploading the EMR information contract. 

4.2.3. Choice of RTN and ATN 

In the EMR storage layer, we want to vote from 
the coalition pool of the consortium blockchain. 
The top 30 are used as RTNs, acting as com-
plete nodes in the shared layer for mining op-
erations; the next 20 nodes are used as ATNs to 
audit whether there are dishonest nodes in the 
RTN.
We use the DPOS consensus mechanism in the 
consortium blockchain. The block is created 
by a trusted account elected by the communi-
ty. The trusted account is the trustee with the 
top 101 votes. Considering DPOS mechanism 
as a joint-stock company, ordinary shareholders 
cannot enter the board of directors or vote on 
their behalf [30]. If these representative mining 
pools use their rights to maliciously modify the 
data, the voters will immediately be kicked out 
of the BPDST system, and the substitute repre-
sentatives can be replaced at any time.
Here we use a voting agreement with two cen-
tral agencies in secure electronic elections [2]. 
One of the agreements is the Central Legal Au-
thority (CLA) to prove the voters, and the other 
is a separate Central Tabulating Facility (CTF) 
to count the votes. In the storage layer, the pro-
tocol can ensure that 101 representative nodes 
can vote without interfering with each other, re-
quiring a valid number, and everyone has only 
one chance to vote effectively. The CTF will 
also maintain a list of valid digital recipients 
in case someone attempts to change the ticket 
[30].
The selected RTN is selected as the complete 
node user who helps the thin client mining in 

4.2.2. Registering and Uploading

To enter the BPDST system, one medical in-
stitution or doctor needs to first register in the 
consortium blockchain. Specifically, doctor Di 
with the identity of ID_Di will perform the fol-
lowing operations:

Di → CB: IDDi, PKDi, Qi           (3)

Upon receiving the IDDi||PKDi||Qi, CB uses 
registered smart contract to check validity, dis-
played in Algorithm 2. After verification, CB 
computes a certificate CerCB, Di = SigCB(T, IDDi, 
PKDi, Ai), where T represents the validity peri-
od of the certificate, and then CB replies to Di 
through transaction:

CB → Di: T, CerCB, Di             (4)

Finally, each patient Pi that uses the identity 
IDPi also registers at CB to obtain the certificate 
CerCB, Pi = SigCB(T, IDPi, PKPi).

Input: IDDi
Output: Bool

1.      If Sender of message is not CB then
2.          Throw error to CB
3.      End if
4.      If IDDi has a problem in BPDST then
5.          Return the result false
6.      If IDDi not exist of BPDST then
7.          AuthorizeUsers[IDDi]←true
8.          Return the result true
9.      End if

Algorithm 2. Register contract of BPDST. 

During the treatment time, Di generates the 
EMRPi within a treatment period for Pi. There 
EMRPi is encrypted as CEMRPi = EncPi(EMRPi) 
by the EMRs sharing key KPi of Pi. Then Pi 
stores CEMRPi in the cloud and gets the hash 
value and index. Then, patient uploads the 
EMRs by uploading the EMRs information 
contract, as shown in Algorithm 3.
The order of contract deployment is:
peer chaincode install - n name - v 1.1 - p 
github.com/name, where name is a contract 
name deployed by CB.
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the shared layer; the ATN supervises the mining 
process and detects dishonest nodes. If the exis-
tence of a dishonest node is detected, the high-
est sub-node in the ATN acts as an RTN, and 
an RTN node is re-elected in the mining pool. 
The detected dishonest nodes will no longer be 
eligible for election.

4.2.4. Full Node Working Process

In the EMRs shared layer, the RTN in the con-
sortium blockchain acting as a full-node user 
helps the thin client to complete the working 
process to find the EMRs' index for the query, 
where the search process is completed using the 
K-anonymity algorithm. The sequence diagram 
of its authentication process is shown in Figure 
6, and the authentication process is as follows:
1. A → Patient. Institution A sends an inqui-

ry request to patient P and sends its iden-
tity IDA and public key PKA to the patient, 
waiting for the patient's authentication.

2. Patient → RTN. The system randomly se-
lects k - 1 IDs (such as E, F, ...), and sends 
IDA, IDE, IDF, ... a total of k IDs to these 
30 full user nodes.

3. RTN → Patient. The 30 full user nodes 
traverse their own blockchain, and then 
find the corresponding public keys PKA, 
PKE, PKF, ... of IDA, IDE, IDF, ... and send 

these public keys to patients. This process 
uses the K-anonymity algorithm to hide 
the real information that needs to be found, 
thereby avoiding disclosure of patient P 
privacy in the presence of dishonest nodes.

4. Patient → A. If the PKA received by the 
patient from A is the same as the PKA re-
ceived from the full-node user, then it can 
be determined that IDA is from institution 
A. The patient then sends a message to 
A containing his own IDP and a random 
number NP, which is encrypted with the 
public key PKA of institution A.

5. A → Patient. Institution A uses its private 
key SKA to decrypt the received informa-
tion to obtain IDP and NP, to find the pub-
lic key PKP corresponding to the patient. 
Then A uses PKP to encrypt the informa-
tion containing IDA, NA, NP and sends it to 
the patient.

6. Patient → A. The patient decrypts the 
received information with his private key 
SKP to obtain the NA, and checks whether 
the NP is in the message. If NP is in the 
message, it means that institution A is the 
owner of IDA, that is, the identity of insti-
tution A is legal. The patient then encrypts 
the information containing EMRs data, 
skAES-CBC of AES-CBC and NA and sends 
it to institution A, where the information is 
encrypted using skAES-CBC, PKA.

Figure 6. Implementation on Process of Thin-Clint.
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od of the certificate, and then CB replies to Di 
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IDPi also registers at CB to obtain the certificate 
CerCB, Pi = SigCB(T, IDPi, PKPi).
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1.      If Sender of message is not CB then
2.          Throw error to CB
3.      End if
4.      If IDDi has a problem in BPDST then
5.          Return the result false
6.      If IDDi not exist of BPDST then
7.          AuthorizeUsers[IDDi]←true
8.          Return the result true
9.      End if

Algorithm 2. Register contract of BPDST. 

During the treatment time, Di generates the 
EMRPi within a treatment period for Pi. There 
EMRPi is encrypted as CEMRPi = EncPi(EMRPi) 
by the EMRs sharing key KPi of Pi. Then Pi 
stores CEMRPi in the cloud and gets the hash 
value and index. Then, patient uploads the 
EMRs by uploading the EMRs information 
contract, as shown in Algorithm 3.
The order of contract deployment is:
peer chaincode install - n name - v 1.1 - p 
github.com/name, where name is a contract 
name deployed by CB.
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where n is the number of thin clients selecting 
complete nodes. Therefore, we can conclude 
that in the consortium blockchain of the BPDST 
model, full nodes do not collude with each oth-
er, and thin clients are almost impossible to be 
deceived.

Figure 7. The probability of a thin client being deceived.

5.3. Performance Evaluation

We analyzed the calculation costs related to the 
BPDST approach.
• Calculation cost on a thin client: The calcula-
tion cost on a thin client refers to the time re-
quired for random number generation and re-
lated encryption and decryption operations, as 
shown in Table 4.

Table 4. The operation of implementing the process  
on a thin client.

Operation Frequency
Generating a random 

number 2

Encryption 3

Decryption 3

We used Android Studio to test the average 
time of related operations on a thin client. The 
hardware parameters of the thin client were: 
CPU: Snapdragon756G, 2.4 GHz, Memory: 6 
GB RAM. Each operation was executed 1000 
times, and the average time of each operation 
finally obtained is shown in Table 5.
From the results of our simulation experiments, 
we can draw the following conclusion: the time 
cost of thin clients is within our acceptable 
range, which will not bring burden on the user 
of thin clients.

Table 5. The operations on a thin client.

Operation Average time for the 
operation (ms)

Generating a random 
number 0.031

Encryption 0.384
Decryption 1.139

 ● Computational cost of full node users: 
This cost is determined by the number of 
searches performed by full-node users. 
m, k searches are required by the BPDST 
scheme. Figure 8 shows the number of 
searches required for the BPDST scheme, 
as k increases.

Figure 8. The number of required searches.

 ● Communication cost: We discuss the com-
munication overhead between thin clients 
and full-node users. First, we set up that the 
length of ID is d = 64 bits, and the length of 
public key is p = 1024 bits. Figure 9 shows 
the total communication cost of BPDST, as 
k increases.

Figure 9. Communication cost of BPDST.

7. Institution A uses its private key SKA to 
decrypt the received information. If NA is 
included in the received information, it is 
determined that the patient's identity infor-
mation is true and valid. Institution A be-
lieves that the EMR data received is true 
and valid.

5. Security Analysis

5.1. Various Attacks and Security 
Precautions

In response to the current common blockchain 
attacks, this article makes corresponding secu-
rity precautions for the consortium blockchain 
in the sharing model, as shown in Table 3.

Table 3. Common attack types and preventive measures 
in the consortium blockchain.

Attack type Safety precautions

Witch attack Malicious nodes cannot join the chain 
when the system starts.

Replay attack Check the user identity sequence 
before each transaction.

51% attack
When the scale of the consortium 
chain is small, no service mechanism 
is provided.

1. For the problem of witch attacks, on the 
one hand, the system requires that nodes 
must be authenticated before they can 
join the blockchain platform. On the other 
hand, once the system is in normal opera-
tion, external nodes cannot join. Because 
the consortium chain is not like the public 
chain, not any node can join the chain and 
participate in decision-making, which can 
ensure that malicious nodes cannot join 
nodes as arbitrarily as the public chain, 
avoiding the occurrence of witch attacks.

2. The main feature of the replay attack is that 
the attacker hijacks the data packets that 
have been approved by the nodes on the 
chain and sends them again to achieve the 
purpose of destroying the blockchain data. 
To set a replay attack, when each node ini-
tiates a transaction, a globally increasing 
sequence number will be generated, and 
the sequence number will be verified each 

time to ensure that transactions written to 
the block never occur, thus ensuring data 
security.

3. Among blockchain attacks, 51% is cur-
rently the most serious attack. When the 
computing resources of a single node ex-
ceed those of other network nodes, this 
attack will occur, and then control the net-
work to put malicious transactions into the 
blockchain. Although 51% attacks have 
not occurred in the Bitcoin network since 
the first block was created and added to the 
blockchain, its risk also exists, especially 
when the number of blockchain nodes is 
small. The most direct and effective way 
is to wait, that is, to set a threshold in the 
EMRs sharing model. When the number 
of blocks in the consortium blockchain 
exceeds this threshold, one lets it go for 
external service operations. This can effec-
tively avoid the 51% attacks.

5.2.  Dishonest Nodes

A dishonest node indicates that the node at-
tempts to maliciously deceive the thin client. 
When a thin client asks a full-node user to que-
ry, selecting multiple nodes instead of one node 
can reduce the probability of being cheated. Pa-
tient P selects n complete user nodes. If there 
is only one dishonest node, patient P cannot be 
deceived. Only if all the n nodes are dishonest 
and colluding with each other, the patient P will 
be deceived.
Assuming that dishonest nodes account for c% 
of all complete nodes, the transaction results of 
honest nodes are consistent and the choice of 
full-node users is random, then we can draw the 
following conclusion: the probability of patient 
P being deceived is (c%)n. Assuming that the 
proportions of dishonest nodes in the system 
are 10%, 20%, and 30%, respectively, then the 
probability that patient P is deceived is related 
to n relationships as shown in Figure 7.
It can be seen from Figure 7 that when the prob-
ability of dishonest nodes in the system increas-
es, the probability of thin clients being deceived 
will also increase accordingly. However, in the 
case of a certain proportion of dishonest nodes, 
the probability of thin clients being deceived 
will be reduced because n is worth increasing, 
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where n is the number of thin clients selecting 
complete nodes. Therefore, we can conclude 
that in the consortium blockchain of the BPDST 
model, full nodes do not collude with each oth-
er, and thin clients are almost impossible to be 
deceived.

Figure 7. The probability of a thin client being deceived.
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BPDST approach.
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GB RAM. Each operation was executed 1000 
times, and the average time of each operation 
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From the results of our simulation experiments, 
we can draw the following conclusion: the time 
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range, which will not bring burden on the user 
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attacks, this article makes corresponding secu-
rity precautions for the consortium blockchain 
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hand, once the system is in normal opera-
tion, external nodes cannot join. Because 
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When storing EMRs, Pi will perform some en-
cryption and decryption operations on the data of 
EMRs. As shown in Figure 10, the computation 
cost of Pi increases with the size of EMRs. The 
computation overhead of RSA increases with 
different sizes of data, as shown in Figure 11.

Figure 10. Computation overhead.

Figure 11. Computation overhead of RSA.

Based on the above simulation results, we can 
conclude that our scheme is feasible and pro-
tects the privacy of users.

6. Discussion

We deploy the relevant encryption and de-
cryption algorithms on the thin client through 
Android Studio. The time for generating ran-
dom numbers and performing encryption and 
decryption is relatively short each time. At the 
same time, when conducting AES_CBC on 
EMRs and related data, the encryption and de-
cryption times of AES_CBC and RSA are also 
relatively short. The results show that, consis-
tent with our expectations, it is feasible for us 
to share the privacy protection EMR data based 

on the blockchain on the thin client. Moreover, 
we have verified the data before and after en-
cryption and decryption, and the results show 
that the data after encryption and decryption are 
consistent. Compared with literature [20], our 
consensus time has been shortened. Compared 
with literature [18], we have added K-anonym-
ity and thin clients to better protect the priva-
cy and convenience of patients. Therefore, our 
scheme effectively protects the EMRs' privacy 
of patients during data sharing, alleviates the 
storage pressure, provides convenience for us-
ers, and also breaks the "island" phenomenon 
among various institutions.

7. Conclusion

In this paper, we propose a sharing scheme 
based on blockchain privacy protection that 
can be executed on thin clients. For the charac-
teristics of the thin clients and the blockchain, 
we have done relevant processing at each layer 
to get a shared model that can be operated on 
the thin clients. Through the BPDST approach 
proposed in this article, each patient can man-
age and safely share their own medical infor-
mation among doctor, government, hospital 
and company through thin clients, without the 
risk of privacy information leakage. The secu-
rity analysis shows that BPDST can achieve 
the security requirements. The experimental 
performance demonstrates the practicability 
and feasibility of BPDST.
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When storing EMRs, Pi will perform some en-
cryption and decryption operations on the data of 
EMRs. As shown in Figure 10, the computation 
cost of Pi increases with the size of EMRs. The 
computation overhead of RSA increases with 
different sizes of data, as shown in Figure 11.

Figure 10. Computation overhead.

Figure 11. Computation overhead of RSA.

Based on the above simulation results, we can 
conclude that our scheme is feasible and pro-
tects the privacy of users.

6. Discussion

We deploy the relevant encryption and de-
cryption algorithms on the thin client through 
Android Studio. The time for generating ran-
dom numbers and performing encryption and 
decryption is relatively short each time. At the 
same time, when conducting AES_CBC on 
EMRs and related data, the encryption and de-
cryption times of AES_CBC and RSA are also 
relatively short. The results show that, consis-
tent with our expectations, it is feasible for us 
to share the privacy protection EMR data based 

on the blockchain on the thin client. Moreover, 
we have verified the data before and after en-
cryption and decryption, and the results show 
that the data after encryption and decryption are 
consistent. Compared with literature [20], our 
consensus time has been shortened. Compared 
with literature [18], we have added K-anonym-
ity and thin clients to better protect the priva-
cy and convenience of patients. Therefore, our 
scheme effectively protects the EMRs' privacy 
of patients during data sharing, alleviates the 
storage pressure, provides convenience for us-
ers, and also breaks the "island" phenomenon 
among various institutions.

7. Conclusion

In this paper, we propose a sharing scheme 
based on blockchain privacy protection that 
can be executed on thin clients. For the charac-
teristics of the thin clients and the blockchain, 
we have done relevant processing at each layer 
to get a shared model that can be operated on 
the thin clients. Through the BPDST approach 
proposed in this article, each patient can man-
age and safely share their own medical infor-
mation among doctor, government, hospital 
and company through thin clients, without the 
risk of privacy information leakage. The secu-
rity analysis shows that BPDST can achieve 
the security requirements. The experimental 
performance demonstrates the practicability 
and feasibility of BPDST.
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