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Abstract—The Internet of Underwater Things (IoUT) is an 

emerging technology that promised to connect the underwater 

world to the land internet. It is enabled via the usage of the 

Underwater Acoustic Sensor Network (UASN). Therefore, it is 

affected by the challenges faced by UASNs such as the high 

dynamics of the underwater environment, the high transmission 

delays, low bandwidth, high-power consumption, and high bit 

error ratio. Due to these challenges, designing an efficient routing 

protocol for the IoUT is still a trade-off issue. In this paper, we 

discuss the specific challenges imposed by using UASN for enabling 

IoUT, we list and explain the general requirements for routing in 

the IoUT and we discuss how these challenges and requirements 

are addressed in literature routing protocols. Thus, the presented 

information lays a foundation for further investigations and 

futuristic proposals for efficient routing approaches in the IoUT. 
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I. INTRODUCTION 

LMOST two-thirds of Earth’s surface area is covered by 

water. This large area of the world needs to be explored, 

monitored, and connected to the smart land Internet of things. 

To achieve this, the Internet of Underwater Things (IoUT) was 

introduced. Underwater acoustic sensor network (UASN) is a 

fundamental platform for enabling IoUT applications in 

underwater exploration, oilfield utilization, and underwater 

navigation [1]. Efficient and timely routing and broadcasting of 

packets from the underwater sensor nodes to the surface is of 

crucial importance for connecting these applications to the land 

internet. However, acoustic waves are used in UASN as the best 

alternative for the severely attenuated radio waves in water 

medium.  Nevertheless, acoustic links come with its own 

drawbacks including high bit error rate (BER), high propagation 

delay, low bandwidth, and high energy consumption of acoustic 

transceivers [2]. Due to such unique characteristics and 

dynamicity of the underwater environment, routing over 

acoustic links should have lightweight signaling and the ability 

to cope with the variation in the quality of the link to provide 

better data delivery [3].  

There are only few studies that addressed the protocol 

requirements of an IoUT application. Like an IoT, an IoUT 

protocol designer focus on three performance metrics which are 

energy efficiency, reliability, and security. In this paper, we 

discuss the specific issues and challenges imposed by the usage 

of acoustic communications for enabling IoUT. We further 

discourse the issues of mobility and localization difficulty of 
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underwater nodes [4]. Moreover, we categorize the existing 

UASN routing protocols and discuss the advantages and 

disadvantages of each category. We further give examples on 

each category from recent and state of the art routing techniques.  

Our work will help future protocol designers decide on the most 

appropriate routing category given a specific performance 

requirement. 

The rest of this work is organized as follows: In section 2, we 

present and analyze the unique challenges imposed by using the 

UASN. In section 3, we discuss the performance requirements 

of IoUT routing protocols. We categorize and discuss in 

literature methodologies in Section 4. Finally, in Section 5, we 

conclude this work and lays future research directions.  

II. CHARACTERSTICS AND CONSTRAINTS OF UASN  

IoUT applications are viable via the use of UASN for 

largescale underwater environments. However, this type of 

network suffers from unique constraints and challenges that 

affect the operation and efficiency of any application. 

A. Acoustic Communication 

As mentioned earlier, electromagnetic waves (EM) are 

highly attenuated in water medium. It can be only used for 

communication between surface sinks and land internet or can 

be used for communication between nodes in shallow 

water. On the other hand, acoustic signals can travel long 

distances for up to few kilometers without losing the 

information it carries. However, acoustic channels suffer from 

frequent packet drops, multi-path fading, and dispersion. It also 

suffers from long propagation delays due to the slow speed of 

sound of 1500m/s, low bandwidth in the order of tens of kilobits 

per second, and high bit error rate. Moreover, acoustic 

transceivers consume much higher power while in transmission 

mode that is in orders of watts compared to that in milliwatts for 

radio transceivers [1][2].  

To face the challenges raised by the usage of acoustic 

channel, energy efficient and cross layer routing protocols are 

preferred. 

B. Underwater Devices 

Underwater devices are heterogeneous in nature with 

different communication capabilities. A smart underwater 

sensor node is either anchored to the sea bottom with limited 

mobility or can be floating with water current with uncontrolled 

mobility. All nodes are battery-operated, equipped with an 

acoustic transceiver, a processor to perform simple 
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computations, and can communicate with other underwater 

nodes or with a Surface Sink. A surface sink is either mounted 

on a ship or floating on a buoy. Surface sinks are capable of both 

acoustic communication with the underwater world and EM 

communication with a satellite or with onshore control stations. 

Recently, Autonomous Underwater Vehicles (AUVs) were 

also employed to improve the overall communication process in 

an underwater network. However, AUVs are expensive, slow, 

and can be only used to collect unurgent data [5]. 

C. Deployment Architecture 

UASN are usually three-dimensional (3D), where nodes are 

deployed at various depths with one or more sinks deployed at 

the surface as shown in Fig. 1.  Autonomous underwater 

vehicles can be also used for data collection in IoUT 

applications. Underwater Nodes are either deployed at fixed 

locations in the bottom of the ocean, can be anchored at various 

depths with constrained mobility or can be floating with surface 

buoys. Such unique and constant mobility of underwater 

topology invalidate the benefits of routing protocols that depend 

on fixed topology information. Moreover, remote deployment 

of nodes in deep oceans raises the challenge of underwater 

nodes battery recharging difficulty. Therefore, reducing energy 

expenditure and extending the network lifetime are crucial 

requirements for routing protocols in the UASN. 

It is also hard to obtain the location of underwater nodes 

where the global positioning systems (GPS) fails to work in 

water medium and obtaining the location information needs 

costly localization techniques [2]. Thus, a routing strategy that 

doesn’t rely on location is preferred. 

 

Fig.1. Internet of Underwater Things Architecture [6] 

 

III.  ON EFFICIENT ROUTING FOR THE IOUT 

Like IoT, an efficient routing strategy for the IoUT depends 

on the requirement of the application it serves and can combine 

one or more of the followings, energy efficiency, reliability, 

robustness to mobility, and security. It is hard to achieve all 

these requirements on one protocol as there is always a trade-

off.  In this section we discuss each of these requirements. 

A. Energy Efficiency 

Since the replacement of underwater nodes batteries is 

tedious and not always feasible, energy efficiency is one of the 

most important metrics to be considered for routing in the IoUT.  

Moreover, balancing the energy consumption of individual 

nodes should also be achieved to prolong the network lifetime 

and avoid any disconnection in the network. This is hard in 

multi-hop routing favored by UASN since nodes closer to the 

surface usually depletes their energy faster by forwarding other 

nodes’ data. Hence, new energy-saving, and balancing 

strategies need to be introduced to improve energy efficiency 

[7]. 

B. Reliability  

Reliability is a key requirement for any communication 

system.  Methods to increase reliability in an error-prone 

acoustic channel with a sparse deployment have been addressed 

by almost all protocol stack layers. Dynamic multi-path and 

multi-hop routing and cross-layer techniques were proposed in 

the literature to enhance reliability. However, there is always a 

tradeoff between enhancing reliability and reducing energy 

expenditure [4]. 

C. Robustness to Mobility 

The mobility of underwater sensor nodes caused by water 

currents needs to be considered by routing strategies. Due to the 

continuous movement of underwater nodes, static and fixed 

routes are not suitable for such environment. On the other hand, 

adaptive routing techniques are preferable for routes that change 

frequently because of mobility. However, adaptive routing 

usually consumes extra energy and requires more processing 

time to recover or rebuild routes. Thus, a routing protocol that 

takes node mobility into consideration while lowering energy 

consumption and reducing end-to-end delays is needed. 

Mobility of nodes also affects the link quality which should also 

be taken into consideration. A class of mobility-aware routing 

algorithms is introduced to overcome this problem [8]. 

D. Security 

Security requires consistent research to combat all sorts of 

threats coming from the outside world to keep operations of 

UASN secure and error-free. Various cryptographic techniques 

when integrated with routing protocols are helpful for end-to-

end routing and may prevent disruptions from all sorts of attacks 

like Man-in-the-middle attack, DoS attack, and DDoS attack 

[9]. Since it is usually handled at higher protocol stack layers, 

only few secure routing strategies were proposed in literature 

[10,11]. 

IV. IOUT ROUTING STRATEGIES 

Due to the unique challenges mentioned for underwater 

communication, routing protocols utilized for land based WSNs 

aren't appropriate for UASNs. In general, UASN researchers 

favors multi-hop geographic routing because multi-hopping 

achieves a better trade-off between energy consumption and 

delay reduction while geographic routing has lower overhead 

when compared with proactive and reactive routing strategies 

[12]. However, geographic routing still has the problem of 

routing void region formation because of the imbalances in 

energy consumption [13]. In this paper, we categorize the 

existing routing protocols as Location-based, location free, 

cluster-based, and AUV aided. We discuss these categories with 

examples in the following subsections. 

A. Location Based Routing 

In location-based geographical routing, nodes forward data in 

a greedy fashion to nodes closer to the surface sink. In this type 

of routings, three-dimensional location of nodes is an inevitable 



A SURVEY ON EFFICIENT ROUTING STRATEGIES FOR THE INTERNET OF UNDERWATER THINGS (IOUT) 827 

 

requirement and is obtained via complex localizations 

algorithms that adds to the extra energy expenditure and longer 

delays in the network.  

One of the first and state of art protocols that requires the full 

location of nodes is the Vector-Based Forwarding (VBF) 

protocol [14]. In VBF, a vector pipeline is predefined between 

the source and destination/sink nodes. The forwarding nodes are 

selected from the nodes located in the vector pipeline where the 

nodes closer to the vector center are selected as forwarders.  In 

dense networks, the width of the vector pipeline is fixed which 

eliminates several qualified nodes to act as forwarders. 

Therefore, Hop-Hop VBF(HH-VBF) protocol was proposed in 

[15] to solve this problem. 

In a Focused Beam Routing protocol (FBR) [16], position 

information is assumed to be always known by all underwater 

and sink nodes. Next hop forwarders are selected from those 

nodes located within the section of a focused beam of a 

predefined angle 𝜃.  In this protocol, source node sends a 
multicast RTS packet request and nodes hearing this message 

and lies within a cone of angle ±𝜃/2 are selected as potential 

forwarders.  

Sector-Based Routing with Destination Location Prediction 

(SBR-DLP) routing protocol [17] differs from VBF and FBR in 

that sink nodes are assumed to be mobile with multiple relay 

nodes.  To select the optimal next hop, the source node sends a 

message that includes its location and packet ID. Each node 

receiving this message will compare whether its distance to the 

destination is shorter than the source node. Nodes satisfying this 

condition will send a reply packet to the source node. Thereafter, 

the source node will have all the information of its neighbors to 

decide on the best node to act as the forwarder.  

Depth-Controlled Routing (DCR) protocol was proposed to 

overcome the problem of void regions in geographic routing 

[13]. In DCR, every node is equipped with a topology controller. 

The topology controller modifies the depth information based 

on location information obtained in real-time. Updating the 

depth information helps successful delivery of packets when the 

greedy geographic routing would fail. This protocol is unique 

since it controls the network topology based on the delivered 

data ratio by reducing the number of disconnected nodes in void 

regions. 

Another location-based routing protocol is the Link 

Expiration Time-Aware Routing (LETA) protocol [18]. In this 

protocol, the expected forwarder node is found according to a 

bias theory. The performance metrics used to find the best next 

hop forwarder are the depth information, residual energy, and 

distance.   

In [19] a Level Based Adaptive Geo-Routing (LB-AGR) 

protocol is proposed. The next hop in LB-AGR protocol is 

selected according to a function combining residual energy, 

density, and location.  

In a Directional Flooding-Based Routing (DFR) proposed in 

[20] multiple forwarders are selected within the range of a 

predefined vertical angle to guarantee lowest delay toward the 

sink node. 

Another example of location-based routing protocols is 

HydroCast [21].  This protocol uses a greedy heuristic to reduce 

redundant forwarding and hence reduce energy expenditure.  

In all the mentioned location-based protocols, each node is 

supposed to be always aware of the three-dimensional 

coordinates of all neighboring nodes. However, obtaining the 

location of mobile nodes and frequently broadcasting it to 

neighbors is expensive and time-consuming. Although the 

performance of some location-based protocols surpasses other 

routing protocols categories, still accurate localization is the 

main drawback, especially in real-time scenarios. 

B. Location Free Routing Protocols 

An assumption of obtaining full location information of 

underwater nodes is not mandatory in this type of routing 

protocols. The depth-Based Routing (DBR) is a simple, efficient 

and state of art example [22]. In DBR, each sensor node chooses 

whether to forward the data based on the depth information of 

the current node and the depth of the previous node. The depth 

information of a node is obtained from an attached pressure 

sensor. Receiving nodes with less depth are the only qualified 

nodes to forward packets. DBR does not require full-

dimensional location information. Its performance in terms of 

energy efficiency is good for dynamic scenarios. On the other 

hand, void region formation, long delays, data redundancy, and 

high energy consumption still need to be enhanced in DBR. 

 An Energy-Efficient and Depth-Based Routing (EEDBR) 

protocol was proposed in [23] to reduce the energy consumption 

in DBR. EE-DBR is used to decrease multiple paths forwarding 

redundancy. The authors used the time of arrival ranging 

technique to check whether a node existed in a void region or 

not. Then, nodes that located in the blind zones are not used as 

forwarding packet. Furthermore, a Directional DBR Protocol 

(D-DBR) is also proposed in [24] to guide the packets to be 

forwarded to the sink node via an optimal route. Thus, this 

protocol reduces the number of next hops and reduces the 

propagation delay and enhances the delivery ratio.  

Another protocol proposed in [25] to solve the problems in 

DBR is Shortest Path Routing Protocol Based on the Vertical 

Angle (SPRVA) to improve both energy efficiency and end-to-

end delay. In this protocol, the best forwarder is chosen 

depending on the main priority indicated by the residual energy 

and vertical angle between propagation orientation and depth 

orientation. An alternative priority is utilized when the main 

priorities of candidate nodes are equal and are denoted by the 

link quality. Furthermore, to prevent nodes in void regions from 

participating in forwarding, a recovery algorithm is proposed. to 

solve the problems of the void region and long detour in DBR.  

A Distance Vector-based Opportunistic Routing (DVOR) 

algorithm proposed in [3] relies on a query approach to establish 

the distance vectors for underwater acoustic nodes and store the 

smallest node counts towards the sink. DVOR has the 

functionality to eliminate the problem of the blind zone and long 

detours. In addition, DVOR accomplishes opportunistic 

forwarding without complex signaling to choose relay 

candidates and direct data forwarding among potential relays.  

Another routing protocol that does not rely on location 

information is Channel-Aware Routing Protocol (CARP) [26]. 

This protocol uses power control to select a robust path and 

avoid control loops and void regions.  

[8] proposed an enhanced version of the Channel-Aware 

Routing Protocol (E-CARP) to improve energy efficiency and 

cope with the mobility of nodes. E-CARP allows a previous-hop 

to be chosen as a forwarder even if it may not be the best 

forwarder. 

 An adaptive Mobility of Courier nodes in Threshold-

Optimized DBR (AMCTD) protocol is proposed [27]. AMCTD 
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predefined several depth thresholds for numerous nodes based 

on the network intensity to reduce the number of forwarding 

nodes. AMCTD protocol is not appropriate for data-sensitive 

applications. Thus, an Improved-AMCTD (I-AMCTD) was 

developed in [28]. I-AMCTD joined both the soft depth 

threshold and hard thresholds. Moreover, the forwarding node 

sends the depth threshold information combined with the 

“hello” packet. This causes extra overhead.  

A localization-Free Interference and Energy Holes 

Minimization (LF-IEHM) routing protocol were proposed in 

[29] to overcome the problem of energy hole. However, the 

delay problem still exists. Therefore, a Delay-Sensitive Depth-

Based Routing (DSDBR) was proposed in [30] to solve the 

delay problem. 

Authors in [4], proposed two routing protocols for UASNs to 

ensure both stability and reliability: A Reliable and Stability-

Aware Routing (RSAR) and Cooperative Reliable and Stability-

Aware Routing (CoRSAR). In Reliable and Stability-Aware 

Routing, energy is assigned to a node based on the depth 

information where high power is assigned to nodes with the 

lowest depth. This power assignment is called the energy grade 

of a node where five energy grades are formed from top to 

bottom. The forwarder node is chosen according to the energy 

grade along with residual energy and depth. This protocol 

utilizes just one link to send data, but this link might not be 

reliable all the time. Thus, the Cooperative Reliable and 

Stability-Aware Routing is proposed. In this proposed protocol, 

the destination receives several copies of packet symbols. This 

reduces the effects of the inverse channel on data packets, also 

makes the extraction of data more convenient at the final host. 

Compared to the traditional scheme. 

C. Cluster Based Routing 

Clustering was long used in wireless sensor networks to 

balance energy consumption and hence prolong the network 

lifetime. Nevertheless, if the size of the cluster is large, then 

nodes located away from Cluster Heads (CHs) require much 

power to forward packets to their CH. On the other hand, small-

sized clusters will cause extra communication overhead. 

Therefore, an optimal cluster size should be carefully selected 

to enhance the network lifetime and reduce power consumption 

[31].  

In terrestrial wireless sensor networks, a cluster-based routing 

was an approach taken by the Low Energy Adaptive Clustering 

Hierarchy protocol LEACH-L in [7].  It was adopted by the 

Clustering Vector-Based Forwarding (CVBF) algorithm for 

UASN [32]. An I-Kmeans technique which is the most common 

clustering approach for time series data transformed by a 

multiresolution dimensionality reduction method was also 

presented and used for clustering in UASN [33]. 

 In [34], an energy efficient routing protocol selection for 

Cluster-based Underwater Wireless Sensor Network (CUWSN) 

was proposed. Underwater relay nodes (URNs) are selected 

based on hop count. To send packets to the base station multi-

hop or direct transmission method is used. In the perspective of 

power consumption, multi-hop transmission surpasses the direct 

transmission method.  

An Adaptive Clustering Habit (ACH2) protocol for land 

based WSNs is proposed in [35]. In this strategy, a free 

association technique is used where nodes are associated with 

CHs. The power consumption is minimized, and network 

lifespan is maximized by reducing the propagation distance. In 

this method, the CHs are selected based on a predefined 

threshold. Then, the number of CHs is chosen based on the 

optimum distance within them. Consequently, the load is 

balanced between CHs. Although this method improved the 

network lifetime for WSNs, the transmission delay has 

increased. 

 In [36], Free Space Optical (FSO) and Electromagnetic (EM) 

wave-based communication approaches are proposed to select 

the optimal optimum range of clusters. The outcomes are 

calculated by modifying the location of the sink at three 

different positions (center, corner, midpoint). Furthermore, this 

method reduces energy consumption, but the end-to-end delay 

is increased.  

 ATR-WDFAD-DBR and CB-WDFAD-DBR algorithms are 

proposed in [30]. In the proposed schemes, 3D multi-sink 

architecture model is assumed. This 3D model consists of the 

anchored, relay, and sink nodes.  Anchored nodes placed at the 

seafloor to sense and collect data. Relay nodes are deployed at 

a random underwater location to forward data to the sink node. 

The network is split into clusters to reduce interference where 

data is gathered at a local head node before being forwarded to 

the surface sink. CHS is selected based on maximum residual 

energy. problem of void holes, the ATR-WDFAD-DBR scheme 

is used to overcome the void whole problem by modifying the 

transmission range. On the other hand, CB-WDFAD-DBR 

scheme is used to maximize the network lifetime by selecting 

the CH with maximum residual energy. 

Cluster based routing where also combined with multi-hop 

location free routing in an energy-efficient clustering multi-hop 

routing protocol (EECMR) [37]. Authors in this work have 

combined the advantages of both approaches such as in 

balancing energy expenditure increasing network lifetime, 

while avoiding costly localization overhead. In their approach, 

depth information is used to divide the topology into layers 

where each cluster is selected based on residual energy and 

depth at each layer. Data is then forwarded via multi hop routes 

from one CH in each layer to another CH in the layer above until 

it reaches the surface sink. 

D. Routing Protocols Aided by Autonomous Underwater 

Vehicles (AUVs). 

One major disadvantage of multi-hop routing is that energy 

for sensor nodes closer to the surface will be depleted quickly 

because of relaying data packets of other nodes. As a result, 

these nodes will die early, affecting the network connectivity 

and overall performance. To balance and save underwater nodes 

energy, AUV aided routing was proposed. When an AUV 

moves closer to the nodes and collects data using the lowest 

power levels, nodes energy is preserved. In this type of 

algorithms, End-End delays from source nodes to the surface 

sink is usually not taken into consideration due to the slow speed 

of AUV.  

To reduce the long delays, AUV assisted routing is usually 

combined with a clustering approach as presented in [5]. This 

work, authors combined a smart genetic based AUV path 

selection with a simple clustering technique to enhance the 

network performance.  

In [38], the researchers tried to reduce the energy expenditure 

of nodes closer to the AUV path. They suggested an AUV 

location prediction (ALP)-based data collection scheme to 
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overcome this problem. The AUV trajectory is changed 

periodically to balance energy consumption. They also used a 

reliable time mechanism to ensure effective communication 

between nodes and AUV and thus improves network 

performance. It guarantees that the nodes near the AUV 

trajectory have sufficient time for communicating its data with 

the AUV.  

A heterogeneous channel of both acoustic and radio is 

adopted in AUV-Aided Underwater Routing Protocol (AURP) 

[39]. They use multiple AUVs with controlled mobility as relays 

for underwater gateways to minimize total data transmissions.  

In an Advanced AUV-Aided Energy Efficient Routing 

Protocol for Underwater WSNs (AAEERP) [40] and in AUV 

Aided Efficient Data Gathering (AEDG) [41], authors used a 

shortest path tree algorithm to find the best energy efficient and 

reliable path for an AUV to collect data from underwater 

gateways. Energy balancing in this approach is achieved by 

rotating the roles of the gateways.  

A Routing Void Prediction and Repairing Technique (RVPR) 

employed AUVs to solve the problem of routing voids creation 

[42]. A particle swarm optimization is used in this strategy to 

adjust the AUV position for maximal connectivity in the void 

region while minimizing the distance the AUV needs to travel. 

We summarize the advantages and disadvantages of each 

mentioned routing category in Table 1. 

CONCLUSION 

In this paper, we presented the most challenging factors that 

affect the protocol design for IOUT that is facilitated by 

UASNs. We also discussed major requirements for efficient 

routing and how they are affected by underwater networking's 

unique characteristics. Then we categorized existing underwater 

routing protocols, discussing each category and what 

performance metrics it enhances, we also gave relevant 

examples from literature on each category. For instance, the 

main drawback of location-based protocols is getting the three-

dimensional coordinates of nodes which is not an easy task since 

GPS doesn’t work underwater. Location unaware techniques 

were proposed to solve this problem. However, they usually 

suffer from excessive overhead that also affects energy 

consumption and delays. Cluster-based routing was proposed to 

compensate for energy imbalance in both location-aware and 

location-unaware routing techniques. Moreover, researchers 

opted to use AUV aided routing to reduce underwater nodes’ 

energy expenditure. This is done by sending to the AUV when 

it moves at a close distance to nodes.  

In future work, we will expand this work to include secure 

and reliable routing strategies and will survey and compare all 

existing routing protocols in terms of achieving better 

performance for IoUT. 
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COMPARISON OF ROUTING  
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