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Abstract
A major challenge of sharing spatially explicit agricultural and agri-environmental data is to
identify the trade-off between field parcel confidentiality and spatial pattern preservation. In
this study, the main drawback of point-based obfuscation was identified and the polygon-based
obfuscation methods were designed and developed to overcome these issues.
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Introduction
Advances in geospatial technology have generated a significant amount of geographical data
in many disciplines and industries such as transportation, environment, agriculture, location-
based services (LBS) and healthcare. While data sharing and integration with other sources can
lead to improve efficiency and generate knowledge, location confidentiality concerns limit the
sharing of data between data provider and other researchers as geographical data can be used
to identify individual objects and their private information. The most recent and important use
of location information and subsequently geoprivacy concerns is in the contact tracing method
used for the Covid19 pandemic health crisis.4

To prevent object identification and retrieval of private information, geographical data needs
to be obfuscated before being released and shared with others. Spatial anonymization, ob-
fuscation and geo-masking methods have been implemented within GIScience to preserve the
individual’s privacy by a process of degrading the quality of locational information while main-
taining the spatial properties of geographical data.1 Obfuscation methods are widely used in
some fields and sectors especially in location-based services, healthcare and criminology.
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Geoprivacy for Agricultural data
Digital and smart farming is designed to achieve sustainable agriculture and obtain more pro-
duction, while simultaneously preserving sustainability and reducing the environmental impact
of agriculture activities.2 Digital farming generates a significant amount of valuable data, much
of which is collected from farms that is linked to the Global Positioning System (GPS) location.
For example, auto-steering tractors equipped with GPS units reduce the cost, fuel consumption
and subsequently protect the environment while increasing crop production by reducing over-
lapping of passes while planting seeds or applying chemicals and fertilizers.7 The available
spatial agriculture data if combined with climate, environmental and other spatial data can
support informed decision-making at farm level, regional or national scale and enables the
government to design and develop more sustainable agricultural policies and services in the
agriculture sector and society.3 However, farmers’ lack of trust and knowledge about confiden-
tiality risk of data collected on farms directly affects their motivation to adopt digital farming
technology.9 Ultimately this has a negative impact on the availability and accessibility of agri-
cultural data that are valuable for research, innovation and agricultural policymaking.9 In ad-
dition to increased awareness and understanding of the terms and conditions of data usage and
data sharing agreements along with General Data Protection Regulation (GDPR), privacy and
data protection laws, reducing the risk of identification is another key consideration to increase
the farmer’s willingness to adopt digital farming. It is challenging to preserve the privacy and
confidentiality of agricultural data. Agricultural data often contains spatial information which
has the potential for re-identification of the field parcels and disclosure of private information.
This information can be leaked through the spatial coordinates, shape, and size of the field. For
example, retrieving farm owner information using a farm address which can be extracted using
freely available online reverse geocoding map services from geographic coordinates available
in agriculture data. Linking personal information with agriculture data, could allow personal
or commercially sensitive and private information to be retrieved. Farm information, such as
type of crop, size of farm, type and number of animals, type of fertilizer, etc. may be used
for interests other than the farmer’s interests such as for informing insurance or, farm price
or for marketing purposes. Equally, these data can be extracted by government agencies and
used for regulatory purposes, for example, to verify compliance with environmental and animal
welfare standards, or fiscal obligations. However, to-date few studies have been developed and
conducted that specifically examine geoprivacy on agricultural data, despite the unique spatial
patterns and privacy concerns associated with such features which can be identified by their
location information among other attributes.

Spatial data and Obfuscation methods
A point is the simplest geometry feature or vector data type used to represent a location. Each
point represents a location, which consists of a coordinate pair and the individual information
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associated with that location. Most of the obfuscation methods implemented in GIScience rep-
resent points, such as the location of the crime.10 However, in some cases, the world phenomena
are best represented using areas or polygons, such as a field parcel. A polygon is a geometric
feature or vector type that represents an area which is defined by a set of connected lines whose
start and end points are the same. A polygon divides the space into inside and outside regions,
with the interior region representing real-world regions such as lakes, cities, and field parcels.
Although, data can be represented in vector format as points or polygons, to-date the predomi-
nant obfuscation methods have been derived from point features. To reduce the risk of identifi-
cation and to protect data privacy for point-based data several obfuscation methods have been
developed.6, 8, 10 Anonymization and Randomization are two types of point-based techniques
that are used widely to protect geoprivacy while preserving statistical analysis. K-anonymity
is an anonymization technique that generates an area (neighbourhood) as an obfuscation area
that contains at least k-1 other locations to ensure the specific location is unidentifiable among
them. Randomization is a two steps producer that first generates an obfuscation area and then
transforms the original location into a random location inside the obfuscation area.6 The gen-
erated obfuscation area can be in different shapes, such as buffers, donuts, pinwheels, or grids.
The size of the obfuscation area can be constant for all locations in a dataset or can be different
depending upon local location density in density-based methods.

Proposed Methods and Results
To explore the performance of point-based obfuscation methods on polygon data, the centroid
of a polygon can be considered as point data. Several anonymization and randomization tech-
niques on the centroid of field parcels were developed and tested in.5 The performance of 27
point-based obfuscation methods were evaluated on the subset of the Irish Nutrient Manage-

ment Planning Online (NMP Online) dataset with high point density and non-uniform distri-
bution. Furthermore, several evaluation methods were tested to measure the ability of each
method to satisfy both privacy concerns and spatial pattern preservation. Results highlighted
a high percentage of false identification and non-unique obfuscation, indicating the drawback
of point-based obfuscation methods when applied to geographic features best represented as
polygons. The term ‘False identification’ for point features means that the obfuscated point
mistakenly links to another original point. False identification for polygon features can be con-
sidered when there was an intersection between the original and obfuscated polygons. This
research introduces the concept of ”non-unique obfuscation”, which is important when obfus-
cating static objects as two or more points might have the same obfuscated location or when
the polygon nature of the objects is taken into account, there is an intersection between the ob-
fuscated location and other obfuscated locations. A challenge of this study was to develop and
implement a qualitative approach to generate optimal obfuscation area based on k-anonymity
satisfaction to minimise the risk of identification and maximise spatial pattern preservation.
This has led to the development of polygon-based obfuscation methods, which were designed
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Figure 1: Conceptual diagram of obfuscation methods. a) point-based method: original point
(black dot), random location (black triangle) obfuscation area (grey area). b) polygon-based
method: original location (polygon with black dot), random location (black circle)

with the consideration of three properties of spatial polygon objects including the spatial coor-
dinates, shape, and size of the polygon that can be used to identify real-world objects. These
methods were developed to guarantee that there is no false-identification and non-unique ob-
fuscation which is important for static polygon objects in terms of accuracy and security. The
main idea is to eliminate extended sensitive area (field parcels) from the obfuscated area gen-
erated by point-based methods. This guaranteed that there was no intersection between the
obfuscated location and sensitive area (The results of this chapter are currently under review of
Transaction in GIS journal). Figure 1 illustrates the conceptualization of obfuscation methods
to compare the point-based obfuscation methods and polygon-based methods.

Conclusion
The results of this PhD research indicate that the density-based methods perform the best to
achieve the trade-off between field parcel confidentiality and spatial pattern preservation. Shape
and size of the obfuscated polygon are two important factors for map visualization, with further
research recommended to improve map visualization quality while reducing the risk of identifi-
cation. A further study with more focus on the relationship between external environmental and
climate data with spatial coordinates and how obfuscation methods maintain this relationship
or preserve any possible clustering based on environmental climate data is suggested.
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