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Abstract: Advancement in the Internet of Things (IoT) and cloud computing has escalated the number
of connected edge devices in a smart city environment. Having billions more devices has contributed
to security concerns, and an attack-proof authentication mechanism is the need of the hour to sustain
the IoT environment. Securing all devices could be a huge task and require lots of computational
power, and can be a bottleneck for devices with fewer computational resources. To improve the
authentication mechanism, many researchers have proposed decentralized applications such as
blockchain technology for securing fog and IoT environments. Ethereum is considered a popular
blockchain platform and is used by researchers to implement the authentication mechanism due to its
programable smart contract. In this research, we proposed a secure authentication mechanism with
improved performance. Neo blockchain is a platform that has properties that can provide improved
security and faster execution. The research utilizes the intrinsic properties of Neo blockchain to
develop a secure authentication mechanism. The proposed authentication mechanism is compared
with the existing algorithms and shows that the proposed mechanism is 20 to 90 per cent faster
in execution time and has over 30 to 70 per cent decrease in registration and authentication when
compared to existing methods.

Keywords: authentication; Neo blockchain; fog computing; internet of things; blockchain technology;
cloud computing; smart contracts

1. Introduction

Blockchain technology has developed over the years and made room for decentralised
applications to be incorporated or combined with other technologies. Blockchain uses
a distributed ledger maintained through various nodes connected through networks;
these nodes are also responsible for the communication and recording of transactions [1].
Blockchain’s distributed and decentralised ledger has revolutionized security with its secure
data storage mechanism, which involves the registration of transactions with immutable
cryptographic signatures [2]. With the fast progress and technological improvements in
fog computing, the Internet of Things (IoT), and cloud computing, more and more edge
devices are added to the edge layer of connected services. These smart devices on this
edge layer gather and transmit sensitive data to fog devices over the cloud environment.
This arrangement puts data at risk and increases the chances of security breaches [3]. This
vulnerability has made the security of smart and IoT devices a major problem in IoT,
fog, and cloud computing. Internet of Things has an important role in cloud services,
some of which is the collection of data through sensors and the transmission of data
through networks and the internet. These sensors and devices communicate with each
other through networks. Authentication is considered a major security concern in IoT,
mainly user authentication and the authentication of IoT devices [4]. The authors in [5]
highlighted the properties of blockchains, including immutability, decentralisation, security
and consensus, and the benefit of integrating blockchain technology to improve big data
security and privacy, improve data integrity, real-time data analytics, enhance data sharing,
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and quality of big data. Various blockchains platform, such as Multichain, Ethereum,
Bitcoin, Neo blockchain, etc., have been introduced over time, with unique advantages
over the others. Different blockchain platforms operate on different consensus protocols
and guarantee security along with a different level of scalability [6]. Smart or edge devices
collect and generate large quantities of data almost instantly; the data gathered gets passed
on to the cloud through multiple IoT devices connected to networks, occasionally being the
source of overloads on the network [7]. The introduction of fog computing guarantees a
decentralised and distributed computing environment involving and utilizing multiple fog
nodes or devices engaging in different or multiple locations. The fog environment functions
between the edge and cloud layer, and the fog nodes manage data processing seamlessly.
This helps overcome computing limitations in cloud and IoT or edge devices and provides
an improved solution for the improvement of services that depend on cloud computing.
Thus, the data collected or gathered by edge devices are processed swiftly and transferred
to the cloud, hence achieving its purpose of providing edge and IoT devices with cloud
computing services to limit network traffic or communication with the cloud [8].

Generally, authentication, authorisation, and access control systems guarantee the
security of all data types collected and saved on cloud servers. Secure authentication is
provided through methods of restriction and access control to data and various services.
However, a lot of authentication, authorisation, and access control systems depend on
centralised storage or a database and the use of trusted third parties, which makes them at
risk of various breaches or attacks [9]. The distinctive features of fog computing, namely
the ability to compute data and the distributed nature of fog devices and the properties
of blockchain technology, such as the smart contract, decentralised ledger, and authenti-
cation systems, would take advantage of these features and properties and ensure secure
authentication in a cloud and IoT environment.

Some notable cyberattacks include the RockYou2021, which is considered the largest
password collection leakage. This attack was about eight billion entries of passwords [10].
In April 2022, the Romanian government websites became targets of a cyberattack; this
involved the use of distributed denial of service attacks with attempts to cause an overload
on systems by sending multiple requests to targets from many origins. These attacks were
targeted at the websites of the defence ministry, the border police, a financial institution,
and a railway company [11]. Equifax, in September 2017, announced at the time that it
had been a victim of a cyberattack that led to the compromise of the file containing fifteen
million two hundred thousand United Kingdom records dating from 2011 to 2016; these
records included personal information of customers and duplicates of data [12]. Other
recent cyberattacks include A DDoS attack which forced the Port of London Authority
offline in May 2022 and the attack on a stock trading platform Robinhood in November
2021, which allowed the hacker access to the personal information of about seven million
users; these data included names, email addresses, date of birth, and zip codes [13]. Security
in IoT is critical, mostly due to the wide range of security threats on networks. Additionally,
there are insecure practices of individuals, users, groups, or organisations who lack or have
limited resources or knowledge of practices to protect their IoT systems or architecture.
Despite the limited resources of some IoT devices or edge devices, they can still be exploited
through malware [14]. An example of an attack through an IoT system is the attack on Dyn
servers on 21 October 2016; this server controlled most domain name system infrastructure
on the internet, leaving several websites, including Netflix, CNN, Twitter, and others, down
in the United States and Europe. This distributed denial of service attack was carried out
using a network of IoT devices infected with a mirai botnet coordinated to flood the server
with traffic till it collapsed [15]. In this paper, we propose an improvement in a decentralised
fog computing authentication scheme utilizing Neo blockchain technology. This improved
system utilizes data classes, which include username, password, and Neo wallet ID during
the process of user registration and user authentication. The Neo blockchain properties,
including its decentralised ledger, smart contract, and consensus protocol, improve user
authentication by utilizing the decentralised storage and peer-to-peer communication
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between fog nodes. The proposed system is an improvement from our previous research
work [16], and it achieves fast, secure, and improved authentication and communication.
This research paper’s major contributions are as follows:

1. A security mechanism with improved performance is presented for a fog comput-
ing environment.

2. The proposed system is designed to execute user registration and authentication along
with the capability of providing data security in a decentralised environment.

3. The delegated Byzantine Fault Tolerant (dBFT) shows improvement over proof of
work (POW) and proof of stake (POS).

4. The proposed system offers more reliable security and speed when compared to other
existing blockchain solutions.

2. Related Works

Several research works that utilize blockchain technology and its unique characteris-
tics have been proposed by different researchers. These research methodologies are based
on fog computing, auctions, authentication, IoT, weather-based insurance, and other de-
centralised systems. A detailed review of schemes has been carried out on the blockchain,
authentication, fog computing, IoT, and cloud computing for a better understanding of
the proposed scheme. In [3], researchers developed a blockchain-based IoT identity au-
thentication system. The system uses four steps to verify the identity of the user and
devices. By following these steps, the user and device generate the key using the ellipse
encryption algorithm; the hash value of this key serves as the system’s authentication ID.
Through IoT devices, the account information is registered into the block. Upon sending
transaction information to the smart contract and receiving read permission from the de-
vice, the contract is established, and contact between the device and the user is created.
An authentication system was proposed in 2018 [17]. This proposed system assigned
unique identities for every single device and had these devices’ identities recorded on
the blockchain to enable them to identify each other with a centralised database. Be-
sides data protection, this system detects changes in data by hashing significant data into
the blockchain. Intending to improve the authentication efficiency, ref. [18] proposed a
distributed and trusted authentication system based on blockchain and edge computing.
There are three layers in this system: the physical network layer, the blockchain edge
layer, and the blockchain network layer. As a result of this guarantee of trusted authen-
tication, terminal-to-terminal traceability was achieved. Lau et al. [4] addresses the issue
of authentication in IoT networks, and the Authenticated Devices Configuration Protocol
(ADCP) was developed. By using blockchain technology, IoT devices can be digitally
identified and authenticated before they join a network by creating digital identification
and authentication codes. Researchers in [19] implemented a blockchain technology-based
system for a cellular mobile network using smart contracts. Mobile network cores can
now operate in a secure distributed environment, while smart contracts allow operators to
handle their transactions in a self-organizing network. To solve the encryption, decryption,
signature, and verification issues of blockchains, a heterogeneous alliance network was
established to develop an identity authentication system based on domestic, commercial
cryptography combined with blockchain. This was one of the distributed methods for
creating private and public keys for key security [20]. Gong et al. [21] introduced a device
recognition model for blockchain-based identity authentication that utilised a novel feature
selection method for device traffic flow to simplify the recording of transactions during
authentication on a blockchain network without replacing or swapping existing hardware
or software. Zhaofeng et al. [22] A blockchain-based decentralisation authentication pro-
tocol called BlockAuth was designed to provide secure registration and authentication.
Their scheme provided a decentralised authentication system with strong fault tolerance,
and high-level security, as well as blockchain consensus. Several authentication methods
can be used with this system, including passwords, certificates, tokens, and biometrics.
Kalaria et al. [23] As a result of fog computing, a mutual authentication scheme based
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on one-way hash functions and Elliptic Curve Cryptography has been proposed. This
scheme provides security and protection against cyber-attacks to the devices and entities
that interact with it. Their scheme achieved mutual authentication in the fog computing
environment, but immutability problems persisted. The issue of trust inherited by edge
computing was addressed through a scheme [24]. As a result, problems were identified with
registering and authenticating servers through trusted entities, as well as challenges posed
by a single point of failure enabling threats to exploit the network. Through the elimination
of public trusted entities within their network framework, they were able to overcome
challenges and difficulties associated with implementing decentralised platforms through
permissioned blockchain technology. This scheme allowed authenticated users to access
services without sign-ins at all service providers. As a result of using a single authentication
mechanism, the system is vulnerable to attacks due to its single authentication mechanism.

In [25], a decentralised access control and authentication mechanism for lightweight
IoT devices were proposed. Based on fog computing and blockchain technology, this
mechanism utilised blockchain cryptographic properties and a decentralised nature, along
with fog computing’s ability to solve latency issues. An authentication scheme based on
blockchain-enabled fog nodes and Ethereum smart contracts was proposed to provide
access to IoT devices and authenticate users. This approach enables the system to scale
by utilizing fog nodes to perform computing tasks [26]. The authors of [27] presented a
method for improving mutual authentication that incorporates multiple factors, a challenge-
response function, a modifiable response time, and the current time. As a result of fog
and cloud computing, methods for regulating these factors could be established. There is
a proposed model of an IoT network security network using blockchain technology [28],
which incorporates blockchain technology and addresses the difficulties of deploying a
blockchain in IoT networks by using genetic algorithms and particle swarm optimisation
to dive the network into multilayer decentralised systems called K-unknown clusters.
In [29], the authors presented a blockchain-based solution with the aim of improving the
privacy and security of virtual circuit-based device data. Their model was implemented
in an IoT-based application in a virtual vehicle monitoring system. This system stored
information about vehicle reaction, authentication, and integrity in the cloud platform
and further stored the data on a public Ethereum blockchain to enable smooth transactions.

FogHA [30] used lightweight cryptographic primitives and fog nodes and proposed
an anonymous handover authentication scheme that can offer key management and mu-
tual authentication between the fog node and a mobile device by eliminating unnecessary
authentication messages. There were features such as untraceability, anonymity, and low
latency that made this scheme resistant to attacks from insiders. Adversaries could utilize
the untraceability and anonymity to gain an advantage in this scheme, executing attacks
without being detected by the system. As outlined in [31], an identity management mecha-
nism was developed so that devices would remain anonymous and session keys would
be securely negotiated through authentication. As a result, trust was not restricted to
a single domain and blockchain technology was used for authentication. As a result, it
could be exploited by rough devices or adversaries to authenticate devices on different
administrative domains without knowing their identities. Bubbles of trust are proposed
by [32] for the identification and authentication of IoT devices using a decentralised system.
By utilizing blockchain technology, it can secure data integrity and availability through the
use of virtual zones and servers, and devices within the virtual zones can independently
verify and identify each other. Because of their importance to the system and potential
attack targets, these virtual zones must be secured.

As discussed in this section, the existing schemes and systems focus on authentication
in IoT and fog environments and integrate blockchain technology to enhance security and
decentralisation. However, most of the schemes utilised the Ethereum blockchain while
some depended on centralised databases or central authorities, which have limitations.
We propose a decentralised fog and IoT authentication system based on Neo blockchain
technology. This is an improvement from our previous system [16] and aims to address



Sensors 2022, 22, 8969

50f 15

the limitations in decentralised authentication systems based on the Ethereum blockchain.
Table 1 summarizes the existing works and the blockchains used in their schemes.

Table 1. Analysing existing work based on the type of blockchain used, consensus mechanism,
hard-fork proof, speed, quantum computer proof, and distributed model. (NA = Not Mentioned).

Concensus Quantum

Work Blockchain Mechanism Hard-Fork Proof Speed Computer Proof Distributed Model
FogAuthChain [8] Ethereum POW No Slow No Yes
FogHA [30] NA NA NA NA NA Yes
Blockchain meets IoT [33] Ethereum POW No Slow No Yes
B. Gupta [34] NA NA NA NA NA Yes
Khalid et al. [25] Ethereum POW No Slow No Yes
Kalaria et al. [23] Ethereum POW No Slow No Yes
Dechain [24] NA NA NA NA NA Yes
Meng et al. [31] NA NA NA NA NA Yes
Chow and Ma [35] NA NA NA NA NA No
Bubble of trust [32] Ethereum POS No Slow No Yes
AuthCODE [36] NA NA NA NA NA No
Almadhoun et al. [26] Ethereum POS No Slow No Yes
Leandrloffi et al. [27] NA NA NA NA NA No
Masfog [37] Ethereum NA No NA No Yes
FogBus [7] NA NA NA NA NA Yes
DA-SADA [38] NA NA NA NA NA Yes
AttriChain [39] Ethereum POW No Slow No Yes
Umoren et al. [16] Ethereum POS No Slow No Yes
Our Proposed work Neo dBFT Yes Fast Yes Yes

3. The Proposed Methodology

In this section, the research methodology, along with the experimental setup and
implementation of the proposed Neo blockchain-based authentication system, is discussed.
The proposed methodology also consists of a few assumptions as given by the researchers
in [8] and listed below:

¢  Through multiple networks and the internet, multiple mobiles and non-mobile devices
are connected to the fog computing environment.

*  Blockchain nodes are accessible to authorized users and devices.

¢ To serve as nodes or servers and host the blockchain, fog devices need to meet cer-
tain requirements.

e  Itis necessary for smart contracts to perform tasks that are programmed.

* A task can be performed by a node without relying on another node.

The proposed system utilizes Neo blockchain, smart contracts, and ledgers to provide
decentralised authentication for IoT and fog computing. The fog nodes execute blockchain
tasks and keep a copy of smart contracts and decentralised ledgers. The overall architecture
of the proposed scheme is given in Figure 1. The system starts with the procedure where a
user sends the authentication request through the user or edge device. This edge device is
connected to the fog device through a network. The fog device is connected to blockchain
nodes and has access to the smart contract execution module.

3.1. Advantages of Neo Blockchain over Ethereum Blockchain

The Neo blockchain has some properties that give it advantages over the Ethereum
blockchain; these advantages include [40]:

*  Consensus mechanism: delegated Byzantine Fault Tolerant (dBFT), which is consid-
ered an improvement over Ethereum’s Proof-of-Stake and is more energy efficient.

e  Hard-fork proof due to delegated Byzantine Fault Tolerant.

*  Speed: Executes 10,000 transactions per second compared to Ethereum’s 15 transac-
tions per second.

*  Quantum computer proof using Neo QS.
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Figure 1. Flowchart of the overall architecture of the proposed system.

Various aspects of different components of the proposed system are explained as
given below.

3.2. System Architecture

The proposed decentralised authentication system is described in this section, along
with the tasks they complete. The complex architecture of the proposed system is shown in
Figure 2. It shows the authentication system built on the Neo blockchain using edge and
fog devices. The components involved in this architecture are described below:

Cloud Layer

Figure 2. Authentication system built on Neo blockchain and fog computing.

3.2.1. Neo Smart Contract

Authentication and registration tasks are executed by the contract in this system.
The contract requires data such as Username, Password, and UserNeoAddress during registra-
tion and authentication and as the user interacts with the system thereafter.
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Edge Device

Registration

3.2.2. Fog Node

There are several fog nodes in the network that act as blockchain nodes, each having a
copy of the Blockchain, Ledger, and SmartContract. A Blockchain registration or authentication
transaction through a fog node updates the ledger for the Blockchain transactions. In order
to be able to host or be a part of Blockchain, these fog devices or servers must meet the
required specifications.

3.2.3. Users

For authentication and registration to be successful, the user must provide valid data
and perform a series of tasks. A valid Username, Password, and UserNeoAddress must be
provided for these tasks.

3.2.4. Edge Devices

During registration and authentication, these are the user devices with insufficient
resources to host the blockchain.

3.2.5. Cloud

Data are the main characteristics of the cloud, which is often described as a large
storage unit with the ability to host, store, and compute data. Upon receiving data generated
by IoT, edge, and fog devices, this cloud server processes it for analysis and processing.

3.3. Proposed System Working
The working of the proposed authentication system is outlined in this subsection.

3.3.1. Initialisation

As part of the registration process, a new user must apply all factors necessary for the
authentication system to work. These parameters initialised by the Neo blockchain are
valid UserNeoAdr (with Neo Gas), Username, and Password.

3.3.2. User Registration

In order to complete the registration phase, a new user sends a registration request
and is asked to provide Username and Password, as well as UserNeoAdr, to BlockChainNet;
the data are transferred through the SmartContract and stored in the Ledger. The Blockchain
identifies the User as a valid User, and the Ledger stores the data provided by the User on
the Blockchain. Figure 3 shows the user registration process.

Fog/Blockchain Node

Smart Contract
Ledger

Username, password,

Usernumms ; password Neo_wallet_Adr

Y
b A

Registration Request data stored in distributed ledger

Figure 3. Flow diagram for User Registration.

3.3.3. User Authentication

When the authentication phase begins, the User sends an authentication request
with the Username and Password, and the User must also submit a valid UserNeoAddress.
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Edge Device

As part of the Blockchain, the User is verified through the SmartContract and Ledger. Data
presented by the User determines whether the authentication attempt is successful. Valid
data are required from the User for authentication to succeed. A representation of user
authentication can be found in Figure 4. In order to authenticate successfully, the User must
provide data that matches the parameters the system requires. If successful authentication
is not achieved, the User gets another opportunity.

Fog/Blockchain Node

—_ Smart Contract Ledger

Authentication

Username , password

v

Neo_wallet_Adr?
Authentication Request

A

Reguest Wallet confirmation

Neo_wallet_Adr Neo_wallet_Adr verified

Y.

Replies with user's Neo_wallet_Adr Neo_wallet_Adris verified,

User authentication is successful or denied

s

Figure 4. Flow diagram for User Authentication.

3.4. Implementation

The purpose of this section is to introduce the algorithms for registering a user in the
proposed system, as well as identifying and authenticating the user. A pseudocode for
registering a user using a Password and Username is included in Algorithm 1. In addition,
a new UserNeoAdr is created for the new User, and all the new User data are stored in the
BlockChainNet, and the new User is registered successfully.

Algorithm 1 Pseudocode showing steps to register users

1: function NEW USER REGISTRATION REQUEST(Username, password)

2: if (Username, password = True) then

3: NewUser(Username, password, UserNeoAdr = True)

4: BlockchainUser (new user data stored on the Blockchain using the smart con-
tracts)

5 Log (New user registered)

6 return true

7: else

8 end if

9: end function

A pseudocode for user authentication requests based on the data Username, Password,
and UserNeoAdr of a valid and existing User is included in Algorithm 2. By validating User
data submitted for authentication, the BlockchainNet determines whether authentication
will be successful or termed as unsuccessful. A brief description of functions in the smart
contract can be found in Figure 5.
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public class AuthReg3Contract : SmartContractl
{

Initial value is

[InitialValue("NMvW3HgqnenwKJ66vHNxWtB2FTCLZRGHCES", ContractParameterType.Hash168)] ———» the wallet address

static readonly UInt168 User = default;
public static bool IsUser() => Runtime.CheckWitness(User);

public static bool Verify() => IsUser(); User data data is checked
—>»  and stored during
registration
public static void AddData(object data)

{
Storage.Put(Storage.CurrentContext, "Username"”, "Password");

H
public static string getData()

return Storage.Get(Storage.CurrentContext, "Username", "Password”, "InitialValue");
r User identity is verified

— using username, password
?ubllc static void Authenticate() and wallet address

if(!IsUser())
throw new Exception("Not Allowed");

Figure 5. Smart contract for user registration and authentication.

Algorithm 2 Pseudocode showing steps to authenticate users

1: function USER AUTHENTICATION REQUEST(Username, password, UserNeoAdr)

2: if (received authentication request from user = True) then
3 valid user data and NeoAdr-stored User data in blockchain through smart
contract
4: if (User data and NeoAdr is user data stored on the Blockchain = true) then
5: Authentication successful
6: Log (“authentication successful”)
7: return true
8: else
9: Log (“Authentication failed”) return false
10: end if
11: end if

12: end function

4. Result Analysis and Discussions

To assess the performance of the proposed system, several experiments have been
conducted to evaluate the method. Using the C sharp programming language, the proposed
system is implemented with Neo smart contracts. This smart contract is created and tested
using the Neo blockchain toolkit in Microsoft visual studio code [41]. The Microsoft visual
studio code environment provides the environment for working with the Neo blockchain
toolkit, which is used to create private networks, multiple users, and environments for
Neo blockchain. Furthermore, this environment allows you to create, deploy, test, and de-
bug smart contracts. The Neo blockchain network is simulated in the Microsoft visual
studio code environment, and the layout of the system is then simulated in Cisco Packet
Tracer. This experiment was conducted using Microsoft Visual Studio code for its ability
to allow smart contracts to be developed, created, implemented, and deployed in a vir-
tual Neo blockchain environment. A virtual IoT environment and virtual network can be
created and simulated using Cisco Packet Tracer’s network simulation environment [42].
Each virtual Neo blockchain account had a wallet filled with Neo gas and represented
a unique user created using the Neo blockchain toolkit in Microsoft Visual Studio Code.
A multiple-test registration and authentication process is implemented, and the metrics
for each test are analysed. The metrics are used to collect data, including registration and
authentication data. In the present study, the emphasis is given to secure authentication,
and registration/authentication time will be analysed in future research. A working IoT
and fog environment has been simulated using Cisco Packet Tracer, using nodes and edge
devices to create a virtual IoT and fog network. The performance and simulation results
are included in the subsections below.
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4.1. Performance Metrics and Results

In this experiment, several metrics given below are taken into consideration, including
the user registration gas, the user authentication gas, and the elapsed time. It is necessary
to compare and evaluate the proposed scheme with existing methods [8,16,26]; these
existing methods were chosen because they also utilised the blockchain for authentication
or security in fog computing.

*  Registration gas: The amount of Neo gas used during registration.
*  Authentication gas: The amount of Neo gas used during authentication.
*  Elapsed time: Time required for registration and authentication.

Network Simulation in Cisco Packet Tracer

The IoT and fog environment has been simulated in Cisco Packet Tracer [42]; this
simulation involved a virtual network of fog servers (nodes) and user edge devices con-
figured and connected in networks to simulate a real-world networking architecture and
run tests using various packets and protocols. Multiple tests are executed over wired and
wireless networks where packets are sent from edge devices to the fog server, from edge
devices to other edge devices, and from the fog server to other fog servers. The system
architecture created in the Cisco Packet Tracer is displayed in Figure 6. In the architecture,
nodes 1 and 2 are connected to edge devices (laptops and PC) through routers and switches,
these are wired connections, while node 3 is connected to edge devices (smartphone and
tablet computers) through a switch and wireless router.

:i Scir-PT i
Eerver-PT nclie2 Server

5 Node1 noded
// i
’
7/ I p

o =

| 4 ' l ' 2960424 TT

Rodter-PT Rautr—PT Swilch2

Adutaro Rodter1

. 1 I
/ | L;’—-l
| ),
2ab- AT T WET300N"7/,
iteh) 0-2 Wirelgss Routerd ™/,
"Switch? = “y
f N\ / N\ F &
/ = 7,
- ! N\ -, - s
orer - Ao :

plop- — = Lapiop-PT = TabletPC-PT
Alice Pe T Laptop-PT o Laplop-PT Tablet PCO

SMARTPHONE-PT
Smartphoned

Figure 6. Simulation of the fog computing environment in the Cisco packet tracer.

4.2. Performance Evaluation

This section aims to compare the performance and results of the proposed system with
those of the existing methods [8,16,26]. Using the metrics of registration, authentication,
and elapsed time, the proposed and existing methods have been displayed and can be
identified in the charts in this section.

The scheme [26] was designed for registration and authentication; this used blockchain-
enabled nodes to execute registration and authentication. Ref. [8] is a decentralised mutual
authentication, this used blockchain for device registration, authentication, and location
validation. Ref. [16] was designed for user registration and authentication in a decentralised
secure fog computing, it utilised blockchain smart contracts to register and authenticate
users. The proposed system performs faster than the existing methods [8,26], as indicated
by the elapsed time. In an evaluation, it is observed that it is scalable with increasing
registrations and authentication requests with a slight increase in elapsed time and reg-
istration gas. Four groups of user devices are used for this experiment, 5, 10, 15, and
20 devices, to compare with existing methods. For proper comparison and evaluation of
results, experimental results from existing methods [8,16,26], which were executed on the
Ethereum blockchain, have been converted from ether to neo gas. This conversion was
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executed with the current rate. The simulation results for registration and authentication
are included below.

4.2.1. Registration Simulation

We observed over a 70 per cent decrease in registration cost when compared to existing
methods, as shown in Figure 7. It is evident from Figure 7 that users in all groups are
experiencing a gas decrease compared to the existing methods [8,16].

1e8 Registration

B Proposed
6 Wmm Umoren et al.
B FogAuthChain

Neo Gas

5 USERS 10 USERS 15 USERS 20 USERS
Number of users

Figure 7. Evaluation of experimental results on registration gas for the proposed system and the

existing system [8,16].

4.2.2. Authentication Simulation

The proposed system generated over an 80 per cent decrease in authentication gas
compared to the existing system [8] and over a 30 per cent decrease when compared to [16],
as shown in Figure 8. Based on a comparison of the metrics from [8,16] to the metrics from
the user groups 8, it is found that there is an overall decrease in Neo gas consumption in all
user groups.

1e8 Authentication

mmm Proposed
6- W Umoren et al.
mmm FogAuthChain

Neo Gas

5 USERS 10 USERS 15 USERS 20 USERS
Number of users

Figure 8. Evaluation ofexperimental results on authentication gas for the proposed system and the
existing system [8,16].
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4.2.3. Elapsed Time

Figure 9 displays the elapsed time for registration; the proposed system used less time
compared to existing methods [8,26]; this decrease is up to 10 per cent. Figure 9 displays
the elapsed time for authentication. Comparing the results of [8,26] for five to ten users,
a 20 per cent decrease is observed. In comparison to the existing method [26], times are
recorded as higher for the group of 15 and 20 users.

le6
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mmm Almadhoun et al.
| mmm FogAuthChain

Elapsed Time
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Figure 9. Simulation results showing the time required to send packets [8,26].

4.3. Discussion

Neo blockchain is reviewed in this section to illustrate its advantages over other
blockchains, such as Ethereum, and to show potential vulnerabilities. Security and secure
authentication are common issues in IoT and fog computing, which are attributed to fac-
tors such as the ever-growing number of sensors and IoT devices, their ability to gather
and manage data, and their connection to networks that require security [43]. The decen-
tralised nature of the fog computing environment makes it beneficial for IoT and cloud
computing; this ensures the computing and processing of data on the fog level, hereby
offloading computation on the cloud level and reducing the time required for processing,
transfer, and computation. The introduction of Neo blockchain in IoT and fog computing
environments mitigates attacks and gives a solution to the problems surrounding secure
authentication and security in IoT environments. This ensures secure authentication and
mitigates attacks that target fog and cloud computing environments, such as authenti-
cation attacks, denial of service, sniffing, man-in-the-middle attack, distributed denial
of service, side channel attacks, and so on. Data collection and transmission are the re-
sponsibilities of edge devices, sensors, and other resource-limited devices within cloud
computing environments. Fog computing is developed to meet the demands of resource-
constrained edge devices and sensors, which include secure authentication. Nonetheless,
fog computing is not without limitations, some of which are privacy and security chal-
lenges inherited from cloud computing [44]. The introduction of blockchain technology
offers a solution to these issues. Through the use of blockchain technology, security is
provided through the storage and validation of data and records in distributed databases,
which mitigates denial of service attacks, man-in-the-middle attacks, spoofing, and other
authentication attacks. The blockchain provides security for sensitive data transmitted
from one node to another due to its unique characteristics, such as privacy, anonymity,
and mutual authentication. Multiple attacks are resistant to the system due to the dis-
tributed ledger and validator nodes. Because sensors and edge devices have limited
computing and networking capabilities, integrating blockchain technology with IoT and
fog computing presents challenges. This includes the limited ability of these sensors and
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edge devices to execute registration, authentication, or recognition of other devices on the
network. Thus, blockchain-enabled fog nodes are tasked with the execution of these tasks
while using these edge devices as a module for data collection and transfer. In general,
10T, fog, and cloud computing environments can benefit from the unique characteristics
and advantages of Neo blockchain technology. Some advantages of the Neo blockchain
over the Ethereum blockchain include speed, considering Neo’s transaction speed is
10,000 transactions per second, compared to Ethereum’s 10 to 15 transactions per second,
and Neo blockchain’s instant block confirmation time compared to Ethereum’s six-minute
block confirmation time [45]. In a nutshell, the delegated Byzantine Fault Tolerant (dBFT)
of Neo is considered an improvement over proof-of-stake (POS) and proof-of-work (POW)
because it is energy-efficient, makes Neo hard-fork proof, and provides a balance between
scalability, security, and performance [46]. Ethereum’s relatively slow speed is due to its
proof-of-work mechanism, which is a lot slower than the Neo blockchain. The first mover is
also a disadvantage of Ethereum, with more learning from the limitations to build a better
network [47]. With blockchain as the foundation for the system, it can be fully scalable,
able to scale to multiple IoT devices, and is still secure as a result.

5. Conclusions

In this paper, a Neo blockchain smart contract is created and implemented to address
secure authentication and other limitations in an IoT and fog computing environment.
This included scalability, immutability, and secure authentication of fog devices in a de-
centralised fog computing environment. The present research also aims to improve our
previous work, which utilised an Ethereum smart contract to provide a decentralised
secure fog computing environment. The comparison has shown that with the advantages
of the Neo blockchain, performance, speed, and security have improved over the Ethereum
blockchain. The experiment’s results display the execution time for the task is lower;
in addition, the registration and authentication cost, when compared to existing meth-
ods [8,16,26], is reduced by 65 per cent. The resulting evaluation shows that the proposed
system improves the cost and speed when compared to existing methods.
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Abbreviations

The following abbreviations are used in this manuscript:

Usermail User email address
User User

Username User name
passowrd User password
NeoAdr Neo address
UserNeoAdr User Neo address
FogNode Fog Node

EdgeDev Edge Device

Cloud Cloud
SmartContract  Smart Contract
Blockchain Blockchain
BlockChainNet  Blockchain Network
Ledger Ledger



Sensors 2022, 22, 8969 14 of 15

References

1.

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

Salem, M.].; Ndolu, EH.E.; Hidayatullah, D.E.R.; Sari, R.F. Developing NEO Smart Contract for Weather-Based Insurance. In
Proceedings of the 2021 4th International Seminar on Research of Information Technology and Intelligent Systems (ISRITI),
Yogyakarta, Indonesia, 16-17 December 2021; IEEE: Piscataway, NJ, USA, 2021; pp. 603-608.

Muneeb, M.; Raza, Z.; Haq, 1.U.; Shafig, O. SmartCon: A Blockchain-Based Framework for Smart Contracts and Transaction
Management. IEEE Access 2021, 10, 10719-10730.

Huang, J.C.; Shu, M.H.; Hsu, B.M.; Hu, C.M. Service architecture of IoT terminal connection based on blockchain identity
authentication system. Comput. Commun. 2020, 160, 411-422.

Lau, C.H,; Alan, KH.Y,; Yan, F. Blockchain-based authentication in IoT networks. In Proceedings of the 2018 IEEE Conference on
Dependable and Secure Computing (DSC), Kaohsiung, Taiwan, 10-13 December 2018; IEEE: Piscataway, NJ, USA, 2018; pp. 1-8.
Deepa, N.; Pham, Q.V.; Nguyen, D.C.; Bhattacharya, S.; Prabadevi, B.; Gadekallu, T.R.; Maddikunta, PK.R.; Fang, E,; Pathirana,
PN. A survey on blockchain for big data: Approaches, opportunities, and future directions. Future Gener. Comput. Syst. 2022,
131, 209-226.

Guo, H;; Yu, X. A Survey on Blockchain Technology and its security. Blockchain Res. Appl. 2022, 3, 100067.

Tuli, S.;; Mahmud, R.; Tuli, S.; Buyya, R. Fogbus: A blockchain-based lightweight framework for edge and fog computing. J. Syst.
Softw. 2019, 154, 22-36.

Patwary, A.A.N,; Fu, A ; Battula, S.K.; Naha, R K,; Garg, S.; Mahanti, A. FogAuthChain: A secure location-based authentication
scheme in fog computing environments using Blockchain. Comput. Commun. 2020, 162, 212-224. [CrossRef].

Wang, W.; Huang, H.; Zhang, L.; Su, C. Secure and efficient mutual authentication protocol for smart grid under blockchain.
Peer-to-Peer Netw. Appl. 2021, 14, 2681-2693.

Mikalauskas, E. Rockyou2021: Largest ever Password Compilation Leaked. 2021. Available online: https://www.cybernews.
com/security /rockyou2021-alltime-largest-password-compilation-leaked / (accessed on 6 August 2022).

Timu, A. Pro-Russian Hacking Group Killnet Attacks Romanian Websites. 2022. Available online: https://www.straitstimes.
com/world/europe/pro-russian-hacking-group-killnet-attacks-romanian-websites (accessed on 12 August 2022).
Cybersecurity Incident Information for UK Consumers. 2018. Available online: https://www.equifax.co.uk/incident.html
(accessed on 8 August 2022).

News, S. Significant Cyber Incidents. 2021. Available online: https://www.csis.org/programs/strategic-technologies-program/
significant-cyber-incidents (accessed on 6 August 2022).

Trend Micro. IOT Security Issues, Threats, and Defenses. 2021. Available online: https://www.trendmicro.com/vinfo/us/
security /news/internet-of-things /iot-security-101-threats-issues-and-defenses (accessed on 8 August 2022).

Woolf, N. DDoS Attack That Disrupted Internet Was Largest of Its Kind in History, Experts Say. 2016. Available online:
https:/ /www.theguardian.com/technology /2016/oct/26/ddos-attack-dyn-mirai-botnet (accessed on 10 August 2022).
Umoren, O,; Singh, R.; Pervez, Z.; Dahal, K. Securing Fog Computing with a Decentralised User Authentication Approach Based
on Blockchain. Sensors 2022, 22, 3956.

Li, D.; Peng, W.; Deng, W.; Gai, F. A blockchain-based authentication and security mechanism for IoT. In Proceedings of the 2018
27th International Conference on Computer Communication and Networks (ICCCN), Hangzhou, China, 30 July—2 August 2018;
IEEE: Piscataway, NJ, USA, 2018; pp. 1-6.

Guo, S.; Hu, X,; Guo, S.; Qiu, X.; Qi, F. Blockchain meets edge computing: A distributed and trusted authentication system. IEEE
Trans. Ind. Inform. 2019, 16, 1972-1983.

Mafakheri, B.; Subramanya, T.; Goratti, L.; Riggio, R. Blockchain-based infrastructure sharing in 5G small cell networks. In
Proceedings of the 2018 14th International Conference on Network and Service Management (CNSM), Rome, Italy, 5-9 November
2018; pp. 313-317.

Zhang, L.; Ge, Y. Identity authentication based on domestic commercial cryptography with blockchain in the heterogeneous
alliance network. In Proceedings of the 2021 IEEE International Conference on Consumer Electronics and Computer Engineering
(ICCECE), Guangzhou, China, 15-17 January 2021; IEEE: Piscataway, NJ, USA, 2021; pp. 191-195.

Gong, L.; Alghazzawi, D.M.; Cheng, L. BCoT sentry: A blockchain-based identity authentication framework for IoT devices.
Information 2021, 12, 203.

Ma, Z.; Meng, ].; Wang, J.; Shan, Z. Blockchain-based decentralized authentication modeling scheme in edge and IoT environment.
IEEE Internet Things J. 2020, 8, 2116-2123.

Kalaria, R.; Kayes, A.; Rahayu, W.; Pardede, E. A Secure Mutual authentication approach to fog computing environment. Comput.
Secur. 2021, 111, 102483. [CrossRef].

Bonnah, E.; Ju, S. DecChain: A decentralized security approach in Edge Computing based on Blockchain. Future Gener. Comput.
Syst. 2020, 113, 363-379. [CrossRef].

Khalid, U.; Asim, M.; Baker, T.; Hung, P.C.; Tariq, M.A.; Rafferty, L. A decentralized lightweight blockchain-based authentication
mechanism for IoT systems. Clust. Comput. 2020, 23, 2067-2087.

Almadhoun, R.; Kadadha, M.; Alhemeiri, M.; Alshehhi, M.; Salah, K. A user authentication scheme of IoT devices using
blockchain-enabled fog nodes. In Proceedings of the 2018 IEEE/ACS 15th International Conference on Computer Systems and
Applications (AICCSA), Aqaba, Jordan, 28 October—1 November 2018; IEEE: Piscataway, NJ, USA, 2018; pp. 1-8.


https://doi.org/10.1016/j.comcom.2020.08.021
https://www.cybernews.com/security/rockyou2021-alltime-largest-password-compilation-leaked/
https://www.cybernews.com/security/rockyou2021-alltime-largest-password-compilation-leaked/
https://www.straitstimes.com/world/europe/pro-russian-hacking-group-killnet-attacks-romanian-websites
https://www.straitstimes.com/world/europe/pro-russian-hacking-group-killnet-attacks-romanian-websites
https://www.equifax.co.uk/incident.html
https://www.csis.org/programs/strategic-technologies-program/significant-cyber-incidents
https://www.csis.org/programs/strategic-technologies-program/significant-cyber-incidents
https://www.trendmicro.com/vinfo/us/security/news/internet-of-things/iot-security-101-threats-issues-and-defenses
https://www.trendmicro.com/vinfo/us/security/news/internet-of-things/iot-security-101-threats-issues-and-defenses
https://www.theguardian.com/technology/2016/oct/26/ddos-attack-dyn-mirai-botnet
https://doi.org/10.1016/j.cose.2021.102483
https://doi.org/10.1016/j.future.2020.07.009

Sensors 2022, 22, 8969 15 of 15

27.

28.

29.

30.

31.

32.

33.
34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

44.

45.

46.
47.

Loffi, L.; Westphall, C.M.; Griidtner, L.D.; Westphall, C.B. Mutual authentication with multi-factor in IoT-Fog-Cloud environment.
J. Netw. Comput. Appl. 2021, 176, 102932. [CrossRef].

Rashid, M.A.; Pajooh, HH. A security framework for IoT authentication and authorization based on blockchain technology.
In Proceedings of the 2019 18th IEEE International Conference on Trust, Security and Privacy in Computing and Communica-
tions/13th IEEE International Conference on Big Data Science And Engineering (TrustCom/BigDataSE), Rotorua, New Zealand,
5-8 August 2019; IEEE: Piscataway, NJ, USA, 2019; pp. 264-271.

Ch, R;; Srivastava, G.; Gadekallu, T.R.; Maddikunta, PK.R.; Bhattacharya, S. Security and privacy of UAV data using blockchain
technology. J. Inf. Secur. Appl. 2020, 55, 102670.

Guo, Y.; Guo, Y. FogHA: An efficient handover authentication for mobile devices in fog computing. Comput. Secur. 2021,
108, 102358.

Shen, M.; Liu, H.; Zhu, L.; Xu, K.; Yu, H.; Du, X.; Guizani, M. Blockchain-assisted secure device authentication for cross-domain
industrial IoT. IEEE ]. Sel. Areas Commun. 2020, 38, 942-954.

Hammi, M.T.; Hammi, B.; Bellot, P.; Serhrouchni, A. Bubbles of Trust: A decentralized blockchain-based authentication system
for IoT. Comput. Secur. 2018, 78, 126-142. [CrossRef].

Novo, O. Blockchain meets IoT: An architecture for scalable access management in IoT. IEEE Internet Things . 2018, 5, 1184-1195.
Gupta, B.; Quamara, M. An identity based access control and mutual authentication framework for distributed cloud computing
services in IoT environment using smart cards. Procedia Comput. Sci. 2018, 132, 189-197. [CrossRef].

Chow, M.C; Ma, M. A lightweight traceable D2D authentication and key agreement scheme in 5G cellular networks. Comput.
Electr. Eng. 2021, 95, 107375. [CrossRef].

Sanchez Sanchez, PM.; Ferndndez Maim¢, L.; Huertas Celdran, A.; Martinez Pérez, G. AuthCODE: A privacy-preserving and
multi-device continuous authentication architecture based on machine and deep learning. Comput. Secur. 2021, 103, 102168.
[CrossRef].

Imine, Y.; Kouicem, D.E.; Bouabdallah, A.; Ahmed, L. MASFOG: An efficient mutual authentication scheme for fog computing
architecture. In Proceedings of the 2018 17th IEEE International Conference On Trust, Security And Privacy In Computing and
Communications/12th IEEE International Conference on Big Data Science And Engineering (TrustCom/BigDataSE), New York,
NY, USA, 1-3 August 2018; IEEE: Piscataway, NJ, USA, 2018; pp. 608-613.

Chen, S,; Yang, L.; Zhao, C.; Varadarajan, V.; Wang, K. Double-blockchain Assisted Secure and Anonymous Data Aggregation for
Fog-enabled Smart Grid. Engineering 2020, 1, 159-169. [CrossRef].

Shao, W,; Jia, C.; Xu, Y.; Qiu, K,; Gao, Y.; He, Y. AttriChain: Decentralized traceable anonymous identities in privacy-preserving
permissioned blockchain. Comput. Secur. 2020, 99, 102069. [CrossRef].

Coelho, I.M.; Coelho, V.N.; Araujo, R.P.; Yong Qiang, W.; Rhodes, B.D. Challenges of PBFT-inspired consensus for blockchain and
enhancements over neo dBFT. Future Internet 2020, 12, 129.

Microsoft. Visual Studio Code-Code Editing; Redefined; Microsoft: Redmond, DC, USA, 2021. Available online: https://code.
visualstudio.com/ (accessed on 21 May 2022).

Cisco Packet Tracer 8.0.1 : Download Free Labs and Tutorials for CCNA v7 Certification Exam Preparation. Available online:
https:/ /www.packettracernetwork.com/download /download-packet-tracer.html (accessed on 18 May 2022).

Gamundani, A.M.; Phillips, A.; Muyingi, HIN. An overview of potential authentication threats and attacks on Internet of
Things (IoT): A focus on Smart home applications. In Proceedings of the 2018 IEEE International Conference on Internet of
Things (iThings) and IEEE Green Computing and Communications (GreenCom) and IEEE Cyber, Physical and Social Computing
(CPSCom) and IEEE Smart Data (SmartData), Halifax, NS, Canada, 30 July 2018-3 August 2018; IEEE: Piscataway, NJ, USA, 2018;
pp- 50-57.

Munir, K.; Mohammed, L.A. Comparing user authentication techniques for fog computing. In Advancing Consumer-Centric Fog
Computing Architectures; IGI Global: Hershey, PL, USA, 2019; pp. 111-125.

Bareis, M.; Angelo, M.d.; Salzer, G. Functional Differences of Neo and Ethereum as Smart Contract Platforms. In International
Congress on Blockchain and Applications; Springer: Berlin/Heidelberg, Germany, 2020; pp. 13-23.

Wang, Q.; Li, R.; Chen, S.; Xiang, Y. Formal Security Analysis on dBFT Protocol of NEO. arXiv 2021, arXiv:2105.07459.
Rankhambe, B.P.; Khanuja, HK. A comparative analysis of blockchain platforms—Bitcoin and Ethereum. In Proceedings
of the 2019 5th International Conference on Computing, Communication, Control and Automation (ICCUBEA), Pune, India,
19-21 September 2019; IEEE: Piscataway, NJ, USA, 2019; pp. 1-7.


https://doi.org/10.1016/j.jnca.2020.102932
https://doi.org/10.1016/j.cose.2018.06.004
https://doi.org/10.1016/j.procs.2018.05.185
https://doi.org/10.1016/j.compeleceng.2021.107375
https://doi.org/10.1016/j.cose.2020.102168
https://doi.org/10.1016/j.eng.2020.06.018
https://doi.org/10.1016/j.cose.2020.102069
https://code.visualstudio.com/
https://code.visualstudio.com/
https://www.packettracernetwork.com/download/download-packet-tracer.html

	Introduction
	Related Works
	The Proposed Methodology
	Advantages of Neo Blockchain over Ethereum Blockchain
	System Architecture
	Neo Smart Contract
	Fog Node
	Users
	Edge Devices
	Cloud

	Proposed System Working
	Initialisation
	User Registration
	User Authentication

	Implementation

	Result Analysis and Discussions
	Performance Metrics and Results
	Performance Evaluation
	Registration Simulation
	Authentication Simulation
	Elapsed Time

	Discussion

	Conclusions
	References

