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Netoscope: A New Black Box Through Which the Russian Government Controls
Content Dissemination?

By Liudmila Sivetc (Turku University) and Mariélle Wijermars (Maastricht University)
Abstract

Russia has increasingly adopted policies that leverage the power of private infrastructure owners, including
algorithmic gatekeepers, to achieve more effective, but less easily perceptible, control over online content
dissemination. This article analyzes the Netoscope project, which has compiled a database of Russian domain
names suspected of malware, botnet or phishing activities. Within the framework of this project, federal censor
Roskomnadzor cooperates with Yandex (which downgrades listed domains in its search results), Kaspersky, and
foreign partners. The article concludes that non-transparency creates possibilities for misuse of the project.

History and Functionality of the Netoscope Project

Over the last decade, Russia has increasingly adopted policies to leverage the power of private infrastructure
owners, including algorithmic gatekeepers, to achieve more effective, but less easily perceptible, control over
online content dissemination (Sivetc 2020, 2021; Wijermars, 2021). One example of this kind of cooperation is the
Netoscope Project, launched in 2012 by the Coordination Center for top-level domains .ru and .pé. As stated on
the official website of the project, www.netoscope.ru, the project “aims at making the Russian domain space safer
for users.” A representative of the Coordination Center who is directly involved in the functioning of Netoscope
explains that the project was not intended to regulate the Russian internet. Rather, the project was necessary to
improve the reputation of the Russian top-level domains, which fell outside the ranks of the safest domains in
2009-2011. In light of this, the Coordination Center proposed the Netoscope Project as a platform for cooperation
with experts from the cybersecurity field.

Cybersecurity experts, in turn, needed to cooperate with the Coordination Center because only this organization is
able to terminate the delegation of domain names to resources involved in the “epidemic” dissemination of, for
example, malware. Domain name delegation means connecting a registered domain name with the corresponding
address of the server hosting the relevant website. The termination of domain delegation does not cancel the
registration of this domain name. Rather, it terminates the connectivity between the domain name and the
corresponding address, making the relevant website inaccessible until the delegation is restored. Cybersecurity
experts can detect malware being spread by such resources and can identify which domain names serve as
coordinating command points. However, experts cannot disable the resources behind malware attacks because
the termination of the delegation of the involved domain names is not in their power. Netoscope has provided the
necessary mechanisms for doing so. Now, expert partners send information on malicious domain names to the
project to enable the Coordination Center to expeditiously react to cyber threats. The aforementioned
representative of the Coordination Center indicates that cooperation within the framework of the Netoscope
project has led to a decline in the number of malicious activities in the .ru domain, thereby improving its
reputation. If in the beginning Netoscope flagged 100,000 malicious domains per year, by 2020 the figures had
decreased significantly and the domain had become “cleaner.”

In February 2021, the project’s website listed 17 Netoscope partners: Roskomnadzor (a government agency
responsible for controlling the Russian Internet), Group IB, Kaspersky, Mail.Ru, Rostelecom, TCI (Technical Center
“Internet”), Yandex, BI.ZONE (a daughter company of Sberbank), RU-CERT, IThreat, the Association of MasterCard
Participants, SkyDNS, SURF, FIFA, National Computer Incident Response and Coordination Center, and Dr. Web.
The list of partners thus includes the two key players on the Russian Internet: Yandex, the Russian counterpart and
competitor of Google, is the leading Internet browser, search engine, and news aggregator, while Mail.ru Group is
the owner of Russia’s most popular social networks (among many other activities).

Roskomnadzor, according to the Coordination Center’s 2016 Report (2017, p. 12), joined Netoscope on 19 April
2016. The federal agency and Netoscope agreed on cooperation aimed, inter alia, at “the joint investigation of
content, types, and features of unlawful online information and the development of means of precluding it from
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dissemination on the Internet.” Despite only becoming an official partner in 2016, Roskomnadzor, as the
representative of the Coordination Center clarifies, has been involved in Netoscope since the outset. The agency
was an active participant before 2016 and has continued to cooperate actively since signing the agreement.

Experts contribute to Netoscope by sending information on domain names involved in phishing, malware, and
botnet activities to a database that accumulates the information and stores all suspected domain names. This
means that once a domain name is included in the Netoscope database, it will never again be excluded from it. In
other words, the flagged domain name will not be excluded even when it no longer hosts the malicious content.
Even if the domain name ceases to exist—namely, if its registration in one of the Russian top-level domains is
discontinued—this fact does not affect the information stored in the database. The principle of forever storage, as
the representative of the Coordination Center explains, is based on the presumption that a domain name that has
been used for malicious activities in the past preserves its dangerous potential and is likely to be used again. The
Netoscope database serves as the basis for the “Domain Checker” available on the Netoscope website. Any
Internet user can use it to find out whether a domain name registered to the .ru, .su, and .p¢ domains has been
flagged by Netoscope.

According to the project’s website, the Netoscope database contains approximately 4.7 million domain names
(December 2020). As the representative of the Coordination Center explains, this figure should not be understood
as an indicator of a high level of malicious activities: only a small number of these domain names (around 5,000)
are currently flagged as malicious. Instead, a site’s appearance in the database should signal to users that the
relevant website is safe to access—even if the fact that it was previously flagged by Netoscope raises questions
regarding the website’s safety. For example, according to the representative of the Coordination Center,
companies that are involved in the domain name business adjust their decision to buy a certain domain name if it
has been flagged by Netoscope as being involved in malicious activities in the past. They refer to this practice as an
“indirect effect” of the Netoscope project.

Netoscope has yet another effect, but this one is direct and planned: according to the Coordination Center’s 2014
report (2015, p. 11), Yandex has been using the Netoscope database since 2014 to exclude optimization links to
websites corresponding to flagged domain names from its search results (see also Kudriavtseva, 2020). The
representative of the Coordination Center confirms that Yandex can use the Netoscope database to adjust how its
algorithms decide which websites are to be prioritized in search results lists. At the same time, Yandex also
contributes to the database. The representative cites the Yandex Safe Browsing database as a source that
Netoscope has been using to enrich and refine its data about domain names included in the Netoscope database.
However, they point out that the Netoscope database is just one of many resources that Yandex uses as an input
source for its algorithms.

Embedded Vulnerability

The representative of the Coordination Center highlights a unique feature of Netoscope: the project provides a
platform for collaboration among competitors. As partners in Netoscope, they are willing to share information
with the Coordination Center and contribute to the Netoscope database

Andrei Yarnykh from Kaspersky mentions market competition among Netoscope partners as the reason why there
is only unilateral communication between Netoscope and the company. Information submitted to Netoscope by
partners is available only to the project, not to its partners.

As the representative explains, cooperation around the Netoscope database occurs as follows. The Netoscope
database is located at the Coordination Center. Each partner sends information on those domain names that it
identifies as being involved in malicious activities to the Netoscope database. The representative stresses that the
partner decides whether to flag a domain name in accordance with its expertise. According to Andrei Yarnykh,
Netoscope aggregates information sent by the partners and issues reports on the level of malicious activities like
malware, spam, and phishing. These reports are purposely designed not to reveal the size and content of each
partner’s contribution to the project. As Andrei Yarnykh says, reports provide “statistics rather than analytics.”
Netoscope does not enable Kaspersky to see which partner flagged a certain domain name.

Importantly, according to the representative of the Coordination Center, Netoscope relies on the partners'
expertise and does not verify inputs into the database. They explain that such verification is outside the scope of
the Coordination Center’s tasks. The Coordination Center does not employ experts to check whether, for instance,
a domain name flagged by a Netoscope partner as being involved in phishing is indeed connected to such
activities. If a Netoscope partner “says that this domain name is connected with phishing at this moment, it means
that the partner answers for [the accuracy of] its words.”



The Domain Checker available on the Netoscope website warns users about any malicious activity the checked
domain name is/was involved in based on Netoscope partners’ assessments. In line with the restricted disclosure
and anonymized aggregation discussed above, the results received from the Domain Checker do not show which
partner flagged the domain name in question nor when this occurred. As the representative of the Coordination
Center explains, making information non-traceable was “the main condition at the start of the project.” This
means that although the Coordination Center has access to these details, information about partners’ involvement
is not disclosed.

The lack of transparency extends to all partners in the project. As Andrei Yarnykh explains, Kaspersky sends
information “like an email” and is not able to trace how it is subsequently processed by Netoscope. This means
that Roskomnadzor can also send unchecked “emails” to the Netoscope database, which can trigger re-indexing of
the allegedly malicious domain names and positioning them further down Yandex’s list of search results. Thus, the
functioning of Netoscope resembles a black box that filters out allegedly harmful domain names without
accountability or safeguards against abuse.
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