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ABSTRACT 

The most sensitive Arabic text available online is the digital Holy Qur’an. This 

sacred Islamic religious book is recited by all Muslims worldwide including the non-

Arabs as part of their worship needs. It should be protected from any kind of 

tampering to keep its invaluable meaning intact. Different characteristics of the 

Arabic letters like the vowels ( ي . و  .أ  ), Kashida (extended letters), and other symbols 

in the Holy Qur’an must be secured from alterations. The cover text of the al-Qur’an 

and its watermarked text are different due to the low values of the Peak Signal to 

Noise Ratio (PSNR), Embedding Ratio (ER), and Normalized Cross-Correlation 

(NCC), thus the location for tamper detection gets low accuracy. Watermarking 

technique with enhanced attributes must therefore be designed for the Qur’an text 

using Arabic vowel letters with Kashida. Most of the existing detection methods that 

tried to achieve accurate results related to the tampered Qur’an text often show 

various limitations like diacritics, alif mad surah, double space, separate shapes of 

Arabic letters, and Kashida. The gap addressed by this research is to improve the 

security of Arabic text in the Holy Qur’an by using vowel letters with Kashida. The 

purpose of this research is to enhance Quran text watermarking scheme based on 

exclusive-or and reversing with queueing techniques. The methodology consists of 

four phases. The first phase is pre-processing followed by the embedding process 

phase to hide the data after the vowel letters wherein if the secret bit is ‘1’, insert the 

Kashida but do not insert it if the bit is ‘0’. The third phase is extraction process and 

the last phase is to evaluate the performance of the proposed scheme by using PSNR 

(for the imperceptibility), ER (for the capacity), and NCC (for the security of the 

watermarking). The experimental results revealed the improvement of the NCC by 

1.77 %, PSNR by 9.6 %, and ER by 8.6 % compared to available current schemes. 

Hence, it can be concluded that the proposed scheme has the ability to detect the 

location of tampering accurately for attacks of insertion, deletion, and reordering.  
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ABSTRAK 

Teks Arab yang paling sensitif yang tersedia dalam talian adalah Al-Quran digital. 

Buku agama Islam suci ini dibaca oleh semua umat Islam di seluruh dunia termasuk 

orang bukan Arab sebagai sebahagian daripada keperluan ibadah mereka. Ia harus 

dilindungi dari segala jenis gangguan agar makna yang tidak ternilai tetap utuh. Ciri-

ciri huruf Arab yang berbeza seperti huruf vokal ( ي .و  .أ ), Kashida (huruf 

diperpanjang), dan simbol-simbol lain dalam Al-Quran mesti dijaga dari berlaku 

sebarang perubahan. Teks sampul al-Qur'an dan teksnya bertanda air berbeza kerana 

nilai rendah dari Nisbah Isyarat ke Bunyi Bising (PSNR), Nisbah Penyematan (ER), 

dan Silang-Korelasi Normal (NCC), sehingga lokasi untuk pengesanan gangguan 

mendapat ketepatan yang rendah. Oleh itu, teknik penandaan air dengan sifat yang 

disempurnakan mesti dirancang untuk teks Al-Quran menggunakan huruf vokal 

Arab dengan Kashida. Sebilangan besar kaedah pengesanan yang ada yang cuba 

mencapai hasil yang tepat berkaitan dengan teks Al-Quran yang dirosakkan sering 

menunjukkan pelbagai batasan seperti diakritik, surah alif mad, ruang dua, bentuk 

huruf Arab yang terpisah, dan Kashida. Jurang yang ditangani dalam kajian ini 

adalah untuk meningkatkan keamanan teks Arab dalam Al-Quran dengan 

menggunakan huruf vokal dengan Kashida. Tujuan kajian ini adalah untuk 

meningkatkan skema tanda air teks Al-Quran berdasarkan teknik eksklusif dan 

berbalik dengan antrian. Metodologi dalam kajian ini terdiri daripada empat fasa. 

Fasa pertama adalah pra-proses diikuti dengan fasa proses penyisipan untuk 

menyembunyikan data setelah huruf vokal di mana jika bit rahsia adalah '1', 

masukkan Kashida tetapi jangan masukkannya jika bitnya adalah '0'. Fasa ketiga 

adalah proses pengekstrakan dan fasa terakhir adalah untuk menilai prestasi skema 

yang dicadangkan dengan menggunakan PSNR (untuk ketidaklihatan), ER (untuk 

kapasiti), dan NCC (untuk keselamatan tanda air). Hasil kajian menunjukkan 

peningkatan NCC sebanyak 1.77%, PSNR sebanyak 9.6%, dan ER sebanyak 8.6% 

berbanding skema semasa yang ada. Oleh itu, dapat disimpulkan bahawa skema yang 

dicadangkan memiliki kemampuan untuk mengesan lokasi gangguan dengan tepat 

untuk serangan penyisipan, penghapusan, dan penyusunan semula. 
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1 

CHAPTER 1 

 

 

INTRODUCTION 

1.1 Overview  

In the current digital era, the tamper detection of the text document has become 

increasingly significant for secure data transmission over the internet (Xin et al., 

2018b). In this regard, the digital watermarking emerged as an important tool to secure 

rights, authenticity and tamper-proof. When digital watermarking is used for 

authentication purposes, the identification of the original property from the fake ones 

is required. Since the digital text is one of the most widely used interactive media on 

the Internet, only plain text is a significant part of websites, social networking, posts, 

eBooks, and so forth. Therefore, the protection of the copyrights for the plain texts 

remains an issue that needs to be improved for providing proof of the ownership and 

verify the integrity of the content (Al-Maweri et al., 2016). 

In the past decade, the significance of the efficient and secure multimedia rights 

with digital watermarking techniques has been realized for the privacy preserved 

information communication (Fujimura et al., 2017); (Prajwalasimha and Shashikumar, 

2018). The digital watermarking relates to the process of embedding some watermark 

(for example a label, signature, or copyright) into various forms of the media (such as 

text, audio, image and video). The watermarking schemes can be categorized into two 

major processes including the watermark embedment into the original data with 

ultimate protection and watermark extraction from the watermark implanted data when 

it is attacked. In fact, depending on the system's usage, many elementary specifications 

must be considered to develop a highly secured watermarking system (Jaman et al., 

2019). Therefore, the security criteria are the main concern of removing the watermark 

without destroying it (Kiani et al., 2019).  
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The rapid evolution of the digital multimedia applications and subsequent 

transfer of the data via the communication networks posed severe threats. The 

information containing the private and sensitive data are frequently attacked by 

adversaries or unauthorized users (Sinha et al., 2019). It is noticed that the precious 

document like the Holy Qur’an is often attacked by internet intruders (Arabzadeh and 

Naghsh, 2018). The holy Qur’an is a special book that constitutes the guidance for 

human life. In this perception, the Holy Qur’an multimedia that contains highly 

sensitive information is under vulnerable threats to different kinds of attacks . The 

corruption or modification even one character can effectively alter the entire meaning 

of the transferred verse, thus making it invalid. The integrity related to the exchange 

of critical information in the Holy Qur’an is essential. This ensures that only the 

original data (true facts) are received without any tampering or manipulation. 

Therefore, intense research efforts have been made to develop new security systems 

to protect the Holy Qur’an for the privacy of preserved data or information transfer. 

The secured data transfer scheme is characterized by its authenticity, verification of 

integrity, copyright protection, and tamper detection. These attributes can be achieved 

by implementing the digital watermark that ensures the secure transfer of the critical 

(sensitive and private) information (Almazrooie et al., 2018).  Therefore, the digital 

watermarking has emerged as a significant research area for the secured data transfer 

in its own right. 

1.2 Research Background 

The text watermarking is one of the media in digital watermarking that refers 

to the process of embedding the watermark inside the text document. It provides 

protection in terms of the authentication of the document. In the domain of text 

watermarking,  three major issues such as the imperceptibility, capacity, and security 

must be resolved (Mayer et al., 2018). Therefore, focused attention is needed to 

develop some watermarking schemes, especially for the Arabic language text.  

The abovementioned literature showed that not many efforts have been 

dedicated to the text watermarking of the Arabic language for the secured and efficient 
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information exchange over the internet network without falling in the hands of 

malicious users. This deficiency can primarily be attributed to the much lower capacity 

of the text for maintaining the data integrity as compared to other digital media 

including the image, audio, and videos. Firstly, the text being a major form of digital 

media is universally applicable. In other words, the text is an important part of the 

peoples' contact relative to other media. Secondly, no specific evaluation requirements 

for text watermarking exists to assess its efficacy (Taleby Ahvanooey et al., 2018).  

The watermarked text related to tamper detection during the transmission 

suffers from many kinds of attacks. First, the intruder while catching the watermarked 

text tries to extract the hidden data embedded inside the text. Upon failure, the intruder 

tries to manipulate the watermarked text and change it in three ways deletion, insertion, 

and reordering (Gutub, 2019). 

Lately, malicious attackers in the web (as a part of cybercrime) have been 

trying to distort the actual information of an image and text for altering the meanings. 

Consequently, the tamper detection became mandatory for many applications 

involving highly sensitive data such as the medical imagery, satellite imagery, 

confidential documents, etc (Yarlagadda et al., 2018), (Haghighi et al., 2018a). 

Furthermore, the tamper detection is useful in the court of law where digital images 

could be used as the authentic forensic tools for the identification of the criminals. The 

secret image such as the digital logo in the binary form although small in size still can 

represent a big host image with a vast amount of information. Normally, the 

embedment of a small image (such digital logo) into the text is not easy wherein hiding 

the secret information in this need extra effort (Naseri, 2017). 

Watermarking techniques are desirable from the image integrity viewpoint. 

Therefore, detection of the tampering using the watermarking method has received 

much attention in recent times. Many watermarking techniques are targeted to 

determine whether the text (for all language) has been altered or not such as 

(Bashardoost et al., 2017; Hakak et al., 2017; Amira Eid.et al, 2019). Some of the 

techniques can localize the altered letters and some of them can recover the altered or 

tampered letters due to intruder. Tamper attacks can affect the text by hiding some 
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information of the text during transfer and such information may be useful or 

important. Thus, the tamper attack needs to be solved to protect the sensitive texts and 

images especially the tampering of the Holy Qur’an text which is simply unacceptable 

and must be avoided (Hakak et al., 2017; Bashardoost et al.,2017). 

As aforementioned, the religious book Holy Qur’an plays a vital role in the life 

of Muslims where the main decisions in Islam are based on the instructions written in 

the Holy Qur’an. The decisions taken by Muslims are totally depend on the 

authenticity of the Qur’an verses. The ordinary Muslims cannot judge the 

authentication of the verses of the Holy Qur’an if the verses have tampered. In fact, it 

requires intense attention, extensive knowledge, and dedicated efforts to differentiate 

the true Qur’an verses from the tampered one, especially the missing of one word or 

several words from the quotations. Typically, the authenticity of the online Qur’an 

quote can be confirmed by making a comparison between the online quotations of the 

Qur’an verses and the original Qur’an (Tayyeh and Sabah, 2019)., (Almazrooie et al., 

2020). The Holy Qur’an is written in Arabic language and with various styles, such as 

plain text, Uthmanic, Koufi, Kaloon, and other such styles (Hakak et al., 2018b), these 

styles used in the Middle East and all Muslim countries. 

Presently, the quotes from the Qur’an verses are used in several online 

applications. Therefore, it is very important to confirm the authenticity of the Qur’an 

verses, ensuring that it is free from any distortion and tampering. In addition, the 

displacement of any word is simply unacceptable, leading to the invalidity of the 

quotation of any verses taken from the Holy Qur’an. Thus, a new mechanism must be 

developed to verify the authenticity of the Qur’an quotes that will enable the detection 

of any tampering or distortion (Hakak et al., 2018c).  

A substantial amount of literature revealed that digital watermarking is the 

ideal scheme to enhance the security level while transferring digital multimedia 

information via the internet (Abraham and Paul, 2019). Digital watermarking is 

considered as the branch of hiding or concealing the digital data information to 

transmit over the internet without getting attacked by unauthorized users. This 

procedure displays its ability to achieve data-integrity and source authentication for 
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the contents of the multimedia. In the digital watermarking, the identifier of the 

owner’s data (source information) is embedded inside the host data to ensure its bit-

sequence. In this rationale, the primary objective of this research is to evaluate the 

integrity of the digital content in the existing digital watermarking schemes so that 

such system can be implemented to the highly critical content of the digital Qur’an 

multimedia. In addition, such implementation is expected to ensure the privacy 

preserved data communication into its original form by protecting the system integrity 

as much as 100% (Iqbal et al., 2019). 

Despite their robustness, most of the watermarking systems often face various 

attacks made by malicious intruders. Consequently, the detection must be made from 

the sender's side before transferring the watermarked text wherein the warden should 

not ignore when building such a system (Quiring et al., 2018). Thus, the idea of 

embedding the watermark into the sensitive data is to deceive any hackers that may try 

to attack the watermarked text. This can also be defined as a technique to embed the 

sign or signal into the digital media, where such a signal is called watermark that 

reflects the owner’s information or signature encoded inside the media as text. The 

exponential rise and free access of the internet and information communication 

technology enforced the users to transfer sensitive data in a secured and authentic way 

to avoid any attack by the unauthorized users (Wanda, 2020). 

There are four important criteria that must be considered in the text 

watermarking such as the imperceptibility, capacity, robustness, and authentication. 

Most of the existing methods focus on robustness and capacity . Nevertheless, there are 

some weaknesses in the imperceptibility and authentication aspects (Nelson and Xie, 

2018). There is an outcome in terms of the imperceptibility and robustness. The 

watermark is embedment in the spatial domain imparts the extracted media (text or 

image) with high imperceptibility and low robustness. Conversely, the watermark 

embedment in the transform domain produces low imperceptibility and high 

robustness (Mayer et al., 2018a).  

Vennelakanti and Saravanan, (2015) used the embedding process to hide and 

insert data in the cover media for secure transfer from the sender side. In this technique, 



 

6 

the receiver inverted the process via the reversing technique to retrieve the hidden data. 

In addition, the lower dual top screen and gray blade counters were utilized to reduce 

the conversion process for addressing the generators. A new title generator was 

developed that used a little reflection technology together with the standard meter and 

gray blade adapter in the watermarking technique.   

Some methods used the hexadecimal number in color value composed of three 

sub-values including the Red, Green, and Blue ("#RRGGBB"). It could hide one bit in 

each sub-value by altering its least significant bit. the issue that changed the bit due to 

the imperceptibility and capacity of these methods. For example, for hiding three bits 

110 using the value "#A560FF" it needs to be changed to "#A561FE". Additionally, 

the pointer letters (ش) in the Arabic language were used with the extension to hold the 

secret bit one and un-pointer letters (س) with extension was utilized to hold the secret 

bit zero. The extension letter did not affect the writing content. The hexadecimal 

standard character code 0640 in the Unicode typing was considered as a redundant 

character for the preparation and format determinations only (Zhang et al., 2013). The 

embedding process is the most important stage of the watermark technique. The Arabic 

text is limited for adding the space in the Kashida (ــــ) or other classification such as 

the moon and sun letter to embed through it (Shaker et al., 2017). This technique 

became expected for the intruder with different attacks especially the statistical attack. 

Therefore, the solution approach to this technique above to increase the 

imperceptibility, capacity, and authenticity. In this view, a new methodology must be 

developed to avoid any attack.  

There are some limitations with the Arabic language during the embedment of 

the secret image to the digital hosting text, leading to issues of less capacity and 

authentication. The Arabic words may completely consist of connected letters. It was 

mentioned (Bashardoost et al., 2017a), (Alotaibi and Elrefaei, 2018). Each letter can 

contain up to four separate shapes corresponding to four distinct locations, and the 

letter is not related to any other letter. For example, in ( ت ق ع ) the Initial letter is 

connected to the following letter but not to the previous letter, the Middle letter is 

connected to both the connected and previous letters and the final letter is connected 

to the previous letter but not to the following letter. Therefore, the finding of the 
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limitations that needs to improve the capacity and authentically of these Arabic letters. 

In addition, the frequency of the letters in Arabic was used (Alginahi et al., 2014). The 

character of the Arabic extension Kashida is used to expand the space between related 

letters. The word Kashida refers to a character that reflects this elongation (-) that 

increases the length of a text line. Depending on the redefinition of the watermarking 

key, Kashida was placed to represent a “1” and omitted to represent a “0”. Kashida got 

more attention in the present method but its implementation is not easy especially in 

the Qur’an text. The Holy Qur’an is a sensitive issue to change or modification due to 

its enormous significance as a reference to the Muslim rules, thus finding of 

authentication is more important (Zakariah et al., 2017). 

Rigoni et al., (2014) proposed a temporal question queue by placing the 

outcomes of all attacks in the queue. Upon establishing the direction of the temporal 

attack, it was possible to predict the type of attack. The initial temporal mark in a queue 

was created and placed to evaluate the performance of the developed tool. According 

to (Mitekin and Fedoseev, 2015), a queue can serve as the detector memory. A queue 

is the collection of the elements with some data in each element represented as Q = ((q 

(0), q (1), q (Q-1)). The size of the queue is the amount of items in the queue and the 

availability of the queue is the maximum duration. The elements q (0) and q(Q-1) are 

called the head and tail, respectively. All the data in the queue is shifted by one element 

when the queue inserts the new data where the new data is placed at the head of the 

queue. If the queue is full before insertion, then any data residing at the tail of queue 

will be lost. This behaviour of queuing is defined as the first-in-first-out (FIFO) queue. 

(Alginahi et al., 2014) suggested another method for embedding the Kashida within 

the watermarking text. It stored the location of the proposed Kashida in one queue that 

was restored later during the extraction of the original text. The performance of the 

method was tested against the Arabic text, indicating its high capacity to keep the 

authority. This method was named as Kashida queuing because it was always located 

in the queue. 

In addition, the tamper detection is challenging because it can be used to 

control the information and data through the web. The electronic versions of the Holy 

Qur’an applications over the web (internet) may face some tampering and forgery 
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related to some words or characters which span the internet (Zakariah et al., 2017). 

The new techniques must be introduced as a technical solution to protect the originality 

of the Holy Qur’an where coordinated efforts by the Muslim countries are necessary, 

the detection of tampering is related to the alteration that may not be easily noticeable. 

Extensive researches have been focused to detect the tampering in digital images and 

texts (Fatema et al., 2018); (Kamaruddin et al., 2018).  

Majority of the existing methods indicated a relation between the tamper attack 

and security in terms of authentication. The most important things are to preserve the 

watermarking text the same as the original one as much as possible. Due to the obvious 

Holy Qur’an's sensitive nature, many methods have been proposed in these invaluable 

scripts of tackling the tamper attacks. However, the proposed method is intended as a 

fragile watermarking which takes both the wavelet domain and the spatial domain into 

consideration. The experiments suggest that the introduced methods are fragile and 

have superior tampering detection even when the controlled area is very small. In 

addition, several researchers have laid off the vowel letters and used diacritics or space 

between words instead of the vowel characters. But most of these methods have 

weaknesses in terms of authentication (Kurniawan et al., 2013; Khalil et al., 2014; 

Hakak et al., 2018; Kamaruddin et al., 2018). The redundant letters in the word or 

inverses were also used to hide the secret bits in the Qur’an watermarking. Therefore, 

the finding of the approached can achieve the necessary protection, be measured 

against relevant performance metrics and be set to their respective environments and 

digital formats. However, most of these methods suffered from weaknesses in terms 

of authentication. Especially, the vowel characters are limited in the Qur’an text. 

Generally, the Arabic texts have three characters (alef, waw, yeh) which make the 

Arabic text sensitive and somewhat difficult. Earlier, several attempts have been made 

to hide the information by selecting these letters (Alginahi et al., 2013b); Tayan and 

Alginahi, 2014),  making the watermarking scheme greatly secured with high capacity. 

In the watermarking scheme, the data is taken from two sources including the 

secret watermark and hosting media. The watermark is represented by a binary image 

that is easy to convert into a sequence of bits. Conversely, the hosting media is always 

threatened by the attackers and the types of data are multidisciplinary in terms of the 
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hidden information. These media (such as image, text, protocol, video, and sound) 

should be immune against any intruder. In the context of the proposed scheme, Qur’an 

text is the media which is very sensitive to the change or modifications (Miyake et al, 

2017).  

Different scenarios have recently been proposed by the researchers depending 

on the insertion of some number of Kashida per word. Such strategy produced better 

results in terms of capacity and security than the previous methods, however revealing 

a noticeable weakness in the process of retyping (Gutub, 2019). These two forms are 

designed to provide the working memory for the cover sharing which can be very 

useful because the secret posts are created without giving any preference to the user. 

These two suggested patterns for the secret stocks are hidden within the texts using the 

Arabic script features to conceal the information based on the extension of the Kashida. 

Besides, two optimization models are suggested that used the Kashida to hide the 

secret stocks in various scenarios. The enhancement is focused on using the bilocation 

of the Kashida possibilities for the embedding of hidden data within the text. The first 

form's Kashida locations are considered to leave the second, then the third one left the 

fourth and so on. as depicted in Figure 1.1, is depicted as the counting-secret sharing 

process based the first approach. 

Figure 1.1      The Counting-Secret Sharing Process Based First Approach (Gutub, 
2019) 
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 Gutub, (2019) also proposed Arabic text steganography improvement for 

hiding the counting-based secret sharing depended on the reconsideration of the 2/3 

Kashida locations where two locations are utilized leaving one. This implied the 

Kashida possibilities within the text for the secret embedding as described in the 

Technique flow graph (Figure 1.2). The Kashida locations involving the first and 

second ones and leaving the third was first considered, then the fourth and fifth was 

involved leaving the sixth, and so on. The experimental results revealed a PSNR value 

of 52.40%. Furthermore, a comparison among different security schemes on the same 

platform was performed using 40 most recent standard text phrases which disclosed 

an interesting outcome with promising research contributions. It was demonstrated that 

most hadiths with covers can contain more than 32 characters and enable the practical 

ability to the secret posts, demonstrating the applicability of the proposed optimization 

models. 

 

Figure 1.2      The Counting-Secret Sharing Process Based on the Second Approach 
(Gutub, 2019) 

Khosravi, & Nazarkardeh, (2019) were propose multiple ASCII spaces used to 

include a secret message for concealing the PDF information. This technique worked 

on the justified text and could include 4 bits per host line, wherever a host line was 

present. The host line contained at least 9 normal areas and 3 wider areas. Aside from 

white spaces, the Unicode standard also provided some completely invisible icons with 
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white spaces of zero width. These icons with the white spaces for the HTML 

watermark usually exploited the pages to hide the messages in the text by (Khosravi, 

& Nazarkardeh, 2019; Baawi, 2019; Ahvanooey, 2016; Kamaruddin et al., 2018). 

Consequently, this issue of capacity and security of the proposed method needs to 

solve it by using this technique.  The suggested method logically included the 

watermark in the text to generate a watermark key. First, it analyzed the occurrence of 

an ASCII non-vowel character in each section to determine the non-vowel that 

occurred in most cases. The main characters of the author and the maximum 

occurrence of a vowel were used to generate the watermark. Then, the watermark was 

registered with the certification authorities in order to provide a solution to the security. 

Upon attack with the insertion and deletion, the extracted watermark was analyzed on 

the attacking text. The listing and deletion rates were evaluated at 5%, 10%, 20%, and 

50% accuracy of the watermark. At the lowest percentage, the insertion and deletion 

were allowed. Since the basic parts of the text were used to include the watermark, it 

was impossible to destroy entirely the watermark without breaking the text content.  

Al-Wesabi et al, (2020) proposed a zero-watermarking technique called 

Watermark Arrangement Based on the Markov Model Level 4 Word Mechanism 

(ZWAFWMMM) for authenticate information and detect tampering with the Arabic 

text material. It is an effective model at ZWAFWMMM which adopts a hybrid system. 

Nevertheless, due to the complicated nature and structure of the Arabic language, the 

basic curriculum uses conventional techniques which lack the capacity to provide 

effective solutions to the Arabic text. The findings of the experiment reveal that 

ZWAFWMMM is more sensitive to all forms of tamper attacks with high accuracy in 

tamper detection and low capacity. 

The Holy Qur’an written in the Arabic language has three vowel letters ( و  ,أ , 

 which are the most redundant letters. Till date, the majority of the existing (ي

techniques considered non-vowel letters to hide the data inside the watermark 

(Kamaruddin et al., 2018) which achieved high capacity but less security and 

imperceptibility. The vowel letters are one of the characteristics of the Qur’an text 

which is always used for reading. As mentioned earlier, any change in the 

pronunciation of one word may alter the whole meaning of the verses. The letters 
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frequently used in the Holy Qur’an for hiding the secret data via watermarking that 

need further improvement remains challenging (Alotaibi, 2016).   

Islam et al, (2020) a novel approach for the tamper detection of a digital Holy 

Qur’an text. This approach has implemented a desktop application, changing the user 

interface (UI) using Jaro-Winkler distance and Difflib as the String edit distance 

algorithm to highlight the terms in the Holy Qur’an for the sake of verification. A 

trustworthy Qur’an database was taken for testing. The purpose of this research was to 

develop a novel approach for authentication and tamper detection of the digital text of 

the Qur’an considering diacritics issues. The outcomes obtained from the application 

showed a higher performance. In the case of with and without diacritics, the 

identification precision achieved by the Jaro-Winkler is 95.9 % and 92.43 %, 

respectively. The error rate for the Jaro-Winkler process is relatively small as the 

sample size increases. 

Considering the immense significance of watermarking for concealing the texts 

of the Holy Qur’an, the authentication and security of the technique must be enhanced. 

Although all the existing security protocols tried to solve these problems, still several 

shortcomings are present concerning the capacity, imperceptibility, and security 

issues. Being the most sensitive rules book for the Muslim nations worldwide, any 

form of tampering of the Holy Qur’an text is forbidden. In short, enhanced 

watermarking techniques must be developed to overcome the drawbacks of  the 

existing methods related to the precise tampering detection of the Holy Qur’an due to 

attacks. Based on the aforementioned background on the accurate tampering detection  

Most of the existing detection methods that tried to achieve accurate results 

related to the tampered Qur’an text often showed various limitations likes diacritics, 

alif mad surah, double space, separate shapes of Arabic letters and Kashida. Thus, it is 

issues using the watermarked scheme the following research gaps are emphasized.  
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1.3 Problem Statement 

essential to improve effectively the robustness of the existing tamper detection 

and location schemes because watermarked Qur’an text during the transmission suffers 

from many kinds of attacks. The text in the watermark must have normal distribution 

as the binary bits in the digital matrix for the detection. In this situation, the present 

study proposes an XOR operation with the Max value in the embedding process to 

specify accurately the tamper detection. Most of the developed techniques in the 

literature used Kashida (-) or space to hide the secret information of the watermarked 

text and some utilized a frequency of specific letters with the diacritics. The major 

challenges in the text watermarking are related to its capacity, imperceptibility, and 

security. In fact, during the embedding process in the Arabic text watermarking 

scheme still poor in terms of performance of ER and PSNR. Therefore, It is needed to 

enhance the capacity and imperceptibility. 

Previous researchers utilized all the characters of the Arabic for embedding the 

hidden bit in the Arabic characters (Upta and Sharma., 2018; Alotaibi and Elrefaei, 

2018). A cover text of the al-Qur’an and its watermarked text are different due to their 

quality value of meaning. To determine the robustness of the tamper detection scheme 

and its security performance it is important to measure the normalized cross-

correlation (NCC) and accuracy. Therefore, the performance evaluation of the 

proposed watermarking scheme for tamper detection in the Holy Qur’an is essential. 

In addition, the authentication to the proposed scheme is required to increase the 

security and tamper location. 

1.4 Research Questions 

1. What is the best technique to increase the imperceptibility and security of the 

Qur’an text watermarking? 

2. How to design the Qur’an text watermarking scheme for enhancing capacity and 

security? 
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3. How to improve the accuracy of the proposed tamper detection scheme for 

maintaining the security of the Qur’an text watermarking scheme? 

1.5 Research Objectives 

The objectives of this thesis are: 

(a) To identify the limitation of existing Qur’an text watermarking 

schemes and tamper detection. 

(b) To propose an enhanced scheme for Qur’an text watermarking and 

tamper detection based on exclusive-or and reversing with queueing 

techniques. 

(c) To evaluate the performance of proposed scheme for Qur’an text 

watermarking and tamper detection based on PSNR, ER, and NCC. 

1.6 Scope of Research 

The scopes of this research are the following: 

(a) Arabic text watermarking focusing on Qur’an verse including (6) 

Surahs. (Al-kursi verse, Al-Raad, Al-Anbiya, Al- Bakara, Al-A'raf, 

and Al-Hadith). 

(b) The Arabic language has three vowel letters ( ي ,و  ,أ ) are using in this 

work and the (آ) alif mad letter is not cover. 

(c) Using a spatial domain because of is locating vowel letters utilized 

in this work. 

(d) Invisible watermark.  

(e) Arabic diacritics and Harakat are out of the scope in this work. 
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(f) Clean Arabic style is used in this work and this style within Koufi 

style font and other styles fonts are beyond of the scope. 

(g) Watermarking of the five logos in the binary images of such as the 

H, UTM, Nike, chess, and لحلأ . Are chooses randomly dependent on 

the sizes.                                    

(h) Symmetric watermarking (using same private key in embedding and 

extraction). 

(i) Using Peak Signal to Noise Ratio (PSNR) for checking the 

imperceptibility of the watermarked Arabic text evaluation. 

(j) Using the embedding ratio for checking the capacity of the 

watermarked Arabic text evaluation. 

(k) Using Normalized Cross-Correlation (NCC) for the system security 

evaluation of the proposed watermark method after attacks. 

(l) Using Matlab for implementation. 

1.7 Significance of Research 

           The significance of this research are as follows: 

 

(a)  An enhancing a new scheme by enhancing text watermarking 

scheme to improve the high imperceptibility, high capacity, and 

security, compression attack for copyright protection purpose.  

 

(b)   The outcome for best embedding area is host text for watermark 

embedding to keep trade-off between capacity, imperceptibility and 

security. 

1.8 Thesis Organization 

This thesis is divided into six chapters and organized as follows:  
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Chapter 1: This chapter introduces the existed problem and objective to be achieved. 

In this chapter watermarking is introduced as the method to be used in the research.  

Chapter 2: Literature review, the critical review of the relevant literature related to the 

watermarking techniques and tamper detection of the Arabic text, the definition 

principles and classification of the watermarking. Some weaknesses and advantages 

of the existing methods are also discussed to display the challenges related to 

authentication and tamper detection. In addition, some related work in Qur’an text and 

attacks, the important literature studies for this researcher area. 

Chapter 3: Describes research methodology, design and procedures. Therefore, it is 

included four phases starting with per-processing, embedding, extracting, and 

evaluation to make it improve to the methodology.    

Chapter 4: Implementation of the proposed scheme, embedding, extracting. However, 

the embedding occurs in the sender side and extraction of the located secret bits is done 

in the receiver side. Consequently, This Chapter explained in details the methodology 

process.  

Chapter 5: This chapter analyses the outcome result, discussion, comparison, 

performance evaluation of the proposed techniques and its benchmarking based on the 

imperceptibility and improved PSNR, ER and NCC. The security evaluation against 

some attacks is also explained of the proposed scheme.  

Chapter 6: This chapter includes conclusion and future work, achievements, 

contribution, and research limitation of the proposed scheme. 
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