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Digital Health

Digital health is defined by the WHO as “a broad umbrella term encompassing 
eHealth, as well as emerging areas, such as the use of advanced computing 
sciences in ‘big data’, genomics and artificial intelligence”, and it defines 
eHealth as “the use of information and communications technology in 
support of health and health-related fields” (Figure 1 and Table 1).1 

Cardiologists have been integrating basic forms of digital health into their 
practice for decades, from telephone consultations to electronic health 
records (EHRs). The traditional model of heart failure (HF) outpatient care, 
with scheduled face-to-face visits often many months apart, was largely 
unchanged by digital technology; remote monitoring (RM) and 
teleconsultation were the exception rather than the rule. 

The coronavirus disease 2019 (COVID-19) pandemic necessitated a rapid 
and dramatic change to this approach, with government stay-at-home 
orders, shielding guidelines and health service reorganisation strongly 
discouraging face-to-face appointments. The focus of service delivery 
rapidly shifted to teleconsultation, with an increase in RM where this was 
possible (Figure 2). This short review discusses a variety of digital 
technologies that increasingly play a role in HF management for both 
healthcare professionals and patients.

The Digital Landscape
The smartphone is now a portable, powerful personal computer and 
communications device sitting in most people’s pocket. Smartphone 

penetration ranges from 80% of adults in high-income countries, such as 
the US, UK, France and Germany, to 60% in China and 37% in India.2

A review by the cardiologist Eric Topol identified several key priorities in 
digital transformation in healthcare, including increased use of telemedicine, 
smartphone apps and sensors and wearables for diagnostic and RM 
purposes.3 Artificial intelligence and machine learning techniques were also 
identified as likely to play an increasing role in image interpretation and 
pattern recognition, clinical decision support, disease and treatment 
monitoring and more rapid discovery of new therapeutics. However, several 
barriers exist to the widespread implementation of digital health 
programmes, as identified in the EU e-Health action plan 2012–2020 (Table 
2).4 The European Society of Cardiology (ESC) e-Cardiology Working Group 
proposed several solutions to tackle some of these issues, including 
redesign of workflows and assurance of interoperability of services.5 

A particular challenge is that patient groups with the greatest healthcare 
need, such as the elderly or those with low incomes, may have the least 
access to digital technologies, creating a so-called digital divide. Lack of 
health literacy (the ability of patients to understand and use written 
healthcare information) and digital literacy (the ability to use information 
and communication technologies to find, evaluate, create and 
communicate information) must be tackled within the healthcare 
workforce and the general population if the digital revolution is to succeed 
at scale.6
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Teleconsultation
Teleconsultation is used in this article to mean the use of information and 
communications technology to consult with patients at a distance, 
although teleconsultation can also refer to communication between 
healthcare professionals. Teleconsultation had been identified as a 
possible solution to overburdened outpatient departments before the 
COVID-19 pandemic.7 Nevertheless, it has not been widely used in 
cardiology outpatient services until recently. A recent Organisation for 
Economic Co-operation and Development (OECD) report into telemedicine 
found that teleconsultations represented just 0.1–0.2% of the number of 
face-to-face consultations in selected OECD countries.8 A lack of clear 
reimbursement mechanisms was cited as the most frequent barrier to 
adopting telemedicine services. 

In March 2020, many healthcare organisations across Europe and the US 
rapidly moved to teleconsultation for routine outpatient appointments to 
minimise the risk of COVID-19 transmission to patients and staff, and 

reimbursement mechanisms were amended to incentivise this. For 
example, in the US, temporary measures allowed telehealth services to 
be billed as if they were in-person services for patients enrolled in 
Medicare or Medicaid.9 State medical licensure within the US was also a 
barrier to providing teleconsultations for patients who lived in different 
states to the healthcare professional; typically physicians are only licensed 
to practise in the state in which they work, whereas telehealth 
consultations were deemed to take place in the patient’s location. To 
tackle this issue during COVID-19, most states issued waivers to allow 
telehealth provided by out-of-state physicians.10 

Video consultations have been well received in primary care but have so 
far had limited evaluation in HF care.11,12 A small study in selected HF 
patients found video consultations to be broadly acceptable but 
challenges included establishing a good connection, communication 
difficulties due to latency and connection degradation and inability to 
conduct physical examinations.13 Another small study of video consultations 
in HF patients explored examinations in more detail. Although in all 
appointments a basic form of examination was possible, communicating 
instructions to patients and carers was particularly challenging 
for clinicians.14

Remote Monitoring for Decompensation 
of Heart Failure
HF is a long-term condition with episodic deterioration (decompensation).15 
Decompensation is a critical event; European registry data show that 
hospitalisation carries a 24% risk of death within 1 year.16 Improvement in 
disease monitoring – identifying when patients may be deteriorating and 
when intervention may restabilise the syndrome – has obvious attractions. 
Traditional periodic clinical assessment suffers from the limitation that 
early signs of decompensation are unlikely to coincide with a clinic 
appointment and patients tend to seek professional advice only when 
their symptoms are advanced.17 Self-monitoring, where patients track 
their symptoms, weight and other physiological variables (such as blood 
pressure), has been a mainstay of HF management for several years.15 
However, it relies on patients being motivated, having access to 
technology (such as scales and automatic sphygmomanometers), and 
having access to clinical advice, often through a HF nurse telephone 
service. Unfortunately, many HF patients lack the requisite knowledge for 
effective self-care, so effective interaction with clinicians – at the right 
time – is crucial for self-monitoring to translate into improved outcomes.18,19

RM is the use of telecommunication technologies to monitor patient 
status at a distance. Structured telephone support (STS) offers a basic 
level of RM. Patients are called by a member of the HF team to discuss 
symptoms, drug therapy, compliance with lifestyle measures and they 
may be asked to provide measurements such as weight and blood 
pressure or pulse rate. The evidence for STS is mixed, but a 2015 meta-
analysis reported a marginal mortality benefit (risk ratio [RR] 0.87 for all-
cause mortality; 95% CI [0.77–0.98]) and reduction in HF hospitalisations 
(RR 0.85; 95% CI [0.77–0.93]), but no effect on all-cause hospitalisations.20 
STS is relatively labour-intensive and costs vary according to the intensity 
of monitoring.

Non-invasive standalone systems involve the regular transmission of 
physiological data to HF teams. Teams may either review this data 
regularly or be alerted when a variable is outside a specified range.21 The 
exact choice of measurements transmitted varies between different 
systems. The evidence base is mixed, with randomised trials failing to 
show consistent benefit. 

Figure 1: Domains of Digital Health and eHealth

Source: WHO 20191 and Cowie et al. 2016.63
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Table 1: Definitions

Term Definition
Digital health A broad umbrella term encompassing e-Health 

(which includes m-Health), as well as emerging 
areas, such as the use of advanced computing 
sciences in big data, genomics and artificial 
intelligence.1

eHealth The use of information and communications 
technology in support of health and health-related 
fields.1

mHealth Medical and public health practice supported by 
mobile devices, such as mobile phones, patient 
monitoring devices, personal digital assistants and 
other wireless devices.64

Telehealth Delivery of health care services, where patients and 
providers are separated by distance.65 Often used 
interchangeably with telemedicine.

Teleconsultation The use of information and communications 
technology to consult with patients or other 
providers separated by distance.

Remote monitoring A subset of telehealth that facilitates patient 
monitoring as well as the timely transfer of 
patient-generated data from patient to care team 
and back to the patient.66
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One randomised trial of telemonitoring in 1,571 HF patients with New York 
Heart Association (NYHA) Class II–III symptoms and a HF hospitalisation in 
the preceding 12 months compared a wireless system, transmitting daily 
readings of weight, blood pressure, oxygen saturations, heart rate and a 
health status questionnaire, with usual care.22 The composite outcome of 
all-cause mortality and percentage days hospitalised was reduced (RR 
0.8; 95% CI [0.65–1.00]), although crucially this study excluded patients 
with depression or NYHA Class I or IV. A meta-analysis of smaller 
randomised telemonitoring trials showed a small mortality benefit (RR 
0.80 for all-cause mortality; 95% CI [0.68–0.94]).20 However the 
heterogeneity of interventions, health service structures, patients studied 
and definitions of ‘usual care’ make it difficult to make specific 
recommendations based on these data. 

The ESC and American College of Cardiology HF guidelines, written 
before the COVID-19 pandemic, do not recommend routine use of RM 
(Table 3), but during the COVID-19 pandemic RM of chronic conditions was 
recommended by many organisations, including the Centers for Disease 
Control and Prevention, in order to maintain continuity of care in the 
absence of face-to-face contact.15,23,24 

Invasive Device Remote Monitoring
Patients with symptomatic HF with severely reduced ejection fraction may 
have an implantable cardiac device such as an ICD or CRT as part of their 
HF management.15,23 Such devices require regular checks to monitor 
device performance, longevity and detection of arrhythmia, but most 
modern devices can wirelessly connect with home monitors that transmit 
relevant data and alerts, allowing a device check to be performed 
remotely.25 Home monitoring is safe and effective for routine device 
checks, with earlier detection of arrhythmia and technical issues.26 
Centres using home monitoring of implanted devices have reported 
reduced face-to-face contact.27

Implantable devices can also collect physiological data that may correlate 
with HF status. Intrathoracic impedance correlates well with pulmonary 
fluid content, but device-based impedance alerts resulted in a 79% 
increase in HF hospitalisation in one randomised trial, due to the low 
specificity of alerts when measuring impedance alone, and perhaps also 
the anxiety triggered by an audible alert from the device.28,29 
Multiparametric monitoring, incorporating intrathoracic impedance with 
other variables such as heart rate, heart rate variability, physical activity 
and heart sounds, has shown more potential. Routine remote multi-
parametric monitoring of 1,650 patients with an implantable device at 

nine English hospitals over an average of 2.8 years failed to show an 
improvement over usual care in a randomised trial, but this study 
depended on human interpretation of the data trends.30 Using similar 
parameters, the HeartLogic (Boston Scientific) algorithm was able to 
identify HF decompensation with a sensitivity of 70% and an unexplained 
alert rate of only 1.47 per patient-year, with a median lead time of 34 days 
before the HF event.31 There is currently no specific evidence-based 
intervention to a HeartLogic alert, and it is therefore currently unclear 
whether the algorithm improves hospitalisation or mortality when used in 
routine practice. The MANAGE-HF randomised trial is due to report these 
outcomes in 2025 (NCT03237858). 

Implantable haemodynamic monitors have shown promise at preventing 
HF hospitalisation. Pulmonary artery pressure (PAP) increases in response 
to increasing intracardiac pressure or fluid volume, with rises in pressure 
typically preceding symptoms by some weeks.32 A randomised trial 
showed that remote daily PAP monitoring, (via a CardioMEMS device; 
Abbott) and titration of medications in response to rises in pressure, 
reduced subsequent HF hospitalisation by 30% in NYHA Class III patients 
who had been admitted for HF in the previous year.33 Data from NYHA 
Class III patients outside the US confirm this benefit.34,35 The GUIDE HF 
study (NCT03387813) is examining the impact in a broader spectrum of 
patients, including those with milder symptoms.

Figure 2: Challenges Posed to Heart Failure Care 
by COVID-19 and Digital Health Solutions 
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Table 2: Barriers and Solutions to the Large-scale Deployment of Digital Health-based Care in Cardiology

Barriers4 Solutions5

Stakeholder resistance to adopt  
digital care

•	 Lack of awareness of, and confidence among patients, citizens 
and healthcare professionals.

•	 Regional differences in accessing ICT services, including limited 
access in deprived areas.

•	 Patient digital health education programmes.
•	 Redesign contemporary workflow models.

Legal, ethical and technical barriers •	 Lack of inter-operability between digital solutions.
•	 Lack of legal clarity for health and wellbeing mobile applications 

and the lack of transparency regarding the use of data collected 
by such applications.

•	 Assure interoperability of digital health services.
•	 European-wide digital health certification programmes.
•	 Assure compliance to digital health directives.

Lack of reimbursement •	 Inadequate or fragmented legal frameworks for reimbursement.
•	 High start-up costs.
•	 Limited large-scale evidence of cost-effectiveness.

•	 Encourage economical evaluations of digital health-based care.
•	 Inform health insurance industry and policy makers.
•	 Stimulate digital health-related knowledge and experience 

sharing.

ICT = Information and communications technology. 
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Apps and Wearables
While RM systems are generally ‘prescribed’ by clinicians and often 
reimbursed by healthcare systems or insurance companies, apps and 
wearables are largely marketed directly to consumers as tools for health 
and lifestyle maintenance. The last decade has seen a rapid proliferation 
of health apps. In 2017 it was estimated that 325,000 health apps were 
available on smartphones.36 Despite this, very few of them have been 
designed specifically for HF patients; a 2019 review identified 10 apps 
focused on HF self-care available on the Apple App Store and Google 
Play store.37 Four of these were developed by scientific societies 
(including the American Heart Association and the Swiss Federation of 
Cardiology) and they were predominantly aimed at patient education, 
symptom tracking and prompting users to seek early care for symptoms 
in order to address low health literacy and poor understanding of 
self‑care in HF patients.38,39 

However, few HF apps have been evaluated in randomised controlled 
trials, and those that have been are not yet commercially available. 
Without good quality evidence and clear app standards it is challenging 
for clinicians to know what to recommend, though there is a growing 
understanding of the importance of assessment and regulation in this 
field. Governments and organisations have adopted their own regulatory 
approaches to apps. For example, the Catalan government has created a 
public library of accredited health apps with the ICT Social Health 

Foundation, while other independent organisations such as the 
Organisation for the Review of Care and Health Apps work with health 
service providers internationally to assess healthcare apps. The National 
Institute for Health and Care Excellence in England has developed an 
evidence standards framework for digital health technologies, which 
provides a path to reimbursement for technologies that demonstrate 
effectiveness and value.40

Consumer wearables are devices that record and transmit physiological 
signals that can be worn, such as activity trackers and smartwatches, and 
these are becoming increasingly popular. Some products now offer 
irregular pulse detection, lead-1 ECG, blood pressure and oxygen 
saturation monitoring capabilities. These devices are, therefore, 
potentially useful tools in HF self-care and even RM, but patients bringing 
physiological data to clinicians poses several new dilemmas:

•	 Are the data valid?
•	 How should clinicians use the data in managing HF patients?
•	 How are data regulated and incorporated into electronic health 

records?

Validity
Activity monitors using accelerometry, often in the form of a wristband/
watch, are the most common form of wearable device. Most modern 
devices show high accuracy in measuring step count in controlled 
conditions, but devices were found to be less accurate at low ambulation 
speeds, which is of relevance to HF patients.41,42 Wearable heart rate 
monitors use photoplethysmography (PPG), which is the illumination of a 
capillary bed and measurement of pulsatile changes in light absorption.43 

Performance of PPG-based devices degrades with exertion, and a study 
of HF patients using Fitbit and Apple Watch showed poor accuracy in 
measuring dynamic heart rate changes.44,45 PPG is, therefore, best used 
for measuring resting heart rate. Analysis of PPG waveforms, however, 
can detect irregular pulses and therefore potentially be used for AF 
screening46 – the presence of AF has therapeutic implications in HF 
patients, such as decisions regarding rate or rhythm control, and potential 
need for lifelong anticoagulation. PPG alone cannot differentiate between 
AF and other causes of irregular pulse, but can be combined with ECG 
patch recording for confirmation in patients with an irregular pulse.47 

Such an approach was used in the Apple Heart Study, a large-scale AF 
screening study using a PPG-based smartwatch algorithm.48 In patients 
who had an irregular pulse notification and agreed to apply and send 
back an ECG patch recording, 34% had confirmed AF during the 
subsequent 2-week recording period and 77% of irregular pulse 
notifications with simultaneous recording were confirmed to be AF, with 
atrial ectopy making up the majority of the remainder.48 Newer versions of 
the Apple Watch can also generate a lead 1 ECG. The HEARTLINE study, 
recruiting 150,000 patients aged over 65, is investigating whether the 
irregular pulse detection algorithm and ECG feature leads to a reduction 
in stroke and death in a real-world setting (NCT04276441). 

Although theoretically PPG could be used to detect paroxysmal 
tachycardias, it is less well studied, and no PPG-based technologies are 
licensed outside of AF detection.49 In addition to PPG and ECG features, 
miniature wrist oscillometric sphygmomanometers can now be 
incorporated into a smartwatch for blood pressure monitoring; the first 
such device to be licensed showed high accuracy when compared with 
manual blood pressure measurement at rest.50

Table 3: Existing Guidelines on Remote Monitoring 
for Heart Failure Events (Pre-COVID-19)

ESC: 2016 ESC guidelines for the diagnosis and treatment of acute and chronic 
heart failure15

Recommendations for exercise, multidisciplinary management and monitoring of 
patients with heart failure:
•	 Monitoring of pulmonary artery pressures using a wireless implantable 

haemodynamic monitoring system (CardioMems) may be considered in symptomatic 
patients with HF with previous HF hospitalisation in order to reduce the risk of 
recurrent HF hospitalisation. (Class IIb, level B).

•	 Multiparameter monitoring based on ICD (IN-TIME approach) may be considered in 
symptomatic patients with HFrEF (LVEF≤35%) in order to improve clinical outcomes. 
(Class IIb, level B).

HFA of the ESC: Clinical practice update on heart failure 201966

Telemedicine:
•	 Home telemonitoring using an approach that is similar to the one used in TIM-HF2 

(Telemedical Interventional Management in Heart Failure II) may be considered for 
patients with HF in order to reduce the risk recurrent CV and HF hospitalisations 
and CV death.

ACCF/AHA: 2013 ACCF/AHA Guideline for the Management of Heart Failure23

Systems of care to promote care coordination for patients with chronic HF:
•	 The quality of evidence is mixed for specific components of HF clinical management 

interventions, such as home-based care, disease management, and remote 
telemonitoring programmes.

•	 Overall, very few specific interventions have been consistently identified and 
successfully applied in clinical practice.

AHA: Using Remote Patient Monitoring Technologies for Better Cardiovascular 
Disease Outcomes (2019)67

HF:
•	 Although recent systematic reviews and meta-analyses have shown a positive effect 

on HF-related admissions and mortality rates and all-cause mortality rates, the bulk 
of the literature consists of low-quality and inconsistent evidence about the 
beneficial effect of remote monitoring.

ACCF = American College of Cardiology Foundation; AHA = American Heart Association; COVID-19 
= coronavirus disease 2019; CV = cardiovascular; ESC = European Society of Cardiology; HF = 
heart failure; HFA = Heart Failure Association; HFrEF = heart failure with reduced ejection fraction; 
IN-TIME = INfluence of Home Monitoring on The clinical Management of heart failurE patients with 
impaired left ventricular function; LVEF = left ventricular ejection fraction. 
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Using Data From Wearables in 
Heart Failure Patients
Physical activity is an important prognostic parameter in HF. Six-minute 
walk test performance is a strong predictor of subsequent cardiac death 
in HF patients but is rarely used outside of research as it is cumbersome 
to measure.51 Activity monitoring could provide a simple, objective 
measure of functional limitation. A retrospective study of 189 American 
patients with self-reported HF showed a significant negative association 
between physical activity and mortality, and a prospective Japanese 
study of 170 HF patients showed a step count of <4,889 steps/day was a 
stronger predictor of mortality than VO2 max (peak oxygen consumption, 
an important marker of cardiopulmonary fitness) on exercise testing.52,53 
However, prospective evidence of using activity monitors to guide 
therapy, for example instead of NYHA Class, is lacking. Activity monitors 
could be used to monitor and encourage adherence to exercise therapy 
in HF, but evidence from large randomised controlled trials in HF patients 
is lacking. Patient acceptability of wearables, including a watch or other 
wrist-worn device, is also likely to be variable.54,55

Regulation and Integration
Two key questions arise from wearable devices and apps: are they 
medical devices and who is responsible for the data generated? The EU 
Medical Device Regulation in Europe and the Food and Drug Administration 
in the US regulate medical devices in those geographies. Technologies 
such as apps and wearables fall under their remit if they are intended for 
medical purposes (i.e. for the diagnosis, prevention, monitoring or 
treatment of disease), make claims of health benefit, or pose potential risk 
of harm to patients.56 Therefore, health technology companies are often 
careful to avoid medical claims and often market devices as ‘health and 
wellness’ products rather than tools for disease management. 

As the information collected on users becomes more identifiable and 
medically relevant it can become subject to data protection regulations. In 
the EU, the General Data Protection Regulation regulates data that can be 
used to directly or indirectly identify a person, and applies to all companies 
processing the personal data of subjects residing in the EU. Privacy 
policies of many medical apps and wearables fail to meet these standards 
set for data storage, access, control and processing; this is an essential 
requirement before clinicians can recommend these products.57 
Incorporating wearable data into electronic health records currently 
requires manual input in most cases. Improvements in automatic upload 
of validated data may remove a barrier to clinicians using these data in 
clinical decision-making.

Machine Learning
Machine learning involves computers training themselves on large sample 
datasets to build predictive mathematical models. Most implanted devices 
can only provide short daily samples of data, but non-invasive monitors 
linked with smartphones can transmit continuously and allow for larger, 
richer datasets for analysis. The LINK-HF study investigated the use of a 
multisensor patch continuously measuring ECG signals, thoracic 
impedance, body temperature and accelerometry in 100 HF patients. 
Data were uploaded to the cloud via a smartphone, and machine learning 
was used to create a personalised baseline for patients. A prognostic 
machine learning algorithm was able to predict impending decompensation 
with a sensitivity of 88% and a specificity of 86% a median of 6.5 days 
before the HF event.58 Further research is required to determine whether 
such algorithms can be used to trigger an appropriate intervention that 
can help restabilise the HF syndrome, and thus prevent the need for HF 
hospitalisation. 

Other investigational products are taking a similar approach. The µCor 
patch (Zoll), equipped with an ECG monitor and radiofrequency transmitter 
measuring pulmonary fluid content, is under investigation for its ability to 
predict HF events (NCT03476187), and a smart-textile vest with multiple 
electrodes measuring similar parameters to HeartLogic (heart rate, heart 
rate variability, respiratory rate and thoracic impedance) is also being 
studied (NCT03719079).

Machine learning algorithms may pick up subtle ECG changes not 
detectable by human observers. They have shown promise in predicting 
future episodes of AF from sinus rhythm ECGs and even at identifying left 
ventricular systolic dysfunction from ECGs.59 A recent study from the Mayo 
Clinic in the US retrospectively analysed the ECGs of 1,606 patients 
without known left ventricular systolic dysfunction (LVSD) who had a 
subsequent echocardiogram within 30 days. A machine learning algorithm 
was able to predict LVSD (defined as an ejection fraction <35%) with a 
sensitivity and specificity of 74% and 87% respectively.60 The area under 
the receiver operating characteristic curve was 0.89, outperforming 
N-terminal pro-brain natriuretic peptide (0.80) at predicting LVSD. Such 
algorithms are not yet in clinical practice, and would need to be certified 
as a medical device before they would be able to be used, but they may 
form part of decision and diagnostic aids in the near future.

Machine learning analysis of cardiac imaging is a rapidly advancing field, 
with encouraging early results in image acquisition, interpretation in 
echocardiography and MRI.61 As systems are able incorporate these data 
with electronic health records, the resulting rich datasets offer the 
potential of precision medicine and diagnostics, and improved access to 
key diagnostic testing.

Sustainability of New Technology
The COVID-19 pandemic has resulted in a rapid disruption and digital 
transformation of HF services, with greatly increased use of telehealth. 
The extent to which these changes will be sustained after social distancing 
measures are relaxed will depend on evidence of patient outcomes, 
patient and clinician acceptability, and use of healthcare resources during 
the pandemic, which is currently lacking. However, it is unlikely that 
healthcare practice will return to a state of business as usual. 
Teleconsultation is associated with a significant start-up cost for 
equipment, training and software licences, but many organisations have 
made substantial investments during the pandemic, thus overcoming a 
major barrier for on-going use. RM technologies need more detailed 
health technology assessments to judge their clinical and cost-
effectiveness in different healthcare settings; use of the CardioMEMS 
device outside the US will depend on how it is priced and whether this 
remains cost-effective in a post-COVID world.

Conclusion
As citizens become digitally empowered, patients will increasingly be 
able to use technology to manage their own health and disease.

Self-management of type 1 diabetes using blood glucose sensors has 
meant that physician contact is the exception rather than the rule for well-
controlled patients with that condition, and self-management of blood 
pressure in hypertension is effective and increasingly common.62 Such a 
model would certainly be attractive in HF, but further research is needed 
to determine which physiological data and interventions can be used to 
reduce the risk of major HF decompensation events such as hospitalisation, 
or even to reduce mortality. PAP monitoring systems are effective at 
reducing HF hospitalisations, but demonstrating cost-effectiveness will be 
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