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OVERVIEW

Reform of Australia’s electronic surveillance framework — Discussion Paper




The internet and digital communications have forever changed the way we live, work and do
business. Such technological advances have undoubtedly improved many aspects of our
lives. However, they have also been embraced by criminals, terrorists and other nefarious
actors. Our laws have struggled to keep pace, creating significant challenges for agencies
that have a legitimate need to exercise electronic surveillance powers.

Law enforcement agencies, including integrity and anti-corruption bodies, and the
Australian Security Intelligence Organisation (ASIO) at times require access to specific
information and data' to protect the community from serious crimes and threats to
Australia’s national security. Without access to this information, law enforcement agencies
could not prevent and prosecute the most serious criminal activities, such as child sexual
abuse, organised crime and cybercrime. For ASIO, access to this information and data

is critical to protect Australia from serious national security threats, such as terrorism

or foreign interference with our democratic institutions.

The protection of, and access to, this information and data is governed by a range
of legislation, including:

e the Telecommunications (Interception and Access) Act 1979 (TIA Act)

e the Surveillance Devices Act 2004 (SD Act)

e parts of the Australian Security Intelligence Organisation Act 1979 (ASIO Act)
e parts of the Telecommunications Act 1997 (Telecommunications Act)

e discrete parts of other Commonwealth and state and territory laws.

These Acts protect several different kinds of information and data from unauthorised
access, and only allow government agencies to lawfully access information and datain
limited circumstances. The Acts also require companies that own telecommunications
infrastructure and provide telecommunications services, to protect this information and
to assist government agencies to gain access to it in certain circumstances. Information
in relation to these obligations and powers is at Attachment A.

1 This paper uses the phrase ‘access to information and data’ to refer to the use of electronic or technologically-
assisted means to covertly listen to or read a person’s conversations or messages, access a person’s electronic
information or observe a person’s activities and movements — collectively, electronic surveillance powers.
Thisincludes activities such as intercepting phone calls, remotely accessing a person’s computers or using
alistening or tracking device. The terms ‘information and data’ are used to refer to any kinds of information
that could be obtained through these methods. There are various methods of accessing information (including
electronic information and data) that do not involve electronic surveillance. For example, agencies may be able
to access acomputer on premises when executing a search warrant. Powers of that kind are not within the scope
of this paper.



The current legislative framework was examined extensively by Mr Dennis Richardson AC in
the Comprehensive Review of the Legal Framework of the National Intelligence Community
(the Comprehensive Review).2 The Comprehensive Review identified that the current laws
are complex, inconsistent, outdated and inflexible. This puts at risk the effectiveness of
protections for people’s information and data, and the proper governance of agencies who
access this information. It also creates difficulties for agencies when investigating serious
criminality and threats to national security. To address these risks, the Government intends
to develop a new modernised and streamlined electronic surveillance legislative framework
by 2023.

The reform project aims to repeal the TIA Act, SD Act and relevant parts of the ASIO Act,
and replace the current patchwork of laws with a single, streamlined and technology-
neutral Act.® Developing the new framework will be the most significant reform to Australia’s
national security laws in more than four decades. The new framework will be developed in
line with the principles and values that underscore our liberal democratic society. Therefore,
it is critical the policy underpinning the new framework is informed by the views of affected
stakeholders and the Australian public. Over the next 2 years, the Government will work
closely with a range of stakeholders, including the communications industry and the public,
to ensure that the new framework is clear, consistent and well adapted to the modern world
and dynamic threat environment.

Australia’s legislation struggles
to keep pace

Australia’s legislation has struggled to keep pace with the rapid evolution of
communications technology. Parts of the existing legislative framework reflect
technological assumptions and definitions dating back to the 1960s. When the framework
was designed, the Government owned telecommunications in Australia. Since then, the
technological environment has evolved to the global telecommunications market we see
today. The legislation was originally designed to protect the privacy of fixed line phone calls
and telegrams. Over time, a patchwork of amendments has been necessary to uphold the
same principles and address technological advances — including the use of computers,
emails, texts, ‘over-the-top’ messaging applications and social media.

2 MrDennis Richardson AC, Comprehensive Review of the Legal Framework of the National Intelligence
Community (the Comprehensive Review), 2020.
3  Thiswillalsoinvolve consideration of potential consequential amendments to support the new framework.
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Figure 1: The current electronic surveillance legislative framework is over 1,000 pages and has been subjected to
hundreds of amendments over the past four decades. Despite these changes, much of its foundation is still based
on outdated technology assumptions. The new Act to be created by these reforms will set a new foundation for the

modern era.



To keep pace with technology and the criminals who seek to exploit it, the Government has
amended the TIA Act more than 100 times, with most amendments occurring in the past
15 years. As aresult, the powers currently in the TIA Act, SD Act and parts of the ASIO Act
and Telecommunications Act span more than 1,000 pages of legislation and contain more
than 35 different warrants and authorisations.

Equivalent powers with similar levels of privacy intrusion have inconsistent thresholds for
their use. The powers are also increasingly challenged by the ever-evolving sophistication
of modern crime and threats to national security. The gradual amendments to powers and
associated privacy protections have created confusion and legal uncertainty, reducing the
transparency of the framework. This is unsustainable.

The push to reform the electronic surveillance framework is not new. Since 2013, several
parliamentary and independent reviews have recommended the legislation be rewritten
to reflect contemporary society.*

The catalyst for this reform is the Comprehensive Review. Published on 4 December 2020,
the Comprehensive Review found the existing patchwork of legislation is no longer fit for
purpose. It recommended the creation of a new single framework to govern electronic
surveillance powers.®

Submissions to the Comprehensive Review almost universally agreed wholesale reform
is required.® The Comprehensive Review also noted that other like-minded countries,
including the United Kingdom’ and New Zealand,® have significantly shorter and simpler
electronic surveillance frameworks. Information about the corresponding legislative
frameworks of other Five Eyes countries is at Attachment B.

The Government response to the Comprehensive Review agreed in full, in part orin
principle to 186 of the 190 unclassified recommendations, including the recommendations
guiding the development of a new framework.®

4 Inquiries recommending amendment of the electronic surveillance framework include the following Parliamentary
Joint Committee on Intelligence and Security (PJCIS) reports: Inquiry into the impact of the exercise of law
enforcement and intelligence powers on the freedom of the press; Review of the mandatory data retention regime;
Telecommunications and Other Legislation Amendment (Assistance and Access) Act 2018; Advisory report on
Telecommunications Legislation Amendment (International Production Orders) Bill 2020; Advisory report on the
Surveillance Legislation Amendment (Identify and Disrupt) Bill 2020; and Report of the inquiry into potential
reforms of Australia’s national security legislation.

The Comprehensive Review, Volume 2, recommendation 75.

The Comprehensive Review, Volume 2, page 244.

Investigatory Powers Act 2016 (UK).

Search and Surveillance Act 2012 (N2).

Commonwealth of Australia, Government response to the Comprehensive Review of the Legal Framework

ofthe National Intelligence Community, 2020.

© o~ O
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Guiding principles for reform

The objective of this reform is to develop a new single Act that:

e Dbetter protects individuals’ information and data, including by reflecting what
it means to communicate in the 21st century

e ensures that law enforcement agencies and ASIO have the powers they need
to investigate serious crimes and threats to security

e isclear, transparent and usable for operational agencies and oversight bodies,
as well as industry who need to comply with the obligations of the framework

* ismodernised, streamlined and as technology-neutral as possible, by updating key
concepts and clearly identifying the agencies that can seek access to this information

e contains appropriate thresholds and robust, effective and consistent controls,
limits, safeguards and oversight of the use of these intrusive powers.

In developing the new framework, these objectives will be balanced against one

another. The safeguards in the framework must reflect the importance of accountability,
transparency, the rule of law, privacy and other applicable rights. These must be balanced
against the need for law enforcement agencies and ASIO to have effective powers to
investigate and disrupt serious threats. Equally, establishing more technology-neutral
definitions, concepts and warrants will not come at the cost of clarity and legal certainty.

The framework will have some impact on industry. The need to protect the integrity and
security of communications and networks will be front of mind. Industry assistance will
continue to be required — for example, in intercepting communications and accessing
telecommunications data. However, it is intended that streamlining the existing framework
will ultimately lead to a reduced regulatory burden.

As previously mentioned, the reforms will also implement the Government’s response
to the recommendations of the Comprehensive Review and related parliamentary and
independent reviews discussed in this paper. These include a number of Parliamentary
Joint Committee on Intelligence and Security (PJCIS) reviews into existing and
proposed legislation.

The new Act will set out clear principles for, limits on and expectations of agency
powers. Key elements of the framework will be contained in the Act itself. The Act will be
complemented by detailed and transparent policies, procedures or rules to deal with
matters that are too specific to appear in legislation or are subject to frequent change.



Views of the public are essential

The purpose of this paper is to seek early views on the principles that will guide
the development of the proposed new legislative framework.

The paper provides an overview of how the Government proposes to reform the framework,
with a particular focus on options for implementing key recommendations made by recent
reviews. It will be complemented by public consultation throughout the development of

the reforms, including the release of a public exposure draft of the legislation. This paper
focuses primarily on powers that may be subject to change as part of the new Act.

It does not consider all powers that exist under Australia’s electronic surveillance
framework in detail.

This will not be the last opportunity to provide input into this process. However, the
feedback and submissions you provide in response to this paper will inform the key
principles guiding the development of the draft legislation. Your views will help the
Government develop draft legislation that reflects the interests, expectations and
requirements of all stakeholders, including the Australian public.

The paper includes a number of targeted questions. The full list of questions is at
Attachment C. It may be helpful to frame your submission around these questions.
However, you may wish to address matters outside the scope of these questions.

There will also be opportunities to be heard on other national security reforms. Part 7

of this paper outlines how the Government proposes to manage the interaction between
other reforms and the development of a new electronic surveillance legislative framework.
These reforms will be subject to targeted scrutiny and consultation processes.
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Before you comment

Not every aspect of the proposed new framework is discussed in detail in this paper.

As such, this paper should be read alongside the final report of the Comprehensive Review,
particularly Chapters 26 to 31 in Volume 2. The Comprehensive Review provides detailed
analysis of key concepts discussed in this paper and further analysis of aspects of the
reforms not touched on in this paper. The report also provides detailed commentary
informing the recommendations discussed in this paper.

The following resources may also provide useful context for your submission:
e The existing legislative framework fact sheets in Attachment A.

e Thetable of corresponding legislative frameworks of other Five Eyes countries
in Attachment B.

e The Government response to the Comprehensive Review.

e The following Parliamentary Joint Committee on Intelligence and Security (PJCIS)
inquiries and reviews:

Inquiry into the impact of the exercise of law enforcement and intelligence powers

on the freedom of the press

Review of the amendments made by the Telecommunications and Other

L egislation Amendment (Assistance and Access) Bill 2018 (also subject to a recent

Independent National Security | egislation Monitor (INSLM) review)

Review of the Surveillance Legislation Amendment (Identify and Disrupt) Bill 2020

Review of the Telecommunications Legislation Amendment (International

Production Orders) Bill 2020
Review of the mandatory data retention regime

Review of the Intelligence Oversight and Other L egislation Amendment
(Integrity Measures) Bill 2020

Review of the Foreign Intelligence Legislation Amendment Bill 2021

Review of the Security Legislation Amendment (Critical Infrastructure) Bill 2020
and Statutory Review of the Security of Critical Infrastructure Act 2018

Review of Part 14 of the Telecommunications Act — Telecommunications Sector
Security Reforms

Review of the Counter-Terrorism L egislation Amendment (High Risk Terrorist
Offenders) Bill 2020.

¢ The Parliamentary Joint Committee on Law Enforcement (PJCLE) inquiry into the
impact of new and emerging information and communications technology



https://www.ag.gov.au/national-security/publications/report-comprehensive-review-legal-framework-national-intelligence-community
https://www.ag.gov.au/system/files/2020-12/volume-2-authorisations-immunities-and-electronic-surveillance.PDF
https://www.ag.gov.au/system/files/2020-12/Government-response-to-the-Comprehensive-Review-of-the-Legal-Framework-of-the-National-Intelligence-Community_1.PDF
file:/C:\Users\NG36PJ\AppData\Local\Microsoft\Windows\INetCache\Content.Outlook\1NPVDO3H\o%09Inquiry%20into%20the%20impact%20of%20the%20exercise%20of%20law%20enforcement%20and%20intelligence%20powers%20on%20the%20freedom%20of%20the%20press
file:/C:\Users\NG36PJ\AppData\Local\Microsoft\Windows\INetCache\Content.Outlook\1NPVDO3H\o%09Inquiry%20into%20the%20impact%20of%20the%20exercise%20of%20law%20enforcement%20and%20intelligence%20powers%20on%20the%20freedom%20of%20the%20press
https://www.aph.gov.au/Parliamentary_Business/Committees/Joint/Intelligence_and_Security/AmendmentsTOLAAct2018
https://www.aph.gov.au/Parliamentary_Business/Committees/Joint/Intelligence_and_Security/AmendmentsTOLAAct2018
https://www.inslm.gov.au/reviews-reports/telecommunications-and-other-legislation-amendment-act-2018-related-matters
https://www.aph.gov.au/Parliamentary_Business/Committees/Joint/Intelligence_and_Security/IdentifyandDisruptBill
https://www.aph.gov.au/Parliamentary_Business/Committees/Joint/Intelligence_and_Security/IPOBill2020/Report
https://www.aph.gov.au/Parliamentary_Business/Committees/Joint/Intelligence_and_Security/IPOBill2020/Report
https://www.aph.gov.au/Parliamentary_Business/Committees/Joint/Intelligence_and_Security/Dataretentionregime/Report
https://www.aph.gov.au/Parliamentary_Business/Committees/Joint/Intelligence_and_Security/IntegrityMeasuresBill
https://www.aph.gov.au/Parliamentary_Business/Committees/Joint/Intelligence_and_Security/IntegrityMeasuresBill
https://www.aph.gov.au/Parliamentary_Business/Committees/Joint/Intelligence_and_Security/FILAB/Report
https://www.aph.gov.au/Parliamentary_Business/Committees/Joint/Intelligence_and_Security/SOCI
https://www.aph.gov.au/Parliamentary_Business/Committees/Joint/Intelligence_and_Security/SOCI
https://www.aph.gov.au/Parliamentary_Business/Committees/Joint/Intelligence_and_Security/Part14Telecommunication
https://www.aph.gov.au/Parliamentary_Business/Committees/Joint/Intelligence_and_Security/Part14Telecommunication
https://www.aph.gov.au/Parliamentary_Business/Committees/Joint/Intelligence_and_Security/CTLAHRTOBill2020
https://www.aph.gov.au/Parliamentary_Business/Committees/Joint/Intelligence_and_Security/CTLAHRTOBill2020
https://www.aph.gov.au/Parliamentary_Business/Committees/Joint/Law_Enforcement/NewandemergingICT/Report
https://www.aph.gov.au/Parliamentary_Business/Committees/Joint/Law_Enforcement/NewandemergingICT/Report

A guide to this discussion paper

Part 1: Who can access information
under the new framework?

The new framework will contain strict prohibitions and exceptions will
be proposed under the new legislative framework. We seek your views
on which law enforcement and intelligence agencies should have the
ability to access data and personal information with strict safeguards
and controls.

Part 2: What information can be accessed?

The new framework will need to provide clarity to agencies,
oversight bodies and the public about what kinds of data and
personal information can be accessed. We seek your views on
how the new framework might provide clearer definitions of key
concepts in order to enhance privacy protections and endure
technological advancements.

Part 3: How can information be accessed?

The new framework will streamline the existing warrant framework

to reduce the complexity of the process while improving transparency.
We seek your views on the process to be used by agencies when
seeking warrants and authorisations to use powers.

Part 4: When will information be accessed?

The new framework will ensure that these powers are only authorised
if necessary and proportionate. We seek your views on the situations
in which powers should be used and for what purpose. We also

seek your views on who can authorise the powers, under what
circumstances and how the information can be further disclosed.

Reform of Australia’s electronic surveillance framework — Discussion Paper 9



Part 5: Safeguards and oversight

The new framework will maintain strict safeguards and robust
oversight mechanisms, including more consistent and streamlined
reporting and record-keeping requirements. We seek your views on
what kinds of requirements agencies should be subject to and how
oversight agencies could enhance information sharing.

Part 6: Working together: Industry and Government

The communications industry plays an integral role in assisting with
law enforcement and national security investigations. We seek your
views on how the new framework could enhance the way agencies
work with the communications industry and reduce the burden on
industry by streamlining and consolidating obligations.

Part 7: Interaction with existing

and recent legislation and reviews

Electronic surveillance reform is a significant project. In the meantime,
the Government will progress targeted amendments to resolve
urgent gaps. These reviews will be considered as part of this reform.

Part 8: Getting involved

This section outlines how the public, academia, industry and issue
groups can contribute their experiences, learnings and challenges
to inform this once-in-a-generation reform.



PART 1:

WHO CAN ACCESS
INFORMATION UNDER
THE NEW FRAMEWORK?




The new framework will continue
to protect information and data

Electronic surveillance powers are intrusive and can reveal sensitive information about
an individual or organisation. As a general rule, covertly listening to a person’s private
conversations, observing a person’s private activities or obtaining a person’s private
information or data should not be permitted.'°

Current State

There are a number of existing prohibitions and offences that apply to unlawful

covert access to information and data. The Comprehensive Review did not make any
recommendations about these prohibitions and did not consider that there were any gaps
in the protection they provide. However, some of the TIA Act prohibitions rely on outdated
definitions and will become increasingly difficult to apply to new technologies. There are
also significant inconsistencies in the prohibitions across state and territory laws that apply
to the use of surveillance devices.

Telecommunications systems and computer networks

Offences concerning access to information and data on telecommunications systems
and computer networks are in the following Acts.

e TIA Act: contains prohibitions relating to ‘interception’ and access to ‘stored
communications’. Section 7 of the TIA Act prohibits people from obtaining the content
of acommunication while it is being transmitted across a telecommunications network,
e.g. atelephone call - this is called ‘interception’. Section 108 of the TIA Act makes it an
offence for people to access the content of a communication while a ‘carrier’ (such as
Telstra) or a ‘carriage service provider’ (such as amaysim) holds it, e.g. a text message
—this s called access to ‘stored communications’.

e Telecommunications Act: contains offences that broadly prohibit persons involved
in providing telecommunications services from disclosing and using information or
documents that relate to communications or carriage services supplied to a person
or the personal particulars of a person - this includes ‘telecommunications data’
or ‘metadata’’!

10 Article 17 of the International Covenant on Civil and Political Rights further provides that no one shall be subjected
to arbitrary or unlawful interference with his privacy, family, home or correspondence, nor to unlawful attacks on
his honour and reputation.

11 Telecommunications Act, section 276.



e Criminal Code Act 1995 (the Criminal Code): contains a range of criminal offences
for unlawfully accessing or interfering with a telecommunications system or accessing
data in a computer without authorisation.?

Taken together, these offences and prohibitions prevent people, including government
agencies, from accessing a person’s communications and information on a person’s
computer or other device. Electronic surveillance powers provide an exception to these
prohibitions, discussed further below.

However, elements of these prohibitions —in particular, the prohibitions on interception and
access to stored communications — rely on outdated assumptions and terms.'®* Applying
these outdated assumptions to modern technologies results in complexity and ambiguity.
This creates arisk that the law may not properly protect the privacy of people’s information.

These outdated assumptions and terms are discussed in more detail in Part 2.

Surveillance devices

Commonwealth legislation does not currently prohibit the use of surveillance devices.
This is governed by state and territory legislation. Each state and territory has legislation
that prohibits people from using certain surveillance devices in certain circumstances.
The prohibitions are different in each state or territory and variously apply to use of
devices to:

e observe orvisually record a private activity — called an ‘optical device’
e record or listen to private conversations — called a ‘listening device’
e determine the geographical location of a person or thing — called a ‘tracking device’

e record or monitor the input and output of information to and from a computer —
called a ‘data surveillance device'.

Not all states and territories prohibit the use of all of these devices. Further, the prohibitions
on use of these devices differ across the states and territories. For example, some states
and territories only prohibit use of a listening device to listen to a private conversation

to which the personis not a party. These differences mean the privacy protections

for individuals vary between jurisdictions. This can also create difficulties where
investigations cross state and territory borders.

12 Criminal Code Act 1995 Schedule 1 (the Criminal Code), Parts 10.6 and 10.7.
138 Seediscussion in the Comprehensive Review, Volume 2, at paragraphs [26.106]-[26.114].
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Case study

For example, a number of people invested in various investment schemes presented

by a company at information seminars conducted in various states. The Australian
Securities and Investments Commission (ASIC) was provided with recordings of these
seminars because the company allegedly made false and misleading statements about
the schemes. However, the status of each of the recordings —including whether they
had been lawfully made and whether they could be admitted as evidence — was subject
to the location of where the recordings were made. Recordings made in jurisdictions
which permitted such recordings supported the complaints and provided evidence

of the false and misleading statements made. Recordings made in jurisdictions

where such recordings were prohibited could not be relied upon as evidence.

In addition, those who had recorded the seminars could be liable for prosecution

in certain jurisdictions.

Potential Future State

In developing the new framework, the Government will consider the appropriateness of
existing prohibitions and whether any additional protections are necessary. This includes:

* The criminal offences concerning interference with telecommunications systems
and accessing data on computers in the Criminal Code.

e The offences that relate to telecommunications data in the Telecommunications Act.
It may be necessary to revise these offences depending on how the framework deals
with telecommunications data more broadly.

e The prohibitions relating to interception and access to stored communications.
It may be useful to combine these prohibitions into a new consolidated prohibition
and offence. This may not retain the distinction between interception and stored
communications. The prohibition and offence may be in the new framework itself.
Alternatively, it may be included elsewhere, such as in Part 10.6 of the Criminal Code
relating to interference with telecommunications systems.

In 2014, the Australian Law Reform Commission recommended the Commonwealth enact
legislation to replace state and territory surveillance device laws."* The Comprehensive
Review noted that adopting the Commission’s recommendation would substantially
increase the complexity of the reform process.'®

14 Australian Law Reform Commission, Serious Invasions of Privacy in the Digital Era, Report No. 123,
Australian Law Reform Commission, 2016, recommendation 141.
15 The Comprehensive Review, Volume 2, pages 265-266, footnote 613.



The Commonwealth has powers under section 51 of the Australian Constitution that could
enable the Commonwealth to enact a more comprehensive regime prohibiting the use of
surveillance devices.'® However, any Commonwealth prohibition on surveillance devices
could render state and territory surveillance device legislation inoperative.

A Commonwealth surveillance device prohibition could create consistency across all
jurisdictions. For example, this could assist in targeting improper or harmful use

of devices in domestic violence cases, where inconsistencies in state and territory
legislation may create gaps in investigating and prosecuting these offences. However, any
prohibition would also need to ensure that everyday activities are not unduly restricted.

In light of this, the Commonwealth will work with states and territories to ensure the new
framework is harmonised with state and territory legislation to provide appropriate
protections against observing activities, listening to conversations and tracking a person’s
movements through the unauthorised use of surveillance devices.

Questions

1. Do the existing prohibitions and offences against unlawful access
to information and data adequately protect privacy in the modern day?

a. Ifso, which aspects are working well?
b. Ifnot, which aspects are not working well and how could the new
prohibition and/or offences be crafted to ensure that information
and data is adequately protected?
2. Do the existing prohibitions and offences against unlawful access to information
and data adequately allow the pursuit of other objectives,
e.g. cyber security of networks, online safety or scam protection/reduction?

16 The most relevant is section 51(v) which relates to the ‘communications’ power. In addition, the Australian Law
Reform Commission’s report on Serious Invasions of Privacy in the Digital Error (June 2014) identified that a
Commonwealth surveillance device prohibition would likely be supported by the external affairs powerin s
51(xxix).
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Access to information will be
strictly controlled

Covert access to an Australian’s information and data is generally prohibited. However,
limited access to this information is sometimes needed for some government agencies

to perform their functions. Law enforcement agencies and ASIO require electronic
surveillance powers to investigate serious crime and respond to national security threats."”

There are, and must continue to be, exceptions to these prohibitions so these agencies
can use these powers where necessary and proportionate to protect the community from
serious harm. These exceptions will be subject to strict limitations and robust safeguards.
Accountability and transparency measures will include reporting and record-keeping
requirements, proportionality tests and independent oversight by bodies with appropriate
experience, scope and powers.

There are also some circumstances in which it is necessary and appropriate for certain
persons and bodies outside Government to be able to access a person’s information
and data without that person’s knowledge or permission. For example, under the TIA
Act the companies that own and operate telecommunications systems may intercept
communications in order to run and maintain those systems. The new framework

will need to include some limited exceptions of this kind.

Current State

There are currently 21 Commonwealth, state and territory agencies that can obtain
warrants and authorisations to use electronic surveillance for certain purposes under
the TIA Act, SD Act or ASIO Act. These agencies include law enforcement agencies,
anti-corruption and integrity bodies, and ASIO. Not all of these agencies have access
to all electronic surveillance powers. Currently, a slightly larger number of agencies can
access stored communications than can intercept communications or use computer
access or surveillance devices.

A summary of which agencies can access particular electronic surveillance powers
is set out at Attachment D.

It is also possible for some other organisations to lawfully access telecommunications data
under sections 280 and 313(3) of the Telecommunications Act. Concerns have been raised
that the current effect of these sections may go beyond what was intended by Parliament
and could be used to circumvent restrictions in the TIA Act on which agencies can access
telecommunications data.

17 Law enforcement agencies includes anti-corruption and integrity bodies, which make up a large proportion of the
agencies with access to powers under the current framework.



Potential Future State

Agencies will only be able to use electronic surveillance powers where those powers
are needed to perform their functions. The reform does not propose to remove any
existing powers under the TIA Act, SD Act and ASIO Act from any agencies. In line with

the Government’s response to recommendation 15 of the PJCIS review of the mandatory
data retention scheme,'® the Government will consider which bodies should have access

to telecommunications data or metadata under Telecommunications Act sections 280(1)(b)

and 313(3).

However, other agencies seeking particular electronic surveillance powers may be
provided with additional powers where a clear and compelling case is made by that

agency. In line with recommendations of the Comprehensive Review and other reviews,'®

the Government will consider providing:

e the Australian Transaction Reports and Analysis Centre (AUSTRAC) with the power

to access telecommunications data for the purposes of fulfilling its dual financial

intelligence and regulatory roles to prevent money laundering and terrorism financing

¢ the Australian Taxation Office (ATO) with the power to access telecommunications
data for the purpose of protecting public revenue from serious financial crimes

e state and territory corrective services with the power to access telecommunications

data, for the purposes of monitoring criminal offenders

e the Australian Border Force with the power to use tracking devices to investigate
border-related measures

e the Australian Criminal Intelligence Commission (ACIC) with the power to use
its electronic surveillance powers for a slightly wider range of investigations.

Each of these additional powers has been recommended by either the Comprehensive

Review or a parliamentary committee.?°

18 PJCIS, Review of the mandatory data retention scheme of the Telecommunications (Interception and Access)

Act 1979 (Data Retention review), Commonwealth of Australia, Canberra, 2020, Recommendation 15.
19 Thisincludes the PJCLE’s Inquiry into financial related crime, the Treasury Black Economy Taskforce’s
Final Report, and the Inspector-General of Taxation’s Review into the Australian Taxation Office’s fraud
control management.
20 See Comprehensive Review report, Volume 2, recommendations 77-79 and 88 and the PJCLE’s 2015
report from its Inquiry into financial related crime, recommendation 3.
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Case study

In most cases granting access to these additional powers will complement

existing investigative powers. For example, with respect to the ATO, access to
telecommunications data would support or, in some cases, potentially replace
expensive, resource-intensive and intrusive physical surveillance operations. ATO
experience demonstrates that telecommunications data would also be a critical tool in
excluding non-involved individuals from lines of inquiry, or in establishing a relationship
between an original person of interest being investigated (for example, for tax fraud) and
a larger group of individuals committing serious criminal offences (such as large-scale
fraud against the Commonwealth).

When deciding whether any additional agency (other than those listed above) should
have access to particular powers in the new framework, the Government will consider
the following questions.

Does the agency typically deal with the investigation, prevention or enforcement
of crimes that merit access to such information?

Does the agency need access to electronic surveillance powers to effectively
perform its functions and, if so, which powers in particular?

Are there other effective mechanisms the agency could use to obtain the information
it needs?

Does the agency have appropriate expertise and privacy safeguards, including secure
systems, facilities and processes in place to deal with information received through
electronic surveillance?

Does the agency have appropriate processes in place to allow it to comply with
the law (for example, does it have processes in place to meet record-keeping
and reporting requirements)?

Isitin the public interest for the agency to have these powers, considering
the severity of any public harm that may result in the absence of the powers?

Are there any other factors in favour of, or against, giving the agency these powers?
Are there appropriate oversight mechanisms in place?

Questions

3.

Are there any additional agencies that should have powers to access particular
information and data to perform their functions? If so, which agencies and why?

Do you agree with the proposed considerations for determining whether additional
agencies should be permitted to access peoples’ information and data? Are there
any additional considerations that have not been outlined above?



PART 2:
WHAT INFORMATION
CAN BE ACCESSED?




Electronic surveillance powers are increasingly vital investigative tools for law enforcement
agencies and ASIO. The legislation underpinning these powers needs to be easily
understood to enhance transparency. This will also improve the framework’s application
by agencies and industry and provide clarity for oversight bodies.

The Comprehensive Review noted that the existing framework is long, complicated
and difficult to understand. The framework is also underpinned by a range of outdated
assumptions. Applying these assumptions to modern technology compounds the
lack of clarity.?!

In line with the Comprehensive Review’s recommendation, the core definitions
in the new framework will aim to:

e provide clarity to agencies, oversight bodies and the public about the scope
of agencies’ powers

e ensure there are no gaps in the types of information that agencies may access
or obtain under warrants and authorisations

e be capable of applying to new technologies over time.??

Key concepts underpinning the new framework must provide clarity about what information
is protected and what information agencies can obtain. The core concepts and definitions
relating to the powers will help determine what kinds of information can be accessed, and

in what form it can be accessed, under each warrant and authorisation. In developing the
new framework, the Government will reconsider a number of core concepts, such as:

® the definition of a ‘communication’

* thedistinction between ‘content’ and ‘non-content’ information
e thedistinction between ‘live’ and ‘stored’ communications

e thekinds of providers that hold relevant information and data

e thekinds of information that may be obtained through surveillance
and tracking devices.

21 Formore detail, see discussion in the Comprehensive Review, Volume 2, at paragraphs [26.106]-[26.126].
22 The Comprehensive Review, Volume 2, recommendation 109.
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Communications: What does this mean
in 2021 and beyond?

Current State

The definition of ‘communication’ is fundamental to the operation of the TIA Act.

The provisions of the TIA Act apply to intercepting or accessing ‘communications’,

and the powers given to agencies to access ‘communications’. However, the definition
of ‘communications’ is unclear and its application to modern technologies is complex
and artificial.

The TIA Act defines communications as including (but not being limited to) a ‘conversation
and a message’. This can be in the form of speech, music or other sounds, data, text, visual
images, signals or any other form or combination of forms. This definition was introduced

in 1989 and has not been amended since. The definition reflects the era in which it was
drafted. As the Comprehensive Review noted, at that time, conversations and messages
between people were the main type of information carried across the telecommunications
network.2® In contrast, there is now a wider range of information and data passing over the
telecommunications network, such as machine-to-machine signals between servers,
routers and modems that enable the network to route communications to their intended
destination.

Whether the TIA Act prohibits access to something depends on whether that thing is a
‘communication’. However, it is becoming increasingly difficult to determine which kinds
of information can be classed as ‘communications’. Determining whether a particular
new kind of information or interaction is a ‘communication’ can be complex. For example,
it is unclear whether those machine-to-machine signals form part of a ‘conversation’

or ‘message’, and therefore whether they are a ‘communication’ within the meaning

of the TIA Act.

Whether something is a communication therefore has significant consequences
for whether that information is protected. As a result, there may be gaps in the limits,
controls and safeguards that apply to this information, even where it is passing over
the telecommunications network.

While this definition can still be applied to modern communications technology, it will
become even harder to apply as technology develops. This creates difficulties for agencies
in using existing powers and for oversight bodies in overseeing use of the powers. It also
reduces transparency, as the legal protections and the powers available to agencies
cannot be readily understood by reading the legislation.

23 The Comprehensive Review, Volume 2, paragraph [26.112].
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Potential Future State

The reform aims to replace the outdated concept of ‘communications’ with a term

and definition that reflects the range of information and data transmitted electronically.

The definition will be as technology-neutral as possible so that it can apply to future
information and communications technologies. This will ensure the full range of information
and data transmitted electronically is protected from unauthorised access.

In developing this definition and other key concepts, the Government will consider how

to best capture the following kinds of information.

e FElectronic conversations and messages between people, whether they are travelling
between devices or stored by a telecommunications provider or on a person’s device
or personal network. This includes phone calls, emails, instant messages, video
conversations and conversations via over-the-top messaging applications. It may
also include draft emails and instant messages that sit on a carrier or carriage service
provider’s server but which have not been sent.

e Aperson’s activities on the internet. This includes web-browsing history, URLSs visited
by a person and a person’s use of non-messaging applications on their smart phone.

* Electronic documents, files, images or other content created by a person, regardless
of whether they are transmitted to another person. This includes text documents or
images a person saves on their computer or uploads to a cloud storage service such
as Dropbox or Google Drive.

* |nteractions between a person and a machine. This includes instant messages
between a person and an automated system, such as a customer service chat-bot.

e Interactions/signalling information between a machine and another machine. This
includes interactions between devices on the Internet of Things — for example, data
generated by connected or autonomous vehicles, or smart home security systems.?*

¢ Emerging technologies, such as machine learning and information derived from
quantum computing.

Modernising the definition of communication will likely result in more information being
protected and better controls on access to that information. Under the new framework,
government agencies will only be able to access this broader range of information under a
warrant or authorisation, and this access will be subject to robust oversight and safeguards.

24 The ‘Internet of Things’ refers to the interconnection via the internet of computing devices embedded in everyday
objects, enabling them to send and receive data. Examples include Al voice assistants such as Amazon Echo and
Google Home, smart home security systems and appliances with internet connectivity.
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There are several examples that may be considered when designing a new technology-
neutral definition of communications. For example, the definition of communications in the
Telecommunications Act,?® and international examples from New Zealand?® and the United
Kingdom,?” provide useful starting points when considering how the existing definition in
the TIA Act could be expanded.

The interaction between the new definition and other legislation that relies upon that
terminology will need to be considered. Industry will require clarity as to the scope
of the new definition and will be closely consulted as part of its development.

Questions

5. Arethere other kinds of information that should be captured by the new definition
of ‘communication’? If so, what are they?

6. Arethere other key concepts in the existing framework that require updating
to improve clarity? If so, what are they?

7. How could the framework best account for emerging technologies, such as
artificial intelligence and information derived from quantum computing?

Information about a communication
is different to its content

Current State

Under the TIA Act, the way in which agencies can obtain information depends on whether
that information is the ‘content’ of a communication or ‘non-content’ information.

Broadly speaking, ‘content’ information is the substance or meaning of a communication —
for example, the words said in a phone call or written in the body of an email. ‘Non-content’
information is information about a communication — for example, the time at which a phone
call was made, the duration of the phone call and the participants in the call.

25 Telecommunications Act, section 7.
26 Intelligence and Security Act 2017 (NZ), section 47.
27  Investigatory Powers Act 2016 (UK), section 261.
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Typically, agencies require a warrant to obtain the ‘content’ of a communication, while they
can obtain ‘non-content’ information through the TIA Act and Telecommunications Act.
Under the TIA Act, arequest for this type of information is usually authorised by a senior
officer within the agency (internal authorisation). This is because ‘non-content’ information
is perceived to be less private than ‘content’ information.?® This distinction is highly
significant for agencies and oversight bodies.

The distinction is also important for industry. The TIA Act provides that communications
service providers must maintain certain datasets about the services they provide and
communications made on those services —this is called the ‘mandatory data retention
regime’. Among other information, providers must keep the name of the subscriber of a
service; the source, destination, date, time, duration and type of a communication on the
service; and the location of equipment used in connection with a communication. The TIA
Act includes a description of the kinds of information that must be kept.?®

The TIA Act also specifies information that providers do not need to keep. Importantly,
under the Act providers do not need to keep ‘information that is the contents or substance
of acommunication’ —that is, ‘content’ information.®° For this reason, under a stored
communications warrant, agencies can only access information that the provider has
stored of its own volition, or as required by a preservation notice.'

There is currently no definition for ‘contents or substance’.

The distinction between ‘content’ and ‘non-content’ is not clear-cut in the existing
framework. For example, it is unclear whether a URL is content or non-content information.
Onone hand, a URL could be seen as hon-content, in that it is a ‘delivery instruction’, like
the address of a communication. On the other hand, accessing a URL may also reveal the
content a person viewed on a website. This lack of clarity creates a risk that providers may
inadvertently keep and disclose content information to agencies without a warrant in
response to arequest for ‘non-content’ information.

Potential Future State

In its review of the mandatory data retention regime, the PJCIS recommended the term
‘content or substance of a communication’ be defined.* Defining the terms ‘content’ and
‘non-content’ will provide certainty for agencies and providers and will improve privacy
protections by reducing the risk that ‘content’ information will be inadvertently disclosed
without a warrant.

28 Explanatory Memorandum, Telecommunications (Interception and Access) Amendment (Data Retention)
Bill2014, paragraph 9.

29 TIAAct, section 187AA.

30 TIAAct, paragraph 187A(4)(a).

31 TIAAct, Chapter 3.

32 DataRetention review, recommendation 2.
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In line with the recommendations of the PJCIS, the Government will consider how ‘content’
information could be defined. The wording used to define ‘content’ and ‘non-content’
information will depend on the approach taken to defining ‘communications’ in the new
framework. The definition will be developed in consultation with a range of agencies,
industry bodies, oversight agencies and civil society organisations.

An example of a modern definition of ‘content of a communication’ adopted by the UK is:

e Content, in relation to a communication and a telecommunications operator,
telecommunications service or telecommunication system, means any element
of the communication, or any data attached to or logically associated with the
communication, which reveals anything of what might reasonably be considered
to be the meaning (if any) of the communication, but —

a) any meaning arising from the fact of the communication or from any data relating
to the transmission of the communication is to be disregarded, and

b) anything whichis systems data is not content.2?

In developing the framework, the Government will consider whether it is necessary to revise
the scope of non-content information. The Government will also consider whether there is
benefit in distinguishing between different kinds of non-content information and how that
information is treated. For example, the UK has different authorisation levels for two
different categories of non-content data — ‘entity data’ and ‘events data’.

e ‘Entity data’ is information relating to ‘entities’ such as persons, groups, mobile phones,
computers or other communication devices. This includes information identifying the
subscriber of a phone number or the holder of an email account, billing information for
an account, or information about a device used by a subscriber or account holder.

e ‘Events data’ is information about particular things happening over a
telecommunications system at a particular time. This includes information about the
sender and/or recipient of a communication, numbers called by a person, internet
connection records, the time and duration of a call or internet connection, the size
of data downloaded or uploaded, or the location of a phone when a call is made
or received.

33 Investigatory Powers Act 2016 (UK), section 261. Section 263 of that Act defines ‘systems data’ to mean:
‘any data that enables or facilitates, or identifies or describes anything connected with enabling or facilitating,
the functioning of any of the following:

(a) apostal service;

(b) atelecommunication system (including any apparatus forming part of the system);

(c) any telecommunications service provided by means of a telecommunication system;

(d) arelevant system (including any apparatus forming part of the system);

(e) any service provided by means of a relevant system.’
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Questions

8. What kinds of information should be defined as ‘content’ information”?
What kinds of information should be defined as ‘non-content’ information?

9. Would adopting a definition of ‘content’ similar to the UK be appropriate, or
have any other countries adopted definitions that achieve the desired outcome?

10. Are there benefits in distinguishing between different kinds of non-content
information? Are there particular kinds of non-content information that are
more or less sensitive than others?

Is there a real difference between ‘live’
and ‘stored’ communications anymore?

Current State

The TIA Act draws a distinction between:

* intercepting ‘live’ communications (for example, a phone call in the course
of transmission), and

e accessing ‘stored’ communications held by a carrier or carriage service provider
(for example, a voicemail or an email stored on a provider’s servers).

This distinction affects the protections applying to information and how agencies can
access that information. For law enforcement agencies, the threshold for intercepting
live communications is higher than the threshold for accessing stored communications.
Other requirements in the TIA Act, such as the purposes for which communications can
be used and shared, also differ based on whether the information was intercepted when
live or accessed when stored.

The provisions concerning stored communications were added to the TIA Actin 2006.
This distinction reflects the view at that time that stored communications, such as a
voicemail or email, would generally be more ‘considered’ and less spontaneous than

a live communication such as a phone call.®* On this basis, the distinction assumes that
accessing stored communications is less intrusive than intercepting live communications.

Under section 109 of the TIA Act, ASIO may obtain an interception warrant for both live
and stored communications.

34 The Comprehensive Review, Volume 2, paragraphs [26.110]-[26.111].
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Potential Future State

The Comprehensive Review considered this distinction to be less significant than it may
once have been.® Many conversations once held over the phone are now conducted by
text messaging or other communications applications. As the way in which people
communicate has shifted significantly, this distinction has little current relevance or use.

In practice, the distinction also leads to inconsistent protections for the same information.

Many communications can either be intercepted while live or accessed while stored.

For example, a text message could be intercepted while being transmitted or accessed
after it is delivered and while it is stored on a provider’s systems or person’s device.

This means the protections applicable to a particular communication will change
significantly when the communication ceases to be transmitted and goes from being
‘live’ to being ‘stored’, despite there being no change in the content (or privacy sensitivity)
of the communication.

Questions

11. Should the distinction between ‘live’ and ‘stored’ communications be maintained
in the new framework?

12. Do each of these kinds of information involve the same intrusion into privacy?
Or should the impact of each be considered differently?

Australians no longer communicate
exclusively using services provided
by Australian carriers and carriage
service providers

Current State

All stored communications warrants, most interception warrants and all
telecommunications data authorisations are given to a ‘carrier’ or a ‘carriage service
provider’ under Australian law. The provider then intercepts or accesses the
communication or data and provides it to the requesting agency.

35 Formore detail, see discussion in the Comprehensive Review, Volume 2, at paragraphs [26.108]-[26.111].
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A carrier is an entity that owns telecommunications infrastructure or facilities used

to deliver ‘carriage services’ to the public. Carriage services are services for carrying
communications, including things like phone or internet services. Carriers include
companies such as Telstra, Vodafone and NBN Co. A carriage service provider is an entity
that delivers carriage services over carriers’ infrastructure or facilities, such as amaysim and
ALDImobile.

Both carriers and carriage service providers have obligations under the existing framework.
These include maintaining interception capability plans and keeping certain types of data.
This is to ensure providers can assist requesting agencies whenever assistance is required.

However, the definition of ‘carriage service provider’ is broad.®® It can sometimes be difficult
to determine whether a provider is a ‘carriage service provider’. This means it is not always
clear whether a provider must comply with interception and stored communications
warrants or retain or disclose telecommunications data.

Furthermore, there are now arange of global entities involved in the communications
process that are not traditional carriers or carriage service providers. For example,

data centre operators® and equipment manufacturers play an important role in the
telecommunications supply chain but are probably not carriers or carriage service
providers. Providers of ‘over-the-top’ messaging applications, such as Facebook and
Fastmail, also play key roles in the communications process. The Government will consider
whether over-the-top providers are adequately captured under existing arrangements

or whether further changes are required under the new framework.

The new framework will require greater certainty as to which entities are carriage service
providers for the purposes of the TIA Act. This is significant because the prohibition on
accessing stored communications only applies to information held by carriers or carriage
service providers. Further, stored communications warrants, interception warrants and
telecommunications data authorisations only apply to carriers or carriage service providers.

In contrast, the obligations in the industry assistance framework in Part 15 of the
Telecommunications Act (discussed in Part 6) apply to ‘designated communications
providers’. This term captures a much wider range of companies, organisations and
individuals who contribute to the communications supply chain in Australia. This includes
telecommunications operators, providers of electronic services, developers of software
and manufacturers of devices.

36 ‘Carriage service provider’ is defined in section 87 of the Telecommunications Act to include a person who
supplies, or proposes to supply, a ‘listed carriage service’ to the public using a ‘network unit’ owned by one or
more carriers or anetwork unit in relation to which a ‘nominated carrier declaration’ is in force. ‘Carriage service’
means a service for carrying communications by means of guided and/or unguided electromagnetic energy.

37 Adatacentreis a centralised facility that houses computing and networking equipment. Data centres are a core
component of modern telecommunications infrastructure, as telecommunications companies increasingly use
data centres to store data. However, data centre operators are not carriers or carriage service providers.
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The international production order framework in Schedule 1 to the TIA Act appliesto a
range of foreign entities, including several kinds of providers that are not carriers or carriage
service providers. Under this framework, where Australia has a ‘designated international
agreement’ with a foreign country (such as the prospective Clarifying Lawful Overseas

Use of Data (CLOUD) Act Agreement between Australia and the USA) Australian law
enforcement agencies and ASIO can obtain orders seeking communications and related
data from foreign providers. This includes providers of ‘message application services’

(like Facebook and WhatsApp), ‘video call application services’ (like Skype) and ‘storage/
backup services’ (like Dropbox).

Potential Future State

The new framework will aim to provide greater clarity about which kinds of communications
service providers must execute, or assist with the execution of, electronic surveillance
warrants, authorisations or assistance orders. In developing the framework, the
Government will consider what kinds of entities involved in the communications supply
chain, in addition to traditional carriers and carriage service providers, must meet these
obligations. Changes may be needed if existing or potential future providers the community
would expect to be subject to these obligations are not captured. The question of which
obligations should apply to which providers is further discussed in Part 6.

Any change to the range of providers that must provide communications or technical
assistance to agencies should avoid placing unnecessary additional burdens on Australian
industry. Any change would also need to consider jurisdictional limitations. For example,
providers based in the USA may be prevented by US law from complying with a request

for communications unless it is issued under the CLOUD Act Agreement.

Question

13. What type of Australian communications providers should have obligations to
protect and retain information, and comply with warrants, authorisations and
assistance orders under the new framework?
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Regulation of surveillance devices focuses
on types of device, not kinds of information

Current State

The SD Act regulates some law enforcement agency use of surveillance devices. For state
and territory agencies, this is sometimes regulated by their state or territory legislation.
ASIO’s use of surveillance devices is governed by Subdivision D of Division 2 of Part lll of the
ASIO Act. Broadly, the SD Act and the ASIO Act regulate the use of surveillance devices by
reference to kinds of devices, rather than kinds of information. Warrants under these Acts
allow the use of specified kinds of devices but do not consider the kinds of information that
can be obtained using these devices. The definitions of these devices in the Acts focus on
device capability. For example:

e adevice capable of being used to visually record or observe an activity
(optical surveillance device)

e adevice capable of being used to overhear, record, monitor or listen to sounds,
signals or a conversation, or words spoken to or by any person in conversation
(listening device)

e adevice capable of being used to track a person or an object (tracking device in the
ASIO Act) or a device capable of being used to determine or monitor the location
of a person or an object or the status of an object (tracking device in the SD Act).%®

The SD Act also regulates ‘data surveillance devices’, which are devices that can record
or monitor the input of information into, or the output of information from, an electronic
device for storing or processing information.

Both the SD Act®® and the ASIO Act* allow tracking devices to be used under internal
authorisation where the use of the device does not involve entry onto premises or
interference with the interior of a vehicle without the owner’s permission. This differs from
the approach taken in some state and territory legislation, which requires a court order.*
In addition, both the ASIO Act and the SD Act allow use of surveillance devices without
awarrant in certain circumstances.*? For example, a federal law enforcement officer may
use an optical surveillance device where use of the device does not involve entry onto
premises or interference with any vehicle or thing without permission.*

38 ASIOAct, section 22; SD Act, section 6.

39 SDAct, section 39.

40 ASIOActs26G, s26J.

41 Forexample, under section 14 of the Surveillance Devices Act 1999 (Vic), a Supreme Court judge may issue a
warrant for the use of any surveillance device. A magistrate may issue a surveillance device warrant that
authorises the use of a tracking device only.

42 ASIO Act, sections 26C and 26D; SD Act, Part 4.

43 SDAct, section 37.
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The ability to use surveillance devices without a requirement to obtain a warrant provides
agencies with greater flexibility to collect information in limited circumstances, where that
collection will typically have a lesser impact on privacy. For example:

e use of cameras in public places, with legal certainty that information they collect will
not be rendered inadmissible if they inadvertently record a privacy activity, and

® record conversations to which an officer or human source is a part and therefore
is not a private conversation in relation to that person.

Potential Future State

In developing the new framework, the Government will consider whether the framework
should keep the current approach to regulating the use of kinds of surveillance devices,
or instead regulate the type of information that can be obtained. In doing so, the
Government will consider whether it is necessary to redefine the kinds of information
that can be captured by surveillance devices.

As discussed in Part 4, the new framework may include different thresholds for use

of devices that provide information about private activities and communications and

for devices that only provide information about a person’s movements. As such, the
Government will consider how to define and distinguish between the kind of information
obtained by listening and optical devices and the kind of information obtained by
tracking devices.

[tis important to note that devices can often be used to obtain different types of information.
For example, the kinds of information obtained by a data surveillance device can overlap
with the kinds of information that may be considered a ‘communication’, outlined above.
Itis the Government’s intention that the new framework is clear about the types of
information agencies are able to obtain under each warrant and authorisation.

The Government will work closely with states and territories to ensure that these concepts
and definitions are considered alongside state and territory surveillance and tracking
device legislation.

Question

14. What are your thoughts on the above proposed approach? In particular, how do
you think the information captured by surveillance and tracking devices could be
explained or defined?
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PART 3:
HOW CAN INFORMATION
BE ACCESSED?




Is a warrant framework that emphasises
impact on privacy over method of access
the way forward?

As the communications environment has become more complex, so too have the legal
frameworks for accessing communications.

Without a new approach, the variety of warrants and authorisations will continue

to increase as agencies are forced to develop new methods in response to technological
developments. This will increase the complexity of the framework, raise the risk

of inconsistencies and capability gaps, and create inefficiencies, and may result

in compliance issues.

The new framework will adopt a more technology-neutral, streamlined and flexible
approach to governing law enforcement agencies’ and ASIO’s use of electronic
surveillance. However, efficiency will not come at the cost of transparency or privacy
protections. The new framework will encourage an emphasis on what information agencies
are trying to collect, the intrusiveness and the matter being investigated, instead of the
current focus on how they intend to collect it.

Current State

At present, agencies may obtain certain types of information under more than 35 different
warrants and authorisations. These warrants broadly enable agencies to undertake specific
activities such as:

e intercepting communications passing over a telecommunications network
(e.q. listening to a live telephone conversation)

e accessing a computer or a network of computers (e.g. accessing information
on a person’s mobile phone or laptop)

e using an optical, listening or data surveillance device (e.g. video surveillance
and recording devices)

e accessing stored communications (e.g. accessing a person’s text messages
stored by a carrier)

e using atracking device (e.g. monitoring a person’s physical location).

In many cases there is considerable overlap between the types of information agencies

can access under these warrants. For example, interception, stored communications,

data surveillance devices and computer access powers all enable access to private
communications and information. The Comprehensive Review described this as ‘functional
equivalency’. It noted that although these powers operate in different ways, they all have

a similar privacy impact.
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The Comprehensive Review considered whether electronic surveillance powers in

the current framework are similar in nature or intrusiveness —that is, whether they are
‘functionally equivalent’. In doing so, it considered the objectives of the powers, broadly
categorising these as covertly accessing private information, covertly tracking movements
or covertly obtaining records or information about communications.

The number of warrants and their overlapping nature is partly due to the current
framework’s focus on the technology or method an agency uses to obtain information,
as opposed to the type of information or outcome.

For example, rather than authorising access to a particular type of information, such as
communications content, a warrant will generally authorise use of a particular method,
such as telecommunications interception, in an effort to obtain this information.

A problem with this approach is that the current framework is based on outdated views of
how people communicate and interact. The existing framework was formed in the 1960s
and 1970s, when electronic communications mainly consisted of telephone calls and
telegrams. Since then, Australia has seen the widespread adoption of mobile
telecommunications, the internet, personal computing and mobile internet access.

While frequent amendments have been made to the legislation in response to technological
changes, the changing ways people commmunicate as technology advances will become
more difficult to address through such amendments.

A warrant framework focused mainly on the method used to obtain information lacks the
flexibility needed to keep pace with rapid technological advances. It requires frequent
and substantial amendments to ensure agencies’ powers keep pace with changes in
technology and the methods used by those being investigated.

Potential Future State

A simpler warrant framework will improve the accessibility and utility of the framework
and support compliance with legislative responsibilities.

One way to achieve this would be to shift the emphasis from a method-based framework
to a more outcome-based framework. For example, an issuing authority could authorise
an agency to access certain types of information (e.g. the content of a target’s electronic
communications) without limiting the methods used. This would also allow a greater
emphasis on the privacy impact of obtaining access to that information and on the
offences or threats being investigated.
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While the aim is for the legislation to remain as technology-neutral as possible, the method
of access will be a key consideration for the issuing authority when assessing the privacy
impact of the warrant and its necessity and proportionality. For example, as part of the
warrant application, an agency will likely be required to satisfy the issuing authority that the
proposed methods of access are the least intrusive means available that would be effective
in the circumstances. This may involve the agency justifying those methods over less
intrusive alternatives.

To achieve this, the new warrant framework will likely change a number of existing
warrants. For example, instead of separate warrants for individual methods of access
(e.g. telecommunications interception, accessing stored communications, computer
access or use of a data surveillance device), the new framework could contain more
consolidated outcomes-based warrants. In doing so, the new Act could allow agencies
to obtain one warrant for access to electronic communications and one warrant for
access to surveillance information in relation to a particular offence or security threat.

Certain matters could be specified in the warrant application so the issuing authority

can make an informed assessment of the necessity and proportionality of the proposed
actions. For example, agencies might need to specify whether they will obtain access to the
information with assistance from a communications provider or through their own technical
capabilities. Agencies would also be required to detail (to the extent possible) the particular
technical methods they propose to use to access the information (e.g. interception or
computer access).

Subordinate legislation or rules could be used to support a streamlined, outcomes-based
warrant framework to deal with detailed matters that are likely to change frequently

(e.g. due to rapid technological change). They could also be used to provide further
information on technical matters (such as methods of access) and administrative

detail associated with executing the methods/activities.

Shifting to an information type-focused and technology-neutral framework would have
several benefits, including:

e putting privacy at the centre of the framework by requiring issuing authorities to
consider the level of intrusion and the type and volume of information being accessed

¢ reducing the complexity of the framework and providing greater transparency
around what information can be accessed by agencies

e creating a simpler, more accessible framework by reducing the overlap between
multiple warrants in the existing framework
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e preventing capability gaps for law enforcement agencies and ASIO by creating
greater flexibility and limiting the need for frequent amendments to account for
new technologies or methods.*

It will be important for a simpler warrant framework to ensure sufficient transparency about
the types of activities agencies can undertake. This could be done, for example, by setting
outin legislation the powers that can be exercised under warrant and including general
descriptions of the ways agencies access information. This is important for parliament

and the public to review and understand agencies’ powers.

Questions

15. How could the current warrant framework be simplified to reflect the functional
equivalency of many of the existing warrants while ensuring appropriate privacy
protections are maintained?

16. What other options could be pursued to simplify the warrant framework for
agencies and oversight bodies, while also enabling the framework to withstand
rapid technological change?

44 See for example The Comprehensive Review, Volume 2, paragraphs [27.12] and [27.13].
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PART 4:
WHEN WILL INFORMATION
BE ACCESSED?
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Access will only be permitted in order to
investigate or disrupt crimes and threats
to national security

As technology has developed, it has become more difficult for agencies to identify criminals
and the devices they use to facilitate criminality. This has resulted in a patchwork of
legislative amendments providing agencies with powers to protect the community from
emerging threats. For this reason, the existing warrant framework contains a range of
warrants to enable agencies to identify a person of interest, collect evidence on a person

or third parties, disrupt serious criminal activity and collect intelligence on people or groups
—all with a range of differing legislative thresholds.

The new Act will harmonise the existing warrant framework to provide more consistent
safeguards on the authorisation and use of electronic surveillance powers, and to ensure
protections in relation to privacy apply equally across the framework. Consideration will also
be given to strengthening authorisation requirements for all applications to explicitly require
an issuing authority to consider necessity and proportionality before authorising access

to information or data. In addition, the Government will consider how thresholds for access
to electronic information align with equivalent thresholds for access to information in the
physical world — for example, where similar information could be obtained through
electronic surveillance, or under a search warrant by obtaining physical documents

in afiling cabinet.

Access to private communications,
content data and surveillance information

Current State

Under the current framework, agencies need separate warrants to intercept
communications, access stored communications, access computers or use surveillance
devices to access information. Other powers, such as accessing telecommunications data
or using some tracking devices, may be authorised internally. As outlined in Part 3, these
powers provide a number of different means of covertly accessing private information.
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Despite the overlap between powers and their similar levels of intrusiveness, they are
not subject to a consistent approach in terms of thresholds, purposes, safeguards or

accountability. For example, law enforcement agencies can generally only use interception

powers for an investigation of an offence carrying a maximum penalty of imprisonment
of 7 years or more — such as murder, kidnapping or child sexual abuse — with a range of
exceptions to this threshold. In comparison, a computer access warrant, which can
enable access to the same type of information (private communications), only requires
that agencies be investigating an offence carrying a maximum penalty of imprisonment
of 3 years or more — for example, stalking or using a carriage service to menace.*

Similarly, in order to obtain a warrant to intercept communications, ASIO must show
that a person is engaged in, or likely to be engaged in, activities prejudicial to security,
and interception will assist ASIO in obtaining intelligence relating to security. In contrast,
to obtain a computer access warrant ASIO must show that access to a computer

will substantially assist the collection of intelligence in respect of a matter that is
important in relation to security.

Potential Future State

As a general principle, the Comprehensive Review found that where powers are functionally

equivalent, they should be subject to the same limits, controls and safeguards.*® The new

framework will aim to harmonise the existing thresholds for functionally equivalent powers.

The Government will consider new thresholds primarily targeting the person who is the
subject of an investigation. However, the new framework should also allow agencies to
use powers against objects, third parties and groups where appropriate by satisfying
additional thresholds.

In line with the Comprehensive Review’s recommendations, the Government will consider

expanding the scope of agency powers to access, use and retain information for the
purpose of developing, testing, maintaining and evaluating electronic surveillance
and cyber capabilities and technologies.*

45 Exceptions for these offence thresholds exist for specific offences — for example, offences that may be
challenging to investigate without the use of electronic surveillance powers, such as cyber-enabled criminal
activity and cybercrime.

46  The Comprehensive Review, Volume 2, paragraph [28.54].

47  The Comprehensive Review, Volume 2, recommendations 106-108.
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ASIO

The Government will consider introducing consistent thresholds for the use of ASIO’s
powers to intercept telecommunications, access stored communications, access
computers and use optical and listening devices. This would allow the Attorney-General
to issue a warrant for access to private communications, data and surveillance information
if satisfied that:

® apersonisengagedin, oris reasonably suspected of being engaged in or
of being likely to engage in, activities relevant to security, and

e the exercise of powers under the warrant in respect of the person is likely to
substantially assist ASIO in obtaining intelligence in respect of a matter that
is important in relation to security.

The proposed new threshold would ensure that ASIO’s electronic surveillance warrants
are ‘person-based’, by requiring ASIO to satisfy the Attorney-General that there are
reasonable grounds to suspect that the personis engaged in, or is likely to engage in,
activities relevant to security, such as ideologically motivated violence or espionage.

The threshold would also require ASIO to satisfy the higher threshold (which presently
applies to computer access warrants), that the exercise of powers would ‘substantially
assist’ in obtaining intelligence in relation to a matter that is important in relation to security.

Law enforcement

Equally, the Government will consider streamlining the thresholds that apply to law
enforcement agencies’ use of these powers, to allow an issuing authority to authorise
access to private communications and surveillance information if satisfied that:

e apersonhas committed, or is reasonably suspected of committing or of being likely
to commit, an offence that is punishable by a maximum penalty of at least 5 years’
imprisonment, or additional offences as outlined below, and

e the exercise of powers under the warrant in respect of the person is likely to
substantially assist the agency in the investigation of the offence.*®

As recommended by the Comprehensive Review, the Government will consider additional
categories of offences that may not meet the recommended 5 year offence threshold but
cannot be effectively investigated without covert access to communications content*® — for
example, cybercrimes such as hacking or infecting a computer with ransomware, spyware,
worms, Trojans or viruses. It is likely any exceptions will be specified in the new Act, and
these exceptions will generally be limited to offences with a threshold of at least 3 years’
imprisonment.

48 The Comprehensive Review considered the 5 year threshold struck the right balance between ensuring that
electronic surveillance powers were available to investigate serious offences, and only using these intrusive
powers where proportionate to the law enforcement objective to be achieved (The Comprehensive Review,
Volume 2, paragraph [28.103]).

49 The Comprehensive Review, Volume 2, recommendation 89.
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It may also be necessary to allow the use of electronic surveillance powers for a small
number of offences that carry a maximum penalty of less than 3 years. This will likely only
be permitted where the nature of the offence means there is no practical way of collecting
information without using electronic surveillance powers. These are generally cybercrime
or cyber-enabled offences, such as:

e section 478.1 of the Criminal Code — unauthorised access to, or modification of,
restricted data (maximum penalty of 2 years’ imprisonment)

e section 478.2 of the Criminal Code — unauthorised impairment of data held
on a computer disk etc. (maximum penalty of 2 years’ imprisonment).

These thresholds are meant to strike an appropriate balance between ensuring agencies
can access information to investigate serious offences or collect important intelligence,
and limiting the use of intrusive powers to times when it is necessary and proportionate
to the gravity of the matter under investigation.

In addition, and in line with the Comprehensive Review, the new framework may retain

a separate threshold for tracking information for law enforcement®® — that is, information
about a person’s movements that may reveal a pattern of life or associations but lacks the
more detailed information that may be obtained from other surveillance methods (i.e. video
or audio surveillance). This may include telecommunications metadata used to track the
movements of a telecommunications service. This is outlined further below under the
heading Access to information about a person’s location or movements. This would

not preclude tracking information from being obtained under a broader warrant for
surveillance information.

The Government will also consider whether there should be a separate threshold
for ASIO’s access to tracking information.

Question

17. s it appropriate to harmonise legislative thresholds (as outlined above) for covert
access to private communications, content data and surveillance information
where existing warrants are functionally equivalent?

50 The Comprehensive Review, Volume 2, recommendation 92.
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Access to information about
communications

Current State

Limited access to types of information about communications (for example, the time at
which a phone call was made, the duration of the phone call and the participants in the call)
is generally internally authorised under Chapter 4 of the TIA Act. Service providers must
retain this information under Part 5-1A of the TIA Act. A range of agencies may also access
information about communications outside the TIA Act under sections 280 and 313(3) of
the Telecommunications Act.

Thresholds for access to information about communications must ensure access is
proportionate to the gravity of the matter under investigation and only impacts upon
the privacy of individuals where necessary for law enforcement and security purposes.
However, the thresholds associated with access to information about communications
should also reflect the relative intrusiveness of this information compared to other
investigative powers.

Currently, Part 4-1 of the TIA Act allows officers from 20 listed law enforcement agencies
to authorise the disclosure of telecormmunications data if a number of grounds are met,
including that access is necessary, justifiable and proportionate. An authorised officer

is the head or deputy head of the agency, or a person acting in one of those positions,

or who holds or is acting in a management office or management position and is relevantly
authorised under the TIA Act.

The current framework distinguishes between existing (information that came into
existence before the authorisation is received) and prospective (information that comes
into existence during a specified period for which the authorisation is in force)
telecommunications data. In order to access existing data, authorising officers must

be satisfied that the disclosure is reasonably necessary for enforcing the criminal law.%!

In order to access prospective telecommunications data, they must also be satisfied that
the disclosure is reasonably necessary for the investigation of an offence punishable by
at least 3 years’ imprisonment.5?

In the case of ASIO, access to existing or prospective telecommunications data may be
internally authorised where it is in connection with the performance of ASIO’s functions.®®
However, access to prospective data may only be authorised by a senior officer (at the SES
Band 2 level or above).

51  TIAAct, section 178.
52 TIAAct, section 180.
53 TIAAct, sections 175 and 176.
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Awarrant is required, and additional protections apply, if the agency is seeking to access a
journalist’s telecommunications data for the purpose of identifying the journalist’s source.*
Inissuing such a warrant, the issuing authority must be satisfied that:

e the publicinterest in the issuing of the warrant outweighs the public interest in
protecting the confidentiality of the identity of the source

¢ inthe case of alaw enforcement agency —the warrant is reasonably necessary
for a particular purpose, such as enforcement of the criminal law, and

¢ inthe case of ASIO —that ASIO’s functions would extend to obtaining
telecommunications data for the purpose of identifying the source, for example
because doing so would be relevant to the protection of Australia or Australians
from espionage, foreign interference or politically motivated violence.

When an agency seeks a warrant to access a journalist’s telecommunications data for
the purpose of identifying the journalist’s source, a Public Interest Advocate can make
a submission to the issuing authority. This submission can deal with a range of matters,
including whether the public interest in issuing the warrant outweighs the public interest
in protecting the identity of the source.®®

Potential Future State

The new framework willimplement the Government’s response to the PJCIS review

of the mandatory data retention regime. In implementing this response, the Government
will consider whether the existing thresholds and authorisation requirements for law
enforcement agencies and ASIO to access telecommunications data remain appropriate.
The government will also consider requiring these agencies to satisfy a proportionality
test before access to telecommunications data is authorised.

The new framework will retain the current data retention period of 2 years.%®
Consideration will also be given to the entities that will be required to retain this data

as discussed in Part 2 of this paper. In developing the new framework, the Government
will also consider the national guidelines being developed to support access to
telecommunications data, and additional reporting and record-keeping requirements
to bolster transparency (discussed in Part 5). In addition, the Government will carefully
consider legislative and regulatory measures to address concerns surrounding the
safeguards, oversight and record-keeping requirements associated with access to
telecommunications data outside of the mandatory data retention scheme.

54 TIA Act, Division 4C of Part 4-1.
55 TIAAct, sections 180L and 180X.
56 TIAAct, Division 1 of Part 5-1A.
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Consistent with the Government’s response to the PJCIS inquiry into the impact of the
exercise of law enforcement and intelligence powers on the freedom of the press, the
Government will consider how to strengthen the safeguards that apply when agencies seek
telecommunications data in relation to a journalist in the new framework. This may include
expanding the existing role of Public Interest Advocates and strengthening reporting and
record-keeping requirements.

Question

18. Are there any other changes that should be made to the framework for accessing
this type of data?

Access to information about a person’s
location or movements

Current State

A tracking device provides information about a person’s movements that may reveal
aperson’s pattern of life or associations. It can also be used to provide information about
the movement or status of specific objects, such as vehicles or cargo. In this paper, this is
referred to as tracking information. At a federal level, tracking devices are regulated under
the ASIO Act for ASIO and the SD Act for law enforcement agencies. Some states and
territories also legislate for the use of tracking devices.

Deployable geolocation tracking devices do not provide access to the content of
communications. Despite this, the use of such devices is subject to the same framework
that applies to more intrusive surveillance via optical devices, listening devices and

data surveillance devices (all of which can be used to access the content of a

person’s conversations).

Potential Future State

As noted by the Comprehensive Review,*” tracking information may have less impact on
privacy than other surveillance information, particularly where that information is devoid
of the greater substance and context derived from access to a person’s communications.
Optical or listening devices may be used to observe a person’s activities or conversations
inside their home, or in other circumstances where a person may have a reasonable
expectation of privacy. In contrast, a person’s movements are typically observable

to others and less private in nature.

57 The Comprehensive Review, Volume 2, page 317.
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In line with the Comprehensive Review, the Government will consider regulating access
to tracking information separately from other surveillance information.®® At present, law
enforcement agencies may use a tracking device in relation to an offence punishable by
amaximum penalty of 3 years’ imprisonment. This threshold could be retained in the new
framework in relation to tracking information. Importantly, if access to tracking information
were regulated separately, agencies would not be prevented from seeking authorisation
for access to tracking information under a warrant that also authorises access to other
surveillance information.

The Government will consider whether it is necessary to make any changes to enable
ASIO to access tracking information separately from other surveillance information.

Other minor changes will be considered in relation to the threshold and purpose
for which law enforcement agencies and ASIO access tracking information, including:

®* more consistent and rigorous controls on access to tracking information, including
changes to require the powers to be exercised against a person in the first instance

¢ limited exceptions to allow agencies to obtain tracking information in relation to
an object or premises where necessary.®®

Agencies still need the ability to internally authorise the use of certain tracking devices
where using the device does not involve entry onto premises without permission,

or interference with the interior of a vehicle without permission of the owner.

The Government will consider how this can be retained in the new framework.

Question

19. What are your views on the proposed thresholds in relation to access to information
about a person’s location or movements?

58 The Comprehensive Review, Volume 2, recommendation 92.
59 The Comprehensive Review, Volume 2, recommendations 81 and 93-95.
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Warrants should be directed at a specific
target or person in the first instance

Current State

In general, agencies can currently only use electronic surveillance powers where those
powers target a particular person who is under investigation. However, this is not always the
case. Some warrants can be used to identify a person or target whose identity is unknown
but who is suspected of being involved in criminal activity or activities relevant to security.
For example, under the SD Act, a surveillance device warrant can be issued in relation

to an object or premises. Such warrants are often used by law enforcement to identify

an unknown criminal.

Under the ASIO Act and the SD Act, computer access warrants target computers

rather than persons. This reflects the origin of the computer access warrant framework,
which was a response to challenges faced in executing traditional search warrants over
information stored on computers or networks. These warrants let agencies ‘search’
particular computers or networks for information or data relevant to their investigations.

The computer-based approach can also assist agencies when they can identify a computer
or device used to disseminate child sexual abuse material or ransomware, or engage in
matters relevant to security, but cannot determine who is using the computer.

While warrants that do not target an identified person are critical tools for investigations,
they may impact upon the privacy of people not directly engaged in criminal or security-
relevant activities. For example, under a computer access warrant agencies could
access the data of other individuals who use the targeted computer.

Potential Future State

Due to their intrusive nature, the Comprehensive Review recommended electronic
surveillance powers be directed, in the first instance, at the person who is the subject

of the investigation. In other words, where possible these powers should be ‘person-
based’.® In line with this, the Government will consider requiring agencies to demonstrate
areasonable nexus between electronic surveillance activities and the person under
investigation. This could be achieved by ensuring that legislative thresholds for the

use of electronic surveillance powers target a personin the first instance.

60 The Comprehensive Review, Volume 2, recommendation 81.
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However, this is not always possible.®' The Government will therefore consider providing
limited exceptions to a person-based warrant in relation to third parties, groups, unidentified
persons and foreign intelligence. As person-based, third party and group warrants may

not be sufficient to address all cases, an object or premises-based warrant may also

be retained.

The Government will further consider how the new framework could best integrate the
ability of law enforcement to obtain warrants to collect intelligence, disrupt offending and
collect evidence. In this regard, the Government intends to incorporate the existing powers
introduced by the Surveillance Legislation Amendment (Identify and Disrupt) Act 2021
(SLAID Act) to allow the Australian Federal Police (AFP) and the ACIC to obtain intelligence
in relation to criminal networks and for the purposes of disrupting or preventing offending.

Question

20. What are your views on the proposed framework requiring warrants and
authorisations to target a person in the first instance (with exceptions for objects
and premises where required)?

What about third parties?

Current State

The TIA Act, SD Act and ASIO Act currently allow agencies to obtain information and data in
relation to third parties. This means that intrusive powers may be used in relation to persons
who are not themselves the target of an investigation. In some cases, people who are the
subject of law enforcement and security investigations go to considerable lengths, and
have considerable expertise, in concealing their communications. This is particularly the
case where agencies are investigating sophisticated groups and individuals, such as
organised crime syndicates, foreign spies and their agents, and some violent extremist
groups. Inthese cases, collecting information from a third party who is known to be

in contact with the person under investigation may be the only way for an agency to
determine how the subject is communicating and to obtain evidence of a serious crime
orintelligence about a security threat. For example, where an agency cannot identify the
telecommunications service of a person of interest, it may intercept the communications

of a known third party who is communicating with the target.

61 See forexample The Comprehensive Review, Volume 2, paragraphs [28.30] and [28.42)].
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The Comprehensive Review noted that existing third party provisions are not sufficiently
confined or consistent. For example, under the current framework, law enforcement
agencies may obtain a warrant to use a surveillance device in relation to a third party
without satisfying any additional threshold. In contrast, ASIO cannot obtain a surveillance
device against a third party at all (with the exception of certain tracking devices). To intercept
third party communications, both law enforcement agencies and ASIO must satisfy
additional thresholds by demonstrating either that all other practicable methods of
identifying the communications service used by the subject have been exhausted, or that
intercepting communications under an ordinary warrant would not otherwise be possible.
In contrast, they may obtain a warrant to covertly access a computer in relation to a third
party to obtain the same information without satisfying any additional test.

Potential Future State

In line with the Comprehensive Review,®? the Government will consider standardising
the thresholds and purposes for which third party powers can be used by both law
enforcement agencies and ASIO. In practice, this may amount to two substantive changes.

First, the new framework could provide both law enforcement agencies and ASIO with
the ability to obtain third party warrants to access information traditionally obtained
through the surveillance devices, interception and computer access powers (i.e. private
communications and data, and surveillance information).

Second, under the new framework agencies may be required to satisfy an additional
threshold to obtain a third party warrant. For example, they may need to satisfy the issuing
authority that, in addition to the test for an ordinary warrant, obtaining information directly
under a warrant would be impractical or ineffective. This would not mean agencies must
have actually tried all other methods before getting a third party warrant. Instead, the
agency would need to demonstrate these other methods would be impractical

or ineffective.

For example, the agency may not be able to identify the services used by the target,

or may have information the target does not use identified services (e.g. their home phone
or internet) for criminal or security-relevant purposes. This additional threshold currently
applies to some, but not all, third party warrants. Consistent application across all third
party warrants in the new framework would ensure agencies must satisfy a higher threshold
in every case. The threshold for third parties warrants in the new framework will aim to
balance privacy concerns with the need for agencies to have appropriate powers to
investigate criminal or security-relevant conduct.

62 The Comprehensive Review, Volume 2, recommendation 82.
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Question

21. Is the proposed additional warrant threshold for third parties appropriate?

What about groups?

Current State

Due to the anonymous and borderless nature of the internet, it is becoming increasingly
difficult, if not impossible, for agencies to connect online activities to specific individuals.
Sophisticated cyber actors often operate in groups to undertake their activities, such

as hacking and ransomware groups, and child sexual abuse rings, with different group
members responsible for different parts of their operations—including offline activities
such as procuring servers and infrastructure, as well as online activities such as hacking,
sharing abuse material, and marketing. Agencies can identify and begin investigating these
groups’ collective activities. However agencies presently face significant challenges when
it comes time to apply for warrants—because of the requirement to be able to attribute
specific actions to a specific person, when applying for existing person-based warrants.
For example, where sophisticated cyber actors operate in groups dispersed all over the
globe to undertake their activities, or where child sexual abuse rings use dark web forums
to disseminate and share material.

Under the current framework, there are some limited instances in which law enforcement
agencies and ASIO can obtain warrants targeting groups. For example, law enforcement
agencies can obtain a surveillance device or computer access warrant to target a group.
However, interception warrants can only be issued in relation to an individual. Similarly,
ASIO can obtain computer access warrants to access computers used by a group. ASIO
can also obtain interception warrants in relation to services that are being used for purposes
prejudicial to security—which can allow ASIO to target groups in limited circumstances.
However, unlike law enforcement agencies, ASIO’s surveillance device warrants can only
be issued in relation to an individual.
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Potential Future State

Inline with the Comprehensive Review,? the Government will consider introducing
dedicated group warrant regimes for both law enforcement agencies and ASIO, which
will apply consistently across all warrant types. Group warrants would only be available
where the issuing authority is satisfied a warrant in relation to individual members of the
group would be impractical or ineffective.® Higher thresholds for group warrants would
ensure proportionality is considered in applying for, and issuing, these potentially more
intrusive warrants.

This does not mean an agency could obtain a group warrant simply because it would be
more efficient. Nor does it mean a group warrant could only be issued where it would be
impossible to obtain a warrant in relation to individuals. Instead, the intention is to ensure
that a group warrant would not be available where the identities of all group members are
known and could be specified in person-based warrants.%®

The group should be identified by reference to members’ shared characteristics and group
activities that justify the use of the surveillance warrant. Where an agency requires a service
provider’s assistance to execute the warrant (such as to intercept communications), the
agency will be required to identify the services, devices or communications that should be
accessed, so that providers are able to action the request. An agency may be able to obtain
a group warrant in relation to users of an encrypted messaging platform similar to the ANOM
app, where all users of the platform use it for criminal purposes but the anonymising nature
of the platform makes it impossible to identify individual users.

The new framework will include the powers introduced by the SLAID Act for the AFP

and ACIC to combat serious crime online. This includes the ability to use computer access
against online criminal networks for the purposes of obtaining intelligence, and to disrupt
or frustrate criminal offending facilitated by a computer. The reform will consider the extent
to which it is necessary to retain separate warrants for these powers and how the
thresholds for these powers may be streamlined to be consistent with the new group
warrant framework.

Question

22. Isthe proposed additional threshold for group warrants appropriate?

63 The Comprehensive Review, Volume 2, recommendation 83.
64 The Comprehensive Review, Volume 2, recommendation 82.
65 The Comprehensive Review, Volume 2, paragraph [28.39].
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Powers should only be authorised
where necessary and proportionate

Given the intrusive nature of electronic surveillance, the use of these powers should only be
authorised if it is necessary and proportionate. Importantly, this does not mean electronic
surveillance will only be available where unavoidable. Instead, the requirement that the use
of powers be necessary and proportionate would mean the exercise of these powers must
be aimed at a legitimate and lawful objective and the intrusion on rights and privacy must
not outweigh the benefits of that objective.

Current State

The TIA Act and the SD Act have different tests for issuing a warrant, but the principles of
necessity and proportionality are reflected in the existing warrant thresholds for electronic
surveillance. For example, both the TIA Act and SD Act require that issuing authorities must
consider matters such as the impact on privacy, the gravity of the threat of offence and the
availability of other investigative methods. These factors require the agency and the issuing
authority consider whether the use of these powers is necessary and proportionate in

the circumstances.

Similarly, the Minister for Home Affairs has issued Guidelines under the ASIO Act that
require ASIO to ensure that any means it uses to obtain information is proportionate to the
gravity of the threat posed and the likelihood of its occurrence, to undertake its inquiries
and investigations with as little intrusion into privacy as is reasonably required, and where
possible to use the least intrusive techniques for collecting information before using more
intrusive techniques.

However, the current legislation does not include a clear requirement that powers only
be used where necessary and proportionate. The Comprehensive Review noted that
the new framework should introduce a more consistent and explicit necessity and
proportionality test.®®

66 The Comprehensive Review, Volume 2, recommendation 80.
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Potential Future State

The Government will consider how best to incorporate a clear, express requirement in the
new framework to ensure electronic surveillance powers are only used where necessary
and proportionate. Agencies may be required to satisfy an issuing authority that the use of
a particular power would be necessary and proportionate to particular matters, which may
be specified in the legislation, such as:
¢ the gravity of the matter under investigation —is the crime or security matter,

and the resulting likely harm, serious enough to justify the use of the power?

e theintrusion on privacy —how much will the use of the power intrude on the privacy
of the target or any other person?

¢ thelikelihood the surveillance will achieve the warrant objective — will the use of the
power actually provide the information that the agency is seeking?

e thelikely relevance and usefulness of the information —is the information likely to
further the agency’s investigation, including preventing further criminal activity or
threats to security?

e whether there are less intrusive means of achieving the purpose of the warrant — could
the agency use some other less intrusive power to obtain the information it is seeking?

e what other intrusive powers have been, or are being, used in relation to the target?

Question

23. What are your views on the above proposed approach? Are there any other
matters that should be considered by an issuing authority when considering
necessity and proportionality?
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Who should authorise the use
of these powers?

Current State

At present, law enforcement agencies must apply to an independent issuing authority
to authorise the use of electronic surveillance.®” Broadly, under the existing framework
warrants for electronic surveillance are issued by eligible judges and nominated
Administrative Appeals Tribunal (AAT) members. The Attorney-General issues

ASIO warrants.

There are some inconsistencies in the framework around which judges and AAT members
may issue particular warrants under the TIA Act and the SD Act. For example, certain
warrants can only be issued by nominated federal judges and certain senior AAT members.
However, stored communication warrants under the TIA Act can be issued by state and
territory magistrates.®® Further, the AAT members who can issue SD Act warrants and
interception warrants are different from those who can issue stored communications
warrants. Similarly, the TIA Act provides that magistrates can issue stored communications
warrants but not interception warrants.

Potential Future State

The Comprehensive Review did not make specific recommendations about who
should issue law enforcement warrants. The new framework will continue to require
that law enforcement warrants be authorised by an appropriate independent authority.
The Government will consider the appropriate issuing authority for each power. In doing
this, the Government will consider matters such as the role of AAT members and
whether some law enforcement powers should only be authorised by judges of

a particular seniority.5°

67 This section deals with the authorities responsible for issuing warrants. The paper deals separately with
circumstances in which powers can be exercised without a warrant. For example, the circumstances in which
tracking devices can be used without a warrant are considered above in relation to access to information about a
person’s location or movements.

68 Following the renaming of the Federal Magistrates Court as the Federal Circuit Court and the reclassification of
federal magistrates as judges in 2013, there are no federal magistrates. This means the reference to magistrates
inthe TIA Act only refers to magistrates in state and territory courts.

69 Forexample, recommendation 9 of the PJCIS Advisory report on the Surveillance Legislation Amendment
(Identify and Disrupt) Bill 2020 recommended that some powers in that Bill should only be authorised by
aFederal Court judge or a state or territory Supreme Court judge.

Reform of Australia’s electronic surveillance framework — Discussion Paper 53



In line with the Comprehensive Review’s recommendations, the Attorney-General

will continue to authorise ASIO’s activities under the new framework.”® Further, the
Comprehensive Review recommended ASIO warrants should not be subject to additional
judicial or other independent authorisation” (with the exception of ASIO’s international
production orders, as discussed below).

The new framework will retain separate authorisation requirements to allow Australian

law enforcement agencies and ASIO to obtain orders for electronic data held by US
carriage service providers (international production orders). This is necessary due to the
requirements of the US CLOUD Act, which underpins the proposed agreement between
Australia and the US to enable the issuing of these orders. To meet the requirements of this
agreement, Australian legislation must meet certain criteria, including that orders must

be authorised by persons characterised as a court, judge, magistrate, or other
independent authority.

The new framework will ensure that only appropriately senior independent officers can
issue warrants for access to journalists’ and media organisations’ data. This is consistent
with the Government’s response to the PJCIS inquiry into the impact of the exercise of
law enforcement and intelligence powers on the freedom of the press.” In addition, the
Government will consider an expanded role for Public Interest Advocates, extending
beyond warrants for journalists’ telecommunications data. This role would apply to
warrants in relation to the investigation of an unauthorised disclosure of government
information or a Commonwealth secrecy offence where the warrant relates to a person
working in a professional capacity as a journalist or a media organisation.”

Question

24. Should magistrates, judges and/or AAT members continue to issue warrants
for law enforcement agencies seeking access to this information?

70 The Comprehensive Review, Volume 2, paragraphs [18.126]-[18.128].

71 The Comprehensive Review, Volume 2, recommendation 30.

72 PJCIS, Inquiry into the impact of the exercise of law enforcement and intelligence powers on the freedom of the
press (Press Freedoms inquiry), Commonwealth of Australia, Canberra, 2020, recommendation 2.

73 PressFreedomsinquiry, recommendation 2.
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Information must be appropriately
protected and only shared with the
appropriate authorities

The ability to use and share electronically accessed information must be strictly controlled.
The new framework will prohibit the improper use and dissemination of information
obtained, accessed or received under the framework. There will be exceptions to this
prohibition for using and disclosing information for particular purposes in line with an
agency’s functions.

Current State

Provisions in the TIA Act and SD Act criminalise the unauthorised disclosure of information
and provide protection against its unauthorised use and disclosure. Both Acts contain
provisions setting out when use and sharing of this information is permitted. These
provisions are prescriptive, complicated and somewhat inconsistent.

The Comprehensive Review noted that the TIA Act contains more than 54 provisions
relating to use, disclosure and other dealings with information obtained under the Act.

The purposes for which information can be used and disclosed differ based on agency,
type of information and the means by which the information was obtained.™ In comparison,
the use and disclosure provisions in the SD Act are simpler, as they apply to a defined
category of ‘protected information’.®

Some of these provisions prevent the effective use and disclosure of this information.

For example, some parts of the TIA Act provide that information can only be shared with

a small number of agencies, meaning agencies may not be able to pass information to an
authority that can use it to prevent criminal activity or address national security threats.”®
Further, the Comprehensive Review noted that due to the phrasing of some provisions
under the TIA Act, it is not clear whether agencies may disclose lawfully intercepted
information to other law enforcement agencies in certain circumstances. For example,
there is uncertainty around whether agencies may share information where the information
indicates a person is likely to commit a relevant offence, or whether this information may
only be disclosed once a person has already committed the offence.””

74 TIA Act, sections 63-76A, 89, 92A, 133(2)-146, 180C-180F, 181-182B, 186F and299.
75 SD Act, sections 44-48 and 65B.

76 TIAAct, Parts 2-6 and 3-4.

77  TIAAct, subsection 68(b).
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Case study

An example of limitations in current information sharing provisions can be seen through
the operation of section 45 of the SD Act. The execution of surveillance device warrants
and computer access warrants by the AFP has previously uncovered evidence of
state-based offences. However, section 45 of the SD Act prevents the AFP from sharing
this information with state law enforcement partners unless the information relates

to a Commonwealth offence or a state offence with a federal aspect.

Evidence uncovered by the AFP has included information about historical murders,
information where a person ‘boasted’ about having seriously assaulted their partner
and multiple instances of communication about historical serious assaults. These are
all state-based offences that lack a federal aspect. As such, the AFP has been unable
to share this information with state law enforcement partners, by operation of section 45
of the SD Act.

As well as limiting the use and disclosure of information, the TIA Act, SD Act and ASIO Act
also require agencies to destroy this information where it is no longer likely to be relevant

to the permitted purposes for which it could be used. In addition, Ministerial Guidelines
issued under the ASIO Act require ASIO to take reasonable steps to dispose of personal
information in certain circumstances. The Comprehensive Review noted that the
destruction provisions in these Acts are complex, prescriptive and inconsistent. There are
also inconsistences in the information that must be destroyed and the reporting required
following destruction. For example, law enforcement agencies are required to destroy
originals and copies of information obtained under stored communications warrants but
are not required to destroy copies of intercepted information.” In contrast, ASIO is required
to destroy records and copies of intercepted information.”™ The timing of destruction is also
inconsistent between the TIA Act and the SD Act.®°

Potential Future State

In line with the Comprehensive Review, the Government will consider how to implement
simple, principles-based rules limiting how information can be used and shared.®! This will
allow disclosure of information to the authority best able to use it and include limitations
on use and sharing based on the purpose and nature of the information.

78 See TIA Act, sections 5 (definition of restricted record), 79 and 150.

79  TIAAct, section 14.

80 See The Comprehensive Review, Volume 2, paragraphs [30.148]-[30.151].
81 The Comprehensive Review, Volume 2, recommendation 120.
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The framework will contain clear offences for unauthorised disclosures. The Government
will consider how to retain and consolidate the effect of existing secrecy offences in the
TIA and SD Act in the new legislation, retaining the distinction between ‘entrusted persons’
and ‘outsiders’. However, this approach would not limit the persons or authorities with
whom information can be shared, as long as the disclosure is for a permitted purpose.

As recommended by the Comprehensive Review, the permitted purposes may be tiered,
with a primary permitted purpose for use or disclosure, a defined range of secondary
purposes and a defined range of miscellaneous purposes.®

A primary permitted purpose would allow agencies to use and disclose information to other
agencies for the same reason they collected it. Permitted secondary purposes would allow
information to be used and disclosed for sufficiently serious matters, such as, but not
necessarily limited to, the investigation or prosecution of a serious criminal offence, the
performance of ASIO’s functions and the prevention of a serious risk to life, health, safety

or substantial damage to property. It will also be necessary for information to be used and
disclosed for oversight purposes by the Inspector-General of Intelligence and Security
(IGIS) and the Commonwealth Ombudsman.8

Destruction provisions will also be considered to balance agencies’ operational needs
and continued performance of their functions, appropriate oversight and the privacy
of individuals. These provisions will need to take into account obligations on agencies
to retain certain information under other legislation, including the Archives Act 1983.

Questions

25. What are your thoughts on the proposed principles-based, tiered approach
to use and disclosure?

26. When should agencies be required to destroy information obtained
under a warrant?

Warrant requirements should only be
relaxed in time-sensitive situations

The requirement for agencies to obtain written, independently authorised warrants is an
important check on use of intrusive powers. However, in an emergency law enforcement
agencies and ASIO may need to act urgently to collect information critical to an investigation
orin order to prevent serious harm. In these circumstances, there may not be time for an
agency to go through the usual processes for getting a warrant.

82 The Comprehensive Review, Volume 2, recommendations 121-123.
83 Foralist of secondary and miscellaneous purposes, see The Comprehensive Review, Volume 2,
pages 403-412.
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Current State

Emergency authorisation processes allow agencies to use powers more rapidly, in rare
circumstances where time is of the utmost essence. Part of law enforcement agencies’

and ASIO’s work is to respond to immediate and critical threats, such as terrorist attacks.

In these situations, the immediate use of electronic surveillance powers can be necessary
to allow agencies to understand and respond to the threat. For example, the time needed to
obtain a warrant through the ordinary process, involving a written application to anissuing
authority, who in turn issues the warrant in writing, may delay agencies’ ability to prevent a
serious risk to life. It isimportant that agencies are able to obtain permission to use these
powers more rapidly in such cases, to respond to and prevent imminent threats.

There may be other urgent or time-critical circumstances where the time taken to apply
for and obtain a warrant in writing from an external authority would seriously jeopardise
an investigation into criminal activities or national security threats. The types of evidence
and intelligence that can be obtained under electronic surveillance powers are often
transient—in the sense that there is no second opportunity if an agency misses the
opportunity to record a critical meeting, or to intercept a critical conversation. The ability
for agencies to obtain permission to exercise powers more rapidly in such cases can
ensure that critical evidence or intelligence will not be lost.

These are exceptional circumstances. In the vast majority of cases, agencies apply
for and obtain warrants in the usual manner. However, it is important that the legal
framework provides agencies with the flexibility to act in time-critical cases.

There are a number of different provisions in the current framework enabling law
enforcement agencies and ASIO to obtain warrants and authorisations in time-sensitive
or emergency situations. These provisions are not consistent and vary between activities
and agencies. For example, some emergency authorisation provisions allow agencies

to seek a warrant orally (in person or over the phone) where there is not enough time to
compile a written application and obtain a written warrant. Other emergency authorisation
provisions allow agencies to use such powers under internal authorisation from a senior
agency official.
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Case study

ASIO’s emergency authorisation provisions in the TIA Act, and in relation to its
computer access and surveillance devices powers in the ASIO Act, in particular,

are poorly-adapted for use in emergencies and time sensitive cases. ASIO is required
to have already prepared and forwarded a written request to the Attorney-General

for awarrant, before the Director-General’s power to issue an emergency warrant is
enlivened. As the Comprehensive Review noted, while this has not prevented ASIO
from obtaining warrants in urgent situations, aspects of the framework cause delay
without any oversight or accountability benefit. For example, the requirement for

ASIO to prepare and forward a complete, written request for a warrant to the Attorney-
General’s Office in an emergency, when it knows that the Attorney-General is not there
and is not able to review the request, does not enhance the Attorney-General’s control
over the process or improve oversight.

Agencies only use these powers in rare circumstances. For example, law enforcement
agencies only made one emergency authorisation under the SD Act between 2015
and 2020.8* Similarly, only around one per cent of applications for telecommunications
interception warrants were made orally in this period.®®

Potential Future State

The Government will consider how to implement a revised and consolidated emergency
authorisation framework. Consistent with the Comprehensive Review,®® this would contain
atiered authorisation framework for issuing warrants in emergency and time-sensitive
circumstances, accompanied by stringent record-keeping, notification and reporting
obligations. This includes a requirement to obtain a written warrant or authorisation

after the fact.

Warrants would still need to be issued in writing wherever possible. Where this is not
possible, a separate tiered authorisation framework would allow law enforcement agencies
and ASIO to use powers without a written warrant. For example, where it is not possible for
ASIO to obtain a warrant in writing from the Attorney- General, the new framework could
enable the Attorney-General to issue the warrant orally where the Director-General of ASIO
believes on reasonable grounds that a delay in obtaining authorisation would defeat the
purpose of obtaining the authorisation.

84  See SD Act Annual Reports for 2015-16 through 2019-20.
85 See TIA Act Annual Reports for 2015-16 through 2019-20.
86 The Comprehensive Review, Volume 2, recommendation 97.
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Where the Attorney-General is unavailable, or where making an oral application would
pose an unacceptable risk to operational security, the new framework could allow the
Director-General to authorise a warrant, with appropriate safeguards including subsequent
written approval from the Attorney-General.

A similar tiered approach may be taken for law enforcement agencies. The new Act

would require law enforcement warrants to be issued in writing wherever possible.

In limited circumstances, where a delay would defeat the purpose of obtaining the warrant,
anissuing authority (usually a judge) may authorise a warrant orally. In extremely limited
circumstances, a law enforcement officer may be able to provide internal authorisation to:

e prevent orlessen imminent threats to life, or of serious harm or serious damage
to property

e |ocate and investigate suspected kidnappings

e |ocate missing persons

e recover achild subject to a child recovery order.

Reporting and oversight requirements for the use of powers under the new framework
are discussed further in Part 5.

Whether a situation is time-critical or an emergency will vary according to the nature

of the investigation. As such, the Government does not propose to exhaustively define
what amounts to an emergency. Attempting to provide an exhaustive definition may
unintentionally narrow the scope in which the emergency authorisation framework may
be used and have negative consequences. Instead, the tiered framework would focus on
whether the purpose of the warrant would be defeated by the delay involved in obtaining
written authorisation. Internal authorisation of law enforcement powers would only be
permitted where the circumstances are so urgent as to require the immediate use of

the power, and where it is not practicable to apply for a warrant.

More generally, the framework will take a technology-neutral approach to the way in

which agencies can make applications. While the framework will require applications

and warrants to be in writing where possible, this does not mean applications must be
made in person with hardcopy documents. Instead, the framework will allow applications
to be made, and warrants to be issued, by any appropriate method. This could include a
physical meeting with hardcopy documents, or a video conference with digital documents
sent by email. The appropriate method in a given case will be a matter of discretion between
the agency and the issuing authority.

Question
27. What are your thoughts on the proposed approach to emergency authorisations?
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PART 5:
SAFEGUARDS
AND OVERSIGHT
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The use of intrusive powers will be
strictly limited

While it is important that agencies have electronic surveillance powers to perform their
functions, there must be strict limitations on when and how they use those powers.
These safeguards come in different forms and should be present at all stages of the
process. Safeguards are usually designed to balance the scope, privacy intrusion

and breadth of a particular warrant.

Current State

There are arange of existing legislative safeguards. Broadly, these include:

e requirements to obtain a warrant or authorisation with appropriately strict thresholds
e conditions placed on the activities authorised under a warrant

* independentissuing authorities

¢ independent advocates providing submissions concerning warrant applications
in some circumstances

¢ limitations on how agencies can use and disclose information
e requirements to destroy information.

While these safeguards all serve important functions, they apply inconsistently to the
various electronic surveillance powers. Further details about the inconsistencies with
current safeguards have been discussed throughout Part 3 and Part 4.

Potential Future State

All of these important safeguards will be retained in the new framework. To the extent
possible, safeguards will be strengthened and consolidated to enhance consistency
and transparency. For example, consideration will be given to:

e harmonising warrant thresholds

* maintaining and strengthening existing safeguards to protect journalists’ sources
where appropriate, including broadening the role of independent Public Interest
Advocates in relation to warrants concerning journalists in line with the PJCIS
recommendations from its press freedoms inquiry

e the need for any additional safeguards for other professions (such as lawyers
or medical practitioners)

¢ consolidating and simplifying the provisions that govern how agencies use
and disclose information

e updating requirements to destroy information to ensure these reflect modern-day
data storage and transfer technologies.
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Further details about the approach to revising these safeguards are set outin
Part 3 and Part 4.

Questions

28. Are there any additional safeguards that should be considered in the
new framework?

29. Is there a need for statutory protections for legally privileged information
(and possible other sensitive information, such as health information)?

Ensuring powers are exercised in line
with the law

Robust independent oversight is necessary to ensure agencies use electronic surveillance
powers lawfully and with propriety. The IGIS and the Commonwealth Ombudsman will
continue to oversee the use of electronic surveillance by ASIO (and other intelligence
agencies) and law enforcement agencies respectively. Ensuring these bodies have the right
scope of oversight and sufficient powers to perform these functions is critical for developing
public confidence in the new framework. The INSLM also plays a critical role in conducting
reviews of electronic surveillance-related legislation to ensure it contains appropriate
protections for individual rights, remains proportionate to national security threats and

iS necessary.

These independent oversight arrangements are complemented by robust parliamentary
oversight arrangements, particularly the PJCIS and the PJCLE. It is expected the INSLM
and parliamentary committees will continue to play an important role in the oversight of the
new framework.
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Current State

The IGIS oversees the activities of ASIO and other intelligence agencies® for legality,
propriety and compliance with human rights. The IGIS also oversees the activities of
the ACIC and the AFP as they relate to those agencies’ use of network activity warrants.
The IGIS does this through inspections, inquiries and investigations into complaints.
Should the IGIS choose to conduct an inquiry into the actions of ASIO or another
intelligence agency, the IGIS has significant, wide-ranging powers to compel the giving
of evidence under oath or affirmation, to require the production of documents and

to access premises. These powers are primarily set out in the Inspector-General of
Intelligence and Security Act 1986. The Comprehensive Review was supportive

of the IGIS’ broad scope of oversight and range of powers.

Oversight of law enforcement agencies’ use of electronic surveillance is shared across

the Commonwealth Ombudsman and a range of state and territory oversight bodies.

The Commonwealth Ombudsman’s powers are set out in several pieces of legislation,
including the TIA Act and the Ombudsman Act 1976. The Commonwealth Ombudsman
conducts regular inspections to review Commonwealth, state and territory law enforcement
agencies’ compliance with the legislation in relation to the SD Act and those agencies’
access to stored communications and telecommunications data under the TIA Act.

The Commonwealth Ombudsman only oversees Commonwealth law enforcement
agencies’ use of interception under the TIA Act.

Significantly, the Commonwealth Ombudsman does not have power to oversee all
aspects of Commonwealth law enforcement agencies’ compliance with the law relating
to interception powers. Instead, the Commonwealth Ombudsman only oversees those
agencies’ compliance with record-keeping and reporting obligations. This is considerably
narrower than the IGIS’ oversight of ASIO’s use of interception powers. It is also more
limited than the Commonwealth Ombudsman’s oversight of law enforcement agencies’
use of other electronic surveillance powers.

State and territory oversight bodies oversee state and territory agencies’ use of interception
powers under the TIA Act and of surveillance device powers. These oversight bodies also
oversee state and territory law enforcement agencies’ activities more broadly. To support
this broader oversight, the Commonwealth Ombudsman may share information with state
and territory oversight bodies from the Ombudsman’s inspections of state and territory
agencies in relation to electronic surveillance powers.

87 The Australian Security Intelligence (ASIS), the Australian Geospatial-Intelligence Organisation (AGO),
the Defence Intelligence Organisation (DIO), the Australian Signals Directorate (ASD) and the Office
of National Intelligence (ONI).
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Potential Future State

The IGIS will continue to oversee ASIO and other intelligence agencies’ use of electronic
surveillance and will retain its broad scope, wide discretion and significant powers.

The Comprehensive Review further recommended that IGIS oversight be expanded
toinclude the intelligence functions of the ACIC and AUSTRAC but not the AFP or the
Department of Home Affairs.t8 The Government is implementing this recommendation
through the Intelligence Oversight and Other Legislation Amendment (Integrity Measures)
Bill 2020.

In line with the Comprehensive Review’s recommendations, the Government is
considering the scope and role of the Commonwealth Ombudsman, including
whether the Commonwealth Ombudsman should assume greater responsibility for
law enforcement agencies.?® This would involve the Commonwealth Ombudsman
overseeing all Commonwealth, state and territory law enforcement agencies’ use
of electronic surveillance powers under the new framework.

The Government will further consider the Commonwealth Ombudsman’s ability to
exchange information with state and territory oversight bodies, to ensure those bodies
can maintain effective oversight of state and territory law enforcement agencies’ broader
activities as necessary.

The specific design of the oversight framework will depend on the form of the new powers.
Consistent with the Comprehensive Review’s recommendations, the design of the
framework will involve extensive consultation with the IGIS and the Commonwealth
Ombudsman to ensure that oversight issues can be addressed up front.®° The framework
will also be underpinned by the oversight principles recommended by the Comprehensive
Review and any associated guidelines issued by the Attorney-General.®!

Questions

30. What are the expectations of the public, including industry, in relation to oversight
of these powers, and how can a new oversight framework be designed to meet
those expectations?

31. What, if any, changes are required to the scope, role and powers of the
Commonwealth Ombudsman to ensure effective oversight of law enforcement
agencies’ use of powers in the new framework?

88 The Comprehensive Review, Volume 3, recommendation 168.
89 The Comprehensive Review, Volume 2, recommendations 129-131.
90 The Comprehensive Review, Volume 3, recommendation 170.
91 The Comprehensive Review, Volume 3, recommendation 171.
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Reporting and record-keeping
requirements

Current State

To support effective oversight and review of these powers, agencies that use electronic
surveillance powers must keep a range of records and fulfil various reporting requirements
in relation to the use of those powers. These requirements facilitate transparency in the use
of these powers.

Record-keeping

Law enforcement agencies, in particular, must keep detailed records about their use

of powers. This includes keeping any warrants or authorisations they receive, along with
details about each warrant. For example, agencies must typically keep records with
details about how information obtained through the use of these powers has been

used and communicated.

ASIO is required to keep records in accordance with the Archives Act 1983 and specific
provisions in the ASIO Act and TIA Act. In addition, the IGIS oversees ASIO record-keeping.

Reporting requirements

Annual reporting is one public disclosure method used by agencies to support
transparency in relation to the use of electronic surveillance. Law enforcement agencies
provide detailed annual reports with statistics about their use of particular powers, including
details of their expenditure on electronic surveillance. Similarly, ASIO provides annual
reports to the Minister for Home Affairs in accordance with the Public Governance,
Performance and Accountability Act 2013 (PGPA Act) and the ASIO Act.

There are arange of other reporting requirements that also contribute to transparency

around the use of these powers. These include:

¢ The Department of Home Affairs maintaining registers of warrants, with details of all
warrants obtained. These registers must be provided to the Minister for Home Affairs
every 3 months.

e |aw enforcement agencies providing a report to the Minister about each warrant
or authorisation issued to the agency under the SD Act.

e ASIO providing a report to the Attorney-General about the extent to which the
interception of communications under each warrant assisted ASIO in carrying
out its functions.

66



e ASIO reporting statistics about the use of its powers to the Minister for Home Affairs.

— Anunclassified version of this report is public, but statistics about use of electronic

surveillance powers are not included.

Limitations

While the TIA Act, SD Act and ASIO Act contain a range of reporting requirements, not all

of these requirements facilitate meaningful transparency. For example, the Comprehensive

Review considered that details of expenditure on electronic surveillance do not
meaningfully improve transparency, as it is not possible to make a useful comparison
between different agencies and jurisdictions. Similarly, the Review noted that the
requirement to provide warrant registers and to report on SD Act warrants to the
Minister for Home Affairs serves no useful function, as the Minister cannot, and
should not, direct law enforcement agencies on the conduct of their investigations.®2

Potential Future State

The Government will consider how reporting and record-keeping requirements can be
revised and streamlined to ensure they support effective and meaningful transparency,
accountability and oversight. Obligations will not necessarily be removed just because

they are administratively burdensome. Consideration will be given to:

the extent to which agencies should be required to notify or report to the
appropriate oversight body on their use of powers to support effective oversight

what oversight bodies should be required to report to the relevant Minister or parliament
on —for example, the activities of oversight bodies to assess agency compliance,

or whether agencies have been compliant with their obligations

the level of public reporting on compliance and annual reports on use of the powers
that should be retained to assist meaningful transparency and accountability.

92 The Comprehensive Review, Volume 2, [31.41].
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Reporting that does not assist meaningful transparency (such as reporting on annual
expenditure on electronic surveillance or reporting on warrant registers) may be removed.
Additional reporting obligations could be added to address any gaps in transparency.

For example, the Comprehensive Review recommended including additional information
in public reports on the use of electronic surveillance information by integrity agencies,
such as how many people have been the subject of electronic surveillance and how often
an issuing authority has requested additional information or amendments to the terms

of awarrant.®

Questions

32. How could the new framework streamline the existing record-keeping and
reporting obligations to ensure effective and meaningful oversight?

33. Are there any additional reporting or record-keeping requirements agencies
should have to improve transparency, accountability and oversight?

93 The Comprehensive Review, Volume 2, page 440.
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PART 6:
WORKING TOGETHER:
INDUSTRY AND GOVERNMENT




The communications industry plays an important role in assisting Australian authorities with
effective law enforcement and security investigations. The transition to a more globalised
communications environment has seen exponential growth in the number and type of
industry partners. These range from traditional carriers and carriage service providers to
over-the-top providers, device manufacturers, software developers, cloud providers and
data centres. With the evolution of communications technology the distinctions between
these categories of services and providers is becoming increasingly blurred.

Traditional Carriers

Dwn telecammonication
Taciiies Anfragurociurg

Traditional Carriage
Service Providers

Deliver gervices awer
carriprs' fcilities

Over-the-top
Service Providers

bevice Manufacturers

Cloud Providers.and
Data Centres

Software Developers

Industry is subject to a range of legal obligations to ensure the privacy of users and to assist
government. These include obligations to protect the confidentiality of communications,®
build and maintain telecommunications interception capabilities,®® retain particular
telecommunication data sets® and provide government agencies with assistance

to overcome technology barriers to investigations.®”

94 Telecommunications Act, Part 13.
95 TIAAct, Part5-4.

96 TIAAct, Part5-1A.

97  Telecommunications Act, Part 15.
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Government is committed to working and consulting with industry to ensure obligations are
reasonable and proportionate. Developing a new legal framework presents an opportunity
to consider how the burden on industry can be reduced by streamlining and consolidating
these obligations.

To alarge degree, reforms to industry assistance obligations will depend on the outcome
of anumber of significant legislative reviews, including the PJCIS’s review into the:

Telecommunications and Other Legislation Amendment (Assistance and Access) Act
2018 (which will include consideration of the INSLM'’s review completed in June 2020)
(currently under way)

mandatory data retention regime

Part 14 of the Telecommunications Act — Telecommunications Sector

Security Reforms.

The Government’s response to these reviews will be incorporated into the new framework.
Government will consult on the implementation of these responses throughout the
development of the new framework to ensure that the framework is fit for purpose.

Other potential areas for reform include:

Interception capability plans (ICPs): Carriers and nominated carriage service
providers are required to provide Government with annual ICPs detailing their ability to
intercept communications transmitted over their network. However, ICPs frequently do
not require significant updates. Under the new framework, the annual review process
could be replaced with a standing obligation for carriers and carriage service providers
to maintain a plan, updated as required. This could be, accompanied by a risk-based
approach by the Government to selectively review plans. Such an approach would
reduce the regulatory burden on industry and provide efficiencies for the Government.

Attribution-based interception: Attribution-based interception would allow
interception to be targeted based on a wider and more flexible range of ‘attributes’

or identifiers than current service- and device-based warrants. It would also allow a
provider to filter’ out intercepted material that is of limited investigative value (such as
video and audio streaming services). Due to the costs involved, the Comprehensive
Review recommended against industry being required to develop a general attribution-
based capability. However, it did recommend the Attorney-General be given the power
to require a particular company to develop and maintain such a capability where

the benefits would justify the cost. Such an approach would reduce data storage
implications and costs for agencies accepting large amounts of this data under
awarrant.
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Questions

34. How workable is the current framework for providers, including the ability
to comply with Government requests?

35. How could the new framework reduce the burden on industry while also
ensuring agencies are able to effectively execute warrants to obtain electronic
surveillance information?

36. How could the new framework be designed to ensure that agencies and industry
are able to work together in a more streamlined way?



PART 7:

INTERACTION WITH
EXISTING AND RECENT
LEGISLATION AND REVIEWS




To ensure the privacy of Australians and help law enforcement agencies and ASIO to
perform their duties, the Government is progressing legislative amendments to address
gaps in the legal framework along with longer-term reforms to the electronic surveillance
legal framework.

Such reforms are subject to the normal rigorous policy and legislative development
process, including both public and parliamentary scrutiny. In particular, the PJCIS has
completed, oris in the process of completing, inquiries into a number of matters that
touch directly on the electronic surveillance framework. These include:

e |nquiryinto the impact of the exercise of law enforcement and intelligence powers
on the freedom of the press

¢ Review of the amendments made by the Telecommunications and Other Legislation
Amendment (Assistance and Access) Bill 2018 (also subject to a recent INSLM review)

e Review of the Surveillance Legislation Amendment (Identify and Disrupt) Bill 2020

e Telecommunications Legislation Amendment (International Production Orders)
Bill 2020

e Review of the mandatory data retention regime

e Review of the Intelligence Oversight and Other Legislation Amendment
(Integrity Measures) Bill 2020

e Review of the Foreign Intelligence Legislation Amendment Bill 2021

e Review of the Security L egislation Amendment (Critical Infrastructure) Bill 2020
and Statutory Review of the Security of Critical Infrastructure Act 2018

e Review of Part 14 of the Telecommunications Act — Telecommunications Sector
Security Reforms

e Review of the Counter-Terrorism Legislation Amendment (High Risk Terrorist Offenders)
Bill 2020.

The PJCLE has also completed an inquiry into the impact of new and emerging information
and communications technology.

The current reform project will not revisit the outcome of such inquiries. Rather, developing
the new electronic surveillance framework will allow the Government to work closely with
affected stakeholders to appropriately implement the Government’s response to those
reviews, while ensuring they are consistent with the principles and thresholds outlined

in this paper.
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For the same reason, Government responses to inquiry recommendations that require
changes to electronic surveillance laws will generally be implemented as part of the new
framework. For example, some key recommendations from these reviews that will be
implemented in the new framework include:

clearly defining the term ‘content or substance of a communication’®

placing obligations on agencies to quarantine the contents or substance of a
communication and web-browsing history if the information has been supplied by
a service provider in error along with the provision of telecommunications data®

clarifying the scope and definition of data generated by ‘Internet of Things’ devices
to be retained by providers'®

amending the reporting, record-keeping, retention period, authorisation and revocation
provisions relating to authorisations to disclose telecommunications data'

reducing the range of officers of criminal law enforcement agencies who may be
designated as ‘authorised officers’ for the purposes of authorising the disclosure
of telecommunications data'

expanding the role of the Public Interest Advocate to include mandatory consideration
by Public Interest Advocates of any warrant applications under the new framework
that relate to a person working in a professional capacity as a journalist or a media
organisation, where the warrant is related to the investigation of an unauthorised
disclosure of government information or a Commonwealth secrecy offence'®

expanding the record-keeping and reporting requirements relating to the role
of the Public Interest Advocate and warrants obtained in relation to journalists
or media organisations.'%4

The list above is not exhaustive. Itis likely new legislation will be developed and new reviews
conducted during the course of the reform process. Such initiatives will run parallel to the
broader reform effort and will be subject to their own scrutiny and consultation processes.

98 DataRetention review, recommendation 2.

99 DataRetention review, recommendation 3.

100 Data Retention review, recommendation 5.

101 Data Retention review, recommendations 6, 7, 9 and 10.
102 Data Retention review, recommendation 11.

108 Press Freedoms inquiry, recommendation 2.

104 Press Freedoms inquiry, recommendations 3, 4 and 5.
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Questions

37. Do you have views on how the framework could best implement the
recommendations of these reviews? In particular:

a.

b.

d.

What data generated by ‘Internet of Things’ and other devices should
or should not be retained by providers?

Are there additional records that agencies should be required to keep or
matters that agencies should be required to report on in relation to data
retention and to warrants obtained in relation to journalists or media
organisations? How can any new reporting requirements be balanced against
the need to ensure sensitive law enforcement or security investigations and
capabilities are not compromised or revealed?

Is it appropriate that the Public Interest Advocate framework be expanded
only in relation to journalists and media organisations?

What would be the impact on reducing the number of officers who may
be designated as ‘authorised officers’ for the purposes of authorising the
disclosure of telecommunications data?



PART 8:
GETTING INVOLVED
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Electronic surveillance laws affect all Australians. The Government needs to hear from the
community, businesses, industry organisations and advocacy groups to ensure the new
framework protects privacy and is proportionate and fit for purpose in the current and
emerging threat environment. This paper is the first of many opportunities to be heard.

The Department of Home Affairs (the Department) will conduct a number of rounds of
public consultation, both virtual and face-to-face (where permitted), to ensure the new
framework benefits from the shared experiences, learnings and challenges of all
stakeholders. The consultation process will be comprehensive, genuine and iterative,
commencing with this paper and culminating in close consultation on draft legislation.

Through this consultation, the Government hopes to build public confidence in the
evidence base for change, understanding of the existing complexities of these laws,
and instil transparency at the heart of the new framework.

How to make a submission

The Department of Home Affairs invites written submissions based on the questions
posed in this discussion paper.

Submissions should be made online at www.homeaffairs.gov.au/reports-and-publications/
submissions-and-discussion-papers or via post.

Hardcopy submissions can be posted to:

Electronic Surveillance Reform Branch
Department of Home Affairs

PO Box 25

BELCONNEN ACT 2616

The Department will consider hardcopy submissions received by post. However, these
submissions will not be published on the website.

Submissions should be received by the Department by 5.00 PM AEDT,
Friday 11 February 2022.

Privacy collection notice

The Department is bound by the Australian Privacy Principles (APPs) in the Privacy Act 1988
(Cth) (the Privacy Act). The APPs regulate how we collect, use, store and disclose personal
information, and how you may seek access to, or correction of, the personal information
that we hold about you.
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Providing personal information in your submission is voluntary. Please refrain from including
personal information of any third parties. The Department may publish your submission
(including your name), unless you request that your submission remain anonymous or
confidential, or we consider (for any reason) that it should not be made public. If you do not
tell us that your submission is to remain anonymous or confidential, you acknowledge that
by providing your submission it may be accessible to people outside Australia and that you
are aware that:

e any overseas recipient(s) will not be accountable under the Privacy Act for any acts
or practices of the overseas recipient in relation to the information that would breach
the APPs (s); and

¢ you will not be able to seek redress under the Privacy Act if an overseas recipient
handles your personal information in breach of the Privacy Act.

The Department may redact parts of published submissions, as appropriate. For example,
submissions may be redacted to remove defamatory or sensitive material. Submissions
containing offensive language or inappropriate content will not be responded to and

may be destroyed.

Information you provide in your submission, including personal information, may be
disclosed to the Commonwealth; state and territory governments and their departments
and agencies; and third parties who provide services to the Department, for the purposes
of informing and supporting the work of the Electronic Surveillance Reform Branch.

This information may also be used to communicate with you about your submission

and the consultation process.

For more information about the Department’s personal information handling practices,
including how you can seek access to, or correction of, personal information that the
Department holds about you, or how to make a complaint if you believe that the
Department has handled your personal information in a way that breaches our obligations
inthe APPs, please refer to the Department’s privacy policy, which you can access here.

Please refer to our Privacy Policy or consultation privacy notice on our submission
webpage to find out more.
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Attachment A: Key electronic
surveillance provisions

Telecommunications Act 1997 — key electronic surveillance provisions

Relevant electronic
surveillance purposes

The electronic surveillance provisions of the Act:

create a framework for telecommunications industry participants to protect
information relating to the contents of a communication, services they are providing
toindividuals, and personal details of customers — Part 13

create a framework for telecommunications industry to understand their obligations
for national interest matters, providing help as is reasonably necessary under
ano profit, no loss condition — Part 14

create aframework for industry to assist law enforcement and national security
agencies, including to facilitate the exercise of agencies’ powers under the
Telecommunications (Interception and Access) Act 1979 (TIA Act) - Parts 14 and 15

Protecting information or documents

Key concepts

Carriers are holders of a carrier licence, which is a type of licence required before
certain infrastructure can be used to carry communications — section 7 and Part 3

Carriage Service Providers are industry participants who use a carrier’'s network
to provide telecommunications services to the public — section 87

Content Service Provider is a person that uses or proposes to use a listed carriage
service to provide a content service, for example, a broadcasting service, an on-line
entertainment service or any other online service — section 97

Protection of
communications

Itis an offence for certain participants in the telecommunications industry (including
carriers and carriage service providers) to use or disclose information that relates to:

— the contents of a person’s communications
— carriage services supplied by carriers and carriage service providers
— theaffairs or personal particulars of persons —sections 276-278

There are arange of permitted purposes for use and disclosure of this information
which are exceptions to the offence. For example, use or disclosure is not prohibited
if itis by an employee of a carrier in the performance of the person’s duties.
Disclosure is also not prohibited where it is required or authorised under a

warrant or under law —sections 279-293

— Ifinformation is lawfully disclosed to a person for one of these purposes, there
are offences for secondary use or disclosure. For example, ifinformation is
disclosed to a person by an employee of a carrier for a purpose related to the
performance of the employee’s functions, the person must not disclose or use
the information or document except for that purpose — sections 296-303

Obligation to
assist agencies

Carriers and carriage service providers must give Commonwealth, state and
territory agencies such help as is reasonably necessary for a range of specified
purposes, including enforcing the criminal law of Australia and foreign countries,
management of natural disasters, protecting public revenue, investigating or
prosecuting war crimes and safeguarding national security — subsection 313(3)

Reporting and
record-keeping

Carriers and carriage service providers are required to retain information about
disclosures of information, including telecommunications data disclosed in
compliance with an authorisation under the TIA Act. Carriers and providers must also
provide annual reports to the Australian Communications and Media Authority on
disclosures — sections 305-307
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Industry assistance

Key concepts ¢ Designated communications providers include a wide range of companies,
businesses, organisations or individuals that contribute to the communications
supply chainin Australia—section 317C

Industry assistance e The head, or delegated senior executive, of the Australian Security Intelligence
Organisation (ASIO), the Australian Signals Directorate (ASD), the Australian Secret
Intelligence Service (ASIS), the Australian Federal Police (AFP), the Australian Criminal
Intelligence Commission (ACIC) or a state or territory police force may give a technical
assistance request (TAR) to a designated communications provider, requesting they
do specified things to assist the agency. This ensures providers are immune to civil
liability when they are obligated to or are voluntarily assisting agencies — section 317G

e Thehead, or delegated senior executive, of ASIO, AFP, ACIC and a state or territory
police force (with approval from the AFP Commissioner) may give a technical
assistance notice (TAN) to a designated communications provider, requiring them
to do specified things to assist the agency. This establishes a legal obligation for
assistance, where the assistance falls within a providers’ existing business functions
—section 317L

e The Attorney-General, with the agreement of the Minister for Communications, may
issue a technical capability notice (TCN) requiring that a provider build a capability
to assist law enforcement and national security agencies. These may be requested
by ASIO, AFP, ACIC or a State or Territory police force — section 317T

— Assistance may only be sought in relation to the relevant object of the issuing
agency. ASIO may only seek assistance in relation to their functionsin
safeguarding national security.

— Lawenforcement agencies may only seek assistance in relation to enforcing the
criminal law for serious offences in Australia and overseas. A serious offence
means an offence with a maximum penalty of at least 3 years’ imprisonment.

Safeguards ¢ Theserequests and notices may not introduce a systemic weakness or vulnerability
to the carriage service — section 317ZG

e Aproposed request for assistance must be reasonable, proportionate,
practicable and technically feasible — sections 317JAA, 317P and 317V

e Agencies are expressly required to consult with a provider before requiring
their assistance —section 317PA and 317W

e Technical assistance requests, technical assistance notices and technical capability
notices cannot permit or compel providers to do an act or thing for which an
officer of an agency would be required to obtain a warrant or authorisation
permitting such an action - section 317ZH

Reporting and ¢ Thelnspector-General of Intelligence and Security must be notified within
record-keeping seven days that a request for assistance has been made by ASIO — sections 317HAB,
317MAB and 317TAB

¢ The Commonwealth Ombudsman must be notified within seven days that a
request for assistance has been made by law enforcement agencies — sections
317HAB, 317MAB and 317TAB

* Agencies are required to provide a report to the Minister for Home Affairs on any TARs,
TANs and TCNs given in afinancial year and the offences for which they were given,
forinclusion in the TIA Act Annual Report - section 317ZS
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Division 2 of Part Il of the Australian Security Intelligence Organisation Act 1979 —

key electronic surveillance provisions

Purpose e Theelectronic surveillance provisions of the Act regulate the Australian Security
Intelligence Organisation’s (ASIO’s) powers to use surveillance devices and
access computers.

Key concepts e Surveillance device means any of the following (or a device that is any combination

of the following):

— listening device —meaning a device capable of being used to overhear, record,
monitor or listen to a conversation or words spoken to or by any personin
conversation (but not devices like a hearing aid)

— optical surveillance device — meaning a device capable of being used to record
visually or observe an activity (but not devices like spectacles or contact lenses)

— tracking device —meaning a device capable of being used to determine or monitor
the location of a person or an object or the status of an object — section 22

Offences e TheAct provides alegal framework to authorise ASIO to undertake electronic
surveillance activities that would otherwise be unlawful.

— State and territory legislation also regulates the use of surveillance devices.
Prohibitions in relation to the use of surveillance devices differ in each state
and territory.

e The Criminal Code Act 1995 contains a range of computer offences, including
offences for unauthorised access, modification orimpairment to data held in
or electronic communication to or from a computer.

Warrants Surveillance device warrants

¢ Onapplication by the Director-General of Security, the Attorney-General may issue a
surveillance device warrant. The threshold depends on whether the warrant relates
to aperson, premises or an object. For example, the Attorney-General may only issue
awarrantin relation to a person if satisfied that the person is engaged in activities
prejudicial to security and the use of a surveillance device is likely to assist ASIO in
carrying out its function of obtaining intelligence in relation to security — section 26

— Asurveillance device warrant authorises the installation, use and maintenance
of adevice, as well as related activities such as entry onto premises, retrieval of the
device, and any other thing reasonably incidental to these activities— section 26B

Computer access warrants

¢ Onapplication by the Director-General of Security, the Attorney-General may issue a
computer access warrant. The Attorney-General may only issue a warrant if satisfied
that there are reasonable grounds for believing that access to data in a computer will
substantially assist the collection of intelligence in respect of a matter that is important
in relation to security — section 25A

— Acomputer access warrant can authorise activities such as using a computer,
telecommunications facility, electronic equipment or a data storage device for
the purpose of obtaining access to data held in the computer. A warrant can also
authorise related activities necessary for the purpose of the warrant such as
entering premises — section 25A
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Internal authorisations

The Director-General can issue computer access warrants and surveillance device
warrants in imited emergency circumstances — section 29

The Act itself authorises ASIO to use a listening device in limited circumstances,
including to listen to or record words spoken by or to an ASIO employee or affiliate —
section 26C

The Act itself authorises ASIO to use an optical device if the installation or retrieval
of the device does not involve entry onto premises or interference with the interior
of a vehicle without permission — section 26D

ASIO can use a tracking device under an internal authorisation if the authorising
office is satisfied that there are reasonable grounds for believing that the use of the
tracking device will, or is likely to, substantially assist the collection of intelligence in
respect of amatter that isimportant in relation to security. An internal authorisation
cannot authorise entry onto premises or interference with the interior of a vehicle
without permission from the owner, remote installation of tracking devices, or use
of atracking device to listen or record words or communications. ASIO can also use
atracking device without a warrant if the person being tracked consents — sections
26E and 26G-26R

Using information

The ASIO Act contains offences for unauthorised dealing with information acquired
or prepared by ASIO in connection with its functions or related to the performance by
ASIO ofits functions — sections 18-18C

There are arange of permitted purposes for using and communicating such
information, including communicating information relating to the commission
of a serious crime to a relevant Commonwealth or State authority — sections 18,
18D, 19and 19A

Reporting and
record-keeping

ASIO must destroy information obtained under a warrant if the Director-General of
Security is satisfied that the information is not required for the purposes of ASIO’s
functions or powers —section 31

The Director-General of Security must report to the Attorney-General on various
matters, including the extent to which action taken under warrant or a tracking device
authorisation has assisted ASIO in carrying out its functions — sections 34-34AAB

The Director-General of Security must give an annual report to the Minister for Home
Affairs setting out a range of matters including the number of warrant requests made.
The Minister must table the report in Parliament, subject to deletions necessary to
avoid prejudice to security, the defence of the Commonwealth, the conduct of the
Commonwealth’s international affairs or the privacy of individuals — section 94

Oversight

The Inspector-General of Intelligence and Security’s functions and powers concerning
oversight of the legality and propriety of ASIO’s activities are largely set out in the
Inspector-General of Intelligence and Security Act 1986.

ASIO is required to comply with guidelines issued by the Minister for Home Affairs
relating to the performance of ASIO’s functions and powers — section 8A

The ASIO Act provides that:

— ASIO’s functions do not include the investigation of lawful advocacy, protest
or dissent - Section 17A

— The Director-General of Security must take all reasonable steps to ensure that the
work of ASIO is limited to what is necessary for the purposes of the discharge of its
functions, and that ASIO is kept free from any influences or considerations not
relevant to its functions and that nothing is done that might lend colour to any
suggestion that it is concerned to further or protect the interests of any particular
section of the community, or with any matters other that the discharge of its
functions —section 20
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Surveillance Devices Act 2004 — key provisions

Purpose

The Act provides a regime for primarily Commonwealth law enforcement agencies’
to use surveillance devices and access computers. state and territory agencies
may use the regime in limited circumstances.

Key concepts

Computer means all or part of one or more computers, computer systems or
computer networks — section 6

Law enforcement agencies are the Australian Federal Police (AFP), Australian
Commission for Law Enforcement Integrity, Australian Criminal Intelligence
Commission, and various state and territory law enforcement agencies — section 6A

Relevant offences are generally offences against Commonwealth laws and offences
against state laws that have a federal aspect, that are punishable by a maximum term
of 3 years’ imprisonment or more — sections 6 and 7

Surveillance device means any of the following (or a device that is any combination
of the following):

— datasurveillance device —meaning a device or program capable of being used
to record or monitor the input of information into, or the output of information from,
an electronic device for storing or processing information

— listening device — meaning a device capable of being used to overhear, record,
monitor or listen to a conversation or words spoken to or by any personin
conversation (but not devices like a hearing aid)

— optical surveillance device —meaning a device capable of being used to record
visually or observe an activity (but not devices like spectacles or contact lenses)

— tracking device —meaning a device capable of being used to determine or
monitor the location of a person or an object or the status of an object — section 6

Offences

The Act does not prohibit electronic surveillance activities.

State and territory legislation prohibits the use of surveillance devices. The prohibitions
differ in each state and territory.

The Criminal Code Act 1995 includes offences for unauthorised access, modification
orimpairment to data held in or electronic communication to or from a computer.

Warrants

Surveillance device warrants

On application by alaw enforcement agency, a Judge or Administrative Appeals
Tribunal (AAT) member may issue a surveillance device warrant in relation to the
investigation of a relevant offence, recovering a child subject to a recovery order,

an international assistance investigation, an integrity operation, or a person subject

to acontrol order. The thresholds and relevant considerations differ depending on
what the warrant relates to. For example, if the warrant relates to the investigation

of arelevant offence, the Judge or AAT member must be satisfied there are reasonable
grounds for suspecting that the use of a surveillance device is necessary in the course
of the investigation, having regard to matters such as the gravity of the offence being
investigated —sections 14 and 16

— Asurveillance device warrant authorises the installation, use and maintenance
of adevice, as well as related activities such as entry onto premises, retrieval of the
device, or breaking open something to install the device etc. — section 18

— Lawenforcement agencies can apply to an eligible Judge or nominated AAT
member for awarrant to retrieve a surveillance device that was lawfully installed
—section 22
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Computer access warrants

On application by a law enforcement agency, a Judge or AAT member may issue
acomputer access warrant in relation to the investigation of arelevant offence,
recovering a child subject to arecovery order, an international assistance investigation,
an integrity operation, or a person subject to a control order. The threshold and
relevant considerations differ depending on what the warrant relates to. For example,
if the warrant relates to the investigation of a relevant offence, the Judge or AAT
member must be satisfied there are reasonable grounds for suspecting that the

use of asurveillance device is necessary in the course of the investigation of a relevant
offence, having regard to matters such as the gravity of the offence being investigated
—sections 27Aand 27C

— Acomputer access warrant can authorise activities such as using a computer,
telecommunications facility, electronic equipment or a data storage device for
the purpose of obtaining access to data held in the computer. A warrant can also
authorise related activities, such as entering premises, or adding, copying,
deleting or altering data in the computer —section 27E

Data disruption warrants

On application by the AFP or ACIC, a judged or nominated AAT member may issue a
data disruption warrant to authorise disruption of data for the purposes of frustrating
the commission of a relevant offence. A Judge or nominated AAT member may issue a
data disruption warrant if satisfied that there are reasonable grounds for the suspicion
founding the application for the warrant and the disruption of data authorised by the
warrant is reasonably necessary and proportionate, having regard to the offences
(there are also a range of additional factors the issuing authority must have regard to)
—section 27KC

— Adatadisruption warrant can authorise the AFP or ACIC to add, copy, alter and
delete data to allow access to, and disruption of data for the purposes of frustrating
criminal offences

Network activity warrants

On application by the AFP or ACIC, a Judge or nominated AAT member may issue
anetwork activity warrant to authorise the collection of intelligence that relate to

a criminal network of individuals. A Judge or nominated AAT member may issue a
network activity warrant if satisfied that there are reasonable grounds for the suspicion
founding the application of the warrant and the issue of the warrant is justified and
proportionate, having regard to the kinds of offences in relation which information will
be obtained under the warrant (there are also a range of additional factors the issuing
authority must have regard to) — section 27KM

— Anetwork activity warrant can authorise the AFP and ACIC to access data held
in computers used by the criminal network operating online to understand the
scope of their activities and the identities of their members. Information collected
under network activity warrants cannot be used in evidence in respect of the
relevant offence.

Internal authorisations

Law enforcement agencies can use surveillance devices or access a computer
without a warrant (but with internal authorisation by specified senior officials) in
limited circumstances:

— Lawenforcement agencies can use optical or tracking devices without a
warrant for certain purposes if the installation or retrieval of the device does not
involve entry onto premises or interference with the interior of a vehicle without
permission. Agencies can use a listening device without a warrant in limited
circumstances, including listening to or recording words spoken by or to a law
enforcement officer — sections 37, 38 and 39

Emergency
authorisations

Inlimited emergency circumstances (for example, where there is a serious risk
to aperson or property), specified senior officers in alaw enforcement agency may
authorise the use of a surveillance device, access to a computer or data disruption
warrant. Safeguards on these powers include a requirement to apply for approval
of the authorisation by a Judge or AAT member within 48 hours — sections 28-36
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Dealing with protected
information

Itis an offence to use, record, communicate or publish protected information,
meaning information obtained under a warrant issued under the Act and information
about such warrants — sections 45 and 45B

Information can be communicated, used or recorded for certain permitted
purposes, including where there is a reasonable belief that the use or communication
is necessary to help prevent or reduce the risk of serious violence to a person or
substantial damage to property — sections 45, 46A and 45B

Protected information must be kept in a secure place and must be destroyed
as soon as practicable or within 5 years after it was created, unless the agency certifies
that the information is likely to be required for specified purposes — section 46

Reportingand
record-keeping

Agencies must retain documents connected with warrants and authorisations
(including a copy of each warrant and each application) and must keep a register
of warrants and authorisations - sections 51, 52 and 53

Agencies have obligations to report to the Minister for Home Affairs and the
Commonwealth Ombudsman on certain matters relating to the use of powers.
Details about the use of powers must be included in an annual report to the Minister,
which is tabled in Parliament — sections 49 and 50

Oversight

The Commonwealth Ombudsman has oversight of agencies’ use of these powers,
except network activity warrants, and is required to inspect agencies’ records
accordingly. The Ombudsman has a range of powers, including the power to require
officers to answer questions. The Ombudsman reports to the Minister oninspections,
and may report on breaches of the Act — sections 60 and 61

The Inspector-General of Intelligence and Security (IGIS) has oversight of
agencies’ use of network activity warrants and may inspect agencies’ records
accordingly. The IGIS has a range of powers to require officers to give information or
produce documents within a reasonable period. The IGIS must provide reports as a
result of its inquiries to the Minister — section 22 of the Inspector-General of Intelligence
and Security Act 1986

Telecommunications (Interception and Access) Act 1979 — key provisions

Purpose The Act regulates law enforcement agencies’ and the Australian Security Intelligence
Organisation’s (ASIO’s) powers to access communications (whether passing over
atelecommunications network or held by a communications service provider) and
information about those communications.

Key concepts Communication is defined to include conversations and messages, whether in the

form of speech, music or other sounds, data, text, visualimages, signals, or any other
form or combination of forms — section 5

Interception agencies are the Australian Federal Police, Australian Commission for
Law Enforcement Integrity, Australian Criminal Intelligence Commission, and various
state and territory law enforcement agencies — section 5

Criminal law enforcement agencies include allinterception agencies as well as the
Australian Border Force, Australian Securities and Investments Commission and the
Australian Competition and Consumer Commission —section 110A

Enforcement agencies include all criminal law enforcement agencies and any other
declared bodies (of which there are currently none) — section 176A

Interception of acommunication means listening to or recording a communication
passing over a telecommunications system without the knowledge of the person
making the communication - section 6

Stored communications are communications that are not passing over a
telecommunications system, are held on a carrier’s equipment, and that can only
be accessed by a party to the communication or with the assistance of a carrier —
section5
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Offences

Itis an offence to intercept a communication passing over a telecommunication
system —sections 7 and 105

Itis an offence to access a stored communication without the knowledge
of the sender or intended recipient of the stored communication — section 108

There are prescribed exceptions to these offences, most notably for interception
of communications and access to stored communications under a warrant —
subsections 7(2)-(10) and 108(2)-(4)

Law enforcement
warrants

On application by an interception agency, a Judge or Administrative Appeals Tribunal
(AAT) member canissue an interception warrant permitting the interception of
communications. The Judge or AAT member must be satisfied of various things,
including that information likely to be obtained by intercepting the communication
would be likely to assist in the investigation of an offence constituting certain conduct
with a maximum penalty of 7 years’ imprisonment or more (and some other specified
offences) —sections 39, 46 and 46A

— Typically, interception activities under a warrant must be undertaken by a carrier —
section 47

On application by a criminal law enforcement agency, a Judge, magistrate or AAT
member can issue a stored communications warrant permitting access to stored
communications. The Judge, magistrate or AAT member must be satisfied of various
things, including that information obtained by accessing those communications would
be likely to assist in an investigation into an offence with a maximum penalty of 3 years’
imprisonment or more —sections 110 and 116

Authorised senior officers in enforcement agencies can authorise disclosure of
historical telecommunications data, meaning data that exists at the time the
authorisation is made. An officer can only authorise disclosure of the information
if satisfied that it is reasonably necessary for the enforcement of the criminal law,
enforcement of a law imposing a pecuniary penalty, protection of public revenue,
or the location of a missing person —sections 178, 178A, 179

Authorised senior officers in enforcement agencies can authorise disclosure of
prospective telecommunications data, meaning data that comes into existence
during a specified period after the authorisation is made. An officer can only authorise
disclosure if satisfied that it is reasonably necessary for an investigation into an offence
with a maximum penalty of 3 years’ imprisonment or more (and some other specified
offences) —section 180

ASIO warrants

The Attorney-General can issue an interception warrant permitting authorised ASIO
employees or affiliates to intercept a communication. The Attorney-General must be
satisfied of various things, including that the interception of communications will, or is
likely to, assist ASIO in carrying out its function of obtaining intelligence relating to
security —sections 9 and 9A

Aninterception warrant also permits ASIO to access stored communications
—subsections 9(1A) and 9A(1C)

The Attorney-General can also issue a warrant to permit authorised ASIO employees
or affiliates to intercept communications or access stored communications for the
collection of foreign intelligence — sections 11Ato 11C

The Director-General of Security, the Deputy Director-General of Security or an
authorised ASIO employee or affiliate can authorise the disclosure of historical
telecommunications data. The person can only make an authorisation if satisfied
that the disclosure would be in connection with the performance by ASIO of its
functions —section 175

The Director-General of Security, the Deputy Director-General of Security or an
authorised senior ASIO employee or affiliate can authorise disclosure of prospective
telecommunications data. The person can only make an authorisation if satisfied
that the disclosure would be in connection with the performance by ASIO of its
functions —section 176
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International e Australian agencies can serve domestic warrants for electronic data directly to
Production Orders communications service providers located in foreign countries with whom the

Government has signed a cross-border access to data agreement through the
international production orders scheme — Schedule 1

Dealing with * There are offences for using, disclosing or dealing with information obtained
information under a warrant or authorisation, or information about a warrant or authorisation —
sections 63, 105, 133 and 181A-182B

e Thereare arange of permitted purposes for dealing with information, includingin
connection with the investigation of certain offences — sections 63AA-76A, 134-146,
181A(B), 181B(3), 182(2)-(4A) and 182B

Reporting and * Agencies have obligations to keep certain documents in connection with warrants
record-keeping issued, as well as destruction requirements — sections 80-81AA, 151, 185 and 186A

¢ The Department of Home Affairs must keep a General Register and a Special
Register of Warrants — sections 81A-81D

¢ Agencies have obligations to report to the Minister for Home Affairs about the use
of their powers, and this information is published in an annual report — sections 93-104,
159-164 and 186

Oversight ¢ The Commonwealth Ombudsman oversees the use of law enforcement agencies’
powers, and conducts inspections of their records. The Ombudsman reports to the
Minister for Home Affairs on inspections, and may report on breaches of the Act -
Chapter 4A

¢ Thelnspector-General of Intelligence and Security’s functions and powers concerning
oversight of the legality and propriety of ASIO’s activities (including under the TIA
Act) are largely set out in the Inspector-General of Intelligence and Security Act 1986

Working with industry e There are various industry obligations, including to nominate delivery points from
which an agency can access intercepted communications, maintain interception
capabilities, and submit interception capability plans annually — Parts 5-2 to 5-6

e Service providers have obligations to keep certain types of information for a
period of 2 years in order to assist agencies with their investigations. This includes
subscriber information, the source of acommunication, the destination of a
communication, the time a communication was made, the type of service used,
and the location of the equipment used — Part 5-1A
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Attachment C: List of questions

Part 1: Who can access information under the
new framework?

1.

Do the existing prohibitions and offences against unlawful access to information
and data adequately protect privacy in the modern day?

a) If so, which aspects are working well?

b) If not, which aspects are not working well and how could the new prohibition and/
or offences be crafted to ensure that information and data is adequately protected?

Do the existing prohibitions and offences against unlawful access to information
and data adequately allow the pursuit of other objectives of societal benefit,
e.g. cyber security of networks, online safety, scam protection/reduction?

Are there any additional agencies you consider should have powers to access
particular information and data to perform their functions? If so, which agencies,
and why?

Do you agree with the proposed considerations for determining whether additional
agencies should be permitted to access peoples’ information and data? Are there
any additional considerations that have not been outlined above?

Part 2: What information can be accessed?

5.

10.

1.

Are there other kinds of information that should be captured by the new definition
of ‘communication’? If so, what are they?

Are there other key concepts in the existing framework that require updating
to improve clarity? If so, what are they?

How could the framework best account for emerging technologies, such as artificial
intelligence and information derived from quantum computing?

What kinds of information should be defined as ‘content’ information? What kinds of
information should be defined as ‘non-content’ information? Is there a quantity at which
non-content information becomes content information and what kinds of information
would this apply to?

Would adopting a definition of ‘content’ similar to the UK be appropriate, or have any
other countries adopted definitions which achieve the desired outcome?

Are there benefits to distinguishing between different kinds of non-content information?
Are there particular kinds of non-content information that are more or less sensitive
than others?

Should the distinction between ‘live’ and ‘stored’ communications be maintained
in the new framework?
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12. Do each of these kinds of information involve the same intrusion into privacy?
Or should the impact of each be considered differently?

13. What type of Australian communications providers should have obligations to protect
and retain information, and comply with warrants, authorisations and assistance orders
under the new framework?

14. What are your thoughts on the above proposed approach? In particular, how do you
think the information captured by surveillance and tracking devices could be explained
or defined?

Part 3: How can information be accessed?

15. How could the current warrant framework be simplified to reflect the functional
equivalency of many of the existing warrants while ensuring appropriate privacy
protections are maintained?

16. What other options could be pursued to simplify the warrant framework for agencies
and oversight bodies, while also enabling the framework to withstand rapid
technological change?

Part 4: When will information be accessed?

17. Isit appropriate to harmonise legislative thresholds (as outlined above) for covert
access to private communications, content data and surveillance information
where existing warrants are functionally equivalent?

18. Are there any other changes that should be made to the framework for accessing
this type of data”?

19. What are your views on the proposed thresholds in relation to access to information
about a person’s location or movements?

20. What are your views on the proposed framework requiring warrants and authorisations
to be targeted at a person in the first instance (with exceptions for objects and premises
where required)?

21. Is the proposed additional warrant threshold for third parties appropriate?
22. Isthe proposed additional threshold for group warrants appropriate?

23. What are your views on the above proposed approach? And are there any other
matters that should be considered by an issuing authority when considering necessity
and proportionality?

24. Should magistrates, judges and/or AAT members continue to issue warrants
for law enforcement agencies seeking access to this information?

25. What are your thoughts on the proposed principles-based, tiered approach
to use and disclosure?

12



26. When should agencies be required to destroy information obtained under a warrant?
27. What are your thoughts on the proposed approach to emergency authorisations?

Part 5: Safeguards and oversight
28. Are there any additional safeguards that should be considered in the new framework?

29. Is there a need for statutory protections for legally privileged information
(and possibly other sensitive information, such as health information)?

30. What are the expectations of the public and industry in relation to oversight
of these powers, and how can a new oversight framework be designed to meet
those expectations?

31. What, if any, changes are required to the scope, role and powers of the Commonwealth
Ombudsman to ensure effective oversight of law enforcement agencies’ use of powers
in the new framework?

32. How could the new framework streamline the existing record-keeping and reporting
obligations to ensure effective and meaningful oversight?

33. Are there any additional reporting or record-keeping requirements should agencies
have to improve transparency, accountability and oversight?

Part 6: Working together: Industry and Government

34. How workable is the current framework for providers, including the ability to comply
with Government requests?

35. How could the new framework reduce the burden on industry while also
ensuring agencies are able to effectively execute warrants to obtain electronic
surveillance information?

36. How could the new framework be designed to ensure that agencies and industry
are able to work together in a more streamlined way?
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Part 7: Interaction with existing and recent
legislation and reviews

37. Do you have views on how the framework could best implement the recommendations
of these reviews? In particular:

a) What data generated by ‘Internet of Things’ and other devices should or should
not be retained by providers?

b) Are there additional records that agencies should be required to keep or matters
that agencies should be required to report onin relation to data retention and to
warrants obtained in relation to journalists or media organisations? How can any
new reporting requirements be balanced against the need to ensure sensitive
law enforcement or security investigations and capabilities are not compromised
orrevealed?

c) lIsitappropriate that the Public Interest Advocate framework is expanded only
in relation to journalists and media organisations?

d) What would be the impact on reducing the number of officers who may be
designated as ‘authorised officers’ for the purposes of authorising the disclosure
of telecommunications data?
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Attachment D: Agency powers under the
current electronic surveillance framework

Agency powers under the current framework of the TIA Act.

Surveillance Computer . . Network . .
; Data Disruption . Tracking Device
Agency Device Access Activity s
Warrants Authorisations
Warrants Warrants Warrants

ASIO v/ v
ACCC
ASIC

HA

ACLEI
ACIC

AFP

CCC WA
QLD CCC
IBAC
NSW ICAC
NSW CC
NSW POL
NT POL
LECC
QLD POL
ICAC SA
SA POL
TAS POL
VIC POL
WA POL

v

NSISTS SIS NS N IS SIS IS NSNS IS INS N s

AR AN RN RN N N N N N N N N N N AN N N
RN N N N N N N N AN N RN AN AN RN AN AN RN RN AN
YA RN AN AN AN A AN AN A YA AN AN EN AN AN RN RN AN
XX X XXX XXX XXX | XXX XX | XX |X|N
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Agency powers under the current framework of the Surveillance Devices Act 2004

Surveilllance CEmMEIET Data Disruption Net\{vc.)rk Tracking Device
Agency Device Access Warrants Activity Authorisations
EE S Warrants Warrants
ASIO X X X X X
ACCC X X X X X
ASIC X X X X X
HA X 4 X X v
ACLEI v v X v v
ACIC v 4 v v v
AFP v v v v 4
CCC WA v v X X v
QLD CCC v/ v X X v
IBAC v/ v x X v
NSW ICAC v v X X v
NSW CC v v x X v
NSW POL v v X X v
NT POL v v X X v
LECC v v X X v
QLD POL v v X X v
ICAC SA v/ v X X v
SA POL v/ v x X v
TAS POL v v X X v
VIC POL v v X X v
WA POL v v X X v

Aretrieval warrant can also be issued for agencies that have installed a surveillance device
under a surveillance device warrant or tracking device authorisation.

ASIO powers under the Australian Security Intelligence Organisation Act 1979

Surveillance Computer Data Disruption Network

Tracking Device

Dlerfizs Siogess WETE I ALY Authorisations

WWEERIS WELERIS Warrants
ASIO v v/ v v/ v/

107 For states and territories the Surveillance Devices Act 2004 may apply for federal offences or state offences
with a federal aspect.
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