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1 Introduction 

  Security of software systems is a critical issue in a world 

where Information Technology is becoming more and more 

pervasive. The number of services for everyday life that are 

provided via electronic networks is rapidly increasing, as 

witnessed by the longer and longer list of words with the 

prefix "e", such as e-banking, e-commerce, e-government, 

where the "e" substantiates their electronic nature. These 

kinds of services usually require the exchange of sensible data 

and the sharing of computational resources, thus needing 

strong security requirements because of the relevance of the 

exchanged information and the very distributed and untrusted 

environment, the Internet, in which they operate. It is 

important, for example, to ensure the authenticity and the 

secrecy of the exchanged messages, to establish the identity of 

the involved entities, and to have guarantees that the different 

system components correctly interact, without violating the 

required global properties.  

 Unfortunately, many authoritative security-related 

organizations as, e.g., the CERT at Carnegie Mellon 

University, report a growing number of computer system 

vulnerabilities which are often the result of exploits against 

defects in the design or code of software. The approach most 

commonly employed to address such defects is to attempt to a 

posteriori "repair the flaw" by making it more difficult for 

those defects to be exploited. This solution, however, does not 

certainly get to the root cause of the problem and threat. A 

complementary approach is, instead, to model and verify 

security requirements from the very first specification of 

software systems, so to reduce as much as possible the 

presence of vulnerabilities on the final product. The use of 

formal techniques can thus play an important role to reveal 

possible security flaws from the very first phases of software 

development, to understand in depth the causes, and to 

remove them before it is too late and it becomes necessary to 

invent, if possible, some retroactive remedy. The interest in 

formal methods for security is confirmed by a very active 

international community, and by the increasing number of 

new international workshops and conferences on the topic. 

 The aim of this project is to put together a consortium of 

3 Universities which are already active in the fields of formal 

methods for security and of software and protocol 

verification, and which will focus their effort on common 

research targets. We intend to broadly work on many different 

aspects of security, mainly focusing on "language-based" 

techniques, which have the advantage of verifying security of 

programs directly on their formal specification, without the 

need of analysing their execution. We believe that this 

approach is particularly appealing both because it can often be 

automated through efficient verification algorithms and 

because it gives the programmer a clear comprehension of 

security requirements and mechanisms. We will consider both 

high (i.e., application) level properties as, e.g., information 

flow and "Service-Oriented" security, and low (i.e., 

communication) level properties as, e.g., authentication, 

secrecy and non-repudiation on standard and ad-hoc 

networks. We will also study how results achieved on 

"standard" symbolic models scale to computational and causal 

models, the former providing a more concrete representation 

of cryptography and the latter expressing security properties 

in terms of explicit cause-and-effect relations.  

 As illustrated in more detail in the following sections), 

our job is of a foundational nature, since it focuses on the 

definition and development of formal methodologies for the 

analysis of various aspects of information security. 

2 National and International background  

This job will focus on diverse research topics related to the 

application of formal methods to security, that we shortly 

describe below.  

 

2.1 Communication and Network Security 

 Cryptographic protocols are one of the fundamental 

mechanisms for achieving security on computer networks. 

Wide-area networks are, in fact, not controllable and there is a 

need to protect sent/received data through cryptographic 

techniques. Even if these protocols are often just a few lines 

of codes, many attacks subverting the protocol logic and 

invalidating the expected security properties have been found. 

These attacks are not necessarily based on cryptographic 

flaws and can be reproduced even when cryptography is 

considered as a fully reliable black box. In the literature we 

find a huge amount of contributions on the analysis and 

verification of security protocols, but only a few of them 



follow a language-based approach, i.e., are based on static-

analysis. We mention here some relevant papers on secrecy 

[A99,AB05] and authentication [BBDNN05, BFM07, GJ03, 

GJ04]. We intend to go on on this line of research by 

focussing on abstract interpretation and control flow analysis 

of cryptographic protocols and abstract communication 

primitives to make programming independent of 

cryptographic implementation. Moreover, we also aim to 

extend the symbolic protocol analysis approach 

[AVISPA,Bla01,RSGLR00] in order to allow for the 

specification and verification of a larger class of protocols and 

properties than currently possible, as well as of different 

attackers models, extending preliminary work such as 

[HDMV05,HDMVB06].  

 We will finally consider security on Ad-hoc networks. A 

Mobile Ad-Hoc Network is an autonomous system composed 

of devices communicating with each other via radio 

transceivers. Mobile devices are free to move randomly and 

organize themselves arbitrarily; thus, the network's wireless 

topology may change rapidly and unpredictably. Trust 

establishment in the context of ad-hoc networks is still an 

open and challenging field [Gli04,PM06], because of lack of a 

fixed networking infrastructure, high mobility of the devices, 

limited range of the transmission, shared wireless medium, 

and physical vulnerability. We would like to develop formal 

models of trust that fit the constrains of ad-hoc networking, 

integrating these models in a process calculus for ad-hoc 

networks [NH06,Mer07,God07], thus developing an 

appropriate theory to formally prove security properties.  

2.2 Application Security  

 Controlling information flow in programs and systems is 

a fundamental security issue whose theoretical foundations 

have been extensively studied. The aim is to control secret 

information so that it cannot flow towards unprivileged users 

who do not have the clearance to access it. Non-Interference 

is one of the reference properties for achieving this kind of 

control, and it was introduced by Goguen and Meseguer in 

[GM82]. The main idea is to require that any possible 

modifications of high level data have no observable effects at 

lower levels or, in other words, do no interfere with lower 

views of the system. In literature, we find many variants and 

extensions of Non-Interference on process calculi and simple 

imperative languages; see, e.g., [BCF02, BCFLP04, FG95, 

FRS05, GM04, MSZ06, RWW96, RS01, SS00, SM03, 

SV98]. Our research will specifically focus on Information 

Flow Security of distributed programs with cryptography, 

secure refinement of programs, security of (a multi-threaded 

fragment of) Java and extending the abstract non-interference 

framework [GM04] in order to deal with more powerful 

attackers.  

 Security also plays a crucial role in Service Oriented 

Computing. In this scenario, applications are built by 

assembling stand-alone components distributed over a 

network, called services. Services are open, i.e., built with 

little or no knowledge about their operating environment, their 

clients, and further services. Therefore, their secure 

composition and coordination may require peculiar 

mechanisms. Web Services [S02] built upon XML 

technologies are probably the most illustrative and well 

developed example of this paradigm. We intend to extend the 

results of [BDF06a, BDF06b], where we propose an approach 

based on semantic descriptions and a methodology which 

automates the process of discovering services and planning 

their composition in a secure way. Moreover, we plan to scale 

up the techniques developed for protocol analysis to security 

services. There are a number of preliminary approaches in this 

direction [BMPV06,SAMOA], but none of them has yet 

reached the required maturity.  

2.3 Quantitative Aspects of Security  

 There are recent papers studying how formal analysis 

scales to computational security, a model of security requiring 

resistance over all the possible probabilistic polynomial-time 

attacks. This model, differently from Dolev-Yao, does not 

consider cryptography as a secure black box (see, e.g., [AR00, 

BCK05, BPW03, L05]). A formal symbolic analysis, à la 

Dolev-Yao, is typically simpler and easier to automate with 

respect to computational models. It is thus appealing to 

understand how symbolic formal results scale to these models 

and under which cryptographic assumptions this may happen. 

Even in this setting, the language-based approach has not been 

extensively studied. An interesting paper in this direction is 

[L05], which proposes a type system for message secrecy. It 

exploits a semantics based on the "simulatable cryptographic 

library" [BPW03] to scale the results to computational 

models. We intend to develop a static analysis based on 

[BFM07] for the verification of authentication protocols using 

the "simulatable cryptographic library".  

 We also intend to explore hybrid models that combine 

the two approaches: symbolic and computational. There is 

already a related literature [PW01, CCKLLPS06, 

MRST06,CP07] that in particular highlights a fundamental 

role of nondeterminism, for which an arbitrary resolution may 

lead to undesired conclusions. Thus, the main open problems 

are a correct management of nondeterminism and the study of 

hierarchical techniques that take care of computational aspects 

as well. The recent case study [ST07] analyses a simple and 

well known authentication protocol using Probabilistic 

Automata and a new notion of computationally bounded 

approximated simulation that allows an abstract system to 

emulate computational steps of a concrete system up to some 

negligible error. This case study constitutes a significant 

starting point for developing hierarchical and compositional 

proof methods for security.. 



2.4 Causal models for security  

 In the literature on cryptographic protocols analysis, we 

find some recent approaches in which the causal dependencies 

among events play a very important role 

[BCM07,CW01,FHG98,P99]. Strand spaces [FHG98] are a 

well known method in which causal dependencies are made 

explicit. In the inductive method of [P99], dependencies are 

instead a consequence of inductive rules. Proved Transition 

systems [DP92,DP99] represent an extension of transition 

systems towards causality. Proved Transition Systems can be 

considered as a sort of compact representation of 

computations, containing all the possible encodable and 

relevant information. Transitions are enriched with labels 

encoding their proofs, i.e. the steps involved in the deduction 

process of the action just executed. By inspecting the 

transition labels, it is possible to infer the causal 

dependencies, represented through a set of references to 

previous transitions. Starting from the enhanced semantics of 

[BetAl05], we intend to investigate the possible application of 

causal semantics based on Proved Transition Systems and on 

true-concurrent models, to the analysis of cryptographic 

protocols.  

 The Distributed State Temporal Logic (DSTL) [MSS04] 

permits to causally relate properties, which might hold in 

distinguished components of a system, in an asynchronous 

setting. The logic includes a primitive operator to specify 

events, thus allowing us to mix conditions and events in the 

specification formulae. The ability to deal with events 

explicitly enhances the expressiveness and simplicity of 

logical specifications, and seems especially adequate in the 

case of security properties specification. Starting from 

[MS04], we intend to further investigate the use of DSTL for 

the specification and verification of applications in which 

components presents various security requirements. 

3 Results and Suggestions 

 Information security is becoming more and more 

relevant given the increasing usage of computers and 

networks for critical applications as, e.g, e-commerce, home-

banking, purchase of digital goods and, in general, on-line 

services. It becomes thus very relevant to understand in depth 

the security requirements of distributed applications and to 

investigate methods for the automated verification of such 

requirements. The primary aim of the job is the study of 

foundations of information security and the development of 

formal methods for the specification and verification of 

security properties of programs, systems and computer 

networks.  

 We intended to cover many different aspects of security 

working both on high (i.e., application) level properties as, 

e.g., information flow and "Service-Oriented" security, and on 

low (i.e., communication) level properties as, e.g., 

authentication, secrecy and non-repudiation on standard and 

ad-hoc networks. Regarding formal methods, we mainly 

intended to investigate "language-based" techniques, which 

have the advantage of verifying security of programs directly 

on the code, without the need of analysing their execution. We 

believe that this approach was particularly appealing both 

because it could often be automated through efficient 

verification algorithms and because it gave the programmer a 

clear comprehension of security requirements and 

mechanisms.  

 We divided the work in four  that reflect the logical and 

temporal scheduling of activities, corresponding to a 

"standard agenda" of the development of formal methods for 

security:  

Step 1 - Security oriented languages and models. We studied 

security oriented languages, i.e., languages specifically 

developed for the specification and verification of security 

properties.  

Step 2 - Security properties.  We studied and formalized 

security properties on the languages defined in the previous 

step  

Step 3 - Analysis techniques. We studied analysis techniques 

for the properties and languages described above. We 

implemented and extended verification tools based on the 

above mentioned techniques 

3.1   Communication and Network Security. 

  We are interested in the analysis of cryptographic 

protocols through abstract interpretation, type systems, 

control flow analysis and causal semantics . We planned to 

extend the study of cryptographic protocols to distributed 

applications based on cryptography, by integrating this study 

with the program analysis techniques. We proposed new 

security-oriented languages and process calculi for distributed 

systems. We  developed a logic for expressing local and 

global properties of distributed systems. Finally, we studied 

security models for ad-hoc networks.  

3.2 Application Security.  

 We studied different aspects of program security through 

abstract interpretation: in particular, we are interested in 

models and methods for verifying non-interference in 

presence of active attackers and in probabilistic computations; 

we have dealtl with confidentiality and, in particular, both 

with "termination covert channels" in which the attacker gets 

information by observing the program termination, and with 

"timing covert channels". We studied properties for the secure 

refinement of programs in order to achieve a step-by-step 

development of secure applications, starting from abstract 

specifications. Finally, we studied primitives for the secure 

composition of clients and services in the setting of "Service-

Oriented Computing".  



3.3 Quantitative Aspects of Security.  

 We intended to study how properties described above, 

scale on finer-grained models, in which time and probabilities 

are explicitly modeled. We studied techniques to detect and 

remove timing attacks, by transforming a program so that its 

timing behavior is corrected while the input/output behavior is 

preserved. We also intended to develop new analysis 

techniques for computational security of cryptographic 

protocols. On the one hand, we developed type-based 

techniques for the correctness of protocols expressed on the 

cryptographic library proposed by Backes-Pfitzmann-

Waidner; on the other hand, we studied soundness results of 

the symbolic model with respect to the computational model, 

through the work on approximated simulation relations of 

Segala and Turrini.  

3.4  Causal models for security.  

 In the formalization of security properties it might be 

beneficial to reason in terms of causality among events. For 

example, in entity authentication we have that authentication 

should always be caused by the actual execution of the 

protocol by the claimant. We intended to give a new causal 

semantics to cryptographic protocols which enables us to 

directly observe the causality between the protocol 

conclusion, i.e., the authentication, and the corresponding 

execution by the authenticated entity. In doing this, we 

investigated both true-concurrent models like, e.g., event 

structures, and models of causality based on proved transition 

systems. 

4 Conclusions 

 For each part of the job  we give a list of the main 

results. These results are intentionally very specific, so to be 

verifiable. 

For the Communication and Network Security:  

• new formal models of trust for ad-hoc networks and 

integration of these models into suitable process 

calculi.  

• a new security-oriented temporal logic for 

communicating processes.  

• definition of an abstract interpretation of challenge-

response authentication protocols;  

• definition of new Control Flow Analyses for security 

protocols;  

• extension of the verification tool proposed in 

[BBDNN05] to the new Control Flow Analyses;  

• use of symbolic techniques and refinement for the 

verification of security properties;  

• extension of AVISPA to the logic described;  

• investigation of possible extensions of AVISPA to 

other techniques developed.  

For the Application Security : 

• definition of security-oriented imperative languages 

with cryptographic communication primitives;  

•  new abstract communication primitives that make 

programming independent of cryptographic 

implementation.  

• new general framework for secure stepwise refinement 

of programs;  

• new dynamic type systems for the security of 

distributed applications with cryptography;  

• extension of the call-by-property invocation 

mechanism of Service-Oriented Computing to other 

security properties and non-functional aspects;  

• extension of existing orchestration techniques to 

scenarios in which services may be published on-the-

fly and may become temporarily unavailable;  

• extension of abstract Non-Interference in order to deal 

with active attackers able to exploit probabilistic 

techniques;  

• application of abstract Non-Interference to data bases 

and data mining.  

For the Quantitative Aspects of Security : 

• a new calculus for cryptographic protocols, with both a 

symbolic and a computational semantics based on the 

simulatable cryptographic library by Backes, 

Pfitzmann and Waidner [BPW03]; 

• a new hybrid model for security protocols combining 

symbolic and computational aspects;  

• an extension of the process calculus LySa which is able 

to deal with type misinterpretation attacks.  

• type systems for cryptographic protocols with both a 

symbolic and a computational semantics.  

For the  Causal models for security :  



• new causal semantics for existing calculi of 

cryptographic protocols.  

• new causality-based formalizations of security 

properties;  

• new formalizations of security properties using the 

logic DSTL.  

• specializations of already studied techniques to the 

new semantics, with special attention to authentication 

protocols 
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