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ABSTRACT The Internet of Things (IoT) consists of resource-constrained smart devices capable to sense
and process data. It connects a huge number of smart sensing devices, i.e., things, and heterogeneous
networks. The IoT is incorporated into different applications, such as smart health, smart home, smart grid,
etc. The concept of smart healthcare has emerged in different countries, where pilot projects of healthcare
facilities are analyzed. In IoT-enabled healthcare systems, the security of IoT devices and associated data is
very important, whereas Edge computing is a promising architecture that solves their computational and
processing problems. Edge computing is economical and has the potential to provide low latency data
services by improving the communication and computation speed of IoT devices in a healthcare system.
In Edge-based IoT-enabled healthcare systems, load balancing, network optimization, and efficient resource
utilization are accurately performed using artificial intelligence (Al), i.e., intelligent software-defined
network (SDN) controller. SDN-based Edge computing is helpful in the efficient utilization of limited
resources of IoT devices. However, these low powered devices and associated data (private sensitive data
of patients) are prone to various security threats. Therefore, in this paper, we design a secure framework for
SDN-based Edge computing in IoT-enabled healthcare system. In the proposed framework, the IoT devices
are authenticated by the Edge servers using a lightweight authentication scheme. After authentication,
these devices collect data from the patients and send them to the Edge servers for storage, processing,
and analyses. The Edge servers are connected with an SDN controller, which performs load balancing,
network optimization, and efficient resource utilization in the healthcare system. The proposed framework is
evaluated using computer-based simulations. The results demonstrate that the proposed framework provides
better solutions for IoT-enabled healthcare systems.

INDEX TERMS Healthcare systems, security, software-defined network, edge computing, Internet of
Things.

I. INTRODUCTION

The development and proliferation in hardware technologies
have enabled the integration of Artificial Intelligence (Al),
Internet of Things (IoT), Edge Computing, and real-time
decision making. The integration of Al and IoT has coined
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a new term, the Artificial Intelligence of Things (AloT),
where the [oT devices metaphor the digital nervous system
and Al as the brain of a system. In AloT, the IoT devices
have some limitations such as accuracy and speed of data
transmission, whereas Al does not have human-like intel-
ligence but to learn from a pattern and improve itself [1].
The AloT is entering daily operations of various industrial
applications such as smart health, smart city, smart retail,
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industrial automation, logistics, and transportation, etc [2].
In these applications, the AloT devices transmit data to the
Cloud servers via Edge computing for decision making. For
example, a smart city application improves the Quality of
Life (QoL) by providing healthcare facilities securely and
efficiently. The AloT-enabled health applications gained pop-
ularity after integrating Al-enabled Edge computing and het-
erogeneous loT-enabled networks for transmitting medical
data in an efficient and timely manner. This integration of het-
erogeneous loT-enabled networks, wearable devices, Al, IoT,
and Edge computing has increased the interest of academia
and industry. For example, the 2018 survey of SADA sys-
tems [3] listed AI, Edge computing, and IoT as the most
popular technologies currently used and companies investing
the most are AIoT as shown in Fig. 1. Currently, Al-enabled
Edge computing in healthcare systems is very critical for the
research community to solve major issues at a global level.
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/
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FIGURE 1. Popular Technologies by percentage, 1oT 67%, Al 60%, Edge
computing 37% [3].

The fundamental issues with most of the IoT-based
applications are the resource-constrained nature of IoT
devices and their security. As a result, AloT applications
are getting popularity by securely and efficiently utiliz-
ing the limited resources of IoT devices, particularly in
healthcare [4], [5]. Because in healthcare systems [oT devices
continuously monitor patients and transmit the required data
constantly [6], that need to be protected from malicious activ-
ities. AIoT enhances the operational efficiency of healthcare
by reducing administrative work of clinical staff. In this
way, healthcare practitioners have more time to spend with
patients as desired in a patient-centric approach. Furthermore,
it also provides facilities like tracking of patients, health-
care practitioners, drug inventory, drug management, remote
health control, real-time monitoring, and analysis [7]. Real-
time monitoring and analysis of healthcare data have two
fundamental problems, secured and continuous data trans-
mission. The best way to secure a low-powered loT-enabled
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network is through lightweight authentication schemes.
For example, [8] has used a fast authentication scheme in
large-scale IoT by using a support vector machine for quan-
tizing the features of a probed channel. The quantized fea-
tures have been used for generating a pseudo-random binary
sequence (PRBS). On the other hand, the continuous trans-
mission is not possible on low-powered AloT devices while
collecting multiple data from the body of a patient. To over-
come these limitations, it is desired to use a lightweight
authentication scheme and process data at the network edge,
close to the wearables, using Edge computing. In AloT, Al is
embedded into IoT devices and augments Edge computing
to bring intelligence to the IoT devices [9]. It is better to
use Al techniques at the network Edge in IoT-enabled net-
works. Because the data generated by IoT devices can fuel
Al techniques to increase intelligence in the IoT devices and
Edge servers. A common way in the design of such a system
is to embed a software-defined network (SDN) controller in
the Edge server or an intelligent SDN controller assists the
Edge server, which is helpful in achieving load balancing and
efficient resource utilization.

In IoT-enabled healthcare systems, [oT devices need to be
authenticated before data transmission. After authentication,
the sensed data need to be offloaded to powerful Edge com-
puting for quick processing. The offloading to Edge should be
done intelligently with the help of the SDN controller, which
has the ability to develop full network programmability. The
intelligence of SDN fulfills the demands of Edge computing
in terms of resource allocation and load balancing, whereas
security is provided by a lightweight authentication scheme.
The SDN controller is responsible for data management,
time-sensitivity, Edge orchestration, and to provide quick and
highly reliable data transmission. These characteristics are
the main requirements of a healthcare system, which are not
covered in the literature. In literature, most of the researchers
have studied different aspects and applications of IoT, Edge
computing in [oT, Al-based IoT systems, security in IoT,
and SDN. There is no single study that covers all these
technologies, especially in a critical system like healthcare.
Therefore, in this paper, we fill this gap and combine these
technologies in a secured framework for SDN-based Edge
computing in an IoT-enabled healthcare system. In the pro-
posed framework, a lightweight authentication approach is
used to authenticate low-powered IoT-enabled health net-
works. Furthermore, an SDN-based Edge computing is used
for load balancing via collaboration between Edge servers
that aim to overcome the limited capabilities of a single
Edge server. The main contributions of this article are as
follows:

o To the best of our knowledge, the proposed framework
is the first one to integrate Edge computing and SDN
with security in the IoT-enabled healthcare systems in
a multi-faced data perspective. The existing studies dis-
cuss Edge computing, SDN, and security in [oT-enabled
healthcare systems independently and do not consider
multi-dimensional data.
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o To secure the IoT-enabled healthcare system, we pro-
pose a lightweight authentication approach. Using
this approach the Edge server authenticates wearable
and IoT devices. After authentication, these devices
exchange data with the Edge servers.

« To overcome the limited capabilities of a single Edge
server, the proposed framework allows collaboration
between Edge servers to solve the real-time and
high-bandwidth problems in terms of load balanc-
ing and efficient network utilization with the help of
SDN controller.

o To efficiently utilize network resources the SDN con-
troller is configured in such a way to deliver the crit-
ical data on time. The proposed framework allows the
migration of activities between the Edge server for load
balancing and network optimization.

« Finally, we evaluate the performance of the proposed
framework by conducting extensive simulations. The
simulation results illustrate that the proposed frame-
work performs better in terms of average response time,
packet delivery ratio, average delay, throughout, and
control overhead, thereby, providing a better solution for
SDN-based Edge computing in IoT-enabled healthcare
system.

The remaining paper is organized as follows. The related
work is summarized in Section II, followed by the System
model in Section III. In Section IV, the proposed secured
framework in the IoT-enabled healthcare system is explained
in detail. The simulation results and discussions are given
in Section V. Finally, Section VI concluded the paper and
future research directions are given.

Il. RELATED WORK
In this section, we briefly discuss the fundamental concepts
of IoT, security in IoT, SDN, and Edge computing.

A. INTERNET OF THINGS

Several billion devices are connected to the Internet. These
are growing continuously as reported by Gartner [10], which
states that approximately 8.4 billion devices were connected
to the Internet. This number increased by 2.5 times in the next
two years, due to the Internet of Things (IoT) concept that
seems to be the backbone of the future connected world. Gart-
ner reports that by the end of 2020 there will be 20.4 billion
IoT devices connected to the Internet [10]. The IoT is a
new paradigm in communication, which is the interconnec-
tion of existing devices with additional intelligence. These
devices process the sensed data and communicate with
other devices through the internet [11], [12]. Initially, the IoT
devices were operated in the unlicensed band using Blue-
tooth and ZigBee technologies. Currently, the 4G mobile
infrastructures are used for IoT deployment. However, they
do not fulfill the IoT requirements, and new technologies
are needed to improve the existing capabilities. Apart from
the limitation of short-range transmission of these devices,
the IoT devices have overcrowded the unlicensed spectrum.
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As aresult, it has opened various research issues and opportu-
nities for the research community. For example, [oT devices
can use the licensed spectrum opportunistically using the
concepts of cognitive radio (CR). A CR is capable of using
the licensed spectrum when it is free, and this will make
IoT devices suitable for long-range applications. Similarly,
the notion of Licensed Spectrum Access (LSA) in 5G,
which is an implementation of the CR concept, is another
open research area. In this way, the applications of IoT
are expanding into various fields, which causes different
challenges, like security and privacy of IoT devices and
networks.

B. SECURITY IN THE INTERNET OF THINGS

The resource-constrained IoT devices are vulnerable to
various threats that severely affects their performance.
To secure IoT-enabled networks, conventional cryptographic
algorithms do not perform well, resulting in complex secu-
rity issues [13], [14]. The IoT has three layers, i.e., per-
ception layer, network layer, and application layer, where
each layer is vulnerable to security threats. These threats
can be active or passive and can be launched from
inside or outside the network. There are numerous security
attacks on IoT that can degrade network communication
such as replay, sniffing, and eavesdropping, etc. However,
the Sybil and denial of service (DoS) attacks are more
dangerous as they deplete network bandwidth and device
resources [15]. In [16], authors have discussed Cloud-Fog
based IoT architecture using different features of Cloud and
Fog. They have proposed a cost-effective and energy-efficient
data offloading algorithm for efficient resource utilization.

C. SOFTWARE DEFINED NETWORKS

The main theme of the software-defined network (SDN) is
to isolate the network control from forwarding functions,
i.e., control and data plane, respectively [17]. In SDN, each
networking device forwards data packets according to the
rules configured on that device. The control plane is respon-
sible for configuring the rules on network devices and con-
trolling the network behavior. The SDN helps to simplify the
control and management of next-generation networks, most
importantly the IoT, Cloud Computing, and Cyber-Physical
Systems [18]. These technologies have caused exponen-
tial growth in the connectivity of heterogeneous devices to
the internet [19], [20]. However, security provisioning of
the SDN, particularly with the advent of IoT that connects
heterogeneous devices with their diverse access protocols
is a real challenge leading to security risks. Furthermore,
the logical centralized controlled intelligence of the SDN
architecture represents a plethora of challenges due to its
single point of failure [21], [22]. It remains the prime obsta-
cle that may throw the entire network into chaos and thus
expose it to various known and unknown security threats
and attacks. In SDN, security still in infancy and thus
presents the most striking challenge for both the industry and
academia.
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FIGURE 2. Proposed system model.

D. EDGE COMPUTING

shown in Fig. 2. These layers are the infrastructure layer,

Edge computing is an economical and efficient paradigm
that extends Cloud computing. It provides low latency data
services by bringing computing resources close to the edge
of an IoT-enabled network. The purpose is to alleviate the
processing and traffic load from low-powered IoT devices
to powerful servers at the edge. In this way, load-balancing
is achieved which results in lower delay and mobility sup-
port [1], [9]. Edge computing is supportive technology for
IoT applications, that has numerous advantages. For exam-
ple, energy-efficient communication among [oT nodes, IoT
applications in vehicular networks [23], sensor and actuator
networks [12], [24]. Furthermore, it is best used in applica-
tions like healthcare [15], [25], which requires context-aware
processing to delay-sensitive data. In [26], authors have used
the concept of clustering for decentralized Edge computing
for increasing the processing capabilities of the overall sys-
tem. They have used multi-channel to minimize delays and
increase system stability in real-time applications. In [27],
the authors have used Edge computing in secured brain-to-
brain communication. They have used a wireless electroen-
cephalogram headset using which the receiver receives the
thoughts of the sender. For example, if the sender thinks a

Edge

Edge computing layer, and core computing layer. The details
of these layers are given below.

A. INFRASTRUCTURE LAYER
The infrastructure layer, also called the IoT-enabled health-
care architecture layer, is composed of low-powered embed-
ded sensors and IoT devices. These devices are either attached
to the patient’s body or installed in the hospital. They have
limited resources and use different operating systems, CPU,
memory, and transmission powers. In certain cases, these
devices are remote and impossible to human interventions.
Therefore, it is essential to efficiently utilize these devices
by authentic data and connectivity to other entities in the
network.

B. EDGE COMPUTING LAYER
The Edge computing layer consists of different kinds of

servers. The IoT and wearable devices are huge in

number having multi-functions highlighting the importance
of multi-service Edge server in the network. This layer per-

word or number, the receives it.

Ill. SYSTEM MODEL

In this section, we discuss the system model of the proposed
framework. The proposed framework has three layers as
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forms different functions such as data exchange, storage,
processing, and job migration between different Edge servers.
Furthermore, this layer deals with different kinds of data,
variable packet size, associated protocols, and built-in secu-
rity. However, data coming from the IoT layer may suf-
fer from man-in-the-middle, replay, confidentiality, data
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integrity, and spoofing attacks. Furthermore, it can also cause
a higher delay and control overhead in the network.

C. THE CORE COMPUTING LAYER

The core layer has two parts, the core networks, and
the cloud services. The core networks are responsible for
hosting various applications that provide different services
and manage the end-to-end architecture of IoT. This layer
has a good security mechanism for data protection but is
still prone to denial-of-service (DoS) attacks. For exam-
ple, the wireless medium is always vulnerable to a DoS
attack. The security threats in these layers can be resolved
by using authentication, authorization, and cryptographic
schemes.

IV. SDN-BASED EDGE IN loT-ENALBED HEALTHCARE

In this section, we discuss our proposed secured frame-
work for software-defined network-based Edge computing
in IoT-enabled healthcare systems. The main theme of the
proposed framework is divided into three phases, i.e., a
lightweight authentication approach, SDN-based collabora-
tive edge computing, and job migration on Edge servers. as
discussed below.

A. LIGHTWEIGHT AUTHENTICATION APPROACH

The IoT-enabled healthcare layer has no built-in security
mechanisms, and its security is mandatory for the success of
the proposed framework. For this purpose, we have proposed
a lightweight authentication approach. Unlike [8], the pro-
posed authentication approach uses p-KNN for required
feature extraction from the probed channel and two hash
functions (H;(.) and Hj(.)) for encrypting the selected fea-
tures and quantization results. Note that, we assumed that
the hash functions are shared in the pre-deployment phase.
To extract characteristics from the probed channel we have
used probabilistic k-nearest neighbor (p-KNN) because it is
simple to implement and robust to noisy training data. p-KNN
performs classification using a simple majority vote and is
sensitive to outliers and removes them to get better results.
Moreover, channel probing is obtained using a lightweight
probing scheme given in [28]. Using this scheme, the IoT
devices are identified based on the operating frequency bands,
i.e., access frequencies or time slots. The accessing fre-
quencies of legitimate devices always need to be identical
to their unique pseudo-random binary number (PBN). The
PBN of a device-Edge pair is generated by using the unique
characteristics and attributes of the physical layer [28], [29],
extracted through p-KNN [30] as shown in Fig. 3. As evident
from this figure, the device request for connection to the
Edge server, and exchange channel probing signals. The Edge
server uses p-KNN to obtaining the required features, applies
a hash function (H;(.)), and sends encrypted results to the
IoT device. The device-Edge pair perform quantization, get
the seed for generating PBN, and applies the hash function
(H»(.)) to it. The hashed values are exchanged, and PBN
is generated after encrypting the hashed values. The device
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sends generated PBN to the Edge server for authentication,
where the Edge server decides on the results obtained by
matching both PBNs. In this way, authentication is per-
formed. The pseudo-code of the lightweight authentication
approach for IoT devices is presented in Algorithm 1, and
flow chart in Fig. 3.

B. SDN-BASED COLLABORATIVE EDGE COMPUTING

The Edge computing layer consists of different SDN-based
Edge servers, responsible for intelligent data processing, stor-
age, and collaboration with other servers. The purpose of
SDN-based Edge computing is to obtain the different quality
of services, such as low latency, low response-time, higher
efficiency, higher throughput, and proximity services. The
SDN controller is configured in such that it performs efficient
resource utilization by load balancing and optimal network
configuration. The SDN controller has all the details about
the storage, processing, and communicating capabilities of
each Edge server along with the outgoing and incoming
traffic from IoT devices. The SDN controller decides the
collaboration between Edge servers based on the load on
these servers and some predefined rules. In this way, effi-
cient utilization of computational and storage resources are
obtained by collaboration between Edge servers. The SDN
controller uses Algorithm 2 for collaboration decisions with
predefined rules.

C. JOB MIGRATION ON EDGE SERVERS

The servers in Edge computing are deployed on the network
edge. They offer services to low-power and IoT devices to
offload jobs to the servers with minimum delay. Indeed the
backbone of a successful IoT-enabled healthcare system is
Edge computing, however, the main problem with this setup
is how to minimize the response time, especially when job
arrival is arbitrary. The response time is the sum of job
uploading time, processing, job offloading time, and
job downloading time. One of the best solutions is to migrate
certain jobs to another server that be easily done by config-
uring the SDN controller as shown in Algorithm 3.

The flow chart of Edge collaboration and job migra-
tion is depicted in Fig. 4. In this figure, when an Edge
server receives jobs from wearable devices of patients,
it checks the number of jobs against its capacity. If the server
capacity is higher, it processes them locally and sends a
Beacon to the neighboring servers. The Beacon signals con-
tain information that how many jobs the sender can execute.
When the neighboring server has jobs and receives Beacon,
it sends a request for job execution and waits for ACK.
If ACK is received on time, the job is sent to the col-
laborator Edge server, otherwise forwarded to the Cloud
server.

V. RESULTS AND DISCUSSION

In this section, we use computer-based simulations to evalu-
ate the performance of our proposed framework for secured
healthcare systems. We begin by providing experimental

135483



IEEE Access

J. Li et al.: Secured Framework for SDN-Based Edge Computing in loT-Enabled Healthcare System

V”WW\N Channel probing [

010010101110 Quantization

Get seed for PBN generation

IoT DEVICE

Request to Connection

EDGE SERVER

Send encrypted results

Exchange channel probing signals

A A

Channel probing VWJ\)WV\MU

Extract features via p-KNN

\

Hash Hq(.)

A

Decrypt results

¥

\

Quantization 010010101101

\

Get seed for PBN generation

‘ Exchange encrypted values ‘
Hash H:(.) < > Hash Hz(.)
‘ Send PBN ‘
Generate PBN > Generate PBN

=

) FIQ =
o -

Grant/Deny Connection

Yes No

PBN Same?

Grant Deny

Connection Connection

IoT Device Attacker|
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Algorithm 1 A Lightweight Authentication Appraoch

Initialization: sum = 0.
input: communication channels

1:
2
3
4:
S:
6
7
8
9

10:
11:
12:
13:
14:
15:
16:
17:

procedure

for each Edgee yer do
Perform channel probing using [28]
Extract features using p-KNN, and remove outliers
Encrypt features with hash Hy(.)
Send encrypted data to Device;
Perform quantization using [31]
Exchange encrypted (using H»(.)) quantization results
Edgeserver and Device; acquires the seed for generating the PBN
Device; sends PBN to the Edgese- for authentication
Edgeserver check if PBN are identical
if true do
Grant access to this legitimate Device;
else
Abort connection and save ID as intruder
end if
end for

18: end procedure

> Device; also performs quantization

> Both parties generate PBN

setup & simulation scenarios, performance evaluation
metrics, and analyze simulation results using different
parameters.
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A. EXPERIMENTAL SETUP
In our simulation MATLAB has been used to analyze the
strength of the proposed system under different conditions.
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Algorithm 2 Colloborator Edge Server

Initialization: sum = 0.
input: j
1: procedure
2 for each E; do
3 sum the size of all submitted jobs j
4:  sum; = sum; + size;
5 if sum; < E. do
6 Process the job locally
7

> A job j, submitted by a node in IoT-enabled network.

> E; is Edge server

> E. is Edge server capacity

E; also sends a BEACON to its neighbors E;_; and/or E;; | as a potential candidate =~ BEACON shows available

space and time for sharing processing

8: else

9: E; submits j to Neighboring server
10: end if
11: end for

12: end procedure

Edge Server Neighbor Server Cloud Server

Jobs received
from Patients

v

Check if Jobs < E

'

Execute locally

and send Inform neighbor about E. | Receives BEACON
BEACON | and has jobs to share
Send request and
2 wait for ACK
Generate ACK
Send ACK |
i ACK
Send job to Edge Server Received?

v
Process the jobs

[
>

Send job to Cloud Server Process

Return results

FIGURE 4. Flow chart of edge server collaboration and job migration.

The different thread has been used for simulating SDN
controller, Edge Server, and authentication protocol. The
authentication protocol thread is used to secure the overall

VOLUME 8, 2020

the jobs

A

Return results

system, whereas the Edge server thread is used to achieve
load balancing and efficient resource utilization. The SDN
controller thread is used to analyze network parameters at
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Algorithm 3 Jobs Migration Between Edge Servers
input: List of Potential Candidates from Algorithm 2.

1: procedure
2 while BEACON received AND has a job to share? do
3 Neighbor node sends j to E; and waits for ACK
4 if ACK received on-time do
5: E; submits j to E;
6 else
7 j is submitted to Cloud server
8 end if
9: end while
10: end procedure

constant intervals. These parameters are used for optimal
Edge-to-gateway configuration, Edge collaboration, and job
migration. The number of Edge servers, number of patients,
and the data generated by patients (jobs) are used for test case
development. The results given in the paper are reported on
average. The simulation conditions are given in Table 1.

TABLE 1. The simulation conditions.

Parameters Values
Number of Patients 1000
Number of Edge Servers [5 -50]
Channel data rate 1 [Mbps]

Omni direction
Two-ray ground
250 [m]
1000 [s]

Antenna type
Radio Propagation
Transmission range
Simulation time

B. PERFORMANCE EVALUATION METRICS
The performance evaluation metrics are used to analyze the
proposed scheme. We have used the following metrics.

1) Average Response Time: Average response time
refers to the time by the Edge Server to return the
processed data to the patients. The factors degrade the
response time are the data rate, processing and com-
munication speed, number of jobs, and the types of job
submitted.

2) Packet Delivery Ratio: The packet delivery ratio (PDR)
is based on the number of packets sent and the number
of packet successfully received. It is defined as the
ratio of sent packets to the received packet as computed
in Eq. 1.

S
pdr SR x 100 @))
where S; is the number of packets sent and R; is the
number of packets received.

3) Average Delay: The delay (8) is the total time required
for a packet to be successfully received at the destina-
tion, while average delay is the sum of all delay sam-
ple divided by number of delay samples as computed
in Eq. (2).

d=1—-n @

135486

where, 7 is the time a packet is transmitted and p is the
time a packet successfully arrived at destination. The
average delay E(§) is given in Eq. (3),
21 8i

n

E@$) = 3)

4) Throughput (1): The network throughput is normally
measured in bits per second (bps) or packets per second
(pps)- The network throughput is the sum of the data
rates that are delivered to all nodes in a network. It is
calculated as in Eq. (4).

y = Zimt R

Y1 Si

5) Control Overhead (v): Control overhead is the ratio

of the total number of control messages generated by

each node in the network to the number of successfully
received packets, It is calculated as in Eq. (5).

v = Z?:l Ci
Z?:l R;

where C; is the number of control messages.

“

&)

C. EVALUATION RESULTS
In this section, we evaluate the proposed framework in terms
of metrics discussed in Section V-B.

1) AVERAGE RESPONSE TIME (ART)

The Average response time of the healthcare system
against the number of jobs is shown in Fig. 5. In this
figure, the upload/download time and waiting time of
Edge and Cloud server is depicted for the amount of
data (job) generated by patients. The waiting time is the
amount of time required by a job before its processing,
and the upload/download time is the time taken by uploading.
downloading jobs to/from the Server. The upload/download
time for a Cloud server is double than the Edge server.
Similarly, the waiting time for a job to execute at the Edge
server is much less than the Cloud server. It is because the
Edge servers are installed on network Edge and they forward
job to the Cloud server. When the number of jobs increases
the ART increases.

In Fig. 6 the ART for different system loads against
the number of servers is demonstrated. In this figure, the
ART for collaborative servers is lesser than the non-
collaborative servers, when the number of server increase the
ART decreases for different loads on systems. For example,
for 1000 jobs on a system the ART for collaborative servers is
lesser and it goes down when the number of servers increases.
Whereas, for 5000 jobs the ART is higher when the number
of servers is less and decreases by increasing the number of
servers. It is also evident from Fig. 6 that ART for Cloud
server is higher than the Edge server for different systems
loads.

In Fig. 7, the ART for upload/download (U/D) time
against number of servers is shown. In this figure,
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the upload/download time is higher for Cloud server than the
non-collaborative Edge servers and it decreases by increasing
the number of servers, whereas the collaborative Edge servers
produce the best results. In Fig. 6 and 7 the quick decrease of
ART by the increasing server is because the number of job is
processed by multiple servers.

2) PACKET DELIVERY RATIO (PDR)

The packet delivery ratio in healthcare system is shown
in Fig. 8. In this figure, the PDR against the number of
patients for three different scenarios is demonstrated. The
first scenario depicts the PDR of a traditional network in a
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healthcare system, whereas the second and third scenarios
demonstrate the effect of Edge computing and SDN-based
Edge computing. The PDR decreases when the number of
patients transmitting data increases. The PDR in the first
scenario is going down quickly because the low powered IoT
device cannot process and transmit a large amount of patient
data. In the second scenario, the PDR improves because the
processing and data analysis is performed at the Edge server,
whereas the third scenario produces the best results. After all,
the Edge server takes intelligent decisions with the help of the
SDN controller. The PDR decreases as the number of users
increases, especially when a high amount of data is generated
in peak hours. The IoT devices cannot perform well due to
congestion and high amount of data, while in other scenario
Edge collaboration, load balancing, and network optimization
gives better results.

3) AVERAGE DELAY

The average delay of patients in healthcare system is illus-
trated in Fig. 9 and 10. In these figures, the delay of the system
against the number of patients is depicted. It is worth men-
tioning, that this delay includes, processing, communication,
upload/download delay of patient data. In Fig. 9, the delay of
three of different scenarios is illustrated, the traditional net-
work, the Edge-enabled network, and the SDN-based Edge-
enable network. In the first scenario, the delay is higher
due to the low-processing of IoT devices, whereas better
delays in scenario two and three are due to the processing at
Edge and SDN-based Edge servers. In the second scenario,
the Edge servers collaborate while in the third scenario the
SDN controller provides intelligence to the Edge server for
network optimization, load balancing, and efficient resource
utilization. Likewise, the delay of critical and highly sensitive
data is depicted in Fig. 10. In this figure, delay for the same
three scenarios is shown, however, this delay is of critical
patients, whose data has given higher priority. The delay of
critical data is less than the delay illustrated in Fig. 9 because
of their highest priority.

4) THROUGHPUT
The throughput of the proposed framework is shown
in Fig. 11, which is analyzed under three different
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approaches. In the first approach, a traditional network is
analyzed, whereas in the second and third approach an
Edge-enabled network and SDN-based Edge-enabled net-
work is considered, respectively. The throughput of the
SDN-based Edge computing is higher due to intelligent deci-
sion about load balancing, Edge collaboration, and efficient
utilization of network resources. The Edge-based network
produces higher throughput than traditional networks because
in traditional network IoT devices cannot process large vol-
umes of data efficiently.

5) CONTROL OVERHEAD

The control overhead of the proposed system is shown
in Fig. 12. In this figure, the control overhead of three
different network scenarios is demonstrated, i.e., traditional
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network, Edge-based network, and SDN-based Edge-enabled
IoT network. In the traditional network scenario, the con-
trol overhead is lesser due to few control message
exchanges, whereas in the Edge-based networks the extra
control messages are exchanged for Edge collaboration and
upload/download data, which causes higher control overhead.
The SDN-based Edge-enabled network exchanges a higher
number of control messages that cause relatively higher over-
head than Edge-based networks due to extra control messages
for network optimization and load balancing.

VI. CONCLUSION

In this paper, a secured framework for software-defined
network-based Edge computing in IoT-enabled healthcare
systems is proposed. The IoT devices are authenticated using
a lightweight authentication scheme. After authentication,
data from patients are sent to the Edge server for processing.
The Edge servers collaborate for load balancing and have
a configured SDN controller for intelligent decisions. The
SDN-based Edge computing has better Edge collaboration
and efficient resource utilization via optimal network config-
uration. It results in better network performance such as aver-
age response time, packet delivery ratio, low latency, higher
throughput, and network control overhead. The simulation
results for three different network scenarios have verified the
efficiency of the proposed scheme. In the future, we aim to
enhance the proposed framework by protecting the privacy of
patients and their data. Furthermore, we want to save the data
patterns in a dataset and use a machine-learning algorithm to
predict malicious activities in the network.
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