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ABSTRACT The 5G is expected to revolutionize every sector of life by providing interconnectivity of
everything everywhere at high speed. However, massively interconnected devices and fast data transmission
will bring the challenge of privacy as well as energy deficiency. In today’s fast-paced economy, almost
every sector of the economy is dependent on energy resources. On the other hand, the energy sector is
mainly dependent on fossil fuels and is constituting about 80% of energy globally. This massive extraction
and combustion of fossil fuels lead to a lot of adverse impacts on health, environment, and economy. The
newly emerging 5G technology has changed the existing phenomenon of life by connecting everything
everywhere using IoT devices. 5G enabled IIoT devices has transformed everything from traditional to
smart, e.g. smart city, smart healthcare, smart industry, smart manufacturing etc. However, massive 1/O
technologies for providing D2D connection has also created the issue of privacy that need to be addressed.
Privacy is the fundamental right of every individual. 5G industries and organizations need to preserve it for
their stability and competency. Therefore, privacy at all three levels (data, identity and location) need to be
maintained. Further, energy optimization is a big challenge that needs to be addressed for leveraging the
potential benefits of 5G and 5G aided IIoT. Billions of IIoT devices that are expected to communicate using
the 5G network will consume a considerable amount of energy while energy resources are limited. Therefore,
energy optimization is a future challenge faced by 5G industries that need to be addressed. To fill these
gaps, we have provided a comprehensive framework that will help energy researchers and practitioners in
better understanding of 5G aided industry 4.0 infrastructure and energy resource optimization by improving

privacy. The proposed framework is evaluated using case studies and mathematical modelling.

INDEX TERMS 5G, energy optimization, industrial Internet of Things, privacy, security.

I. INTRODUCTION

The massive demand for high quality network services
and increase of multimedia usage has triggered a signif-
icant change in the way network has been administered.
To meet the increasing demands of internet customers; espe-
cially cellular users, organizations are embracing 5G as their
future network. 5G will not only be just an advancement
in its predecessors; instead, it aims to be a ground-breaking
improvement in terms of bandwidth, massive connectivity,
reliability, latency, and energy efficiency. It aims to connect
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everything everywhere by providing efficient and reliable
services [1], [2]. It will allow Industrial internet of things
(IToT) devices to communicate and share data with very high
speed and low latency as shown in Figure 1.

5G is designed with the protracted capacity to empower
new deployment models by enabling next-generation users’
expectations and delivering new services [3], [4]. It is mainly
expected to expand the mobile network into new realms.
It will impact every field of life, i.e. remote healthcare, safe
transportation, digitized logistics, agriculture precision and
much more. It will also affect the economy by creating new
jobs, increasing global economic output and GDP [5], [6].
However, this massive connectivity of billions of devices will
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FIGURE 1. Connecting everything everywhere using loT devices.

FIGURE 2. How 5G works.

create various challenges, and most important of them are
privacy and energy resource optimization. Working of 5G is
shown in Figure 2.

5G will provide constant connectivity of IoT devices and
is expected to transfer a huge volume of data. This massive
transfer of data poses various challenges in terms of customer
data privacy. For example, China is doing rapid advancement
in technology, and it is expected that soon, it will install key
elements of 5G network all around China. This will enable
them to spy the traffic passing through them and thus is an
alarming situation for the US government. Further, 5G will
transfer a huge amount of sensitive personal data such as
personal medical information, financial information, etc., this
would also need privacy and protection from cyber breaches.
Similarly, location and movement trial is another privacy
issue in 5G due to large number of cellular towers [7], [8].
Some common factors that leads towards privacy issues in 5G
network include: more privacy concerns due to excessive and
fast transmission of data, new trust models, evolved threat
landscape and new service delivery models [9]-[11] as shown
in Figure 3.
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FIGURE 3. 5G privacy concerns.

The presence of evolved privacy issues in 5G network
put more responsibilities on the developer as well as end-
users. Developers need to implement reliable data encryption
techniques to protect users’ personal information. They also
need to design user friendly privacy policies that are easy to
understand by the customer. As far as the end-user is con-
cerned, they need to make sure that the application they are
downloading is from a reliable platform. Further, users need
to protect their personal information from unnecessary dis-
closure. They need to read and comprehend the privacy policy
of the application, where users’ data will be stored [12]-[14].

Massive interconnected IoT devices will consume a huge
amount of energy that can cause energy deficiency. To over-
come this issue and to leverage the potential benefits of 5G,
energy optimization is inevitable. Energy optimization means
using energy in such a way that it could provide maximum
services to the human and climate. The three key pillars of
energy resource optimization are energy efficiency, demand
response and fuel switching [15], [16]. Energy efficiency
means saving maximum energy in existing infrastructure.
This can be done by utilizing energy-saving equipment and
proper management of energy resources. Demand response
means facilitating energy customers by providing them with
sufficient energy resources, and switching fuels refers to stop
burning it indoors and shifting towards electricity [17]-[19].
Figure 4 provides a complete picture of an energy portfolio
that need to be optimized for leveraging maximum benefits
of 5G aided IIoT. According to figure 4, energy cycle is
composed of various steps which include: energy demands in
various sectors of life; this demand leads towards energy gen-
eration using resource-efficient ways, the generated energy is
stored and delivered to various sectors of the economy for
consumption. Finally, energy optimization for CapEx which
include long term expenses and energy optimization for OpEx
which include day-to-day energy expenses [20], [21].

IIoT is a system of heterogeneous interconnected devices
that communicate and share information with each other
without human interaction. It has brought great revolution
in industrial sector by providing opportunities to leverage
the potential of smart machines and getting benefits from
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FIGURE 5. How lloT benefits energy system.

real-time analysis of data in industrial settings [22], [23].
5G technology has made these IloT devices more useful by
increasing communication speed and bandwidth [24].

IIoT devices enable smart energy systems by providing
support in various dimensions of energy system includ-
ing: demand services, regulations and marketing, generation,
transmission and distribution [25]-[27] as shown in Figure 5.

5G and IIoT have benefited the field of energy and utilities
the most. However, energy resources need to be optimized to
leverage the potential benefits of 5G aided IIoT. For example,
working hours need to be decided based on day-light strategy
will save energy, as energy consumption is dependent on time
and power as shown in equation 1

E=p=xt @))

where E refers to the energy, p refers to power and t refers to
the time
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FIGURE 6. Dimension of privacy.

Keeping in mind the importance of privacy preservation
and energy optimization in 5G network, this article aims to
provide an effective solution for privacy and energy opti-
mization. First privacy issues will be discussed in the light of
existing literature, then energy related problems and solutions
will be addressed. Next, we will provide a comprehensive
framework that will not only address privacy concerns; rather,
it will also provide energy optimization strategy. Further, both
privacy preservation and energy optimization are modeled
mathematically and evaluated using 2 case studies one for
each. The remainder of the paper is organized into four
sections; Section 2 will provide some related work for better
understanding of the area under study. Section 3 will provide
a novel privacy protection and energy resource optimization
framework. Section 4 will use case studies and mathematical
modeling to evaluate this framework, and finally, section
5 will conclude the paper by providing directions for future
research. Before proceeding towards the next section, possi-
ble symbols used in our mathematical models are presented
in Table 1, while table 2 list all possible abbreviations used in
the paper.

Il. LITERATURE REVIEW

This section will provide an overview of privacy protection
and energy optimization in 5G context based on existing
literature

A. PRIVACY PROTECTION IN 5G
Privacy is one of the important concerns in the 5G network
that need to be addressed. Privacy is usually categorized into
three parts, namely, data privacy, identity privacy and location
privacy, as shown in Figure 6. In the section below, we provide
some existing studies that have addressed the issue of privacy
in 5G context

Paper [28] provided a detailed survey on the core tech-
nologies used in the 5G network and provided a 5G security
model along with privacy concerns. This article considers
privacy from user’s perspective and identified core privacy
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TABLE 1. Symbols and notations used.

Symbols Used for
P Privacy
X Identity privacy
Y Location privacy
V4 Data privacy
Aa Anonymous authentication
Im Identity management
Ka K-Anonymity
Le Location encryption
DI Dummy location
De Data encryption
Dr Data rate
Dp, Data protection
X Organizational set value for x
Yy Organizational set value for y
a Organizational set value for z
E Energy
EC Energy Consumption
AEC Active energy consumption
PEC Passive energy consumption
X Energy consumption/Usage
X5 Latency
X Spectrum efficiency
Xy Working time
X; Weather condition
Xs Energy waste/leakages
c Standard error of estimation
ES Energy supply
DV Amount of data to be shared

a,ddas,...ds Coefficient of X1, X;...... ,Xs respectively

PLps...ps Industry preferences for X, X...... X5
respectively

e5e5e;..es Differences between optimized values and
actual values

Xisy Xog oo Xss Organizational values for X, X:...... X

respectively

challenges and also provided a few regulatory objectives.
According to this research, privacy is categorized into 3 types
including data privacy, location privacy and identity pri-
vacy. Some of the key privacy issues identified in this study
include: E2E data privacy, shared environment, loss of own-
ership, varying trust objectives and third-party involvement.
Finally, the paper proposed some key privacy properties
that need to be incorporated in 5G, these properties include
anonymity, unlikability, undetectability, unobservability and
pseudonymity.

According to paper [12], privacy preservation is one of
the key requirements of modern 5G network; it varies from
application to application. However, there are generally three
kinds of privacy concerns, namely, location privacy, identity
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TABLE 2. List of abbreviations.

Abbreviation  Explanation

5G Fifth generation

D2D Device to device

e} Input Output

IIoT Industrial internet of things

GDP Gross domestic product

UsS United State

CapEx Capital Expenditure

OpEx Operating Expenditures

E2E Equipment to equipment

SDN Software defined network

CPS Cyber physical system

TIAA Industrial automation applications
RMA Remote machine automation applications
RA Robotic applications

SCA Supply chain applications

HAM Handover authentication mechanism
HetNets Heterogeneous networks

QoS Quality of Service

DLC Development life cycle

privacy and data privacy. Location privacy can be preserved
using three solutions, namely, k-anonymity, location encryp-
tion and dummy locations, while identity privacy can be
maintained using anonymous authentication. The data pri-
vacy can be preserved using two solutions; using encryption
and transmitting data at the rate, which is less than the secrecy
capacity.

In paper [14], privacy issues in the 5G network have
been identified along with the objective of privacy protec-
tion. It also aligned the identified issues with these objec-
tives and proposed a technical and regulatory approach to
address these issues. Some key issues identified in this article
include E2E data confidentiality, loss of ownership, legal
dispute, shared environment, loss of governance, hacking
and providing information to the third party. The proposed
solution is based on regulatory and technical approach. The
regulatory process consists of applying proper regulation at
three levels, namely, government, industry self-regulation and
consumer/market regulation. The technical solution designed
in this study includes privacy aware SDN based routing mech-
anism, design privacy, hybrid cloud and timely assessment of
privacy and security.

According to [29], privacy preservation and balance
between privacy requirements & offered services are the key
requirements of 5G network that need to be taken into account
from infrastructural as well as architectural perspectives. This
article also discusses privacy from three perspectives, as men-
tioned in previous studies, namely, data privacy, location
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FIGURE 7. 5G enabled Industry expected revenues in 2026.

privacy and identity privacy. Data privacy can be addressed
using strong data protection techniques and by following
privacy regulations. The anonymity-based solution is suitable
for preserving location privacy, and proper identity manage-
ment is inevitable for maintaining identity privacy.

In paper [30], a novel HAM is proposed for 5G HetNets,
and this mechanism ensures traceability and user anonymity
using SDN technique and user capability integration. The
proposed scheme doesn’t involve the third party during
authentication and key agreement between users’ equipment
and base stations in 5G HetNets. Thus it makes the handover
process easy and also preserves privacy. According to study
results, communication cost and computational overhead are
low in the proposed scheme as compared to other existing
schemes.

It is obvious from the above discussion that 5G will be the
backbone for all future transactions. However, the massive,
interconnected devices and fast data transmission will raise
the problem of privacy. Various studies have discussed the
issue of privacy by providing different practices that need to
be adopted in 5G setting. Still, there exists no proper solution
for it. To fill this gap, we will provide a framework in section
3 that will not only preserve privacy in 5G rather, it will also
optimize energy efficiency in 5G.

B. ENERGY OPTIMIZATION IN 5G
5G has benefited various sectors of the economy, and
energy & utilities are the sector that benefited from it the
most. According to a report published by Ericson [31],
the total revenue generated from 5G-enabled industries is
expected to be 1.3 trillion USD in 2026 from which lion
share will be generated through energy and utilities as shown
in Figure 7. This indicates that energy is one of the key
sectors that will get benefits from 5G. To leverage these
potential benefits, energy resources need to be optimized.
In this section, we will survey some existing studies on
energy resources’ optimization in 5G aided IIoT to get the
state-of-the-art picture.

A 5G based network communication framework for Cyber-
physical IoT is proposed in [32] with the aim to support
full-duplex communication in a network having multiple
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sensors, actuators and a central controller. Based on the
proposed framework, an algorithm was proposed for energy
resource allocation efficiently. The framework was divided
into two parts, namely power allocation and channel allo-
cation, and separate algorithms were proposed for handling
each issue. Proposed algorithms were tested using simulation
and were also compared with existing algorithms. The simu-
lation results validated proposed algorithms and proved that
proposed algorithms outperform existing algorithms in term
s of QoS and energy efficiency.

A detailed study on 5G and IoT is undertaken in [33] to
explore the various approaches used for addressing resource
problems. These approaches are categorized, weakness and
strengths of each approach is discussed along with similar-
ities and differences between these approaches and future
directions for resource allocation in 5G and IoT is provided.
Further, the issue of spectrum scarcity in 5G and IoT is
addressed, and a solution model is proposed for it.

According to [34]; after IIoT and 5G emergence, a tremen-
dous growth of smart devices is expected that will create
substantial traffic shocks in the future network. To address
this problem and to support computation intensive applica-
tion on resource constrained users’ devices, a joint resource
optimization scheme is proposed in this study. The pro-
posed scheme combines D2D communication technologies
with edge computing for 5G edge network. Three processing
modes are developed in this scheme for the processing of
computationally intensive tasks which include local comput-
ing, edge node computing and fog computing along with
corresponding energy consumption model, time delay model
and task allocation model. The proposed optimization model
was tested using simulation, and the results reveal better
energy consumption and improved performance of 5G mobile
communication.

According to [35], IoT is facing a spectrum shortage issue
due to the tremendous growth of IoT terminals and the
services of big data. On the other hand, 5G owns enough
spectrum resources for handling big data. Therefore, combin-
ing IoT and 5G will expand communication resources. This
article proposes power splitting and time switching model for
simultaneous transfer of IoT and 5G information where IoT
nodes handle both streams. Two joint optimization problems
are formulated in this study: first, node power and allocation
power for maximizing 5G transmission rates with minimal
IoT transmission rate. Second, maximizing IoT transmission
rate under 5G transmission constraints. Further, an energy
efficient model is proposed to minimize IoT power consump-
tion while guaranteeing transmission rates of both 5G and
IoT. The proposed model was tested using simulation, and
results reveal that the proposed model save IoT energy in 5G
settings.

An energy efficient framework is proposed in [36] for man-
aging and controlling data rate and transmission power of IoT
devices and for minimizing energy consumption in 5G net-
works. According to the proposed framework, the consump-
tion of energy can be optimized in three ways: 1) optimal
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power with fix rate given 2) optimal rate with fixed power
is given and 3) an optimal combination of both power and
rate. The proposed scheme was tested using simulation, and
results reveal that the proposed scheme provides significant
energy saving.

According to [37], IoT helps to improve energy efficiency,
reduce negative environmental impacts and increasing renew-
able energy share. This article generally provides a detailed
survey on [oT applications in energy and particularly in smart
grid context. Various IoT enabling technologies are discussed
along with associated challenges and solutions. The provided
survey is helpful for energy policymakers, managers, and
owners to better understand the role of IoT in optimization
of energy system.

It is obvious that IIoT and 5G are most powerful tech-
nologies of the digitized world that will reshape the near
future [38], [39]. However, privacy preservation and energy
optimization are the problems in IoT and 5G realm that need
to be addressed to leverage the potential benefits of these
technologies. Most of the existing studies discuss privacy
issues and provide some best practices that need to be fol-
lowed, but a detailed framework for privacy preservation is
missing. On the other hand, energy optimization is another
problem in 5G that need to be addressed, but there exist only
a few studies that discuss energy problem in IIoT and 5G
realm, and their main focus is on energy efficiency rather than
optimization [39], [40]. At the same time, a few more recent
studies are focusing to the user privacy issues linked with their
daily lives [41]-[43], while at home, using 5G based gadgets
and while travelling. To fill these two gaps; in the upcoming
section, we will provide a framework to address the issues
of privacy preservation, and energy optimization in 5G aided
IIoT.

Ill. PRIVACY PROTECTION AND ENERGY RESOURCE
OPTIMIZATION FRAMEWORK

In this section, we have provided a 4-layered framework for
privacy preservation, and energy optimization in 5G aided
IIoT context. Layer 1 is the application layer which includes
CPS, TAA, RMA, RA, and SCA etc. it is the top most layer
that uses 5G technologies provided by 5SG embedded telecom-
munication layer. Layer2 is 5G embedded technological layer
that consists of 5G technologies such as 5G routers, base
stations etc. Layer 3 of the model is the energy optimization
layer; this is the most important layer of the framework.
This layer aims to maximize users’ comfort by minimizing
power consumption. This layer will enable efficient use of
energy through load balancing, energy saving, making energy
equipment active when required, energy prioritization and
various other best practices. Layer 4 is the industry 4.0 layer
which aims to completely automate the data exchange using
ITIoT and 5G technologies and thus creating a smart industry.
These 4 layers are interconnected virtually and strengthen
each other as shown in figure 8. Privacy preservation is
considered at all four layers by implementing the best prac-
tices which include: anonymity, unlinkability, undetectability,
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unobservability, pseudonymity, location encryption, dummy
locations, proper identity management and transmitting data
at the rate which is less than the secrecy capacity. Various
privacy and security icons between layers of the framework
highlights the importance of privacy and its preservation
during overall data transmission periods.

IV. FRAMEWORK EVALUATION

Industrial energy consumption is a major part of GDP glob-
ally. When it comes to 5G enabled industry 4.0, energy
efficiency along with digitalization and production flexibil-
ity, become necessary to win. On the other hand, privacy
preservation is inevitable for the success of any organization.
Below we provide two separate mathematical models, one for
privacy preservation and other for energy optimization in 5G
aided IIoT.

A. MATHEMATICAL MODEL FOR PRIVACY PRESERVATION
This section will do the mathematical modeling of privacy

preservation by using the symbols and notation mentioned
in Table 1

P=f(x,y72 2

The objective function in our case will be privacy preservation
that can be expressed mathematically as

Objective function Maximize (P) 3)
where
x = f (Aa, Im) “4)

According to equation 4, identity privacy is dependent
on anonymous authentication and identity management.
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If anonymous authentication and proper identity management
are implemented, identity privacy preservation will be strong.
There exists a proportional relationship between the depen-
dent and independent variables as shown in equation 5

S xxAanNx o Im 5)
Similarly
y =f (Ka, Le, DI) (6)

Equation 6 shows that location privacy is somehow depen-
dent on implementing K-anonymity, location encryption and
dummy location and there exist a proportional relationship
between these variables as shown in equation 7

SyxKaNyoLeNy o DI @)
In the same way
z=f (De, Dr, Dp;) (3)

According to equation 8, data privacy can be preserved
through strong data encryption, transmitting data at the rate,
which is less than the secrecy capacity and using strong data
encryption techniques. Where

,'_zocDeﬂz(xDrﬁzo(L )
Dp;
According to equation 9, data privacy is directly proportional
to data encryption and data protection while it is inversely
proportional to the data rate.
Let p1, p2, p3 are the industry preferences for x,y and z
then the comfort index of the user regarding privacy preser-
vation will be

e1\? e \? e3\?
cr=pil - (—) + 2l - (—) tpl <_>
Xs Vs s

where

pr+p+p3=1 (1D

and ey, e, e3 are differences between optimized values of
parameters and actual values of parameters

The variation in dependent variables x, y, z on the indepen-
dent variable P can be calculated using the partial derivatives
of equation one as shown below

JaP P
fx=a—f(x,y,Z)=Px=—=Dxf (12)
X 0x
oP oP
f= a_yf (x,y,2) =Py = oy Dyf (13)
oP 0P
fz=8—f(x,y,Z)=Pz=—=sz (14)
z 0z

Equation 12-14 are the partial derivatives of equation 2.
These equations provide an effect of change in independent
variables on the dependent variable. To further illustrate our
mathematical model, we have provided a privacy preservation
algorithm below.

VOLUME 8, 2020

Proposed Algorithm 1 For Privacy Preservation
Begin

Set expected values for x, y and z as xi, yi, Zi
Set actual values for x, yand zas X, Y and Z
l:fX < X

Then Maximize (Aa, Im)

else if Y < y;

Then Maximize (Ka, La, DI)

else ifZ < z;

9. then Maximize (De, Dpt) and optimize (Dr)
10. End if

11. End

NN R WD =

Algorithm 1 compares the expected values and actual val-
ues for all identified parameters and compare them for any
discrepancy. If the values of actual and expected parameters
are same this means organizational privacy policy is strong.
In case of variation between values of actual parameters and
expected parameters, organization need to refine its policies
by making changes in independent variables. Figure 9 shows
the working of our algorithm.

According to figure 9, the organization set values for all
three types of privacy, namely, identity privacy, location pri-
vacy and data privacy in the beginning. In case of any dis-
crepancy in the set values, the organization need to optimize
the corresponding values of independent variables.

B. MATHEMATICAL MODEL FOR ENERGY OPTIMIZATION
This section aimed to provide a mathematical model that will
optimize energy in 5G context by following the symbols and
notations mentioned in Table 1.

Energy consumption is usually a combination of active
energy consumption and passive energy consumption,
as shown in equation 15, where active energy consumption
refers to the energy that is consumed during working hours.
On the other hand, passive energy consumption refers to
the energy that is consumed during non-working hours, e.g.
holidays etc.

EC = AEC + PEC (15)
where Objective Function is

Z = minimize (EC) (16)
EC = f (X1, X2, X3, X4, X5, X¢) (17)

and

EC = o1X) + 00 Xo + a3X3 + a4 X4 + o5X5
+asXeg+¢e  (18)

from the six variables identified in equation 18, we have to

Minimize (X1, X2, Xe) (19)
Maximize (X3) (20)
Optimize (X4, Xs5) 21
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X;,¥;,Z; are expected values
X.Y,Z are actual values

Maximize(Aa,Im)

T

> Maximize(Ka,Le,DI)

TJ

Maximize(De, Dpt)
& optimize(Dr)

<

FIGURE 9. Privacy preservation flow chart.

According to equation 19, industry needs to minimize energy
usage, latency and energy waste/leakages to get optimum
energy results. On the other hand, improved spectrum effi-
ciency will help in timely management and decision making
and will accelerate the industry processes. While weather
condition is somehow possible to control by prior prediction
and to adopt suitable strategy according to that prediction.
Working hours can also be optimized by taking maximum
benefits from daylight working hours etc.
Hence, in our case

X1, X5 ... Xg are decision variables.
Constraints
X1 < ES (22)
DV =~ X; (23)

Suppose  pi, 2, p3. p4,ps, ps refers to a 4G indus-
try preferences for Xi, X2, X3, X4, X5, X¢ then organiza-
tional comfort index regarding energy optimization will

183672

(24)
where
pr+p2+p3+ps+ps+pe=1 (25)
According to proposed model
X| « Xg and X1 o X4 (26)

Equation 26 shows that energy usage is directly proportional
to energy waste/leakages; this means when X¢g will increase
X1 will also increase. In the same way, energy usage is also
proportional to working time which means that more time
needs more energy resources to be consumed. Similarly

1 1
Xo x X and X3 « X 27
Equation 27, highlights that latency is inversely propor-
tional to spectrum efficiency; if internet bandwidth is high,
latency will be low. On the other hand, spectrum efficiency
is inversely proportional to adverse weather condition, which
means weather abnormalities will affect spectrum efficiency
by creating distortion in 5G signals. In order to evaluate
the individual effects of X;,X»...Xe EC need to find the
partial derivatives of equation 17 w.r.t. all six independent
variables X1, X7 ...Xg and these derivatives are shown in
equation 28-33

JEC
fx, = —(le + a2 Xo + a3X3 + a4 Xy
+a5Xs5 + aeXg + €)
= ECx, = 9EC = DX (28)
- X = X - !
JEC
fx, = W(MX] + a2 Xo + a3X3 + 0aXg + as5Xs
2
+ a6Xe + €)
= ECxy, = — = DX 29
X2 39X, 2 (29)
JEC
foy = 3_X3(0”X1 + a2 Xo + a3X3 + a4 Xy
+as5Xs + aeXe + €)
= ECyx, = 9OEC _ DX (30)
a %= X - 3
JEC
Jx, = 87(061)(1 +a2Xo + a3X3 + 04Xy + asXs
4
+ aeXe + €)
Y= o 4 (31)
JEC
fxs = 87(ochl + o Xo + a3X3 + 0aXs + a5Xs
+ aXe + €)
= ECy. = — = DX 32
Xs ax, 5 (32)

VOLUME 8, 2020



M. Humayun et al.: Privacy Protection and Energy Optimization for 5G-Aided Industrial Internet of Things

IEEE Access

Proposed Algorithm 2 For Energy Optimization

1. Begin

2. LetP={P{,P,P3....... P, } is a set of processes in an
industry

For all P; if (p1(X1) = X1,)

Then minimize (X¢) OR optimize (X4)

else if (p2(X2) > X3))

Then improve (X3) OR optimize (X5)

else if (p3(X3) < X3,)

SNk w

7. optimize (Xs)
8. Endif
9. End

V

{P1,P2,P3._.Pn}

!

| Decision Variables ‘1

‘ Set of Processes ’

X1,X2....X6

!

Industry Preferences
p1,p2...p6

if p1(X1)==set value of X1 D/ Minimize(X6)/Optimize(X4)

Improve(X3)/Optimize(X5)

T T

Optimize(X5)

/L

FIGURE 10. Energy optimization flow chart.

JEC
fxe = aT(olel + o Xo + a3X3 + 04Xy + a5Xs
6
+ aeXg + €)
= ECx, = 9EC = DX 33)
o X = 0X] o 6

The detailed working of the proposed model is shown
in algorithm 2 and is also elaborated diagrammatically
in Figure 10 According to Figure 10, the 5G aided IToT based
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industry has a set of processes P = {P1, P2, P3....Py,} these
set of processes are executed according to organizational
preferences. X ... Xe are decision variables that impact the
energy level of the industry. The industry has its set prefer-
ences for each decision variable thatis p1, p2, p3, p4, p5, pe In
the initial planning of the energy consumption/optimization,
industry set its preferred values for all the decision variables
that can be named as X1, Xo5, X35, X45, X55, X6s The industry
compares its energy usage X based on the reading it receives
through smart meters and compare it with the set value of
energy usage X1, If there is any discrepancy in the set value
and the actual value of energy consumption, then it checks
for energy waste/leakages X and try to minimize it. If this is
not the case, then it can modify working times to get benefits
from sunlight and other renewable/natural sources of energy.

In the same way, if the latency is high as compared to the
expected value, then industry need to improve spectrum effi-
ciency or it may be caused by adverse weather effects. In such
cases, the industry needs to find some alternatives such as
prior weather forecasting might help in future planning. Sim-
ilarly, if the spectrum efficiency is less than the expected
value, it might also be due to adverse weather conditions. This
problem can be addressed by taking proper measures on time.

C. CASE STUDY A (PRIVACY PRESERVATION)

ABC is an American based healthcare industry 4.0 which
is using 5G services to improve its healthcare services. The
industry is having a strong cyber-physical system consisting
of massive interconnected IoT devices for performing various
healthcare activities. Patients are monitored remotely through
wearable [oT sensors, and privacy preservation is one of the
important targets of this healthcare industry. The industry is
using various best practices to address all three dimensions of
privacy. Wearable sensors attached to patient’s body monitor
vital health parameters, and in case of any variation in actual
parameters and set parameters, the values are sent to base
station which is responsible for sending it to the caregiver so
that timely action could be taken. Privacy of patients’ data,
location and identity is preserved using various techniques as
mentioned below.

Patient identity is protected through anonymous authen-
tication and by implementing proper identity management.
The industry has given different privileges to its employee,
and strict monitoring and control is implemented to assure
the privacy of patients’ data. In case of any privacy leak-
ages, the identity management process is refined and mon-
itored strictly. Patient location is also kept private through
K-anonymity, location encryption and dummy location.
Location encryption mechanism is strong and protected by
using trusted security software. Patients’ data privacy is pre-
served through strong encryption, applying data protection
techniques and by sending data rate less than the expected
secrecy capacity to avoid data breaches. The working of case
study is shown in Figure 11.

The step-by-step working of ABC healthcare industry is
shown below
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Base station

FIGURE 11. Case study a description.

1. Initialize the values of x, y, z and set preferred values
for it

2. Identify the decision variables corresponding to x, y, z
respectively

3. Calculate the partial derivative w.r.t. each decision vari-
able to find the impact of change in decision variable
on the corresponding privacy dimension

4. If there is any discrepancy in the actual and expected
values of x, y, z then optimize decision variables as per
the situation

D. CASE STUDY B (ENERGY OPTIMIZATION)

XYZ is a Japan based car manufacturing industry 4.0 which
is using 5G services to accelerate its working. The company
is having its own strong cyber physical system which include
various smart machines. It is using modern control system
(remote monitoring), and the whole system is automated
using IIoT. All the products and the means of production are
interconnected to achieve real-time optimization in terms of
value creation and cost &, energy optimization. Information
technology and operational technology is fully integrated at
all levels starting from enterprise planning level to operation,
production and up to field level.

The company is having a unified and fully digitalized
operational platform which provides digital documentation
instead of traditional blueprints. Data flow across the com-
pany through process chain and any modification in the data
is also refreshed at other places. The digital documents are
useful in building 3-D models and can also be used in training
using virtual reality. An intelligent visualization platform
helps in timely decision making. The whole development
process starting from inception to construction is managed
using a unified platform. XYZ Company is having a smart
building, providing smart services, and is using smart DLC,
as shown in figure 12. The company is using the latest IIoT
technologies such as smart sensors, actuators, SG enabled
smart devices, smart meters, and various computing devices.

The company is using 4 types of energy resources to
produce energy which include electricity, renewable energy,
biofuels, and natural gas. Energy consumption is moni-
tored through smart meters which calculate daily energy
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services

FIGURE 12. Conceptual working mechanism of XYZ industry 4.0.

consumption. The steps used for energy consumptions and
optimization are as follows
1. Calculate daily energy usage/consumption which is
equal to wattage multiplied by hours used per day and
divide the answer by 1000 as shown in equation 34

w*h

1000
where DEC refers to daily energy consumption, w
refers to energy wastage, and & refers to numbers of
hours’ energy is used

2. Calculate the monthly energy consumption by multi-

plying the daily energy usage with the number of days
the devices are used as shown in equation 35

DEC = (34)

MEC = DEC*D (35)

where MEC refers to monthly energy consumption,
DEC refers to daily energy consumption while d refers
to the number of days’ energy is used

3. Multiply monthly energy consumption with the cost of
energy as shown in equation 36

TEC = MEC*Cost (36)

4. Calculate energy waste by subtracting input power
from output power as shown in equation 37

EW =IP — OP (37)

where EW refers to energy waste, IP is input power
that is usually measured in AC and OP refers to output
power that is measured in DC
5. Compare the calculated value with set values and take
proper measures in case of discrepancies
The above discussion shows that the upcoming era is the 5G
era in which most of the industries will be fully automated
using 5G aided IIoT. It will provide huge benefits to the
industry as well as the overall economy in terms of GDP
growth. However, energy resources are limited, and there
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is a need to take maximum benefits from these resources
through energy optimization. To do this, smart devices are
there to calculate energy consumption and wastage. However,
proper actions need to be taken to avoid energy waste. Var-
ious factors such as temperature, weather condition, latency,
spectrum efficiency etc. impact energy usage in the industry.
The need is to optimize energy consumption by minimiz-
ing the negative impacts of these factors and maximizing
energy.

V. CONCLUSION AND FUTURE WORK
The objective of this research is to provide an optimal

solution for privacy preservation, and energy optimization
in 5G enabled IIoT based Industry 4.0. 5G has made a
huge paradigm shift in almost every field of life. Industry
4.0 that is leveraging the potentials of IoT devices and 5G has
now become a new industrial phenomenon. Industry 4.0 is
using the concept of a smart building, smart services and
small development lifecycle in which billions of devices will
be interconnected. This massive interconnectivity of hetero-
geneous devices raises the issue of privacy that is one of
the important users’ concern. On the other hand, billions
of interconnected devices and fast data transmission using
the 5G network need many resources, and one of them is
energy. To leverage the potential benefits from these mas-
sively interconnected devices, we need to improve the privacy
as well as energy. To do this, we have provided a four-
layered framework that will serve as a guide for Industry 4.0
researchers and practitioners in better understanding of the
industry 4.0 infrastructure and the positive impact of privacy
preservation and energy optimization. We have formulated
a mathematical model to address the problem of privacy
preservation and energy optimization quantitatively and also
provided associated algorithms to elaborate the working of
proposed models and framework. We have also provided two
case studies to elaborate our framework/mathematical models
and algorithms. In the future, we are planning to collect some
real-world statistics from Industry4.0 for further analysis and
validation of the proposed solution.
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