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ABSTRACT Smart Home automation is increasingly gaining popularity among current applications of
Internet of Things (IoT) due to the convenience and facilities it provides to the home owners. Sensors are
employed within the home appliances via wireless connectivity to be accessible remotely by home owners
to operate these devices. With the exponential increase of smart home IoT devices in the marketplace such as
door locks, light bulbs, power switches etc, numerous security concerns are arising due to limited storage and
processing power of such devices, making these devices vulnerable to several attacks. Due to this reason,
security implementations in the deployment of these devices has gained popularity among researchers as
a critical research area. Moreover, the adoption of traditional security schemes has failed to address the
unique security concerns associated with these devices. Blockchain, a decentralised database based on
cryptographic techniques, is gaining enormous attention to assure security of IoT systems. The blockchain
framework within an IoT system is a fascinating substitute to the traditional centralised models, which has
some significant concerns in fulfilling the demand of smart homes security. In this article, we aim to examine
the security of smart homes by instigating the adoption of blockchain and exploring some of the currently
proposed smart home architectures using blockchain technology. To present our findings, we describe a
simple secure smart home framework based on a refined version of blockchain called Consortium blockchain.
We highlight the limitations and opportunities of adopting such an architecture. We further evaluate our
model and conclude with the results by designing an experimental testbed using a few household IoT devices
commonly available in the marketplace.

INDEX TERMS Internet of Things (IoT), smart homes, security, blockchain, ESP32.

I. INTRODUCTION

In recent years, the expansion in Internet of Things (IoT)
technologies has encouraged the transformation of traditional
homes to smart connected homes [1]. According to a recent
report on global internet growth and trends from Cisco [2],
the number of smart home devices is being foreseen to
escalate upto 28.5 million by 2022. Moreover, according to
Gartner [3] the previously envisioned number of 500 million
smart automated home devices is set to increase to around
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700 million in the current year. As the number and hetero-
geneity of smart home devices are accelerating promptly, it is
becoming increasingly challenging to maintain security of
these devices [4].

IoT networks are susceptible to security threats for a range
of reasons. It is straightforward to get access to each device
as these devices are usually confined and separated, and there
is no manager to regulate or supervise these devices [5].
These individual devices typically interact with one another
via a gateway using variant wireless communication pro-
tocols, that often paves the way for attackers to perform
eavesdropping; and at last, most devices have less processing
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capabilities and therefore it is troublesome to apply advanced
security techniques on each device [6], [7]. Likewise, IoT
appliances in smart homes may provide unauthorised access
to cyber criminals to monitor the private lives of occupants
and exploit them by using sensitive information. Such wrong-
doings appear extremely likely in light of the usual practice
of demanding ransom from the residents in the present [8].
In 2018, a real case of criminal hacking in which offender
tried to steal data from a North American casino via a fish
tank was revealed [9], [10]. Although the casino had enforced
some security precautions to discover the threats, the tank
was still compromised by the hackers in order to send data to
a device in Finland. The future of IoT implies that security
forces should prepare themselves for advanced, unfamiliar
crimes and terrorist attacks [11]. Security issues such as
data privacy, authorisation and authentication, vulnerability
in access control mechanism, system configuration issues and
privacy of information repository are the key security threats
in smart home environment [12]-[14]. Furthermore, IoT
devices have limited computation power and memory which
makes them more susceptible to various security threats.
Traditional IoT systems are centralised, linked with cloud
servers that can lead to failure of the whole network if the
central server is compromised. Hence, to overcome these
challenges, various types of solutions have been presented
that include the addition of various security layers in existing
architectures [15], [16] in addition to implementation of a
decentralised network system called blockchain in the smart
homes [17], [18]. During the past few years, blockchain has
started to be identified as the key to solve security, trust,
privacy, scalability, and reliability concerns associated with
the IoT paradigm [19], [20]. The adoption of blockchain into
the smart homes reduces the massive security concerns such
as authentication and authorisation, confidentiality, integrity
and single point of attack. Blockchain technology is based
on the decentralised digital ledger supported by cryptogra-
phy. Instead of the traditional centralised networks, it oper-
ates with the distributed database that maintains a chain of
block. Each block in blockchain is connected to the previous
one by maintaining the hash of that previous block which
ensures the security of those blocks from tampering [21].
Bitcoin [22], the first cryptocurrency, is one of the most
prominant blockchain application [23] and the success of the
bitcoin motivates the researchers to adopt this technology into
the IoT paradigm. However, adoption of blockchain in smart
homes results in complex, time consuming and expensive
systems that motivates us to dig deeper in order to optimise
the feasibility of the of blockchain adoption in smart homes.

This article investigates the utilisation of blockchain-based
smart home architectures in detail and highlights the limita-
tions of applying such solutions without taking into account
the actual and unique requirements of individual smart homes
by designing a hardware prototype on a refined version
of blockchain called consortium blockchain. The designed
framework undertakes the consideration to reduce the request
processing time, cloud storage usage and user involvement as
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a node in blockchain verification. The main contributions of
this article are summarised as follows:

« Investigated the security issues within the smart home
architectures and explored the design of a smart home
architecture using Consortium Blockchain.

« Implemented hardware design for a simple secure smart
home architecture by utilising commonly available IoT
devices to evaluate.

« Designed and presented a working prototype of a Smart
Home Mobile App for the proposed architecture.

The remainder of this manuscript is organised as fol-
lows: Section III describes the background, preliminaries and
the state of the art blockchain-based smart home designs.
Section IV presents the smart home architecture considered
in this paper. In Section V, the hardware implementation of
the suggested framework in this article, along with the explo-
ration of a few IoT devices, has been elaborated. Section VI
presents the results and findings of this investigation study
along with a prototype model of the suggested architecture in
the form of a mobile application. Finally, the paper concludes
in Section VII.

Il. BLOCKCHAIN OVERVIEW

Blockchain is currently one of the dominant research motiva-
tions of recent times [20], [24]. It is an append-only decen-
tralised digital ledger that is supported by cryptography [25].
It provides a platform to process trusted transactions (TXs)
without third-party involvement. Each request has a record
in the form of a chain of blocks with a digital signature for
verification. Since the ledger is generated and maintained by
all participants equally within the system [23] and there is
no central server to manage the activity, blockchain holds
tamper-proof and immutable information in a secure and
encrypted manner. Blockchain uses Peer-to-Peer (P2P) net-
work and every node (network user or new user) is allowed to
join in a secure manner. Whenever a new node/user joins the
blockchain network, it gets the full copy of the blockchain.
When a new request is generated, a block is created and
is sent to every node in the network, once verified by all
the nodes to make sure it is not tampered with, it is then
added to the chain of blocks. All the nodes in the network
create a consensus to verify validity of the block. Each time
a node gets a blockchain for verification, every node in the
network matches it with its blockchain; the blocks that are
tampered with are rejected by the nodes in the network.
Consensus created by the nodes who are participating in
block verification is called Proof-of-Work (PoW) [25]. It is
an algorithm that is used to confirm TXs and produce new
blocks to the chain. The PoW uses random calculations to
solve the complex cryptographic puzzle (sufficient number of
leading zeros in hash combinations) which requires adequate
computing power and fast machines. There is always a chance
that the attacker could get a really fast machine to solve
cryptographic puzzles, and easily generate new blocks to gain
control over the network. To resolve this, a difficulty target
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number is used that controls how hard the machine has to
work to generate a new block and this is not a fixed num-
ber. In bitcoin, the difficulty is automatically adjusted every
2016th block [23]. If more blocks are created within a limited
time period, the difficulty escalates and requires adequate
time. In small scale applications with limited computational
resources and requiring quick response, a standard practice is
to keep the difficulty needs between 1 and 2 to acquire the
desired results [26].

Currently, blockchain is being implemented in three ways.
First is the public blockchain, also called permission-less
blockchain, in which the ledger is completely distributed
and publicly accessible to users, miners, developer or com-
munity members [27]. The second approach is the private
blockchain that is a permissioned blockchain where only
pre-chosen entities of a known organisation have permis-
sion to access the blockchain. These entities are chosen by
the respective authorities, i.e. the blockchain developers or
ecosystem participants. The third technique to implement
blockchain is consortium blockchain technology, and it draws
its characteristics from both public and private blockchain.
In consortium blockchain, only a pre-chosen set of nodes
are pledged for validating the block [28]. It is considered
as public blockchain because the chain of blocks are being
shared by unlike nodes, and the reason of being private is
that the nodes that can access the blockchain are confined;
hence, this scheme could be known as partially centralised.
According to [29], the consortium blockchain architecture
is more suitable for areas that require transaction agility,
privacy protection, and internal system superintendence. This
blockchain technique provides new grounds for security and
privacy assurance of smart homes.

Ill. RELATED WORK

This section provides a comprehensive synopsis of recently
proposed blockchain-based smart homes to overcome the
threats and vulnerabilities that are affecting the security of
smart homes.

Numerous security infrastructures have been proposed
in the research world. Indeed, majority of these state-of-
the-art infrastructures are tediously centralised that causes
single point of attack, which obstruct scalability and vast
adoption of IoT applications as well as raise severe privacy
and security concerns [30]. Currently, blockchain represents
one of the utmost suited candidates to set up a secure and
distributed/decentralised ecosystem for IoT systems [31].
Although blockchain have been extensively investigated in
various contexts such as smart cities [32] and cloud [33],
however, it is still in infancy in context of smart homes.

A. PUBLIC BLOCKCHAIN SYSTEMS FOR SMART HOMES

In [34], the authors have proposed a security framework using
the blockchain technique to protect the IoT system from
potential threats. According to the author, the implementation
of blockchain technology in IoT paradigm creates a platform
that allows all IoT devices to communicate securely with
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one another in a distributed environment. In [35], the authors
came up with a smart district model by combining the IoT
with blockchain and developed the power grid access for
the users. By this developed prototype model, users are able
to collaborate via blockchain with the power grids system.
Anyone with a solar panel configuration can engage with the
network to primarily buy and/or sell energy straight over the
blockchain mechanism. This could be a valuable illustration
of blockchain-based IoT applications that are carried out and
replicated in the real world. This paper also demonstrates
some prerequisite significant factors for a smart home sys-
tem, that could be considered as a considerable allusion for
designing and developing a novel smart home application.

In [36], a secure energy trading scheme called Energy-
Chain for automated homes using blockchain in the smart
grid ecosystem was designed. In the proposed scheme, a thor-
ough security evaluation of the presented framework con-
cerning the communication, costs and computation time
that exposes the supermacy of EnergyChain was explained.
In [37], a smart home system was used as a representative case
study on blockchain. In this study, the core building blocks
of the smart home tier were outlined by the author. This
paper also examined the transactions and procedures linked
with the described components. Furthermore, the author
performed the security and privacy analysis of proposed
blockchain-based smart homes. In his opinion, his proposed
method incurred the low processing overhead and are conve-
nient for [oT devices that are low resource. According to the
author, this study was the primary step that aimed to optimise
blockchain (BC) for the smart connected homes.

In 2017, a Smart Door Lock system based on blockchain
was proposed in [38] that consisted of a plain blockchain
method with the three users as a node to perform PoW.
This system utilises three sensors to detect the motion and
distance of the nodes. However, the scenario of being a single
home owner (a single node) has not been discussed in that
solution. If there is only a single node, the concern arises that
how the blockchain-based door lock will work to verify the
transactions created by that single node.

A recent effort on the blockchain-based IoT that upgrades
the security and privacy of the smart factory has been
observed in [39]. In this research, author proposed an innova-
tive IoT architecture based on blockchain for smart factory
consists of five layers: the sensing layer, the management
hub layer, storage layer, the firmware layer, and the appli-
cation layer. The sensing layer incorporates different sorts
of sensors, whereas the application layer gives various types
of services to users, such as real-time monitoring and failure
prediction. The management hub layer consists of a particular
node called management hub that has the responsibility to
parse, encrypt and packages the uploading data to Create
blocks, and stores it in the blockchain database. The storage
layer has a data centre that keeps encrypted tamper-resistant
data and blockchain records in a distributed manner and
synchronises at a predetermined interval. The firmware layer
associates each layer by implementing technologies such as

VOLUME 8, 2020



S. Arif et al.: Investigating Smart Home Security: Is Blockchain the Answer?

IEEE Access

data acquisition, distributed algorithm and data storage tech-
nology. Based on the described defence mechanisms of the
designed architecture in this research, author mentions that
the proposed architecture can boost up the (Confidentiality,
Integrity and Availability) CIA prerequisites substantially.
The proposed architecture can also be recognised as a suit-
able framework to increase the security of smart homes.
In [40], the authors utilised public blockchain, cloud and
smart contract and developed an efficient lightweight inte-
grated blockchain (ELIB) model for IoT systems and imple-
mented it in smart homes for the performance evaluation.
Although, the model reduces the processing time and shows
adequate performance, but the cloud usage might increase the
system cost. In [41], another Ethereum based smart home
solution was proposed that minimises the confidentiality,
integrity and authentication issues of the IoT devices and cen-
tralised gateway issues, however, the proposed design has not
addressed the addition computational complexity created by
blockchain. The reader is referred to [42] for the description
of smart contracts and their role in blockchain.

B. PRIVATE BLOCKCHAIN SYSTEMS FOR SMART HOMES
In [43], authors have proposed a blockchain-based secure and
lightweight architecture for a smart home. In this proposed
scheme, the local blockchain in the smart home is centrally
supervised by its owner. All the communication between
the local devices and the overlay nodes uses a shared key
issued by the miner to secure the communication. The author
applied lightweight hashing to reveal any deviaton in the
transactions. The proposed architecture assured data confi-
dentiality, integrity, and availability alongside the protection
against Distributed Denial-of-Service (DDoS) attacks. This
architecture utilises cloud storage to avoid the low memory
issue for the smart home device. However, certain highlighted
shortcomings were observed by the author in [44] in the
architectures presented in [37] and [43]. Firstly, the recog-
nition of blockchain is its decentralised network, whereas
in this model, Home-Miner, CHs (Cluster Heads) and the
cloud storage at the respective layer are presented as a cen-
tralised point that can result in a single point of compro-
mise. Secondly, Home Minor is mining the block without
PoW; however, PoW is the core activity that defends the
blockchain against data forgery and double-spending attacks.
Next, the Home Minor monitors all the incoming and out-
going TXs instead of consensus-based TX validation as per-
formed in typical blockchain platforms. The author mentions,
if the Home miner gets corrupted or attacked, the integrity
of the blockchain cannot be assured. Lastly, according to the
author, the overlay network in [37] maintains Cluster Heads
(CH), that stores Public Keys of the requesters and requestees,
and the list of TXs forwarded to other CHs. It is up to the
CH, whether to retain a new block or not, whereas Bitcoin
blockchain is a consensus-based decision system that makes
it a strong mechanism against various attacks.

In [45], the author identified several security aspects in
implementing blockchain in the IoT environment that are
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most extensive and require extreme struggle to deal with,
and proposed a 5-layered state-of-the-art efficient and secure
framework for blockchain-based IoT systems. This frame-
work comprises of the fundamental IoT layers alongside the
extra storage layer that focuses on the adequate data trans-
mission in a permissioned network based on blockchain. The
author used cloud for the records provoked by IoT sensors
due to the lack of capacity of sensing devices to keep the
observed data. The storage layer ensures security features like
availability, minimal block creation time, integrity, verified
access, scalability, and lastly immutability of the transac-
tions. In the storage layer, a blockchain is set up when each
block is verified by running the consensus algorithm and
mining activity that is performed by the miners. This pro-
posed design model has enough adaptability to be embraced
by businesses, companies, schools, smart cities, and smart
homes.

The IoT home device does not have tremendous compu-
tation power and storage area; Also, data streaming could
require a lot of time and budget. Therefore, the author
realises that the combination of blockchain and smart contract
can significantly improve the security level of automated
homes [46] and presents a novel lightweight blockchain and
smart contract-based smart home hierarchy architecture. The
smart contracts are the scripts that are built in the private
blockchain. The smart home IoT device triggers the smart
contract manners when some specific condition is satisfied.
In the proposed architecture [47], each IoT device stores the
distributed ledger locally, and each smart home deploys a
local minor to process the transaction in the private or public
blockchain. The local minor also plays a role in storing the
device data, adds a new device to the private blockchain and
embed new smart contract to IoT devices. By contemplating
the low computing capability and storage limitation of IoT
device, the author sets the specific time limit for uploading
the data from private blockchain to the local minors. The
author suggests the private blockchain should upload the data
to local miners every ten days and can only keep the last five
blocks for future transactions.

In [48], an Ethereum-based decentralised Smart Home
System was composed and implemented. Ethereum is a soft-
ware platform based on blockchain technology that facilitates
developers to build and deploy decentralised applications,
and it is used by the authors in [48] to build smart contracts.
In the proposed design, Smart Contracts are utilised to store
the data collected from the sensors, and they can be built using
Ethereum. By using Ethereum with smart contracts, a system
prototype was successfully designed by the author to simulate
the smart home application. This model was set to update the
humidity and real-time temperature of smart homes and recur
automatically when a certain event is triggered. However,
the authors in [48] have mentioned that the proposed system
is not cost-effective, and some other design issues which need
to be improved has also been discussed in this article. Another
implementation of Ethereum on smart home system has been
studied in [51] where the authors have proposed a smart
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TABLE 1. Summary of recently proposed Blockchain based Smart Home architectures.

Publications Core Components

Achieved Security Architectural Features

Blockchain
Type

Hardware

Building Blocks Implementation

Confidentiality

Minimise
Cloud

) Response
Storage Time

Cost
Effective

Prevent from

Integrity DDOS Attack

Availability Immutability | Scalability

Distributed Ledger,
‘Wifi / Bluetooth,
Physical Layer,
Sensors.

[34] Public v

Smart Contracts,
[35] Consensus Algorithm (PoW / PoS),
Distributed Ledger.

Public v

A Minor Node (A Central Entity),
[36] Normal Nodes,
Consensus Algorithm (PoW).

Public &
Private

Smart Home Minor (A Central Entity),

1371 Local Storage (a backup drive).

Public Simulation v

Control Module i.e. a CPU,

Data Storage,

[38] PoW,

Indoor & Outdoor Intrusion Detection
Algorithm.

Public v

Smart Contract,
[47] Local Miner (Storage),
10T Devices (Nodes).

Private v

Ethereum (For Smart Contract)

(48] Two Local Miners.

Private Simulation v

Smart Contract

(491 Cloud Network.

Consortium Simulation v

Ethereum (For Smart Contract),
Consensus Algorithm,

[40] Distributed Throughput Management
Scheme,

Certificateless Cryptography Method.

Public Simulation v

Ethereum (For Smart Contract),

(41 Smart Home Gateway,

Private v

Homomorphic Encryption

Nodes (smart gateway,

leader smart gateway, verification,
leader verification).

[50] Consortium v

home architecture consisting of a private Blockchain, a smart
home miner (SH miner), local storage linked to Smart Home
sensor (SH sensor) and actuator devices. This architecture
was the modified version of the design proposed in [37] along
with the addition of Ethereum application and smart contract.
The system was able to buildup the policies for handling the
transactions to specify the authorised individual to access and
monitor the data. Additionally, the author mentioned in his
research that the Ethereum-based blockchain may undergo
a challenge in time-sensitive conditions as it takes around
20 seconds transaction time which can not be sufficient and
quick enough for handling a few situations that require urgent
responses.

C. CONSORTIUM BLOCKCHAIN SYSTEMS FOR SMART
HOMES

In [49], the consortium blockchain was incorporated with
cloud computing and the smart home architecture was pre-
sented in to achieve confidentiality, integrity, scalability,
and availability to keep smart homes safe and secure. The
proposed scheme showed the blockchain implementation in
a smart home network for manipulating the transactions
and uses green cloud computing. The technique implements
green service using as a green broker to lessen the fac-
tors affecting environmental condition, i.e. managing the
selection of energy-efficient service providers, of the pro-
posed model. In [50], the authors have designed a smart
home system based on consortium blockchain that is spe-
cific to data privacy. The performance of the model was
evaluated by simulation; however, the architecture does not
explained the energy consumption and activity processing
time.
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The core components in the recently proposed blockchain-
based smart home architectures alongside the achieved secu-
rity have been summarised in the table 1.

IV. MODEL ARCHITECTURE

This section describes the implemented architecture
by highlighting concerns in the previously proposed
blockchain-based architectures.

A. PROBLEM STATEMENT

Most of the existing blockchain-based architectures are quite
complex to implement, as public blockchain is based on an
open network and can suffer from scalability issues. Due to
this reason, a reasonable implementation of the ‘private and
consortium blockchain’ has been taken into consideration,
however these architectures maximise the use of cloud stor-
age that can easily act as a point of attack; compromising user
privacy and resulting in a potential increased cost to imple-
ment the solution. Additionally, the use of Ethereum-based
models for smart contracts while possible, can not be consid-
ered cost effective for smart home systems.

Practical implementation of the currently proposed archi-
tectures has hardly been seen in the recent literature. Addi-
tionally, in blockchain-based system, there is a requirement
to have more than one nodes (user nodes) for the TX verifi-
cation. Hence, if one wants to connect to the home network,
the other nodes must validate the TX created by associated
node that creates a problem for a single home owner.

By considering all these issues, we came up with a more
appropriate and simplified solution of smart home, based
on consortium blockchain. In this scheme, the IoT devices
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behave as a node in blockchain process instead of the user
nodes and participate in transaction verification. The users
are authorised by a separate process via RESTful API. This
suggested architecture enhances the privacy and security by
implementing the core blockchain process by PoW along
with the further security checks that enhances integrity and
confidentiality in the system. The solution also provides a
design that is simple to implement, cost-effective, secure and
less time-consuming. A detailed description of the proposed
architecture can be found in the following subsection.

B. BUILDING BLOCKS
Building blocks of the designed architecture are Sensor
Nodes (SeN), Super Node (SN), Blockchain and Users. All
SeNs and SN are communicating with each other using mesh
network topology locally within the smart home. The solution
has been designed using a refined version of blockchain
called consortium blockchain [52]. In this type of blockchain,
only pre-chosen nodes can participate in consensus and gen-
erate blocks; not all nodes participate in consensus. Consor-
tium blockchain methodology was adopted as it dramatically
reduces communication overhead and network load which
is ideal for smart home environment. In this proposed tech-
nique, the concept of a user’s performance as a node has been
eliminated. Instead, every smart device in the smart home acts
as a node and participates in mining. However, in the case
of increased devices, the user can choose a minimum of two
devices, N = 2, for mining. The overall proposed design with
four SeN along with the SN can be seen in Fig 1.

Let us define the total number of miners by M, which is a
combination of selected SeN € N and SN € N. Mathemati-
cally it can be represented as

N
M=Y" (&N,-) + SN, (1)

i=1

where N = 4, comprising only SeNs excluding SN in the
proposed architecture as per in Fig. 1. The reason to exclude
SN is that it plays the role of principal player and controls
the participation of each SeN in various processes and also
establishes the communication with the users. We further
represent the packet communication between sensor nodes,
SeNs, by p;j, where p represents the data packet being com-
municated from node i to node j where i,j € N. We can
represent the network model with SeNs and SN as a strategic
game with a set of N players (network sensor nodes) such that
N = {1,2,---,N}. The SN sets the rules of participation
for SeNs € N in the transaction verification. The objective
of each SeN is to maximise its participation in the verifica-
tion process. Total time taken by a complete transaction is
directly proportional to the number of nodes involved in the
transaction completion process. Let us represent the total time
taken to complete a transaction by 7. This involves the time
taken by M miners, given by Eq. 1, and mathematically can
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User 2

]
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Sensor Node 3 (SeN3)  Sensor Node 4 (SeN4)

Authorised
Users

Smart Home System

FIGURE 1. Adopted smart home architecture using loT-Blockchain.

be written as

Tvu=> (t,). )

i=1

In the following, we discuss each of the key building block
of the proposed design.

1) SUPER NODE (SN)

The SN is a Peer-to-Peer (P2P) server as well as the stor-
age for the blockchain ledger. This node is responsible for
communicating with the sensor nodes for the transaction
management and blockchain storage. Furthermore, this node
also keeps the complete blockchain ledger and broadcast the
last five blocks of the ledger to the connected sensor nodes
for transaction verification. The SN also communicates with
the users through the internet via RESTful API to send and
receive the commands and responses to authorise the user
to enter the smart home network. It keeps the addresses of
the registered users for further communication in the net-
work. The overall user authorisation process can be seen in
Section IV-B5.

2) SENSOR/ACTUATOR NODES (SeN)

In the proposed architecture, the sensor/actuator nodes are
responsible to communicate with SN and participating in the
transaction verification. When an authorised user wants to
join the smart home network to perform any activity and
communicate with any of the smart device, SN activates
by generating a transaction and broadcasts it to SeNs. The
broadcasted transaction then waits to be picked up by the
SeNs(miners). Miners on the network select the broadcasted
transaction and form it into a ‘block’. To add this block of
transactions to the blockchain, the block first needs a PoW to
be verified by the other miner nodes. The overall transaction
flow has been discussed in the following subsection.

3) TRANSACTION VERIFICATION PROCESS

In order for a block, b;, to be accepted by network participants
and added in the blockchain, miners (sensor nodes), M, must

117807



IEEE Access

S. Arif et al.: Investigating Smart Home Security: Is Blockchain the Answer?

complete PoW as mentioned in previous subsection IV-B2.
PoW is a mechanism that slows down the creation of blocks
by This makes very hard to tamper with the blocks because
if one block is tampered, the offensor needs to calculate the
PoW for all the following blocks which is almost impossible.
The PoW covers all the data for mining in the block b;, which
is why this process employs adequate time. This PoW is
established by resolving a complex mathematical problem
that is distinctive to each block of transactions. As each
block has a unique mathematical problem, so every miner
will strive on a different problem which is unique to the
block they constructed and all of these problems are equally
difficult to fix. In order to solve this mathematical problem,
adequate computational power is required [53]. However,
PoW can not be considered ideal for the smart home due to
some operations that need to be performed quicker such as
light on/off, door lock/unlock. However, PoW is a powerful
method that has been proven to achieve the highest level of
security in blockchain systems. Therefore, by considering the
security measures in a smart home scenario, the difficulty
target for PoW is set to 1, which creates an acceptable delay
for the smart home operations. When the SN receives the
command from the authorised user to perform any activity,
it finds the blockchain ledger in its database. If the previous
ledger is found, SN generates block transaction and update
the previous ledger; otherwise, SN generates new blockchain
ledger and create a block transaction. It, then, broadcast a new
block to all SeNs through P2P server. The SN automatically
detects the SeNs(miners) based on which SeN has strong
connectivity and availability.

The SeNs validate the new block against the last five blocks
in blockchain they previously have. After this process of vali-
dation, the SeNs will perform mining by finding a hash output
for the data in its block for verification with the difficulty
target 1. The fulfilment of the block verification process leads
all SeNs to check the target referenced device in the incoming
request. The targeted SeN will accept the activity and wait
for other SeNs for the acknowledgment and will perform the
requested action. Fig 2 presents the overall process flow of the
transaction verification. Before the transaction goes through
the block creation and mining process, the request sent by the
user’s device is passed through different security checks. This
security implementation process on an incoming request has
been highlighted with a unique colour in Figure 2. The overall
process flow of the proposed architecture has been explained
in Section IV-B4.

4) SECURITY IMPLEMENTATION ON INCOMING REQUEST

In order to verify the incoming request from the user’s
device is the utmost critical phase in the network. Each
time the user sends the request to perform any activity, that
request will be processed through various security checks
to verify that the request has been received from the ulti-
mate source. The first security check is the “firewall deny
rule” in the designed system. When the network receives
a request, the firewall checks the IP address of incoming
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request in firewall deny rule. If it is found in the deny list,
the firewall will reject the incoming request, and it will not
be forwarded for further processing. On the contrary, if the
firewall rule check clears and the IP address is not found in
the deny list. SN then verifies the ‘HTTPS header’ of the
request that makes up of ‘X-forward’ that contains the IP
address of the requester and X-key that contains the unique
key of the requester. If any of these properties (X-forward
and X-key) in HTTPS header is missing, SN will reject the
request at this point. Consecutively, SN also checks if there
are more than two requests within one minute period from
the same source, SN will identify this request as a suspected
request and will immediately block and reject the request by
adding the source IP address in firewall deny rule. In contrast,
the successful verification of header leads the SN to verify
the requester’s source of truth in its database. SN will check
the header property ‘X-key’ which is the unique key (a com-
bination of user’s mobile International Mobile Equipment
Identity (IMEI) and system-generated key) in its database.
If the request is successful at this stage, it will be forwarded
for the decryption process. At this stage, SN is expecting the
request data in AES256 [54] encrypted form. SN checks if
an unrecognised encryption method is detected, it will then
add the IP address of incoming request in firewall deny rule
by executing the iptable command, e.g. iptables -A INPUT
-s IP-ADDRESS -j DROP. Upon the successful decryption,
the request will be accepted by SN, and the block creation
process will be started. The overall security check flow of the
incoming activity request from the user has been presented
in Fig 3.

5) USER AUTHORISATION

The process of user verification as an authorised entity has
been described in this subsection. The users are authorised by
the SN via the RESTful API (Representational State Trans-
fer) [55]. A RESTful API is an application programming
interface that promises secure communication over the inter-
net or from one system to another. It utilises REST archi-
tectural principles for designing web services. These web
services allow the system to access the system’s resources by
using a predefined set of rules, and these resources can be
transferred over HTTPs by various consumers. The RESTful
API has been used for the secure communication in our
proposed system due the characteristics of its architectural
constraints.

There are two kinds of users in the smart home system;
Admin user and General user. Admin user is a pre-authorised
user who has been initially registered in SN. This admin user
will have the right to add general users to the smart home
network for which, they will have to provide their device’s
IMEI to the admin user.

Initially, the admin user installs the smart home application
as an authorised user and sends the request through the appli-
cation to add the general users. The application will generate
the unique key for that particular user, and that key will be
sent to SN via the RESTful API. The SN will then verify the
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FIGURE 2. Process flow of the proposed architecture.

key, and the user will be registered as a new client to the SN
with its unique identifier. Admin user will provide username
and password to the general user for further communication
in the smart home network. Each time the SN gets any request
from the user, that user will be identified with its unique key
which is stored in the SN’s database. Figure 4 represents the
process of the user authorisation highlighted in the proposed
architecture.
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V. HARDWARE IMPLEMENTATION

This section describes the hardware setup for the blockchain
implementation by creating a real smart home scenario
using four ESP32 devices [56]. As discussed in Section 1V,
the building blocks of the presented architecture are SeNs,
SN, Blockchain and the Users, however, this experiment
implements a fragment of the proposed architecture that only
focuses on the blockchain process and block mining time that
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includes SeNs, SN and Blockchain. This experiment aims to
examine the block creation and mining results by observ-
ing the block mining time and does not focus on the user
authorisation, authentication and the security implementation
on the incoming request. For the hardware implementation,
a display screen has been used to see the desired responses.
A humidity and temperature sensor, buzzer alert, a LED
(Light Emitting Diode) and a relay for any electrical on-off
device has been used. The combination of these devices is
being assumed to be a small smart home. The visual repre-
sentation of hardware implementation can be seen in Fig 5.
Initially, after the hardware setup, the next step is to write
a blockchain code in an appropriate environment for the
performance evaluation. For this, Espruino [57] is being used
as a Javascript Interpreter. It is a JavaScript Interpreter for
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FIGURE 5. Hardware setup for the experiment.

Microcontrollers that makes embedded software develop-
ment quick and easy. It is a very lightweight JavaScript inter-
preter that runs on the ESP32, and other microcontrollers.
In Espruino environment, we created the block and broad-
casted it to the SeNs through P2P server. The attributes we
incorporated in block header for our designed system are as
follows:

« Hash of the previous block - The block always keeps
the hash of the previous block to make the blockchain
tamper-proof.

o Timestamp - A timestamp has been added in the
block to record the event start and finish time in the
device/computer and is stored as a log or metadata as
temporal information.

« Nonce - A nonce is a randomly generated number that is
required for the miners as a target value of mathematical
calculation to perform PoW.

o FromDevicelD - This attribute keeps the address of the
source device from where the transaction is coming.

o ToDeviceID - This attribute keeps the address of the
destination device, i.e. for which SeN, the transaction
has been targeted.
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As we are making the device as miners, hence, we would
have limited computational power, so we tried to make a
block in a simplified form and added only the necessary
attributes. The body of the block has the action request and
the response of the received command. In our blockchain
code, the targeted SeN is LED and Buzzer as they both
are connected to a single ESP32 device. All four SeNs are
participating in mining. When the block is received by SN,
it is passed through the verification process performed by
SeNs. The targeted SeN, i.e. LED and Buzzer, first waits
for the acknowledgment of block verification from other
SeNs and then performs the requested action. The overall
blockchain structure that has been created in Espruino using
the ‘Javascript’ language can be found in Fig 6.

Block N Block N+1 Block N+2

Header \ Header | i Header i
[ Hash of Block N-1 J [ Hash of Block N J Hash of Block N+1
[ Timestamp | [ Nonce | [ Timestamp | [ Nonce |
[ToDevicelD) [FromDevicelD) {ToDevicelD] [FromDevicelD)] foDevicelD| [FromDevicelD)

Body Body Body
[ command | [ commend ] Command

CommandResponse CommandResponse

CommandResponse

FIGURE 6. Block structure.

V1. RESULTS AND FINDINGS

This section presents the result by performing the experimen-
tal tests utilising ESP32 devices for the proposed architecture
as explained in Section I'V.

We created the block and broadcast to ESP32 device using
a local machine, i.e. 3 GHz Intel with 16GB RAM laptop
as a P2P server and mined it in ESP32 (SeN). According to
the architecture, SN has the responsibility to create the block
and broadcast to SeNs for transaction verification. We investi-
gated Raspberry Pi 3 Model B+ [58] to accomplish the duty
of SN and found as an ideal equilibrium for SN. However,
the implementation of SN will possibly be performed in
the next phase of this research. In the experimental testbed,
we executed the code that creates a block and provides the
time each block takes to mine the SHA256 [59] hash for
transaction verification. After completing mining for two
blocks per single SeN, the result shows that average block
mining time taken by each SeN is 1 second when difficulty
level is set to 1, as shown in Figure 7.

Fig 7 shows that two blocks have been mined. The green
highlighted text shows the start time of block one and block
two, whereas the text highlighted in yellow displays the
completion time of block one and block two. The result we
acquired in Espruino after performing the mining of block
one and two has been displayed in Unix epoch time. We first
converted the Unix time into a human-readable format and
subtracted the start time from the completed time to obtain
the time taken in mining each block in seconds. Block mining
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FIGURE 7. Block mining result (Espruino view).

time in Epoch can also be modified into human-readable
time using Epoch and Unix Timestamp Conversion Tool [60].
Similarly, the code has been run by changing the difficulty
and the mining time we noted has been recorded in the table 2.
This table shows the mining time with different difficulty tar-
gets for block 1. The actual difficulty target for the proposed
architecture is 1, and fortunately, we acquire the acceptable
time delay of approximately 0.9995 seconds per block at
difficulty 1, although, increased difficulty leads to the drastic
increment in the mining time as presented in Fig 8, thus
increases the overall activity response time. According to the
graph in Fig 8, the miner consumes 30 seconds at difficulty
2 and 60 seconds at difficulty 3, which are not sufficient for
the smart homes.

TABLE 2. The block 1 mining time observed with different difficulty
targets.

Difficulty | Mining Time (Seconds)
1 0.9995

2 30

3 60

Difficulty vs Time

10 20 30 a0 50 60

@Time In Seconds W Diffculty

FIGURE 8. Difficulty level vs time taken to complete the transaction.

The results we achieve present the mining time, T, for
each block by each SeN. The equation 3 shows the overall
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activity response time, Tg, taken by the connected nodes in
the presented smart home system. Due to the participation
of SN node in the mining process, an additional delay of
1 seconds are added in the response time, T, the time being
consumed by SN. The overall activity response time taken
by all the nodes in the system can be calculated by using the
formula mentioned below in equation 3.

Tg = Ty + 0.9995, 3)

where Ty, is already defined in equation 2.
Using equation 3 and a value of 3 for SeN, the total activity
response time can be calculated as:

Tr = 0.9995 4 (3 * 0.9995 secs)

= Tr = 4.9975 secs.

The activity response time Tg we get after the calcula-
tion using equation 3 is 4.9975 secs, however, in case of
increased devices, the total activity response time may also
be increased. Hence, to reduce the activity response time, user
can select the number of devices that can participate in mining
as discussed in I'V-B. The relation between the response time
and number of devices can be found in the graph presented
in Figure 9.

15

NO. OF DEVICES
=

0 5 10 15 20 25
TOTAL RESPONSE TIME (SECONDS)

FIGURE 9. Total response time (7g) vs number of devices.

A. SMART HOME APPLICATION PROTOTYPE

In this technologically advanced and busy era, every home-
owner wants to adapt to the automation system. In order to
interact with the home appliances through a handheld device,
i.e. smartphones or tablets, a user interface is designed that
enables the homeowner to efficiently operate and monitor the
status of any of the smart product in his living place. For this
reason, a user interface is the most significant part of a home
automation system. Hence, to realise the necessity of the user
interface of the architecture that we described in this paper,
we designed a small-scale working prototype for the admin
users. In the proposed architecture, the admin user has the
following abilities:
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« Holds the full rights to access any smart home device
and performs an action.

« Changes the miner settings by increasing or decreasing
the miner devices according to the security require-
ments.

o Adds the general users who wants to join the smart home
network.

« Holds the right to restrict existing users to perform par-
ticular operations in smart homes.

The prototype we designed shows that the admin user has
three options: My Devices, Users and Settings, as shown
in Figure 10a. When a user selects ‘My Devices’, the next
screen that opens shows the smart devices that are active and
the user can perform an action when selects any device, i.e.
garage door open/close. The admin user can also add any
newly installed smart device in the activity list by tapping on
the ‘+’ as seen in Figure 10b. Additionally, the admin user
can see the list of other smart home users and their allocated
rights to the smart home operations by tapping the button
‘Users’ and can also cast a new user who wants to join the
smart home network and allocates the devices that would be
accessible to the new user. The request form of the new user
consists of the user’s full name, email address, password,
device’s IMEI and the checklist of devices that would be
allocated to the new user. The new user will be able to
perform only the permissioned operations. Next, the settings
button leads the admin user to change the configuration of the
application. This includes accessing and deleting the activity
log and increasing or decreasing the number of devices that
can participate in mining. As we discussed in Section VI
that the increased number of miners can result in increased
activity response time; thus, this option has been given to
the admin user to update the miner settings according to the
user’s tolerance of response time. The interface of access-
ing and updating the number of miner devices can be seen
in Figures 10c and 10d.

B. DISCUSSION

Current research clearly shows that employing blockchain
itself is a challenge as it is complex to implement and the
smart contract based solutions possibly can increase the
system cost that motivates us to simplify the blockchain
implementation for smart homes. In addition to this, public
blockchain architecture is not suitable for use in smart homes,
mainly due to its scalability issues as access is open for any-
one to join a network;drastically increasing the network over-
head. It is due to this extra overhead that the idea of private
and consortium blockchain has been considered for the smart
home architectures in recent researches as well as in the pro-
posed architecture presented in this paper. Visual outcomes
of the implemented architecture represent few issues that
highlight the fact that certain aspects must be considered for a
reliable implementation of this architecture. One such aspect
is to think that the increased number of devices increases
the response time that sometimes cannot be tolerable for the
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FIGURE 10. Smart Home Application Prototype.

smart home user; however, the solution is to limit the device
selection. This is directly related to the level of security one
wants in the smart home. Secondly, extreme situations where
activity requests are sent multiple times at once from a single
or multiple users, there would be an obligation to look into
the waiting time of the transaction blocks generated by SeNs.
This situation can occur due to the multiple transactions at
a time, and the blocks will be added into the queue [61],
waiting for their turn, seemingly increasing the delay in the
activity. Let us represent this wait time as Ty, which is a
combination of block transmission time (in both forward and
backward directions) as well as the processing time, repre-
sented by 7/, T? and TP respectively. In order to simplify the
implementations, we consider Ty = 0 in the current work
by assuming that the users send a single request at a time.
However, in a more realistic implementation of the system,
this wait time, Ty should be taken into consideration which
is a possible extension of the work presented in this paper.
Despite seemingly unpredictable conditions in the proposed
architecture, the effectiveness of the proposed scheme cannot
be dismissed out of hand as the design has been simplified
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from the previous architectures, exterminating the use of
cloud, reduces the activity response time and lastly pro-
viding immutability, integrity, authorisation, authentication,
availability and confidentiality due to the implementation of
blockchain and consensus algorithm (PoW) and additional
security to authorise and authenticate the users and valid
incoming request.

VIl. CONCLUSION

This article investigated the previous work undertaken on
the security of smart homes and undertook the considera-
tions from previous work by presenting a simplistic model
to implement a secured architecture that utilises a polished
version of the blockchain, i.e. consortium blockchain (a
combination of public and private blockchain). The user’s
performance as a node in blockchain process has been elim-
inated, instead, the IoT devices perform as miners in the
system which makes the system unique with the previously
proposed blockchain-based systems. The pre-selected nodes
(ESP32 IoT devices) by the home owner in the system have
now participated in the block creation and consensus. The
SeNs communicate with each other through mesh network
topology, along with SN which performs as a P2P server
to broadcast the blocks to other SeNs and participates in
mining. SN also registers and authorises the admin user via
the RESTful API and keeps the blockchain storage. A private
mechanism has been provided for the user’s authorisation
and authentication to minimise the user’s involvement in
blockchain process. Initial security checks have been applied
to the incoming request before getting into the blockchain
process that ensures the confidentiality and integrity; and
the additional security has been implemented through the
blockchain process enhancing data privacy and confiden-
tiality alongside providing trusted TXs. The experimental
testbed was designed by using ESP32 performing as nodes
that are participating in mining; and SN’s role was performed
via the laptop at this stage, however, during study Raspberry
Pi 3b+ was observed better capable of performing as a SN due
to its superior performance and can further reduce Tg. The
time taken by each device to mine a block is approximately
0.9995(1 second) at difficulty 1. Due to the limited computa-
tional power of the IoT devices, the difficulty has been fixed
to 1; however the scheme has been observed with additional
two difficulty targets to analyse the difference in the Ty, and
this results a drastic and intolerable increment in the T%.
Thus, this scheme seems to be successful implementing in
smart homes as it implements a cost-effective secure archi-
tecture that is less time consuming and does not require the
cloud storage. In the next phase of this study, computational
challenges towards the hashing, block queuing and waiting
time alongside the relationship between the energy required
for solving a problem vs the energy available or required
for each node will be investigated. In addition to this, fur-
ther research will be undertaken by implementing Raspberry
Pi 3b+ as a Super Node due to its superior performance
capabilities.
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