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Abstract

Event-Driven architectures are a very useful approach to decoupling inter-service communication
while enabling unique communication patterns. The specific resiliency, availability, and performance
requirements of such architectures, warrants the usage of specialized Message-Broker services.
Moreover, new real-time requirements of many event processing tasks, such as metrics and analytics,
requires a new approach compared to legacy batch processing. Apache Kafka is an open-source
event streaming platform that can accommodate both use cases. This thesis performs a succinct
presentation of Apache Kafka’s main architectural model, while focusing on its concrete resiliency
and availability guarantees and providing guidelines for achieving desired operational characteristics.
We also document and further enhance a mathematical model that permits the estimation and
concrete sizing of cluster infrastructure, as well as express the link between topic sizing, maximum
unavailability and end-to-end latency.

Keywords

events, event processing, event sourcing, event streaming, microservices, inter-service communication,
asynchronous communication, asynchronous messaging, message brokers, message queues, event
driven architecture, apache kafka, distributed log, topic, partition, replication, leader election,
consumers, producers, consumer groups, high resiliency, high availability, throughput, latency,
message ordering, design guarantees, infrastructure modeling
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ITepiindm

Ou apyttextovixéc odnyolueveg ano events anoTeAolV uiot TOAD YO TEOCEYYLON WG TEOS TNV
amoGUVOEST) TNG ETUXOWVOVING UETUED UTNEECLMY, EMITEENOVTUC TURIAANAL HOVadXd noT{Bo emxoty-
oviog. Ol cUYXEXPIEVES AATACELS YLot AVUIEXTIXOTNTO, OLEGIUOTNTO XoU ATOBOCT, AUTWY TWYV op-
YLTEXTOVIX®Y, BxaoAoYel Tn ypron e€eldixeuuévmy unnpeolny YetaPifoaong events. Emmiéov, véeg,
TEAUYHATIXOU ¥eOVOU amanTAoELS OLodixactoy enelepyactag events, Omwe mopaywyr xou enelepyaota
UETEHOEMY X0 AVOAUTIXWY OTOLYEIY, amontoly Ulol VEX TROGEYYLON OE GUOYXQELOT UE TNV TUEUBOG!-
axoU TOnou batch enelepyaciag events. To Apache Kafka etvan plo ovorytol xidua mhatgpdpua potg
events ou unopel vo emTEéeL xou Tig 800 TEPITTWOELS Yerone. Auty| 1 datelfr extehel pia GuVOTTIXY
Topoustact Tou xUetou apyttextovixol wovtéhou Tou Apache Kafka, eved eotidlet otic eyyuroeic mou
TOPEYEL WG TEOG TNV AVUEXTIXOTNTE %ot BLIECIUOTNTA TOU GLUOTAUATOS, XOWS XoL TUPEYEL 0OTYieg
YL TNV ETUTEUET CUYXEXPWEVODY ETMIUUNTOV AELTOVRYIXMY yapaxTnelo Tixwy. Eniong, neprypdpet xou
eVioy Vel TEpauTéP® Evar LodNUaTNG LOVTEAD TOU EMULTEENEL TNV EXTIUNGCT XaL Tov xadoploud Yeyedoug
n¢ unodoprc evog Apache Kafka oufjvouc, oddo xan expedlel tny oyéorn uetadd Tou peyédoug twy
Topics, To yéytoto nopddneo un dladeotudTNTAC XaL TNV om0 8xpo G dxEo xadUCTEENOT UETUPORAC.

Ageic KAewoix

events, event processing, event sourcing, event streaming, microservices, inter-service communication,
asynchronous communication, asynchronous messaging, message brokers, message queues, event
driven architecture, apache kafka, distributed log, topic, partition, replication, leader election,
consumers, producers, consumer groups, high resiliency, high availability, throughput, latency,
message ordering, design guarantees, infrastructure modeling
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1 Extevrg Ilepiindmn

To cbyypova cucTidoata Aoylouxol optloviar and aulnuévn molumhoxotnta. Meydhol dyxol Oe-
OOUEVOV xaTovah@vovtal, UeTaoynuatilovton, xou Uetagpépovtar oe warehouses xou data lakes yua
TEQOAUTER® avaAUGT xau emeepyaota. Avoxdhudn unneeowdy, unneecieg dayelplong uuotixwy, load-
balancers, xpugéc uviueg, yevixr| dloyelplon UTOBOUWY, OAd amonTtoOV Un TETEWUEVES puUUIcELS Xou
ocuvtrenon. Event brokers xou oupéc, mpoypauuotionds epyaouwy, enelepyacio pong, enelepyaocio
batch, 6ha to mapamdve €youy TN Véomn Toug ot pla olyypovn oToifu avdmTuing Aoylouxo.

(d¢ omotéhEoU, UXEES OUAOEG BUOXOAEDOVTOL VO DLAYELPIOTOUY oUTO TO ONUAVTIXG opuiud Ot
APOPETIXWY TEYVOAOYLOY. AUTO €yel 0BNYHOEL GTN BIAOTACT) TNG AELTOURYIXOTNTUS OE OLUPOPETINEG
UTnEeoteg, OloyelpllOUEVES amd BLapopeTiné uToouddes. Tlpoxeuévou autéc ot ouddeg va Asttoupyoly
amodoTxd, xplvetar amapaitnTo Vo Yewiel 1) ETXovVmVio Xou GUYYEOVIOUOC UETOED TWV BLUPORETIXDY
OdBKY. AUTO GUVETAYETUL GTOV TEPLOPLOHUO TWV ECUPTACEMY PETUED TMV BLOPORETIXGY UTNEECLMY,
EMTEETOVTOC TNV aveldpTnTn avamTuln xan dtoyelplon toug. H mopandve apyitextovixr apyr| amoxtd
CLVEYELXL €D0POG, WE TN MEYARDTERN Exavor TN Vo ebvon xadd xadiepnuévn otn BiBAoyeapio wg
apyLteExTovxr] Mixpo-unnpeotoy.

Ou uixpo-umnpeoiec oLy VA EmXOLVWVOUY EXTEVKS U yerion events. Ot apyttextovixéc Baclouéveg
oTn yenomn events, €youv plo YoEuXTNELOTIXY TEOCEYYLOT (G TEOE TNV EVOOUTNEECLOXY ETLXOLVMLVA,
EMTUYYAVOVTAS aLENUEVT amocUVOEST) PETOED TWV UTNEECLOY Xl ETLTRETOVTOG UOVOOIXA Oy AT
emxolvoviog Tou 0ev elvar @uxtd ue evahhaxtixée apyttextovixéc. Tétoleg apyttextovinég €youy
OUYXEXPUIEVES UN-TETPUMEVES ATALTHOELS (G TTEOS TNV ETUXOLVLVIN UETAL) TOV OLOPOLETIXWY DOUXDY
OTOLYElWY, XAl TLO CUYXEXQUEVY WC TEOC TN OLETULY TWV UNVUUATLY, TNV ACPIAELS TOUS, TN GUVOYY
xat TN OlrdeotudTnTd TOUuC.

Q¢ axpaior Expavon aUTAG TNG UEYLTEXTOVIXNG EYOUUE TIG UOYLTEXTOVIXES BAUCLOUEVEC GTNY TROUN-
Vet events (Event-Sourcing). Autéc Booiloviou oe aviextixéc poéc events mou ypnotpomolovvto
TEOXEWEVOU VO TOOTIOTIOLE(TOL Xol VoL EEAYETAL 1) XAUTAC TAUOT) TOU GUC THUATOC.

ITpoxewévou vo mhnpolvial oUTEC Ol AmMAUTHOELS, TETOLL GUOTAUNTA CUY VA YENOHLOTOoLY e&el-
OLXELUEVES UTnpesieg Aoylouxol mou ovoudlovton Message Brokers, ot omofol xou Aertoupyolv wg
TOV OXEAETO AVTIOTOLYWV VOYLTEXTOVIXWY ETUTEETOVTNG TNV UOQUAY XL ATOOOTIXY ETUXOWVLVIN UE

YENON UNVUUATOV.

‘Eva axopa onuovtind Véua elvon T0 YEYOVOS TS OL mAUTACELS Yiol ovohUTIXG oToLyEld Blapxg
avZdvovtar. Autd €yer odnyroer otny uodeoio Thatoiwy palinic enelepyaoiog (batch-processing
frameworks), o onolo emitpémouv TNV acUYYEOVY HETUQOEd X enelepyacio UEYEAWY OYX®Y Oe-
OOoUEVLV Yl UeTENELCN enegepyacion xou avdhuor. AucTuy®s, GUYYEOVH UG TAUNTO TOMES (PORES
amoutoLy enelepyacia SEBOUEVKY O TRUYUITIXG YOVO ToU Topadoctuxd G TAUATH Malxhc enelep-
yootog 0EV UTOPOUV Vo TUREYOLY ATOBOTIXJ.

Q¢ amotéleoya, pla TAXTQOPUO TOU ETLTEETEL TNV A0SO TIXY| UETOPORS Xou ETEEERYATIa UEYHAOU OYXOU
OEDOUEVMV, EVE) ETITEETEL TNV ECUTNRETNOT TGV AVOYXOY TOG0 Yo polixr) 660 Xou TRy UATIXO0U YeOVOoU
enelepyaoto, elvon TOAD YEHOWT YIol TIC AVEYXES CUYYPOVWY ARYLTEXTOVIXOV.

Emuniéov, mpoxeiévou vo anoteAécouy 1 BdoT yla anodoTixr) evooUnneeotoxy) emxovwvio, TETOLES
TAXTQOPUES TEETEL VoL lval EUEALXTES XL TOPUUETEOTOLACWES, LTooTneilovtag T6c0 LuPnAY| dwdeco-
WOTNT X VIEXTIXOTNTO OGO Xal YUY xoduoTépnor HETAO0ONS 1 X LUYNAAG DLOETAYWYIXAG
IXAVOTN TG,



Mia tétowa unnpeoto etvor To Apache Kafka, éva udmid enextdowo, rardéoido xou amodoTind XoTaveurn-
uévo chotnua Tou Aettoupyel we pla TARene mAat@opua poric events. To Apache Kafka dev emitpénet
HOVO TNV emxovwvia Ue yprorn events YeTol ToV SLPORETIXWOY UTNEECLOY AAAG TOUTOYPOVAL ol
Vv enelepyacio UEYHAOU OYXOU BEBOUEVWY OF TEUYUATIXG YeOvo. AuTYH 1 TANYME BUVITOTHTLY
xohoTo0V andToun TNV xoUTOAN EXUdINCNE TOU CUCTHUUTOS, XAHMS Xt ATUEULTNTY) TNV TEOCEXTIXY
HEAETY DLUPOPETIXMY TNY WV TROXEWEVOU VoL UTtopel var An@ioly EUTEQLS TUTWUEVES ATOPACELS (G TEOG
TNV TUEAUETEOTONOT), TOV GYEDLoUO Twv Topics xon TNV UTOBOUY| XIS UXEES dANXYES UTOEOUY Vol
aAAEEoUY porydaiol T CUUTERLPOEE TOU GUC THUTOC.

Iapbdro mou undpyouy dladéoueg avahutixeg padnotaxeg mnyeg, o otoyog tNne dltePrc elvon va
amOTEAEGEL EVary TEAX TGO Uardnotaxd oo Yo TNV amodoTxr| xatavornor tou Apache Kafka xow tnv
EQUPUOYT) TOU ®C TN Bactxr) LUTOBOUY| VLol XUTAVEUNUEVES UEYLTEXTOVIXES CUUTEQLAUBAVOUEVNG Xol
QUTAY TWV ULXPO-UTNEEGLMY.

Boowéc évvoiec Tou Apache Kafka etvou tar Partitions to omoio amoteholv pla axorouvdior unvuudtwy.
Ou Producers elvon mpoypdupata clients mtou tpocdétouy unviuata oto t€hog g axorovdiog, eve
Consumers etvor clients npoypduuatoa mou diafdlouy unviuato and Ty axoloudio

To Partitions anoteholvton and toAd avtiypoga (Replicas) yio Adyoug acpdhetog xon dtadeotudtn-
To¢ TV unvuudtov.  To avtiypago autd yenowonotoy xataveunuévous alyopituous ouopemviog
TEOXEWEVOU VoL ETLTUYOLY TNV OCQUAT] AVTLYRupY| UE avOYT) G CUVUNXES CRAAUUTOS.

Mo opddo amd Partitions mou nepiéyouy unviuata (drou toou anoteroly eva Topic. ‘Evag Producer
umopel var expeTodeuTeL Tor BlapopeTind Partitions mpoxeévou va augroel tov pudud mopaymync
unvupdtov. Eniong, xadong o pudude encéepyasiag towv unvupdtony and Ty mhevpd twv Consumers
elvan meploptopévoe, dagopetixol Consumers unopolv v avoddfouv Eeywelotd Partitions xou étot
UE TNV Eloaywy?| TEplocdTepwy Consumers unopolue va auéooUUE xat Tov pLUUS enelepyaciog Twy
unvupdtov. H avtouatn avdideon Partitions evog Topic otoug dugpopetixotg Consumers yiveTon Ue
ToV pnyoviopo Twv Consumer Groups.

Mepwd cuyxexptuéva Vépato Tou apopoly TN dlatelfn elvon ta e€rg:

e H dwdxaola avtiypagric twv Partition xou 1 onuacio tg w¢ mpog TV acpdAcla, Olo-
Yeoydtntor xan xodUoTEQNOT UETAPORAS TV UNVUMATWY.  OENOUUE VO TOPEYOUNE CUY-
UEXPWEVES XaTeVHUVTYPLEG YPOUPES OYeTnd e Ti¢ TopopéTtooug replication factor xou
min.insync.replicas cvog Topic avdioya pe TIC AmUTOUUEVES EYYUHOES WG TEOC TNV
QOQAAELOL UNVUUTOV OF TERITTOOT GQIAU0TOC Xordidg xou SloadeotuotnTds. Autod Yetald dhhwy
ueToppdleTon oTov eAdytoTo amapaitnTo apriud Servers evtog tou Cluster.

o H onuaocio e mapauetpou acks twv Producers xou oL GUVETEIEC TOU WC TEOS TNV ACPIAELOL XU
eLluo Sopetaywyhc. Tlapéyovton odnylec oyetnd e TNV ETAOYT TNC TOEUUETEOUS oVAAOY A
UE TLC OMOUTACELS WG TTPOG TNV GUVOYT| TOV UNVUUGT®Y xat puiuol Slauetaywyng.

o H emhoyt| xhediod xou 1 enldpoaot TOU GTN SLETAEN UNVUUSTWY.

o H ypenowoétnta twv Partitions xou Consumers Groups yio Ty xApdxworn tou puduol mopory-
oY1c xan enelepyaoiog TwV UNVUUATOY.

« H évvowr tou “effectively-once processing” xau tn popgt| mouv unootneilel To Apache Kafka pe
™ Xpﬁon Twv transactions.

Emniéov, eivor amapaltnt yiae AOYoug x60TOUC Xal an6800NE 1 A1 EUTEQLOTATOUEVWY ATOPAGENDY
oyxeTd Ue TNV unodour| Tou Cluster xar Ti¢ Aettoupyixéc topauétpouc Twv Topic:



H emoyt) Tou aprdpod twv Servers oavaAoyo Ue TNV ATATOVUEVY) ACGQPIUAELNL X0l DLUUETOY WYX

avoTNTA.

o H extlunomn twv anattoOUevVmY UTOAOYIGTIXOY TORWY Xl TOPWY dLXTUOL Yiot TNV niTELEY| TOU
emduunTol puduoL dopeToywYhE, apriuol Servers xou puiuicewy avtiypapnc xadong xau cuvo-
A6 oprdudé Consumer Groups.

o He€ayoyn ehdylotonv xou péytotwy oplnv Partitions twv Topic ye Bdon to embuuntd pudud oi-
QUETUYWYTHC, UEYIOTO OVEXTO TOREIUEO Un BdECLUOTNTOS Xk 0O TEAOG OE TENOG xoUC TERTO)
METAUPORAC.

o H emhoyt| ouyxexpyiévou aprduol Partitions oe éva Topic npoxeuévou va eCacpalotel opold-

Hop®T xoTavoUY| QopTiou xatd TNV dtaduacta xhyudxwong evég Cluster.

Ipoxewévou va napovctactel to Acttoupyixd poviého tou Apache Kafka, opywd yivetan plo ex-
TeEVHC BBMOYEUPLXY AVAOHOTNCT TWV ARYITEXTOVIXGY PUCIOUEVKY GE events, SIXOOAOYMVTIC £TOL TN
YenowoTnTa avtictolywv cucTnudtwy. Xty Evétnra 3, yiveton pla yevixn avdhuon oyetind ue Tig
QEYLTEXTOVIXES BaCIOUEVWY OE events, CUINTWOVTAG To TASOVEXTAUNTA X0 UELOVEX TAUNTA TWYV BLUPOREY
HopY®Y evdolTnpestoxic emxowvnviag. Eiwodyeton 1 évvola twv Message Brokers xaw 1 yerjon toug
0¢ Vepehlmdn cuoThuata evooemxovwviag. Télog, mapouctdletar 1 pop®r| ETXOWVOVINS UE YEHOT
events ot ta povodixd pot{o emxovmviog Tou ETTEETOLVY.

Y70 unérotno xoppdTt TG OlTEBNg, epopudlEToL Uio TEUXTIXY TEOCEYYLOT OTNY TEELYPUPT| TOU
Apache Kafka xou twv didgpopnv evvoltdv tou. X710 me®Tto xouudtt e Evétnrtag 4, yenowonoteitan
eva Kafka Cluster otnuévo ue yerjon Docker mpoxeévou va mapouolactoly ta didpopa Topadelyuata.
Eexwvdpe oulntovtac To Partitions, ) Yepehndn évvola tou Apache Kafka xou xoitdue oe Bdidog
TS Ut anodnxebovTal ot didpopa Servers. Emdeuvieton Baoixr) Toporywy xot xATaveAwoY
UNVupdTeY amd xon oe amhd Partitions xodoe mopddinio ytileton Sialodnomn we Teog T SlaTeTayUEVN
@LoT TwV event logs.

Emunicov, avolleton o tpémo¢ mou Aettoupyel n avttypagy| Twv Partitions xon mwe uixpég ahhoryeg
o€ PO TXES TaPAUETEOVS TOCO GToUG Servers 660 xal otoug Producers umopel va €youv ueydin
enintwon oTic ouyxexpuéveg eyyunoelc mou divel o Apache Kafka w¢ mpog tnv acgpdieior xon
OLIECUOTNTAL TWV UNVURATOV.

Yy evotnra twv Topics, edpardvetor 10 potiBo dloywetopol plag pofg UNVURdT®Y O BLUPORETIXG
Partition mpoxewévou va xhaxwiel o cuvolxde puduog Brauetaywync. Xto Partitioning And
Message Ordering, avoAbetar 1 eTAOYT] XAEWOLOV XAl TNV ETLEEOY| TOUG GTY) BIATULN TOV PNVUUATWY.
Y1 ouvéyeia e€etdletan mwg 1 yeron Consumer Groups unopel va yernoulomoindel yioo Tnv auto-
wotn avédeon Partitions oe éva cvoko Consumers xat mwe Ymopolv v yenotuonomndoly yio vo
HAUOXOGOUY ATodOTIXd TOV GUVOALXG aptdud encéepyaotac evog Topic.

Y10 xepdharo Processing Guarantees, e€etdleton To VEua SIMAGY %ot Youévewy unvupdtwy. Ewodyeto
1 évvola T Tawtoduvapiog xan twe to Kafka umopel va eCacgaiioel tn puetagpopd unvuudtomy yweic
auUTd Vo Yool xou Ywelc var ey ouY TOAAUTAS UNVOUATO OE BLTEEELS Emispyoccicxg/napowcoyﬁg
UNVUUATOV TOU €Y0UV T HOPGT| XATEVTUVOUEVWY AXUXAWY YRAPOV.

Y evotnra 5, mapouctdletan éva yardnuotixd poviého tou Apache Kafka xon yéow autol €€d-
YovTol TPOGEYYIOES OYETHE UE TOUS TOPOUS TNE UTOOOUNAS XodiS %ot xaTeLIUVTHPLES YRUUUES WG
Teog Tov oyedlaoud Topics avdhoya Ue TG AMOUTHCELS (S TEOS TO UEYLOTO avexTod Tapdiupo dladeo-
LOTNTAC Xou TNV 8xET TEOG dxer xouo Tépnon uetddoone. Enilong, napouctdloviol cUUTANeWUATIXES
XATEVDLVTARLES YOOUUES OYETIXA UE TN oLYXEXEWEVN emhoyY| Partitions npoxeiuévou vo emteuydel
OMOLOYEVELX xuTd T1) Bidpxeta xhyudxwong tou Cluster.



Yy evotnta 6 yivetow plo tepimtwotany| perétn g mhatpopuas DIEM, n omolo eivan éva owcociotnua
TIOL TOPEYEL TPOCPBACT) GE BEBOUEVY GYETIXG UE TOV EVERYELOXO TopEa TN EAAIDAC xon TS YeEVxOTERTS
TEploy g, xou diveTtow BoelTNTA GTOV PETUCYNUATIONS TOU UTOCUC TAUATOSC UETABOCNE TEOYUOTIXOU
Yeovou.

Téhog, ailel Vo TapouCLIcTOOY GUVOTITIXG. TOL GUYXEXQPWIEVOL ATOTEAEGUOTO X0l XUTEVIUVTARIES YRo-
uES TS OLateLBrc.
Acgdheia Mrvoudtwy

Ipoxeuévou vor e€aopuAloTEL Ao UNVUUAT®DY, GUVOYY| Xal SLIECUOTNTA UTO TNV TAUTOYEOV
BAEBn N Servers, mpemet va tedolv ol cuyxexpluévol topdueteot: - Ou Producers mpénel va pu-
Julotolv ye acks=all . - To Topic mpénel va puduiotel ye min.insync.replicas = N + 1. Auto
ouvvendyetan replication factor > N + 1 xaun emopévng VETEL Eva x4t 6plo 0ToV amatToVUEVO apLiud
Servers. Ilepiocdtepol Servers Yo emtpédouy va Aettovpyroel o unyoviopos twv In-Sync Repli-
cas %ol Vo UTOpECOLY VOl UELDCOLY TNV XoUC TERNOT UETABOOTC Xou Vo auEHooLY TN dlardeodTnTo
X0l TOLOTNTOL UTNEECIAG UTO TPOCWELVES TEOPANUOTIXES TeploTdoelc. Av eniong amoutelton Srdeo-
WoTNTAL TopaywYg utd Ty tawtdypovn BAUEn N Servers: - To Topic mpéner va puduotel ue
replication factor > 2N + 1. Ta mopomdve toybouv xau yia ecntepxrc yenone Topics 6mwe to
__consumer_offsets xau __transaction_state

Adtadn Mnvoudtwy

[Swdtepn mpoocoy ) meenel va Sovel oty EMAOYY XAEWBLO0 XATE TNV TAUEAY WY UNVURATGY xo®E auTo
OLUOPPWVEL TI¢ £YYUNOELS Tepl BLdTadng ToV UnvuudTmy. ‘Olo tor unvipato mou €youy (Blo xAeldl Yo
xatoAfiouy oTo (Blo Partition xan emopévme Yo S1oactody xou Ye T owoTh OYeTIXY OElpd and Toug
Consumers.

Ou Producers mpénel va e€acgahicouvy eniong, mog tor pnvodato Yo gTdoouy 6TOUG Servers Ye tny
owoTY| oelpd, emouévng: - Ot Producers mpénel va pudulotody elte ye enable.idempotence=true

7 max.in.flight.requests.per.connection=1. To npwto elvon mpotiudTepo. Emmiéoyv, - Ta
Topics mpémel va gTidyvovtar Ye meplocotepa Partitions and éti Yewpelton mwg elvon amapaitnta
aEY S €TOL OOTE VoL [N YEELoTEL Vo auEoouUE Tov oprdud toug otn ouvéyelo. H olhoryt| Tou
aprdud twv Partitions evég Topic yokder tnv avtiotolyla xAewdol-Partition xatactpégovtag €tot
x&e eyyOnomn we TEog TN BIdTUdY TWV UNVUUATODVY. DYETIXd UE T1 CUUTTUEN UNVUUdToY, - To xheldld,
YENOWOTOLOUVTAL XAUTA TH CUUTTUEN UNVUPETWY OC VoY VORLOTIXG TAUTOTNTAS X OUTO TEETEL Vol
AowPdveton unddn dtay drakéyoupe To xhewdl evog Topic. Mévo ta tekeutolor unvopota e to (6lo
xhewdl amodnrevovtal xotd 0 cUUTTUED.

Evyyunoeic wg npog TN dravowr; Mnvupdtwy xou Effectively-once delivery

o Ilpoxewévou va e€acpaiiotel mwe Tor unvopata Yo anocTahovy TOUAdYLoTOV pla Qopd, OAES Ot
ouluioelg mepl ac@dietag Tou avapépUnxay Topumdve TEEREL va Loylouy. Emmiéov, o Con-
sumers TEETEL Vo xdvouy yewpoxivnta commit to offset towv unvuudtwy petd v enelepyaciog
TOUC o Oyt TELy, Ywelc va Pacilovtour otny tpoxadoplouévn auto-commit cuuREpLPOEd.

o Meydhec drotdelc xatavdhwone/enelepyooiog/mapaywyfc UNVUUdTLY PUTopoly vor @Tioy To0V
eCaoaiilovtag mwg Y xdde urvupo-cicodo Va avtiotoryel évo uAvuua-eLodou oc xdle
xotohnpte) 9éon.  Autéd amotehel to Aeyouevo “effectively-once delivery” mou mapéyel
to Kafka. To xoppdtt tng enelepyacioc mpémel vo unv €yel e€wTEQIXA TOQUTNENOYIES
TOEEVERYELEC XIS VEUEMWBOE amoutolyTon xotaveunuéva transactions. o autd T0 AdYO,



ouTA 1 BuvaTdTNTA BEV Elvon TOGO YEMOWUN GTNV EVOOETXOWWVIA UETOEY TV UTNRECLMYV.
Mio onuovting Aentouépela €86 elvon 1 cwoTh emAoyr Tou transactional.id . Mio xaly
TEOGEYYLoN elvon To oyAua <group id>.<topic>.<partition> .

Yrodopn xau Ilopauetponoinom

o H npoc¥rxn Servers peioverl Tig amanthoelg ixTO0U Xl AmOB0CTS T ATOUNUEVTIXOY UECHV.
Yto (4, 5) avolbovTar oL GUYXEXPWEVES omanTioelS BixThou xau anodrixeuonc. Xto (3) divovto
EXTWNOELS YIOL T UEYLOTT EQIXTY| DLAUETAYWYLXY) xavoTnTa Twv Topics.

» AuvZdvovtac to Partitions uéypt o tov apriud twv anodnxeutixdy yéowy, avidvel tov puiuod
TR WYTC.

» Au&dvovtag Ta Partitions emtpénet v elcaywyn nepiocétepwv Consumers evtog evog Con-
sumer Group, emttpénovTog TNy opllovtia xhudxwaor Tou puiuol enelepyaciog evog Topic. Xto
(9) Sivovtar extyuroec yio Tov edyloto aptdud Partitions mou yeetdlovtan yio var emteuy et
évac 0Toy0c puipol enelepyaotac.

» Au&dvovtag ta Partitions ennpedletar to péyioto nopddupo un-dardeoydtnrog xat 1 amd dxen
oe dxpn xoduotépnon aroctohfc. Mta (10, 11) Sivovtar oyéoeig yio dvw dptor Tou apriuol Twmv
Partitions pe $domn autols Toug Teploptopols.

o Awléyovtag we aprdud Twv Partitions evéc Topic morhamhidoio Tou aprduol twv Server evog
Cluster, emtuyydvetar ouotouop@n xatovour| goptiouv. XMto xe@dhao keeping load uniform
yiveton oyetr| avdhuon.



2 Introduction

2.1 Background

Modern software systems are defined by increased complexity. Large volumes of data must be
ingested, transformed, transported into data warehouses and data lakes and further analyzed.
Service discovery, secret management facilities, load-balancers, caches, and general infrastructure
management, all require non-trivial setups and maintenance. Message brokers and queues, task
scheduling, stream processing, batch processing, all of the above have their place in a modern
software development stack.

As a result, single teams struggle to manage a considerable number of different technologies. This
has led into the segregation of functionality into different services, owned and managed by different
sum-teams. In order to support these teams in operating efficiently, it is paramount to minimize the
amount of inter-team communication overhead. This means minimizing the dependencies between
services owned by different teams, thus enabling independent development and operations. The
above architectural principle keeps gaining ground; one realization of this model is well established
in the literature as Microservice Architecture.

Microservices are often a case of Event-Driven architecture, which takes an identifying approach
to inter-service communications, by allowing for increased decoupling between services while
also facilitating unique communication schemes that are not possible with other architectural
patterns. Such architectures have specific non-trivial requirements regarding communication
between components, namely message ordering, safety, consistency, and availability. At the extreme
end, we have Event Sourcing architectures that rely on a resilient and persistent stream of events
in order to track and derive the application’s state.

To meet the above requirements, such systems often delegate functionality to specialized software
services, called Message Brokers that operate as the backbone of such architectures, permitting
safe and efficient communication, utilizing message passing.

Another important issue is that requirements for analytics have been constantly growing. This has
led into the adoption of batch processing frameworks, able to asynchronously transfer and process
large amounts of data for later processing and analysis. Unfortunately, it is frequently the case that
modern system, also demand real-time processing of data that legacy batch processing frameworks
cannot efficiently provide.

As a result, a platform that can tackle the task of efficiently moving and processing large volumes
of data, while also being able to serve both batching and real-time processing, is very useful for
modern software architectures. Additionally, in order to be able to efficiently provide the base for
inter-service communications, such a platform must be flexible and configurable, supporting both
high availability and resiliency as well as low latency and/or high throughput.

One such software service is Apache Kafka, a highly scalable, available and efficient distributed
system that acts as a full-fledged Message Streaming Platform. Apache Kafka not only facilitates
the asynchronous event-driven communication between services, but it also enables the real-time
processing of large volumes of events such as user activity tracking, and analytics. Such use-cases
have traditionally been implemented with batch processing, but were limited by the non-real-time
nature of this approach.



2.2 Thesis Goals

In this context, we have been motivated by the possibilities of architecting applications using patterns
such as Microservices, that make use of messaging to implement inter-process communications,
explore the potentials and identify the drawbacks or risk that come with this decision. A mature
and feature-rich messaging service that has been chosen for our approach is Apache Kafka, a large
and complex piece of software with many configuration options in both servers and clients, which
can largely affect its performance, high availability and safety guarantees. As such, its learning
curve is steep, requiring careful studying of several resources before being able to make informed
engineering decisions regarding configuration, topic design and infrastructure.

While detailed technical information and resources are available, our approach is focused on
developing a practical learning resource for efficiently understanding and applying Kafka as an
underlying infrastructure of messaging, for distributed software architectures including but not
limited to Microservices.

Some specific topics worth analyzing are the following:

« Partition replication and it’s consequences on safety, availability and latency. We want
to provide concrete guidelines on how to derive the replication factor as well as

min.insyc.replicas configurations of a Topic, depending on the required message safety
in case of Server failures as well as worst-case read and write availability requirements. This
translates to the minimum number of Kafka Servers required.

o The importance of the Producers’ acks setting and its effect on message safety and through-
put. We provide guidelines on how to pick the acks Producer setting according to the
specific message consistency and throughput requirements.

o The importance of the concrete key-scheme that will be used, and it’s effect on message
ordering.

« How partitioning and consumer groups can be used to effectively increase read and write
topic throughput.

o The exact meaning of Apache Kafka’s transactions and so called “effectively-once processing”
along with its practical consequences.

Moreover, it is paramount for proper cost estimation and cluster performance to be able to take
concrete decisions regarding the cluster’s infrastructure and topic operational parameters:

e Decide on the number of servers according to required safety guarantees and maximum topic
write throughput.

o Estimate required maximum network and persistent storage throughput depending on target
throughput, number of servers replication settings, and number of consumer groups.

o Derive lower and upper bounds on Topic partition count, according to target and Consumer
throughput, maximum tolerable unavailability windows and end-to-end latency.

o Decide exact number of Partitions while ensuring uniform load across Servers when scaling.



2.3 Methodology and Structure

In order to help build intuition about Apache Kafka, we first provide sufficient background in event-
driven architectures in order to justify them and also more clearly understand why systems such as
Kafka are useful. Section 3 performs a general background analysis on event-driven architectures,
discussing advantages and disadvantages of the various inter-service communication schemes. We
present Message Brokers and their usage as an inter-service communication primitive. Finally, we
focus on Event-based communication and the new communication patterns that it enables.

For the rest of the thesis, we take an applied approach to discussing Kafka and its various concepts.

In the first part of Section 4, we take advantage of a Dockerized Kafka cluster in order to showcase
concrete examples of each concept. We start by discussing Partitions, the fundamental abstraction
of Kafka, and we take a deep look into how they are stored in Kafka Servers. We demonstrate
simple consumption and production to lone Partitions while also building intuition on the ordered
nature of message logs. Furthermore, we analyze how replication of Partitions works and how small
configuration changes in both Servers and Producers can have a big impact on the specific safety
and availability guarantees that Kafka provides.

In Topics, we solidify the pattern of splitting a message stream to multiple Partitions in order to
scale a message stream’s total read and write throughput. In Partitioning And Message Ordering,
we also discuss the consequences on message ordering and the specific message ordering guarantees
that can be achieved by using keys.

Next, we discuss how Consumer Groups may be used for automatic assignment of Partitions.
We then demonstrate an example of scaling a topic’s read throughput by introducing multiple
Consumers to a Consumer Group.

In Processing Guarantees, we address the issues of lost and duplicate messages. We discuss
idempotence and how Kafka can achieve message de-duplication. We briefly present Apache
Kafka’s Transactions and how these can be used to avoid lost messages and duplicate message
production in large message processing pipelines compromised of pure Apache Kafka consumers
without observable side effects.

Section 5, presents a mathematical model of Apache Kafka, specific estimations for required cluster
resources, as well as Topic sizing guidelines depending on maximum tolerable end-to-end latency
and unavailability windows. It also provides a complimentary guideline for maintaining uniform
load across brokers when scaling the cluster.

Section 6 puts the previous sections into practice by performing a concrete case study of the DIEM
platform, an ecosystem that provides timely access to data for the energy Market in Greece and
the wider area, focusing on the restructuring of its real-time subsystem.
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3 Event-Driven Architectures

3.1 Microservices

Web Client Mobile Client

IJS'DN Notifications

I Client side
| l Server side

HTTFP, WabSocket

Figure 1: Example of Microservices architecture [1].

Microservices are independently releasable services that are modeled around a business domain [2,
p. 3J.

Such services encapsulate functionality and expose it to other services through the network using a
public abstracted interface. These services are then composed together in order to construct the
larger, more complex system [3] .

Microservices are treated as a black box, promoting the notion of information hiding. They maintain
a public network endpoint (REST /GraphQL/Queue/RPC) along with an explicit or implicit schema.
Other services communicate with them through the exposed endpoint, completely unaware of the
internal implementation details. This information hiding acts as a barrier, defining which part of
each Microservice is easy to change and what should stay backwards compatible [4, p. 36].

Each service is allowed to arbitrarily change any internal implementation functionality, as long as
this change doesn’t leak into the public interface. If it does, it does so in a backwards compatible
manner. At the extreme end, this information hiding allows each team to work with its preferred
and most productive technology stack. A consequence of this information hiding is the fact that
Microservices tend to not share databases, opting to maintaining different databases for each service.
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If shared state is required, it is often refactored to a separate service with an extra abstraction
layer on top.

Microservice Architecture vs Service-Oriented Architecture

The above description of Microservice Architecture is reminiscent of the older Service-Oriented
Architecture (SOA,[5] ). The difference is not so much technical as cultural. Service-Oriented Ar-
chitecture just like Microservice Architecture follows a generic service-based approach to monolithic
decomposition. Due to historical reasons, Service-Oriented Architecture is a term associated to
protocols like SOAP and the WS-* family of standards. Moreover, they are also associated to usage
of heavyweight, vendor-specific, Enterprise Service Buses [3] .

Microservice architecture can be thought of as an opinionated version of Service-Oriented Architec-
ture, favoring complete information hiding, lightweight inter-service communication protocols and
maintaining independent service life cycles.

Independent Deployability

In order to achieve proper team independence, it is paramount to enable teams to have their own
independent deployment schedules [2, p. 6] [4, p. 16] .

The alternative is to do system-wide microservice releases requiring complex synchronization
between the different teams which is error-prone and time-consuming.

Modularity

While beneficial in itself, independent deployability also forces the services to stay decoupled.
Synchronized releases can allow services to become tightly-coupled with all the disadvantages that
this entails. In contrast, requiring each team to independently release their managed services acts
as a modularity test, ensuring that each service can be changed without affecting other services.

Here we would like to stress that Microservice Architecture is not the only way to achieve modularity.
Modularity can also be achieved in monolithic applications by properly defining module boundaries
and forcing independent module releases [6] [7] .
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Figure 2: Modular Monolithic Architecture [2].
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In contrast, we can also have service-oriented architectures where services are not actually decoupled.

Service A Service B Service C

Read/ Write Read/ Write

Y

' , SN /Peay } |
A

Database

Figure 3: Services coupled to common database.

In the end, Microservice Architecture is a way to structure teams and keep their owned services
decoupled in order to minimize change propagation. The overhead of maintaining clear public
interfaces between services, and the networking nature of inter-service communications, introduces

is non-trivial and should be taken into account.



Organized around Business Domains

Any organization that designs a system (defined broadly) will produce a design whose
structure is a copy of the organization’s communication structure. — Melvin Conway,
1968

It has traditionally been the case that team creation would be based on technology familiarity and
expertise. This naturally leads to a componentization of system functionality that mimics this
technology-based team specialization.

Ul
specialists

oo SEHNE;

aaacE

- SRR

Siloed functional teams... ... lead to silod application architectures.
Because Conway's Law

Figure 4: System architecture mirrors team structure [3].

Unfortunately, it is often the case that feature implementation spans across multiple technology
layers. In a traditional team setting, this means that complex inter-team cooperation must take
place, increasing communication and synchronization overhead.
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Figure 5: Features typically span multiple layers [2].

In a Microservice architecture, team independence is key, as such the focus is shifting towards
cross-functional teams the structure of which mimics the business capabilities and therefore the
communication patterns that are required when implementing business functionality [8] [2, p. 3] .

This ensures that each service can be independently enhanced and maintained without losing time
and focus due to inter-team communication.

Cross-functional teams... ... organised around capabilities
Because Conway's Law

Figure 6: Cross-functional teams lead to independent services [3].

16



Technology Heterogeneity
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Figure 7: Each service can use its preferred technology stack [9].

Due to the information hiding nature of the Microservices Architecture, different services are free
to use their preferred technology stack as an implementation detail. This flexibility allows using
the best tools for a given job, without having to use a generic all-fits-one solution that ends up
being the lowest common denominator.

Resilience

Microservices operate under the assumption that external service dependencies communicate via
networking. As such, services must be able to handle all the different error conditions that occur due
to the networking nature of inter-service communication. Services can tolerate service dependency
unavailability by gracefully degrading service functionality. This, permits increased resiliency and
robustness in the case of a subset of the system’s services becoming unavailable.
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Scalability

Micro services

Monolithic app

Scaling

Scaling

Figure 8: Microservices can be scaled independently [3].

Since each service can be independently deployed and communicate over the network, we are free
to introduce multiple instances of specific services. We can then use these as backups in order to
increase resiliency in the face of unavailability, or perhaps put them behind a load-balancer or some
message broker in order to distribute load. More importantly, we have the freedom to scale each
service independently, this is not the case with a monolithic application architecture. This is an
important advantage and for this reason functional decomposition is considered one of the main
axes of scaling (Y-Axis, [10]).

Organizational focus

As previously discussed, decomposing system functionality into components owned by independent
teams, allows system functionality to be implemented without incurring heavy inter-team commu-
nication overhead. Since services are smaller in scope and more focused, the teams that own them
tend to be smaller and more productive as well.
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Disadvantages

Forcing communication through the network is a great way to create and maintain explicit
communication interfaces and properly decouple services from each other.

Unfortunately, this decoupling can frequently have consequences.

Main disadvantages of the Microservices Architecture stem from the extra complexity involved, as
well as issues inherent in distributed systems [11].

Technology overload

In order to enable Microservices, extra technology must be used. Service discovery mechanisms,
instance orchestration, message queues, log aggregators and observability tracing frameworks
must often be put into use in order to make Microservices viable. The technology flexibility that
Microservices permit can also lead to complexity explosion, making transitions between teams hard
and complicating the hiring process.

In-process vs Inter-process computational overhead

Microservices must run on difference processes, potentially on different hardware, and communicate
to each other through non-native communication channels that can span programming languages
and ecosystems.

Compared with communication between modules, inter-service communication is going to be slower
and less robust.

Increased interface complexity

Calling a procedure from another module can’t fail, due to the coupled nature of modules coexisting
in the same process. In contrast, communication though the network can always fail, requiring
countermeasures and introducing cognitive overhead that complicates the underlying application
logic.

Maintaining non-native interfaces is also more complex. The interfaces and protocols involved must
be communicated through an external mechanism and properly versioned. These are nonexistent
problems in architectures relying on homogeneous technology stacks.

Observability and troubleshooting

No matter the testing coverage, some problems are bound to be manifested in production. In
this case, being promptly notified and collecting enough data to be able to analyze and solve
the problem is of paramount importance. Instrumenting code that operates across different
technologies, ecosystems, runtimes, multiple instances and load-balancers is way harder compared
to instrumenting more monolithic systems. Efforts like the Open Telemetry initiative are promising
in this regard.
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3.2 Inter-Service Communication Patterns

In this section, we attempt to provide a high-level overview of inter-service communication patterns.
This overview is not meant to be exhaustive but instead serve as the basis for discussing event-based
communication, queues, and message brokers later on.

Synchronous - Blocking

Award points

Order Lovalt
Processor / oyalty

~ Blocks waiting for response

Figure 9: Service sends a message to another services and synchronously waits for the response [2].

This pattern consists of a service sending a request to another service, and blocking until it gets a
request back before resuming execution. It is the default and most familiar style of inter-module
communication in monolithic applications. Procedure and library calls constitute synchronous
request-response communication. Relevant inter-service technologies include REST Apis and RPC
frameworks [2, p. 95].

interface Dependency {

public Response call(Request request);
};

void process(Dependency dependency) {

// request-processing-response
Response res = dependency. (new Request(...));

continuation(res);

Advantages of this communication pattern is the straightforward control flow and familiar mental
model.

The main disadvantage of this pattern is the temporal coupling that it creates. In this case, request,
processing, and response are treated as a single operation. This means that the requesting
context execution time is bounded from below according to the sum of the request,
processing and response times.

In order to further discuss this issue and see how this is a problem mostly relevant to distributed
architectures, we will examine it from two different contexts. One is communication between
modules and the other is communication between services across a network.

A good example of inter-module communication is native procedure calls.
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We can make the following observations:

o Request time is negligible and bounded.
o Processing time is often measurable and bounded.
» Response time is negligible and bounded.

Furthermore, in monolithic scenarios, there are usually no strict execution upper-bound requirement.
Of course, there are numerous counter-examples to this:

» Functions executed in GUI framework threads must have fast execution time in order to not
affect responsiveness.

o Audio processing applications have hard upper-bound requirements in order to not create
audible processing artifacts.

o Aviation System Control often have hard-real time requirements.

The above explain why synchronous request-response is such a good default communication style
for inter-module communication. There are no real availability issues in this context, in order
for a module to not be available the whole process must be down, making the requesting module
unavailable too.

The situation is more complex when it comes to inter-service communication through the network.
This is the typical Microservice communication style. Here the behavior is complicated by the
network medium and the dependency-service’s lifetime.

We can make the following observations:

» Request time depends on network and dependency lifetime and is therefore unbounded.

o Processing time is again dependent on dependency’s lifetime. It is unbounded, and even if
the service is highly available, it is still unwise to depend on its performance characteristics
since it can end up being owned by a separate team.

o Response time again depends on the network and is therefore unbounded.

We can often improve our infrastructure in order to reduce the network effects and availability
issues, but we don’t really want to do the same with the dependency-service’s lifetime.

Since it can be managed by an independent team, we would prefer to allow the team to manage that
service’s deployment, without having to worry about potential smart lived unavailability windows
transitively affecting dependent services.

Of course, each service should strive to be highly-available but in any case we would prefer to
decouple our service from the dependency-service’s availability guarantees.

Using synchronous-blocking communication, we can’t make easily achieve this goal. If a dependency
becomes unavailable at any point, our blocking call won’t be able to proceed making our service
unavailable until the dependency becomes available again.
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This can be very problematic in long chains of blocking inter-service calls.

Take
Payment

Check for
fraud

Order
Processor

Fraud
Detection

Fetch customer
record

Customer

Figure 10: Example of long inter-service communication chain [2].

The transitive nature of blocking request-response means that if any service becomes unavailable,
all services that are part of the chain become unavailable too.

The inherent issue of synchronous request-response is that request, processing, and response, are
bundled into a single action and implicitly create a hard dependency on all subsequent lines of
code.

void continuation(Response res) {
handleResponse(res) ;

otherOperations();

}

void process(Dependency dependency) {
Response res = dependency. (new Request(...));
continuation(res);

Ideally, we would like to be able to remove this hard dependency and enable our service to execute
all logic that is not dependent on the response. We will explore this decoupling in the subsequent
section.
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Asynchronous - Nonblocking

Send package
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Figure 11: Service can resume processing until response asynchronously arrives. The response can
arrive hours or days later without affecting the requesting service [2].

This communication pattern asynchronously handles the response of a request to the external
service [2, p. 98]. This allows the issuing service to resume execution without having to wait for
the response, reducing temporal coupling as a result .

Some types of asynchronous communication are:

o Communication through common data. In this case, services communicate through shared
state either through the filesystem, or some shared data store.

o Asynchronous request-response. This is a variation of the typical blocking request-response
pattern where requests are issued asynchronously. Communication occurs with a single
instance of the service-dependency.

o Event-Driven. This is a variation of the asynchronous request-response pattern where the
response is not required. Requests that don’t require a response are called events. Since
we don’t require a single response per event, we can send our events to multiple interested
instances and even to different services.
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Communication through common data

This pattern consists of services sharing some sort of state. This state can consist of files within a
shared filesystem, a shared database, or perhaps a distributed key-value store. Instead of directly
depending on each other, these services implicitly communicate by observing the changes that

occur to their shared state [12, p. 68].

Order Processor

Sets PLACED, PAID,
COMPLETED statuses

ID

Status

123 PLACED
456 SHIPPED
Order table

Warehouse

Sets PICKING and
SHIPPED statuses

Figure 12: Two services communicating through a shared database [2].

The advantages of this method lie in that it can enable older technologies to be integrated into a
Microservice architecture without having to introduce new technologies. It can also be especially
useful for inherent large-volume data sharing situations. In this case, simply uploading a multi-
gigabyte file to a shared filesystem, may be the best course of action [2, p. 101].

The main disadvantage, as discussed previously, is that shared state can lead to potential coupling
between the two services. Any change in structure in the data store can lead to breaking the

communication between the services.

24



Asynchronous Request-Response

This is an alternative to the blocking request-response pattern. Instead of executing and waiting
for the remote call to finish, we can queue our request and asynchronously handle the response at
some other point.

The way this is achieved is by explicitly changing the invocation interface so that we supply a
response-dependent continuation when issuing the request:

interface Callback {
public void execute(Response response);

}

interface Dependency {
public void call(Request request, Callback callback);
};

void processOrder (Dependency dependency) {

// request-processing-response
dependency. (new Request(...), new Callback {
void execute(Response response)
{
handleResponse(response) ;
}
B

otherOperations() ;

As a result of the above change, the service can resume doing otherOperations without having
to wait for the response.

We can also queue the actual request and handle its transfer in the background while properly
doing retries. This does not eliminate the coupling to the actual request time, but only mitigates it.
If the dependency is not available for enough time, queuing requests can end up consuming a lot of
memory and even lead to memory exhaustion. Practical implementations should make the queue’s
size bounded, this means that after some point the request would have to block. This means that
the calling site’s execution does not depend on processing and response time but is potentially
coupled to the request time. In any case, the issuing service does not exhibit the same number of
temporal coupling issues that it’s blocking counterpart does.

Duality of Blocking and Asynchronous Interfaces

It is worth mentioning that any blocking interface can be trivially converted to an
asynchronous interface and vice versa. In the case of the asynchronous interface, we
can use shared state between the response continuation and the issuing context and
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wait use it in order to block, waiting for the call to finish. In the case of a blocking
interface, we can use threading in order to schedule the remote call for completion in
the background. This of course does have performance consequences in the form of
increased state bookkeeping, scheduling overhead and resource contention when parallel
remote calls are active. A native asynchronous technology will naturally perform better
in this regard. In any case, taking advantage of asynchronous operations requires careful
software restructuring in order to benefit from removing the implicit dependency that
the blocking interface imposes.

Another interesting problem of this approach is what happens when the issuing microservice and
the dependency-service’s request/response throughput differ. In this case, the issuing microservice
can potentially overload the dependency-service. If the asynchronous interface is implemented by
using threading to wrap blocking calls in the background, this means that the internal queue used
to schedule the blocking calls will keep increasing until it reaches capacity, leading to a degradation
of service quality.

A potential solution to this problem is the introduction of Queue middleware between the two
services:

Queue

~
_—

Reserve stock
<<request>> 1~

Order Processor Warehouse

Queue ’

=,
. 4

ra
Stock reserved 1
<<response>>

Figure 13: External queues can be used as buffers [2].

Using queues implies a native asynchronous interface. The issuing service does not communicate
with its dependency directly, instead it pushes the request to an external queue. Later on, when
the dependency service becomes available, it can read requests from the queue and then forward
the response to another queue which will subsequently be read by the issuing service [4, p. 88] [2,
p. 101]. [13]

The external queue can take advantage of disk storage in order to provide a better buffering service
than the issuing service can achieve internally. Monitoring can be used to notify teams when lag
accumulates noticeably. Other advantages of using queues, are increased message persistency in
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case any service goes down, as well as a limited form of service discovery. Regarding the latter, the
various services involved do not have to be aware of the actual services involved, they only have to
be aware of the queue service. Finally, the queue service can concentrate on being highly available
in contrast with the multiple other services. This alleviates the coupling issue of the issuing service
to the request time.

A problem with this request-response approach is the fact that the request-response relationship
is not natively maintained. One has to introduce specific metadata in order to link requests and
responses and use a separate persistent store in order to maintain these links without losing the
persistency advantages that queues provide.

In practice, this can be achieved by including correlation identifiers and ta separate database. Due
to the extra complexity involved when having to maintain the request-response relationship, there
is non-trivial cost in adopting this approach.
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Event-Driven Communication
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Figure 14: Example of event-based communication with multiple event subscribers [2].

This communication pattern involves sending messages to other services without expecting a
response. The fact that the service does not require responses has a very important consequence.
When requiring a response, there is an implicit association, where the receiving instance is also the
responding instance. This means that since we expect a single response, we implicitly impose a
one-to-one relationship between requests and receiving instances. If we don’t require a response,
then our messages can potentially reach multiple instances or even different services. Instead of
reaching out and sending a message to a single service, we can broadcast a message to a broad
topic abstraction where multiple listeners can subscribe to [14] [2, p. 108]. .

The interface as well as the code ends up being very simple without requiring complex control flow
changes.

interface OrderPackagedTopic {
public void publish(OrderPackaged event);

}
void processOrder (OrderPackagedTopic dependency)
{

/7. ..

dependency. (new OrderPackaged{...});
b
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Publish-Subscribe

This very powerful pattern consists of multiple listeners that subscribe to a type of published event
[15] .

It is enabled when using event-driven communication, since the event can be sent to multiple
listeners.

DR Service A
Service B
Service C
S‘tar'age, Service
Service D

Figure 15: Storage service acts as a message broker.

In the above example, the storage service must maintain broker-like functionality integral to the
service. External services subscribe to the events produced by the service by reaching out to the
service and using its broker-specific protocol. This couples them to the service.

In addition, the storage service has to take care of internal queuing, retransmission of events in
case of failures as well as event persistency in case they didn’t manage to be transmitted in time.

This would also be the case for all similar use cases across different services.

Due to above reasons, it is worth splitting the broker functionality and package it as a separate
service. This service can focus on proper retransmission, high availability and persistency [12, p.

287] [16, p. 3] [4, p. 6] .
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Figure 16: Event-driven architecture using a specialized message broker service.

Another big advantage of using a separate message broker service, is that we can use this service
in order to break dependencies between other services. Instead of services reaching out to other
services in order to subscribe to events, they can instead reach out to the specialized message
broker service and subscribe to it. In the same spirit, any services that want to publish events, can
contact the message broker and send the events to it.
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Figure 17: Broker as central dependency and message hub.

One potential issue of this approach is that while we manage to decouple the services from each
other, we do however couple every service to the message broker.

This is often an acceptable compromise. In contrast with generic Microservices, the message
broker can be specialized with the sole goal of supporting high-availability and convenient message
semantics. This moves the burden of implementing such important functionality to a single service
that can be properly tested in isolation.

Due to the message broker being central to event-driven infrastructures, it can frequently act as a
single point of failure [17, p. 268] .

For this reason, understanding the exact safety and availability guarantees that a message broker
provides is of extreme importance.

In order to be able to ensure that messages kept in message brokers are not lost, message brokers
that attempt to take a central role in an event-driven architecture’s infrastructure, often rely on
redundancy in order to provide safety in the face of hardware and network issues.

Replicating a sequence of messages across different nodes fundamentally requires solving the
distributed Consensus problem. This is non-trivial and relying on unproven custom algorithms can
lead to destructive behavior during rare edge cases.

Using proven distributed Consensus algorithms such as Multi Paxos and Raft can help provide
specific guarantees which can be relied upon when designing event-based architectures [18, p. 386] .

A great advantage of the lack of responses is that we can use queues and have all the advantages
as discussed in the asynchronous request-response section without the large complexity that
request-response bookkeeping introduces.
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By changing the queue topology, we can often achieve various interesting communication schemes,
allowing queues to act as message brokers [19] .

Publish-subscribe can be implemented by providing exchanges that can pull messages from a queue
and send to multiple listeners. Not all queues provide exchanges-like functionality, however.
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Figure 18: Queues along with exchanges can implement publish-subscribe.

Due to messages being extracted from the queue, Queue based message brokers can also trivially
achieve task processing functionality by distributing tasks to a set of workers that compete to
extract tasks from a queue [14] [20] .
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Figure 19: Worker instances compete for extracting messages from a single queue.

An alternative to queues are log-based message brokers . Fundamentally, such brokers use append-
only logs in order to store published messages [18, p. 532]. Such logs abstractions can be mapped
efficiently to disk-based persistent storage [21] .

Consumers can directly fetch messages from these logs, fetching messages from top to bottom,
sallowing consumers to read messages in a first-in first-out fashion. This is sufficient for the basic
Publish-Subscribe use case.

Since logs are persistent, such message brokers can persist messages and consumers can re-consume
them if needed. This cannot be achieved by queues, which are fundamentally transient in nature.

A big advantage of log-based message brokers is the alignment of their fundamental log-based
model with distributed log replication.
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This is a well-studied problem, and known Consensus algorithms such as Raft can be used to
provably provide replication guarantees [22] .
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3.3 Command Query Responsibility Segregation and Event Sourcing

As we discussed in previous sections, sharing state between Microservices can create data coupling.
For this reason, individual Microservices tend to use their own independent data stores and present
a public API through which other Microservices, can issue commands and query state. This enables
the Microservice to freely change the implementation of the underlying data store.

Within the context of a single Microservice, state management has interesting implications. It is
often useful to present both Update and Query operations on the public API. These are typically
implemented in the underlying Microservice using the same data model.

Presentation

Validation

Business logic

Updates
Data »| Data

access < store
Queries

Figure 20: Updates and Queries are served from the same underlying model [23].

A problem with this approach is that the load of Queries compared to Updates is often different,
with the Query endpoints usually receiving more traffic than the Update endpoints.

Furthermore, a Microservice may have to expose multiple Query interfaces that do not efficiently
map to the underlying model. Often multiple Queries come at odds with each other, being limited
by the single data model not being able to efficiently support all of them.

For the above reasons, it is frequently useful to separate the Update and Query data models .
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Figure 21: Updates and Queries are served from separate models [23].

This way, we can build the Query models in such a way that they efficiently map to their
corresponding operations .

Going on step further, we can host the Query and Update models on separate data stores and
perhaps on separate instances, allowing for independent scaling.
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Figure 22: Updates and Queries models are hosted on different instances [23].

This pattern of separating the Update from the Query models is called Command Query Responsi-
bility Segregation [24] [25] .
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Keeping models in sync using event-based communication

At this point, the question arises of how we can keep the various Query models in sync with our
main Update model.

As the Query models are increased, this situation starts taking the form of Publish-Subscribe
communication.

Each verified Update must be transferred to multiple Query models, perhaps on separate instances, in
order for them to keep their data in sync. This is usually achieved with event-driven communication,
where Updates are transported as concrete events, to the various instances.

Event Sourcing

An interesting observation that we can make from the above discussion is that both the Update and
Query data model states are derived from the underlying verified Update events that correspond to
the commands issued through the Microservice’s API.

At the extreme end, we can view databases as efficient projections of a given event-stream at a
given point in time.

This view has led into the creation of a specific architectural pattern, that of Fvent-Sourcing [26]
[24] [18, p. 543] [14, p. 43] .
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Figure 23: Event Sourcing as an architectural pattern [27].

Under Fvent-Sourcing, the fundamental source of truth is not the underlying database, but the
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actual event stream.

This event stream is persisted into some sort of Event Store. Using the event stream, multiple
projections can be derived from it, giving birth to aggregations, in-memory views, caches, concrete
materialized views and, possibly, derived event streams.

In the case that a service becomes unavailable, it can then subsequently reconstruct all its relevant
projections by replaying the events from the Event Store. In order for this to be done efficiently,
the Event Store has to support efficient snapshot functionality.

Another advantage of this pattern is that since events are persistent, they can also serve auditing
purposes. Furthermore, they can be used to fix incorrect derivations, perhaps in the case of
implementation errors.

Strict safety and ordering guarantees from the side of the Event Store are paramount for the proper
application of this architecture.

On-Demand Query models across Microservices

A big advantage of such event-based approaches is that we can transport the underlying high-level
event streams across different services.

This permits various Microservices to derive projections for their own specialized usage [18, p. 549|
[28] [29] .

Without permitting events to break the Microservice boundary, all dependent services would have
to rely on the service’s API supported Queries, putting the burden of maintaining them to the
owning service.

Event-based communication can help decouple such services from a given service’s API while
permitting them to construct specialized projections of a given event stream themselves.

Eventual Consistency

A problem of applying CQRS and Event Sourcing is that due to different models consuming events
at a different pace, such patterns can often only achieve eventual-persistency [30] [31] .

This in turn, creates complications for use cases requiring strict data consistency, limiting their
usage as global architectural patterns.

37



4 Apache Kafka

4.1 History

Created initially by LinkedIn and subsequently open-sourced, Apache Kafka advertises itself as a
modern event streaming platform, meaning a platform that facilitates the general management and
high-throughput production, consumption, transfer, and processing of event-based data.

Kafka can act as a highly available and resilient publish/subscribe system while also providing
persistence for event sourcing use cases and also covering real-time processing.

The term streaming is used to differentiate Kafka from other traditional Batch-processing frame-
works, focusing on its real-time processing capabilities.

LinkedIn initially wrote Kafka [32] [17] in order to address various important data pipeline issues:

o Handle the transmission and processing of the growing amount of real-time events produced
between its various services.
o Unify the different data pipelines within the LinkedIn infrastructure.

As a result, Kafka was built with specific attributes in mind:

Foremost, the biggest goal was throughput in order to support the growing number of data, as well
as scalability in order to be able to scale for the future.

In order to properly decouple producers and consumers without introducing performance penalties,
a mixed Push-Pull communication style was chosen Consumers initially poll, but also allow the
server to subsequently push batched data within configurable limits.

Another important requirement was for Kafka to be flexible enough to cover multiple use case
scenarios. As a result, Kafka is flexible towards its balance between consistency, throughput and
availability, throughput and latency, persistence and infrastructure cost, parallelization and message
ordering [33].

This makes Kafka a very configurable system, where different parameters can drastically affect its
behavior and guarantees.

Kafka went open-source in 2010 and graduated from the Apache Software Foundation incubator
project in 2012. It is currently used in some of the biggest data pipelines in the world [34] .
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4.2 High Level Overview
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Figure 24: High-Level operational model of Apache Kafka.

This section gives a high-level overview of Kafka as well as introduce some minimal terminology
that will be of help in the subsequent sections.

Partitions

Kafka at its core can be thought of as a distributed collection of logs. Each log exists on a potentially

different server and consists of a sequence of key-value pairs. Each key-value pair has an associated
position within the log called the message offset.

These logs in Kafka terminology are called Partitions

Consumers and Producers

Client applications speaking Kafka’s binary communication protocol can query the cluster for

metadata as well as fetch messages from each partition or produce messages to them by putting
the messages at the end of the log.

Clients that consume messages are called Consumers and those that produce messages are called
Producers

Producers chose the partition a message should go to and then contact the server responsible for
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the partition, requesting that the message will be put at the end of the log, and getting a response
regarding the request’s status.

Consumers query messages by polling the server responsible for the partition and then specifying
the message offset within the partition. They also specify the minimum and maximum data of the
response and keep the communication channel open so that the server can immediately notify them
when the data is available.

Consumers can query the messages in any order, but the most natural way is to read the partitions
from top to bottom, effectively doing a First-In-First-Out traversal of the partition.

Due to the ordered nature of a partition, consumers reading the partition will receive messages in
the same order as they were appended to the log.

Any number of consumers can read from the same partition, effectively allowing for Pub-
lish/Subscribe communication patterns.

Replicas

For availability and safety reasons, Kafka keeps potentially multiple copies of a simple Partition.
These copies are called Replicas and will be discussed in detail along with Leader election.

Topics

In order to be able to scale throughput, Kafka uses collections of Partitions that contain the same
type of messages. These collections of partitions are called Topics.

Producers send each message to a partition within a given Topic, while Consumers can read from
any number of partitions within a Topic.

Consumer Groups

Finally, in order to be able to scale consumer throughput, Kafka uses the concept of Consumer
Groups. These are groups of consumers that Kafka itself manages and assigns partitions to, such
that each partition is only assigned to a single Consumer.

In the following sections, we will discuss each concept in detail and also look into the various
configuration options of Kafka and how these affect the system’s behavior as well as safety and
availability guarantees.
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4.3 Setup

Kafka is a distributed system in nature.

In order to be able to experiment with different Configurations and see how Kafka behaves in
practice, we are going to need a proper cluster with multiple Kafka servers.

Kafka also currently requires Zookeeper as a dependency, which itself is a distributed service. At the
time of writing an alternative feature that removes Zookeeper as a dependency, the Quorum-Based
Controller, is announced as production ready.

All of this can non-trivial to set up and operate and for this reason we decided that for reproducibility
reasons we utilize the Docker containerization framework and Docker Compose specifically.

Docker Compose allows us to compose multiple containerized services while declaratively changing
their configuration.

The goal is to help anyone that wishes to reproduce our examples by automatically orchestrating
the management, fetching and instantiation of the various required Docker images.

Docker will also be used for the tools that we will use in order to administer the cluster as well as
produce and consume messages. This way, one doesn’t need to download and install any tools in
order to follow the examples.

All code samples used in this thesis, as well as all different Docker configurations, will be available
in the accompanying GitHub repository

For demonstration purposes, one can initialize a Kafka cluster by going to the Docker folder on
our repository and invoking docker compose up. The -d flag allows us to run the docker compose
process in the background.

cd docker
docker compose up -d

This will instantiate a group of containers including a single Zookeeper node, 3 Kafka servers as
well as various other tools for log collection and monitoring.

The Zookeeper server is exposed as a running service in our host server on port 2181, while the
different Kafka servers are exposed in the following way:

Docker Service Host Port Broker ID

kafka-0 9092 0
kafka-1 9093 1
kafka-2 9094 2

All other sections will assume an already initialized cluster.

In the following examples, we will be using some specific tools in order to perform basic administra-
tion and visualization tasks.
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One useful Swiss-army-knife of Kafka tools is kcat. It can be used for basic cluster visualization, as
well as consuming and producing to Topics and specific Partitions.

We will use edenhill/kcat docker image in order to invoke kcat without having to install it directly:

docker run -it —--network=host edenhill/kcat:1.7.1

We will also take advantage of various native tools that Kafka itself provides. Kafka bundles these
in the Kafka distribution’s bin directory. We can use the bitnami/kafka that is also present in our
Docker setup in order to access these tools without having to download the Kafka distribution and
install the necessary Java libraries.

These tools can be invoked by running the bitnami/kafka image which includes the Kafka
distribution’s bin folder in its PATH variable, allowing us to run the tools directly:

docker run -it --network=host bitnami/kafka:3.1 KAFKA TOOL.sh

In order to avoid specifying the docker part of all these tools repeatedly, we advise using command
aliases:

alias docker-kcat="docker run -i --network=host edenhill/kcat:1.7.1"
alias docker-kafka="docker run -it --network=host bitnami/kafka:3.1"
docker-kcat --help

docker-kafka kafka-topics.sh —-help

We include a file named aliases.sh in the docker folder containing such aliases, which can be
directly sourced for convenience:

cd docker
source scripts/aliases.sh

In the subsequent sections, we will be using these aliased commands.

Finally, in our docker setup, we also include Kowl, a web application that can be used to visualize
and administer a Kafka cluster. We will not discuss Kowl in depth in this thesis, but it is provided
so that interested readers can use it as an alternative visualization source to the terminal based
commands.

Kowl is exposed on port 8080, so readers can point their browser to localhost:8080 in order to
access it.
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4.4 Partitions

At the heart of Kafka lies the concept Partitions.
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Figure 25: Messages being sent to multiple Partitions [35].

Each partition consists of a sequence of messages, where each message has an associated offset in
the sequence [16, p. 33] . Producers append messages to the end of the sequence, while Consumers
read messages by specifying their starting offset in the sequence.

Partitions in reality are concrete binary log files along with their indices and are hosted in servers
(17, p. 207] .

The partitions use their associated Topic as a naming prefix. We will look into Topics in detail
later on, for now topics can be thought of simply as prefixes when it comes to the partitions.

In order to examine Partitions we will start by using the native Kafka tool kafka-topics.sh in
order to create a topic of a single partition.

As with every Kafka tool, we need to specify the Bootstrap Servers that the tool will attempt to
initially contact in order to fetch metadata and retrieve information about the whole Cluster [16, p.
131] .

We remind readers that our docker setup exposes our Kafka servers on ports 9092, 9093, 9094 so
we can use any subset of them as bootstrap servers.
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docker-kafka kafka-topics.sh —--bootstrap-server localhost:9092 \
--create --topic test --partitions 1

>>
Created topic test

At this point, we can either use kafka-topics.sh itself to retrieve partition information:

docker-kafka kafka-topics.sh --bootstrap-server localhost:9092 --describe

>>
Topic: test Topicld: 91r305DUQV2BWwBqHZUiIQ
PartitionCount: 1  ReplicationFactor: 3
Configs: min.insync.replicas=2,segment.bytes=1073741824
Topic: test Partition: O Leader: 1 Replicas: 1, 2, O Isr: 2, 0, 1

Or use kcat:

docker-kcat -b localhost:9092 -L -u

>>
Metadata for all topics (from broker 0: localhost:9092/0):
3 brokers:
broker 0 at localhost:9092
broker 2 at localhost:9094 (controller)
broker 1 at localhost:9093
1 topics:
topic "test" with 1 partitions:
partition O, 1leader 1, replicas: 1, 2, 0, isrs: 2, 0, 1

The same info can also be found in Kowl by browsing to Cluster > Topics > test > Partitions

At this point, I would like to advise readers to ignore the replicas and isrs portions of the
command output. These will be explained in detail in Replication. In contrast, I would like to
focus on the leader column, which specifies the Leader of the partition, meaning the Kafka server
that is responsible for this partition [17, p. 16] .

We note that the leader for partition test-0 is the server with ID 1

We will now append some messages to the test-0 partition by using kcat .

docker-kcat -b localhost:9092 -P -t test -p 0 —K:
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>>
kl:msgl
k2:msg2
k3:msg3
“D

Flag -P specifies that we want to produce to the partition, flag -t specifies the topic, flag -p

specifies the partition and -K specifies the key delimiter. Keys are part of Kafka messages and are
used by Producers in order to choose the concrete partition that each message will be sent to.

They are also used in Log Compaction which we will discuss in detail later.

Under the covers, kcat uses the binary Kafka protocol to fetch metadata from the bootstrap
servers, discover the leader of the specified partitions and then send Produce requests to them
including the messages.

The leader server may use zero-copy techniques in order to immediately append the messages to
the underlying partition log [21] .

We can now connect to the container of the server with ID 1 in order to see how Kafka actually
stores partitions. All runtime data in Kafka by default is stored in the /tmp/kafka-logs folder.

cd docker
docker compose exec -it kafka-1 bash
cd /tmp/kafka-logs && ls

>>
cleaner-offset-checkpoint meta.properties replication-offset-checkpoint
log-start-offset-checkpoint recovery-point-offset-checkpoint test-0

A few notes about these files :

o cleaner-offset-checkpoint [36] Contains information regarding current cleaning progress.

« meta.properties [37] Contains simple metadata that Kafka reads on startup for restoration
purposes.

» replication-offset-checkpoint [38] Is the file which Kafka uses to track which messages
were successfully replicated to other servers. See Replication for more details.

o log-start-offset-checkpoint [39] Is a file containing the low water mark of assigned
partitions. Basically the smallest offsets that consumers can consume from this server.

» recovery-point-offset-checkpoint [39] Is the file where Kafka tracks which messages
were successfully checkpointed to disk. See Replication for details on what it means to
checkpoint messages.

e test-0 I[s what interests us at the moment. It’s a directory containing information about
the partition 0 of topic test. A server may be assigned various partitions of different
topics, in this case the server will contain multiple such directories.

We can now cd to the test-0 directory and inspect it’s contents:
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$ cd test-0 && 1s

00000000000000000000.index 00000000000000000000.timeindex partition.metadata
00000000000000000000. 1og leader-epoch-checkpoin

A few notes about these files:

o partition.metadata Is just a metadata file containing metadata meant to avoid split-brain.
00000000000000000000.1og Is the actual log file containing the messages of the partition.
00000000000000000000. index Is an index file used to efficiently find the position of a
message in the binary log given a message offset.

00000000000000000000. timeindex Is an index file used to efficiently find the position of a
message in the binary log given a timestamp.

leader-epoch-checkpoint Is another file containing the last known leader of the partition.
Used to avoid split-brain.

We can use the native kafka-dump-log.sh Kafka tool from within the server to visualize the
contents of both the log and the index files:

$ kafka-dump-log.sh --files 00000000000000000000.index
>>

$ kafka-dump-log.sh --files 00000000000000000000.timeindex
>>

$ kafka-dump-log.sh --files 00000000000000000000.1log --print-data-log

>>

Dumping 00000000000000000000.1og

Starting offset: O

baseOffset: 0 lastOffset: 2 count: 3 baseSequence: -1

lastSequence: -1 producerId: -1 producerEpoch: -1 partitionLeaderEpoch: 0O
isTransactional: false isControl: false position: O

CreateTime: 1652541195236 size: 100 magic: 2 compresscodec: none crc: 613208378
| offset: 0 CreateTime: 1652541195236 key: k1 payload: msgl

| offset: 1 CreateTime: 1652541195236 key: k2 payload: msg2

| offset: 2 CreateTime: 1652541195236 key: k3 payload: msg3

I would also like to acknowledge that all three binary files can actually be split into segments. This
is discussed in Log Retention

As we can see, the log file contains the messages previously produced using kcat in the same order
we specified them.

We can now exit from the Kafka server and use kcat as a consumer in order to read the messages
in the test-0 partition:

$ docker-kcat -b localhost:9092 -C -u -t test -p 0 -K:
kl:msgl
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k2:msg2

k3:msg3

% Reached end of topic test [0] at offset 3
~C

The consumer under the covers, uses the Kafka protocol to fetch metadata, discover the server
responsible for the partition (except when using rack-aware fetching, [40]) and then use Fetch
requests to directly read messages from the underlying partition log [17, p. 194].

We notice that after the consumer consumes the last message, it keeps an open connection to the
server. It specifies to the server the minimum and maximum amount of bytes required to notify
it after getting new messages. So in essence Kafka consumers use a Push Pull model in order to
communicate with the Server, allowing for decoupling but also reducing latency in case of new
messages [33].

Each consumer is independent, and we can spawn multiple consumers reading from the same
partition in parallel.

Since we have discussed the basics of operation, now it’s a nice opportunity to also look into what
happens when we have multiple partitions and a consumer fetches messages from both of them.

We create another topic named test2 with 2 partitions:

docker-kafka kafka-topics.sh --bootstrap-server localhost:9092 \
—--create --topic test2 —-partitions 2

We then send a few messages to both of them:

docker-kcat -b localhost:9092 -P -t test2 -p 0 —K:
k1-1:msgl-1

k1-2:msgl-2

k1-3:msgl-3

“D

docker-kcat -b localhost:9092 -P -t test2 -p 1 -K:
k2-1:msg2-1

k2-2:msg2-2

k2-3:msg2-3

“D

Then a consumer may read messages from any of them, getting messages in the same order they

were produced:

docker-kcat -b localhost:9092 -C -u -t test2 -p 0 -K:

47



>>

k1-1:msgl-1
k1-2:msgl-2
k1-3:msgl-3

docker-kcat -b localhost:9092 -C -u -t test2 -p 1 -K:

>>

k2-1:msg2-1
k2-2:msg2-2
k2-3:msg2-3

A consumer may also read from multiple partitions simultaneously. We will only specify the topic,
forcing kcat to read from all partitions under the topic prefix:

docker-kcat -b localhost:9092 -C -u -t test2 -K:

>>

k2-1:msg2-1
k2-2:msg2-2
k2-3:msg2-3
kl-1:msgl-1
k1-2:msgl-2
k1-3:msgl-3

We get the messages of test2-1 before the messages of testi-1 even though we produced them
in the reverse order. The consumer fetches messages in parallel from the separate partitions, which
means that messages only maintain a strict ordering with respect to messages only in the same
partition, total order of messages across partitions is not maintained [16, p. 33] .

It’s very possible depending on the batching that Kaftka performs to get a result such as:

>>

k2-1:msg2-1
kl-1:msgl-1
k1-2:msgl-2
k2-2:msg2-2
k2-3:msg2-3
k1-3:msgl-3
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4.5 Log Retention

Kafka so far has been presented as an append-only distributed log service. This however, raises
concerns about its storage requirements.

Retaining newer events is certainly very useful, Publish-Subscribe communication becomes trivial
under this model and events can be audited and processed multiple times as needed.

After some point, however, some events will have been fully processed in all relevant services and
their reprocessing will not be as relevant anymore. It would be a waste for Kafka to retain all such
events forever. If Kafka did not have retention policies, logs would be unbounded and disk storage
requirements would quickly become prohibitive.

For this reason, Kafka supports both time-based and storage-based retention policies, as well as
two specific deletion policies that we will explore in detail.

In Partitions we discussed that Kafka keeps messages in binary .log files along with its indices.
An extra detail that we skipped is that these log files can be segmented.

Each segment is named after the offset of the first message that it contains and also has its own
index files. All appends affect only the latest active segment.

After either enough time passes, or after the active segment reaches a certain size, then the current
active segment becomes inactive, and a new active segment is rolled out. Inactive segments can
serve reads, but no writes.

4 N

(Active)
Offset 0 1 2 3 4 5 6 7
Key KO K1 K2 K3 K4 K5 K6 K7
Value Vo V1 v2 v3 va V5 V6 v7
00000.log 00003.log 00006.log
00000.index 00003.index 00006.index

K 00000.timeindex 000083.timeindex 00006.timeindex j

Figure 26: Partitions as multiple segments.

The time limit, after which a new active segment is rolled out, is controlled by the log.roll.hours
and log.roll.ms configuration options.

The maximum segment size after which a new segment is rolled out, is controlled by the
log.segment.bytes configuration option.

After an active segment becomes inactive, it is then subjected to the retention settings that are in
place. Kafka supports both size and time based retention, and both apply independently. Both
settings apply to segment files, not individual messages, marking them as expired.
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With time-based retention, one can put an upper limit after which a segment file and its indices
will be affected by the chosen cleanup policies.

Relevant configuration options are:

o log.retention.ms
o log.retention.minutes
 log.retention.hours

An important detail is that the settings for time-based retention like we mentioned apply only to
inactive segments. Moreover, the settings apply to the last modified time of each segment, which is
usually the time when a segment turns inactive. This means that actual retention time may be
significantly larger than these settings, especially on low-throughput topics.

As an example, imagine having set log.roll.hours = 168 which is also the default. Then we

also set log.retention.hours = 240 with the intention to expire messages after 10 days. If the
per-partition throughput is low enough, a new active segment rollout, may not happen until the
configurable setting of 168 hours 7 days is up. Only then will the retention setting kick in, resulting
in messages expiring after 17 days instead of 10.

Alternatively, one can configure the maximum size of each partition in order to enforce a soft
upper limit on disk storage. This can be hard to properly use since the topic-level behavior differs
depending on the number of partitions and does not take peaking days/hours into account. It is
disabled by default.

Relevant configuration option is: - log.retention.bytes
Cleanup Policies

These policies serve to define how Kafka will handle segments after the retention settings have
marked them as expired. There are currently two policies, Delete and Compact and are controlled
by the log.cleanup.policy configuration option.

Log cleaning is enabled by setting the log.cleaner.enable configuration option. If disabled, no
cleanup takes place and nothing happens to expired segments. By default, cleanup is enabled.

Delete Policy

This policy is pretty straightforward, any expired segments are simply deleted. One can
also add an extra delay after a segment becomes expired and before being deleted using the
log.segment.delete.delay configuration value.

Compaction Policy
The compaction policy allows for a specific record-based retention behavior.

Instead of deleting whole segments, compaction goes through inactive segments and deletes
“outdated” messages, keeping the latest message with a given key instead.
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Figure 27: Compaction removes “outdated” entries [17].

Compaction also works across segments, merging them in the process.
Relevant configuration options are:

o log.cleaner.min.cleanable.ratio — the minimum ratio of the non-compacted partition size
to the total partition size in order for a partition to be eligible for cleaning. It acts as a
throttling mechanism due to compaction being resource-intensive.

e log.cleaner.min.compaction.lag.ms — prevents segments newer than a minimum duration
from being compacted. The default value is 0, implying there is no minimum time that an
inactive segment will persist before it may be compacted.

o log.cleaner.max.compaction.lag.ms — the max duration that a segment may idle before being
compacted. Typically used with low-throughput topics.

o log.cleaner.delete.retention.ms — the extra duration that the tombstone records are persisted
before being deleted. We will discuss tombstone records below.

Tombstone messages are messages with a key and a null value. They can be used to
denote record deletions. When the compaction cleaner comes across a tombstone message and
log.cleaner.delete.retention.ms time elapses, then the tombstone message is deleted,
allowing from proper deletion of specific keys from the resulting compacted event stream.
log.cleaer.delete.retention.ms will ensure that delayed Consumers will have an extra
chance to notice the deletion event before the cleaner removes it completely.

This compaction policy is especially useful for record-based message streams where values correspond
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to entities and keys correspond to primary keys. It is meant to serve Event Sourcing scenarios [27] ,
with compaction taking the place of snapshots. Given enough time, compaction will attempt to
ensure that any given entity identifier used as key will correspond with a single / most recent value.
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4.6 Replication

We briefly mentioned that when clients want to either consume or produce messages to a Partition,
they use the metadata fetched using the Kafka protocol in order to find the server responsible for
the given Partition and then send further requests to it. We remind readers that this server that is
responsible for the Partition is called the Leader for that partition.

It is important to discuss what happens if, for any reason, a Kafka Server becomes unavailable.
This could happen for a multitude of reasons, including hardware server problems, networking
issues or even due to manual intervention, for example due to turning off the server for maintenance
reasons.

In this case, a window of unavailability is created for all clients of any partitions of which the server
is the Leader.

Another very significant issue is the fact that Kafka does not immediately write received
messages to the disk, even if it acknowledges them.

For performance reasons, Kafka uses memory-mapped files under the scenes and periodically flushes
them to disk. This means that if a Server goes down unexpectedly, there is a very real possibility
that messages that were just received successfully from Producers, will not have the chance to be
persisted. As a result, these messages will be completely lost when the Server goes down [16, p.
215] [17, p. 196] .

Plusher). to disk

1“;[ si 4 (5 m - Producer

s f —
acknowledged

Figure 28: Acknowledged messages not flushed.
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Crashed!

Figure 29: Server crashes losing non-flushed messages.
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Figure 30: Server recovers with missing messages.

Kafka in order to provide message safety guarantees allows us to specify a number of copies of each
partition. This is done on the Topics level — which we haven’t discussed in detail yet. The copies of
a partition are called Replicas, and the Replica in the Leader server is called the Leader replica.

We can think of the Leader replica as the main source of truth for a partition. Clients only
communicate directly with the Leader replica. The rest of the replicas fetch messages from the
Leader in the background using the same Fetch requests as normal Consumers, and then append
these messages to the end of their own logs. These partition copies are called Follower replicas [17,
p. 189].
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Figure 31: Example of Leader and Follower replicas [41].

Having discussed the basic mechanism of replication, we can now focus on how Kafka behaves
when a server becomes unavailable.

When Kafka detects that the Leader of a partition does not communicate with the Cluster, it
starts a Leader election process, where the Follower replicas synchronize and attempt to elect a
new Leader between them. After a new Leader is elected, clients automatically redirect their traffic
to it.

At this point an important question arises, what if the new Leader has not managed to copy all
messages from the previous Leader? How does this affect the cohesion of the messages?

Initially, we discuss what happens from a Consumer’s point of view:

The Leader replica keeps track of the latest message offset that was successfully replicated to all
(This is not completely true, see In-Sync-Replicas later on) the Follower replicas. This is called the
High Watermark.
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Figure 33: Not all messages are replicated, log end offset differs from High Water Mark [41].
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Figure 34: High water mark points to the latest committed message.
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Only messages up to the High Watermark are available for consumers to fetch, messages that have
not been fully replicated, are not visible to the Consumers.

This way cohesion from the point of Consumers is ensured, any messages not available to all
Replicas, including the new Leader, would not be visible in the first place.

If any messages were fetched before the Leader election, then that means that they were fully
replicated, so they will also be available in any new elected Leader.

Things from a Producer’s point of view are more complicated.

Depending on the use case, a consumer may not be fully interested in the safety and/or cohesion of
its messages.

For instance, we can think of a Producer publishing sensor measurements to Kafka.

Send sensor data to Kafka topic Consume sensor data from Kafka topic Web
|
nede
£

Kafka |
Python
Kafka producer @ | Upda_te ul

via
| Web Socket
\ﬂiﬁ Raspberry board ‘
’ ‘Welcome to Home Automation Ul

DHT11 1l / \°
sensor 1 r y 1 ¥
_—

v

Browser

Figure 35: Sensor data is collected and transferred to a home automation UT [42].

In this case, losing messages is most likely not a big issue.

In cases where message delivery and safety is not essential, a producer may be more interested
in total throughput and may not want to pay the price of waiting for an acknowledgment before
sending a new message.

On the other hand, we can think of a video sharing application where videos are uploaded on a
storage service.

Consumer

-Bvioeo IEETEZTEE)

Consumer

Figure 36: Service notifies other services that a video has been uploaded [43].
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When a video is uploaded to the storage service, the service would publish an event notifying
downstream services that a new video is available. Those in turn would fetch the new video and
perform further processing, resuming the full upload process.

In this scenario, it would be extremely problematic if the storage service did not have any guarantees
about the safety of it’s transmitted events.

In order to be able to cover such different use cases, Kafka allows Producers to configure the
acknowledgment behavior of the Cluster [16, p. 214] [17, p. 189].

This capability is exposed through the acks configuration parameter.
The acks configuration parameter has 3 possible values:

e acks=0
Broker 101 a 1 ;
PRODUCER S Send data to leader S8 . 6123 45678¢9 31 21------+
Figure 37: acks=0 does not wait for acknowledgment [44].

In this case, the Producer is not interested in what happens to a sent message. It does not
expect any acknowledgment at all from the Cluster, it doesn’t even attempt to verify if the
message has reached the Cluster. As such, it can resume sending messages immediately,
achieving very high throughput. Of course, there are no guarantees about the safety of the

messages.
--------
Broker 101 1 1 W
. Partition O (leader) 0 1 jpey
o acks=1

This has traditionally been the default setting, creating issues for inexperience Kafka users
(This is no longer the case since Kafka 8). With this setting, the Cluster sends an acknowl-
edgment to the Producer as soon as the message arrives at the Leader replica of the message’s
target partition. We remind readers that messages are not immediately persisted. It is
therefore possible that a message arrives at the Leader, the Leader sends the acknowledgment
to the unsuspecting Producer client, but then the server goes down before the message has
been persisted or replicated to another Replica, losing the acknowledged message in the
process. The Producer will think that the message has been successfully persisted, but the
message would be lost and unavailable to any Consumers. As such, we would like to stress
that this configuration parameter does not provide any real safety guarantees. Its
only advantage compared to the acks=0 setting is that the Producer can get information
about the offset that the message will be persisted, which can occasionally be useful. The
producer achieves lower throughput compared to the acks=0 setting since it has to wait for
the acknowledgment message before resuming.
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e acks=all

With this setting, the Leader server will respond with acknowledgment to the Producer if and
only if the message is successfully transmitted (not persisted) to all (This is not completely
true, see In-Sync-Replicas later on) Replicas. This allows us to have some concrete safety
guarantee about our messages. Specifically, if the Leader sends an acknowledgment back to
the Producer, and we have N + 1 replicas for a given partition, then we can guarantee that
our messages will persist even with up to IV replica server losses (again, this is not completely
true, see the following In-Sync-Replicas section more details). The downside of this setting is
that the Producer will have to wait for the message to be successfully replicated to all replicas.
This means that they have to wait for the slowest of all the replicas to catch up before getting
an acknowledgment and resuming production, severely reducing its total throughput.

At this point, we would like to stress that the total end-to-end latency does not change with
any of the different options, since Consumers in any case will not see any messages that are not
fully replicated. What is affected is Producer throughput due to waiting for acknowledgments
between sending different messages. Even this can be mitigated by waiting for acknowledgments
asynchronously and retrying sending messages, this however is not always applicable depending on
the message ordering and delivery requirements.

The fact that acks=1 has traditionally been the default setting is an unfortunate historical artifact,
it is important however to keep note of since it severely reduces the safety guarantees. After Kafka
version 3, acks=all is the default Producer configuration, since message safety is usually more
critical than Producer throughput and the end-to-end latency is not impacted.

At this point I would like to address all the notes acknowledging the inaccuracy of the above claims.
I want to start by making a few observations about the above specified behavior.

We discussed that Consumers will not be able to read messages as long as those have not been
fully replicated. In the same spirit we said that Producers, when operating under the acks=all
configuration setting, will get an acknowledgment from the Leader only after the message has been
fully replicated.

Replica assignment to different Kafka servers, only occurs during topic creation (or manual
re-assignment) and the set of replicas is fixed.

What changes afterwards, is their availability status as well as which of them is designated as the
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Leader.

At this point, we have to discuss, how is it possible that the partition stays available if any server
goes down. After all, as long as full replication implies replication to the whole initial replica set,
then full replication cannot take place as long as one server is not available.

This means that Producers operating under acks=all would not get a reply, while the High
Watermark would not be increased and the messages would not become visible to the consumers.

Another issue regarding the acks=all setting is how slow replicas affect acknowledgment latency.
We can imagine that a single replica falls too far behind when it comes to replication. This may
occur due because it just restarted after a big window of unavailability, due to temporal network
issues, or perhaps due to operational load impacting its replication speed.

The mechanism that Kafka provides in order to address the above issues is that of the In-Sync-
Replicas set. This is a dynamic subset of the initial full replicas set that keeps track of all the
replicas that are sufficiently in-sync with the Leader replica of the partition [45] [46] [41].

What sufficiently means in this case is configurable. The relevant configuration parameter is
replica.lag.time.max.ms which defines the upper bound on the time that a Follower replica has not
reached the Leader partition’s log end offset.

In the Partitions section, we advised readers to ignore the replicas and isrs initials in the
kafka-topics.sh’s --describe as well as kcat’s output. These can now be understood
as the initial full replicas set and the dynamic In-Sync-Replicas set, respectively.

It is now an appropriate time to address the inaccuracy notes of the previous section.

Full replication in the context of the High Watermark advancement and acks=all configuration
setting refers to the In-Sync-Replicas set not the initial full replica set.

Let’s examine acks=all in detail.

In the below example, the partition has a replication factor of 4. Only replicas in servers 1,2 and 3
are sufficiently in-sync. Server 4 is not part of the in-sync replica set. As a result, server 1 which is
currently the Leader only waits for servers 2 and 3 to replicate the message 6 before responding
with acknowledgment to the Producer.

Broker 4 §€
Partition 1
CJ
ndvarean P
I | — Broker 1 §€
Partition 1 (Leader) —
Producer 9 1 2 3 4156 an
Broker 2 §€ in-sync Broker 3 §g in-sync
Partition 1 Partition 1
[e] (] (4]

Figure 38: Message has been replicated in two out of three in-sync replicas [45].
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Figure 39: Message is replicated in three out of three in-sync replicas but has not been replicated
in out-of-sync fourth replica. Producer receives acknowledgment [45].

In similar spirit, the leader replica waits only for the followers that are part of the current In-Sync-
Replicas set to replicate a message before increasing its High Watermark.

The In-Sync-Replicas set basically allows Kafka to reduce the total acknowledgment latency and
increase the availability of the partition. If a replica becomes unavailable, it will eventually be
removed from the In-Sync-Replicas set and the Leader will resume sending acknowledgments and
increasing the High Watermark, making the messages visible to the Consumers.

This behavior is in direct opposition to the simple safety guarantees that we discussed
in the acks=all configuration option

We previously discussed that having a replication factor of N + 1 allows an acknowledged message
to persist even with up to NN replica losses. This is not entirely true in the presence of the
In-Sync-Replicas set.

We revealed that with acks=all a message does not have to be replicated to all replicas, instead it
only requires to be replicated to the replicas that are part of the current In-Sync-Replicas set.

With our current formulation of the In-Sync-Replicas set, we have no constraints on the number of
its members. The set can be shrunk indefinitely, for example after a chaining reboot of the replica
servers, in the worst case it can end up with just a single member — that of the current Leader. In
this case, the acks=all behavior becomes effectively indistinguishable to the acks=1 setting, losing
all its safety guarantees in the process.

Below we show a concrete example, We have 3 servers and a replication factor of 3. Two of the
servers have gone offline, ending up with a single member in the In-Sync-Replicas set — the Leader.
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Figure 40: min.insync.replicas=1 - no replication safety limit. Producer receives unsafe
acknowledgment, due to the message being replicated to all replicas, in this case just the Leader
[46].

In this case, the leader will immediately respond to the Producer with an acknowledgment, since
it has successfully replicated the message to all servers in the current In-Sync-Replicas set — that
is, itself. This however, just like in the case of acks=1, means that in the case of Leader failure,
acknowledged messages will most likely be lost.
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Figure 41: Leader crashes. Producer has received acknowledgment but message may be missing
after recovery [46].

What is needed in this case is a mechanism that allows us to balance the availability and safety of
messages. Kafka provides such a mechanism in the form of the min.insync.replicas configuration
option.
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This configuration parameter basically sets the minimum required members that the In-Sync-
Replicas set should have before the Leader responds with an acknowledgment under the acks=all
setting.

In the below example, we again have a replication factor of 3 and a min.insync.replicas value of
2. When only the Leader is available, it does not acknowledge the messages, since the current
In-Sync-Replicas set does not have the required size and is therefore deemed unsafe to do so.
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Figure 42: min.insync.replicas=2 - requires at least 2 replications for acknowledgment. Avoids
acknowledging in the unsafe situation of just the Leader being available [46].

The default value of min.insync.replicas is 1. This is done so that single server clusters can work out
of the box. Unfortunately, this can hurt unsuspecting production configurations if not kept in mind,
especially those that explicitly set the Producer acks configuration parameter to all, thinking that
their message safety is guaranteed without this being the case like the above example demonstrates.

At this point it would be useful to properly recap the guarantees that Kafka actually provides taking
into account the In-Sync-Replicas set along with the min.insync.replicas configuration parameter
(17, p. 218] [47] .

o A producer cannot have any real guarantees about the safety and coherence of its sent
messages unless it has been configured with acks=all

e In this case min.insync.replicas = N + 1, guarantees no message loss for up to N replica
failures.

o If min.insync.replicas = N 4+ 1 and N < replication factor < 2N, Kafka can take advantage
of the In-Sync-Replicas mechanism in order to remove the slow partitions from the set and
successfully increase acknowledgment speed as well as read availability. In the case of N
failures, message will survive and reads of existing messages will still be served, unfortunately
there won’t be enough replicas to left to meet the requirements of the min.insync.replicas
parameter and therefore writes won’t be acknowledged until enough partitions restart and
join the In-Sync-Replicas set. We therefore achieve message safety and read availability, but
no write availability in the worst case.
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o If min.insync.replicas = N + 1 and replication factor > 2N + 1, Kafka provides message
safety, as well as read and write availability even in the case of N replica failures. Even if N
of the current replicas set go offline, there will still be enough replicas available to join the
In-Sync-Replicas set.

From the above, it’s obvious that we require at least 2 servers in order to guarantee any sort of
message safety.

The takeaway is that if we want to be able to withstand N server failures we need
min.insync.replicas = N + 1 which also implies at least N + 1 servers.

If we don’t care for full write availability in the worst case, we can have any number of servers
from N + 1 to 2N with more servers potentially permitting improving acknowledgment latency in
erroneous scenarios.

If we want both safety and full write availability in the worst case, we require at least 2N + 1
Servers.

Finally, for completeness, it’s worth mentioning another relevant configuration parameter — un-
clean.leader.election.enable

This parameter specifies what happens when all partitions part of the In-Sync-Replicas set become
unavailable. If we are interested in availability then we can enable this parameter, in which case
Kafka will attempt to elect a leader that is not part of the In-Sync-Replicas set, which will most
likely result in data loss. If we care about message safety and consistency, then we disable this
parameter which prevents Kafka from doing another Leader election, unless a member of the last
In-Sync-Replicas set becomes available again. This provides safety but reduces availability of the
partition in extreme cases. By default, this parameter is disabled.
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4.7 'Topics

Topics are a very central Kafka abstraction. While Partitions constitute the basic building block,
Topics act as the basic operational primitive for most clients, meaning that most clients act at
the Topic level instead of the Partition level. Topics sacrifice some of the ordering guarantees of
Partitions in order to allow for both Producer and Consumer total throughput scaling.

In order to discuss Topics and the whole machinery around them, we first have to specify a
throughput problem and see how a simple pattern involving multiple Partitions permits us to
overcome it. Topics can be directly derived as a realization of this pattern, outsourcing the hard
implementation part to Kafka itself.

The problematic scenario involves two entities. A single Producer operating at maximum speed
and a single Partition. The write-throughput is limited not by the Producer but by the inherit
network and more importantly, Disk throughput. The Producer waits for acknowledgment before
producing new messages, effectively throttling its production rate. In the specific scenario, we can
see that the Partition write-throughput is saturated at 500 Mb/s even though the Producer can
operate up to 1 GB/s.

Partition 1
500 Mb/s
Producer
1 GB/s i
500 Mb/s

Figure 43: Throughput is limited due to storage throughput.

The main issue here is the fact that we have saturated the disk where the Partition is located.
Scaling the server’s disk is not sustainable, and we can’t depend on optimizing the Producer further,
since it is not operating at full capacity in any case. Our only way forward is through horizontal
scaling.

A solution to this problem is to introduce another Partition, residing in a different Disk, and then
have the Producer send half messages to the initial Partition and half to the new Partition. The
new Partition can reside either on a different disk in the same Server if available, or within a
different Kafka server.
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Partition 1

500 Mb/s )
500 Mb/s
Producer
1 GB/s
Partition 2
500 Mb/s

=

500 Mb/s

Figure 44: Throughput is maximized by splitting message stream to multiple storage.

By splitting the load to multiple disks, we can linearly scale our total write throughput. This
approach of splitting/partitioning a single message stream to multiple partitions also gives us a
great way to scale read-throughput, as we will discuss next.

Let’s extend our initial problem by also including a single Consumer, fetching and processing
messages from the single Partition:

Partition 1
]
500 Mb/s
500 Mb/s 250 Mb/s
Producer Consumer
1 GB/s 250 Mb/s

Figure 45: Message throughput limited by storage, lag is created due to slow consumer.
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Due to inherent processing load, this Consumer can only achieve a processing and therefore read-
throughput of 250 Mb/s. This means that the Consumer will start lagging behind the Producer,
resulting in increasing lag, at the rate of 500 Mb/s - 250 Mb/s = 250 Mb/s.

After scaling to two partitions, write-throughput increases but read-throughput does not, resulting
in even larger lag at the rate of 500 Mb/s

Partition 1

I I
- . %

500 Mb/s

Producer % Consumer

1 Gb/s 250 Mb/s

Partition 2

500 Mb/s E 1 125 Mb/s

500 Mb/s

Figure 46: Write-throughput is maximized by utilizing multiple partitions. Consumer throughput
is not increased due to inherent consumer processing power, lag is further increased.

In order to also scale read-throughput, we can use multiple instances of the Consumer node and
assign different partitions to them. In the above example, we can increase read-throughput by a
factor of 2 by introducing another Consumer node.

Partition 1
:> Consumer
500 Mb/s [ 250 Mb/s
250 Mb/s
500 Mb/s
Producer
1 Gb/s
N Partition 2
500 Mb/s
Consumer
i 250 Mb/s
500 Mb/s 250 Mb/s

Figure 47: By assigning multiple partitions to multiple consumers, total read-throughput can be
increased, lag is decreased.

The above unfortunately does not eliminate lag. In order to completely eliminate lag, we need
another 500 Mb/s of read throughput. We can achieve this by using 2 more partitions as well as 2
more Consumer instances.
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Partition 1
250 Mb/s
Consumer
i 250 Mb/s
250 Mb/s
500 Mb/s
Partition 2
250 Mb/s
Consumer
i 250 Mb/s
500 Mb/s 250 Mb/s
Producer
1 Gb/s
Partition 3
Consumer
I I ':(> 250 Mb/s
250 Mb/ i 250 Mb/s
S 500 Mb/s
Partition 4
Consumer
i 250 Mb/s
250 Mb/s
250 Mb/s 500 Mb/s

Figure 48: With enough partitions and consumers, topic throughput is maximized, read-throughput
matches or exceeds write-throughput and lag is eliminated.

This pattern of using multiple Partitions to split a single message stream and assigning multiple
Consumers to different Partitions, has first-class support from Kafka via the mechanism of Topics.

A Topic is a collection of Partitions that all keep messages of the same type. Producers split their
message streams to these Partitions, increasing write-throughput, non-mutual subsets of these
partitions can be assigned to multiple Consumers in order to increase read-throughput.
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We discuss the ordering consequences of splitting a single message stream to multiple partitions

in the Partitioning And Message Ordering section. The automatic assignment of topic-managed
Partitions to Consumer instances is covered in Consumer Groups.
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4.8 Partitioning And Message Ordering

In Topics we discussed how multiple Partitions can be used in order to increase total topic
throughput. One side effect of this pattern is how it affects the total message ordering at the
topic-level.

In Partitions we saw that ordering within a single Partition is naturally maintained. Consumers
will retrieve messages in the same order they were stored in the underlying Partition log. As we
briefly discussed, this total ordering is not maintained when consuming from multiple partitions.
Instead, messages across different partitions will be intermixed with each other, only maintaining
the ordering across a single Partition.

In this section, we take a closer look into the Producer partitioning mechanics and the message
ordering guarantees that Kafka gives us at the topic level.

Order Guaranteed For Same Partition

T1 Pr‘oc)«uce_f‘
— Portitioner K.JPB Partition X
T1 Topic Round robin ‘ﬂf?l\
Ke_y/PavIooxd /
Message "key-hashed !
producer > _ﬁ_'f'_f =
Ki/P1 K2/P2 KI/P3
cus‘tom

Portition Y

MQ.SSo.ge,s between different Partitions can be out-of-order

Figure 50: Operational model of Producer and Partitioner.

When Producers want to send a message to a topic, then they either chose the Partition directly or
they use a Partitioner in order to decide on which topic-partition the message should be sent to.
The default Partitioner uses the key part of a Kafka message in order to decide which partition the
message should be sent to. The default behavior is to either assign messages in a Round-Robin
fashion in case of a null key, or, hash the key and derive the partition number by using the modulo
operation [17, p. 67] [16, p. 166] .

This implies that given a single a key, changing the number of Partitions changes the concrete
Partition that a message will be mapped to. This will be important later on when we talk about
Apache Kafka Modeling, Cluster and Topic Sizing.
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Since, depending on the key, messages end up on different partitions, Consumers that fetch messages
from these partitions in parallel will not receive the messages in the same order as they were
originally produced.

1357

Partition 1 57
% —> L
12345678 §>

Producer I::> Partitioner 24 Consumer
2468 68 ; §>

Partition 1

Figure 51: Messages that are sent to different partitions can be consumed out-of-order.

The only guarantee that Consumers have is that messages that ended up on the same partition
will be read in order. As such, we can also conclude that Producers control message ordering by
choosing the key for each message. Messages with the same key will end up on the same partition.
Topics use this weaker ordering guarantee in order to be able to scale throughput.

We will use a concrete example in order to demonstrate this behavior and get intuition about how
keys can be used to ensure message ordering.

Let’s imagine that we want to create a system that provides sport event feeds. The events themselves

for simplicity use the following naive schema:

{"tournament-id" : id, "match-id" : id, "event" : num }

If the producer uses the match-id as a key, then all messages with a given match-id will end
up on the same partition. Therefore, Consumers can guarantee that all events regarding a single
match will always be fetched in order.

In-order Dispatch Match -1 Feed

1

— 2
Consumer
11

na Match 1-2 Feed

1,21

"y o / :j% o 21 Feod
-] o

1,2,

€ tourmament-ic: x; match-idi ¢, event: z,
42,2

20,2
21

4,2

Match 2-2 Feed

2,21
2,2,2

Figure 52: Using match-id as a key ensures proper ordering at the match level.
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Let’s now think what would happen if we also wanted to introduce a tournament-wide feed.
Unfortunately, if we used the match-id as a key, then we would only guarantee ordering within
a single match. Events of different matches would end up in different Partitions, and therefore,
would lose their relative ordering.

In the below example, we can observe how the events of Tournament 2 arrive in the wrong order in
the Tournament 2 feed. Specifically, the events of Tournament 2’s match 2 arrived before those of
match 1.

In-order Dispaten

Tourmament 1 Feed

1
172

Ok
w 1,2,2
11,2

12,0

€ Tournament-id x, match-id: y, evert: z, ¥
12,2

RN

Evert Source v 2,21 Tourmame At 2 Feed
2,2,2
2,21 Wrong order!
2 222 Mateh 2
2,2
2 before
12 Match 1

Figure 53: Using match-id as a key does not ensure ordering at the tournament level.

In order to tackle this problem, the Consumer could use some inherent information within the
event in order to deduce the original ordering and manually reorder the messages. This, is not
always applicable in practice due to missing information, but also due to performance reasons.

Another solution here is for the Producer to use the tournament-id field as a key instead.

In-order Dispatch

Tourmament 2 Feed
24

——*/ i

Comsumer

/ 2,21
i / Ha

Ok

®

24,2

2,2,
2,2,2

1
172

€ Tourmament-ic x; matcheicki y, event: z, ¥

12,1

122 Ok

Figure 54: Using tournament-id as a key ensure proper ordering at both tournament and match
level.

In this case, all messages regarding a tournament will end up in the same Partition, ensuring their
relative ordering.

This property of message ordering according to their key as well as the deep importance of the acks
parameter along with replication factor and min.insync.replicas parameters of the topic, leads us
to the conclusion that the Producer should take ownership of the Topic.
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At this point, we are equipped enough in order to put Topics and message ordering in practice. We
will reproduce the above tournament events example using our setup.

We begin by creating two topics, match-events and tournament-events

docker-kafka kafka-topics.sh --bootstrap-server=localhost:9092 \

—--create --topic match-events --partitions 6
docker-kafka kafka-topics.sh --bootstrap-server=localhost:9092 \

-—-create --topic tournament-events --partitions 6

We begin by creating a producer-messages.txt file which describes the events which we’ll send.

{ "tournament-id": 1, "match-id": 1, "event": 1 }
{ "tournament-id": 1, "match-id": 1, "event": 2 }
{ "tournament-id": 1, "match-id": 2, "event": 1 }
{ "tournament-id": 1, "match-id": 2, "event": 2 }
{ "tournament-id": 1, "match-id": 3, "event": 1 }
{ "tournament-id": 1, "match-id": 3, "event": 2 }
{ "tournament-id": 1, "match-id": 4, "event": 1 }
{ "tournament-id": 1, "match-id": 4, "event": 2 }
{ "tournament-id": 1, "match-id": 5, "event": 1 }
{ "tournament-id": 1, "match-id": 5, "event": 2 }
{ "tournament-id": 1, "match-id": 6, "event": 1 }
{ "tournament-id": 1, "match-id": 6, "event": 2 }
{ "tournament-id": 2, "match-id": 1, "event": 1 }
{ "tournament-id": 2, "match-id": 1, "event": 2 }
{ "tournament-id": 2, "match-id": 2, "event": 1 }
{ "tournament-id": 2, "match-id": 2, "event": 2 }
{ "tournament-id": 2, "match-id": 3, "event": 1 }
{ "tournament-id": 2, "match-id": 3, "event": 2 }
{ "tournament-id": 2, "match-id": 4, "event": 1 }
{ "tournament-id": 2, "match-id": 4, "event": 2 }
{ "tournament-id": 2, "match-id": 5, "event": 1 }
{ "tournament-id": 2, "match-id": 5, "event": 2 }
{ "tournament-id": 2, "match-id": 6, "event": 1 }
{ "tournament-id": 2, "match-id": 6, "event": 2 }

Using the above file as a template, we create two other files, match-keyed-producer-messages.txt
and tournament-keyed-producer-messages.tat

These will include the above messages along with their associated keys, which will use = as a
separator.

For match-keyed-producer-messages.txt we use the match-id field as a key while for tournament-
keyed-producer-messages.trt we use the tournamnet-id field.

We begin with match-keyed-producer-messages.tat:
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"match-id":
"match-id":
"match-id":
"match-id":
"match-id":
"match-id":
"match-id":
"match-id":
"match-id":
"match-id":
"match-id":
"match-id":

"match-id":
"match-id":
"match-id":
"match-id":
"match-id":
"match-id":
"match-id":
"match-id":
"match-id":
"match-id":
"match-id":
"match-id":

cat match-keyed-producer-messages.txt \
| docker-kcat -b localhost:9092 -t match-events -K=

- - - - - - - - - - -
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"event":
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"event":
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"event":

"event":
"event":
"event":
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"event":
"event":
"event":
"event":

And we send it using the Producer mode of kcat :

We can imagine how match-events consumers may continuously fetch the messages and immedi-
ately update the feeds that correspond to each match.

We use kcat as a consumer in order to see the order of received messages. The output is not
deterministic, since it depends on which servers each partition resides in, as well as network latencies
and batching of produced messages.

We use the -f format string flag in order to print partition and keys along with the consumed
messaged.

docker-kcat -b localhost:9092 -C -u -t match-events \

-f "partition: %p, key: %k - %s\n"
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>>>

partition:
partition:
partition:
partition:
partition:
partition:
partition:
partition:

% Reached

partition:
partition:
partition:
partition:
partition:
partition:
partition:
partition:
partition:
partition:
partition:
partition:

% Reached
% Reached
% Reached

partition:
partition:
partition:
partition:

% Reached
% Reached

We see that after hashing all messages with keys 2 and 3 were sent to partition 1, those with keys

- - - -

-

- - - - -

O O O O O N O N N NN

-

end
end
end

end
end

key:
key:
key:
key:
key:
key:
key:
key:
of to
key:
key:
key:
key:
key:
key:
key:
key:
key:
key:
key:
key: 6 -
of topic
of topic
of topic
key: 1 -
key: 1 -
key: 1 -
key: 1 -
of topic
of topic

OOl O OO OO RT WWNNWWNNN
|

match-events [1] at offset 8

match-events [4] at offset 12
match-events [2] at offset 0
match-events [0] at offset O

{ "tournament-id": 1, "match-id":
{ "tournament-id": 1, "match-id":
{ "tournament-id": 2, "match-id":
{ "tournament-id": 2, "match-id":

match-events [3] at offset O
match-events [5] at offset 4

{ "tournament-id": 1, "match-id":
{ "tournament-id": 1, "match-id":
{ "tournament-id": 1, "match-id":
{ "tournament-id": 1, "match-id":
{ "tournament-id": 2, "match-id":
{ "tournament-id": 2, "match-id":
{ "tournament-id": 2, "match-id":
{ "tournament-id": 2, "match-id":

{ "tournament-id": 1, "match-id":
{ "tournament-id": 1, "match-id":
{ "tournament-id": 1, "match-id":
{ "tournament-id": 1, "match-id":
{ "tournament-id": 1, "match-id":
{ "tournament-id": 1, "match-id":
{ "tournament-id": 2, "match-id":
{ "tournament-id": 2, "match-id":
{ "tournament-id": 2, "match-id":
{ "tournament-id": 2, "match-id":
{ "tournament-id": 2, "match-id":
{ "tournament-id": 2, "match-id":

- -

-

- - -
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-

- - - -

-

- - - - -
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"event":
"event":
"event":
"event":
"event":
"event":
"event":
"event":

"event":
"event":
"event":
"event":
"event":
"event":
"event":
"event":
"event":
"event":
"event":
"event":

"event":
"event":
"event":
"event":

4,5,6 were sent to partition 2 and those with key 1 were sent to partition 5.

Likewise, we also observe that the total order of messages is not preserved, only the messages

within each partition keep their relative ordering.

Since we used match-id as the key, all events of a single match will end up on the same partition,
keeping the relevant ordering. Therefore, the consumers can just immediately update the relevant

feeds without having ordering issues.

If a consumer wanted to provide a tournament-wide event feed, this keying scheme will not be
good enough. In the above example we can observe that for both tournaments 1 and 2, events with

match-id arrive after all other events even though they were produced first.

Another option is to use tournament-id as a key. We create tournament-keyed-producer-
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messages.tt:

1={ "tournament-id": 1, "match-id": 1, "event": 1 }
1={ "tournament-id": 1, "match-id": 1, "event": 2 }
1={ "tournament-id": 1, "match-id": 2, "event": 1 }
1={ "tournament-id": 1, "match-id": 2, "event": 2 }
1={ "tournament-id": 1, "match-id": 3, "event": 1 }
1={ "tournament-id": 1, "match-id": 3, "event": 2 }
1={ "tournament-id": 1, "match-id": 4, "event": 1 }
1={ "tournament-id": 1, "match-id": 4, "event": 2 }
1={ "tournament-id": 1, "match-id": 5, "event": 1 }
1={ "tournament-id": 1, "match-id": 5, "event": 2 }
1={ "tournament-id": 1, "match-id": 6, "event": 1 }
1={ "tournament-id": 1, "match-id": 6, "event": 2 }
2={ "tournament-id": 2, "match-id": 1, "event": 1 }
2={ "tournament-id": 2, "match-id": 1, "event": 2 }
2={ "tournament-id": 2, "match-id": 2, "event": 1 }
2={ "tournament-id": 2, "match-id": 2, "event": 2 }
2={ "tournament-id": 2, "match-id": 3, "event": 1 }
2={ "tournament-id": 2, "match-id": 3, "event": 2 }
2={ "tournament-id": 2, "match-id": 4, "event": 1 }
2={ "tournament-id": 2, "match-id": 4, "event": 2 }
2={ "tournament-id": 2, "match-id": 5, "event": 1 }
2={ "tournament-id": 2, "match-id": 5, "event": 2 }
2={ "tournament-id": 2, "match-id": 6, "event": 1 }
2={ "tournament-id": 2, "match-id": 6, "event": 2 }

And send them to the tournament-events topic.

cat tournament-keyed-producer-messages.txt \
| docker-kcat -b localhost:9092 -t tournament-events -K=

Then we read the messages.

docker-kcat -b localhost:9092 -C -u -t tournament-events \
-f "partition: %p, key: %k - %s\n"

>>>

% Auto-selecting Consumer mode (use -P or -C to override)

partition: 1, key: 2 - { "tournament-id": 2, "match-id": 1, "event":
partition: 1, key: 2 - { "tournament-id": 2, "match-id": 1, "event':
partition: 1, key: 2 - { "tournament-id": 2, "match-id": 2, "event":
partition: 1, key: 2 - { "tournament-id": 2, "match-id": 2, "event":
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partition:
partition:
partition:
partition:
partition:
partition:
partition:
partition:
partition:
partition:
partition:
partition:
partition:
partition:
partition:
partition:
partition:
partition:
partition:
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% Reached
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partition:
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end
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key:
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—
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"match-id":
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"match-id":
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"match-id":
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"match-id":
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% Reached end of topic tournament-events [1] at offset 24
% Reached end of topic tournament-events [4] at offset O
% Reached end of topic tournament-events [5] at offset 24
% Reached end of topic tournament-events [3] at offset O

Here we can see that due to hashing, all messages with key tournament-id=1 were sent to partition
5 while all messages with key tournament-id=2 were sent to partition 1.

We observe again that total event ordering is not maintained. Events of tournament 2 arrived
before events of tournament 1 even though they were produced in the reverse order.

Because we used tournament-id as a key, all events of a given tournament will end up on the
same partition, keeping their relative ordering. This scheme would support both the single match
and tournament-wide feeds.

Finally, we note the different approaches that we can use to observe the above messages.

First, we can use the native Kafka tool, kafka-console-consumer.sh

docker-kafka kafka-console-consumer.sh --bootstrap-server=localhost:9092 \
--topic tournament-events --from-beginning

docker-kafka kafka-console-consumer.sh --bootstrap-server=localhost:9092 \
—-—topic match-events --from-beginning

Or by using Kowl to query the messages

Finally, we can also directly use kafka-dump-logs.sh to directly read the binary log of the given
partitions directly.

We will use match-events Partition 1 as an example.

We use kcat ’s query mode to find the leader of Partition 1.

docker-kcat -b localhost:9092 -L -u -t match-events

>>>

Metadata for match-events (from broker 0: localhost:9092/0):
3 brokers:
broker 0 at localhost:9092
broker 2 at localhost:9094 (controller)
broker 1 at localhost:9093
1 topics:
topic "match-events" with 6 partitions:

partition O, leader 2, replicas: 2, 0, 1, isrs: 2, 0, 1
partition 1, leader 1, replicas: 1, 2, 0, isrs: 1, 2, O
partition 2, leader 0, replicas: 0, 1, 2, isrs: 0, 1, 2
partition 3, leader 2, replicas: 2, 1, 0, isrs: 2, 1, O

79


http://localhost:8080/topics/tournament-events#messages
http://localhost:8080/topics/match-events#messages

partition 4, leader 1, replicas: 1, 0, 2, isrs: 1, 0, 2
partition 5, leader O, replicas: 0, 2, 1, isrs: 0, 2, 1

We can see that the Leader of Partition 1 is the Kafka Server with id=1. Looking at our Setup
this corresponds to docker instance kafka-1 .

We connect to it using

docker compose exec -it kafka-1 /bin/bash

We then cd to the /tmp/kafka-logs/match-events-1 directory

cd /tmp/kafka-logs/match-events-1
1s

>>>
00000000000000000000. index 00000000000000000000.timeindex partition.metadata
00000000000000000000. 1og leader-epoch-checkpoint

And then use kafka-dump-log.sh in order to inspect the partition.

kafka-dump-log.sh --print-data-log --skip-record-metadata \
--files 00000000000000000000.10og

>>>

Dumping 00000000000000000000.1og

Starting offset: O

baseOffset: 0 lastOffset: 7 count: 8 baseSequence: -1 lastSequence: -1
producerId: -1 producerEpoch: -1 partitionlLeaderEpoch: 0O isTransactional: false
isControl: false position: O CreateTime: 1651419238773 size: 517 magic: 2
compresscodec: none crc: 3756381328 isvalid: true

| key: 2 payload: { "tournament-id": 1, "match-id": 2, "event": 1 }
| key: 2 payload: { "tournament-id": 1, "match-id": 2, "event": 2 }
| key: 3 payload: { "tournament-id": 1, "match-id": 3, "event": 1 }
| key: 3 payload: { "tournament-id": 1, "match-id": 3, "event": 2 }
| key: 2 payload: { "tournament-id": 2, "match-id": 2, "event": 1 }
| key: 2 payload: { "tournament-id": 2, "match-id": 2, "event": 2 }
| key: 3 payload: { "tournament-id": 2, "match-id": 3, "event": 1 }
| key: 3 payload: { "tournament-id": 2, "match-id": 3, "event": 2 }

Before we conclude this section, we deem important to discuss a small edge case regarding the
ordering of Producer messages sent synchronously to a single Partition.
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When producing messages, Kafka internally queues the messages and sends them in batches for
performance reasons. [33].

In order to increase throughput, Kafka Producers may send multiple batches back-to-back before
waiting for their individual acknowledgment.

The number of batches that Kafka may wait for acknowledgment in parallel, is controlled by the
max.in.flight.requests.per.connection configuration parameter.

If the parameter is larger than 1 (the default is 5), this can lead to the following scenario in the
case of synchronous acknowledgment.

e The producer sends two batches, batch 1 and batch 2.

« Batch 1 for some reason fails to be delivered, batch 2 is delivered successfully.

o Batch 1 is automatically retried, resulting in batch 1 being delivered to the server after batch
2.

o Batch 1 will end up being appended to the Partition after Batch 2, resulting in the wrong
message ordering.

Topic A Partition 0

Retriable
Exception
Batch 2 processed before Batch 1

Producer

Figure 55: Parallel in-flight requests may result in incorrect message ordering.

There are two solutions for the above issue, either limit max.in.flight.requests.per.connection to 1,
or enable Kafka’s idempotence semantics. The latter is the preferred approach. We will discuss
more about idempotency in a later section.

Concluding this section, Topics allows us to take advantage of multiple partitions in order to
increase throughput horizontally. In order to do so, we have to sacrifice some of our total ordering
guarantees. Keys can be used in order to specify which messages should end up on the same
Partition, ensuring that messages with the same key, will always be consumed in the correct order
among each other. As a result, choosing the correct key-scheme is very important, since it defines
the ordering guarantees of the whole topic. Moreover, changing the key-scheme is not recommended,
since already produced messages will not be converted to the new key-scheme, leading to message
ordering issues. This makes selecting the proper key-scheme essential to get right from the start.
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4.9 Kafka Consumer Groups

In the Topics section, we introduced a throughput problem and we saw how using multiple Partitions
can help increase throughput.

The final solution we ended up with had the following topology:

Partition 1
250 Mb/s
Consumer
i 250 Mb/s
250 Mb/s
500 Mb/s
Partition 2
250 Mb/s
Consumer
i 250 Mb/s
500 Mb/s 250 Mb/s
Producer
1 Gb/s
Partition 3
Consumer
I I :(> 250 Mb/s
950 Mb/ i 250 Mb/s
S 500 Mb/s
Partition 4
Consumer
i 250 Mb/s
250 Mb/s
250 Mb/s 500 Mb/s

Figure 56: Throughput properly scaled using 4 partitions.

In Partitioning And Message Ordering we looked at how Producers can produce messages at the
Topic level and discussed the ordering guarantees when Consuming messages. In this section we will
concentrate on the Consumers part of the above topology and specifically the Partition assignment.

In theory, we could create Consumers and assign them specific Partitions manually. While possible,
this approach is very error prone and requires a lot of machinery in order to work correctly. Let’s
discuss some of the design issues in this domain.

First of all, like we will see at Apache Kafka Modeling, Cluster and Topic Sizing, due to ordering
restrictions it is best to not change the initial amounts of Partitions within a Topic. Because
having a lot of Partitions is not very problematic until we get to larger numbers, it is often a good
idea to over-commit when creating Partitions with topics ending up with tens or even hundreds of
Partitions. In this case we rarely need to introduce as many Consumers as Partitions in order to
provide the necessary read-throughput. Most pipelines use just a few Consumers that are assigned
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multiple Partitions and then more are added as read-throughput requirements are increased, rarely
reaching capacity.

As a result, when more Consumers are added, Partitions have to be re-assigned to all Consumers.
This means that we have to somehow keep track of the progress across all the assigned partitions
for each Consumer, then after a re-assignment occurs all Consumers read the previous progress of
their newly assigned Partitions and resume from that Point. Thus we have to introduce some sort
of global state were all Consumers can keep track and read each others’ progress.

The same should happen when removing Consumers. This includes error cases where some Consumer
is stalled or unavailable. It would be a good idea to detect such cases, and automatically revoke the
assigned Partitions from these Consumers, evenly re-assigning them to the remaining Consumers.

All of the above functionality is provided by Kafka via the concept of Consumer Groups [17, p.
103] [16, p. 31] .

Topic T1
A Consumer group au‘Coma‘tica“y manages Partition 1
the set of partitions that it's consumers Writes ,-_wa,,
will read from. It SPl?‘ts The partitions nto +i _
non—over[apping sets of oxppr‘oximos‘te,llf the ," ~ —
same size and Takes care of re_l:o;lamcinﬁf Reads Pag -_ﬁ
~ < '
when appropriate. —
Portition 2
s | e
! -
- '-
-s T1 Consumer GJPDUP 1 Reads “”L
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%
? Consumer 1 ” oo 1.8 Partition 3
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A

Figure 57: Consumers that are part of a consumer group are exclusively assigned partitions.

A Consumer Group is a Kafka-managed group of Consumers. Kafka keeps track of every Consumer
in the group and administrates the automatic assignment of Partitions to them, properly taking
care of Consumer additions/removals including automatic removals due to Consumers stalling or
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becoming unavailable. Each Partition and therefore each of their messages is only assigned to a
single Consumer in the whole group.

CONSUMER GROUPS
SINGLE COMSUMER TWO CONSUMERS IM FOUR CONSUMERS IN MORE COMSUMERS
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Figure 58: Showcase of consumer group assignments at different group sizes [48].

This means that the maximum amount of Consumers within a Consumer group is equal to the
number of Partitions of the given Topic. In this case any excess Consumers will not be assigned
any partitions while all the others will be assigned a single Partition. This case is usually rare since
Topics should be over-partitioned at creation.

TOPIC

PARTITZON | Recoro -

PARTITION 3 RECORD RECORD

e

Figure 59: Partitions being assigned to single Consumer Group of two Consumers [49].

Different consumer groups act independently of each other.
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Figure 60: Partitions being assigned to multiple Consumer Groups [49].

When a Consumer is either added or removed from the Consumer Group (due to unavailability,
stalling or more often manually), then Kafka re-assigns the unavailable Consumer’s Partitions to

the other Consumers that are part of the group. This is done in order to not stall these Partitions’
processing and evenly redistribute the load.
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RECORD RECORD

Add consumer to group 1

RECORD RECORD

Figure 61: Assignment changes after a Consumer is added to a Consumer Group [49].

This procedure is called Rebalancing and requires complex synchronization between the different
consumers. More specifically, since Partitions can be revoked from a Consumer and assigned to
another, some form of progress tracking is required in order for the new Consumer to know where
to resume the processing, without reprocessing or skipping messages. This implicitly requires some
form of shared state between the Consumers.

Kafka achieves this by using an offset commitment mechanism from the Consumers’ side.
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Consumer Groups
CONSUMER GROUP A

CONSUMER | p1, offset 3

TOPIC
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Figure 62: Committed partition offsets of each consumer group are tracked independently [50].

Each time a consumer processes a message of a partition, it commits the message’s offset to Kafka.
Kafka uses an internal topic in order to provide the shared state.

When a partition is newly assigned to a Consumer, then the Consumer reads the last committed
offset that corresponds to the Partition, and resumes fetching and processing the messages from
that offset onward.

This mechanism can also be useful in the case of a single Consumer. In that case, the Consumer
does not have to use local state in order to keep track of it’s processing and can instead piggyback
on the Consumer Group’s offset commitment functionality. This way, it can connect and disconnect
without losing track of the processing progress.

At this point, we can connect to our cluster in order to build intuiting. We begin by creating a
topic with name test and 10 partitions.

docker-kafka kafka-topics.sh --bootstrap-server localhost:9092 \
--create -—topic test --partitions 10

At this point we can also use a separate native Kafka utility, kafka-verifiable-producer.sh
that allows us to produce messages to a given topic with a specific message throughput.

docker-kafka kafka-verifiable-producer.sh --bootstrap-server localhost:9092 \
-—topic test --throughput 3

This specific producer will send 3 messages each second to the topic test, randomly choosing the
partition that each message will be sent to. Since the topic has 10 Partitions, then the per-Partition
throughput will be 0.3 msg/s.

For this example, we have manually implemented a rate-limited-consumer client using the
librdka fka bindings for Node. js . This consumer explicitly consumes messages at a specified rate.
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The code is provided in the accompanying code repository.

cd simple-consumers/node/rate-limited-consumer
BUILD_LIBRDKAFKA=0 npm install
npx ts-node src/main.ts --help

We can imagine that the emulated consumption rate is actually due to the inherent processing load
of the consumer.

npx ts-node src/main.ts -b localhost:9092 -t test -g test-group -r 1

With the above snippet, we create a rate limited consumer, we add it to the new consumer group
with name test-group and we specify a total read-throughput of 1 msg/s from the topic test.

As a result, it won’t be able to meet the total topic throughput requirements, and it will start to
lag behind the topic.

At this point, the consumer is the sole member of the consumer group and will therefore be assigned
all of its Partitions.

We can observe this by using the native Kafka utility kafka-consumer-groups.sh

We can list the different groups available with

docker-kafka kafka-consumer-groups.sh --bootstrap-server localhost:9092 --list

>>>

test-group

And we can observe details about the different groups by using the --describe flag,

docker-kafka kafka-consumer-groups.sh --bootstrap-server localhost:9092 \
--describe --group test-group

>>>

GROUP TOPIC PARTITION OFFSET END LAG CONSUMER-ID HOST
test-group test 6 71 83 12 4bdd..7cdc /172.22.0.1
test-group test O 75 93 18 4bdd..7cdc /172.22.0.1
test-group test 7 60 73 13  4bdd..7cdc /172.22.0.1
test-group test 5 68 86 17  4bdd..7cdc /172.22.0.1
test-group test 8 72 87 15 4bdd..7cdc /172.22.0.1
test-group test 1 53 62 9 4bdd..7cdc /172.22.0.1
test-group test 4 64 80 16 4bdd..7cdc /172.22.0.1
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test-group test 9 58 67 9 4bdd..7cdc /172.22.0.1
test-group test 3 72 88 16  4bdd..7cdc /172.22.0.1
test-group test 2 65 80 15 4bdd..7cdc /172.22.0.1

Another alternative is to use Kowl

The above output specifies which consumer instance each partition is assigned to along with
the log-end-offset, basically the latest available offset of the partition, as well as the

current-offset which is the latest Consumer committed offset. It also directly shows us the
Partition Lag, which is derived by subtracting the two values.

Since the single consumer has been assigned all 10 partitions, and since it has a total read-throughput
of 1 msg/s then we can expect a per-Partition read-throughput of 0.1 msg/s. The per-Partition
write-throughput is 0.3 and therefore we expect that the Lag will keep increasing.

By running the above command a few times, we see that Lag keeps increasing like we predicted.

We will now insert another consumer instance to the same consumer group.

npx ts-node src/main.ts -b localhost:9092 -t test -g test-group -r 1

Since the consumer group now has 2 members, these will share the partitions, ending up with 5
partitions per consumer.

docker-kafka kafka-consumer-groups.sh --bootstrap-server localhost:9092 \
--describe --group test-group

>>>

GROUP TOPIC PARTITION OFFSET END LAG CONSUMER-ID HOST
test-group test 152 324 172 4bdd..7cdc /172.22.
test-group test 123 295 172 4bdd..7cdc /172.22.
test-group test 138 302 164 4bdd..7cdc /172.22.
test-group test 149 310 161 4bdd..7cdc /172.22.

155 325 170 4bdd..7cdc /172.22.
161 328 167 4e35..ffac /172.22.
136 305 169 4e35..ffac /172.22.
139 292 153 4e35..ffac /172.22.
162 335 173 4e35..ffac /172.22.
119 284 165 4e35..ffac /172.22.

test-group test
test-group test
test-group test
test-group test
test-group test
test-group test

©O© 00 U NONWPP - O
O O O O O O O O o o
N I S N e T T a

Since the total throughput of each consumer is 1 msg/s and since each consumer is currently
assigned 5 partitions, we can deduce that the per-Partition read-throughput of each consumer will
be 0.2 msg/s.
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This is better but still not enough to sustain the current per-Partition write-throughput of 0.3
msg/s.

We can fix this by adding another 2 consumers to the consumer group. This will bring us to a
per-Partition read-throughput of 0.4 msg/s which can sustain the per-Partition write-throughput.

We can do this by running the following command twice.

npx ts-node src/main.ts -b localhost:9092 -t test -g test-group -r 1

We can observe the decreasing lag either by running kafka-consumer-groups.sh, or by looking
at the Total Lag in Kowl

At this point we have a complete picture of Kafka’s architectural model
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4.10 Processing Guarantees

As we have seen in previous sections, produced messages can be lost depending on multiple factors
such as whether the Producer looks at acknowledgments at all, the acks configuration variable,
the replication factor and the in-sync replicas and whether the Producer keeps track of produced
messages in the case of unexpected failures. This may result in consumers not processing certain
messages. Moreover, even if we ensure that messages are not lost, retries at the producer side may
result in duplicate messages being published. Finally, processing consumers may unexpectedly fail
before committing their offsets, resulting in potential duplicate processing.

In this section, we will discuss the different processing guarantees of Kafka, looking at the issue
holistically, following the complete chain of publication, consumption, and processing of messages.

At-Most Once Processing

Producer Consumer

Message
may be lost

Figure 63: Messages may be lost [51].

There are multiple ways for a message to be lost or potentially simply not processed.

From the Producer side, any Kafka configuration not following the conditions for message safety,
may result in lost messages under certain situations.

Another potential source of lost messages, is the Producer not properly keeping track of acknowledged
produced messages. This may occur if the Producer persistently stores its progress before messages
are acknowledged. In this case and under unexpected failure scenarios, after a message is marked
as sent, but before it is actually sent or acknowledged, the Producer will skip the message, resulting
in it not being stored in the Cluster.

Not performing retries after acknowledgment time-outs will also result in lost messages.

From the Consumer side, committing offsets before the processing of messages may result in
skipping the processing of messages. Specifically, unexpected partition rebalancing or rebooting
after unexpected failure, will result in messages being skipped.

Properly configuring the Cluster’s size, replication factor, minimum in-sync replicas and Producer
acknowledgment behavior, while also properly tracking produced messages and committing after
processing in the Consumer side, will result in messages being safely stored in the Cluster and
processed at-least once.
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Figure 64: Messages can be duplicated, especially in node recovery situations [51].

A properly configured Kafka Cluster with accordingly configured Producers, following the conditions
for maximum message safety, can guarantee that all messages will be successfully and safely stored.

Unfortunately, this can often result in duplicate messages being published.

As an example, we can imagine a Producer publishing a single message and subsequently waiting
for an acknowledgment. The Cluster stores the message, safely replicates it, and then sends an
acknowledgment back to the Producer. Unfortunately, either due to the Producer crashing or
perhaps due to some transient network error, the acknowledgment never makes it to the Producer.
As a result, the Producer will retry sending the message resulting in the message being stored twice
in the server.

From the Consumer’s side, lack of atomicity between message processing and message commitment
means that a message may be consumed, but the Consumer crashes before the offset is finished being
committed. Any Consumer that picks up processing for that partition, will subsequently re-process
the message. We will revisit this concept of atomicity a bit later when discussing Transactions.

Idempotence

Processing a message multiple times is not always an issue. This largely depends on what are the
side effects of processing a message. If the message models a concrete entity’s state and the side
effect means updating the corresponding row of a database, then performing the same operation
multiple times in succession doesn’t matter. The row will end up with the same state in any case.
If the message instead models an incremental update to a given entity’s state, then processing the
same message multiple times will result in the wrong state for the given row.

Consumers that can process the messages multiple times without problems are called idempotent.
Some consumers are naturally idempotent, while others are not.

It is often possible to make non-idempotent Consumers idempotent by including a unique identifier
with each message, effectively giving them an identity. The Consumer can then keep a persistent
record of consumed messages, and explicitly avoid reprocessing messages that use the same identifier.

Unfortunately, there is a fundamental issue with this approach. It is possible for a consumer to fail
before persisting the message identifier. After resuming operations and receiving a message with
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the same identifier, the Consumer will end up processing the message and therefore applying the
side effect multiple times.

In order for a Consumer with side effects to effectively make use of this pattern, it requires atomicity
between processing a message and persisting its identifier. This fundamentally requires transaction
support across the persistency system and the systems involved in the processing side effects.

A trivial application of this, is when both processing and persistency occur within the bounds of
a single system with transaction support. An example is when the processing side effect means
performing a database operation while the message identifiers are stored in the same database.

Another applicable case of this pattern is when both systems support some common protocol of
distributed transactions.

In general, this restriction severely limits the applicability of this pattern and is fundamental to
messaging across different services.

Idempotent Producer

Kafka has gradually added support for idempotent message production. This means that even if
message publications are retried, they will be stored to the server exactly once. This way, message
batches that are sent multiple times due to retries will not be duplicated. The feature is only
effective during a single Producer session and does not carry over to Producer restarts. We will
discuss how Kafka supports idempotence across different sessions in the Transactions section.

Idempotence is enabled using Producer’s enable.idempotence configuration parameter.

When a Producer initially connects to a server, it will be assigned a unique Producer Identifier
(PID). After a Producer is assigned a PID, it will also initialize a monotonically increasing Sequencer
Number, which will be included in all subsequent message batch publications.

Servers keep an internal mapping of the latest sequence numbers sent for each PID per partition.
They can then use this mapping in order to avoid appending duplicate message batches.

Good
request

------------------ ‘| Produce JAaiSSiEESbiiebhld

PRODUCER

Ll 3. ack never reaches (network error)

Duplicate
request

............... 4 Re(ryProduca EERREEEEEEEEEE 3 5. Detect

duplicate, don't
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, commit twice

Figure 65: Servers can avoid re-appending messages by keeping track of sequence numbers [52].

Moreover, since the specific sequence numbers are maintained, servers can re-order incoming
batches according to their included Sequence Numbers. This avoids the issue specified in Sin-
gle Partition Ordering and In-flight batches permitting multiple batches to be sent per con-
nection without affecting the message ordering. This behavior is only guaranteed as long as
max.in.flight.requests.per.connection is less than or equal to 5.
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Transactions

Kafka has a very useful feature that permits Producers to transactionally write messages across
different partitions. This feature compliments the previously discussed Idempotent Producer
behavior by ensuring that idempotence behavior is maintained across Producer sessions. In this
section, we have a brief look into how this feature works. In the next section, we will also discuss how
this feature permits effectively-once processing for pure data transformation Kafka-only pipelines.

Transaction
Coordinator

Producer A

C
mo0 m2 m3 init(t.id)
m1 C mé t.id -> ongoing
C m5 t.id -> prepare
C t.id -> committed
Data logs Transaction log

Figure 66: Transactions high-level overview [53].

Transactional Producers begin a transaction, perform multi-partition writes, and afterwards they
either Commit or Abort the transaction. These Commit and Abort operations will be persisted in
the form of transaction markers within the relevant partitions. A transaction coordinator delegate
is used to facilitate the commits and aborts of a given Producer. This transaction coordinator also
persists the state of the transactions in an internal __transaction_state topic, which can be
used in sudden failure cases to resume or abort a given transaction. The transaction coordinator
uses two-phase commit in order to properly ensure that the markers will be properly persisted. The
servers keep track of running and aborted transactions, and also maintain the last message offset
that is not part of a running transaction (Last Stable Offset - LSO). Consumers that want to take
advantage of the transactional mechanics, can set their isolation level configuration parameter to
read commited in order to only fetch messages up to the LSO as well as skip messages of aborted
transactions.

94


https://kafka.apache.org/documentation/#consumerconfigs_isolation.level

transactional.id enables a Producer to set a persistent identifier that will be used to uniquely
determine its identity across multiple Sessions. Configuring a transactional.id also implies that
Producer idempotence is enabled. The server, instead of issuing a new PID, will instead use the
transactional.id that has been configured for a given producer. The server will also issue a new
Epoch number that can be used to fence against zombie producer instances. When a new session is
detecting using an existing transactional.id , any undergoing transactions are completed.

A producer can persist its progress inside a Kaftka topic and then use transactions in order to
atomically record both its progress and also produce to a given Kafka topic. Retries will be handed
using the normal idempotence semantics. Under restarts, the Producer can read its progress from
the corresponding topic and resume from where it stopped. Due to progress and produced messages
being part of the same transaction, Kafka can guarantee that either both were properly recorded
or none were. This way, we can make sure that produced messages will only be stored in the server
once.

Effectively Once Processing

&

Producer Consumer

State Guarantee & State

Figure 67: Effectively once processing using idempotence and transactions [51].

All Consumers that are part of a consumer group, do in fact keep their progress inside Kafka
using the internal __consumer offsets topic. Consumers can piggyback on an ongoing Producer
transaction in order to commit them as part of the transaction. As we discussed in Idempotence, if
the processing part of the Consumer has side effects within the bounds of the same transaction-able
system, then we can use transactions to ensure that processing occurs only once. In the case of
Kafka Consumers, if their processing side effects consist of performing pure transformations and
producing to other Topics, then we can make committed offsets and produced topics part of the
same transaction in order to achieve effectively once semantics. Effectively once in this case means
that the underlying pure data transformations may have to be re-applied, but that won’t result in
externally visible state changes.

This whole Consume-Transform-Produce behavior is transitive in nature, which implies that we
can use transactions in order to guarantee effectively-once processing in pure data transformation
pipelines that form directed acyclic graphs.

Partition rebalancing between different Consumers that are part of a Consumer Group makes
choosing transactional.id complicated. Any assigned partition that is undergoing processing
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may at any point be revoked from the given Consumer and assigned to another one. The new
Consumer will have to take ownership of transactions that will be used to persist that partitions’
offsets as well as produced records. This behavior implies that any given partition that is part
of a Consumer group will require its own assigned Producer with a unique - for that partition -
transactional.id .

Using this information, we can derive a simple Consumer-Transform-Producer architecture for
any given transformation node. Each Consumer, associates a unique Producer instance with
each assigned Partition. The transactional.id that the Producers use should carry over when
partitions are revoked and moved to other Consumers. As a result, the transactional.id of
each Producer should be a derivation of the Consumer Group, Input topic and assigned Partition
number. A good choice is <group id>.<topic>.<partition>
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Figure 68: Each partition is assigned it’s own Producer [16].

We finally want to stress that effectively once processing only applies to pure data transformation
pipelines that produce only Kafka-specific side effects. Any produced external side effects such as
sending an email or sending a command to an external service, can potentially be executed multiple
times. The only reason that we can get away with Kafka-specific side effects, such as appending to
a Topic, is due to being able to take advantage of Kafka-specific transactions.
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5 Apache Kaftka Modeling, Cluster and Topic Sizing

This section presents a mathematical model first introduced by Amazon [54] and further enhanced
by us in order to derive estimations for infrastructure resource requirements as well as specific topic
sizing guidelines.

We begin with some definitions, the definitions apply for a single topic:

o T is the Total Topic Throughput

o Ts is the Single server Throughput

o T is the per-server Network Throughput

e n, the total number of servers

o 7, the replication factor of a given topic

e g, the number of independent consumer groups of a given topic
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Figure 69: Kafka Infrastructure Model [54].

As we can see above, the Producers send a total of T throughput into the cluster. Due to ideal
even distribution of load, servers share the total amount of traffic from the Producers. Each server
also receives additional traffic due to replication, which is transported through the local network.
Traffic will be persisted to the server-specific storage, limited by its associated storage throughput
limit.

As a result, maximum possible throughput is tightly coupled to the number of servers, their storage,

the network throughput and the replication factor
[54] [55] .
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5.1 Infrastructure Requirements and Estimations

Each server will receive approximately TTT throughput from the Producers.

Total extra replication traffic in the cluster is Tp - (r — 1).

This means that server receives approximately %T - (r — 1) extra traffic due to replication.

As a result, each server will receive a total throughput of Y;L—T T,

We conclude,

T
max(Tg) > 7maaj( r) o=
n
Tq) -
maz(Ty) < MexTs) - n
T

As discussed above, each server receives %T
have to be able to send the Producer traffic to each independent Consumer Group.

As a result, we get,

T T
maz(Ty) = maa;l( r) T+ maxn( r) g =

max(Tr)

max(Ty) > (r+g) =

max(Ty)-n

max(Tr) < p——

Taking all of the above relations into account, we end up with the following formula,

max(Tr) < min {
max(Ts) -n

)

,
mazx(Ty) - n
r+g

}

(1)

-1 traffic due to Producers and replication. They also

The above can also be expressed in a more practical format that allows us to derive the required
Storage and Network throughput for each Topic. This depends on the required total throughput,
number of servers, consumer groups and replication factor. The latter depends on the safety
guarantees as discussed in Replication. Increasing the number of servers lessens the requirements.

Ty -
max(Ts) > - 4
n
L[] T )
maz(Ty) > Tr-(r+g)
n
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5.2 Topic Sizing

An important aspect of managing Topics is choosing the number of Partitions. With more Partitions,
we permit more consumers per Consumer group, increasing read-throughput. We also increase
write-throughput up to the number of total servers available. [56] [57] .

We define,

e p, Number of partitions
o T, Single-consumer throughput

In order for a topic to maximize write throughput and properly balance load through the cluster, it
should be able to utilize all servers. RAID setups can allow for further improvement of throughput
when increasing partitions further.

As such,

p=n (6)

In order for servers to uniformly distribute a topic’s load without overloading specific servers, the
total partition count including the replicas should be a multiple of the number of servers. As such,

p-r=0 modn (7)

An easy way to achieve this is by forcing p to be a multiple of n,

p=0 modn=

(8)

p-r=0 modn

In order for consumers to be able to meet total topic throughput, we have to ensure that in the
extreme case where each Consumer is assigned a separate partition, then each consumer can meet
the partition throughput. As such,

This will usually be the biggest contributing factor to choosing the number of partitions.
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5.3 Upper Partition Bounds - Original Work

This section introduces the well-known approach of over-partioning and uses the previous model
along with details about Kafka’s operational behavior in order to link partitions with maximum
unavailability windows and end-to-end latency. These can then be used to derive upper partition
bounds.

Over-partitioning

While it is possible to increase the number of partitions after topic creation, this has two very
critical consequences.

First, as briefly mentioned in Partitioning And Message Ordering, changing the number of partitions
implicitly changes the resulting mapping of keys to Partitions. As a result, any topics that rely on
maintaining message ordering through keys, will loss all ordering guarantees. In order to handle
this case, one has to create a separate topic with enough partitions and assign a consumer to clone
the existing topic to it. Then one can do a rolling redirection of the clients to the new topic.

Another issue is the extra traffic that assigning new partitions creates. Ideally, for availability and
performance reasons, we would like our servers to have an equal distribution of Partitions. In
this case we need to move whole Partitions across the server which is a very bandwidth expensive
operation.

For the above reasons, it is advised that we avoid Partition resizing by initially over-partitioning
our Topics so that we don’t ever require additional Partitions.

It is worth noting however that there are a few negative consequences of over-partitioning topics.
More open file-handles

Since each partitioning maps to a directory along with the relevant log files, having more partitions
increases the total number of open handles within a server, potentially reaching the maximum size
of open file handles of the operating system. This is not a big issue and can be overcome by proper
configuration.

Increased Memory Requirement for Servers and Clients.

Both servers and clients use buffering in order to increase throughput. Often buffering occurs at
the partition level, so having more partitions requires more Memory due to buffering. This can be
an issue when the number of partitions is very large.
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Potential Unavailability Increase

In the case of manual server termination, partitions are iteratively moved one at a time. As a
result, a client will observe the partition unavailability only for the duration of a single Leader
election cycle.

In the case of unclean server termination, all partitions become unavailable at the same time. As
a result, the same number of Leader elections as partitions will take place. The time will scale
linearly with the number of pending leader elections due to them taking place in the Controller
which must coordinate multiple phases for each election [56] .

As an example, ¢t denoting total topics, if the leader election takes t...; for a single partition, then
a server will contain approximately t"% partitions of which it will be the leader of %p partitions.
This will result in a total of tejec - %p seconds of unavailability. As an example, given t...; = dms,

t =50, n =25, p= 50, we have an unavailability window of 2.5s due to leader elections.
Important note!

The below sub-section only applies for the traditional controller implementation that
uses Zookeeper. At the time of writing, the new Quorum Controller implementation
has been announced as production-ready. Due to the new Raft-like implementation,
metadata will always be available on voter nodes, so the below unavailability issue does
not occur [58] .

If the failed server is also the controller responsible for Leader elections, then all partition metadata
will also have to be fetched from Zookeeper to a the new controller, increasing the unavailability
window further. The new controller will have to fetch metadata for all partitions in the cluster. If
tmeta 18 the time required to fetch a partition’s metadata from Zookeeper, then the new controller
will require £ - p - 1 - t,,e00 Seconds. Given the previous parameters and t,,..q = 2ms, this will result
in an extra 15s of unavailability.

End-to-end latency increase

Due to the nature of the inter-server replication model, partition replication use a single thread per
peer server connection. [17, p. 86]

We define as t,., the time required to replicate a single partition to a server. Leading partitions on

a given server are approximately %p. This means that the server will have to replicate them r — 1

(r=1)-t:p
n(n—1)

')p time before being replicated.

times to the other n — 1 servers. As a result, it will have to replicate partitions to each

peer, which results in any given partition requiring ¢,¢; - (;(_nlzf
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Deriving Partition Count Upper Limits
Here we will illustrate how we may derive an upper partition limit.

This upper limit depends on the cluster size, the topic count, the average replication factor and
partition count as well as the maximum tolerable unavailability window in case of unclean leader
failures and maximum tolerable end-to-end latency.

We define:

o max_unavatlability, The maximum tolerable unavailability window in seconds
e max_latency, The maximum tolerable end-to-end latency

Then we derive,

o End-to-end latency restriction

r—1)-t-
Lrepl - u < max_latency
n(n —1)
(10)
< n(n — 1) - max_latency
P=""0210 by
 Unavailability restriction (For the new Quorum Controller we can assume e, = 0)
t-p g
tetect - —— + 1D 1 tineta < max_unavailability
n
t(:‘ €eCi . 7.
p-t- ( ect 4 . tmeta) < max__unavailability
n
teec 7n'n'tmea (11)
p-t- ( tect L ) < max__unavailability
n

n - max__unavailability
t- (telect +r-n- tmeta)

p<

We can now illustrate how we can derive an upper partition bound.
We make the following realistic assumptions:

o toect = 0.005s

o tmeta = 0.002s
trept = 0.000025
e r=3

e n=25

Then we can apply the above restrictions with different scenarios.
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Traditional Controller

Total Topics

Max unavailability (s)

Partition Count Limit

100

100

100
1000
1000
1000

10
100
1000
10
100
1000

14
142
1428
1
14
142

Total Topics

Max latency (s)

Partition Count Limit

100
100
100
100
1000
1000
1000
1000

0.001
0.010
0.100
1.000
0.001
0.010
0.100
1.000

5
50
500
2000

50
500

Quorum Controller (%, = 0))

Total Topics

Max unavailability (s)

Partition Count Limit

100
100
100
100
1000
1000
1000
1000

1
10
100
1000
1
10
100
1000

10
100
1000
10000
1
10
100
1000

We observe that end-to-end latency affects the upper bound the most. Max allowed unavailability
window also has a large effect when using the traditional zookeeper-based controller, but has almost
an order of magnitude smaller effect when using the new Quorum controller.

In order to keep end-to-end latency acceptable, especially on clusters that host many topics, it is a
good idea to maintain a smaller partition count, most likely smaller than 50.

As we will see in the next section, this restricts our choices, which in turns influences uniformity

when scaling the cluster.
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Keeping load uniform

As we previously discussed, in order to ensure uniform server load, the total partition count

should be a multiple of the number of servers. When scaling the cluster, ideally we would like to

re-distribute the partitions while maintaining the uniform load distribution. In order to do that,

we have to ensure that our partition count is a multiple of all cluster sizes that we want to support.

In order to pick the optimal partition count, we can count the cluster sizes that divide a given

partition count. Partition counts with the most divisors up to a given cluster size are very good

candidates since they ensure the least forced cluster upgrades, minimizing the up front cost when

gradually scaling up our cluster.

Below, we make provide heatmaps for partition counts up to 120 and cluster sizes up to 12.
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Figure 70: Kafka optimal partition counts 1-60.
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Figure 71: Kafka optimal partition counts 61-120.
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One can pick a partition count range according to the upper limit restrictions and throughput
requirements, and then search for a partition that is divided by the most cluster sizes up to a target
cluster size.

Some partition counts that stand out from the above heatmaps are:

24: Ensures uniform load on cluster sizes 1,2,3,4,6,8 and 12.

36: Ensures uniform load on cluster sizes 1,2,3,4,6,9 and 12. 24 is most likely a better option
due to supporting the same number of cluster sizes, earlier (8 vs 9).

48: Has the exact same behavior with 24 but is larger. Could possibly be handy for high
throughput scenarios but leans on the upper end when it comes to latency.

60: Ensures uniform load on cluster sizes 1,2,3,4,5,6,10,12. Most supported sizes so far but
also the largest count and therefore more vulnerable to restrictions. Forces large jump for
cluster sizes 7-9.

72: Ensures uniform load on cluster sizes 1,2,3,4,6,8,9,12. Comparable to 60. It forces a jump
earlier on (5), but forces jumps more uniformly after that.

120: Most optimal up to this size. Ensures uniform load on cluster sizes 1,2,3,4,5,6,8,10,12.
Also spreads jumps very uniformly, ensuring least up front costs when scaling up. Would be
the ideal option if not for its larger size, which may be at odds with the restrictions put into
place due to latency and worst case unavailability windows.
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6 Case Study - DIEM Platform

SMART RUE (Smart grids Research Unit of the Electrical and Computer Engineering School) is
one of the Research Groups of the Institute of Communication and Computer Systems (ICCS).

It belongs to the Electric Energy Systems Laboratory (EESL) of the School of Electrical and
Computer Engineering of the National Technical University of Athens.

SmartRUE is leveraging on its expertise in gathering large amounts of market-relevant data and
structuring it in a consistent manner. In collaboration with Enargia A.G., have developed an
ecosystem of tools (DIEM Platform) to actively support energy market participants.

DIEM platform provides timely access to all relevant data for the energy Market in Greece and the
wider area. The core of this ecosystem is a central repository that stores semantically aligned data
from different sources. The participant can access the information via an API or a user-friendly
web page.

This case study focuses on restructuring the web-page architecture in order to better facilitate
real-time updates of relevant data by improving communication overhead and enabling scaling of
the associated services.
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High-Level Architectural Overview

Data Service €«—Fetch endpoint data

Web Clients

sends endpoint updates

broadcasts endpoint updates
WebSocket Server —mm—

Figure 72: Simplified Overview.

o The Data Service is responsible for observing curated sources, and then fetching the relevant
data in order to make it available through a public facing REST API. The API is used for
metrics and enforcing pricing plans. The various data sources are exposed by different API
endpoints.

o The clients, consist of the browsers that service the DIEM web-page in order to provide
user-friendly views of the data that is provided by the Data Service. The data is fetched
using the REST API that is provided by the Data Service. It is deemed important that the
various views are updated in soft-real time, permitting users to be notified of data changes
without having to refresh their page manually. Moreover, due to the large number of datasets
and API endpoints, the results of the API requests should be cached in local storage in order
to minimize the traffic load of the Data Service. For these reasons, clients need a way to be
notified of underlying endpoint data changes. The current implementation uses WebSockets in
order to establish a two-way communication channel between each client and the underlying
WebSocket Server. The server can efficiently notify clients of multiple endpoint updates, and
clients can then make the corresponding API requests, updating their local storage in the
process.

o The WebSocket Server keeps a persistent connection with each connected client. It communi-
cates with the Data Service and is notified by the latter when the datasets that are exposed
from the Rest API endpoints are updated. The server then relays this info to all connected
clients, permitting them to more efficiently fetch new data from the Data Service.

107



The original architecture has some implementation issues that increase infrastructure requirements.
The goal of our thesis is to restructure the communication flow in order to fix these issues, as well
as provide a way to scale the infrastructure in order to meet future requirements if needed.

o Lack of Endpoint Updates Granularity

The WebSocket server, currently, forwards all endpoint updates to all Clients. This creates
unnecessary load to both the WebSocket server, since it has to a forward all update events to all
clients, and to the Clients themselves, which have to filter all incoming update event and dispatch
them to the corresponding Views.

Fundamentally, the front-end knows which views need to be updated at any given time. This means
that it can communicate to the WebSocket server, the corresponding endpoints that it is interested
in. The server can then perform some extra bookkeeping and dispatch the update events only to
the interested clients. This considerably reduces the total number of update events sent to clients.

e Lossy poll-based front-end handling of update events

The original version of the Front-End uses a singleton WebSocket Service component that com-
municates with the WebSocket Server, and is used by the various Views in order to observe new
endpoint updates received. The component observes an incoming stream of endpoint updates and
only keeps the latest one, clearing it after a few seconds. The various views then poll the Service at
specific intervals, expecting that they will observe all updates. This is obviously not always the case.
Specifically, in the scenario where the update events arrive faster than the polling frequency of the
views, the views can and will lose update events. The solution we used was to use the Observer
pattern, effectively providing a subscription-based interface to the WebSocket Service component,
and allow the various views to subscribe to the endpoints they are interested in. On each endpoint
update, the WebSocket Service can notify all interested views, ensuring that they will not miss the
update.
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6.1 Frontend

DIEM Platform’s frontend, is an Angular application. Our use case deals with the various Views
available throughout the application. The Views fetch data by using a REST API and subsequently
render the data in a view-specific format.

= grsc
= =+~ gr forecast load (18:00):6210 MW

DA Market Price Greece (rolling week past) DA Market Price Bulgaria (rolling week past)

Price (¢/MWh) Price (BGN/MWh)

DA Market Price Hungary (rolling week past)

Price (EIMWh)

Figure 73: Example DIEM platform views.

The Views use an injected DataService provider in order to fetch the data by specifying dataset-
specific Endpoints. They also use an UpdatesService provider in order to be notified of Endpoint
dataset changes in order to re-fetch the data and subsequently render it.

Below, we provide an approximate UML class diagram. We took the liberty of using an equivalent
version of the actual class hierarchy in order to provide a clearer high-level view and facilitate the
analysis.
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© Views

N

® DataService

@ UpdatesService

getData(DataParams). Data

getEndpointUpdate(): Optional<Endpoint=

A

\
\
1
]

©H1TPDataSen.rice

g

©DataParam5

©H1TPCIient

@Endpoint

bings T: Endpoint

I
©0ptlonal o

@ SocketUpdatesService

U lastEndpointUpdate: Optional<Endpoint>

&

©D1EMSocket

binds

STC: EndpointUpdate

CTS:void

© EndpointUpdate

® Socket

endpoint: Endpoint

setReceiveCallback(Callback<STC>): void
send(CTS): void

binds T: STC \

n
@ catback

]

@WebSocket

void call(T)

Figure 74: Initial frontend architecture.

From the above diagram, we can notice two problems:

1. Looking at the DIEMSocket class, we can observe that there is no communication from the
Client to the underlying WebSocket Server. Because of this, the frontend cannot send any info
about the Views '’ interested Endpoints . As such, the server has to forward all Endpoint

updates to the frontend, instead of only forwarding the Endpoint updates that the Views
are interested in.
2. The UpdatesService provides a single method that retrieves the latest Endpoint that got

updated. The Views perform periodic polling on this method in order to detect any changes
to the Endpoints that they care about. If the polling frequency is not fast enough, the

Views can fail to observe corresponding Endpoint updates in high-load situations.
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We can solve these problems by performing a series of enhancements to the UpdatesService :

1. We add dedicated Subscribe/Unsubscribe messages to the communication protocol between
the frontend and the WebSocket Server. This allows the frontend to relay information to

the backend, so that it is able to send only the relevant Endpoint updates to the frontend,
subsequently reducing the client-server communication traffic.

We add the corresponding subscribe/unsubscribe methods to the UpdatesService
provider. Views can then provide Callbacks at subscription time. The UpdatesService

can maintain a mapping of Endpoints to listening Views and then notify them, when the
appropriate Endpoint updates arrive.

We provide a new class diagram with the revised interactions. The Visitor pattern is used in order
to express ClientToServerMessage as a sum type within the bounds of the UML language.

® DataService @ UpdatesService
subscribe(id: string, endpoint: Endpoint, Callback<void=>)
tData(DataP. : Dat. A J B ,
e aiarams) ata unsubscribe(id: string, endpoint: Endpoint)

\
\

@ SocketUpdatesService

.
.
.
;
©H1‘[PDataService

B map: Map<Endpoint, List<(string, Callback<void>)>>

|©H1‘[Pclient‘ |©DataParams|
! | ! ]
[ J [ 1}

©EndpointUpdate @ ClientToServerMessage ® S
endpoint: Endpoint

. o setReceiveCallback(Callback<STC>): void
accept(ClientToServerMessageVisitor): void send(CTS): void

binds T: void
I ® ClientToServerMessageVisitor | i

Callb i :
I visit(Subscribe oid | |© ebSocke! @ IIback
1 (Kl ibeMessage): voil l:W[l a

visit{UnsubscribeMessage): void

1
: void call(T)

1

1

i

v

v

\ r
A i

©Sub5cribeMessage ©Un5ub5[ribEMessage

endpoint: Endpoint endpoint: Endpoint

Figure 75: Enhanced frontend architecture.
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6.2 Backend

DIEM platform’s backend part is responsible for observing sources, downloading any new data,
unifying them under a common format and then make them available through a Rest API that
both the frontend but also external services can use. Finally, it is also responsible for caching data
and transmitting endpoint update events to the frontend for real-time updates of relevant views.

Below, we provide a sequence diagram of the original implementation:

anything new?_ |
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Figure 76: Original sequence diagram.

In order to facilitate analysis, it will be helpful to consider most backend participants as a singular
Data Service unit. We can see that the resulting diagram is greatly simplified, allowing us to focus
on the interaction between the updates, the clients and the WebSocket server:
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endpoint_data_requpst

endpoint_data

Figure 77: Simplified original sequence diagram.
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Relaying endpoint interest using subscription messages

In the Frontend section, we added subscription messages to the client-server communication protocol,
allowing clients to relay information to the WebSocket Server regarding the endpoints that they
are interested in. This allows the WebSocket Server to add clients to a notification group on an
endpoint basis. When an endpoint update arrives, the server can notify only the relevant clients.

Data Service ‘ ‘ WebSocket Server ‘

subscribe (endpoint)

Clients

add client to notification group

endpoint_updated

broadcast only to relevant notification group

endpoint_data_requigst

endpoint_data

Figure 78: Enhanced sequence diagram.
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6.3 Scaling

As the user base of the platform grows, it is very important to devise a scaling strategy in order
to independently scale the various services in and meet the increased load requirements. For this
case study, we decided to focus on the scaling of the WebSocket server. We present both X and
Z-axis scaling [10], one utilizes Publish-Subscribe along with a client-facing load balancer, while the
other takes advantage of data partitioning, in order to reduce the load of each individual instance,
without increasing inter-service network traffic.

X-Axis Scaling — Scaling through cloning

This is the easiest approach to scaling our WebSocket server. Our end goal is to distribute the
Clients to independent WebSocket Servers. In order to do this, we first have to create multiple
WebSocket Server instances. Then we can introduce a reverse proxy between the Clients and the
instances, whose sole purpose is to connect each client to a separate server. In order for each
instance to be independent and able to serve any clients, it needs to receive its own copy of endpoint
updates from the Data Service. This requires some form of Publish-Subscribe communication
between the Data Service and the various instances. Then architecture is illustrated below:

WebSocket Service
|
|
|
Pub Sub Service >
=~ WebSocket Instances
A L
Reverse Proxy
Data Service <€ Clients

Figure 79: High-level X Axis scaling.

The above scaling scheme, does not require any modifications to the frontend. For the Reverse
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Proxy, we used nginx along with it’s WebSocket support. For the Pub/Sub service, we decided to
go with Apache Kafka. At this point, we have to stress that Apache Kafka is definitely overkill for
this use case due to multiple reasons:

o Messages are idempotent in nature, Kafka’s partition model and ordering guarantees are not
very useful.

o Even with increased traffic, the update events are not likely to reach disk-saturation throughput
numbers. As a result, Kafka’s binary log zero-copy architecture will be underutilized.

o Messages are ephemeral in nature, only required for updating user-views. Replaying endpoint
update messages would result in clients performing multiple data fetches for the same
underlying data. The log-based model of Apache Kafka is not very useful in this use case.

o The server instances do not currently perform heavy per-message processing, so scaling
throughput through Consumer groups is not as useful. As a result, consumer group partition-
ing, a very important part of Apache Kafka, is not utilized.

« Kafka in general sacrifices latency in order to achieve higher throughput. While it is possible
to configure the system for low latency, this will go against the default intended behavior.
Other services can provide better latencies when throughput is low and safety is not as
important.

« Kafka is a relatively heavyweight system, requiring multiple servers in order to provide its
guarantees, and also traditionally requiring the additional setup and operation of a separate
Zookeeper cluster for proper operation. We can use a smaller cluster, but this will undermine
Kafka’s high availability and safety guarantees. Thankfully, due to the new Quorum Controller,
Zookeeper will soon no longer be necessary, resulting in easier and more cost-effective cluster
deployments.

o It doesn’t make a lot of sense to introduce a complete event streaming platform for a single
and very simplistic pub-sub scenario between a few nodes.

A more sane option would most likely be to maintain WebSocket connections between the WebSocket
Server instances and a dedicated Broadcast node. The Broadcast Node would act as a fanout
exchange, sending the incoming endpoint update events to all connected WebSocket service instances.
This way, the platform could be scaled without having to introduce a new heavyweight technology.
Any Broadcast Node failure would of course result in an unavailability window until the issue got
resolved. This would not be the case with Kafka, a small advantage in the large scheme of things.

With that in mind, the choice was made with the intention that Apache Kafka will slowly be used
for more tasks within the DIEM platform, taking part in data collection, transformation pipelines,
activity tracking and more while also facilitating an event-based communication architecture.

For implementing the above Pub/Sub part with Kafka, we wrote a Kafka / WebSocket bridge in
the form of a Kafka consumer. The consumer subscribes to a topic and forwards the data to a
WebSocket server. Fach bridge uses a unique consumer group identifier in order to receive all topic
messages. Each WebSocket server, is paired with a Kafka bridge. A producer bridges the Data
Service with Kafka. The system is illustrated below,
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WebSocket Service

Pub Sub Service
Cluster Consumers
|
]
> |
|:: > D>
>
_) WebSocket Instances
Producer
Reverse Proxy

T

Data Service < Clients

Figure 80: X Axis scaling using Kafka.

The relevant code is included in the support repository.
Z-Axis Scaling - Scaling through partitioning
Another approach to scaling is through data partitioning.

Instead of each server being responsible for all endpoint updates, they instead manage only the
updates relevant to a subset of all endpoints. This in turn makes the WebSocket Servers more
efficient by limiting the number of messages that they need to process before dispatching. It
is especially useful when the event processing itself is more expensive, allowing the Server to
significantly reduce its processing load. For our concrete case study, the event processing includes
extracting the messages, deserializing it and forwarding it to all relevant WebSocket connections.
Another advantage is that by partitioning the data, we reduce the size of the bookkeeping data
structures that are used for associating connected clients with endpoint updates.

Under this model, WebSocket servers manage different subsets of updates, therefore, clients will
need to somehow communicate with more than one server. It would be useful to provide a
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partitioning-aware node that knows which WebSocket server manages what endpoints. The clients
can then either explicitly query this node in order to discover the relevant severs, or we can create
a smart reverse proxy that will multiplex the connections using the aforementioned partition-aware
node.

Kafka’s consumer groups are very useful for implementing this scaling approach, permitting for
dynamic addition of new WebSocket servers and facilitating service discovery through the usage of
its admin client.

Another approach puts the burden of maintaining multiple connections to the client. The client first
contacts a Partitioning Metadata service in order to discover the relevant WebSocket servers and
then subsequently connects to all of them or perhaps only to the ones that manage the endpoints
that it is interested in.

WebSocket Service
Cluster Consumer Group
|
|
y |
:£l> Pl
:; WebSocket Instances

AAAA

Partitioning Metadata

Producer

Y YYVYY

Data Service < Clients

Figure 81: Client-based Z Axis scaling using Kafka.

A nice advantage of doing things this way is that we can then also scale by cloning without
introducing a WebSocket-aware reverse proxy. Instead, a simple load balancer to the appropriate
Partitioning Metadata service will suffice, each client will end up connecting to a different set of
WebSocket instances.

The disadvantage is that it requires Client code modifications in order to work.
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We can avoid modifying clients by implementing a multiplexing reverse proxy. The client will
connect to the proxy and the proxy will make sure to query the Metadata service and multiplex
the resulting WebSocket server connections using TCP pass-through.

WebSocket Service

Multi-WebSocket Server
Consumer Group

|

‘o

» WebSocket Instances

AAAA

Partitioning Metadata

YVYVYY

Producer Reverse Proxy Multiplexer

Data Service < Clients

Figure 82: Backend-based Z-Axis scaling using Kafka.
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We can then split the bridge consumer group, the WebSocket Server instances, the Partitioning
Metadata and the Reverse Proxy Multiplexer into a single Multi-WebSocket composite service:

WebSocket Service
Cluster

I:{> Multi - WebServer

L A
i
2

Producer

Data Service < Clients

Figure 83: Collapsed Z-Axis scaling using Kafka.
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Finally, we can also scale the resulting Multi-WebSocket Servers by cloning:

WebSocket Service
Cluster

—

Multi - WebSocket Servers

5
i
s

AAA A
YYVY VY
Producer Reverse Proxy
A
Y
Data Service < Clients

Figure 84: Backend-based XZ-Axis scaling using Kafka.

121




7 Conclusions and Further Work

7.1 Summary

This thesis presents a useful resource for getting acquainted with event-based architectures and
Apache Kafka while presenting a simplified but useful model that can facilitate the taking of
real-world engineering decisions.

We explicitly discuss the guarantees that Kafka provides through different configuration options
and derive guidelines for proper infrastructure and topic sizing by presenting a simple mathematical
model of Apache Kafka’s data flow.

From the mathematical model, we derive relations between total number of partitions and end-to-
end latency and unavailability windows, giving us a guideline on how to optimize Kafka Clusters
for low-latency high-throughput use-cases. We also discuss how careful partition count choices can
help achieve uniform load when scaling Kafka clusters.

7.2 Derived Guidelines Summary
We reiterate the various guidelines discussed throughout the thesis so far.
Message safety

In order to ensure message safety, consistency and availability without message loss even in the
case of N servers going down simultaneously, the following must bet set:

o Producers must be configured using acks=all

e The Topic must be configured with min.insync.replicas = N + 1, this implies
replication factor > N + 1 and therefore sets a lower bound on the number of servers. More
servers will allow the in-sync replica mechanisms to improve end-to-end latency in case of
slow or unresponsive replica servers.

If we also require write-availability in the case of N servers going down simultaneously:
e The Topic must be configured with replication factor > 2N + 1.
These also apply for internal topics such as __consumer offsets and __ transaction state.

« For total safety, it must be specified what to do when all servers responsible for a given
Partition become unavailable. Setting unclean.leader.election.enable = false is a must for
deployments prioritizing safety over availability.

Message Ordering

Care must be taken to pick a key-scheme that will ensure proper ordering. All messages using the
same key will end up on the same Partition and will therefore be consumed in the same relative
order.

Producers must ensure that the messages arrive at the Servers in the intended order, for that
reason:

o Producers must be configured using enable.idempotence=true or
max.in.flight.requests.per.connection=1. The former is preferred.
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Additionally:

Topics should be over-partitioned in order to not have to change the number of Partitions
and therefore break the existing Key-Partition mapping.

Regarding compaction,

Keys are used in order to perform compaction, they effectively act as entity identifiers and
this should be taken into account when deciding on the key-scheme that will be used.

Delivery Guarantees and Effectively-Once-Semantics

In order to ensure that messages will be delivered at least once, all safety-related configurations
specified above must be set. Furthermore, consumers must manually commit their offsets
after they process messages, without relying on default auto-commit behavior.

Large consume-transform-produce pipelines can be built with the guarantee that each input
message will only result in a single consumable output message per pipeline endpoint, and
therefore achieve so called “Effectively-Once Processing” semantics. Transformation steps
should be free of observational side effects since they may run multiple times, the only
guarantee is regarding Kafka-based message consumption and production. Due to this fact,
this capability is not as useful for inter-service communication as much as general event-based-
processing. Care should be taken to properly choose transactional.id. A good approach
is ‘ <group id>.<topic>.<partition>. The mechanism requires enabling transactions in
both Consumers and Producers. Consumers must also piggyback on Producers’ transactions
in order to commit offsets. Kafka Streams is a useful tool for implementing such pipelines
while coordinating all these details.

Infrastructure and Topic Sizing

Adding Servers reduces per-server network and storage requirements. See (4, 5) for concrete
network and storage requirements. Also see (3) for estimating maximum topic throughput.

Increasing Partitions up to the number of Servers, increases write-throughput. RAID setups
allow for increasing number of partitions further while still being able to see write-throughput
improvements.

Increasing Partitions allows for the introduction of Consumers within a Consumer Group,
enabling read-throughput scaling. See (9) for estimating the minimum Partitions required for
a target throughput.

Increasing Partitions affects worst-case unavailability and end-to-end latency. See (10, 11) for
upper-bound estimations.

Choosing a multiple of cluster sizes as the initial Partition count allows for uniform distribution
of Partitions while scaling. See keeping load uniform for details. 36 or 60 are good default
Partition counts.
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7.3 Further Work

While the generic mathematical model presented in Apache Kafka Modeling, Cluster and Topic
Sizing is not unique to this thesis, we are not aware of any experimental verification of it in available
literature.

The derived upper partition limits and their relation to end-to-end latency and worst case unavail-
ability, while straightforwardly derived from the aforementioned model and known operational
behavior of Apache Kafka, have also not been experimentally verified.

The partition count guidelines, regarding uniform load while scaling, have also not been verified as
being significant for real world use cases. We can imagine how imbalances can cancel out with a
large amount of Topics. There is also the issue of partitions being inherently unbalanced due to
data skewing. A dynamic partition monitoring and reassignment approach may be more effective
in pursuing.
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