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 At present, security is significant for individuals and organizations. All 

information need security to prevent theft, leakage, alteration. Security must 

be guaranteed by applying some or combining cryptography algorithms to 

the information. Encipherment is the method that changes plaintext to a 

secure form called cipherment. Encipherment includes diverse types, such as 

symmetric and asymmetric encipherment. This study proposes an improved 

version of the advanced encryption standard (AES) algorithm called 
optimized advanced encryption standard (OAES). The OAES algorithm 

utilizes sine map and random number to generate a new key to enhance the 

complexity of the generated key. Thereafter, multiplication operation was 

performed on the original text, thereby creating a random matrix (4×4) 
before the five stages of the coding cycles. A random substitution-box  

(S-Box) was utilized instead of a fixed S-Box. Finally, we utilized the 

eXclusive OR (XOR) operation with digit 255, also with the key that was 

generated last. This research compared the features of the AES and OAES 
algorithms, particularly the extent of complexity, key size, and number of 

rounds. The OAES algorithm can enhance complexity of encryption and 

decryption by using random values, random S-Box, and chaotic maps, 

thereby resulting in difficulty guessing the original text. 
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1. INTRODUCTION  

Information is confronted with various challenges primarily owing to the Internet, which has 

transformed the world into a small village, where numerous illegal methods are used to obtain information. 

Accordingly, the subject of security has become extremely critical for information protection, in which many 

security algorithms are used to achieve safety goals, and that the various aims of secure systems include 

authentication, confidentiality, and data integration [1]. In this current research a new method has been 

developed to improve advanced encryption standard (AES) algorithm. The reminder of this paper is 

organized as follows: section 2 explains the used chaotic map in the proposed algorithm, section 3 presents 

an overview of AES, section 4 provides a detailed steps for the proposed algorithm, sections 5 and 6 

represent the analysis and conclusion respectively. 

Encryption is required to safeguard sensitive information from unauthorized access. Moreover, 

chaos has been introduced to cryptography, which is similar to confusion and diffusion in cryptography, 

because of its ergodicity, pseudo-randomness, and sensitivity to initial conditions and control parameters. 

Accordingly, chaotic systems could be used to build cryptosystems owing to these characteristics [2]. 

https://creativecommons.org/licenses/by-sa/4.0/
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Cryptographic algorithms that are considered security algorithms involve two technicalities: symmetric and 

asymmetric cryptography [1]. Encipherment is a process that converts original text to unclear text, whereas 

decryption is the reverse of this process [3]. Figures 1 and 2 show the symmetric and asymmetric 

cryptography, respectively, [3]. 

 

 

 
 

Figure 1. Symmetric cryptosystem 

 

 

 
 

Figure 2. Asymmetric cryptosystem 

 

 

The following parameters are utilized to determine the strength of encryption algorithms. 

− Avalanche effect: avalanche effect is significant to cryptography. To date, numerous algorithms have 

been presented for the substitution-box (S-Box) generation to improve the avalanche effect [4]. The 

avalanche effect is calculated using (1) [3], [5]: 

 

𝐴𝑣𝑎𝑙𝑎𝑛𝑐ℎ𝑒 𝐸𝑓𝑓𝑒𝑐𝑡 =
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑓𝑙𝑖𝑝𝑝𝑒𝑑 𝑏𝑖𝑡𝑠 𝑖𝑛𝑠𝑖𝑑𝑒 𝑡ℎ𝑒 𝑐𝑖𝑝ℎ𝑒𝑟 𝑡𝑒𝑥𝑡 

𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑏𝑖𝑡𝑠 𝑖𝑛 𝑡ℎ𝑖𝑠 𝑐𝑖𝑝ℎ𝑒𝑟 𝑡𝑒𝑥𝑡 
∗ 100% (1) 

 

An adjustment in one bit of the plaintext or one bit of the key should create a change in numerous bits of 

the cipher texts. This property is known as the avalanche effect [5]. 

− Encryption time: for encryption time, the unit of measure is millisecond (ms) and depends on the length 

of text and key size. The higher the encryption speed, the better the algorithm will perform. 

− Decryption time: decryption time is the time span to recapture the first text from the encrypted text and is 

likewise estimated in ms. The higher the encryption speed, the better the algorithm will perform. 

− Throughput: is the total size of the encrypted text file in bytes divided by the total time of encipherment. 

The performance is better, when the higher is the throughput [3]. 

− Central processing unit (CPU) utilization: refers to the amount of time the CPU spends processing data. It 

is the amount of time that the CPU is dedicated to the calculation of the process. It shows how much the 

CPU is being used. The load on the CPU increases as the encryption time increases [6].  

The study [7] assessed the presentation of two encipherment techniques: AES and data encryption 

standard (DES). The outcomes in Table 1 are based on processing time, CPU usage, and transfer rate of the 

cipher in two operating systems (i.e., Windows and Mac platform) for various text sizes. Meanwhile,  

Tables 2 and 3 show the time comparison based on entropy for two different tests. 

 

 

Table 1. Encryption time, throughput, and CPU utilization for diverse data size in Windows/Mac OS 
Algorithm 

types 
Average encryption time 

in sec for diverse data 

size (MAC OS) 

Average encryption time 

in sec for diverse data size 

(Windows OS) 

Throughput 

for 

windows 

Throughput 

for MAC 

CPU 

utilization 

in windows 

CPU 

utilization 

in MAC 
AES 7.11 8.105 27.76 31.65 4.2% 2% 
DES 21.83 22.195 10.13 10.31 2% 1.9% 
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The research [8] compared AES and DES and determined that AES is safer than DES. 

Tables 2 and 3 show the execution times of AES and DES, respectively, by using entropy. The result showed 

that both algorithms consumed diverse times in diverse computers. Diverse computers take diverse times for 

the same algorithm over the same data packet, which shows that all algorithms have diverse speeds. The 

research [9] compared Rivest-Shamir-Adleman (RSA) and AES in terms of coding time and memory usage. 

The comparison was made on different types of data with such extensions as .jpeg, .txt, .doc, and .pdf. 

Table 4 presents the outcomes for text file. 

 

 

Table 2. Test 1-comparison depending on entropy Table 3. Test 2-comparison depending on entropy 
File sizes AES times (s) DES times (s) 

512 Kb 49.03 66.09 

1 Mb 44.84 67.94 

2.0 Mb 51.14 66.29 

2.5 Mb 51.28 59.42 
 

File sizes AES times (s) DES times (s) 

512 Kb 36.81 35.28 

1 Mb 32.81 45.45 

2.0 Mb 31.15 37.7 

2.5 Mb 45.53 37.89 
 

 

 

Table 4. Comparison analysis between RSA and AES for text file 
Data sizes (bytes) Algorithms Encryption times (ms) 

408 RSA 6 

408 AES 26 

42317 RSA 11 

42317 AES 62 

42317 AES 44 

 

 

The research [10] utilized a new methodology on AES to produce dynamic encipherment by giving 

a character (salt) to the original text. Salt was shaped from the after effect of a linear congruential generator 

(LCG) calculation. At this point, a blend of salt and plain content will merge with the algorithm of the 

onetime pad (OTP). Testing the dynamic original text demonstrated an effective test, thereby demonstrating 

the integrity of the consequences of the encipherment process. 

In [11] an improvements were made to the AES algorithm. First, a skew tent map was utilized to 

create the key sequences. Second, the eXclusive OR (XOR) operation was performed between matrix D and 

the sequence key. The plaintext matrix was encoded from left to right, while the ciphertext matrix was 

decoded from top to bottom and from right to left. After the XOR process, the key and plaintext were joined. 

Third, the mix columns array tasks were modified, and addition and subtraction were adopted to strengthen 

the relationship between pixels. Tests showed that the improved algorithm is suitable for encipherment in a 

cloud computing environment. A hybrid system was proposed, in which AES-ECC is used, which combines 

the advantages of the AES algorithm in accelerating data encipherment with ECC to secure symmetric key 

session exchange. Accordingly, strength in information security was proven [12]. 

Some random sequences were used in the process of modifying the AES algorithm. In particular, the 

pseudorandom number was utilized to avoid the derivation of the sequences, thereby preventing hackers from 

knowing the secret key. The outcomes indicated that the proposed algorithm is superior to the standard 

algorithm in terms of low and secure key generation [13]. The study [14] amended S-Box in the AES 

algorithm by utilizing the Fibonacci series and prime factor. The results showed that the proposed S-Box has 

good encipherment properties compared with the original S-Box. The results are shown in Table 5. 
 

 

Table 5. Comparison between the original and improved S-Box 
Parameters [14] Standard AES S-Box 

Size 8 MB 8 MB 

Absolute indicator 32 32 

Sum of the square indicator 133120 133120 
Algebraic immunity 4 4 

Algebraic degree 7 8 

Transparency order 7.860 7.859 

Signal to noise ratio (SNR) 9.600 9.887 

 
 

The number of rounds was increased to 16 rounds for the AES algorithm to increase security. 

Experiments showed that it provides high speed, and the encryption key was created by utilizing the Polybius 

square [15]. The study [16] proposes a secured modified advanced encryption standard algorithm that 

reduces the number of rounds in the AES to 14 in order to reduce encryption and decryption process time 
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while boosting data security. The findings show that the proposed technique has a higher efficiency in terms 

of encryption and decryption process time, while increasing security as evidenced by the avalanche effect 

test. Table 6 shows execution time for various files during encryption and decryption. 

 

 

Table 6. Execution time of encryption for various files 
Input file size (KB) Execution time for encryption in seconds Execution time for decryption in seconds 

 AES [16] AES [16] 

2 24 15 24 15 

3 72 40 72 40 

4 143 125 143 125 

5 291 240 291 240 

6 481 425 471 425 

7 692 598 692 598 

 

 

According to [16] the average amount of avalanche effect of all rounds utilizing the suggested 

technique is more than 50%, proving that the proposed system is secure, according to the results of the 

avalanche effect test, where the highest result reached to 58.59%. The research [17] suggested a new 

technique to improve AES with shift row and S-Box alteration for the mix column transformation, in which 

Sub byte (S-Box) is moved to join the mix column. The outcomes showed that the enhancement rates of 

encipherment and decipherment reached 86.143% and 13.085%, respectively. 

The research [18] modified the S-Box through two S-Boxes, the first of which is the same as the 

Rijndael S-Box and the second was built through XOR and affine transformation, and will replace the 

MixColumns operation within the internal rounds in the coding process. The results of the AES algorithm 

after modification were 108.369% more efficient than the original AES. Various polynomials were used to 

generate novel S-Boxes. In the alteration, x8+x6+x5+x+1 was utilized instead of x8+x4+x3+x+1, which was 

used in the original AES. Results indicated that the modified AES is superior to the standard AES in terms 

hamming distance, balanced output, and avalanche effect [19]. 

The study [20] suggests a change to the AES algorithm. The bit permutation transformation was 

utilized instead of the mix columns transformation since the utilization of bit change in an encryption 

calculation accomplishes productivity by giving least encryption time and reduce memory utilization. The 

improved AES algorithm performed 18.47% quicker encryption and 18.77% faster decryption for text files, 

according to the study’s findings. In comparison to the standard AES method, the modified AES algorithm 

produced a 16.53 percent larger avalanche effect compared to standard AES, thus lead to improving security.  

The encryption method that combines the AES and RSA algorithms in this research takes full 

advantage of both symmetric key and asymmetric key. The file’s session key is encrypted with RSA, while 

the data file’s encryption is done with AES. The encryption processing efficiency of the system is great.  

128-bit encryption key was created, which is then encrypted using the RSA asymmetric technique [21]. The 

results were as follows, as shown in Table 7. 

 

 

Table 7. Simulation test 
Algorithm Data size (MB) Encryption time (s) Decryption time (s) Memory used (KB) 

AES 1 0.153 0.305 14.7 

10 3.813 15.253 

20 19.067 305.064 

[21] 1 0.183 0.405 17.756 

10 4.213 16.153 

20 19.867 315.064 

 

 

A symmetric encryption technique was proposed in [22]. The modification is based on AES and 

adds a second or additional key. Another change is made at the SubBytes stage, where the transportation 

operation is added to the original SubBytes operation. Table 8 shows the results of the tests. The study [23] 

utilized a one-dimensional S-Box, In any event, expelling a complete byte necessitates replacing the S-Boxes 

twice. Four bits of state byte were replaced, while another four bits were superseded by the original S-Box. A 

reducible polynomial (i.e., x8+x4+x3+1) was used. Furthermore, a particular byte was selected for the static 

fragment outline 0×63. The results showed that productivity reached 18.35%. 

The work in [24] proposes a new approach for generating dynamic S-Box from cipher key to 

improve the encryption process of the advanced encryption standard algorithm. This approach will construct 

more secure block ciphers, solve the problem of fixed structure S-Boxes, and improve the AES block cipher 
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system’s security level. The main advantage of this technique is that it can generate many S-Boxes simply by 

altering the cipher key. Table 9 shows the avalanche effect results of both original AES and proposed AES. 

The inclusion of the Dynamicity properties in the AES S-Box for greater resilience against brute 

force attack and biclique attack is the goal of this study in reference [25]. Hashing techniques are paired with 

the AES algorithm to produce variance in security using MD4, SHA3, or SHA5. To improve the avalanche 

effect of the AES algorithm, a novel key dispersion mechanism is presented. Table 10 shows the avalanche 

effect. 

In the study [26], AES was fortified by consolidating symmetric and asymmetric types.  

Diffie-Hellman was utilized for the AES key creation, while private number creation was used to generate 

dynamic S-Boxes. The proposed approach is ideal for rapid calculation and can resist cryptographic assaults, 

such as linear and differential cryptanalysis assaults. 

A chaotic dynamic S-Boxes was constructed utilizing the Chebyshev polynomial theory of the first 

type. This approach was used to create 80 random 8×8 S-Boxes, and has acceptable safety and low 

computational cost compared with 21 modern approaches [27]. In the study [28], it is shown that changing 

the polynomial does not result in a major change in the avalanche. 

 

 

Table 8. Execution time in milliseconds for different files (encryption/decryption) 
File size Encryption time in ms Decryption time in ms 

AES [22] AES [22] 

1 KB 1.371 0.970 1.917 1.744 

2 KB 2.321 1.811 3.281 3.164 

5 KB 5.418 4.151 9.024 8.178 

10 KB 9.377 7.526 15.915 15.421 

50 KB 44.568 32.273 77.595 77.240 

100 KB 103.011 65.927 186.433 126.285 

1 MB 867.852 717.192 1540.999 1540.755 

 

 

Table 9. The avalanche test findings Table 10. Avalanche effect comparison 
Algorithm Plaintext Avalanche effect 

AES 11111111111111111111111111111111 50.78% 

[24] 11111111111111111111111111111111 54.68% 
 

Algorithm Avalanche effect 

Original AES 46 

[25] 67.18 
 

 

 

2. CHAOTIC MAP 

An encipherment system based on chaotic maps is a highly effective system in the coding process. 

The reason is that chaotic theories are characterized by their sensitivity to input factors and initial conditions. 

This section presents the types of chaotic maps used in the proposed system. Sine map: Sine map is 

considered one of the discrete chaotic techniques and expressed in (2) [29]. 

 

𝑌(𝑚 + 1) = 𝑎. 𝑠𝑖𝑛(𝑝𝑖. 𝑌(𝑚)) (2) 

 

where 𝑎 is the control parameter, 𝑎 ϵ [0-1], pi=3.14, and 𝑚 index of encryption key. As shown in Figure 3 

the sine map diagram represent. 

 

 

  
 

Figure 3. Sine map where α=0.9 [7] 
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3. ADVANCED ENCRYPTION STANDARD 

AES is a block cipher with block size of 128 bits. The key can be 128, 192, or 256 bits. The number 

of inner rounds of the cipher is shown in Table 1. The algorithm is called AES-128, AES-192 or AES-256, 

depending on the key size [3], [7]. Figure 4 shows the steps for every round. Table 11 shows the key length 

and number of rounds of the AES algorithm [30]. 

 

 

 
 

Figure 4. AES structure [3], [31] 

 

 

Table 11. Key lengths and number of rounds of the AES algorithm 
Key lengths Number of rounds 

128 bits 10 

192 bits 12 

256 bits 14 

 

 

4. PROPOSED ALGORITHM 

Figure 5 illustrates the structure of the optimized advanced encryption standard (OAES) encryption, 

in which new steps were added to the original AES, including the derivation of a new key from the original 

key (128) bits by using sine map, thereby leading to camouflage and complexity in obtaining the original text 

due to changing the entered key, then using a random matrix (4×4) to perform multiplication with the entered 

text, also random S-Box generation, and the last step is performing an XOR operation with the last key that 

was generated (the new key). 

OAES contains the following new steps. 

1) User enters the key (128) bit to encrypt the text. 

2) A change is made to the key so that the range becomes [0 to 8], with a size of (128 bit). 

3) Using the sine map algorithm, a new key is derived from the original key. This step leads to increased 

complexity for hackers in finding the new key, in which the sine map is considered one of the chaotic map 

algorithms. 



                ISSN: 2088-8708 

Int J Elec & Comp Eng, Vol. 13, No. 2, April 2023: 1708-1723 

1714 

 
 

Figure 5. OAES algorithm 

 

 

4) A random number (128 bit) is generated. XOR is implemented between the key generated by the sine map 

and the random number. The first party enters a key (e.g., “1234567891234567”) after performing 

steps 2, 3, and 4, the entered key will be converted to a new one. Figure 6 shows the entered user’s key and 

the new key after the conversion process using the MATLAB programming language. When using the same 

key in another encryption process (e.g., “1234567891234567”), this key will be converted to another key 
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(e.g., 50DF421B01F3D533). Hence, every encryption step will arbitrarily generate a new key. Figure 7 

shows the prior same key entered by the user and the new key. 

 

 

  
 

Figure 6. User’s key and new key 

 

Figure 7. Prior same key and new key 

 

 

5) Plaintext will be multiplied by the random matrix (4×4) that contains odd numbers. Each encipherment stage 

will generate an odd random matrix, thereby further complicating the coding process. Figure 8 shows two 

matrices generated in two various encipherment stages.  

 

 

 
 

Figure 8. Two arrays generated in two various encryption processes 

 

 

The initial encoded text will be obtained after multiplying the plaintext by the random array and divided 

the remainder by 256. 

6) The succeeding steps will be processed using standard four steps in AES: 

a. Substitute Bytes: The initial stage, sub bytes are a non-linear byte substitution. All bytes of the initial 

ciphertext (state) are replacement from the 16-bit S-Box that works autonomously. This study modified the 

S-Box, in which the standard S-Box uses constant vector, but the present research uses random vector. 

Standard steps in S-BOX, this affine transformation can be determined by the following steps: i) store 

the multiplicative inverse of the input number in two 8-bit unsigned variables: s and x; ii) shift the value of s in 

the 1-bit to the left; iii) implement the XOR operation (the value of x with the value of s), placing the result in x; 

iv) for three additional cycles, stages 2 and 3 are rehashed and aggregated four times; and v) after obtaining the 

value of “'x,” XOR will be implemented with a constant value equal to 99 in hex 0x63. Figure 9 shows the 

affine transformation using the AES algorithm. 

 

 

 
 

Figure 9. Affine transformation 

 

 

In this study, the fixed value was randomly changed (proposed S-BOX) between [20 and 255]. This 

camouflage leads to increased complexity in the decipherment process by a third party, in which a new  

S-Box is created in every new crypto operation owing to the random value. The reason is that the static box is 
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a weakness as reported in previous studies. Figure 10 shows the new affine transformation by XOR operation 

with random numbers. 

In particular, [x0, x1, …., x7] is a random number between [20 and 255]. After executing the 

program, a random number equal to 136 (binary: 10001000) was generated, as shown in Figure 11. The 

resulting S-Box and inverse S-Box are shown in Figures 12 and 13, respectively. Figures 14 and 15 show 

another new S-Box, inverse S-Box after creating a new random number, in which the random 

number=194(11000010).  

 

 

  
 

Figure 10. Affine transformation by XOR random number 

 

Figure 11. New affine transformation 

 

 

  
  

Figure 12. New S-Box Figure 13. New inverse S-Box 

 

 

  
  

Figure 14. S-Box, where r=194 Figure 15. New inverse S-Box 
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b. Shift rows: This is called shift rows operation, which is a nonlinear operation. The value of the rotations 

relies on the column number (0, 1, 2 or 3) of the state array. Line 0 bytes are not rotated and lines 1, 2, and 3 

are rotated left at 1, 2, and 3 bytes, respectively. Figure 16 shows the shift rows process. 

 

 

 
 

Figure 16. Shift rows 

 

 

c. Mix column: In this step, each stage transformation works at the column level. It changes every column of 

the state to another column, in which the state columns are multiplied by a fix square array. 

d. Add round key: In this step, XOR is performed for the combined column output and key, in which the total 

rounds are 5. 

7) After these steps, XOR operation with key that eventually generated, also with the number 255 will be used 

to obtain the final ciphertext, thereby obtaining a high degree of complexity. As shown in Figure 17, the  

S-box values are produced via an affine transform on the multiplicative inverse of the Galois finite field  

GF (28). 

 

 

 
 

Figure 17. Multiplicative inverse table in GF (28) used within the AES S-Box 

 

 

The decryption process will use the following steps (inverse of the encryption process): i) enter the 

new password created by the sine map XOR random key; ii) read the encrypted file; iii) perform XOR operation 

with key that generated by sine map and 255; iv) add the round key; v) decryption round one includes inverse 

shift row, inverse SubByte (inverse of the new S-Box), inverse mix column, and add round key; vi) repeat steps 

4 for 4 times but without inverse mix column in the final stage; and vii) cipher text is multiplied by the inverted 

array (4×4) (modular multiplicative inverses, such that (a*a-1 ) mod 256=1). Figure 18 shows the random and 

inverted arrays. 

 

Algorithm 1. Optimized AES 
 Input: Key by user 

1 Key1=mod(key,9) % convert the key between the range (0-8), (128 bit) 

2 a=0.9 

 pi=3.14 

    for i=1:15 

        key1(i+1)=a*sin(pi*key1(i)); 

   end 

3  key2=round (key1. *100); 

key2=mod(abs(key2),256); 
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4 random_key=randi (6, 1, 16) %128 bit random key; values of random numbers in the 

interval [1:6] 

5 Key3=XOR (Random_key, key2)  

6 Input: Plaintext 

7 State=mod (plaintext. *Sbox_new,256) % Perform multiplication with a new random odd 

matrix (4*4). 

8 conducts first round (Add round key) 

9 for k=2:3%conducts follow-on round 

10   state=SubBytes %random S-BOX  

11   state=ShiftRows      

12   state=MixColumns 

13   state=AddRoundKey 

14 end 

15 state=SubBytes(state); 

% Last round 

16 state=ShiftRows(state); 

17 state=AddRoundKey 

18 For k=1:length (state) 

    State=XOR (state,255) 

    State=XOR (state, key3) % Cipher text is done 

end 

 

 

 
 

Figure 18. Random and inverted arrays 

 

 

5. RESULTS AND EVALUATION 

The following results were obtained using MATLAB on a computer with the following 

specifications: Intel (R) Core (TM) i7-8550U CPU @ 1.80 GHz, 2.00 GHz, and 8.00 GB RAM. The 

plaintext size is 16 characters (128 bit). Tables 12, 13, and 14 represents the results. All tests in Table 12 used 

the plain text “yehea@unisza.edu” and password “1234567891234567”. 

 

 

Table 12. Test show new password that derived from user’s password and ciphertext 
Test # New password derived from the original password Cipher texts in hexadecimal 

1 591E5469CAB60275C8BD8BF8851D0983 D2647694A7C9EB2AD4D1AF891DCFF82 

2 B0A40D1A5F32C95D20640BB1E04EFF95 A369E1244D1C89EF09413C112645A 

3 6A28C7881CC91748D5464C5161A822A8 DC90789FB348A27693ADCA7696A049 

4 681AF2782A27A48410E4E39A76C68228 58132573447268353DE62A61B045D7 

 

 

The avalanche effect fluctuates continuously when the algorithm is executed continuously, as shown 

in Tables 14-16. Test result obtained after flipping single byte in the plain text (yehea@unisza.edu » 

yehea@Unisza.edu), as shown in Table 14. While the encrypted results for the modified AES are shown in 

Table 15. Each number is represented: i) encryption time (sec), ii) decryption time (sec), iii) CPU time, and  

iv) Avalanche. 

The experiment was conducted several times and the results were recorded. Of all the results, the 

value (73.438) was the best for the avalanche. The text used was “11111111111111111111111111111111” 

in hexadecimal, which is equal in decimal to “1717171717171717171717 17 17 17 17 1717”, where the 

plaintext bit was changed to “01” instead of “11” as shown in Table 16. The results were compared with the 

original AES and other previous research papers as shown in Table 17. 
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Throughput for OAES has been shown in Table 18. The comparisons of results are shown in  

Figure 19. Figure 20 shows encrypted and plaintext after execute MATLAB programming, while Figure 21 

shows the experiment result obtained with an avalanche effect ratio of 72.656. Table 19 shows a comparison 

of files of different sizes in terms of encryption and decryption execution time. Figures 22 and 23 represents 

graphs for encryption and decryption time, respectively. 

 

 

Table 13. Histogram analysis 
Test  

# 

Histogram analysis Test 
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Table 14. Test of various encryption parameters 
Test # 1 2 3 4 

T1 0.47 0.967204 1.0835 49.219 
T2 0.47 0.963212 1.0858 50.781 
T3 0.567 1.07465 1.0989 53.906 
T4 0.565 0.919029 1.0211 56.250 
T5 0.431 0.948088 1.0742 65.625 

 

 

Table 15. Modified AES ciphertext results 
Test # Encrypted Plaintexts Encrypted Plaintexts with One Bit Flipped 

T1 49 C4 86 79 F1 61 7A 1D 56 CD AE 66 13 5A 37 5B 3C D1 3A 2B A1 79 C1 F0 75 7C 9F A4 AF 8C D0 72 
T2 57 6A 5A 42 C0 F1 9E F9 B0 A4 83 44 CB 46 11 05 40 1B BE 77 B0 DE 2C 9C 41 6F 7C B3 BE 5B D8 63 
T3 97 16 20 06 61 8D ED BD 60 BD E4 8C B4 BF AB 8F 18 B3 E5 F9 CD 91 BE 2B 6C FC 6B 00 3B E3 73 3A 

 

 

histogram diagram of ciphertext histogram diagram of ciphertext 

histogram diagram of ciphertext histogram diagram of ciphertext 
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Table 16. Avalanche test results after changing one bit in the plain text (from (11) to (01) 
Test # Input data Number of flipped bits Avalanche effect % 

1 11,11,11,11,11,11,11,11, 11,11,11,11,11,11,11,11 

 

 

01,11,11,11,11,11,11,11, 11,11,11,11,11,11,11,11 

62 48.438 
2 66 51.562 
3 73 57.031 
4 58 45.312 
5 77 60.156 
6 92 71.875 

 

 

Table 17. The avalanche test comparison 
Algorithm Avalanche effect % 

OPTIMIZED AES 72.656 
ORIGINAL AES 50.78 

[24] 54.68 
[16] 57.03 

 

 

Table 18. Throughput value during ciphering for files of different sizes 
Text file size (KB) Encryption time (second) 

AES [16] PROPOSED 

2 24 14.9863 
3 72 25.4973 
4 143 32.1341 
5 291 42.7479 
6 481 48.8171 
7 692 58.0047 

AVERAGE TIME 283.8 222.1874 

 

 

 
 

Figure 19. Results comparisons 

 

 

 
 

Figure 20. Plaintext and cipher text by optimized AES 
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Figure 21. Avalanche effect result 

 

 

Table 19. Execution time for encryption and decryption for various files 
File size (KB) Encryption execution time (s) Decryption execution time (s) 

AES [16] Optimized AES AES [16] Optimized AES 

2 24 15 14.9863 24 15 37.933 

3 72 40 25.4973 72 40 56.498 

4 143 125 32.1341 143 125 79.0607 

5 291 240 42.7479 291 240 95.3293 

6 481 425 48.8171 471 425 115.209 

7 692 598 58.0047 692 598 133.92 

 

 

 
 

Figure 22. Graph of encryption time 

 

 

 
 

Figure 23. Graph of decryption time 

 

 

6. CONCLUSION 

This research introduced an execution of the optimized AES algorithm for encrypting and 

decrypting text. A series of tests were performed, and the results indicated that despite using the same 

password and the same text, different encoded texts were produced each time. This outcome indicates that the 

encoded text of the original text is constantly changing (in every new encryption process), which is a strong 

indication that the proposed algorithm is highly resistant to attacks. Statistical and differential experiments 

indicated that the avalanche effect reached 72.656, it means satisfies the strict avalanche criterion (SAC). The 
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effect of the avalanche depends on both the encryption key and the input text, random numbers, random 

array, and dynamic S-BOX. Moreover, the encoding and decoding time was shown to be reduced as a result 

of the reduction of the algorithm cycles. 
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