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ABSTRACT

Digital forensics practitioners have used conventional digital forensics process 
models to investigate cloud security incidents. Presently, there is a lack of an agreed- 
upon or a standard process model in cloud forensics. Besides, literature has shown that 
there is an explicit need for consumers to collect evidence for due-diligence or legal 
reasons. Furthermore, a consumer oriented cloud forensics process model is yet to be 
found in the literature. This has created a lack of consumer preparedness for cloud 
incident investigations and dependency on providers for evidence collection. This 
research addressed these limitations by developing a cloud forensic process model. 
A design science research methodology was employed to develop the model. A set 
of requirements believed to be solutions for the challenges reported in three survey 
papers were applied in this research. These requirements were mapped to existing 
cloud forensic process models to further explicate the weaknesses. A set of process 
models suitable for the extraction of necessary processes was selected based on the 
requirements, and these selected models constituted the cloud forensic process model. 
The processes were consolidated and the model was proposed to alleviate dependency 
on the provider problem. In this model, three digital forensic types including forensic 
readiness, live forensics and postmortem forensic investigations were considered. 
Besides, a Cloud-Forensic-as-a-Service model that produces evidence trusted by both 
consumers and providers through a conflict resolution protocol was also designed. 
To evaluate the utility and usability of the model, a plausible case scenario was 
investigated. For validation purposes, the cloud forensic process model together with 
its implementation in the case scenario and set of requirements were presented to a 
group of experts for evaluation. Effectiveness of the requirements was rated positive 
by the experts. The findings of the research indicated that the model can be used for 
cloud investigation and is rated easy to be used and adopted by consumers.
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ABSTRAK

Pengamal forensik digital telah menggunakan model proses forensik digital 
konvensional untuk mengkaji isu-isu keselamatan awan. Pada masa ini, terdapat 
kekurangan dalam model proses yang standard atau dipersetujui dalam forensik 
awan. Selain itu, tinjauan literatur menunjukkan terdapat keperluan yang jelas untuk 
pengguna mengumpul bukti bagi ketelitian atau alasan undang-undang. Tambahan 
pula, kajian model proses forensik awan yang berorientasikan pengguna masih belum 
ditemui dalam kajian literatur. Ini telah mewujudkan kekurangan kesediaan pengguna 
untuk mengkaji isu-isu awan dan pergantungan pada pembekal untuk pengumpulan 
bukti. Kajian ini membincangkan batasan-batasan ini dengan membangunkan model 
proses forensik awan. Kaedah penyelidikan reka bentuk sains telah digunakan untuk 
membangunkan model. Satu set keperluan yang dipercayai menjadi penyelesaian bagi 
cabaran yang dilaporkan dalam tiga kertas kerja kajian telah digunakan dalam kajian 
ini. Keperluan ini telah dipetakan kepada model proses forensik awan yang sedia 
ada untuk menerangkan kelemahan dalam model. Satu set model proses yang sesuai 
bagi pengekstrakan proses yang diperlukan telah dipilih berdasarkan keperluan dan 
model terpilih ini membentuk model proses forensik awan. Proses itu disatukan dan 
model dicadangkan untuk mengurangkan kebergantungan kepada masalah pembekal. 
Dalam model ini, tiga jenis forensik digital termasuk kesediaan forensik, forensik hidup 
dan siasatan forensik postmortem dipertimbangkan. Di samping itu, model Forensik- 
Awan-sebagai-Perkhidmatan yang menghasilkan bukti yang dipercayai oleh pengguna 
dan pembekal melalui protokol resolusi konflik juga direka bentuk. Untuk menilai 
utiliti dan kebolehgunaan model, satu senario kes yang munasabah telah dikaji. Untuk 
tujuan pengesahan, model proses forensik awan bersama-sama dengan pelaksanaannya 
dalam senario kes dan set keperluan telah dibentangkan kepada kumpulan pakar 
untuk penilaian. Keberkesanan keperluan dinilai positif oleh pakar. Dapatan kajian 
menunjukkan bahawa model boleh digunakan untuk siasatan awan dan dinilai mudah 
digunakan dan diterima pakai oleh pengguna.
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CHAPTER 1

INTRODUCTION

1.1 Overview

Cloud forensics is important in investigating security incidents happening in 

cloud environments. However, some national and international standard organizations 

are currently busy working on the production of standard procedures that can be used 

by the cloud forensics investigators. For example, National Institution for Standards 

and Technology have started studying challenges faced by cloud forensics 

investigators.

Even though there is an absence of standard, organizations are still 

experiencing pressure to have enough, relevant, complete, and admissible evidence 

available should an incident occur (Elyas et al., 2015; Sachowski, 2016). Cloud 

consuming organizations are not different. On top of that, consumers are expected to 

know the level of cloud forensics readiness in their adopted cloud computing services 

(Makutsoane and Leonard, 2014).
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Studying the nature and characteristics of the cloud, researchers in the domain 

of cloud forensic have coined up number of issues that a cloud forensic investigator 

may encounter. This research has categorized these issues into those that existed in the 

main domain of digital forensics but amplified by the cloud and new issues that came 

into existence with the usage of cloud computing services. Those forensics issues 

amplified by the use of cloud computing included but not limited to increase in data 

volume, encryption, and lack of standards. On the other side, the new set of challenges 

that has been brought into digital forensics investigations by the adoption of public 

clouds in enterprises include multi-jurisdiction, multi-tenant, dependence on the cloud 

service provider, and lack of transparency.

Therefore, in search of answers for those issues, cloud forensics solutions have 

been proposed by a number of researchers over the past years. Some of the researchers 

simply presented concepts while others provided details on how a solution can be 

implemented in practice in cloud environments. Among solutions included cloud 

forensics process models. Different from existing models, this research investigates a 

cloud forensic process model that provides internal cloud forensic capabilities to 

consumers to lower issue of dependency on cloud providers for forensic evidence.

1.2 Problem Background

The use of cloud computing has grown at a rapid rate. According to the 

Information Assurance Advisory Council of United Kingdom (P Sommer, 2013) a 

range of businesses, of all sizes, are increasingly moving to cloud platforms, often for 

reasons of cost. Cloud computing market is expected to grow at a compound annual 

growth rate of 30% and will reach $270 billion in 2020 as reported by Market Research 

Media (Zawoad, Hasan and Skjellum, 2015). Nonetheless, cloud computing platforms 

have experienced security issues including criminal exploitation (Vaquero et al., 2011; 

Ab Rahman and Choo, 2015; Singh and Chatterjee, 2017).
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Like any other digital crime, cloud crime stands for any crime that involves 

cloud computing in the sense that cloud has been used as a subject, object, or tool for 

offences against digital data or systems. That is, a cloud can be a subject of a crime 

when the criminal act is committed within the cloud environment, and a cloud can be 

an object of a crime when the target of the crime is the data centers and other sections 

of the cloud that provisions the cloud services to the cloud consumer. Similarly, a cloud 

can be considered as a tool when the availability of the massive computation power 

and storage facility of a cloud is used as a means of conducting crimes (Cruz, 2012).

It has already been reported in number of cases that cloud computing has been 

used for malicious purposes (Goodin, 2011; Magazine, 2014; Zawoad, et al., 2015). 

For example, in 2013, a Chinese gang has exploited cloud file storage services 

(Dropbox) to distribute its malware in preparation for an initial stage of Distributed 

Denial of Service (DDoS) attack (Alqahtany et al., 2015).

Since for any action there is a reaction, any security incident that occurs in 

cloud environments should usually be responded initially in order to verify the type of 

the incident and the scope of its damage. Subsequently, based on the scope of the 

damage of the incident, an incident response that may either involve eradication and 

containment or escalations for further investigations, is invoked (Ab Rahman and 

Choo, 2015).

Although responding to an incident targeting conventional systems has never 

been easy, the use of cloud has exacerbated and made it even worse by creating a new 

venue for digital forensic investigations with different issues and challenges. This new 

venue has later been introduced as Cloud Forensics (Group; Ruan et al., 2011; Simou 

et al., 2015).
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In this light, similar to digital forensics (Carrier and Spafford, 2004), cloud 

forensics can also be used for different purposes including due diligence or regularity 

compliance, troubleshooting, investigation, data and system recovery, and/or log 

monitoring. Therefore, digital forensic practitioners, both from industry and academia, 

have then tried to adopt and extend existing digital forensic tools and processes into 

the cloud environments ( Dardick et al., 2011; Quick and Choo, 2014c; Almulla et al., 

2014; Ab Rahman and Choo, 2015).

However, lack of physical access to locate devices and digital evidence in a 

cloud environment caused by the impossible identification of location of the data 

stored in clouds, and the multi-tenancy nature of the cloud that makes infeasible to 

seize servers from a data center without violation of the privacy of other tenants, have 

invalidated the assumption of adopting conventional digital forensic tools and 

processes in cloud environments.

Consequently, a dependency on the cloud service provider for forensic data 

collection has become an essential part of investigations pertaining to cloud 

environments (Alqahtany, et al., 2015; Pichan et al., 2015). Nonetheless, the 

trustworthiness of the evidential data collected by the cloud provider would also be 

questionable (Zawoad, Hasan and Grimes, 2015; Zawoad, Hasan and Skjellum, 2015).

In other words, there would be a possibility that the person in charge for the 

collection of the digital evidence at the cloud provider may not be competent enough 

to collect evidence in a forensically sound manner. In addition, the evidence may 

intentionally be destroyed by either colluding with the perpetrator or for reason of not 

to damage the reputation of the cloud provider.
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It can be concluded that cloud forensics issues have become more problematic 

and solutions that could provide cloud forensics must be sought urgently (Poisel and 

Tjoa, 2012; Alqahtany, et al., 2015; Pichan et al., 2015; Alex and Kishore, 2017; 

Simou et al., 2017).

Over the past years, researches on cloud forensic have been heavily active in 

the domain of digital forensics where several works, that are orthogonal to the 

contribution of this research, have been introduced as solutions to the challenges in the 

cloud forensics.

Some research works had their focus only on cloud forensic readiness (De 

Marco, Abdalla, et al., 2014; De Marco, Ferrucci, et al., 2014; Ferguson-Boucher and 

Endicott-Popovsky, 2012; Makutsoane and Leonard, 2014; Sibiya et al., 2013; 

Trenwith and Venter, 2013). Researchers did not include in their works, measures a 

cloud consumer should take once their data residing in the cloud is compromised. 

Instead, researchers only focus on the preparedness that an organization should achieve 

prior to adopting a cloud service.

Number of cloud forensic process models have been reported in the literature 

(Cho et al., 2012; Chung et al., 2012; Gebhardt and Reiser, 2013; Guo et al., 2012; 

Martini and Choo, 2012, 2013, 2014a, 2014b; Povar and Geethakumari, 2014; Quick 

et al., 2013; Simou, et al., 2015; Spyridopoulos and Katos, 2012; Zawoad, et al., 2015). 

However, researchers who have proposed cloud forensic process models in the 

literature did not firstly take into account importance of cloud forensics readiness. In 

this study, the research argues that cloud forensics readiness is mandatory in the 

process of collecting and analyzing digital evidence residing in cloud environments. 

Secondly, one of the weaknesses pertaining to existing cloud forensic process models 

include a general lack of focus of cloud consumer aspects of cloud forensics. In 

addition, models did not clearly state importance of live forensic in cloud forensics. 

As a result, there is a complete lack of dedicated live forensic to remotely investigate 

cloud data centers.
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Some have even gone further by concentrating on specific steps of the process 

of cloud forensic investigation including evidence collection and acquisition (Dykstra 

and Sherman, 2012; Federici, 2014; Oestreicher, 2014), evidence examination and 

analysis (Anwar and Anwar, 2011; Hale, 2013; Marturana et al., 2012; Quick and 

Choo, 2013a, 2013b, 2014a), and finally some researchers have proposed cloud-based 

technical and conceptual solutions to counter the cloud forensic challenges (Alex and 

Kishore, 2017; Alqahtany et al., 2015; Battistoni et al., 2016; Delport et al., 2011; 

Dykstra and Sherman, 2013; Manoj and Bhaskari, 2016; Marty, 2011; Patrascu and 

Patriciu, 2015; Roussev et al., 2016; Yan, 2011; Zawoad et al., 2013; Zawoad et al., 

2015). Problem with these research works is that researchers only focus on one or two 

processes, while leaving behind some other processes that cannot be ignored both in 

conventional and cloud forensics investigations. For instance, some of the missing 

processes may include evidence preservation and chain of custody. Researcher 

similarly do not discuss live and readiness processes.

Apart from these solutions there is and have been a lack of a single cloud 

forensic process model that takes together cloud forensic investigation procedures to 

support cloud consumers’ forensic capability based on cloud environment 

investigation theories.

1.3 Problem Statement

Due to the infancy of the cloud, digital forensics processes and procedures still 

lack standards that can be directly applied when digital investigation needs to be 

carried out in cloud environments (Sibiya, et al., 2013). Lack of accessibility to the 

data centers, from which clouds are abstracted, is another challenge to cloud 

consuming organization to conduct forensic investigation to their data stored in cloud. 

This has created a dependency on the cloud service provider for the collection of 

potential digital evidence (Pichan, et al., 2015). Even though, a number of researchers
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have proposed cloud forensic process models in an attempt to capture a process that 

would have guided investigations pertaining to cloud environments, most of them 

provided solutions focusing specific processes of cloud forensic investigations. 

Similarly, some of the researchers focused on provider oriented methodologies while 

others only focused on the law enforcement aspect. However, these solutions do not 

facilitate consumer side cloud forensics investigations.

A consumer oriented cloud forensic process model is yet to be developed. It is 

therefore strongly believe that there must be a process model that would help 

consumers conduct independent forensic investigations, without or little help of the 

provider. Having said that, the next section discusses main research questions 

answered by this research.

1.4 Research Questions

As the overall goal of this research is to develop a cloud forensics process 

model with cloud consumers in mind, the research questions that have been formulated 

to be answered by this research are as follows:

i. How can a consumer oriented cloud forensics process model be developed by 

integrating existing digital and cloud forensic best practices?

ii. How can the developed cloud forensic process model be used by a cloud 

consumer organization to investigate security incidents happening in cloud 

computing environments?
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iii. How can a bilaterally trusted cloud forensic-as-a-services model be instantiated 

from the developed cloud forensic process model?

1.5 Research Objectives

The main objective if this research was to tackle current problems of cloud 

forensics in connection to cloud consumers, by the development of a highly overriding 

process model. The objectives for this research that would have contributed to the 

current state of cloud forensics are:

i. To develop a cloud forensic process model by integrating existing best practice 

models in order to help cloud consuming organizations investigate security 

incidents in cloud environments.

ii. To validate the utility of the developed cloud forensics process model through 

a simulated cloud computing environment.

iii. To propose a Cloud Forensics-as-a-service model that can be trusted both by 

the consumers and providers.
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1.6 Scope of the Research

This research would enable cloud consuming organizations to take the 

initiative of preparing themselves for investigating their adopted cloud services by 

focusing on infrastructural, operational and legal aspects of readiness. A cloud 

environment that involved only two actors including cloud consumer and cloud 

provider has been considered in the research. In other words, it involves a cloud 

consumer organization that has signed contractual agreements with one cloud service 

provider that supplied a storage as a service model. Therefore the following aspects 

are the scope of this research.

i. This research focuses on the business and law enforcement perspectives of 

cloud forensics.

ii. In the process of model development a total of twenty three digital forensics 

process models that existed in the literature from 2001 to 2013 have first been 

reviewed. Subsequently, to select the most appropriate among those twenty 

three process models, eleven have been selected by mapping them to an 

inclusion criteria established based on a set of requirements needed for the 

target process model.

iii. A set of thirteen cloud forensic process models existed from 2012 to 2016, 

were prepared in order for them to be used in the validation of the proposed 

process model.

iv. The model has been demonstrated in a simulated private storage as a service 

cloud environment.
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v. Throughout the research Anti-Forensic and Decryption issues, that existed in

the bigger domain of digital forensics but exacerbated by the cloud, were not 

separately considered.

1.7 Significance of the Research

In this digital age, most business are moving to cloud. This has created opening 

for potentially harmful unanticipated information security incidents (both criminal and 

civil nature) with the potential to cause considerable direct and indirect damage to 

organizations. Electronic evidence is fundamental to the successful handling of such 

incidents. Often, in cloud when evidence is needed to prove fraudulent transactions, 

trustworthy evidence is not available. Unfortunately, lack of standards or particularly 

missing procedural aspect make cloud forensic preparedness appear difficult for 

consuming organizations. This has created a dependency on cloud providers for 

evidence collection which by itself its trustworthiness is questionable.

Hence, the main importance of this research is that it investigates and tries to 

get a solution for this explicated problem by developing a cloud forensics process 

model together with a model that would produce a trusted digital evidence at the 

premises of the consumer.
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1.8 Organization of the Thesis

This thesis consists of eight chapters. The chapters are organized according to 

different works that involves in this research. The detailed organization of this is 

described in the following paragraphs.

Chapter 1 describes the general outline of the research by giving a brief 

introduction and problem of the research. The Objectives and aims of the study have 

been discussed here. The scope and importance of the research have also been pointed 

out in this chapter.

Chapter 2 reviews of existing related works and its current status has been 

studied. It includes review of existing cloud and conventional digital forensic process 

models used to contribute to the development of the CFPM model. Similarly, the tools 

used by previous researchers to represent existing process models have also been 

studied and compared to identify the most appropriate modeling tools that should be 

used for the representation of CFPM model.

Chapter 3 talks and details the research methodology. The thesis has justified 

the research method that would successfully lead achievement of the aims of the 

research. Five phases upon which this research has been carried out are broadly 

discussed. Finally the big picture of the design of this research has been presented in 

this chapter.

Chapter 4 presents the development of the first version of the CFPM model. 

The development process employed in the process of developing the model has been 

clearly stated in this chapter. Here, a group of process models that could contribute to 

the development of the model have been selected from the list of the process models
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reviewed in Chapter 2. A comparison of the developed process model to existing cloud 

forensic process models to validate its generality is conducted.

Chapter 5 demonstrates the utility of the CFPM model via employing two 

scenarios. The first scenario prepares a cloud consuming organization for cloud 

forensics while the second is an investigative scenario that investigates the adequacy 

of the CFPM model to lead an investigation that involves a cloud storage service. 

Subsequently, an expert evaluation that has been subjected to the model together with 

its demonstration has also been discussed in this chapter.

Chapter 6 also demonstrates a bilateral cloud as a service model that is built 

on the live forensic component of the CFPM model. It discusses a unilaterally collected 

evidence and a conflict resolution protocol that can be employed if the consumer and 

provider failed to agree upon the completeness of the evidence.

Chapter 7 concludes the research by discussing the achievements made 

throughout the path of this research. It also highlights recommendations and future 

works and the possibility of extending this research.
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