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ABSTRACT

Attack Scenario Construction (ASC) via Alert Correlation (AC) is important 

to reveal the strategy of attack in terms of steps and stages that need to be launched 

to make the attack successful. Previous works on AC used two approaches which are 

Structural-based Alert Correlation (SAC) that clusters the alerts features to reveal a 

list of attack steps, and Casual-based Alert Correlation (CAC) which classifies the 

alerts based on the cause-effect relationship. However, major limitations of previous 

works have been found to have false and incomplete correlations due to inaccurate 

attack step identification based on different set of features, infiltration of raw alerts 

and failure to identify the sequence of attack stages. Therefore, an ASC model was 

developed to select significant features and to discover the complete correlations. 

Firstly, this research designed a two-tier feature selection using Information Gain 

(IG) for optimal accuracy on attack steps identification. Secondly, preserving the 

alerts using coarse grain cleaning for accurate attack stages identification was carried 

out. Finally, an effective attack scenario model to discover a complete relationship 

among alerts by identifying and mapping the related alerts was constructed. The 

model was successfully experimented using two types of datasets which are 

DARPA2000 and ISCX2012. The Completeness and Soundness of the model were 

measured to evaluate the overall correlation effectiveness. The existing works 

achieved 76% average completeness in comparison to the proposed model which 

achieved 100% completeness resulting in a 24% improvement. With regard to 

soundness measurement, the existing work scored 83.055% soundness while the 

proposed model soundness reached 100%, which has a 16.9% improvement. The 

findings has shown that this research is significant to Security Analyst (SA) for 

designing responsive and preventive mechanisms which are effective and reliable in 

protecting and securing computer networks.
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ABSTRAK

Pembinaan Senario Serangan (ASC) melalui Korelasi Amaran (AC) adalah 

penting untuk mendedahkan strategi serangan dari segi langkah dan peringkat yang perlu 

dilancarkan untuk membuat serangan itu berjaya. Kerja-kerja terdahulu dalam AC 

menggunakan dua pendekatan iaitu Korelasi Amaran berdasarkan Struktural (SAC) yang 

mengelompokkan ciri amaran untuk mendedahkan senarai langkah serangan dan 

Korelasi Isyarat berasaskan Kasual (CAC) yang mengklasifikasikan peringatan 

berdasarkan hubungan sebab-akibat. Walau bagaimanapun, kekangan utama kajian 

terdahulu didapati mempunyai korelasi palsu dan tidak lengkap disebabkan oleh 

ketepatan pengenalan langkah serangan tidak tepat berdasarkan set ciri yang berbeza, 

penyusupan amaran mentah dan kegagalan untuk mengenal pasti urutan peringkat 

serangan. Oleh itu, model ASC telah dibangunkan untuk memilih ciri-ciri penting dan 

menemui korelasi yang lengkap. Pertama, kajian ini mencadangkan pemilihan ciri dua 

peringkat menggunakan Pengumpulan Maklumat (IG) untuk ketepatan optimum 

mengenai langkah-langkah pengesanan serangan. Kedua, memelihara amaran dengan 

menggunakan pembersihan butiran kasar untuk mengenal pasti tahap serangan tepat 

yang telah dicadangkan. Akhir sekali, model senario serangan yang berkesan untuk 

mencari hubungan yang lengkap di kalangan amaran dengan mengenal pasti dan 

memetakan isyarat yang berkaitan telah dibina. Model ini telah berjaya dieksperimen 

dengan menggunakan dua jenis dataset iaitu DARPA2000 dan ISCX2012. 

Kesempurnaan dan keberkesanan model diukur untuk menilai keberkesanan korelasi 

secara keseluruhan. Kajian sedia ada mencapai kesempurnaan purata 76% berbanding 

dengan model yang dicadangkan yang mencapai kesempurnaan 100% yang 

menghasilkan peningkatan sebanyak 24%. Berkenaan dengan pengukuran keberkesanan, 

kerja sedia ada memberikan 83.055% keberkesanan sementara model yang dicadangkan 

mencapai 100%, yang membawa kepada peningkatan sebanyak 16.9%. Dapatan ini 

menunjukkan bahawa kajian ini penting kepada Penganalisis Keselamatan (SA) untuk 

mereka bentuk mekanisme responsif dan pencegahan yang berkesan dan boleh 

dipercayai dalam melindungi dan menjamin rangkaian komputer.
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CHAPTER 1

INTRODUCTION

1.1 Problem Background

With the advent of new technologies and various services provided in the 

context of computer networks, a considerably large volume of information is now 

being generated. The main challenge in this area is the provision of network 

protection services against various threats and vulnerabilities (Ramaki et al., 2015). 

Information Assurance and Security (IAS) is an important research area in network 

security and distributed information. IAS makes all efforts to protect and secure 

information.

The studies on prevention, detection and forensic aspect of computer network 

attacks have long been researched. Encryption, Virtual Private Network (VPN) and 

firewalls are examples of some prevention techniques (Kavousi and Akbari, 2014). 

However, these techniques reduce exposure rather than monitor or eliminate 

vulnerabilities in computer systems (Ghosh et al., 1998). It is important to have a 

detecting and monitoring network which can protect information in the networks, 

including detection of intrusions by security sensors and responding toward them. 

Therefore, these challenges have motivated various security-related research studies 

to propose new solutions that might not be manageable by conventional security 

approaches.
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Network Intrusion Detection System (NIDS) is a monitoring tool used to 

monitor and protect networks from attack. The main goal of NIDS is to monitor 

system environments and detect network threats (Wang and Chiou, 2016). NIDS 

generate huge amount of low level intrusion alerts, which makes it difficult to 

analysis the alerts from these large datasets (Yao et al., 2016; Shittu et al., 2015). 

Alert analysis is an essential part of the tasks of Security Analyst (SA) in order to 

describe the level of significance of an attack. It recognizes the plans or the strategies 

of intrusions and thereby infers the goal of the attacker. The majority of the research 

contributions in alert analysis focus, on the attack scenario construction to extract 

attack intelligence (Yao et al., 2016).

The attack scenario elicits the steps and actions taken by the intruder to 

breach the system. In practice, an attack scenario consists of a number of attack 

stages, and an attack stage contains a list of attack steps. For example, according to 

Ning et al., (2002) in Distributed Denial of service (DDoS) attacks, the attacker has 

to install the DDOS daemon programs before instructing the daemons to launch an 

attack. In other words, an attacker has to reach a certain stage before launching some 

other attacks steps. In more details, Siraj (2013) described the relationship between 

the real attack scenarios, steps and stages: attack scenario is composed of a series of 

attack stages. The attack stages contain at least one attack step. An attack step will 

create several network events. The NIDS determines if a network event can be 

classified as an intrusion. If the NIDS identifies a network event as an intrusion, then 

an alert is produced and recorded as shown in Figure 1.1.
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In Figure 1.1, the set of j  attack stages in a multi-stage network is represented 

by Si= {S1, S2, ...,Si, ..., Sj}. Each Si is composed of q attack steps that reflect the 

goals of the attacker. Tp, where p  = 1, 2, ...,q and Tp^Si, expresses an Attack Step. 

Every Tp adds to y  network events that will be assessed by the NIDS to determine if 

any intrusive patterns are present.

NIDS identified intrusions is expressed as Ex, where x  = 1, 2, ...,y and 

Ex£Tp£Si. When an Ex occurs, the NIDS will create n alerts to describe the intrusion. 

Alerts are expressed as Am, where m = 1, 2, ..., n and Am^Ex^Tp^Si. Alert sets are 

produced and recorded for the SA. SA’s use these unlabelled low level alerts to 

examine and understand the attack scenario even though there is no prior knowledge 

about the underlying cause of the alert.
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Understanding the attack scenario allows the SA to identify the compromised 

resources, spot the system vulnerabilities, and determine the intruder objectives and 

the attack severity (Saad and Traore, 2013). However, the Security Analyst (SA) 

cannot capture the logical steps or scenarios behind these attacks. Thus, the attacks 

scenarios cannot be recognized and identified directly from the alerts as occurring 

due to the following causes:

i. The SA is overwhelmed with a huge number of alerts (alert flooding) most 

of which are redundant (duplicate), false positives, or irrelevant. The 

organizations use heterogeneous and cooperative NIDSs in order to 

provide a global view of intrusion activities, and offer better network 

protection (Yao et al., 2016).

ii. NIDSs trigger alerts independently in low-level information that describe 

individual attack steps and are not designed to recognize the attack plans 

or discover multistage attack scenarios. Therefore, identifying the scenario 

of attack directly from these alerts is unmanageable due to problems with 

detailing a low level of information (Li and Tian, 2010; GhasemiGol et al.,

2016).

Therefore, in order to take appropriate responses and design adequate 

defensive and preventive scenarios these low level alerts must be structured 

adequately and mapped into meaningful attack scenarios (Li and Tian, 2010; Saad 

and Traore, 2013).

At the core of the attack scenario construction process is the Alert Correlation 

(AC), which takes a set of alerts produced by one or more NIDSs as input and 

generates a high-level view of occurring or attempted intrusions (Saad and Traore, 

2013). It is defined as a process that contains multiple components with the purpose 

of analyzing alerts and can provide a high-level insight on the security state of the 

network under surveillance (GhasemiGol and Ghaemi-Bafghi, 2015). It finds and 

discovers the relationships among unrelated alerts and their attributes that reveal the 

behavior of the attacker by finding similarity or causality between the alerts (Saad 

and Traore, 2013).
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In the alert similarity relationship, certain relations and associations between 

the alerts have been discovered based on structure or physical properties of alerts. It 

is named as Structural-based Alert Correlation (SAC). The amount of alerts is 

reduced by clustering them based on their attributes or features (Salah et al., 2013). 

Furthermore, a pattern of attack steps can be identified by grouping and clustering 

the alerts based on proper similarity features. Previous researchers (Siraj, 2013; 

Elshoush, 2014; Bateni et al., 2013; Shittu et al., 2015) selected different features 

based on their knowledge, experience and data sources and grouping the alerts based 

on the similarity of these features. However, the selection of different features led to 

inconsistence clustering performance and less accuracy of identification of attack 

steps. In addition, the causal relationships between alerts cannot be detected in this 

category, because it simply works on an attribute level.

Meanwhile, the causality relationship which known as Causal-based Alert 

Correlation (CAC) has two main aspects to construct the attack scenario in literature. 

Few works defined the causality by identifying which alerts cause an attack stage for 

a multi-stage network attack (Mathew et al., 2005; Siraj, 2013). Their idea closely 

related to a classification problem because it attempts to classify the alerts into the 

corresponding class/ stages. Siraj (2013) predicted the membership of each alert into 

the predetermined classes or attack stages. However, a large number of alerts are 

deleted and filtered out through the improvement of alerts quality. Such regressive 

cleaning of data may loss important alert that may help in the attack stage 

identification.

In the second aspect, most of the existing works (Zhu and Ghorbani, 2006; 

Marchetti, 2011; Soleimani and Ghrobani, 2012; Huang et al., 2012; Saad and 

Traore, 2013; Ramaki et al., 2015) tend to find the causality for Attack Scenario 

Construction (ASC) using three categories , which are: Scenario-based; Rule based; 

and machine learning-based. In Scenario-based, some attack scenario template are 

predefined. Whenever a new alert is received, it is compared with the existing 

scenarios and then added to the most likely candidate scenario (Salah et al., 2010). 

There are huge numbers of correlation languages related to the specification of attack 

scenarios have been proposed to implement well defined scenarios (Salah et al.,
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2010). This approach works with the hypothesis of that alerts that belonging to one 

problem have similar attributes values. The alerts that contribute to the construction 

of a predefined scenario should be correlated. The main advantage of this approach is 

that it is able to accurately detect well-documented attacks derived from the libraries. 

But if  it is a novel attack, the method will fail to detect the intrusion (Chahira and 

Kemei, 2016). However, the limitation of this approach is the need for more 

complete and comprehensive scenario libraries; the time and cost required to build 

and maintain them are the main concerns.

Rule-based approaches are one of the main categories used by many 

researchers (Ning et al., 2004; Ding, 2007; Saad and Traore,2012). The knowledge is 

implemented as conditional, if-then rules. The events when they come are matched 

with these set of rules (Salah et al., 2010). Each rule contains two main expressions 

which are formulas of predicate calculus linked by an implication connective (=>). 

The left side of the rule contains a prerequisite (pre-conditions) that must exist for an 

attack to be finished. The right side which is consequences (post-conditions) presents 

the action to be executed if  the rule is applicable. They are the effects that remain 

after an attack has occurred. Exact and partial are two types of rules matching. In 

exact rule matching, the left side of the rule should be matched before specifying 

which action should be triggered. Meanwhile in partial matching, the action is 

determined if some, but not all, of these conditions are satisfied. This approach does 

not require profound understanding of the underlying architectural and operational 

principles of a system. In addition, it is modularized, and easy to maintain when 

deploy on small systems. However, it cannot enumerate and encode all possible 

rules of an individual attack. In addition, the conditions of an attack should not be 

mistaken for the necessary existence of an earlier attack.

Machine learning-based employs a different learning algorithm on training 

data-set and uses knowledge-based data derived from human experts to identify 

attack scenarios on intrusion patterns and relationships among alerts. Some relation 

rules or patterns will be created from correlation relationships that satisfy some 

statistical criteria. This involves pair-wise comparisons between alerts since every 

two alerts might be similar and therefore can be correlated (Sadoddin et al., 2009). In
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this case, the repeated comparisons between alerts will lead to a huge computational 

overload especially in large scale networks. This approach requires a lengthy initial 

period of training (Mahboubian et al., 2012). Moreover, the risk of overfitting the 

model can result in a poor attack scenario construction. Also, some of machine 

learning techniques are not fully automated and required, as a result, significant 

human supervision. (Ahmed, 2014).

Finally, from the above argument and discussion, the processing of hidden, 

missing, and false relationships, has largely been ignored by most of this approaches 

because they deal with raw alerts and do not take into account the sequence and order 

of the attack (Saad and Traore, 2013). In addition, redundant relationship has been 

generated due to different attempts of attack by using different parameters until the 

host is compromised. Therefore, limitations motivate this research to construct an 

effective attack scenario model by identifying accurate attack steps and stages. In 

addition, the purpose of the proposed model is to provide alert analysis that can 

discover complete relationships among alerts. Such transition of motivation is 

summarized in Figure 1.2.
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Difficulties in identifying the scenario of attack directly from the alerts are the 
major challenges in attack scenario construction

Different alert correlation models are designed to understand the scenario of 
the attack and to eliminate the alerts flooding as well

i
Limitation Limitation

• Causal relationships cannot be • Need of more complete and
detected. comprehensive scenario libraries.

• There are no standards or specific • High computational cost and long
features used in alert clustering. period of training

• Less accurate in attack step • False and incomplete correlation.
identification. • The correlation engine generates

• different number of features are redundant relationship between
selected manually alerts.

• Less accurate identification of
attack stages.

• Fine grain cleaning of important
alerts.

I
An Effective model of attack scenario construction has following characteristics

1. Selecting significant features that represent accurate attack step.
2. Preserving important alerts that lead to accurate identification of attack stages.
3. computational cost
4. Minimize alerts flooding by removing redundant and false positive alerts
5. Redundant and false alerts.

Figure 1.2: Motivation of this research
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Unidentified the attack scenario directly from the alerts is the main issue of 

alert analysis. Most of the existing attack scenario construction models have false, 

redundant and incomplete relationships because they are dealing with redundant and 

irrelevant alerts and did not take into account the sequence and order of attack stages. 

Therefore, in order to take suitable responses and design sufficient defensive and 

preventive scenarios low level alerts information must be structured, mapped into 

meaningful attack scenarios and an effective attack scenario construction model is 

needed.

Thus, the main research question is:

How to discover complete relationship among known and new alerts patterns 

in order to identify the logical correlation behind the attack by constructing 

the attack scenario?

The research hypothesis is as follows:

Complete alert relationships among alerts could be discovered by 

considering an accurate identification of attack steps, stages and effective 

attack scenario construction.

The following are the supporting research questions that will be addressed:

i. How accurate attack steps from the alerts can be identified?

ii. How accurate attack stages can be identified?

iii. How an effective attack scenario can be constructed?

1.2 Problem Statement
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The aim of this research is to propose an effective attack scenario 

construction model that can discover complete relationships among known and new 

alerts and offer optimal performance for identification of the logical correlation 

behind the attack.

1.3 Research Aim

1.4 Research Objectives

The objectives of this research are:

i. To identify accurate attack steps by selecting significant features from 

the alerts.

ii. To identify an accurate attack stages by preserving important alerts 

and filtering redundant and false alerts.

iii. To construct an effective attack scenarios construction model that can 

discover complete relationships among alerts by identifying and 

mapping the related alerts.

1.5 Research Significant

The research is important and significant from theoretical and practical 

perspectives. The rationale and motivation for this research are as follows:

i. In a structural-based alert correlation method, alerts are clustered and 

grouped based on similarity of features to identify the list of attack 

steps. This research focuses on selecting significant features that 

could represent accurate attack steps.

ii. The attacks become more complex and more frequent (higher 

intensity) which lead to more vulnerability of computer networks.
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Therefore, timely and accurate classification of alerts has long been a 

subject of research and continues to be pursued so as to identify which 

alerts cause an attack stage for multi-stage network attacks.

iii. Identifying the attack plan at early stage of alert analysis would stop 

the attack from escalating and damaging the network.

iv. Construct an effective attack scenario model that provides a complete 

relationship among the alerts give to SA complete view of attack 

intention.

v. NIDSs generated huge amount of useless low-level alerts unless they 

are analyzed.

1.6 Research Contributions

This section discusses the contributions of this research. The main 

contribution of this research is the proposal of construction an effective attack 

scenario model. It identifies and maps the related alerts into a relevant attack 

scenario. Other specific contributions are:

i. Identify accurate attack steps. It is aimed to group and cluster the alerts based 

on the appropriate features.

ii. Identify accurate attack stages. It is intended to predict the membership of 

each new alert into predetermined classes or attack stages and identify 

accurate attack stages.

1.7 Definition of Terms

Alert - A notification of the occurrence of specific events

that match the signatures or deviates from normal 

activities
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Attack Steps 

Attack Stages 

Attack Scenario

Event

Structural-based

Causal-based 

Alert correlation

Intra stages

Inter stages 

Attack graph

- Steps involved in an attack stage

- Stages involved in the attack strategy

- A complete attack launched by an attacker which 

consists of attack steps and attack stages.

- A low-level entity used by NIDS to detect the sign 

of an attack; for example, network traffic or 

network packet

- Certain relations and associations between the 

alerts have been discovered based on structure or 

physical properties of alerts

- Correlating alerts based on their causes

- A process that contains multiple components with 

the purpose of analyzing alerts and can provide a 

high-level insight on the security state of the 

network under surveillance.

- Finds the similarity between alerts inside a single 

stage

- Finds the alert similarity between multiple stages

- Directed graph with nodes and edges that show the 

overall scenario of an attack
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1.8 Organization of the thesis

The thesis is structured into seven chapters as presented in Figure 1.3 below.

Chapter 1
\

Introduction

1/
Chapter 2

N

V Literature Review /

1
Chapter 3

V
Research Methodology

Chapter 4 Chapter 6

Attack Step Identification 
V 7

Construct Attack Scenario

Chapter 5

Attack Stage Identification

Chapter 7

V
Conclusion

y

Figure 1.3: Thesis Organization

Chapter 1 is an introduction to the research. Chapter 2 provides background 

information and a review of related literature that led to the formulation of the 

research problem. Chapter 3 describes the research methodology. Chapter 4 

addresses the identification of the attack steps. Chapter 5 focuses on the attack stage 

identification. Chapter 6 presents an effective attack scenario model. Finally, Chapter

7 concludes the thesis with lists of contributions and suggestions for future work.
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