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Abstract: Cloud computing has emerged from the legacy datacentres. Consequently, threats applicable in legacy 

system are equally applicable to cloud computing along with emerging new threats that plague only the cloud 

systems. Traditionally the datacentres were hosted on-premises. Hence, control over the data was comparatively 

easier than handling a cloud system which is borderless and ubiquitous. Threats due to multi-tenancy, access from 

anywhere, control of cloud, etc. are some examples of why cloud security becomes important. Considering the 

significance of cloud security, this work is an attempt to understand the existing cloud service and deployment 

models, and the major threat factors to cloud security that may be critical in cloud environment. It also highlights 

various methods employed by the attackers to cause the damage. Cyber-attacks are highlighted as well. This work 

will be profoundly helpful to the industry and researchers in understanding the various cloud specific cyber-attack 

and enable them to evolve the strategy to counter them more effectively. 
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INTRODUCTION 

Cyber security is the practice of defending computers, 

servers, mobile devices, electronic systems, networks, 

and data from malicious attacks. It's also known as 

information technology security or electronic 

information security. The term applies in a variety of 

contexts, from business to mobile computing, and can be 

divided into a few common categories.  Network 

security is the practice of securing a computer network 

from intruders, whether targeted attackers or 

opportunistic malware. Application security focuses on 

keeping software and devices free of threats. A 

compromised application could provide access to the 

data its designed to protect. Successful security begins in 

the design stage, well before a program or device is 

deployed. Information security protects the integrity 

and privacy of data, both in storage and in transit. 

Operational security includes the processes and 

decisions for handling and protecting data assets. The 

permissions users have when accessing a network and 

the procedures that determine how and where data may 

be stored or shared all fall under this umbrella. For 

various types of attacks, one may refer to the articles 

listed under references. 

The major goal of cloud computing is to reduce the 

operating cost, increase throughput, increase the 

reliability and availability[1]. Outsourcing of technical 

resources enables the organization to concentrate on 

business need, instead of technical aspect that is 

managed by the experts in Information Technology area. 

To facilitate such users, a web based paradigm known as 

cloud computing has emerged and offering the services 

on utility model[2]. Cloud computing has emerged from 

the legacy datacentres and so, the threats from legacy 

system are applicable for any cloud based system, along 

with emerging new threats that plague only the cloud 

systems. Traditionally the datacentres were hosted on-

premises. Hence, control over the data was 

comparatively easier than handling a cloud system which 

is borderless and ubiquitous. Threats due to multi-

tenancy, access from anywhere, control of cloud, etc. are 

some examples of why cloud security becomes 

important. Considering the significance of the cloud 

models, cloud security is an important factor to think 

about. This review paper, gives an idea on the existing 

cloud models and various cyber threats, and attacks the 

system has undergone. 

I. CLOUD SERVICE MODELS 

 

1. INFRASTRUCTURE AS A SERVICE (IaaS) 

Infrastructure-as-a-Service (IaaS) can be defined as the 

use of servers, storage, and virtualization to enable utility 

like services for users. IaaS eliminates the capital 

expense of building the internal infrastructure. An IaaS 

provider manages the physical edge of the infrastructure 

(servers, data storage space, etc.) in a data center, but 

allows customers to fully customize those virtualized 

resources to meet their specific needs. Hence, security is 

a big concern within IaaS, especially considering that the 

rest of the cloud service models run on top of the 

infrastructure and related layers [6]. 

Examples of IaaS: Microsoft Azure, Amazon Web 

Services (AWS), Cisco Metacloud, Google Compute 

Engine[8]. 
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2. PLATFORM AS A SERVICE (PaaS) 

Platform-as-a-Service (PaaS) providers offer access to 

APIs, programming languages and development 

middleware which allows subscribers to develop custom 

applications without installing or configuring the 

development environment[6]. In PaaS, development 

environment is offered as service. It is extremely useful 

for any company that develops web-based software and 

applications. Many of the tools required to develop for 

multiple platforms (computers, mobile devices, 

browsers, etc.) can be quite expensive. So, customers can 

access the development tools using PaaS cloud 

service[9]. But, they do not have the assurance that the 

development environment tools provided by a PaaS 

provider are secure, because customers do not usually 

have access to the underlying layers. 

Examples of PaaS: AWS Elastic Beanstalk, Apache 

Stratos, Google App Engine, Microsoft Azure[8]. 

3.  SOFTWARE AS A SERVICE (SaaS) 

Software-as-a-Service (SaaS) gives subscribed or pay-

per-use users access to software or services which reside 

in the cloud and not on the user's device[6]. In Saas, 

applications are offered as service. SaaS applications 

allow businesses to get up and run quickly, and scale 

operations quickly. You do not need to purchase or 

implement the hardware and software used to deliver 

your business services[9]. With Saas, the burden of 

security lies with the service providers because the SaaS 

model is based on a high degree of integrated 

functionality with minimal customer control or 

extensibility. 

Examples of SaaS: Microsoft Office365, Google Apps, 

Cisco Webex[8]. 

4. FUNCTION AS A SERVICE (FaaS) 

Function as a service (FaaS) is a cloud computing service 

that allows developers to build, compute, run, and 

manage application packages as functions without 

having to maintain their own infrastructure. It simplifies 

the runtime resource management of cloud applications 

and enables fine-grained scaling and billing at the 

function level, thus becoming the most widespread 

serverless paradigm today[7].Customers only pay for the 

resources they use, making FaaS the truest form of “pay-

as-you-go” cloud computing. Most FaaS applications are 

quite simple and can be deployed very quickly. The 

cloud customer just needs to upload the compiled 

function code and tell the platform how to provision 

resources when it executes[9]. Cost-effective use of FaaS 

entails appropriately deploying individual functions[9]. 

 For large FaaS applications, strong process and 

operational controls combined with automation are 

necessary to provide reasonable assurance of application 

security during the development and deployment 

process. Without these controls, particularly in 

DevOps/continuous development environments, 

maintaining security can be problematic. FaaS 

application implementations are typically subject to 

OWASP vulnerabilities and require corresponding 

security controls[19]. 

Examples of FaaS: AWS Lambda, Azure Functions[8]. 

II. CLOUD DEPLOYMENT MODELS 

1.  PUBLIC CLOUD 

A public cloud is a subscription service, that is offered to 

all the customers who want similar services. The service 

provider owns and operates all the hardware necessary to 

run a public cloud. Vendors keep the devices in massive 

data centres. Its virtual environment is inexpensive and 

can be easily configured and quickly deployed, making it 

perfect for test environments[10]. It is a multi-tenant 

environment. Multitenancy exploits may allow one 

tenant or hacker to view all the data or assume the 

identity of another client. 

2.  PRIVATE CLOUD 

A private cloud belongs to a specific organization. That 

organization controls the system and manages it 

centrally. While a third party (for example, a service 

provider) can host a private cloud server, most 

companies choose to keep the hardware in their local 

data center. From there, an internal team can oversee and 

manage everything[10]. Most organizations do not have 

the same physical security,  provided by third-party data 

centers, which may make their data vulnerable to various 

threats. 

3.  HYBRID CLOUD 

A hybrid cloud is a combination of private cloud and 

public cloud. Generally, a hybrid cloud starts out as a 

private cloud, which then extends the integration to use 

one or more public cloud services. This deployment 

model is used when companies have sensitive data that 

cannot be stored in the cloud or regulatory requirements 

that call for data protection, storage, and more[11]. Data 

flowing between public and private clouds create 

vulnerabilities that may lead to eavesdropping or 

cyberattacks. 

4. COMMUNITY CLOUD 

A Community cloud provides services to a community of 

users or organizations with shared interests or concerns. 

Organizations using this cloud service have shared 

missions, governance, security requirements, and 

policies. Cloud services can be hosted on the premises of 

the consumer organization, on the premises of the peer 

organization, at one provider, or a combination of these 

[11]. Although the physical existence of the shared cloud 

may reside on any member‟s premises, or even on a 

thirdparty site, managing the community cloud may 

become complicated, due to unspecified or shifting 

ownership and responsibility, making it somewhat 

technically challenging to deal with concerns over 

resource management, privacy, resilience, latency, and 

security requirements. 
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III. POSSIBLE CYBER ATTACKS IN CLOUD 

MODELS 

1.  PHISHING  

Phishing is the act of attempting to acquire information 

such as usernames, passwords, and credit card details 

(and sometimes, indirectly, money) by masquerading as 

a trustworthy entity in an electronic communication. 

Phishing through e-mail deception (e-mail spoofing) or 

immediate messaging guides victims to access a 

counterfeit website whose appearance and impression are 

practically indistinguishable to the authentic one[14]. 

2.  HACKING 

Hacking is the gaining of access(wanted or unwanted) to 

a computer and viewing, copying, or creating 

data(leaving a trace) without the intention of destroying 

data or maliciously harming the computer. Hacking and 

hackers are commonly mistaken to be the bad guys most 

of the time. Crackers are the ones who screw things over 

as far as creating virus, cracks, spyware, and destroying 

data. A hacker first attacks an easy target, and then uses 

it to hide his or her traces for launching attacks at more 

secure sites[13]. 

3.  DISTRIBUTED DENIAL OF SERVICE 

The DDoS attack will send multiple requests to the 

attacked web resource, with the aim of exceeding the 

website‟s capacity to handle multiple requests, and 

prevent the website from functioning correctly. An 

explicit attempt by attackers to prevent legitimate users 

of a service from using that service. There are two 

general forms of DoS attacks: those that crash services 

and those that flood services[13]. 

4.  VIRUS DISSEMINATION 

A virus is a program that can „infect‟ other legitimate 

programs by modifying them to include a possibly 

„evolved‟ copy of itself. Viruses can spread themselves, 

without the knowledge or permission of the users, to 

potentially large numbers of programs on many 

machines. Computer viruses currently cause billions of 

dollars worth of economic damage each year[14]. 

5.  PASSWORD ATTACKS 

The attack where hackers attempt to access a file, folder, 

account, or computer secured with a password leading to 

data breach. As one of the most common application 

security threats, password attacks accounted for more 

than 81% of data breaches in 2022. Password attacks 

involve exploiting a broken authorization vulnerability in 

the system combined with automatic password attack 

tools that speed up the guessing and cracking 

passwords[13].  

6.  SPAMMING 

Spamming is the use of electronic messaging systems to 

send unsolicited bulk messages (spam), especially 

advertising, indiscriminately. The most widely 

recognized form of spam is e-mail, which may have 

original content with phishing URLs to steal useful data. 

This kind of email is just spam[15]. Similar abuses in 

other media are instant messaging spam, Usenet 

newsgroup spam, Web search engine spam, spam in 

blogs, wiki spam, online classified ads spam, mobile 

phone messaging spam, Internet forum spam, junk fax 

transmissions, social networking spam, social spam, 

television advertising and file sharing spam[14]. 

7.  WORMS 

Computer worms are a type of malware that have a 

complex technological structure and the ability to 

automatically create replicas of themselves without 

human interaction and distributing themselves to other 

computers connected to the network; they have a 

malicious code component that allows them to infect one 

computer and then use it to infect others. This cycle 

repeats itself, rapidly increasing the number of infected 

computers if action is not taken in time[16]. 

8.  SNIFFING ATTACK 

A sniffing attack occurs when an attacker uses a packet 

sniffer to intercept and read sensitive data passing 

through a network. Common targets for these attacks 

include unencrypted email messages, login credentials, 

and financial information.Despite being supposedly a 

simple task, it could sometimes be a highly resource 

consuming process[17]. 

9.  HONEYPOT ATTACK 

Honeypot, also known as Intrusion Detection 

Technology, is a type of security technology that screens 

devices to prevent unwanted activities. It is a network-

attached system set up as a decoy to lure cyber attackers 

and detect, deflect and study hacking attempts to gain 

unauthorized access to information systems[18]. 

10.  SQL INJECTION 

SQL injection occurs when an attacker inserts malicious 

code into a server that uses SQL and forces the server to 

reveal information it normally would not. An attacker 

could carry out a SQL injection simply by submitting 

malicious code into a vulnerable website search box. 

Web application vulnerability is one of the major causes 

of cyber-attacks. Cyber criminals exploit these 

vulnerabilities to inject malicious commands to the 

unsanitized user input, in order to bypass authentication 

of the database[21].  

IV. CONCLUSIONS 

Several organizations and working group are putting 

their efforts to strengthen the security in cloud 

computing. Although various study reveals that hosted 

model is more secure relative to the on-premises cloud 

model, many attacks are targeting the hosted model to 

exploit the vulnerabilities. DDoS and Phishing are the 

major method employed to attack the cloud. Finally, in 

the light of phishing and DDoS attack that took place in 

many of the cloud revealed, it can be concluded that they 

are causing huge financial losses, damage to privacy of 
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data. Although a number of solutions are existing that are 

countering various attacks, still there is further need to 

strengthen the security in hosted as well as on premises 

cloud, in order to restore the confidence of users. 

V. FUTURE SCOPE 

Currently, traditional laws and technical protection are 

no longer enough against computer crimes. Growth of 

cybercrimes shows that there is a high chance that it 

would continue growing. Cyber criminals always come 

up with a new way of committing the crimes. Authorities 

must increase the skill levels to catch up with cybercrime 

offenders. Cybercrime has an unpredictable future 

judging from the trends where they always end up a step 

ahead of the authorities. And so, there is a need to further 

investigate the current status of cybercrime. 
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