UNIVERSITY OF THE
WEST of SCOTLAND

OPEN ACCESS

UWS Academic Portal

Security implications in the transformation of healthcare through internet of things
devices

Ray, George; Ruhode, Ephais; Mubako, Albert; Ray, Jeff; Kashiri, Walter

Published in:
Issues In Information Systems

DOI:
10.48009/2_iis_2021_63-73

Published: 01/01/2021

Document Version
Publisher's PDF, also known as Version of record

Link to publication on the UWS Academic Portal

Citation for published version (APA):

Ray, G., Ruhode, E., Mubako, A., Ray, J., & Kashiri, W. (2021). Security implications in the transformation of
healthcare through internet of things devices. Issues In Information Systems, 22(2), 63-72.
https://doi.org/10.48009/2_iis_2021_63-73

General rights

Copyright and moral rights for the publications made accessible in the UWS Academic Portal are retained by the authors and/or other
copyright owners and it is a condition of accessing publications that users recognise and abide by the legal requirements associated with
these rights.

Take down policy
If you believe that this document breaches copyright please contact pure@uws.ac.uk providing details, and we will remove access to the
work immediately and investigate your claim.

Download date: 27 Nov 2022


https://doi.org/10.48009/2_iis_2021_63-73
https://uws.pure.elsevier.com/en/publications/c7290857-a0e1-447c-a309-aa26ce0b583f
https://doi.org/10.48009/2_iis_2021_63-73

Issues in Information Systems
Volume 22, Issue 2, pp. 63-72, 2021

DOI: https://doi.org/10.48009/2_iis 2021 63-73

Security implications in the transformation of healthcare through
internet of things devices

George Ray, Shepherd University, gray@shepherd.edu

Ephais Ruhode, Cape Peninsula University of Technology, ruhodee@cput.ac.za

Albert Mubakao, Institute for Digital Business Strategy, albert. mubako@institutedbs.com
Jeff Ray, University of Maryland, jeffray@umbc.edu

Walter Kashiri, Institute for Digital Business Strategy, walter.kashiri@institutedbs.com

Abstract

Africa has a growing industry producing medical devices for the developing world that are ASSURED:
Affordable, Sensitive, Specific, User-friendly, Rapid, Equipment-free and Deliverable to end-users. This
industry and more generally healthcare in Africa benefits by adding security to ASSURED. This paper
investigates two questions related to security for oT medical solutions: 1.) What are the vulnerable
security points in an [oT based medical system; and 2.) How can these vulnerabilities be hardened? To
answer these questions, a security reference architecture is identified that can be the framework for
identifying, understanding, teaching and mitigating threats in the various modules of an IoT healthcare
solution.

Keywords: Internet of Things, Information Security, Healthcare

Introduction

The use of Internet of Things (IoT) devices is expanding into all industrial sectors. In healthcare such
devices are used to monitor patient vital signs and apply artificial intelligence to analyze the data. The
global market for IoT healthcare devices is forecast to grow at an annual rate of 25.9% between 2021 and
2028 (Fortune Business Insights, 2021). In addition, Africa is expected to experience the fastest growth
rate in the use of IoT medical systems (Singh, 2019). Africa has a thriving industry in medical devices for
the developing world that are ASSURED: Affordable, Sensitive, Specific, User-friendly, Rapid,
Equipment-free and Deliverable to end-users (Mtamzeli, 2020).

IoT systems generally are susceptible to hacking attacks that exploit security vulnerabilities. This is more
pronounced in healthcare because of privacy concerns. Proposals have been presented on securing loT
communications to protect patient confidentiality (Han & Bae, 2021). Innovative companies at the for-
front of the African medical devices industry could greatly benefit from a comprehensive framework to
perform security analysis of medical devices as well as disseminate findings. This paper examines the
complete architecture of an IoT solution for security vulnerabilities and recommends hardening approaches.

Methodology

The research approach for this article is an Integrative Literature Review. This is a research method that
synthesizes existing literature to gain a more comprehensive understanding of an issue. As it pertains to
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healthcare, an Integrative Review is conducted to improve practice and contribute further to policy on a
topic (Whittemore & Knafl, 2005). The methodology consists of framing a question, purposeful selection
of literature to provide insights on the question, and synthesis of the literature to propose answers to the
research question.

The healthcare research question this paper investigates is in two parts: 1.) What are the vulnerable security
points in a IoT based medical system; and 2.) How can these vulnerabilities be hardened? The authors
selected literature to obtain insights into the nature of the architecture of IoT systems, discover security
vulnerabilities and understand approaches to harden such vulnerabilities. The appraisal of the literature was
based on the experience the authors have in teaching information security at university undergraduate and
graduate levels as well as the development of embedded systems, IoT systems, and the use of sensors and
machine learning in Smart Cities. The synthesis is in the form of a narrative presented in the results section.

Results

Security vulnerabilities in IoT healthcare systems

A complete view of [oT security vulnerabilities begins with an understanding of the architecture of IoT
systems. In addition, threats facing IoT systems must be understood so that the vulnerabilities can be
identified. The architecture consists of sensors, gateways, applications and the platform. These will be
explored in more depth to better understand the threats and vulnerabilities.

1oT Architecture

IOT devices perform enactment with their environment, which at a minimum is the collection of
information about that environment through sensors but may also involve enacting strategies in the
environment through actuators (Weick, 1979). This involves communication of data, its analysis,
communication of resulting instructions, presentation of data driven functionality to users, storage of data,
and interfacing with other facility systems. The architecture of the system that includes the medical device
and its integration into the facility can be organized into four parts: 1.) devices; 2.) gateways; 3.)
applications; and 4.) platform (Lea, 2018; Tamboli,2019). These are the four partitions of a medical device
architecture and are shown in Figure 1.

Sensors and Gateways

Sensors and actuators are the core of the devices (Abed, 2017; Hegde, 2016; Uviase & Kotonya, 2018).
The purpose of a sensor is to measure various health related properties and translate them into electrical or
digital data. The purpose of an actuator is to take electrical or digital data and perform an appropriate action
in the environment.

Gateways are needed by devices, which are embedded in the physical environment, to communicate with
the facility information processing environment. Some devices can communicate with an IP gateway using
communication protocols such as REST, MQTT, AMQP, CoAP, and other protocols that will be identified
and maintained in the repository (Lea, 2018; Tamboli, 2019). Other devices are not capable of direct IP
connectivity and they utilize gateways with dual communication technologies: one to enable
communication with the sensors or actuators downstream, and the other to communicate upstream.
Typical gateways in this category use technologies like GSM and RF, GSM and Bluetooth, WiFi and Xbee,
LoRaWAN and Ethernet (Hillar, 2018; Lea, 2018; Tamboli, 2019). Gateways may also perform data
aggregation, deduplication, clean-up and other edge computing services.
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Figure 1. IoT architecture

To illustrate how an IoT based system can be compromised and information accessed without authorization,
Englender (2017) describes the approach taken to access signals of a commercial alarm system that might
be found in a hospital. The process of intercepting a signal depends on the protocols used, but this is
representative of loT vulnerability.

Governmental communication authorities require vendors to submit detailed descriptions of their devices
including the operating frequency, circuit diagrams and protocols used. With many loT based devices sold
and used in the United States, the Federal Communications Commission (FCC) of the US government is a
source of useful information on compromising [oT devices. A simple search on a system of interest yields
the manual submitted to the FCC and an FCC ID for the device (FCC, 2021). With the obtained FCC ID
(CFS8DL5800TM-1 in this example) the FCC.IO site yields block diagrams, circuit diagrams, operating
frequencies, protocols, test plans and other useful insights into the operation of the device.

Decoding the signal of the IoT device can be accomplished on a standard PC using Python or C
programming languages along with an RTL-SDR transceiver (Laufer, 2014). The sensor transmission is
captured by RTL-SDR, the raw bytes converted to bits and the protocol used by the sensors is then applied
(Endlender, 2017). Using this information, Englender then detailed how to compromise the commercial
alarm system. In addition to IoT devices, a wide variety of other signals can be intercepted, decoded and
analyzed including aircraft transponders and avionics communicating with the air traffic control system,
train telemetry, maritime identification system, satellites and P25 communication networks.

65



Issues in Information Systems
Volume 22, Issue 2, pp. 63-72, 2021

Applications and IoT platform

Applications present functions to the end user that are relevant for the sensor data. They also enhance the
data through analysis and can apply classic as well as state-of-the-art machine learning algorithms.
Applications also present data to other systems and enable inter-application data exchange (Dang, 2019).

The Platform arranges or directs the elements of an IOT architecture to produce a desired effect,
orchestrating the operation (Bauer & Bui, 2013). These platforms can be hosted on the cloud and
increasingly this is a popular option because of the IOT framework services offered by major cloud vendors
such as Amazon AWS and Microsoft Azure. This part of the architecture communicates with the
downstream devices through gateways to ingest potentially large amounts of data. The platform stores data
appropriately for further analysis.

In Africa, the platform will work with the health systems which have been deployed within the African
context such as HISP, DHIS, DHIS2, and others such as Jembi. Jembi is from the Medical Research Council
and facilitates links between country programs on the African continent and the wider international open-
source communities (Jembi, 2019).

Threats in Healthcare 10T

We can categorize threats as: threats to devices, threats to gateways, platform threats, and application
threats. Malicious data can be sent to and from gateways (Salter, 2019; Symantec, 2016; Whitman &
Mattord, 2014). Likewise, sensitive data can be intercepted going to or from gateways. Consider the case
of a gateway with GSM and Bluetooth for upstream and downstream communications. If the version of
Bluetooth on the device does not support encryption there is a vulnerability in the communication between
sensor and gateway.

Likewise, device vendors may choose to not use code signature verification and secure boot so that
malicious code may be installed on the devices such as backdoors, sniffers, data collection software, and
data transfer software (Symantec, 2016). In turn, applications may have weak verification models that can
be easily bypassed, which means they can be induced to trust malicious systems. The first device
compromised can remain trusted, and so become a vehicle for compromising the rest of the IOT platform
(McKinsey&Company, 2020; Symatntec, 2016; Whitman & Mattord, 2014) or even the healthcare facility
IT system.

Platforms may fail to encrypt the data so it can be intercepted in the clear during transmission or at rest.
Likewise, a threat may come over the Internet, through the Platform to the downstream devices. It is
important to examine the interactions within each part of the architecture, because those interactions are
potential vulnerabilities.

Vulnerabilities
10T systems are vulnerable to the following threats (Hillar, 2018; Lea, 2018; McKinsey&Company, 2020;
Slater 2019; Symantec, 2016; & Tamboli, 2019; Whitman & Mattord, 2014):

Malicious data sent across connections

Sensitive data read across connections

Vulnerabilities and misconfigurations being exploited

Malicious code from lack of code signature verification and secure boot
Poorly implemented verification models which can be bypassed.

Use of weaknesses to install

a) Backdoors

AN o e
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b) Sniffers
¢) Data collection software
d) File transfer capabilities to disseminate sensitive information out of the system
¢) Malicious software that loads directly into the memory of a running IoT and disappears on re-
boot, doing extensive damage while active
7. Attacks on these vulnerabilities can come through:
a) An internal IT network connected to an industrial or IoT network.
b) Over the Internet
¢) Through direct physical access to the device.
d) Unsecured gateway communications

Trusted devices that become infected are a pathway for infecting other parts of the network. It is critical
that all the potential vulnerabilities be mitigated. This may be difficult in the healthcare industry where
vendors often bar medical facilities from modifying the equipment, even to add security. It is important to
have a security assessment upfront. Potential vulnerabilities are summarized in Figure 2.

Applications

(Buffer overruns, command injection, Cross site scripting, Faulty error handling, Lack of
change control, Race conditions, SQL injection, Open key exchange, Sunset versions)

Devices | Gateways | Platform

Malicious data

fa Lack of encryption

Malicious code Sensitive data intercepted Backd P

Data collection software Protocol not support encryption ackdoors

Data transfer software ~ «—{» Sniffers <y Sniffers

Weak verification models Unsecured gateway comm Compromised file transfer

o Obsolescence .

Trust malicious systems .. Insider abuse
Deviations to QoS de thr

Loss of device Power irregularities Outside threats
Spoofing Denial of service

Obsolescence

Figure 2. IoT architecture vulnerabilities

Hardening Approaches

The general principles to harden a healthcare IOT system are first protection and second detection and
response. Protection must cover all facets of the IOT system including the medical device, the
communications, gateways, the applications and must continue to protect in the future with over the air
(OTA) device management to update the applications and firmware (Lea, 2018). This can be accomplished
with code signing, data encryption, authentication, application authentication, and authorization. Violating
the protection principle in any of its facets makes the medical device vulnerable to attack.
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There are numerous protocols that can be used to protect the four blocks of an [oT solution and the interfaces
between them. One example is Message Queue Telemetry Transport protocol (MQTT), which is a
distributed computing system with three components: 1.) a broker; 2.) a publisher; and 3.) a subscriber. A
publisher circulates messages on topics through the broker to appropriate clients that subscribe to the topics
(Eclipse Foundation, 2021). The topic messages can be medical device readings, images, configuration
settings or instructions to the device to perform some action. Transport Layer Security or Secure Socket
Layer protocols can be used to secure communications across the components in an MQTT link. X509
certificates can be generated with Openssl and those certs added to the MQTT configuration (Lea, 2018).
With this done, the transmissions over the MQTT link will be encrypted.

Part of protection is identifying trustworthy components. Device certificates can also be used to establish
lineage and authenticity of a device. Likewise, the pedigree of communications can be established by
applying certificates to encrypt messages so that at decryption it will be clear if the communication is from
a trusted source (Symantec, 2016; Whitman & Mattord, 2014).

In addition to protection, tools that detect irregularities in operational traffic, code dates and sizes or other
irregularities are important to medical device security. The IOT network must be baselined and machine
learning (ML) applied to detect anomalies. Even with the wide variety of protocols used in IOT, modern
ML can work on the IOT for intrusion detection. Intrusion prevention and detection is less invasive in
detect mode such that false positives have minimal impact on the system (McKinsey&Company, 2020;
Symantec, 2016; Whitman & Mattord, 2014).

A medical device must have capabilities for secure system function (Lea, 2018; Symantec, 2016; Whitman
& Mattord, 2014). A critical aspect is code-signing and configuration signing for ensuring the integrity of
the device by verifying information transferred for these purposes is authorized. Another critical aspect is
a key management system to easily use public-key encryption to create and distribute cryptographic keys.
Telemetry management and control must include physical security, sensor range, access point and wireless
switch locations and wired network interfaces.

Sensor telemetry data for [IOT devices must be securely transmitted across a variety of signals such as radio
frequency, Bluetooth, WiFi, Xbee, LoORaWAN and Ethernet. This includes the ability to securely aggregate
telemetry for device-based technologies to protect measurements of various health related properties that
are translated into electrical or digital data. The other aspect of enactment to be covered is device-based
technology that takes upstream electrical or digital data to perform an appropriate action in the environment
through the use of actuators.

Code management guidelines have been published by the Open Web Application Security Project
(OWASP) for dependable software and configuration management over the air (OTA). In similar manner,
the Open Mobile Alliance has published standards to inventory device configurations on IoT devices.
Standard information security approaches can be used to harden the central platform that reads downstream
sensor data or sends downstream instructions to actuators (Whitman, Mattord, 2014; Newman, 2010).
Mitigations are summarized in Figure 3.
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Figure 3. IoT architecture hardening

Discussion

IoT devices composed of sensors and actuators are here to stay both in healthcare and a myriad of other
uses in smart cities. Information will increasingly be obtained directly from purposefully deployed sensors
or indirectly from sensors deployed for another purpose but which gather and share useful information.
With this information, freely exchanged, complex systems can be managed in real-time and, with sufficient
integration, to minimize unintended consequences (Maddox, 2016). As dependence on sensors grows, so
to will the need that they be secure and that the systems to which they are connected will be able to securely
integrate with them. This paper has identified vulnerabilities in the IoT solution architecture and in the
process identified a medical device security model based on an architecture with four partitions and
examined the potential security threats and proposed mitigations for hardening the systems.

A potential use of a security architecture model is to create a threat information collection system for
healthcare and to assemble, examine, and disseminate information on medical device security across the
entire healthcare system. The model can also be extended to investigate the connection between I0T
medical devices and the existing medical facility IT network where it is installed to identify different threats,
and recommend risk mitigations.

There are many IOT architectural patterns, but most provide similar functionality, under differing branded
names. A variety of IoT frameworks are in existence today to include: Amazon IOT Reference
Architecture; Azure IOT Reference Architecture; Calvin Framework; SOCRADES; AllJoyn; FRASAD;
ARIoT; AVIoT; HP Edge; Watson 10T; as well as custom architectures for unique solutions. There are
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over 500 IOT platform combinations in the market today (Tamboli, 2019, p.3) using a variety of
communication protocols, applications, and gateways.

These various combinations could be mapped to the four blocks in the model described in this paper. Doing
so would enable the application of the security vulnerabilities identified in the results section along with
hardening approaches to this diversity of architectures available from device vendors. Security consultants
can overlay the security architecture on the framework used by the vendor of the healthcare device and
apply an analytic methodology to appraise that device using the answers to the two research questions.
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