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ABSTRACT

Conventional file sharing and media viewing usually involves tedious file transfer. This project
aims to provide access convenience for sharing data and direct-viewing of media files by having file
server (FS) and mediu center (MC) capability using Raspberry Pi. The system consists of severul
Sunctionalities that were developed through iterative and incremental deve lopment. The resulting
sysiem has its F'S function catered by Samba program and its MC function catered by Kodi program.

Direct MC output is on high-definition television (HDTV).

The web-based user interface (WebUl)} provides administrative functions for the system, its FS
and users management and indirect access lo its MC function through web player for all registered
users. The system has undergone several testing processes and it is a working prototype of an
economical and feasible file server and media center using Raspberry Pi. The system can still be

improved with other functions and features in the future.
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ABSTRAK

Perkongsian fall secara konvensional dan tontonan media biasanya melibatkan kerja
berlebthan semasa pemmdaban fail tersebut. Projek i bertujuan untuk menyediakan
kermudahan akses untuk perkongsian data dan tontonan langsung bagi fal media dengan
mempunyal pelayan fal dan pusat media dengan menggunakan Raspberry Pi Sistem mi
terdm daripada beberapa fungsi yang telah dibangunkan melahu pembangunan lelaran dan
tambahan. Sistem yang dihasikan mempunyai fungsi pelayan fail yang disediakan oleh
program Samba dan fungsi pusat media yang disediakan oleh program Kodi Output pusat

media disiarkan secara langsung di televisyen beresolusi tinggi (HDTV).

Manakala antaranmuka untuk penggunanya yang berasaskan web (WebUl) menyediakan
fungsi pentadbran untuk sistem itu, pelayan fainya dan pengurusan penggunanya dan juga
memberi akses tidak langsung kepada fungsi pusat media melalu pemain web untuk semua
pengguna yang berdaftar. Sistem i telah melalui beberapa proses ujian dan ia adalah satu
prototaip yang berfungsi, terdmi daripada pelayan fail dan media pusat yang ekonomi dan
boleh dilaksanakan dengan menggunakan Raspberry PL Sistem mi juga masih boleh ditambah

dengan fungsi dan ciri-cri lam pada masa akan datang.
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1 INTRODUCTION

1.1 Introduction

In the modern world, data and media are mostly m digital form. Nowadays, data stormg has
become more crucial and sigmficant. Data storage has also steadily evolved over tme from
the earty usage of diskettes and compact-discs (CDs) and due to the constant increase of data
size especially media filles, there was always a constant need for bigger size storage. This is
why the main storage later has evolved to Digttal Video Discs (DVDs) and Blu-Ray Discs
(BDs), and USB flash dnives to external Hard-Disk Drives (HDDs). While storing data
externally in bigger sze storage eases the huge file size problem, it however mcorporates a

tedious way of accessing them.

The conventional way of storing data and media files usually mclude several distributed
electronic devices for example documents are stored i personal computers (PCs) while huge
size media files and backup data are stored m external HDDs. To obtam a deswed file, one
may have to connect their external storage devices to a PC and this may involve time
consummng copy-and-paste process. To view or watch a media file, one may have to transfer it
into another external storage device such as flash drive or SD card. Then, one need to connect
it to media output devices such as TV, monitor, speakers and media player. All these can be

quite annoying if one need those files on a frequent basis.



1.2 Problem Statement

The typical solution to solve the problem with access convenience is to use a commercial file
server, which usually has very. large storage size to store all the files m one place. However,
the current value of a commercial file server s quite expensive and thus many still prefer the
conventional way of managing ther files. Plus, a commercial file server may have lmied
usage and capability — as a server to host and share files readily to be accessed. It may lack on
the featwre to view them drrectly on media output devices due to the lack of media player or

codec support.

This means that one still needs a PC that 15 connected to the file server m order to access the
stored files. Moreover, the PC may need a proper program to open and view the content of the
fles, provided that the file server allows dmrect access. This can be even more problematic if
certam media files needmg certam codecs m order to play or view them. And while a PC may
have all the proper program and codecs required to view any files stored, one may still want to
view them on a bigger flat-screen TV. So, one still need to go through the time consuming
process of copy-and-paste especially for huge file size like video files. Furthermore, one later

need to plug them mto a media player or TV m order to view them

Thus, there is a need to have an alternative solution to bypass the tedious process and at the
same time with much less cost if possible. And this project proposes to buid a cheaper and
working prototype of a file server that also has a media player capability. Furthermore, 1t wil
be built usmg Raspberry Pi, which gives it potential to be enhanced with addttional useful

features for more convenience.



1.3 Objectives

The objectives of this project are as bsted below:
a) To create a file server which host both data (documents, executables, generic files) and
media flles (audio, video, mmage files) using Raspberry Pi
b) To equp the fille server with media center capability by instaling a media center
program and connect it with media output devices (monitor/TV/speakers).
¢) To buld a mam system nterface (web-based) for users to easily mteract and use the

flnctions.

1.4 Methodology

The methodology to be used to develop the file server and media center using Raspberry Pi
wil be based on the incremental development. This methodology s chosen mamly because
the fnal product wil have several functionalities that need to be delivered separately and
added mcrementally. 1t is proposed that it will start with very basic functions of a file server
and later basic media player capabiity as they are the highest priortty functions to be
miplemented. The development of the main system interface will also use this methodology as

the functions on the web-based interface will be added mcrementally.

Once these main two functions are working correctly, the system will be shown and used by
user and based on the feedback, the functions will be modified if necessary and enhanced with
several useful featwres. Other new functions with ther own features will then be added
incrementally based on priority. The addition of the functions and features will mvolve a

series of concurrent activities.



Architecturally, the Raspberry Pi will be physically connected with several hardware, mput
and output devices. It will be the central unit that controls all the hardware and devices. The
main operatng system for the Raspbermry Pi will be of Debian Linux distribution. As for the
technical detalls m developing the functions and features, basic programs that are reevant to
fle server and media player functionalties will be used. These programs later will be
modified wherever necessary and depending on requmements for other functions and features,

new programs may need to be developed solely to accommodate them

1.5 Scope

The file server and media center will have at least two mam functions: file server capability to
host and share stored files; and media player capability to access media files directly. Other
functions and its features are to be determined later based on user request and feedback during

requrement analysis phase and testing.

The mtended user for the system is anyone with intention to use it as a file server and at the
same Gme may use it to access, view content or play media files stored m the server dmrectly
on media output devices comnected to it. Thus, the system may not have or has very lLrnited
capability (if any) in modifymg or editing the content of stored data or media files without

proper programs.

Other Jmitation is that the proposed file server and media center is mtended for personal use.
It will be mutially connected only within a local private network and thus, the files stored may
only be accessed and shared with those connected to the same network. This also means that

the file server feature is mtended to cater for small number of clients m a home network.
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1.6 Significance of Project

The proposed personal file server and media center will be a working prototype of a personal
file server equipped with media player capability. This means that the system will host data
and share them. At the same time. user can also access and view the content or play stored
media files directly on media output devices the system is connected to, without the need to
transfer them to be played on other external media player. It will also be a model prototype of

an affordable file server for personal use due to the relatively much cheaper Raspberry Pu

The fact that it will use Raspberry Pi as a platform will further display the wide potential and
versatility of the small piece of electronic hardware. This device can be configured as the
central of mnovative and creative products. While the proposed system is intended to be
developed for personal use, its concept and architecture may be modified and used n small-

scale business or even educational purposes in learning facilities such as school.

1.7 Project Schedule

Below are the project schedules for this proposed project during FYP 1 and FYP 2 semesters.
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Figure 1.1: Project schedule for FYP 1 with Gantt Chart (part A).
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Figure 1.2 : Project schedule for FYP 1 with Gantt Chart (part B).
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Figure 1.3: Project schedule for FYP 2 with Gantt Chart (part A).
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Figure 1.4: Project schedule for FYP 2 with Gantt Chart (part B).

1.8 Expected Outcome

Expected outcome of this project will be a working prototype of personal file server and
media center that hosts both data (documents, executables, gencric files) and media files
(audio. video, image fies) using Raspberry Pi It will be connected to media output devices
for direct file and media viewing. This system will be low cost and economical than typical
commercial file server and may be mmproved with additional useful features. This file server
and media center s intended for personal usage, targeted mamly for home users. But is
concept and implementation can also be applied for small business and also for education

purposes in leaming facilities such as school.



Ths personal file server will also have file viewer and media player capabilty along with
additional codecs for support of various meda formats. This file server wil also be
configured to have drect connection with media output devices which means no more tedious

transfer of media files using other external storage to view them.

Aside from that, a mam system interface (web-based mterface) will be developed for users to
nteract with the system functions, mainly the file server functionaltties. Its lower power
consumption may enable this system to run 24/7. Further modifications may be done to
melude useful additional features. An example of basic architecture for this file server and

media center is as shown below:

External External
HDD HDD Video oul

pul device
(Data) {Media) {TV/PC nonitor)

Nelwork Cennection r 1
Raspberry Pi B+

L )

Other optional Optional extra manitor
input/output (GU1 access to
devices Raspherry Pi)

Audio vutput device
{speakers /stereo)

Figure 1.5: Basic architecture of the proposed system using Raspberry Pi.




1.9 Summary

This chapter has introduced to reader this project to develop a Personal File Server and Media
Center using Raspberry Pi. The system proposed for this project aims is to solve the problem
with access convenience for sharing data and direct-viewmng of media files by having both the
fle server capabilty and media center capability. The proposed methodology chosen to
develop the system is mncremental development since the system wil have several
functionalities and features that need to be added incrementally. The resulting system will
cater for the need of personal use and within a private home network. However, its

implementation concept and architecture may be modified and used in small business and

educational facilities.



2 LITERATURE REVIEW

2.1 Introduction

Ihis chapter contains the background and technical review of this project. It consists of
several subsections that describe n detals about this project background, the Raspberry Pi
device, the file server technology and the media center technology. This chapter also contains
reviews and analysis on the existing technologies that‘will be used to realize the proposed
system. Each review subsection focus mainly on the concept, technology and implementation

details of the existing technologies and also mcludes the comparisons between them.

2.2 Overview of Project Background

This idea of creatng a file server and media center by using Raspberry Pi device emerged
from the ntroduction towards the Raspbery Pi device ttself Upon leaming of what it is; its
relatively-new  mplementation, tmy physicality, portability, #ts purpose and its surprisingly
cheap cost — it 15 discovered that the device has a wide range of potential usage and capability

based on the large number of existing projects done by usmg .

Ameng the existmg projects, it 15 proven that the device is capable to be modified and
configred to create a fille server. Coincidentally, the author has a longing need for a cheap
and economuc file server mamly to use it to access medi files and share them with other
computers In a private network. And the idea to use Raspberry Pi device to create a file server
emerged naturally given the advantages and wviability. But it is later decided that it would be
more convenient for the file server to also include the capability as a media center. After all,

there are also other projects that use the Raspberry P1 device to create a media center. Finally,
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all these gave birth to the idea to create a file server and media center by using the Raspberry

Pi device.

The details of the Raspberry Pi device and the underlying technology of file server and media
center are discussed in the next three subsections. All subsections contain the review and

analysis on the existing technologies for each subsection

2.3 Overview of Raspberry Pi Device

2.3.1 Introduction to Raspberry Pi

As descrbed in FAQs (nd.) page on its official website, the www.raspberrypiorg — the

Raspberry Pi device is essentially a low-cost, credit-card sized computer that plugs into a
computer monitor or TV. It is basically a small single-board computer that also uses standard
keyboard and mouse. Despite its tiny size, it has a wide range of potential usage in vanous

kinds of electronic projects.

Like a normal computer, it has the basic capabiliies of a desktop PC ranging from
functionality to browse the Internet, makig spreadsheets, word-processing, playing games
and even capable to play high-defmition video (What is a Raspberry Pi, n.d.). Due to its cheap
cost and yet capable and portable, the device has become increasingly popular worldwide and

bemg used in vanous electronic projects.
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2.3.2 Brief History of Raspberry Pi

The Raspberry Pi device was developed in the UK under a regstered educational charity
organzation — the Raspberry Pi Foundation, which main goal s to “advance the education of
aduts and children, particularly m the feld of computers, computer science and related
subjects” (What is a Raspberry Pi, nd.). The idea to create a tiny and affordable computer for
kids emerged in 2006 among the colleagues in University of Cambridge’s Computer

Laboratory and several prototypes were created between. 2006 to 2008 (4bout Us, n.d.).

Following the announcement on the official Raspberry Pi website on February 29'" in 2012,
the Raspberry Pi model A and model B became the frst models avaiable on general sales
with price of just £22 (35 USD) for model B, with a promise of a cheaper version (model A)
of just £16 (25 USD) later that year (Cellan-Jones, 2012). After more than two years, on July
14" 2014, Eben Upton — the Raspberry Pi founder, officially announced the release of the
Raspberry Pi model B+, an mmproved version of its predecessor but still at the same price of
35 USD (Upton, 2014a). And later on November 10", 2014, he announced the official release
of the Raspberry Pi model A+, an improved version of model A at a low price of just 20 USD

(Upton, 2014b).
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2.3.3 Technical Specification

Physically, a Raspberry Pi device has the dimension of 85.60mm x 56mm x 21lmm (or
roughly 3.37”7 x 2.21" x 0.83") and weighs just 45g (FAQs, n.d.). It utlizes a System on a
Chip (SoC) of Broadcom BCM2835, which contains RAM of 256MB (for model A), 512MB
(for model B), 700 MHz ARMI11761ZFS CPU and a VideoCore 1V GPU capable of Blu-Ray
quality playback with H.264 at 40Mb/s. The board of a Raspberry Pi device typically has “26
dedicated GPlO pms, including a UART, an 2¢ bus, a SPl bus with two chip selects, i2s

audio, 3v3, Sv, and ground™ (FAQs, nd.).

In term of performance, the GPU provides OpenGL ES 2.0 with 24 GFLOPS computing
capabilty, hardware-accelerated OpenVG, and 1080p30 H.264 with high-profile encode and
decode capability. By comparison, it has roughly equivalent graphics capabilities of an Xbox
and computing power equivalent to 300 MHz Pentum 2 processor (FAQs, nd.). The
capabiliies are quite outstandmg for such a small cheap and capable piece of an electronic

device.

Like a typical computer, it has the typical perpherals, plugs and ports attached on 1t for
connectivity with various other hardware and devices. Essential ones are the GPIO pins, RCA
video plug, 3.5mm Audio jack, LEDs, ports of USB, LAN, HDMI, SD card slot and #ts power
phg as ilustrated by Raspberry Pi1 model B in below. The device also has a camera port for
connectivity for a camera up to SMP resolution. In term of playback, it can record and play
meda files of H.264 containers (MP4/MKV) by default and through the HDMI, it supports
high qualty video and sound for connectvity with display devices with supporting HDMI

feature (FA4Qs, n.d.).
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Figure 2.1: The general architecture of Raspberry Pi Model B (www.ras pbe rrypi.org).

Since Raspberry Pi device uses ARM-based CPU, it only supports ARM-based operating
systems (OS), mainly the ARM-Linux distribution and recommended distro is Raspbian,
which specifically designed for the device. In other words, it does not support x86-based OS

ke Windows and cannot run any x86-based software (¥.4Qs. n.d.).
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'2.3.4 Advantages of Raspberry Pi as Small File Server Platform

It 5 worth noting that for companson purposes, a normal PC or laptop can be configured to

work as a platform to serve as file server. However, they are not sutable or practical to be

wed n the long run Raspberry Pi dewvice is much better to be used in the context and

functions of the proposed system — which is a small file server mtended for home and

personal usage. According to Clay (2014), Raspberry Pi has several advantages as a platform

for a small file server such as:

a)

b)

d)

Low power consumption.

Compared to normal PC or laptop, Raspberry Pi device only use 5V using MicroUSB.
This feature alone makes the device very capable and economical to nun 24/7.

Small form factor.

Raspberry Pi i1s very small and not bulky compared to normal PC or laptop. This
makes 1t requires very small space to fit in a room.

Completely silent.

Raspberry P1 use SD card for its mamn storage and thus has no moving parts compared
to normal PC or laptop. Thus, the device ttself makes no noise.

Affordable.

For the purpose of building a small file server, it is very affordable alternative which
cost just 35 USD. Compared to normal PC or laptop, couple of hundreds USD is just

not worth it or even practical to be spent for a small file server platform.
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2.4 Review on Existing Raspberry Pi Devices

As mentioned previously under Section 2.3, only four models of Raspberry Pi devices have
been released. The first ones are the mode! A and B, commercially available snce February
2012 and later model B+ in Julv 2014 and very recently the release of model A+ in early
November 2014. The next subsections review the distinctive details of each model and also

summarize the similarities and differences between the Raspberry Pi models.

2.4.1 Raspberry Pi model A

Raspberry Pi model A is basically the lower-spec variant of the Raspberry Pi with 256MB of
RAM and just one USB port and no Ethernet port (Model 4, n.d.). This means that. this model
has lmited capability to connect with other hardware or devices and does not support
networking. However, this also means that model A is lighter and consumes less power than
ts model B counterpart. This essentially makes this model ideal for embedded projects such
as robotics where weight and power s of main concern (Model A, nd.). And naturally it is

quite cheap at a price of just 25 USD. Figure below shows the Raspberry Pimodel A.

QOo0OoODODD, ¢
o000 00

Figure 2.2: Raspberry Pi model A (www.rs-online.com).
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2.4.2 Raspberry Pi model A+

Raspberry Pi model A+, lke model A, is the lower-spec variant of Raspberry Pi and officially
replaced its predecessor in November 2014. Compared to model A, this model has 40 GP10
pins (instead of 26), has Micro SD slot (instead of SD slot), lower power consumption, better
audio and neater architectural design (Model A+, nd.). These features make this model a
properly improved version of model A despite still having limited USB port and no Ethemet
port. And like its predecessor, it is sutable mainly for embedded projects, especially wih
more GPIO pmns and even lower power consumption. In addtion to these improvements, this
model s even cheaper than its predecessor, costing just 20 USD. Figure below shows the

Raspberry Pi model A+,

; ( € r-: -

: M Begharyy P Badel Ae VW) A Y '

o1 ’ @ daapharry P 104 ioig m [l q i |
— [ s t

Figure 2.3: Raspberry Pi model A+ (www.ras pbe rry pi.org).
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2.4.3 Raspberry Pi model B

Raspberry Pi model B is basically the higher-spec variant of the Raspberry Pi, with 512MB of
RAM, two USB ports and a 100MB Ethernet port (Mode! B, n.d.). This means that this model
has more RAM, extra USB port and has Ethernet port for networking capability. This makes it
the most popular model as it has all the typical features needed just like a desktop PC. It is
basically the mode! with standard complete feature and this essentially makes it very suitable
lo power real-world projects as it is being used in various electronic projects (Model B, n.d.).

And this model costs just 35 USD. Figure below shows the Raspberry Pi model B.

Figure 2.4: Raspberry Pi model B (www.geek.com).
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2.4.4 Raspberry Pi model B+

Raspberry Pi model B+, lke model B, s also the higher-spec variant of Raspberry Pi and
officially replaced its predecessor in July 2014. Compared to model B, this model has 40
GPIO pins (instead of 26), 4 USB 2.0 ports (2 extra), has Micro SD slot (instead of SD slot),
lower power consumption, better audio and neater architectural design (Model B+. nd.).
These features make this model a properly mproved version of model B. The extra GPIO pins
and USB ports make this model more flexible and suitable for various electronic projects as
well as for educational purposes. In addition to that, this model still cost the same as its

predecessor at 35 USD. Figure below shows the Raspberry Pi model B+,

!.. 'ij ibapharey #2014

Figure 2.5: Raspberry Pi model B+ (www.raspberrypiorg).
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2.4.5 Comparisons between the Raspberry Pi models

This section summarizes the similarities and differences between the Raspberry Pi models, as
shown in table below. The data and values described in the table below are as stated in FAQs

(nd.), Model 4 (nd.), Model A+ (nd.), Mode! B (n.d.) and Model B+ (n.d.).

Table 2.1: The comparisons of Raspberry Pi models.

Model A Model A+ Model B

Model B+

SoC Broadcom BCM2835

CPU 700 MHz ARMI11761ZFS

GPU Broadcom VideoCore 1V GPU with OpenGL ES 2.0 (24 GFLOPS), 1080p30

H.264

Memory 236 NB (SDRAM) |

USB Ports I ]

Video FIONTL. RC A HIREY FEDMILL RO A I

composite jack I COMPEsite  ack | |

Audio Analog 3.5mm audio jack, high-definition sound via HDMI

Storage SDAINIC/SDIO SIYNINIC SDIO

Network N/A N/A

Power 5V via MicroUSB

Dimensions 83.60mn R3.60nmmm x B3 flhmen
Yhnum G Sfimim

Weight 450 g 43p

Cost LS ) S1SD SIS
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Upon analyzing the information shown in table above, several pomts can be derived as listed
below:
a) All Raspberry P1 models are based on the same chip type and thus makwng them
equivalent in term of CPU/GPU processing and performance.
b) All models also support HDMI aside from having standard 3.5 mm audio jack and all
models are powered with SV via MicroUSB.
¢) Model B and B+ is obviously the higher end of Raspberry Pi as they are both having
512 MB of RAM mstead of just 256 for model A and A+,
d) Only model B and B+ have networkig capability due to its Ethermet peripheral
¢) Model B+ has the highest number of USB ports, which is 4, twice that of model B
while model A and A+ both having just 1 USB port.
f) In term of storage, model A+ and model B+ are both equpped with the new MicroSD
storage capability as they are the latest versions released m 2014.
g) Dimension-wise and weight consideration, model A+ 1s the lightest and the smallest of

the four models.

Overall, model B+ seems to be the best model to be used for this project as it has 4 USB ports
that s particularly useful for file server connectivity with devices. It also bas network
capability which 18 a must for a file server and has more RAM than model A or A+
Addtionally, it has better audio quality, consume less power than mode] B and also peater m

architectural design.
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2.5 Overview of File Server Technology

2.5.1 Introduction to File Server

~ [here are varous definitions 1.hat constitutes to what s a file server. According to Beal (n.d.),
a flle server is a computer or device that is connected withn a network, dedicated to storing
files and any user connected on the network can store files on the server. While Rouse (2005)
described file server as a computer that acts as a central storage and manage data so that they
are accessible to other computers on the same network_‘ And Hanson (2014) defines file server
as computer n a LAN network that serves as centralized data storage for other machines as

part of a client-server mode! of computer networking.

File servers are commonly used n busmess and educational fields where sharing of data is
mportant and beneficial to all users m an organization. They enable users to share
mformation over a network without the need to physically transfer them into other external
storage devices. Any modem computer can be configured to act as a file server. And based on
the number of hardware and software configurations, file servers can serve various purposes
rangng from simple data storage and sharing, as backup for crtical data and distribution of
data over the Internet through FTP (File Transfer Protocol) and HTTP (Hyper-Text Transfer

- Protocol) (Hanson, 2014).

There are two main type of file server — dedicated and non-dedicated. A dedicated file server
only serves as a fille server and does not do any other tasks such as processmg (Beal, nd.).
This means that 1t serves solely as central storage and hosts the data for other computers in s

metwork. In a more soplusticated network, a file server can also be a dedicated NAS

- (Network-Attached Storage), which acts as a remote hard disk drive for other computers in the

22



network (Rouse, 2005). On the other hand, a non-dedicated file server i1s essentially “a file
server that can also be used simultaneously as a workstation” (Non-dedicated file server, n.d.).
This means that it serves both as a file server and a workstation — stores and hosts data and at

the same time do processing tasks on the data.

2.5.2 How a File Server Works

According to Evans (nd.), there are three hnportant'points to describe how a fle server
works: first — it may run server software; second — 1t is equipped with plenty of storage space;
and third — there are users connected to the file server. The server software are the operating
system (OS) platforms lke Windows Server, Mac OS Server, UNIX and Lmux, which
specifically designed to enhance file server functionality, making them ideal software

platforms for file server setting and configuration (Evans, n.d.).

As for storage space, a file server typically equpped with one or more mnternal hard drives
totalng with terabytes of storage space. These drives are configured through the server OS to
host the files stored in them and once proper connection is established, users’ computer will
detect and treats the hard drives in the file server as additional drives (Evans, n.d.). Users can
then access the files and manipulate them based on the configwed permission settings. The

file server may also enable the sharing of storage space to any users connected in the network.

File server in itself is a computer, complete with its own motherboard and typical peripheral
and electronic devices connected to it such as processor (CPU), memory (RAM) and network
card and storage devices. Unlke a normal PC, the hardware configurations and specifications

vary smce a file server is usually a dedicated one and has one mam task — to serve as fie
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mer. Thus, it does not need other unnecessary hardware devices such as multimedia
speakers and graphics processing unit (GPU). And also as stated by Evans (nd.) earlier, it

mally runs file server software, which acts as an mterface program and controls the file
Vel capability. A simple file server m a private network where the clhents are comnected

through LAN or Wi-Fi has a general architecture as shown in the next figure.

Clent PC

File Server

Network
router

File Server
software

Storage

Clent PC (files)

F 3
vy

Chent PC

Figure 2.6: The general architecture of a file server.

Based on the figure above, a simple file server basically consists of file server software and its
own storage to store the files that it hosts or share. Client PCs that are connected within the
network and has proper access permussion can then access the stored files m the file server
storage. The network router s the main electronic device that provides mterconnection for the

whole network. The file server software is the central program that controls the file server and
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provides user interface for server admunistrator for system interaction and configuration. This
genera) architecture of a simple file server is relevant and apphes to all the file server software

as discussed later in section 2.6.

2.6 Review on Existing File Server Software

There are several file server programs available whether commercially or for free. The
popular ones are the Wmdows Home Server 2011, FreeNAS, Ubuntu Server Edition and
Samba. The next subsections describe them m terms of ther technology and implementation

details.

2,6.1 Windows Home Server 2011

Windows Home Server 2011, code-named “Vail”, 8 home server OS developed by Microsoft,
designed for small office and homes, which was released in 2011 (Foley, 2011). It is built
based on its predecessor Wmndows Home Server and it is the latest version of Windows Home
Server (Foley, 2012). Due to the familiarity with Windows OS and given its popularity among
most home users, WHS 2011 naturally is the easiest server software to set up, compared to
Unix or Limx OS (Throckmorton, 2011). Despite of this, WHS 2011 15 commercial type of

software and thus not free, costing around 50 USD.

WHS 2011 only comes m 64-bit to support the use of more than 4 GB of RAM and 1t comes
with media server capability with its robust transcoding and streaming capabilities
nclidmg support for wide range of media codecs (Case, 2011). Aside from that, Case (2011)
alo stated that the sharing of files and printers s easier since WHS 2011 box can be lsted

under Windows 7 HomeGroup, though with limited flexibility on access permussions. It also
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has easier login management by using the same login account for PC to logm on the server

(Case. 2011).

>

Windows Home Server 2011

€ Mlh Marmml Corporanon, Al Aghes reseri Acrosoft

Figure 2.7: Windows Home Server 2011 logo.

2.6.2 Ubuntu Server Edition

Ubuntu Server Edition is a variant of Ubuntu Desktop Edition. an open-source Debian-based
Linux operatng system which developed mamly to serve as file server software. Unlke the
Desktop Edition, Ubuntu Server does not have GUI {Graphical User Interface), which makes
it less user-friendly towards users that are more familiar with GUl-based OS lke Windows
(ServerFag, 2012). And being a variant of Ubuntu, Server Edition is also relatively easy to

install, mamtain and upgrade for those familiar with Linux command-line interface.

Ubuntu Server Edition, like other Lmux distribution OS. i alo a flexible and can be
configured to run a low-power and headless server (Fitzpatrick, 2009). According to Ubuntu
(2014), the latest version of Ubuntu Server Edition, the 14.04 LTS version has all the

improvements in the Linux kernel to Ubuntu and it is capable to run on x86, ARM64 and
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POWER architectures. And being LTS (Long-Term Support) version, it has S-years support in

maintenance and security updates (Ubuntu, 2014).

Ubuntu Server Edition

Figure 2.8: Ubuntu Server Edition logo.

2.6.3 FreeNAS

FreeNAS is an open-source network-attached storage (NAS) operating system built based on
FreeBSD. a Unix operating system (Throckmorton, 2011). Unlke FreeBSD which uses only
old text-based system and command-line nterface, FreeNAS offers an mntuitive and user-
friendly web interface along with command-line interface for ease of use (Throckmorton,
2011). However, it only runs on 32 and 64-bit x86 architecture hardware. It is also an
extremely minimal distribution of FreeBSD, designed to minimize the resources devoted for

storage (Fitzpatrick, 2009).
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Lke FreeBSD, FreeNAS has ZFS file system (much lke NTFS and FAT32 in Windows)
which offers similar functionalities of NTFS such as lmutless file and partition size caps and
auo repair (Throckmorton, 2011). And despite its mmimal size, FreeNAS has various features

- replication backup, data protection through backup services, data encryption, file system

Figure 2.9: FreeNAS logo.
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.4 Samba

Samba is free file server software specifically designed to easily configure Ubuntu and

‘indows computer into a file server (Throckmorton, 2011). It prowides secure, stable and fast

k and print services for all clients using the SMB/CIFS protocol, which is used by

Windows, OS/2, Linux and many others (Samba, n.d.).

Samba can run on various different platforms other than Windows, such as Unix/Lmux, IBM
System 390 and OpenVMS and it also allows “interoperabilty between Limo/Unix servers
ind Windows-based clents™ (Samba, nd.). This makes Samba particularly useful to run file
that serves mixed clients of different platforms. In addition, it gives network
dministrators flexibility and freedom i terms of setup and server configuration, making it

rown m popularty since its release m 1992 (Samba, n.d.).

SAMBA

Figure 2.10: Samba Jogo.
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2.6.5 Comparisons Between the File Server Software

This section describes the comparisons between the file server software by analyzing ther

nteria

WHS 201
Windows

Ubuntu SE

L/ Iox

FreeNAS
Windaws

similarities and distinctive features as described previously. They are as shown in table below:

Table 2.2: The comparisons between WHS 2011, Ubuntu SE, FreeNAS and Samba.

(1]

Mainly

command-line

W ek Jerd

Maimnly

command-line

Operating Operating Operating prlicut
System System System [T
Hard [ B
Lln'lltEd FlL',‘\I!"'L' Fexible Fli \ghi_‘
Various Varwws Various Varous
: 1 Y Yes Yies
Y Ys Y Yes
30 USD

below:

only Samba is an application program.
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Upon analyzing the information shown in table above, several points can be derived as listed

a) WHS 2011, Ubuntu SE and FreeNAS are all operating system-type of software while

b) WHS 201] and FreeNAS can only run on Windows platform while Ubuntu SE on

Linux/Unix platform and only Samba is capable to run in at least both platforms.

¢) WHS 2011 and FreeNAS are easy to use due to their GUI-based interface.




d) All of them have various features and flexible n term of its usage except for WHS
2011.
¢) All file server programs have updates support and can be configured mnto media center.

f) Al fle server programs are free except for WHS 2011 which costs 50 USD.

¢ the Raspberry Pi device only supports ARM-based software lke Lmux, we have only
SE and Samba as primary choices. And smce the Raspberry Pi device will be installed
with Raspbian OS, this automatically makes Samba as the only choice to be used as file server
progams among the four. Besides, Samba is very suitable for the proposed system mamly
because it can run on multiplatform and at the same time capable to serve clients with

multiple platforms.

Fven though Samba has mamly command-line interface, it is relatively easy to be configured.
\nd a web-based mterface for the main system interface will be developed to help users
conveniently interact with Samba functionalites. Besides 1t has updates support, flexible with
support for various file server features, easy to use, supports configuration to be used as media

center and 1t is free.
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27 Overview of Media Center Technology

i wsed to store and play music and movies as well as display photos” (HTPC, nd.).

A HIPC s normally physically connected to several other output devices such as television,
PC monitor and speakers. It may incluide a remote control and a GUI interface for users to

easlly navigate between the media filles stored in the HTPC storage. Altematively, users can

)
2.7.2 How a Media Center Works

At its simplest form, a media center or Home Theater PC o this context — is a home PC that is
comected to audio and video receiver and the PC acts as the central device m a home theater
emvronment (Layton, 2006). And as a typical computer, the PC has all the basic functions
ranging from computing functions, video files streaming, editing and playback, audio files
recordmg and playback and alo serves as media storage (Layton, 2006). The HTPC s

~monmally connected to television, typically a large screen TV through various wiring options.
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il HIPC s usually equipped with huge storage size and sometimes requires extra storage
levices such as external hard disk drives (Layton, 2006). And as described previously, users
an wse the TV to navigate through the stored content by usmg standard input devices and
> control For better audio playback qualty, users may install a sound card on the HIPC
1 support and utilize the capability of the connected speakers. Additionally, the HTPC may

be equipped with a TV Tuner to allow it to receive TV signals and record programs (if the

4 )

Personal Computer (PC)

Media S
center torgg(:
software (media

- J

\ 4 ¥
PC Monitor /
HDTV

Speakers

4 v 1

Keyboard Remote control Mouse

Figure 2.11: The general architecture of a media center (HTPC).
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ased on the figure shown above, a media center basically conssts of a PC stalled with a
edia center software and its own storage to store the media files contaming video, audio and
files. To complete its function, the PC must be connected with basic video and audio

ulput — in this case, a PC monitor or a TV and standard speakers. Aside from that, a normal

C would then connected with standard input devices such as keyboard and mouse — either
ponnected through USB ports or wirelessly. The media center software is the central program
accesses the media files and prowides user mterface for users to browse through the
lorage drectories. A remote control is an optional device for user convenience whie viewmng

J;]i;tening to the media files.
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2.8 Review on Existing Media Center Software

There are several media center programs available that can provide GUI navigation and access
to the media files on a HTPC. The most popular ones are the Windows Media Center, XBMC

Media Center and Boxee.

2.8.1 Windows Media Center

Windows Media Center (WMC) is a free media center program that is vsually pre-mncluded n
Windows Vista and Windows 7. WMC s the most mamstream media server and apparently
very good for streamng music and music videos (Tuukka, 2011). WMC by default provides
access to all media library in Windows OS and can play several media formats. According to
Fitzpatrick and Purdy (2010), WMC has its own strengths and weaknesses as shown m the

tabke below:

Table 2.3: The strengths and weaknesses of WMC.

Strength Weakness

Nice and easy DVR without having to Limited codec support for the diverse range of

pay a monthly fee. video and audio formats.

Good interface that has obvious sections | Platform limitation as it can only rnun on

and farly intwtive dmrectional layouts. Windows.

Large range of compatible remotes that | Complex remotes that sometimes confusing and

availlable In most electronic stores. not simple to use.

Generally easy uetworking across Locked-down DVR files where the recorded
Windows systems through the use of video can only be played on authorized

shared folders. Windows machines, Zunes, and XBox devices.
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saber v by

You have selected Photos

Figure 2.12: The screenshot of Windows Media Center interface.

2.8.2 XBMC Media Center

XBMC is an open-source media center software that was originally designed as a media
center interface for the XBOX game console and over the years has evolved nto a powerful
multiplatform media center capable of playing most available media formats (Tuukka, 2011).
He also descrbed XBMC as well-established and robust software, which makes it the
foundation for other alternative media centers. Note that as of November 2014, XMBC
version 14 and onwards were rebranded as Kodi media center. According to Fitzpatrick and

Purdy (2010), XBMC has its own strengths and weaknesses as shown in the table below:
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Table 2.4: The strengths and weaknesses of XBMC.

Strength

Open source and open nature which makes it

always open to improvements/modifications.

Weakness

Lack of streaming support for TV and

video streaming sites Jke Netflix and Hulu.

Good meta-data and file recognition that

efficiently tracks files properties.

Light and agile because it is focused on

smooth media files playback.

Slick UI design that by default is already
futuristic- looking and customizable Ul further
adds to XBMC flexibility in mterface design.

Excellent media format support as XBMC

can play literally any media format available.

Over-stuffed, sometimes with complicated
menus that can be rather confusing to new

users.

Mercmilhy shimd —mwivs

Figure 2.13: The screenshot of XBMC interface.

2.8.3 Boxee Media Center

Boxee media center is based on the same internal code as XBMC but its media is focused

mainly on web content from video sites, blog streams and social apps (Fitzpatrick & Purdy,




2010). Besides act as a typical media center, Boxee is also capable of mtegrating online video
content  with user recommendation system (Tuukka, 2011). Accordng to Fitzpatrick and

Purdy (2010), Boxee has its own strengths and weaknesses as shown in the tablke below:

Table 2.5: The strengths and weaknesses of Boxee.

Strength Weakness

Built-in support with Hulu and Netflix Mediocre interface design that is rather
which enable users to stream content from the | weird and hard to get used to and even

video streaming sites. dislked by some users.

Growing directory of web content apps Lack focus on handling local file where
from popular social sites lke FailBlog and Boxee is not effective in recognizing and
Vimeo and has app “‘store” for customized updating local file stores.

sireammg content.

Capable to play any web content media as
it uses a reworked Firefox browser to view

Hulu aside from its own browser.

TMB34 - “Ghetlo Fall. ' - South Park

Young Man wilh a Horn

TMB36 - "Malestrogen”

| Fifty-Fitty

How | Met Your Mother

Figure 2.14: The screenshot of Boxee interface.
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2.8.4 Comparison between the Media Center Software

This section describes the comparisons between the media center software by analyzing their
similarities and distinctive features as described previously, Extra information also being used

from Fitzpatrick and Purdy (2010) analysis. They are as shown in Table 4 below:

Table 2.6: The comparisons between Windows Media Center, XBMC and Boxee.

Supported platforms | Windows

Media format support Medium ul I figh

TV Tuner support Yes Yes No

Hardware acceleration il i \

Hulu and Netflix Nelfliv ol N

streaming support

GUI design quality I ligh \ I ik Low
Customizable GUI Vi , No
Remote control support [ lich | il Low

Upon analyzing the information shown m table above, several points can be derived as listed

below:

a) Only XBMC and Boxee can run on multi-platforms and WMC naturally runs only on

Windows.

by All 3 media center programs are capablk of media playback but XBMC has the highest

playback support for wide range of media format.
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¢) Al 3 media center programs support hardware acceleration but only WMC and
XBMC has TV tuner support.

d) Only Boxee has both Hulu and Netfix streammg support, however it does not have
support for customizable GUI lke WMC and XBMC.

e) XBMC has very good design qualty and lke WMC, it also has high support for

remote control

Overall, the XBMC is the best media center among the three simply because it has the highest
supports for media format which is very mmportant as key feature to be had for the proposed

fle server in this project. Besides, it can run on various other platforms and has great

awstormzable GUI design astde from having support for wide range of remote control

29 Overview of Proposed System

Based on the analysis of comparisons done m Section 2.4.5, Section 2.6.5 and Section 2.8.4, it
& proposed that the system to be developed is based on the best selection of Raspberry Pi
model, file server software and media center program. Thus, the proposed system will be built
on Raspberry Pi model B+, using Samba as its file server software and XBMC program to

provide it with media center capability.

¢ choices are much preferable due the reasons described in the comparison analysis. And
Since the proposed system will include media center capability, this directly makes it a non-
dedicated file server. The system will also be mproved with a web-based interface for users

1o interact with the system and utilize all the system functions. The requirement details of the

aterface and its proposed design are described m Section 3.3.4 and Section 3.4.3 respectively.
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for the architectural design and schematics, t wil be built based on the proposed

¢ shown in Section 3.4.1 and schematics mn Section 3.4.2.

) Summary

lusively, this main chapter has prowvided the relevant literature reviews on the mam
that are gomg to be used in this project. It has presented the overviews of
Pi models, described in details on file server. and media center technology and the
pubr choice for each This main section also compared and analyzed each component in
ms of ther vanations and available programs to choose the best for each. Analysis result
nelided that the proposed system will be built on Raspberry Pi model B+, using Samba as

it

s fle server software and XBMC program for its media center capability.
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his chapter contains the development methodology and the requirement analysis and design
‘the system implementation of this project. It consists of several subsections that describe
2 details about the chosen development methodology, the analysis on the hardware, software

ser requrement and the design details of the system.

2 Development Methodology

is section describes the development methodology for this project. The methodology
osen for the mplementation of the personal file server and media center usng Raspberry Pi
wil be based on the incremental development. As mentioned previously in Introduction
section, incremental  development s chosen  because the system will have several
finctionalities that need to be delivered separately and added incrementally. [Dutially, the
-u will bave very basic functions of a file server and then basic media center capability.
~ these two features are miplemented, several other functions will be added to mprove the

m as a whole in terms of functionality and features.

321 Incremental Development

According to Sommerville (2011), incremental development is basically the process of
developmg an nitial implementation, expose it for user feedback and mmprove it through
several versions until an adequate system is fmally developed. He further stated that

specification, development and validation activities are mterleaved as concurrent activities
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architecture

of mcremental development.

crather than separate, with rapid feedback across activities. Figure below shows the
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asdescribed in Table 3.1 below:
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Figure 3.1: The architecture of incremental development (Sommerville, 2011).

Based on the figure above, incremental development consists of several elements: outline
description, concurrent activities (consist of specification. development and validation) and

the system versions (consist of initial, intermediate and final version). The details for each are




Table 3.1: The concurrent activifies in incremental development.

Elements Description

Outline Description The basic outhne that describes the system requirenent (the system

functionalities to be developed).

Concurrent Activities The nterleaved activities of main mplementation process. They are
to be performed tteratively to implement each of the system

functionalities based on the outline description from end-user.

1) Specification The specification activity 1s where system functionality is specified

in details terms of technicality and expected outcome.

b) Development The development activity is where system functionality 1s bemg

mplemented based on #ts specification.

|¢) Validation The valdation activity s where the implemented system

functionality is being tested and validated with 1ts specification.

System Versions The variation of system versions as it is bemg developed throughout

the mplementation phases.

a) Initial version The mitial version 18 where the system has its most basic function

and feature implemented.

b) Intermediate version | The mtermediate version is where the system has some additional
functions and features being added incrementally through a series of

terative mmplementation process.

¢) Final version The final version 1s where the system has all its functions and

features fully mplemented and ready for delivery to end-user.

[he resulting system functionalties and features will be muplemented through a series of
specification,  development and validation as descnbed previously. In order to properly
implement the system. the development part of the incremental development is to be divided
nto several phases as briefly described in table below. The descriptions of each development

phase are described later in details under Chapter 4 (Iiplementation and Testing).
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Phase
levelopment phase 1

Table 3.2: The planned development phases for development part.

Main activities
Preparation of the Raspberry Pi device with its operatng system,
essential programs and drivers.

| Development phase 2

Inmplementation of file server capability. Wil be using Samba file
server software.

'Felopment phase 3

Implementation of media center capability. Will be using XBMC
media center software.

Development phase 4

Implementation of webserver capability. Will be usmg LAMP
webserver component.

evelopment phase 5

Implementation of system interface (web-based mterface) mainly
for the file server function and secondary media center function.

: Development phase 6

System integration and validation. Involves the process of
mtegrating all the components and configuring therr functionalities.
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3.3 Requirement Analysis

Ihs section describes the requmement analysis for this project. It covers the hardware and

software requirements that are nceded for the implementation and also user requrements that

describe all the functions and features to be implemented.

33.1 Hardware Requirements

All the hardware and devices needed for this project are as descnbed mn table below:

Table 3.3: List of hardware needed with their specification and description.

Hardware

Specification

Description

E'R-aspbeny Pi Model B+ The central electronic device for this

| project

SD Card MicroSD Card, at least 8 GB, The primary storage for Raspberry
preferably of class 10 P1(OS and system files)

PC Monitor Standard PC monitor, LCD/LED, | Standard display output device

! with HDMI support

Television High-definition flat screen TV, High-definition display output
LCD/LED, with HDMI support device

Speakers Standard PC speakers, at least 2- | Standard audio output device

I; channels (stereo)

Standard PC Standard Umwversal Plug-and-Play | Standard input device to mteract

keyboard (UPnP) keyboard, USB or with the system
wrreless

Standard PC Standard Universal Plig-and-Play | Standard input device to mteract

H:_lmuse (UPnP) mouse, USB or wireless with the system

External Hard- Standard 3.57 external HDD, at Main storage device for file server

Disk Drive least 500 GB, with USB 2.0 purposes

support

Powered USB
hub

Standard powered USB hub,
providing at least 4 extra USB
slots

External USB hub to sufficiently
power several hardware devices

Network router

Standard network router, with
LAN and Wi-Fi capability

Standard router for networking — for
file server purposes
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E or laptop Standard PC or laptop, running Standard client hardware, for access

WinXP/Win7/Win8 within the network
Wirings LAN cables, power cables, For network, input/output and
3.5mm audio jack cable, USB interconnection among the hardware

cables, HDMI to USB converter and external devices
| Etension cord Standard extension cord with at To provide enough power plugs to
least 4 extra power plugs power all the hardware and devices

33.2 Software Requirements

All the software and extra programs needed for this project are as described in table below:

Table 3.4: List of software needed with their specification and description.

Specification Description

Rasbian OS Raspbian version Sept 2014 The Linux OS for the Raspberry Pi
T' (Debian Wheezy). kernel 3.12 device, also part of LAMP server
Samba file server | Samba version 4.1.13, stable The standard program to provide file
release server capability
XBMC XBMC version 13.2 (Gotham) or | The standard program to provide
program’® Kodi version 14+ media center capability
Apache program | Apache HTTP Server 2.4.10 Part of LAMP server to cater for the
(httpd), stable release System Interface
ySQL server MySQL Community Server Part of LAMP server to cater for the
version 5.6.22 System Interface
PHP 5 PHP version 5.6.4 Part of LAMP server to cater for the
System Interface
Drivers Depending on hardware and Related drivers that may be needed
devices driver requirement to support the installation of external
specifications hardware and devices

(Specifications based on data from Raspbian (n.d.), Samba.org (nd.) and kodi.tv (n.d.).)
*Note that for XBMC program, version 14.1 was mitially used durng implementation (and

later upgraded to version 14.2) and it was rebranded as Kodi for version 14+.
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3.3.3 User Requirements

User requrrements are the requrements that end-user expects m the final system to be
mplemented. For this project, the user requrements focus mamly on the featuwres of the fmal

ssiem ranging from basic functions to addtional features.

[he user requirements for this project are as described below:

a) File server capability
The system shall have file server capability, provided in a private network, accessible
to chent users through LAN or wireless comnection. The file server shall be able to
host and share files (both data and media files) to other authorized clients within same
network. Clents shall have at least read permussion to the shared data stored in the file

SCIver.

b} Media center capability
The system shall have media center capability, provided m a private network,
accessible to client users through LAN or wireless connection. The media center shall
be able to access all media files stored i the file server storage (external HDD) and be
able to open and play the media files. The media center shall support the playback of
various popular audio and video files format. Clients shall be able to view and listen to
the media playback through the system standard video output devices (PC

monitor/ TV) and standard audio output device (stereo speakers).
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¢) Main system interface
The system shall be added with a web-based system interface. The mnterface will be
used by to mteract with the file server function, specifically Samba file server
functionalities. The mterface shall be extended to integrate and manages all the
functions and features of the system for user convenience. The requirement

specification for the system interface is described in detalis n Section 3.3.4.

33.4 Web-based User Interface Requirements

The primary purpose of the Web-based User Interface (WebUI) will be to act as the GUI to
configure the file server capability by mteracting with the Samba file server, and m this case it
will be a web-based administration tool Other than that, the system interface will also act as a
‘;kamepage for all the functions of the whole system. The system interface will be a web-based
‘mierface, to be bult usmg PHP (Hypertext Preprocessor) and HTML (Hyper-Text Markup

Language) scriptmg language.

Through PHP, the system interface will have capabilty to accept user mput through web form
and use the mput for several functions mcludng user logm and valdation, file sharmg
management and also the file server configuration. The mteraction between the web-based
mterfaice and the Samba file server will be possible by executing external commands using

PHP scripting language and the output or results will be displayed on the web-nterface tool
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1341 WebUI file server configuration requirements

The requirement details for file server functions mclude:
a) Logn feature to validate user before they can start using the file server function. Once

validated, they can use the web-iterface to manage file sharing functions and

configure the file server,

b) File sharing management functions includes adding new share, modifying an existing
share and deletng an existmg share.

¢) File server configuration functions includes modifying server settings i term of

security settings and file sharing access.

Due to the nature of this direct accessbility to modify the mtemal system, this function is

lmited only to the admin of the system.
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i5 section describes the design details for the system of this project. It covers the system
rchitectures  for the system and its main interface that will govern all the functions and

atures of the system.

3.4.1 System Architecture

architecture for this system varies as it is being developed. This is because the functions
and features are to be implemented incrementally. Thus. the system physical and hardware

configurations for system initial version will be different with its ntermediate/final version.

34.1.1 [Initial Version Architecture

PC/Laptop \ I?C
Powered External J Monitor/TV

USB-hub HDD

y

router
&
Keyboard/Mouse Akel‘s

Figure 3.2: The architecture of initial system version.
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Based on the figure above, the initial version architecture is based on the system having its
basic functions and features. In this version, the system has the following functions:
a) File server function

b) Media center function

In this architecture, the file server uses external hard-disk drives (HDDs) as its main storage
and a network router for its network connection. The_ file server hosts both data and media
fles and it is accessble to users through client computers connected within the same network
through LAN or Wi-Fi. The media cemter function uses standard video output devices (PC
monitor or TV), standard audio output device (speakers) and standard mput devices (keyboard
and mouse). Through the media center program, user can then access the media files stored in

the system and view them dmectly.

3.4.1.2 Intermediate/Final Version Architecture

PC/Laptop N = PE

Powered - Extermal Monitor/TV
USB-hub HDD

T_“' |

Raspberry Pi B+

(with WebU1)
l |
Phone
Keyboard Mouse Speakers

Figure 3.3: The architecture of intermediate/final system version.
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Based on the figure above, the mtermediate/final version architecture is based on the system
wupped with its basic and additional functions and features. In this version, the system has
e following function and features:

a) Fie server function

b) Media center function

¢) Mam system interface (the WebUI)

In this architecture, the basic configurations and usability for file server and media center are
slightly different than described in previous sub-section. It is proposed that the system to have
two external HDDs to separate the data and media flles for proper storage management
pwposes. This final system version may also be complete with additional functions. Finally,
the system will also have a main system mterface that will act as an administrative tool to

manage all the basic and additional functions and [eatures,
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3.4.2 System Schematics

This subsection discusses the schematics of the system architecture shown in previous section.

GPIO pns ————» J
USB
Raspberry Pi B+ slots x2
slot
Ethernet
O il 0 s
T T
Power cable slot 3.5" audio jack
Figure 3.4: The schematic of Raspberry Pi model B+.
Micro SD | Keyboard/Mouse
PC/Laptop § External
HDD
‘ LAN Cable ﬂl—_) E; |
Wireless " Powered USB
Connection Network ]_ Hub

Mobile
devices

router

i &

Monttor/TV

Speakers

Figure 3.5: The schematic of intermediate/final system version,
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Figure 3.6: The schematic of intermediate/final system version (picture).

3.4.3 Web-based User Interface

The Web-based User interface is ntended to have one primary function: the file server
configuration function which enable user to configure file server shares and server settings.
Alternatively, if possible, the Web Ul will be extended to include secondary media center
function, capable to play media files through web player, aside from Kodi bemg primary.
Other functions may be added later based on the WebUI functionality. Next subsections

ilustrate the proposed interface for the WebUI fike server function and media center function.



3431 Interface for File Server Function

forfile server function, it includes login feature to validate the user.

Personal File Server & Media Center

File Server Function

Please logm in order to use

this function.

Back o Home

Figure 3.7: The login interface for file server function.

Once validated, user will be directed to the default interface for file server function.

Personal File Server & Media Center

File Server Function

Add New Share

Server Settings

Logout and Lxit

Lp’rectorv

Share name

Permissions

Visibility

Description

/shared/TestDir

TestDir

Read/Write

Visible

Test Directory
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Figure 3.8: The default interface for the file server function.




Lser can then add new share by clicking the “Add New Share™ button.

Personal File Server & Media Center

File Server Function

Logout and Exit

Add New Share Server Settings
Directory: Browse
Share name:
Description:
Permissions: L—_I Read I:I Write
OK Cancel

Figure 3.9: The interface for add new share for file server function.

Lser can then configure server settings by clicking the “Server Settings™ button.

Personal File Server & Media Center

File Server Function

Add New Share

Workgroup:

Description:

Authentication mode:

Server Settings

Logout and Exit

WORKGROUP

Default Workgroup

User

A 4

OK

Cancel
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Figure 3.10: The interface for serversettings in file server function.




Double-click ing any existing share on the list will bring user to existmg share edit page.

Personal File Server & Media Center

File Server Function

Logout and Exit
Edit Existing Share
Directory: /shared/TestDir/ Browse
Share name: TestDir
Description: Test Directory
Permissions: m Read m Write
OK Cancel

3432 Interface for Media Center Function

Figure 3.11: The interface for editing existing share for file server function.

Personal File Server & Media Center

Media Center Function

Back to Home

Media files list (in table)

and also for web player frame
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Figure 3.12: The default interface for the media center function.




Personal File Server & Media Center

Media Center Function

Advanced Search

Back to Home

Keyword:

Media type: [] auwioc [[] Video [] Image

Extension: D *.mp3 D *.mky D *.Jpeg
D * mda D *.mp4 D * png

Other extension: (Without “*.)

Search

Figure 3.13: The interface for advanced search for media center function.
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14 User-System Interaction

liis subsection shows the interaction between the user and the system for each function.

Conhgure .
Woarerim ; . rage
BPINEL. | AR Raspberry Pi té).'a:g
server shares (data)
Samba
program and
CONTEF file
1
Network
| router
Access server .

shares

Figure 3.14: The nser-system interaction for file server function (direct).

Storage
(data)

L l_llﬂlfl.!lll'x' i

shares and
manage server

l LAMP Samba CONF
Aokl Webserver file
—

3
\ kS

Raspberry i

k3

Admin %

View shares list

Network Storage
User e router (media)

Figure 3.15: The user-system interaction for file server function (using WebUT).
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aspherry Pi
Raspberry Pi Stoitige
Access and play £ (media)
media files . . y
- S— Kodi media Raspbian
! center program OS
| Admin / i
(| User
X
Video Output PC
Tr it
Monitor/TV R pasers
Audio Olgtpun

Figure 3.16: The user-system interaction for media center function (using Kodi).

Plav and view
media fikes
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Raspberny Pi
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Network
router

e 3.17: The user-system interaction for media center function (using WebUI).
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(remole access
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(media)

Network

router
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i’
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Figure 3.18: The user-system interaction for system configuration and management.

35 Summary

This chapter has described in details the proposed methodology to develop the system for this
project — the incremental development. [t also briefly outlined the planned development for to
jeliver the functions and features of the system incrementally. This chapter also describes the
are, software, user and system interface requirements of the proposed system. Aside
n that, it contains the proposed system architecture and its schematics. This chapter also
resented the designs for the web-based interface to ntegrate all the functions and features.

Ihis chapter also shows the user interaction with the system functions.
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4 Chapter 4 - Implementation

41 Introduction

This section describes in details the mmplementation process for the proposed system in this
ject. The details ichide the development process of the system as a whole. This
development process is divided into several phases as described earber m Section 3.2. Each
hase describes how the development process for that particular phase was done. Also

nelded is the list of tools and devices used for mplementation.

42 Development Phase 1: System Preparation

[his phase is mainly to prepare the Raspberry Pi device ready for mstallation procedures m

i device with hardware and component devices. Once these are completed, the
lerconnection between the Raspberry Pi with the hardware devices and components are then

efied before proceeding to the next development phase.

Installation Procedures

;iistalhtion procedures for this development phase are as described step-by-step below:

1) The Raspberry Pi device is inserted with MicroSD card containing Raspbian OS and
encased m s plastic case to hold and cover the dewvice.

2) Note that the MicroSD card being used already contains pre-installed Raspbian
v3.12.18+ along with NOOBS (New-Out-Of-the-Box-Software) file. For detals on
how to mstall Raspbian OS from empty MicroSD card, please refer to setup gude

section in system User Manual (mcluded m System CD).
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3) Next, the Pi device is connected with PC monitor through HDMI cable with HDMI to
DVI adapter, keyboard and wreless mouse.

4) Next, the Pi device is plugged in and switched on. Then its operating system 1s loaded
and the author logged in using default credential. Note that the default password is the
same for all new Pi devices. The password is then later changed (highly
recommended). The default login credential for the Pidevice is:

//username = pi
//password = raspberry.

5) Once the desktop s loaded and displayed on PC monitor screen, the keyboard and
wireless mouse are then tested and venfied to be workmg correctly.

6) The Pi device is then connected with router through LAN cable and later wireless
connection. Its connection is then verified by using ifconfig and ping command.

ifconfig

ping 192.168.1.254 //router gateway IP

7) Access to the Pi device from other device was also tested by using ipconfig and ping
command from a laptop that is connected under the same network.

ipconfig

ping 192.168.1.65 //Raspberry Pi device default IP

§) The P1 device i1s then connected wirelessly to phone Wi-Fi hotspot. Internet access was
tested and verified by ping-mg Google domam.

ping www.google.com

9) Once Internet access is verified, the Pi device is then updated using system command.

sudo apt-get update
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' 42.2 Hardware and Components Setup

The initial setup between the Raspberry Piand other devices are as shown in figure below:

Sandisk
16‘[ H 17t

—
ko

Figure 4.1: Initial setup of the system (Phase 1).

42.3 System Specification

Th'. specification of the system at this phase is as described in table below:

Table 4.1: System components and their specification.

Model/Version
Model B+
Speedtouch385 v6b

Name Type Desecription

Central controller device

Main router for interconnection

Device | Acer xI93HQ Default output display for Rasp Pi
Device | Acer Aspire 4750G | Default PC for access/programming
Device | Logitech K120 Default input device

Device | Logitech M185 Default mnput device, wireless
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Laptop Device | Acer 4750G Default PC for access/programming

T rtphone Device | Sony Xperia £ Default Wi-Fi hotspot for Internet

~ Raspbian Software | 3.12.22+ Default OS for Rasp Pi

| j.Mlcable Cable Standard HDMI For video output to monitor/screen
LAN cables Cable Standard LAN For physical connection with router

TIDMT to DVI Adapter | F-M adapter For connection with PC monitor

43 Development Phase 2: File Server Installation

s phase is mainly to equip the Raspberry Pi device with file server capability. Main
dhiective are to mstall Samba program for file server function and to install GAdmmn-Samba
pmgram to manage and configure the Samba program. Once these two programs are mstalled,

Suba will then be configured and its file server capability will be verified and tested.

43.1 Installation Procedures

The installation procedures for this development phase are as descrived step-by-step below:
I) Samba program and Samba essential components are bemng mstalled by using termmal
commands; the installation packages are downloaded from the Internet through Wi-Fi

hotspot connection provided by smartphone.

sudo apt-get install samba //file size = 8179 KB

sudo apt-get install samba-common

2) The same procedure as m (1) is repeated for nstallation of GAdmin-Samba program

sudo apt-get install gadmin-samba

3) Once they are both installed, a backup of Samba config file (smb.conf at directory
fetc/sumba/) is created (fle name: smb BACKUP-ORIlconf). The orignal, default

content of smb.conf1s as shown m Appendix section 8.1.
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4) The router default IP range, gateway and nameserver are checked and noted using
ifconfig command and Pi also by reading resolv.conf file (/etc/resolv.conf).

sudo nano /etc/resolv.conf

5) The P1 device default IP address s then checked using ifconfig command and s shown
to be 192.168.1.65.
6) The Pi device default LAN config is then modified into static configuration by editing

its mterfaces system file (/etc/network/interfaces).

sudo nano /etc/network/interfaces
//added these lines under ‘iface eth® inet static’
//address 192.168.1.65

//netmask 255.255.255.0
//gateway 192.168.1.254

7) Once done, the Samba config file (smb.conf) 15 then opened and configured both by

using GAdmin-Samba program and manually using Leatpad, a text-editor program
Note that by usng GAdmmn-Samba, most key and values created by the program are
default configurations that work for most systern and do not need to be changed.

8) The server configurations under global section are then modified to enable the Samba

file server to work with the router.

//configuration on smb.conf, under global section
//server string = Samba
//workgroup = MSHOME

//hosts allow = 127. 192.168.1.
//interfaces = 127.0.06.1/8 192.168.1.65
//remote announce = 192.168.1.255

9) Once done, a test share folder is created (/est/share-public) to test whether the Samba

file server 18 working. Using GAdmm-Samba program, the test folder is then
configured to be a public share with read and write pernussions. Once everything 1s

done, Samba file server is restarted.
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10) To verify that the folder sharing is working, a laptop is connected to the same router
using LAN cable, s [P is 192.168.1.66. The mterconnection between the laptop and
the Pi device 1s then venfied using ping cormmand from both devices.

//ping laptop from Pi device
ping 192.168.1.66

//ping Pi device from laptop
ping 192.168.1.65

I1)Once the connection between them is verified, the shared folder is then checked and
appeared under laptop (Win7) Networks list, ulnder Samba. Inside Samba s the rest-
public folder that can be accessed without password (public share). The read and write
capability is then venfied when a new folder was able to be created mside it.

12) The sharmg capabilities are then further tested with different access and permissions
such as read-only, non-public, and visbilty. Ther access and permissions variant are

all verified using laptop and also smartphone (through ES File Explorer app).
432 File Server Specification

The specification of the file server function at this phase 1s as described i table below:

Table 4.2: File server components and their specification.

Model/Version

Description

Device | Model B+ Central controller device
Software | 3.12.22+ Default CS for Rasp Pi
Software | 3.6.6 Default file server program
Software | 0.2.9 For Samba server configuration

is for full Samba configuration scttmgs, the full content of smb.conf'is in Appendx 8.2.
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44 Development Phase 3: Media Center Installation

Ihis phase 15 mamly to equp the Raspberry Pi device with media center capabiity. Mamn
wbjective 1s to mstall Kodi program for media center function. Once Kodi s mstalled, it will
Hen be configured, its compatbility with Raspberry Pi device and its operating system will be

Jested and Kodi functions and features will be explored.

44.1 Installation Procedures

The mstallation procedures for this development phase are as described step-by-step below:
1) The first step s to mstall Kodi program. However, Kodi did not yet have official
repositories under Rasbian bst that it canpot smply be installed usmg normal sudo

apt-get install command. Note: as of May 2015, Kodi now has official repositories

under Rapsbian list.

sudo apt-get install kodi [/error: “kodi"™ not found

2) To mstall it, several other commands had to be entered and Kodi was later able to be
downloaded through unofficial source and then mstalled successfully.

sudo apt-get install python-software-properties
sudo add-apt-repository ppa:team-xbmc/ppa

sudo apt-get update

sudo nano /etc/apt/sources/list.d/mene.list

/fadded this line at the end of the list:

//“deb http://archive.mene.za.net/raspbian wheezy contrib™

sudo apt-key adv --keyserver keyserver.ubuntu.com --recv-key 5243CDBD
sudo apt-get install kodi //working, file size = 51.8 MB

3) Ornce Kodi s mstalled, the program is then started from system menu. Kodi managed
to be executed and run normally. This n a way proved that Kodi is compatible with

the Pidevice and its Raspbian OS.
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4) Kodi functions and features are then explored and tested i terms of media files
playback (audio, video and images) and its default settings are also modified slightly.

5) Note that there is an unresolved bug/error upon exiting Kodi which cause the desktop
screen to tun black and mput from keyboard and mouse seems to be unresponsive.
This s apparently due to the Raspbian GUI failed to reload again after exitng a full-
screen Kodi program The only way to get access back is either by clicking Cerl + Al

+ FI combination keys to enter console-only GUI or simply restart the P1device.

442 Media Center Specification
specification of the media center function at this phase is as described in table below:

Table 4.3: Media center components and their specification.

Model/Version Description
Device | Model B+ Central controller device
Device | Acer x193HQ Default output display for Rasp Pi
Device | Logitech Z103 Default audio output
Software | 3.12.22+ Default OS for Rasp Pi
Software | 14.1 Default media center software
HDMI cable Cable | Standard HDMI For video output to montor/screen
DMI to DVI Adapter | F-M adapter For connection with PC monitor
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15 Development Phase 4: Webserver Components Installation

I phase 18 mainly to equp the system with webserver components to make the system
apable to act as a web server. Main objective 15 to install LAMP Webserver, which consists
il Apache, MySQL and PHP components. Once the web server essential components are

plalled, © will be then tested and venified.

45.1 Installation Procedures

Jhe bstallation procedures for this development phase a‘re as described step-by-step below:
) The LAMP webserver components are mstalled one by one through termmal
commands. All components are downloaded through Internet access provided by
smartphone Wi-Fi hotspot and mstalled automatically once download 1s finshed.

apt-get update //update system first
apt-get install apache2
apt-get install mysgl-server

apt-get install php5
apt-get install php5-mysql
apt-get install phpmyadmin

2) Once a component 15 downloaded, no further configuration is needed to complete
mnstaliation except for phApMyAdmin component. Durmg installation, phpMyAdmin s
set to be automatically run by Apache? program. password for access 18 prompted and
defmed here and new database was mstalled and configured automatically using
dbconfig-common configuration option.

3) After that, Apache2 config file s then modified (/etc/apachel/apache?.conf). Once
done, the system is then rebooted.

sudo nano /etc/apache2/apache2.conf
//added this to the last line :

//“Include etc/phpmyadmin/apache.conf”
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4) Once phpMyAdmin is successfully nstalled, it is then accessed through a web browser
and configured.

//phpmyadmin login:
//username: root

//password: <the password defined during installation>
//phpmyadmin URL access: http://raspberrypi/phpmyadmin/

5) Once access to phpMyAdmin through web browser is verfied, its webserver function
is then tested. This is done by accessing its default webserver index.him! page (in
varfwww/) through a web browser. The default \;febpage was verified to be accessible
from the Pi device tself (through localhost), and both from laptop and smartphone
access (through accessmg default Pidevice [P address).

//URL to access index.html from Pi device:
http://localhost/

//URL to access index.html from laptop/phone
http://192.168.1.65 //default Pi device IP

452 Webserver Specification
he specification of the webserver components at this phase is as described in table below:

Table 4.4: Webserver components and their specification.

Model/Version

Name Type Deseription

Meodel B+ Central controller device
Software | 3.12.22+ Default OS for Rasp I
Software | 2.2.22 (Debian) Part of LAMP webserver
Software | 14.14, dist 5.5.4] Part of LAMP webserver
Software | 5.4.39 Part of LAMP webserver
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46 Development Phase 5: Web-based Ul Implementation

s phase s mamly to eqump the system with a Web-based mterface, as an mtermediate
detween the Pi device and user. Main objective is to develop a Web-based miterface for user
meraction with the file server function. The webserver capabilty 15 realzed by LAMP
webserver which was mstalled previously in Phase 4. The Web-based Ul mam purpose is to
a access to file server configuration without direct access to the system Aside from
fhat, the Web-based mterface was extended to inchide secondary media center function, where

can view and play media files through web player and web image viewer.

process of configuring Samba server mamly nvolves the modification and configuration
of smb.conf file, the Samba configuration fle which is located nside /etc/samba/ folder. And
s, the nature of the configuration needs a system that can read and writc or modify the the
ontent of the file. The mamn idea is to do this through a Web-based interface, and in this
ext, it 5 by using a web page to do the configuration. This is possible to be done through
e utilzation of HTML, JavaScript, CSS and PHP technologies. In a way, the Web-based

derface can be seen as a Web-app application that configures the system file server function.

ore the development of the Web-based interface can be mibiated, it has to have a proper
s and planning. Duning analysis process, extensive research has been done focusing on
technical details of how the configuration will be achieved or whether it 15 even
whie. 1t was then found that PHP has various built-in functions to support read and write

erations 1o external file but lack proper parser function that can parse configuration file like
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Samba’s CONF file. PHP does however have a bult-in parser called parse ini file() to parse

IN] file, another type of configuration file.

What this parser function do-es is parses the content of a configuration fle and put them m
kel 1 multi-associative array, and return the associative array. For more details, see its
entation as referenced by php_ini file (n.d.). The structure of INI fle and CONF fie is
e same since both consist of one or more sections that are enclosed in square brackets, e.g.
lectionName] and have corresponding key and value under each section. The section names
e unique but the key and values are usualty not. And due to this, parse ini_file() function

an be used to parse Samba’s CONF file too. The generic structure is as shown below:

value?

Figure 4.2: The generic structure of INI and CONF file.

lowever, the built-in function has certain litations when reading certam key values that
onain reserved words: where values lke null, off, no and false result m “ * (blank),
fike values like yes and true result in “1” (php_ini file, n.d.). This becomes a problem
fen parsing Samba’s CONF file since it contains yes and no values and the content of the
Ty being passed does not reflect the file actual content. However, due to performance
sideration and time constraint, it s decided that parse_ini file() function will be used,

her than creating a new parser function from scratch that may not even be parsmg correctly.
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thus, it was mandatory to create PHP functions that can manpulate multi-associative
amy and change the values inside the array, regardless whether parsmg Samba CONF file
il be using built-m function or not. As for the displaymg and modifying the content of the
CONF  file through web-browser, PHP, HTML, CSS and JavaScript technologies will be

gllized to realize that.
+6.2 Implementation Procedures

46.2.1 Webpages for Web-based Ul

Table 4.5: Summary for the webpages for Web-based UL

Criteria Information
24

otal number of web pages

23 PHP files, 1 HTML

| ines of code (LLOC) Range: 137 (min) — 754 (max)

<webserver-folder>/SambaKodiP yWeb Ul/

The implementation procedures for the development of the base webpages are as described

siep-by-step below:

1) Several bootstrap-based website templates were browsed, compared and downloaded.

2) It was then decided that SB-Admin-2.1.0.6 will be used as the website template mamly
because of its sleek and attractive design along with various examples that showcasing
its Ul elements for future reference during coding process.

3) The template was then uploaded into Raspberry Pi default webserver folder
(var/www/) and the template was tested and verffied to be displayed and working

correctly and can be accessed from P localhost and from outside (laptop and phone).

75



4) The SB-Admin-2 template is then modified and several html and php webpages are
created one by one by mamly by using Notepad++. The webpages were created based

on the file server functionality. The full list are as histed m table below:

Table 4.6: The list of web pages for WebUI component.

mdex.php The default, mdex page for this Web-based UI ste.
1 | logm.php The login page to log in to the system.
| register.php The page for new users fo register for new account.
4 | about.php The page to briefly explain what the website is all about.
5 | contact.php The page to display contact nformation and contact form.
b | home.php The home page for registered user after they are logged in.
system.php The page to display the whole system mformation as a whole.
§ system-config.php The page to configure the system as a whole.
| server.php The page to display Samba server nformation.
'll]l ‘server-shares.php The page to display and add, edit and delete Samba shares.
| server-config.php The page to display and edit Samba server configuration.
12 [ media.php The page to display media library mnformation.
i media-music.php The page to play music files stored m the system storage.
‘714‘ media-video.php The page to play video files stored i the system storage.
| media-pictures.php The page to view images stored in the system storage.
16 | users-new.php The page to manage new user application
: nsers-manage.p hp The page to manage existing user accounts.
‘1.34 comments.p hp The page to give comments and feedbacks for this system.

| comments-view.php The page to view comments and feedbacks on this system.

| profile.php The page to manage user proﬁfe mformation.
| account.php The page to manage user login information.
21 | error-access.php The page to display access error (user not logged in).

=

enor-permission.php | The page to display permission error (user is not an admin).

mdex.html The page to automatically redirect user to mdex.php.
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5) An official logo for the WebUI was also created usng Adobe Photoshop CSS5, and t
was duing this step that the system decided to be named SambaKodiPi, m honor to
Raspberry Piand the two main programs that power the system mam functionalities.

6) Over tmme, the webpages are being modified one by one as file server functions are
bemng developed tteratively and incrementally by utlizng PHP, JavaScript, HTML
and CSS technologies. Due to the high number of total pages and Jong hnes of (some
are redundant) code for each page, the resulting final sowce code for the WebUI pages
arc included as softcopy. The screenshots for each page however, are as shown m

Appendix Section 8.3.

46.2.2 The PHP functions for WebUl base operations

Table 4.7: Summary for the file handling WebUI base operations.

riteria Information
: SKP-Base.php
<webserver-folder>/SambaKod P i/ functions/

For WebUT session mitialization, login, user authentication,
dbase query, access restriction, and for all other basic WebUI

functions
Content details 28 global functions
ies of code (LOC) 567

lle implementation procedures for the development of the PHP functions for WebUI base

gperations are as described step-by-step below:

1) Before the WebUl operations start to be implemented, a new database called
SambaKodiPi s created through phpMyAdmin page (hitp.//localhost/phpmyadmin/),

Inside 1t 18 the new user table with manually mserted value.
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2) Once done, a new privilege 15 created for user called “fyp” and its password and
granted specific access to the SambaKodiPi database created previously. This user
credential will be used as login connection to connect to the database later.

3) The initial base PHP function was then created, specifically the login code section to

verify user login mto the system. The code section that works together with MySQL

was implemented m login.php page by using Dreamweaver CS5. The logm code 1s
then tested by logging m mto the system through the WebUl page and verfied once
the page manage to redirect user to home.php page upon successful login.

Next i1s the code section for Jogout action, also created usmg Dreamweaver CSS5, to

logout user from the system. Once done, the logout code is then tested and venfied

once user is redirected back to login.php page upon successful logout.

Next is the code section to extract user information (name and account type), mn order

to display them on the webpage under user icon scction, also created usng

Dreamweaver CSS5. The code section is then verified when 1t displays the user

mformation correctly.

That concludes the basic base operations for the WebUI pages. However, following

the capability of PHP functions to be workmg mside a single file, it was decided that

the WebUl base operations are to be placed mside a sigle fle ioo, called SKFP-

Base.php. The mam reason for this change is for readabilty and mamterance purposes

for the source code section nside WebUI pages. Domg this also heavily reduce code

redundancy of similar source code mside each page.

) In order to put the PHP base operations inside external file, the logic behind the code

generated by Dreamweaver need to be fully understood as it is stuctural And thus,
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putting them iside an external file then requred modification and creation of new
functions so that the code section can be called from each WebUI page.

All the base operations are then placed inside ther own function, which now accepts
parameter arguments so that they can be called and used by each WebUI page. These
functions are then later extended to mclude specific database query for user
authentication and also access restriction. Due to the high number of LOCs, the final
source code for the SKP-Base.php file that handles the WebUI base operations is not

mcluded m this report, but included as softcopy.
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16.2.3 The PHP functions for File Server operations

Table 4.8: Summary for the file handling WebUI file server operations.

iteria Information
e 1 SKP-FS.php
<webserver-folder>/SambaKodiP i/functions/

For manpulation of Samba configuration file (smb.conf) and
its content and other operations used by WebUI file server

! function
Content details 22 global functions, 19 class functions, total of 41
e of codes (LOCs) 891

The mplementation procedures for the development of the PHP functions for Samba CONF

manpulation are as described step-by-step below:

1) The mitial PHP functions created were the ones that access values m normal array.
They later extended to valhe modification m normal array. All functions were created
based mainly from examples from PHP documentation (php.net) and other typical
sources such as stackoverflow.com webstte.

2) Once the basic logic was mplemented, new functions were then created to handle
normal associative array. Once they were working fine, a discontmuous and very time
consuming effort was gven to extend the functions in order to support manpulation of
multi-associative array as well, especially level 1 multi-associative array, smce it is of
that structure of CONF file.

3) Once the functions are mplemented, they were being tested and modified accordingly
by processing dummy INl and CONF file, working along with parse ini file()
function to parse the content. Once the functions are verified to be accessmg the

content properly, it 1s then tested by parsing the real Samba CONF fle.
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4)

3)

Extra functions then created to modify values of yes and no mside Samba CONF fle
that are bemg displayed as "/" and “" (empty) inside array that is being passed by
parse_ini_file() function. This in tuwmn ensures that the values inside the array match
that of actual Samba CONF values. At this pomt, the whole parsing process nvolves
parsing usmg parse ini file() function and manual editmg of array values.

Once the parsing process are verified to be working correctly, only then other
functions are created and WebUI development focus back on “integrating” and using
these PHP functions to display and provide a way to configure the Samba CONF
content through the WebUL

As the implementation for WebUl progressed, more PHP functions were created
whenever necessary to accommodate the functions needed to implement file server
configuration. For proper utilization, some of the functions were extended again into a
class called SambaCONF, so that it is easier to be called and use 1ts functions once it i
mnttialized as object. In a way, the mplementation of the SambaCONF class also
utilized the concept of Object-Oriented Programming.

The PHP functions are then grouped together ito one PHP file and put under
finctions folder so that all WebUI pages can utlize them. Note that the source code
for the WebUI pages kept changing over time as more features are being mplemented.
Due to the high number of lines of codes (LOC), the fmal source code for SKP-FS.php
fle that handles the WebUI file server operations is not included i this report, but

included as softcapy.
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(Criteria Information

46.24 The PHP functions for Media Center operations

Table 4.9: Summary for the file handling WebUI media center operations.

SKP-MC.php

<webserver-folder>/SambaK od 1P /functions/

For manipulation and data retrieval from media directory and
other operations used by WebUI media center function

Total number of functions | 13

¢ of codes (LOCs) 327

1)

2)

3)

mplementation procedures for the development of the PHP functions for WebUl media

wenier operations are as described step-by-step below:

The mitial PHP functions created was the one that scans dmectory and return the
nformation in that dwrectory. They later extended to recursive drectory scannng
based on passed path parameter and retum the drectory mformation m an array. Some
of the concepts utlized n the functions were created based on examples from PHP
documentation (php.net) and other typical sources such as stackoverflow.com website.
Once the recursive directory scanning operations are working, new function was then
created to filter the directory for specific file type based on a specified extension vale.
Once this function is tested and working, it is then extended to fiter for several file
extensions at once, where the extensions are stored m an array, passed as a parameter.

Once the functions are tested to be working together, new function was then created
that combines the concepts of both recursive directory scanomg and file extensions
fitration. This was done so that all of the operations for directory scanning for specific
fle are stored and handled by one function. This function was then tested and proved

to be working as intended.


http:stackove17ow.com

4) After that, other functions were created to help with debuggmg. As the implementation
for WebUl media center function progressed, more PHP functions were created to
accommodate the functions needed to implement the WebUI media center function.

5) Aside from that, other functions were also added to retrieve summary of media files

nformation. Due to the high number of LOCs, the final source code for SKP-MC.php

file that handles the WebUI media center operations is not included in this report, but

included as softcopy.

46.3 Web-based Ul Specification

' specification for the WebUI components at this phase 1s as described in table below:

Table 4.10: Web-based Ul components and their specification.

Name Type Version Description
gostrap CSS CSS v3.3.2 | Base CSS for WebUI
Bostrap IS JavaScript | v3.3.2 Base JS for WebUl
.-;-;Awesome Font v4.3.0 Custom icon font for WebUI
Font Awesome.css CSS v4.3.0 Custom CSS font for WebUI
yphicon Regular Font v1.009 Custom icon font for WebUI
Hue Js JavaScript | v2.1.3 Base JQuery JS for WebUI
mbaK odiPi.css CSS vI.0 Custom CSS for WebUI
SubaK od PLjs JavaScript | v1.0 Custom JS for WebUI
| mbaKodiPijs JavaSeript | v1.0 Custom JS for WebUI
Ik - :aKodfPi_php PHP v1.0 Base PHFP connection to database ]
| B Admin-2 Template | v2.1.0.6 Base website template for WebUI
SKP-Base.php PHP | v1.0 PHP file, for WebUI base operations
.'-PS.php PHP v1.0 PHP file, for WebUI file server operations
SKP-MC.php PHP v1.0 PHP file, for WebUl media center operations
wr CSS/IS files CSS/IS | vary CSS/IS for SB-Admin-2 bootstrap template
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47 Development Phase 6: System Integration and Validation

s phase is mainly to integrate the file server and media center components in the Raspberry
Piwih the WebUI component. Main objectives are:

a) To valdate that the WebUI configuration function is working and capable to modify
the file server shares and server settmgs as intended

b) To validate that the WebUI media center function is working and capable to access,
read and play the media files stored m the media. folder

¢) To vahdate that the file server and media center components are compatible with the

WebUI component and between each other.

fle validation processes stated above were done by testing the WebUI functions on the real
AMP server in the Raspherry Pi. Most of the testing processes were done in conjunction
yih the System Testing activities. During the testing process, several errors and bugs were
_.vered and then fixed by modifying the source code of the WebUI component and
lifying certain file systems and permissions i Raspberry Pi system In the end, the WebUl
mporent was successfully mtegrated with the Raspberry Pi and compatible with the file

mer component and media center component.

¢ WebUl configuration function was validated to be working and capable to read Samba
afguration file (smb.conf) and display its content correctly on the WebUI page. It was alo
to be capable to modiy the file server shares and server settings correctly. The
bUI media center function was also validated to be able to access and read media files

red n media folder and capable to play and display them correctly on the WebUT page.
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48 Other Tools and Devices Used for Implementation

Below 1s the st of other tools and devices that were used to develop the system.

Table 4.11: Details of other tools and devices used during implementation process.

Name Type Model/Version Description

{IC Monitor Device | Acer x193HQ Used for coding WebUI pages
-l.aptop Device | Aspre 4750G Default PC for coding WebUI
Windows 7 OS Home, SP1 Default OS for laptop PC
e?yboard Device | Logitech K120 | Used for coding WebUl
Mouse Device | AVF AGM-X4 Used for coding WebUI
$mnph0ne Device Sony Xperia E Default Wi-Fi hotspot for Intermet
if_f_«'“ drive Device | DT G2 8GB Default USB drive for data transfer
‘Dreamweaver Software | CS5.5 vI1.5 Used for coding WebUL
1‘ Notepad-++ (Win) Software | 6.5.5 Used for coding WebUI
ény (Linux) Software | 1.22 Used for coding WebUI
DiffMerge Software | 4.2.0 Used for comparmg WebUI codes
WinRAR Software | 3.5.1 Used for archiving WebUI backups
ozlla Firefox Software | 36.0 Used for viewing and testing WebUI
Loogle Chrome Software | 41.0.2272.10l m | Used for viewing and testing WebUI

mirtphone Device | Sony Xperia Z1 Used for viewing and testing WebUI
' cables Cable Standard LAN For physical connection with router
NGA to VGA Adapter | M-M adapter For Pi connection with PC monitor
ernal HDD Device | WD 500GB External storage for backup purposes
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5 Chapter 5 - Testing

_' 1 Introduction

i section describes in detalls the testing activities for the system that is being mplemented
i ths project. The testing activities were done based on ISTQRB’s testing principles, using
ancept from the ISO 9126 standards as reference (Software Life Cycle, 2011). And thus, the
testing for this system covers four mam test levels:

a) Component testing

b) Integration testing

¢) System testng

d) Acceptance testing

ach test level may consist of several sub-testmg levels. Each level consists of description
hout the procedures on how the testing activities were done along with ther results. Testing
civities Iovolves both static and dynamic testing for the validation and verification of the

| system. Overall testing process focuses on measwig the quality of the system i terms

fhoth its functional and non-functional requirements.

. Component Testing

omponent testimg 1s essentially the first testmg level focuses on testing the smallest units of
software product. Main objective is to enswe that the system has the correct and complete
j;;*- based on its requrements. Component testmg for this system wmvolves unit
sting for the units of each hardware/software or device that makes up file server component,

elia center component, WebUI component and the systemn as a whole.
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It testing, m general, concerns with the testing of mdividual software units or object classes
lat make up a software program and testing is focused on their functionality. In the context of
s project, unit testing focused on three mam areas. Unit testing activities were performed on
mch of the areas by using bc.uth static and dynamic testing methods. Due to this, unit testing
Was essentially done using white-box test techmques. The testing areas are:

1) The functionality of each hardware/software component and electronic device

2) The functionality of each WebUI page

3) The functionalty of individual PHP functions that handle base operations, file server

operations and media center operations

52.1 Unit testing for hardware/software components

he hardware/software components and electronic devices in this context are those that were
#ed durng mmplementation phase as described n Chapter 4. Hardware components were
spected physically while software components were mspected by checkmg ther mstallation
wndition, both for any defects and later ther functionality was tested and verified one by one
assemblng process throughout the mmplementation process. After the testing, all
wmponents and devices were verified to be m good condition and working correctly. The

wult for this unit testing is as shown m Appendix Section 8§ .4.

Unit testing for WebUI web pages

for WebUI web pages, unit testing was performed by inspecting the base source code for each
wge for their structure and ndentations. The functionality and correctness of each page then
ter tested by viewing them usng web browsers (Mouzilla Firefox and Google Chrome). The
wmax and correctmess of each page source code were then verified by nspecting the page

e by usmg web browsers “View page source” built-in function. This function 18 capable
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0 highhght mcorrect or missing HTML tags as well as syntax error of HTML codes or
_rOper use of HIML attributes and elements. After the testing, all WebUl pages were
wrified to have proper structure and mdentations, have no syntax error in tags or improper
se of HTML elements and dsplayed correctly on web browser. The result for this wmut

wsting is as shown n Appendix Section §8.4.

52.3 Unit testing for PHP functions

for PHP functions, unit testing was performed by nspecting the source code of each of the
functions i three separate files namely: SKP-Base.php, SKP-FS.php and SKP-MC php.
e functionality and correctness of each function were tested by mspectmg the code lme by

% for correct structure and indentations and by executing the functions and class functions

sng fest.php page, an additional page created just for testing various HTML, JavaScript and

HP finctions before they were “transferred” and used m the actual WebUI page.

umg the testing, some functions were found to be incorrect and they were fixed and re-
- again until they are working as intended. After the testing, all PHP functions for base,
 server and media center operations were venfied to be coded correctly n terms of
whre, parameters, and function calling and thus verified to be working correctly. The

for this unit testing are as shown n Appendx Section 8.4,
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23 Integration Testing

Itegration testing 1s essentially the second test level after component testing. At this level, 1t
& assumed that the test objects for this level are already tested in component testing and ther
ugs and errors have already been fixed. The main objective of integration testing is to venfy
fie interaction and mterconnection between system devices and hardware components and the
lrctionalities  of the integrated components: the Raspberry Pi controller device, the file

server, the media center and the Web-based UL

Ui the context of this project, component testing focuses on three main areas:

1) The functionality of each of the ntegrated components (the Raspberry P1 component,
File Server component, Media Center component and LAMP webserver component)

2) The functionality of WebUl mtegrated component as a whole (WebUT pages and the
mtegration with its CSS files, JavaScript files and PHP function files

3) The mnteraction between all the mtegrated components that make up the SambaKodiPi

system as a whole

3.1 Functionality testing of integrated components inside Raspberry Pi

o (1), the Raspberry Pi mtegrated components were mspected physically for any physical
tfects. For other components, the sub-components that make up the component were tested
il verified based on certan test critena durmg ther mtegration process throughout the
pkmentation phase. Affer the testing, all mtegrated components were verified (o be in good
padiion and working correctly. Full results for this testing are described in details in Table

fin Appendix Section 8.5.
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5.3.2 Functionality testing of WebUI integrated components

For (2), the WebUI integrated components were tested based on certain criteria determined by
e author. The criferia include inspecting all webpage files for completeness and existence,
eviewing the extended source code that use or call any CSS, JavaScript, or PHP code or
finction. The mtegration between HTML, CSS, JavaScript and PHP was also verified by
g Firefox web browser “View page source” function. The functionality of it as a whole
was then verthed by how each page displays the end results on web browsers, as mtended and
without any error. Full results for this testing are described m details in Table 8.6 m Appendix

Section 8.5.

5.3.3 Integration testing between all integrated components

for (3), the interaction between the integrated components was tested once they are all
Hlegrated together to make up the resulting SambaKodiPi system n this project. The pre-
condition for this is when the WebUI component is successfully installed and configured in
e LAMP webserver folder. The interactions between them were tested based on certain
a determmed by the author. Full results for this testing are described m details n Table

87 Appendix Section 8.5.
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54 System Testing

System testing is the third test Jevel after integration testing. Main objective is to verify that
fhe SambaKodiPi system mmplemented meets its specified requrements. At thus level it is
assumed that the system is now fully assembled and has passed ntegration testing as a whole.
In the context of this project, system testing test object is the SambaKodiPi system as a whole.
System testing can verify that an mmplemented system fulflls s requirements based on two
ate classes of requrements:

a) Functional requrements

b) Non-functional requrements

In order to cover for both functional and non-functional requrements for the SambaKodiPi
gstem, it 15 tested based on software qualty characteristics as stated by ISO 9126 standard.
Thus, system testing covers the following three main characteristics:
1) Functionality

Covers functional testing, security testing, accuracy testing and nteroperability testing
2) Relability

Covers reliability testmg
3) Efficiency

Covers performance testing
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54.1 Testing Functionality

5.4.1.1 Functional testing

Description:

l unctional testmg focuses on testing the functions of a system In this testing, system
requrements and use cases are used as test basis to test the functionality of the final system
Procedures:

Jesting activities mvolved testing and verifying that the functionality of each of the system
requrements and use cases are fully mplemented.

m S:

Ihe final system passes all functional test cases as it has all base functions based on is
apecified requirements and use cases. The final system also includes additional (secondary)
media center function which was not origmnally specified m its base requirements. Full results

br finctional testing are described in details m Table 8.8 in Appendx Section 8.6.

34.1.2  Security testing

Description:

ecurity testing focuses on testing the access authorizations of a system. In this testing, the
weessbility restriction of the system is used as test basis to test the security of the system
hocedures:

esting activities involved testng the access restriction of the WebUI pages if user is not
meed m and access restriction if user tries to access restricted page/content specifically

fended for admin only. Also mcludes the testing of access restriction for WebUI subfolders

ut store sensitive information.
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The fmal system passes all security test cases. Access to certain WebUI subfolders is properly
restricted, vabdatmg that the Apache configuration 15 proper and .htaccess file is working,

Full results for security testing are described n details in Table 8.9 m Appendix Section 8.6.

54.1.3 Accuracy testing

Accuracy testmg focuses on testing a system capability to perform its functions to provide the
nght results or effects. In this testing, the accuracy of the Kodi program and WebUI are tested

based on the user interaction and mput agamst WebUI response and results bemg displayed.

Testing activities mvolved testing Kodi program and its accuracy to display and play a media
testing the WebUI structure m terms of correct web page for each of its URL lmk and

wsting the user mput for varous forms in the WebUl. The forms include the ones used for

finctions (o accept or reject user application, disable or enable existing user account and
psetting user password and delete an existing server share. The accuracy of WebUl media
wnter function was also tested, verifying that it can display list of media files comrectly and

pky the correct media file that is being clicked by user.
e final system passes all accuracy test cases. This further verified that the system was

moperly fixed for its defects/errors during component and mtegration test level Full results

or accuracy testing are described m details m Table 8.10 in Appendix Section 8.6.
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i4.1.4 Interoperability testing

~ ption:

\ccording to ISO 9126, mteroperability testng focuses on a system capability to mteract with
me or more specified components or systems. In this testing, the test cases focus on the
yambaK odiPi file server and WebUI components.

festing activities involved testing the interoperability of the file server capability to share files

other systems, which i this case the Wmdows platform and Android platform

final system passes all mteroperability test cases. SambaKodiPi file server function is
apable to host and share files to both laptop runmnmg Windows 7 and smartphone running
Android KitKat, through ES File Explorer app. The WebUI website is proved to be accessible
m both platforms, usmg both Google Chrome and Mozilla Firefox browsers. Full results for

teroperability testing are described i details in Table 8.11 m Appendix Section 8.6.
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4.2 Testing Reliability

142.1 Reliability testing

\ccording to ISO 9126, relability of a system is its capabilty to mamtain a specified level of
wibrmance under certain conditions and for a specific period of tme. In this testing, the test
wes focus on SambaKodiPi functions to run normally for a specific period of time.

icedures:

sting activities involved testing the Kodi media center program and WebUI media center
sction to play several media filles for a certam time period. It also mvolved testing the

umba file server shares accessibility over a 24 hours period.

wessble normally after the Raspberry Pi system been switched on for over 24 hours period.
wie that the file server function also relies on router stability that powers the network. Full

sults for reliability testing are described n details m Table 8.12 in Appendix Section 8.6.
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54.3 Testing Efficiency

34.3.1 Performance testing

Description:

Performance testing measwres how eflicient a system performs its functionalities. In the
context of this system, performance testing focus on the file transfer speed across file server
dmetion of SambaKodiPi system.

Procedures:

Testng activities to test the performance of file transfer speed mnvolved the copymg of a big
sie fle and measuring the time take to copy the file. In this case, a movie file of size | GB

was used. The detalls of the constant variables in the performance test are as described below:

Table 5.1: The constant variables in performance testing for file transfer speed.

Constant variables

Performance test procedure Copying a big file onto Desktop

File being transferred Movie file ofsize 1 GB (1000 MB)

External HDD used Seagate 500GB (with USB 3.0 support)

maved USB-hub used 10-slots Powered USB-hub (support only up to USB 2.0)

| aptop PC being used Acer Asprre 4750G

Baspberry Pi storage Kingston Micro SD 8GB class 4

1o test the performance of file transfer speed, the time taken to copy the 1 GB file was tested
o various setup and condition as well as copymg the file itself as server share. The file was
twpied for several times through the extermal HDD, with and without powered USB hub as
glermediary and also using Raspberry Pi to test real-time file transfer speed when the file is
decessed through server shares. The list of the different setups to test the file transfer speed is

i listed  below:
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a) External HDD - Powered USB Hub - Raspberry Pi (using File Manager)

b) External HDD - Powered USB Hub - Raspberry Pi (using LXTerminal)

¢) External HDD - Powered USB Hub - Raspberry Pi (using default command-line, no
desktop GUI) |

d) External HDD - Powered USB Hub - Raspberry P1- Router - Laptop (the file as server
share — the operational setup)

e} External HDD - Laptop USB 2.0 slot

f) External HDD - Powered USB Hub - Laptop USB 2.0 slot

g) External HDD - Laptop USB 3.0 slot (the ideal setup)

h) External HDD - Powered USB Hub - Laptop USB 3.0 slot

Through the test, it 1s found that the speed of file transfer through server shares is almost the
ume as normal copying speed from external HDD mto the Raspberry Pi itself, which s
woud 5 MB per second. This file transfer speed is already qute good to ensure smooth
media streaming. As an ideal comparison, the file transfer speed is at optimum speed of

sound 55 MB per second when tested through the ideal setup.

u that the file transfer speed was restricted by the limitation of the powered USB-hub that
s being used only supported up to USB 2.0 transfer speed. At the time of the testing, a
owered USB hub that supports USB 3.0 was not available. It is believed that from the test
wesults, the file transfer speed of a file as server share should be much higher or could be close
0 50 MB per second if the storage has a powered USB hub that can support USB 3.0. The
wsults of the performance of file transfer speed are as shown in Table 8.13 m Appendix

Section 8.6.
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5.5 Acceptance Testing

Acceptance testing is the fourth and final test level after system testing. Main objective is for
ended users of a system to actually use the system and decide whether the system meets
eir specified requirements. In the context of this system, the actual end-user for the system is
the author himself Thus, alpha testing and beta testmg are a moot point considering the end
wer 18 the developer himself and he already more than familiar with the system functions,
crations and limitations. However, these testmg can still be done m the future shall the
system s infended for other group of users. Due to this, only acceptance testing 1s done on the

system, to test user acceptance of the system

55.1 Testing user acceptance

acceptance testing is performed by the intended user of a system by actually using the
fnal system and deciding whether the system is ready to be accepted and deployed on a real

wvronment. Test cases were based on certain critenia determined by the author.

{reria focus on whether the final system is complete with sufficient enough fiunctions and
ures. It also test on whether the user Is satisfied with the system as a whole and accept t as

ilat they really wanted.
be final system passes all user acceptance test cases. The intended user, which 1 the

weloper himself s fully satisfied with the file server and media center functions. The

ended user also fully satisfied with the Web-based user interface (WebUI) file server
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.6 Summary

his chapter has described in detals how the system was tested through four test levels

imely component testing, integration testing, system testing and acceptance testing. Each

level contains sub-testing activities. In each testing actmvities, the test descrptions,
socedures and results are stated and described accordmgly along with full testing results,
ielided n Appendix section. Affer the system underwent those testing activities, the system
s a whole has passed all the test cases. Finally it was accepted by the mtended user as a

onplete system with sufficient functionalities, fulfilling what the user mtended.
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Chapter 6 - Conclusion and Future Works

6.1 Conclusion

In this FYP Final Report, all chapters seemed to have described and explamed in details about
& resulting fmal system for this FYP project. Chapter 1 has mtroduced this system on what
was all about and Chapter 2 has provided more than sufficient literature review for this system
its background mnformation. Meanwhile, Chapter 3 described in details the system
amalysis and design for this system along with s architecture and concept. Then Chapter 4
outlmes  1ts implementation details through its six development phases i realzmg thus fmal
spstem. Finally, Chapter 5 displayed in details the testing activities that were done on the final

sistem along with ther results which are mcluded n Appendix section.

pite the overwhelmmg odds of techmcal difficulties and time constramt, n the end, the
lnal system was successfully developed. The final system, which nicknamed as SambaKodiPi
& essentially an integrated system of 5 mam integrated components, namely: the Raspberry Pi
tomponent, the Samba fle server component, the Xodi media center component, the LAMP
webserver component and its Web-based User Interface (WebUI) component. All of these
womponents have passed component and mtegration testing and proved to be working
gether. The final system also passed system testing, which tested its functionality and
relability and finally acceptance testing by its mntended user. Granted that the system may still
be quite simple but there will always be rooms and tme for improvements and addition of
more functions in the future. And it is now properly equipped with all the required capability

b realize all s ongnal intent and purposes. Thus, the final year project aimed to develop this

as a whole, 15 definutely a success.
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6.1.1

System limitations

Note that the final system has the following limitations:

a)

b)

d)

Its file server and file sharing function is ntended for personal usage, n a small home
LAN network environment with bmited number of users (around 5). Thus, ts file
server and file sharmg is not tested to cater for high number of users. Note that doing
this may overload the Raspberry Pi device and crash if it cannot handle high number
of users connectmg and accessing its server shares concurrently.

Its primary media center function was tested to work with one video output, etther PC
monitor or HDTV. Its HDMI wideo capability was not tested on multiple monitors or
screens and Raspberry P1may lack the power to support multiple momnitors output.

Its Web-based User Interface (WebUI) component was tested only on Google Chrome
v42 and Mozlla Firefox v36, on both Windows and Android platforms. And thus, it
was not tested on other web browser, running on other platform Also note that s
display and functionality may not work on web browsers with low HTMLS support.

Its secondary media center function, which prowvides audio and video files playback
using its WebUI component is Imited in terms of format support. The audio player for
the WebUI was mplemented usmg HTMLS audio element and thus its audio playback
support s Imited to MP3, WAV and OGG file extensions. The video player for the
WebUI was mplemented usmg DivX web player plugin and thus its video playback
support is Imited to MKV, DIVX, MP4, M4V and MOV file extensions.

Also note that since the secondary media function for video playback uses 3™ party
DivX web player plugin, the WebUI video playback will not work on web browsers on
mobile devices since they lack support for 3" party plugins. Audio and image viewer

function however should be working fine as they are using purely HTMLS elements.
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62 Future Works

There are many other functions that the author would have liked to add into the system but
unable to do so due to overwhelmmng time constramt as well as due to technical
hnowledge and mplementation Jmitations. Other original functions intended for the system
were also not mplemented due to ther mpossible nature or out of the original system scope.
are now essentially categorized by the author as possible future works that can be done

o mprove the system, where some will mplemented by the author himself The list of future

1) Extend the system for access outside of local network/through the internet, but domg
this will also need the system to be equipped with proper security unplementation
(along with proper session timeout and dual-login prevention)

2) Add TV-viewmg function (was not mplemented due to lack of hardware component
and tme constramt)

3) Develop a custom-made parser to parse Samba CONF file and avoid the lmitations of
php ini file() with certain keywords

4) Develop WebUI system config, if possible, to have function to enable/disable file
server, remote restart/shutdown of Kodi program and remote restart of Raspberry Pi

5) Develop an mtermediary GUI for direct system management for the Rasp Pi (same
concept with WebUI) that shall separate direct access to system OS

6) Extend Kodiand WebUI media center function files to include user-uploaded content

7) Extend WebUI system mfo, if possble, to display server health, performance and logs

8) Extend WebUI to have a web-based terminal access using SSH to manage system

9) Improve WebUI media function to have playlist function (with queue, lke Youtube)

10) Improve WebUI to have localization for other languages
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8 APPENDICES

8.1 Appendix A - Default content of Samba configuration file

% This is the main Samba configuration file. You should read the

# smb.conf(5) manual page in order to understand the options listed
¢ here. Samba has a huge number of configurable options (perhaps too
i many!) most of which are not shown in this example

]

# Any line which starts with a ; (semi-colon) or a # (hash)

is a comment and is ignored. In this example we will use a #

# for commentry and a ; for parts of the config file that you

£ may wish to enable

NOTE: Whenever you modify this file you should run the command "testparm”
# to check that you have not many any basic syntactic errors.

A S S S p— Global Settlngs

J#workgroup = NT-Domain-Name or Workgroup-Name, eg: REDHAT4
workgroup = MYGROUP

# server string is the equivalent of the NT Description field
server string = Samba Server

\

# This option is important for security. It allows you to restrict
# connections to machines which are on your local network. The
following example restricts access to two C class networks and

4 the "loopback” interface. For more examples of the syntax see

# the smb.conf man page

5 hosts allow = 192.168.1. 192.168.2. 127.

# If you want to automatically load your printer list rather
# than setting them up individually then you'll need this
load printers = yes

# you may wish to override the location of the printcap file
;  printcap name = /fetc/printcap

#on SystemV system setting printcap name to lpstat should allow

# you to automatically obtain a printer list from the SystemV spool
£ system

; printcap name = lpstat

# It should not be necessary to specify the print system type unless
# it is non-standard. Currently supported print systems include:
# bsd, sysv, plp, lprng, aix, hpux, gnx
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;; printing = bsd

|# Uncomment this if you want a guest account, you must add this
Jetc/passwd

|4 otherwise the user "nobody" is used

|, guest account = pcguest

& this tells Samba to use a separate log file for each machine
# that connects
log file = /usr/local/samba/var/log.%m

max log size = 5@

4 Security mode. Most people will want user level security. See
# security level.txt for details.
security = user

Wilbe password server option only with security = server

# The argument list may include:

# password server = My _PDC_Name [My BDC_Name] [My Next B8DC_Name]
% or to auto-locate the domain controller/s

password server = *

password server <NT-Server-Name>

# Note: Do NOT use the now deprecated option of "domain controller”
# This option is no longer implemented.

£ You may wish to use password encryption. Please read

# ENCRYPTION.txt, Win95.txt and WinNT.txt in the Samba documentation.
# Do not enable this option unless you have read those documents
encrypt passwords = yes

# Using the following line enables you to customise your configuration
#£on a per machine basis. The %m gets replaced with the netbios name

¢ of the machine that is connecting

include = /usr/local/samba/lib/smb.conf.%m

4 Most people will find that this option gives better performance.

# See speed.txt and the manual pages for details

# You may want to add the following on a Linux system:
SO_RCVBUF=8192 SO_SNDBUF=8192

socket options = TCP_NODELAY

# Configure Samba to use multiple interfaces

# If you have multiple network interfaces then you must list them
% here. See the man page for details.

; interfaces = 192.168.12.2/24 192.168.13.2/24

# Browser Control Options:
# set local master to no if you don't want Samba to become a master

# browser on your network. Otherwise the normal election rules apply
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4 elections. The default value should be reasonable
', os level = 33

¥ Domain Master specifies Samba to be the Domain Master Browser. This
V#allows Samba to collate browse lists between subnets. Don't use this

T#and gives it a slightly higher chance of winning the election
; preferred master = yes '

# Enable this if you want Samba to be a domain logon server for
# Windows95 workstations.
; domain logons = yes

# if you enable domain logons then you may want a per-machine or
# per user logon script

# run a specific logon batch file per workstation (machine)

\; logon script = %m.bat

# run a specific logon batch file per username

; logon script = %U.bat

\iwhere to store roving profiles (only for Win95 and WinNT)

4 %L substitutes for this servers netbios name, %U is username
# You must uncomment the [Profiles] share below

F logen path = \\%L\Profiles\%U

& Windows Internet Name Serving Support Section:

# WINS Support - Tells the NMBD component of Samba to enable it's WINS
Server

; wins support = yes

# WINS Server - Tells the NMBD components of Samba to be a WINS Client
¢ Note: Samba can be either a WINS Server, or a WINS Client, but NOT
both

;  Wwins server = w.x.y.z

# WINS Proxy - Tells Samba to answer name resolution queries on

% behalf of a non WINS capable client, for this to work there must be
# at least one WINS Server on the network. The default is NO.

;  wins proxy = yes

£ DNS Proxy - tells Samba whether or not to try to resolve NetBIOS names
# via DNS nslookups. The built-in default for versions 1.9.17 is yes,

# this has been changed in version 1.9.18 to no.

~ dns proxy = no
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fe======cc-===s===socoooo=o== Share Definitions

comment = Home Directories
browseable = no
writable = yes

# Un-comment the following and create the netlogon directory for Domain
Logons

; [netlogon]

; comment = Network Logon Service

path = /usr/local/samba/lib/netlogon

guest ok = yes

writable = no

share modes = no

# Un-comment the following to provide a specific roving profile share
# the default is to use the user's home directory

3[Profiles]

3 path = /usr/local/samba/profiles

5 browseable = no

s guest ok = yes

# NOTE: If you have a BSD-style print system there is no need to
# specifically define each individual printer

[printers]

comment = All Printers

path = /usr/spool/samba

browseable = no

# Set public = yes to allow user 'guest account' to print

guest ok = no

writable = no

printable = yes

# This one is useful for people to share files
i[tmp]
; comment = Temporary file space
path = /tmp

read only = no

public = yes

# A publicly accessible directory, but read only, except for people in
# the "staff" group

|;[public]

comment = Public Stuff

path = /home/samba

public = yes

writable = yes

printable = no

write list = @staff
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# A private printer, usable only by fred. Spool data will be placed in
fred's

# home directory. Note that fred must have write access to the spool
directory,

% wherever it is.

;[fredsprn]

;  comment = Fred's Printer

valid users = fred

path = /homes/fred

printer = freds_printer

public = no

writable = no

printable = yes

# A private directory, usable only by fred. Note that fred requires write
# access to the directory.

;[fredsdir]

;  comment = Fred's Service

;  path = /usr/somewhere/private

valid users = fred

public = no

writable = yes

printable = no

# The %m gets replaced with the machine name that is connecting.
s [pchome ]
; comment = PC Directories
; path = Jusr/pc/%m
', public = no
; writable = yes

# A publicly accessible directory, read/write to all users. Note that all
| files

| # created in the directory by users will be owned by the default user, so
|# any user with access can delete any other user's files. Obviously this

# directory must be writable by the default user. Another user could of
|course

¥ be specified, in which case all files would be owned by that user
iinstead.

;[public]

;5 path = /usr/somewhere/else/public

;  public = yes

only guest = yes

writable = yes

printable = no
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l# The following two entries demonstrate how to share a directory so that
two

% users can place files there that will be owned by the specific users. In
this

it setup, the directory should be writable by both users and should have the
# sticky bit set on it to prevent abuse. Obviously this could be extended
to

# as many users as required.

;[myshare]

comment = Mary's and Fred's stuff

path = /usr/somewhere/shared

valid users = mary fred

public = no

writable = yes

printable = no

create mask = @765

.
L
v
]
J
"
3
3
k)
J

8.2 Appendix B - Modified content of Samba configuration (smb.conf)

[global]

netbios name = Samba

iﬁrver string = Samba TEST SERVER

workgroup = MSHOME

security = user

hosts allow = 127. 192.168.1. 192.168.43.
interfaces = 127.0.©.1/8 192.168.1.11 192.168.1.111 192.168.43.83
remote announce = 192,168.1,255 192.168.43.1
printcap name = /etc/printcap

load printers = yes

printing = bsd

est account = smbguest

log file = /var/log/samba/samba.log

nax log size = 1000

encrypt passwords = yes

socket options = 'TCP_NODELAY'

local master = no

domain master = no

oreferred master = no

domain logons = no

[Raspberry Pi Webserver]



http:192.168.1.11
http:192.168.43

comment = 'Pi Web server folder - Just for Debugging'
path = /var/www/

browseable = yes

writable = yes

read only = no

public = no

valid users = pi

[Samba CONF Folder]

comment = 'Just for Oebugging'
path = /etc/samba/

browseable = yes

writable = yes

read only = no

[Media Folder]

comment = 'Default media folder'
path = /media/

browseable = yes

writable = yes

read only = no

public = no

[test-share-R]

comment = 'testing share on actual server'
path = /test/test-share-R/

browseable = yes

writable = no

read only = yes

= no

: = 'test'
path = /test/test/
browseable = yes
writable = no

[samba-backup]
comment = 'samba backup folder'
= /home/pi/samba/

browseable = yes
= yes
= no
no
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8.3 Appendix C - The screenshots of WebUI pages.
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Figure 8.1: Screenshot for index.php page.
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Figure 8.18: Screenshot for server-config.php page, tab edit config.
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Figure 8.19: Screenshot for server-config.php page, tab server CONF,

Server Config (CONF structure)
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Figure 8.20: Screenshot for media.php page (media info tab).
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Figure 8.21: Screenshot for media.php page (browser requirements tab).
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Figure 8.22: Screenshot for media.php page (formats support tab).
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Figure 8.23: Screenshot for media-music.php page.
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Figure 8.24: Screenshot for media-music.php page (with audio playback).
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Figure 8.26: Screenshot for media-video.php page (video clips tab).
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Figure 8.30: Screenshot for users-new.php page (application history tab).
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8.4 Appendix D - Component Testing Results

Table 8.1: Unit testing results for system components and devices.

Model/Version Condition Functionality
Raspberry Pi Device Model B+ OK OK
Modem/Router Device Speedtouch585 v6 OK OK
PC Monitor Device Acer x193HQ OK OK
Stereo speakers Device Logitech Z103 OK OK
Laptop Device Acer Aspire 4750G OK OK
Keyboard Device Logitech K120 OK OK
Mouse Device Logitech M185 OK OK
Laptop Device Acer 4750G OK OK
Smartphone Device Sony Xperia E OK OK
Smartphone Device Sony Xperia Z1 OK OK
USB drive Device DT G2 8GB OK OK
Extermal HDD Device WD 500GB OK OK
Raspbian Software 3:1222+ OK OK
Kodi Software 14.1 OK OK
Samba Software 3.6.6 OK OK
GAdmin-Samba Software 0.2.9 OK OK
Apache Software 2.2.22 (Debian) OK OK
MySQL Software 14.14, dist 5.5.41 OK OK
PHPS Software 5.4.39 OK OK
Dreamweaver Software C85.5v11.5 OK OK
Notepad++ (Win)  Software 6.5.5 OK OK
Geany (Linux) Software OK OK
DiffM erge Software 4.2.0 OK OK
WinRAR Software 3.5.1 OK OK
Mozilla Firefox Software 36.0 OK OK
Google Chrome Software 41.0.2272.101 m OK OK
HDMI cable Cable Standard HDMI OK OK
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LLAN cables Cable Standard LAN OK OK
HDMI to DVI Adapter F-M adapter OK OK
VGA to VGA Adapter M-M adapter OK OK

Table 8.2: Unit testing results for each of WebUI pages.

Page name ~ Structure  Correctness Functionality

1 index.php OK OK OK
2 login.php OK OK OK
3 register.php OK OK OK
4 about.php OK OK OK
5 contact.php OK OK OK
6 home.php OK OK OK
7 system.php OK OK OK
8 system-config.php OK OK OK
g server.php OK OK OK
10 server-shares.php OK OK OK
11 server-config.php OK OK OK
12 media.php OK OK OK
13 media-music.php OK OK OK
14 media-video.php OK OK OK
15 media-pictures.php OK OK OK
16 users-new.php OK OK OK
17 users-manage.php OK OK OK
18 comments.php OK OK OK
19 comments-view.php OK OK OK
20 profile.php OK OK OK
21 account.php OK OK OK
22 error-access.php OK OK OK
23 error-permission.php OK OK OK
24 mdex.htm| OK OK OK
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Table 8.3: Unit testing results for PHP functions in SKP-Base.php file.

‘Function name Structure Correctness  Functionality
1 initSession() OK OK OK
2  authUserLogin() OK OK OK
3  initLogoutUser() OK OK OK
4  initAuthorizedUserType () OK OK OK
5 isAuthorized() OK OK OK
6  GetSQLValueString() OK OK OK
7  dbaseQueryToAuthUser() OK OK OK
8  freeUservar() OK OK OK
9  isAdminSection() OK OK OK
18 isUserSection() OK OK OK
11 processUserReg() OK OK OK
12 getNewApplications() OK OK OK
13 getActiveUsers() OK OK OK
14 getDisabledUsers() OK OK OK
15 approveNewUser() OK OK OK
16 updateApplicationStatus() OK OK OK
17 resetUserPassword() OK OK OK
18 disableUserAccount() OK OK OK
19 enableUserAccount() OK OK OK
20 getProfileData() OK OK OK
21 updateProfileData() OK OK OK
22 getAccountData() OK OK OK
23 changeUserPassword() OK OK OK
24  getAllUsernames() OK OK OK
26  isUsernameExist() OK OK OK
27 insertComment() OK OK OK
28 getAllComments() OK OK OK

Table 8.4: Unit testing results for PHP functions in SKP-¥S.php file.



Function name Structure Correctness  Functionality

isNormalArray()
2 iéindexedAr'r'ay() OK OK OK
3 displayIndexedArray() OK OK OK
4 isInNArray() 0K OK OK
5 displayNArray() - OFe OK OK
6 printFound() ' B OK OK OK
7 setValuelnArray() OK OK OK
'8 KV_isInAArray() OK OK OK )
9  K_isInAArray() OK OK N ClG
10 V_isInAArray() OK OK OK
11 S_isInAArray() OK OK OK ‘
12 setValueInAArray KV() OK OK OK
" 13 setValueInAArray K() OK OK ‘ OK l
14  setValueInAArray V() . 0K OK o COK
15  displayCONF() = OK A ) -
16 parseCONF() OK OK OK
17 getSectionName() OK OK OK
18 getAllSectionName() OK OK OK N
19 printAllSectionName() OK OK 0K |
20 getSectionContent() OK OK OK
21 getAArraylLevel() oK 0K OK
| 22 ERROR_FS() OK OK OK
23 SambaCONF class OK OK oK
24 SambaCONF()* OK OK OK
25 parseCONF()* OK = 0K OK
26 displayCONF()* o OK 0K OK
37 displayGlobalSection()*—k oK " 0K 00 OFR
28 displayAllShareSection()* OK OK OK
29 getAllShareSéétion( 3 OK OK OK
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30 printAllShareNames()* OK OK OK
31 getTotalShares()* OK OK OK
32 getSectionContent()* OK OK OK
33  removeSection()* OK OK OK
34  getBackupCONF()* OK OK OK
35 getParsedCONF()* OK OK OK
36 restoreParsedCONF()* OK OK OK
37 processNewShare()* - 0OK OK OK
38 addNewShare()* OK OK OK
39 processServerkdit()* OK OK OK
40 overwriteGlobalSection {)* 0K OK OK
41  CONF_ArrayToString()* OK OK OK
42 writeIntoSambaCONF()* OK OK OK

Note: All functions marked with * are all class functions of SambaCONEF class.
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Table 8.5: Unit testing results for PHP functions in SKP-MC.php file.

No Function name Structure Correctness  Functionality
1  ERROR MC()
2 scanDirectory() - 0K OK OK
3 filterPathInfo MKV() NS Ok T
4 filterPathiInfo() 0K ~ OK - OK
5  scanDirectoryWithEXT() OK OK OK
"6 displayPathInfo() 0K OK  OK
ﬁtAbsolutéMﬁ() S T T OK |
8 getFullAudioPath() OK OK OK
9 getFullImagePath() 0K OK OK
10 getAudiofilesCount() 0K oK OK—f
11 getVideoFilesCount() B O . L Ok I
'TgetImage_Fmo i OK 0K 0K |

" 13 countFilesWitheXT() OK Ok - OK
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8.5 Appendix E - Integration Testing Results

Table 8.6: Integration testing results for each of SambaKodiPi components.

Test Criteria Result
Raspberry Pi Inspection on physical defects of Pi board Pass
component -checking for faulty peripheral parts and slots
Inspection on plugged devices connection Pass

-checking that all external devices are plugged correctly

Functionality of Raspberry Piwhen switched on Pass

-whether the Raspberry Pi is starting when switched on

Inspection on LED lights when switched on Pass
-verifying that the LED lights are on and blpping

Inspection on of Raspbian OS installation Pass

-checking that the OS 15 complete and with broken parts

Functionality of Raspbian OS Pass
-checkmg that the OS is functioning properly
File server Inspection on Samba program mstallation Pass
compone nt -checking that Samba is complete with no broken parts
Functionality of Samba program Pass f

-checking that Samba server is running properly

Accessibility of Samba configuration file Pass

-checking that the file exists and can be accessed

Functionality of Samba server shares Pass
-checkmg that Samba is capable of sharmg folders and

they are visible and accessble from outside using laptop

Media center Inspection on Kodi program mstallation Pass

-checking that Kodi is complete with no broken parts

Compatibility of Kodi program Pass

-checking that Kodi is running normally on Raspbian

Functionality of Kodi program Pass

-checking that Kodi can search and play media files
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Accessility of media files used by Kodi

-checking that the media files are accessible by Kodi

Pass

LAMP webserver

component

Inspection on Apache2, MySQL and PHPS mstallation

-checking that the programs exits and are complete

Pass

Functionahty of LAMP webserver
-checking that the webserver i1s hosting properly by

accessing the default server page in /var/www/

Pass

Accessibility of LAMP webserver
-checking that the default webserver page is accessible

through localhost and from outside on laptop PC

Pass

Functionality of PHPMyAdmin sub-component
-checking that it is accessible on browser through

localhost using proper logm credential

Pass

WebUI component

Inspection on WebUI web pages (*.php and * htmi)

-checking that all web pages are complete and exist

Pass

Inspection on WebUT files
-checkmg that all WebUI files (the CSS, JavaScript,
database connection and PHP function files) are

complete and exist in ther proper folder location

Pass

Inspection on WebUI files and structure

-checking that the folders are n their ntended location

Pass

Inspection on each web page extended source code
-checking the syntax, parameters and correctness of
extended source code sections that call or use any CSS,

JavaScript or PHP code or function

Pass

Proper mnterface display of each WebUT page
-checkmg that each page 1s displayed properly as
mtended (also vahdating WebUI mnterface )

Pass

Proper overall syntax of each WebUI page
-checking that each page is coded properly (no extra or

missing tags, using browser View page source function)

Pass
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Table 8.7: Integration testing results for interaction between integrated components.

Interaction

interaction between

Raspbian with file

Test Criteria Result

-checkmg that Rasbian can access the folders, files Pass

and programs of Samba

serverintegrated -Samba can run normally without unexpected Pass
components error/crash
-checking that Raspbian can create and access Pass
server share folders ; J
Interaction between -checking that Rasbian can access the folders, files Pass |

Raspbian with media
center integrated

compone nts

and programs of Kodi

-Kodican run normally without unexpected Pass
error/crash
-checking that Raspbian can create and access Pass

media folders used by Kodi

Interaction between
Raspbian with LAMP
webserver integrated

components

-checking that Rasbian can access the webserver Pass
folders and PHPMvAdimin site

-checking that the database tables for Pass
SambaKodiP1 exist and accessible through
PHPMyAdmin

-checking that Apache2, MySQL and PHP5 are Pass
compatible with Raspbian and can run normally

without unexpected error/crash

Interaction between |

Raspbian with WebUI

integrated components

-checkmg that Rasbian can access the files in Pass
SambaKodiP1 folder and s subfolders under

Aarwww/ root folder

-checkmg that Raspbian can access the WebUT Pass

from localhost and login mto the WebUI

Interaction between
WebUl with LAMP

webserver integrated

-checking that the LAMP webserver is hosting the Pass
WebUT pages correctly by accessng the WebUI

from laptop PC through the assigned IP address
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compone nts

for Raspberry Pi device

-checking that each of the WebUT pages are

accessible from laptop PC (using Admin account)

Pass

Interaction between
WebUI and file server

integrated components

-verifying that WebUI can read and access Samba

configuration file under /etc/samba/ folder

Pass

-verifying that WebUI has access and can create
fles mnside /home/pi/'samba/ folder to store backup

for Samba configuration file

Pass

-checking that the WebUI parser function can
parse the content of Samba configuration file
correctly and venfy its parsed content with actual

content in smb.conf file (this was done through test

page: test.php)

Pass

-checking that the WebUI backup function can
make a copy smb.conf file into is designated

backup folder (this was done through test page:
test. php)

Pass

Interaction between
WebUI and media
center integrated

components

-checking that the WebUT has access to media file
root folder and scan the directory for media files

(this was done through test page: fest.php)

Pass

-checking that the WebUI can play audio files
mside music root folder (this was done through

test page: test.php)

Pass

-checkmg that the WebUI can video files mside
video root folder (this was done through test page:
test.php)

Pass

-checking that the WebUI can access and display
mmage files mnside amge root folder (this was done

through test page: test.php)

Pass
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8.6 Appendix F - System Testing Results

Table 8.8: Functional testing results for final system.

Test | TestSteps  Expected Function Actual Function Status  Remarks
ID
Test final System to have a File server function
system file server function hosted by Samba, m a
functions in a private network | LAN network |
with 1ts user | The file server to Samba file server Pass -
requrement: | host and share files capable to host and
File server to authorized clients | share any files to both
capability authorized and guest
users i
Client to have at Samba file server Pass -
least read allows both read/write
permission to shared | and read-only
data m server share | permissions for is
server share
2 | Test final System to have a Primary media center Pass WebUJ
system media center function is provided by | media
functions function provided Kodi program, center
with 1ts user | for users secondary provided by function 18
requirement: WebUI component an
Media center using web player additional
capability [ The media center Kodi program is Pass secondary
able to access, open | capable of playing function
and play various various audio, video
media files format and image formats,
stored m system while WebUI web
storage playver supports lmited
formats ]
[ Users to be able to | Kodi program is Pass
listen to and view capable to output media |
media playback files playback to both
through standard PC monttor and HDTV
audo and wideo using HDMI cable
output devices while WebUI media
center outputs audio
using HTML player
and video usmg DivX
web player
3 | Test final Fmal system to have | Final system includes Pass -
system a web-based user WebUI component that
functions interface to mteract 18 hosted by LAMP
with its user | with file server webserver, accessible
| requirement: [ﬁmction to users through web ‘J




Mam system | browsers, providing file ’
mterface server configuration as
its mam function. _ ' A
4 Test fmal System mterface to | WebUI has logn | Pass -
system have logm function function, accessible to | |
functions before.-user can start | registered users only l
with its using its file server ]
system function ‘ ]
mterface System mterface to | WebUI has file server Pass - l
requrements: | have file sharmg function where admin ‘
File server management can view server shares, |
function mcluding add new add new shares, edit or '
share, modify or delete current share
delete current share . T
System interface to | WebUI has file server Pass -
have server function where admm
configuration can configure various
functions to change | basic server settings
security settings and | and also advanced
| [ shares access server settngs
Table 8.9: Security testing results for final system.
Test  Test Case Test Steps Expected Actual Result Status Remarks

ID Result
Test WebUI User try to WebUI will Access error
login access access any not display the | page 1s
restriction page manually | requested displayed,
by URL that page and stating that
requires login | redirect user user 1s not
to error page logged m
2 | Test WebUI Logged m WebUI will Permission Pass -
access normal user not display the | error page is
restriction for | try to access requested displayed,
admin-only any page page and stating that
content manually by | redmect user user has
URL that to error page | insufficient
requres permission to
adnun rights view the page
3 | Test WebUTI User try to Web browser | Internal server | Pass -
subfolders access certam | shall display error is
resfriction folders that error where displayed and
store WebUI the page or the requested
database content is not | folder remains i
connection found on inaccessible .
mfo and its server [
PHP functions l
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Table 8.10: Accuracy testing results for final system.

Test Test Case Test Steps Expected Actual Result Status Remarks
ID Result
Test Kodi Usmg Kodi The Ist of List of media
program to browser edia files files are lsted
display lst function for its | stored n down
of media pictures, music | media folder correctly,
files and videos shall be listed sorted by name
properly n (default)
Kodi
2 | Test Kodi Using Kodito | Kodishall play | The media fle Pass -
programu to | play media the selected bemg played is
play the files file the one
correct file accordingly selected
selected
3 | Test all Browsing all All web page All web page Pass -
WebUI Inks | WebUI pages | shall be linked | are linked
of ts own using admin correctly and correctly and
web pages account display the display the
nght page right page
4 | Test all Usmng the The form shall | The form Pass Each
WebUI registration accept user accepted user form text
forms and form input and mnput and nput has
user mput register new registered new its own
user correctly user correctly mput
Using the The form shall | The form Pass | valdation
comment form | accept user accepted user patteim,
nput and store | mput and and each
user comments | stored form has
mto database comments mto its own
table database table vahdation
Using the The form shall | The form Pass | function
change user enable users to | accepted
profile form edtt ther nputs for user
email, first profile change
name and last | correctly and
name while username field
username field | i1s disabled
is disabled
Usmg the The form shall | The form Pass
change user enable users to | accepted user
password form | change their mput to and
password updated user
password ‘
correctly '
Usmg the The form shall | The form

| adding new

accept user

accepted user

L Pass
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share form mput and add | mput and
new server added new
share server share
correctly
Using the edt | The form shall | The form Pass
existing share | display the displayed the
form selected share | selected share
to be edited on | and updated
| its input fields | the share
and update the | details
share details correctly
Using the edt | The form shall | The form Pass
server settings | display the displayed the
form server settings ° | server settings
correct value values
on its mput correctly and
fields and edit | updated server
server settings | settmgs
correctly correctly
Test other Usmg accept / | The WebUI The WebUI Pass
admin reject user shall display displayed new
actions application new application
function application details
details correctly and
cormrectly and stored user
store user details m user
details in user | table afler & is
table if approved
approved
Using disable / | The WebUI The WebUI Pass
enable user shall display displayed user
account user account nfo correctly
function info correctly and correctly
and disable / disabled /
enable the enabled the
selected user selected user
accournt account
Using reset The WebUI The WebUI Pass
user password | shall display displayed user
function user account account info
info cormrectly correctly and
and reset user | comrectly reset
password to user password
default to default
Using delete | The WebUI The WebUI Pass
existing server | shall display displayed the
share function | the user share | user share
| details and details
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delete the correctly and [
server share deleted the
section from server share
Samba CONF | section
file accordmgly
6 | Test WebUT | Using WebUI | The WebUI The WebUI Pass -
media center | media center shall correctly | correctly
function to browse display the displayed the | '
media files media files media files in a | |
stored m (audio, video table, complete
media folder and pictures) with its i
in a table extension ]
name and '
search function
| for specific file ‘
Using WebUT | The WebUI The WebUI Pass - I
media center shall load the loaded the '
to play audio HTMLS audio | HTMLS5 audio ]
file plaver and player and
play the correctly
selected audio | played the
file selected audio
file
Using WebUI | The WebUI The WebUI Pass
media center shall load the loaded the
to play video DivX web DivX web
tile player and player and
play the correctly '
selected video | played the »
file selected video |
file ‘
Using WebUI | The WebUI The WebUT | Pass :
media center shall load the loaded the ‘ '
to view mage | blueimp image | blueimp image ’
file gallery and gallery and |
display the correctly
selected mmage | displayed the '
file selected mmage | ‘
file | L -

Table 8.11: The interoperability testing results for final system.

Test
ID
1

Test Case Actual Result Status | Remarks

Test Steps

Expected
Result
The shared

folders shall
be visible and

Test file
server mter-
operability

I'he shared
lders are
visible and

Testing the file
server function
to broadcast its
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shared folders

accessible to

accessible to

ID

Result

-

to other laptop PC and | laptop PC and
platforms Android Android ‘
(Windows and | smartphone smartphone, |
Android) based on their
’ access ‘
| permissions
|2 | Test WebUI Accessing the | The WebUl ] The WebUl Pass ' WebUI
mter- WebUl on shall be are accessible display 15 ‘
operability different accessible and | and displayed responsive
browsers and displaved correctly on and
platform correctly on both Frefox supports |
(Frrefox and both Frrefox and Chrome normal I
Chrome m and Chrome browsers, both display |
Windows and | browsers, both | for Wmdows for small |
Android) for Windows and Android display ,
and Android platform screen }
platform |
Table 8.12: Reliability testing results for final system.
Test Test Case Test Steps Expected Actual Result Status Remarks

Test Using Kodi The Kodi The Kodi
reliability of | program to program shall program
system play a 900MB | be able to keep | managed to
running movie file playing the play the video
Kodi confinuously video file file without
program for 4 hours without any error or
B crashing / error | crashing
2 | Test Using WebUI | The WebUI The WebUI Pass The
reliability of | video player video player wvideo player reliability
WebUI function to shall be able to | managed to of WebUI
media center | play a 900MB | keep playing play the video also
to play movie file the video file file without depends |
media files continuously without any error or on web
for 4 hours crashing / error | crashng browser
reliability |
3 Test Letting the The system The system Pass The ’
reliability of | system running | shall be able to | managed to ’ rebability |
system Samba file run the file run normally of the file
running server function | server function | and fle server ’ | server ’
Samba file be switched on | contnuously function and also
server for 24 hours | for 24 hours shares were depends ‘
without still accessible on router
crashing / error | normally reliability l
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Table 8.13: Performance testing results for file transfer speeds-

XHDD - Laptop USB 2.0 slot

XHDD - Powered USB Hub - Laptop USB
2.0slot

XHDD - Powered USB Hub - Laptop USB
3.0slot

Transfer rate (MBps)

"E 79

Bl - - - - -
50 |me— - - F
I 40 - = —F — - -
| 30 - —— - -
0 . - = —
ol IR 5 76
T .. -
XHOD - KHDD XHOO - XHDD -~
[ Powered Powered Powered Powered
[ uS8 Hub - USBEHub- USBHub- USBHub-
Raspberry PiRaspberry PiRaspberry PIRasoherry P
‘ [using File |usmg |using fouter -
‘ Manager] LXTerminal] default Laptop [the

cammand- file as server

e . noGUI}  share)

Figure 8.37: The graph for the performance testing on file transfer speed.
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Performance test: file transfer rate comparlsons

XHDD - iHOD -
Lapttp USB  Powered
3 0siot USB rHub -
Laptop USB
30 siot

XHDD-P °("l‘1’§_rfgd:[5e3§::a'g:ffpbe"V Pili762| 1845 | 1769 | 179.2 m
XHDD’Po“z’fs:i‘;ﬁ?;fn?r;:fsmwPi 1815 | 1774 | 1829 | 1806 | 5;56 .
(using deoul command-ine, noGu) | 7 s | w7 | s 576
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8.7 Appendix G - Acceptance Testing Results

Test user { Depends on | User iz haily -
aceeptance acceptance on | user satsfied with
of system file server gxpectation the fle server
functionality | function function
| Testng user | Depends on User s fully Pass -
acceplance on | user satisfied with
the primary expectation the Kodi
media center program as the
fmction {(using primary media
K odi program} center program
Testing user Depends on User is fully Pass | Custom |
acceptance on | user satisfied with parser
the WebUT Ble | expectation the WebUl file function
server server can shil
configuration configuration he 4
fonctions fmctons as developed: |
they are to parse |
working smb conf.
corTectly
Testing user Depends on | User i fully Pass Fven
acceptance on | uscr satisfied with though
the Weblll expectation the Wbt format |
media center media venter SUpport 1§ |
imctions functions as imied it
they ure may
capable to play HDIOVE
media fles on u the
B N web browser future
Testing user Depends on User w fully Pass -
acceplance on | user satished with
the WebU1 expectation WebUX
frgpnagemeni manggement
functions functions as
they are
| working
» Ceorrectly |
2 | Test user Testing user  -§ Depends on | Bligriz fully Paug -
acceptance acceplance on | user safisfied with “
of Webli the WebUl 1 expectation | the responsive
L ldesign  Jdesin Webl design |
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