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"You've got to just keep on pushing
Keep on pushing

Push the sky away."

— Nick Cave

"What's love got to do with what you got?
Don't let a win get to your head or a loss to your heart"
— Public Enemy

"How long should I stay dedicated?
How long 'til opportunity meet preparation?"”
— Nipsey Hussle
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European H2020 5G-DIVE Project

5G-DIVE aims at providing a higher-level of abstraction to its customers (e.g., the verticals) by provid-
ing a set of supporting strata that would enable enhanced business automation and ease the provi-
sioning of intelligence capabilities into the vertical services. In doing so, 5G-DIVE positions itself on
top of Edge Computing Infrastructures, allowing the shift from an Infrastructure-as-a-Service (IasS)
service model towards an end-toend Platform-as-a-Service (PaaS) service model. The above concept
is materialized in a new building block called 5G-DIVE Elastic Edge Platform (DEEP), which spans
as an add-on on-top of existing Edge Computing Infrastructures while underpinning vertical indus-
tries OSS/BSS systems. The DEEP building block envisions three supporting stratas: i) Data Analytics
Support Stratum (DASS);ii Intelligence Engine Support Stratum (IESS); and iii Business Automation
Support Stratum (BASS). This strats offer unique capabilities tailored to the support of the vertical in-
dustries OSS/BSS systems with the goal of enhancing day-by-day operations and business processes.

This project was coordinated by UC3M and the role and the activities of the author of this thesis in the
project are the following:

— Actively participating in the project since the start of the project (October 2019) until the end of
the project (December 2021).
— Collaborated in the coordination of the project.

— Mainly involved in WP1,WP2,WP3: design and refinement of the DEEP architecture; design of the
Digital Twin use case.

— Digital Twin use case owner: driving the design, development, integration, execution and results
reporting of the use case

— Two demonstrations of the Digital Twin demo

— Contribution and editorial roles in several deliverables?: (D1.1, D1.3, D1.4, D2.1, D2.2, D2.3, D2.4,
D3.1, D3.2, D3.3)

European H2020 5GROWTH Project
The 5Growth project’s objective is to improve vertical industries like Industry 4.0, Transportation, and
Energy with a 5G End-to-End Solution that is Al-driven, Automated, and Shareable, enabling them to

1http ://5g-coral.eu/index.php/deliverables/ [Accessed: Jul. 14, 2022]
2https://5g-dive.eu/?page_id=26 [Accessed:Jul. 14, 2022]
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effortlessly meet the key performance targets. Different vertical industries are supported by 5Growth
via a simplistic graphical user interface (GUI) that receives verticals service requirements and trans-
lates them to deploy the respective network slices on top of 5Growth or other 5G End-to-End plat-
forms. In addition, the 5Growth platform provides closed-loop automation and SLA control for the
vertical services lifecycle management and Al driven solutions to optimize the Access, Transport, Core
and Fog, Edge and Cloud resources across multiple domains.

The role and the activities of the author of this thesis in the project are the following:

— Side participation in the project since September 2020 to May 2022;

— Integration of a Digital Twin network service in the 5Growth platform with a goal of studding the
Digital Twin service scalability using AI/ML.

Open-source projects:

The work performed in this thesis resulted in the creation of two open-source projects that aim to
serve as network services for the networking research community, where researchers can use them to
validate their innovative concepts.

Niryo One digital twin for robot manipulators

The Niryo One Digital Twin is a network service of an operational Digital Twin for robot manipulators.
The network service uses the Niryo One ROS stack® to create simulated robot manipulator and Cop-
peliaSim* to create the virtual replica of the robot. The user of the network service can use or develop
remote controllers (e.g., ROS python API, Joystick, web interface) to control the robot manipulator via
the Digital Twin. The network service was created by the author as part of the 5G-DIVE project and in
this thesis was used to implement the robot manipulator related NFVs used in Chapter 2, Chapter 3
and Chapter 5. As such, this networks service can be used with the real Niryo One robot manipulator
or in a only-simulated environment where a simulated version of the robot manipulator is available.

- Title: niryo-one-digital-twin.

- Used technologies: Docker, ROS, CoppeliaSim, Python, HTML, Docker compose.

— URL:https://github.com/milangroshev/niryo-one-digital-twin.

Turtlebot2 autonomous navigation and mapping for mobile robots
The Turtlebot2 autonomous navigation is a network service for mobile robots that performs mapping
and/or autonomous robot teleoperation. This network service virtualizes the Turtelbot2 drivers®, its

Shttps://github.com/NiryoRobotics/niryo_one_ros/ [Accessed:Jul. 14, 2022]
4https ://www.coppeliarobotics.com/ [Accessed:Jul. 14, 2022]
Shttps://github.com/turtlebot/turtlebot [Accessed: Jul. 14, 2022
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sensors® (e.g., lidar, camera) and 2D ROS navigation stack’ in order to allow autonomous navigation
of the robot and map creation. The user can interact with the navigation stack using a GUI or by
developing a custom Python ROS script that defines the robot trajectory. The network service was
created by the author of this thesis to implement the mobile robot related NFVs used in Chapter 2,
Chapter 3, Chapter 4 and Chapter 5. As such, this networks service can be used with the real Turtlebot2
mobile robot or in a only-simulated environment where a simulated version of the robot drivers is
available.

— Title: turtlebot2-autonomous-navigation.
— Used technologies: Docker, ROS.

— URL:https://github.com/milangroshev/turtlebot2-service.

Demonstrations:

Edge Robotics: Synchronized Delivery

This demonstration validates the concept of edge robotics by showcasing an edge robotic system for
mobile robots that performs cooperative delivery of large items in shopping malls. The demo scenario
is based on delivering goods/products from storage rooms to the shops in the shopping mall. Since
large items need multiple robots to carry them to a shop, the idea of the demo is to show synchronous
cooperation between two robots, carrying a single item. At start the robots are in idle state (main-
taining the network connection) located in the storage room. An employee manually initiates the
transportation of a large items from the storage room to a shop. Two robots form a fleet using Wi-Fi
technology. The Wi-Fi would be used for infrastructure-to-robot communication assisting the robots
for navigation and Wi-Fi Direct is used for robot-to-robot connection. The Wi-Fi Direct connection
would be established for robot-to-robot or Device-to-Device (D2D) communication for low-latency
connection and maintaining better coordination (e.g., moving in formation). Upon establishing the
fleet (formation) the large item is loaded on the robot. The robots deliver the item to the destination
while maintaining the formation. Once the item is delivered, the robots break the formation and nav-
igate back to the start location. This demonstration validates the feasibility of the edge-based mobile
robot system that is designed in Chapter 2 and some of the context-aware features for robotic systems
that are presented in Chapter 3.

Location: Taipei, Taiwan

Project: 5G-Coral

Date: November 2018

URL: https://youtu.be/YX5UmNBkFqc

Author role: Development and integration of the synchronize delivery robot application

6https ://github.com/Slamtec/rplidar_ros [Accessed: Jul. 14, 2022]
“https://github.com/ros-planning/navigation [Accessed: Jul. 14, 2022]
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5G-CORAL: Fog Assisted Robotics Demo

This demonstration extends the edge robotics concept for mobile robots by introducing the features of
robot re-usability, D2D coordination and virtual access point offloading. The demo scenario is based
on cleaning service and a product delivery service in an business center. At start of the demonstration
the robots are in idle state (maintaining the network connection) located in the one of the floors of
the business center. An building operation manager manually initiates the cleaning service and both
robots start to clean the office hallway floor independently, each one navigated from the intelligence
that resides in the cloud. During the execution of the cleaning service, an employee requests a delivery
of a specific HW to his office. The two robots that execute the cleaning service receive the request and
establish a formation. Upon establishing the formation, the robot intelligence is offloaded from the
cloud to the fog in order to support the latency sensitive coordinated delivery. The package is loaded
on top of the robots and network-assisted D2D communication channel is established between the
robots in order to improve the coordinated movements. The robots start the delivery of the package
with synchronized driving where the first robot is autonomously navigated from the intelligence that
resides in the fog and the second robot is navigated with the information that is consumed via the
D2D link. As the robots drive towards the destination, based on the network context information (Wi-
Fisignal strength), the platform can detect that the robots are moving away from the AP and trigger the
migration of the virtual access point. Once the package is delivered, the robots break the formation
and return to the start positions navigated by the intelligence that resides in the fog. This demonstra-
tion validates the feasibility of the edge-based mobile robot system that is designed in Chapter 2, the
D2D and virtual AP offloading features for robotic systems that are presented in Chapter 3.

Location: Taipei, Taiwan

Project: 5G-Coral

Date: October 2019

URL: https://youtu.be/zzjxDSLGdas

Author role: Development and integration of the synchronize delivery robot application, devel-
opment of the network-assisted D2D feature, development of the virtual access point offloading
feature and presentation of the demonstration

14.0: Edge-assisted Digital Twin over 5G

This demonstration showcases a 5G solution that integrates 5G connectivity and edge computing in
operational Digital Twin systems. The demo scenario is based on remotely controlled robot manip-
ulator and its digital twin. Since robot manipulators usually need to execute high precision tasks in
the factory floor, the idea of the demo is to show the synchronization and real-time remote control
between a robot manipulator and its digital twin, executing a pick-and-place task. A remote operator
executes the pick-and-place of an box using 5G and 4G connectivity where the observant can notice
the precision and speed that 5G can bring to remote control operational digital twins with respect to
4G. In addition, a replay feature is demonstrated that allows the remote operator to request replay of
a given robot movement sequence from the past in a separate virtual replica in order to detect robot
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misbehaviour. This demonstration validates the feasibility of the edge-based robot manipulator sys-
tem that is designed in Chapter 2.

Location: Madrid, Spain

Project: 5G-DIVE

Date: December 2020

URL: https://youtu.be/b9jme58dLt8

Author role: Development of the Digital Twin prototype, integration of the prototype with the
5G DIVE platform and presentation of the demonstration.

Digital Twin movement prediction

This demonstration presents movement prediction, a feature to recover lost control commands in
remotely controlled operational digital twins. In the demonstration, a robotic arm is remotely con-
trolled to perform pick-and-place task under the presence of packet losses in the wireless medium.
The lost control commands result in a distorted trajectory of the robotic arm, thus, we deploy the
movement prediction feature to recover lost control commands using an ML model that we train with
areal-world dataset. The demonstration shows how the movement prediction recovers the lost com-
mands, and how the robot arm operates smoothly despite the losses that are present in the wireless
medium.. This demonstration validates the feasibility of the edge-based robot manipulator system
that is designed in Chapter 2 and the FoReCo solution that is presented in Chapter 5.

Location: Madrid, Spain

Project: 5G-DIVE
Date: March 2022

URL: https://youtu.be/eYzX{fx6uBJE

Author role: Integration of the movement prediction in the Digital Twin prototype and the 5G
DIVE platform, integration of influxDB GUI to visualize the control commands and presentation
of the demonstration.
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Abstract

Current robotic systems handle a different range of applications such as video surveillance, deliv-
ery of goods, cleaning, material handling, assembly, painting, or pick and place services. These sys-
tems have been embraced not only by the general population but also by the vertical industries to
help them in performing daily activities. Traditionally, the robotic systems have been deployed in
standalone robots that were exclusively dedicated to performing a specific task such as cleaning the
floor in indoor environments. In recent years, cloud providers started to offer their infrastructures
to robotic systems for offloading some of the robot’s functions. This ultimate form of the distributed
robotic system was first introduced 10 years ago as cloud robotics and nowadays a lot of robotic so-
lutions are appearing in this form. As a result, standalone robots became software-enhanced objects
with increased reconfigurability as well as decreased complexity and cost. Moreover, by offloading
the heavy processing from the robot to the cloud, it is easier to share services and information from
various robots or agents to achieve better cooperation and coordination.

Cloud robotics is suitable for human-scale responsive and delay-tolerant robotic functionalities
(e.g., monitoring, predictive maintenance). However, there is a whole set of real-time robotic applica-
tions (e.g., remote control, motion planning, autonomous navigation) that can not be executed with
cloud robotics solutions, mainly because cloud facilities traditionally reside far away from the robots.
While the cloud providers can ensure certain performance in their infrastructure, very little can be
ensured in the network between the robots and the cloud, especially in the last hop where wireless
radio access networks are involved. Over the last years advances in edge computing, fog computing,
5G NR, network slicing, Network Function Virtualization (NFV), and network orchestration are stim-
ulating the interest of the industrial sector to satisfy the stringent and real-time requirements of their
applications. Robotic systems are a key piece in the industrial digital transformation and their ben-
efits are very well studied in the literature. However, designing and implementing a robotic system
that integrates all the emerging technologies and meets the connectivity requirements (e.g., latency,
reliability) is an ambitious task.

This thesis studies the integration of modern Information and Communication Technologies (ICTs)
in robotic systems and proposes some robotic enhancements that tackle the real-time constraints of
robotic services. To evaluate the performance of the proposed enhancements, this thesis departs
from the design and prototype implementation of an edge native robotic system that embodies the

xvii



concepts of edge computing, fog computing, orchestration, and virtualization. The proposed edge
robotics system serves to represent two exemplary robotic applications. In particular, autonomous
navigation of mobile robots and remote-control of robot manipulator where the end-to-end robotic
system is distributed between the robots and the edge server. The open-source prototype implemen-
tation of the designed edge native robotic system resulted in the creation of two real-world testbeds
that are used in this thesis as a baseline scenario for the evaluation of new innovative solutions in
robotic systems.

After detailing the design and prototype implementation of the end-to-end edge native robotic
system, this thesis proposes several enhancements that can be offered to robotic systems by adapt-
ing the concept of edge computing via the Multi-Access Edge Computing (MEC) framework. First, it
proposes exemplary network context-aware enhancements in which the real-time information about
robot connectivity and location can be used to dynamically adapt the end-to-end system behavior to
the actual status of the communication (e.g., radio channel). Three different exemplary context-aware
enhancements are proposed that aim to optimize the end-to-end edge native robotic system. Later,
the thesis studies the capability of the edge native robotic system to offer potential savings by means of
computation offloading for robot manipulators in different deployment configurations. Further, the
impact of different wireless channels (e.g., 5G, 4G and Wi-Fi) to support the data exchange between a
robot manipulator and its remote controller are assessed.

In the following part of the thesis, the focus is set on how orchestration solutions can support
mobile robot systems to make high quality decisions. The application of OKpi as an orchestration al-
gorithm and DLT-based federation are studied to meet the KPIs that autonomously controlled mobile
robots have in order to provide uninterrupted connectivity over the radio access network. The elab-
orated solutions present high compatibility with the designed edge robotics system where the robot
driving range is extended without any interruption of the end-to-end edge robotics service. While the
DLT-based federation extends the robot driving range by deploying access point extension on top of
external domain infrastructure, OKpi selects the most suitable access point and computing resource
in the cloud-to-thing continuum in order to fulfill the latency requirements of autonomously con-

trolled mobile robots.

To conclude the thesis the focus is set on how robotic systems can improve their performance by
leveraging Artificial Intelligence (Al) and Machine Learning (ML) algorithms to generate smart deci-
sions. To do so, the edge native robotic system is presented as a true embodiment of a Cyber-Physical
System (CPS) in Industry 4.0, showing the mission of Al in such concept. It presents the key enabling
technologies of the edge robotic system such as edge, fog, and 5G, where the physical processes are
integrated with computing and network domains. The role of Al in each technology domain is iden-
tified by analyzing a set of Al agents at the application and infrastructure level. In the last part of the
thesis, the movement prediction is selected to study the feasibility of applying a forecast-based recov-
ery mechanism for real-time remote control of robotic manipulators (FoReCo) that uses ML to infer
lost commands caused by interference in the wireless channel. The obtained results are showcasing
the its potential in simulation and real-world experimentation.
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CHAPTER

Introduction

Robotic systems are devices and robots with three main functions: sensing, actuation, and control. As
such, autonomous robotic systems are serving the manufacturing industry for forty years with a focus
on applications like spot and arc welding, painting, material handling, and pick and place of objects.
These industrial robotic systems have always been controlled and monitored by the industrial workers
where due to strict industrial safety policies the robot and human workspaces were always separated.
However, to enable efficient and optimized collaboration between workers and robots, these barriers
need to be eliminated [1].

Providing robotic services to support industrial activities through interactions with humans or
machines is an emerging topic in robotics research [1]. For the last decade, many studies are inves-
tigating how to develop mission-critical robot systems that can be useful in industrial scenarios and
how they can behave in natural and trustworthy ways so that the industrial workers can intuitively
work with them in close proximity. One example application of collaborative robots, or cobots is
a robotic arm that supports workers in handling heavy parts when loading machines or pick com-
ponents out of bins. Cognitive robots for knowledge-intensive industrial work are another popular
application of mission-critical robotic systems. Although the applicability of cobots on the industrial
floor remains limited, their ability to perform daily industrial tasks is rapidly improving.

With such improvement, the construction of robots is becoming increasingly complex. New sen-
sors, actuators, and algorithms are being developed such as intelligent navigation and manipulation,
human detection, and speech recognition. An example of these improvements are Spot [2] and At-
las [3] agile robots of Boston Dynamics, that can navigate industrial floors with unprecedented mo-
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bility or achieve human-level agility. In addition to such standalone robots, recent research has fo-
cused on the approach of Networked Robots, which overcomes the limitations of standalone robots
by having robots, environment sensors, and humans communicate and cooperate through a network.
The IEEE Robotics and Automation Society defined the network robot as robotic device connected to
a wireless or wired communications network (e.g., Internet or LAN) and based on the available proto-
cols such as TCB UDRB or 802.11. There are two subclasses in Networked Robots: i) Tele-operated, where
the human operator send commands and receive feedback via the network; and ii) Autonomous, where
robots and sensors exchange data via the network. [4]. Since then, Networked Robots have became an
active research field where many projects have built prove-of-concept solutions demonstrating how
this new paradigm can improve the ability of standalone robotic services.

Networked robotics can be considered as an evolutionary step toward cloud robotics [5], which
leverages cloud computing technologies to provide massive parallel computation and sharing of data
between robots. As a result, robotic systems can become more intelligent, efficient, collaborative,
re-configurable, and yet cheaper. The massive parallel computation on demand is now widely avail-
able from commercial companies such as Amazon, Google, and Microsoft. These systems provide
access to powerful remote processors, data storage, and networking that enables robotics to offload
computing-intensive tasks and allows access to a vast resources of data that is not possible to store
in onboard memory. The cloud is a step forward in the realization of mission-critical robotic applica-
tions by creating a playground for easy sharing of data between robots. For example, robots can share
initial and desired conditions, associated control policies and trajectories, and data on the resulting
performance and outcomes. Collaborative robot platforms like Lightning, KIVA Systems [6] or My-
Robots [7] are proposed in the literature that based on sensor information from the connected robots
or the surrounding environment can coordinate the motion of mobile robots by performing parallel
planning and trajectory amusements.

Even though cloud computing increased the ability of serviced robots, they remain insufficient for
thoroughly supporting mission-critical robotic applications in industrial activities. While the cloud
computing model can ensure certain performance and Quality-of-Service (QoS) for the shared pool of
configurable cloud computing resources (e.g., networks, servers, storage, applications, and services),
very little can be ensured about the factory floor and the network between the robots and the cloud.
The factory floor remains proprietary and deterministic. Robotics systems are deployed with pro-
prietary robotics hardware and software along with private access to cloud infrastructure. Let’s take
as an example a warehouse logistic system. The factory owner buys the warehouse logistic service
from the robotic company. The robotic company will deploy the proprietary mobile robots together
with the separate wireless infrastructure that will ensure full converge of the factory floor. This con-
nectivity will enable communication with a cloud server that coordinates the robot’s trajectories and
share updates on detected changes in the environment. In this case, the cloud providers can provide
guarantees about the performance of the robotic software that resides in the cloud but they can not
provide guarantees about the performance of the wireless infrastructure or the robots. Accessing sen-
sitive information related to the factory floor infrastructure (e.g., radio channel, robot hardware) is not
allowed in the cloud due to regulatory, privacy, and security reasons. In addition, the mobile robots
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use proprietary software and communication protocols to interact with the cloud making it very dif-
ficult to perform collaboration and coordination between robot services from different vendors.

As the requirements of industrial services become more complicated, it becomes difficult to de-
velop a cloud robotics service that supports real-time remote control because such service requires a
high level of transparency, reliability, and stability to fulfill the industrial safety requirements. Cloud
facilities usually reside far away from the factory floor separated by one or more uncontrolled tran-
sit and radio access networks, making it hard to achieve high reliability, low latency, and bounded
jitter [8]. In fact, the integration of the industrial robots and external computing resources is very
difficult due to the variable and uncertain characteristics of the factory floor [9].

The complexity of the robots that can perform multiple types of tasks may exponentially increase.
Similar to the warehouse logistic robots, various types of robots with a single ability are available. Cost
is another concern in the wide applicability of such robots on the factory floor. As the mission-critical
robots are more responsive, they have a higher control frequency and with that, the production and
maintenance costs are very high. We need a means to combine and share different types of nodes
(e.g., robots, access points, edge of the network resources) with limited abilities in the cloud-to-thing
continuum to perform a sequence of robotic services that are useful to support our industrial activi-
ties.

Given the above consideration, in this thesis, we investigate the feasibility of extending the cloud
robotics concept towards the edge of the network by using the new ICTs. The edge networked robotics
includes all equipment and devices in the cloud-to-robot continuum where robotic functionalities
can be distributed anywhere between the cloud and the robots. This cloud-to-robot continuum is not
only composed of fixed (stationary), centralized resources (e.g., cloud or edge data center) but also
any node or device that is on the factory floor (e.g., robots, access points, industrial computers). The
robots interact with the infrastructure to realize an integrated end-to-end system that provides seam-
less support in daily industrial activities using the available resources on demand. Beyond network-
ing functions, which have been the focus of the edge of the network so far, an opportunity arises also
for robotic functions to execute closer to the factory floor benefiting from inherent low latency. Be-
ing in close proximity to the access, the edge becomes an attractive natural place for hosting robotic
functions, which could also be virtualized. Virtualized robotic functions may therefore execute dy-
namically anywhere on the edge of the network, but also in distant clouds. Robots could also offer
their own networking and computing capabilities to nearby devices and things, thus becoming a liv-
ing component of the factory floor in what is a new paradigm of D2D communications. A rich set of
context information from the RAN, as well as from other network domains, could also be offered as
services through the edge for robotic applications to consume and hence optimize their behavior or
KPIs.

Based on these opportunities for robotic systems, in this thesis, we design a prototype system
with which we aim to experimentally evaluate our concept. We introduce two exemplary industrial
use cases: i) autonomously navigated mobile robots; and ii) remote-controlled robot manipulator.
Next, we describe our prototype infrastructure system and we implement two experimental testbeds
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that are going to be used in this thesis for field tests.

We present exemplary enhancements that the edge of the network can offer to industrial robotic
applications. Context-aware enhancements are examined through example algorithms that target
mobile robotic platforms. In addition, resource consumption and savings potentials of robot manip-
ulator functionalities are studied together with the impact that different RAT's that are available on the
factory floor.

We exploit the concept of orchestration to implement and integrate two innovative orchestration
solutions that work on top of shared infrastructure in the cloud-to-robot continuum. These orches-
tration solutions have a general view of the complete robotic system and can manage the computing
and networking resources on demand. Based on our experimental analysis, we list the key benefits of
applying orchestration algorithms for industrial robotic services.

We investigate a forecast-based recovery mechanism for real-time remote control of robotic ma-
nipulators (FoReCo) that uses Machine Learning (ML) to infer lost commands caused by interference
in the wireless channel. Based on our study, we list key challenges for realizing "predictive" remote
control.

1.1. Enabling Technologies

In this section, we present the relevant enabling technologies that are used to develop this thesis.
In Section 1.1.1 we give a short overview of the evolution of 5G and how it is envisioned to fulfill the
industrial requirements. Section 1.1.2 and Section 1.1.3 introduce the concept of edge computing and
fog computing respectively, and Section 1.1.4 describes the ETSI NFV framework that works on top of
them. The orchestration concept is presented in Section 1.1.5 and finally, Section 1.1.6 presents on
federation as a paradigm used to share services or resources between different infrastructure owners.

1.1.1. 5G networks
Early expectations and industrial requirements

One of the main differences between 5G and previous generations of cellular networks lies in 5G’s
strong focus on machine-type communication. The capabilities of 5G to extend far beyond mobile
broadband with ever increasing data rates. In particular, 5G supports communication with unprece-
dented reliability and very low latencies, and also massive device connectivity. This paves the way for
numerous new use cases and applications in many different vertical domains, including the automo-
tive, healthcare, agriculture, energy, and manufacturing sectors. In manufacturing, in particular, 5G
may have a disruptive impact as related building blocks, such as wireless connectivity, edge comput-
ing, or network slicing, find their way into future smart factories.

Motivated by the new opportunities that 5G can bring to industrial vertical domains, different
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standardization bodies and alliances, such as ETSI, 3GPP, 5G Alliance for Connected Industries and
Automation (5G ACIA) and Next Generation Mobile Networks Alliance (NGMN) defined new indus-
trial use cases with distinct connectivity requirements that connect people, robots, processes and
systems [10][11][12][13]. For example, in the 3GPP report [11], a special section is dedicated to the
Factories of the Future where a different set of use cases are defined for full factory automation, pro-
cess automation, and closed-loop control, human-machine interfaces and remote access and main-
tenance of the factory floor. Summary of the target KPIs of 5G that are defined by the International
Telecommunications Union (ITU) to support the anticipated 5G industrial use cases are presented in
Figure 1.1.

In order to support this diverse KPIs by a common cellular infrastructure, 5G-PPP envisioned the
use of different new concepts, such as Multi-access Edge Computing (MEC), Network Function Vir-
tualization (NFV), Software Defined Networking (SDN) and network slicing. Additionally, new radio
technologies should be introduced which significantly would increase the bandwidth through Multi-
ple Radio Access Technology (multi-RAT) and efficient inter-working with Long Term Evolution (LTE).
Frequencies above 6 GHz, in particular, millimeter Wave (mmWave) frequencies (e.g., N257 Band
26.50 - 29.50 GHz) are intended for the extension of 5G spectrum. Despite the limited propagation
and increased 2 loss in signal penetration, the focus to mitigate the challenges was set on the use of
various radio methods: massive Multiple-Input Multiple-Output (MIMO), beam steering, beam track-
ing, small-cells, and self-backhauling.

Key characteristics of 5G

Based on the wide variety of use cases related to different vertical sectors and with a goal of defining
a set of common regiments for the use cases, the ITU defined the recommendations in three main 5G
classes. 3rd Generation Partnership Project (3GPP) used these categorizations in the development of
the releases. The three main 5G classes are elaborated in the following.

enhanced Mobile Broadband (eMBB): aims at enhancing the Quality-of-Experience (QoE) of mo-
bile broadband services. 4G provided mobile broadband services where people have truly connected
anytime anywhere. The diversity of these types of services such as video and music streaming, mobile
payments, mobile gaming, and mobile navigation has resulted in an exponential growth of mobile
broadband traffic. In comparison with the mobile broadband services provided by 4G, eMBB is faster,
cheaper, and energy efficient. Aiming at these services, industrial verticals should have enhanced ac-
cess to Augmented/Virtual Reality (AR/VR) applications and high definition video streams from the
factory floor. That being said, eMBB aims at the same market segments (mass consumer markets)
and will likely follow the similar business model as in mobile broadband with price and tariff plan
changes. 3GPP specified the eMBB class for 5G in the Release 15 specification.

massive Machine Type Communications (mMTC): is the fundamental 5G class to fulfill the po-
tential of truly connected world in 5G Internet of Things (IoT). While the mMTC class has been initially
introduced in Release 14 as part of 4G, in 5G this class aims at enabling the use of Narrowband IoT
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Figure 1.1. Selected target KPIs of 5G according to ITU-R [14]

(NB-IoT) for massive number of low-cost devices and extended coverage. Machine-to-machine com-
munication is an important component of IoT, enabling devices to talk to each other through wired or
wireless networks. MTC devices are interconnected with each other in different network topologies to
provide support for water management, smart grid, environment measurements, patent monitoring,
traffic management, smart agriculture, or remote diagnostics systems.

Ultra Reliable Low Latency Communications (URLLC): is the 5G class that makes 5G totally dif-
ferent with respect to its predecessors. Introduced in 3GPP release 15 to address the requirements of
ITU, URLLC is one of the key pillars that can be considered as the primary enabler for several unique
mission-critical use cases in the areas of industrial automation, real-time control, augmented reali-
ty/virtual reality (AR/VR)-based applications, as well as consumer-oriented services such as gaming.

The vertical industries have a good understanding of the technical and business aspect of eMBB
and mMTC use cases since they have been introduced with 4G. URLLC use cases are new and a lot of
studies and proof of concept projects have been developed to understand these use cases and what
are the requirements for the communications systems.

The role of 5G in Industry 4.0

The fourth phase of the industrial revolution, also named Industry 4.0, is the next era in industrial
manufacturing, through which industrial verticals are aiming to improve the flexibility, versatility, us-
ability, and efficiency of the factory floor. For the first time, Industry 4.0 tries to brights together the
IT and OT domains in order to deliver seamless vertical and horizontal integration down the entire
value chain and across all layers of the automation pyramid. Connectivity plays an important role
in Industry 4.0, where 5G networks will provide critical communications between people, machines,
and devices in real-time. This means that reliable and secure applications such as remote control of
a robot arm or a manufacturing production line can be implemented through wireless connectivity
with 5G. One example of the use of 5G in industrial environments is the operational mobile panels
that allow industrial workers to connect remotely to various systems and facilities and support dif-
ferent types of applications. Historically, every industrial machine or robot has one of these devices
attached statically. With 5G not just the costs can be decreased by reducing the number of these de-
vices but also the working conditions of the industrial worker can be improved by allowing them to
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quickly and safely access the machines.

5G Roadmap

Based on the ITU recommendations for 5G classes, the 3GPP developed a roadmap for 5G technology
roll-out. There are currently 4 phases, that are covered by Release 15, Release 16, Release 17, and
Release 18. In the following is described which technologies and features have been rolled out in each
of the releases.

3GPP Release 15: it was released in 2017. The main focus of this standard is enabling eMBB and
was composed of 3 separate sub-releases. The first sub-release was primarily on mobile broadband
for non-standalone (NSA) 5G architecture. NSA architecture means 5G would require 4G as a base,
with 5G on top to boost capacity or network speeds. 5G NR technology was also introduced in the first
sub-release together with the hardware specifications for development of 5G NR . From an industrial
point of view, the 5G NR specifications were the most important element of this sub-release because
they allowed verticals to have an early look into the development difficulties that come with 5G NR.
The second sub-release of Release 15 was in 2018 and it introduced the 5G SA architecture that allows
the existence of 5G without a 4G base. Together with the 5G SA architecture, an entire set of 5G core
functionalities were released which makes the SA architecture possible. The third and last sub-release
was released in 2019 and concluded with Release 15. In this sub-release, the 5G system is extended
with a description on mission-critical communications and use cases such as Vehicle-to-everything
(V2X) communications and features related to Mobile Communication Systems for Railways, Virtual
Reality (VR), multimedia, Operation Administration and Maintenance (OAM) are defined.

3GPP Release 16: continued the previous work on eMBB from Release 15 but also in introduced
the support for URLLC 5G Class as one of the most significant features. The main focus of Release 16
was the industrial verticals rather than end customers. New features were introduced in the 5G system
such as network slicing, 5G private networks, and edge computing that enables enterprises to change
aspects of their networks over and pave the way for complete automation and safety. From a busi-
ness angle Release 16 introduced features such as location and positioning Services, 5G in unlicensed
spectrum, Intelligent transportation systems (ITS), vehicle-to-anything (V2X) communications, and
Integrated Access and Backhaul (IAB).

3GPP Release 17: one of the major objectives of this release is to extend the current 5G waveform
up to 71 GHz. Another major feature of Release 17 is to introduce cost-effective NR NB-IoT/eMTC
devices with capabilities that lie between the full-featured NR and NB-IoT. This release also envision
studies about the evaluation and improvements that the 5G system needs to make in order to be better
suited for AR/VR/MR and Non-Terrestrial Network support for 5G and NB-IoT/eMTC. These studies
include an evaluation of distributed architectures that fully utilize the complete cloud-to-thing con-
tinuum to optimize latency, processing, and power. In addition to the study items, since Release 16
was a short release, Release 17 aims at perfecting the new concepts such as Integrated Access and
Backhaul, Positioning, Sidelink, and URLLC use cases that were introduced in Release 16. Finally, Re-
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lease 17 will also try to optimize the eMBB features defined in Release 15 based on the findings from
the early 5G deployments.

3GPP Release 18: will further enhance 5G performance, introduce features to enable more flexi-
ble and efficient spectrum use, advance the support of diverse NR devices such as reduced capacity
UEs, evolve network topology to facilitate different deployments, and provide data-driven, intelligent
network solutions by introducing AI/ML-based solutions for RAN. Release 18 is still in the very early
stage since its approval has been released in December 2021. It can be expected that the innovative
works conducted in this Release such as Al and ML technologies, will set the strong foundation for 6G
design and create an important impact on future wireless systems.

1.1.2. Multi-access Edge Computing

With the rise of the URLLC service class, 5G systems aimed to satisfy several technical requirements
in order to cope with various emerging applications [16]. Specific applications such as Augmented
Reality (AR), connected vehicles, and robotics require reliable communications with very low end-to-
end latency to deliver high quality services [17]. Fulfilling such requirements is extremely challenging
for centralized network architecture and requires the gradual shifting of networking, computing, and
storage capabilities closer to the end users to eliminate the delay caused by data transfer to distant
cloud servers. This concept is also known as the edge of the network and it integrates and extends the
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edge computing approach.

Motivated by these needs, the European Telecommunications Standards Institute (ETSI) has been
the first to address this need by providing the framework of Mobile Edge Computing (MEC) [15],
which is supported by the concept of Network Functions Virtualization (NFV) that is explained later
in this section. ETSI has further re-branded MEC as Multi-Access Edge Computing to remark its goal
of achieving multi-RAT coordination via the edge. In the ETSI MEC approach, the edge virtualization
substrate has been largely assumed to be fixed (stationary) and centralized in a pre-defined location
(e.g., edge data center), and exclusively owned by one stakeholder, that is the operator. In this thesis
we use this ETSI MEC approach as a definition of edge computing.

The MEC framework is shown in Figure 1.2 and it identifies and groups two high-level functional
domains:

e MEC host level where the MEC host is placed together with the MEC platform and the virtual-
ization infrastructure that runs the applications.

* MEC system level management which provides orchestration and management capabilities of
the MEC system. This entity has a global view of the whole MEC system with the MEC orches-

trator as its most important component.

The domains are composed of functional components that can be deployed as virtual functions or
in any form (e.g., native applications, bare metal proprietary software). While main MEC component
at host level is the MEC host, which can be seen as an edge data center, the main MEC component at

system level is the MEC orchestrator and it operates across multiple MEC host levels.

The virtual infrastructure component of the MEC host provides compute, storage and network-
ing resources for the MEC application. The virtualization infrastructure includes a data plane element
that enforces the forwarding rules received by the MEC platform and routes the traffic between the
applications, services, and networks.

The MEC application uses the virtual infrastructure provided by the MEC host and runs as vir-
tual component (e.g., VM, container, etc.). This component interacts with the MEC platform using
the Mpl interface to consume and/or provide MEC services in the MEC host. The MEC application
can indicate the service and resource requirements (e.g., latency constrain) so when instantiating the
application, the system level management can select the target MEC host as well as perform load
balancing at a MEC host level.

The MEC platform enables MEC applications to discover, consume and provide MEC services. It
also includes essential functionalities that are needed to successfully execute MEC applications on
the MEC host such as traffic steering or storage. In addition, the MEC platform can act as a local DNS
server, in order to forward user traffic to the MEC applications. The communication between different
MEC platforms is enabled through the Mp3 reference point.

The MEC platform manager is the bridge between the MEC host level and MEC system level do-
mains. While in the MEC host level domain it is responsible for the life-cycle management (instan-
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tiation, termination and reallocation) of the MEC application, in the MEC system level domain it in-
teracts with the MEC orchestrator to provide him with indications on some MEC application related
events.

The Virtualized Infrastructure Manager (VIM) is responsible for the management of the virtu-
alized compute, storage, and network resources provided by the virtualization infrastructure for the
MEC application. It interacts directly with the virtualization infrastructure via the Mm?7 interface.
Examples of commercial VIM solutions are OpenStack and Kubernetes.

The MEC orchestrator has general view of all the resources and capabilities of the entire MEC
system. It is responsible for the instantiation, termination, healing, and coordination of the MEC
applications and related procedures such as onboarding, authentication, and integrity checks. The
orchestrator fulfills the pre-defined application requirements (e.g., latency, user throughput) by se-
lecting the appropriate target MEC host, and if needed it can also trigger the application relocation.

The operator’s Operations Support System (0SS) is the highest management entity of the MEC
system that is responsible for running the MEC applications in the desired location of the network.
The OSS receives requests directly from the users through the Customer Faceting Service (CFS) portal
and interacts with the orchestrator to fulfill them.

The CFS is the user entry point in the MEC system and it is envisioned to be similar to a cloud
platform portal. The user can use the CFS to fill in information related to onboarding, instantiation,
and termination of the application.

Finally, the MEC system is designed to offer enhancements to the MEC application through MEC
services. The MEC services can be provided or consumed by either the MEC platform or the MEC
application. A MEC application subscribes to the set of available services in the system over the Mp1
reference interface. ETSI provide exemplary MEC services such as the Radio Network Information
Service (RNIS) [18] and Location Service. The RNIS enhances the MEC applications by allowing them
to use up-to-date radio network information regarding radio network conditions when adjusting the
operations for particular user. While the original RNIS service was designed for cellular networks, a
new service is being defined to cover also Wi-Fi networks (WAIS) [19]. The Location Service [20] allows
the MEC applications to use information related to the specific location of the UEs currently serving
by the radio node(s) that are associate with the MEC host. Finally, the Bandwidth Management Service
allows prioritization of certain traffic.

MEC in 5G networks

As described in the 5G networks section, the 3GPP 5G system specifications and its Service Based
Architecture (SBA) are ideal target setup for MEC deployments. The specifications of 3GPP 5G sys-
tem and MEC leverage on same networking paradigms such as virtualization, Software Defined Net-
working (SDN), network functions, and service based interactions. Additionally, the 3GPP 5G system
specifications outline the concept of edge computing, where the MEC system and a 5G system can
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Figure 1.3. Example scenarios of phisical deployment of MEC in 5G [21]

work together on tasks like traffic routing and policy control. MEC framework in combination with
the 5G system can create a powerful environment for edge computing. In the following section, we
describe examples of the physical deployment of MEC in the 5G network that is presented in ETSI
white paper[21], with a goal of specifically defining the term of edge computing in the scope of this

thesis.

Logically MEC hosts are deployed in the edge or central data network where the User Plane Func-
tion (UPF) is responsible for directing the user plane traffic to the targeted MEC application. The
network operator decides the location of the data network (e.g., edge or central), UPF and computing
resources based on technical and business observations such as available physical space, type of ap-
plications that need to be supported, network traffic load, etc. Different MEC hosts and applications
are orchestrated by the MEC management system that dynamically makes decisions about where to
place the MEC applications. Based on different operational, performance, or security-related require-
ments, there are numerous solutions available for the physical deployment of MEC hosts. Figure 1.3
presents some of the practical options for the physical location of MEC:

11
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1) MEC and the UPF located with the Base Station.
2) MEC located with a transmission node, possibly with a UPF.
3) MEC and the UPF located in the aggregation ring

4) MEC located in the same data center with the Core Network functions

The scenarios presented in Figure 1.3 show the flexibility of MEC to be deployed in different lo-
cations, spanning from the Base Station (BS) to the central data network. In the work presented in
this thesis the location of the edge computing is defined by referring to scenario 3), where the MEC
and the UPF are located in the aggregation ring. The UPF is used to perform the local breakout in the
aggregation ring by steering the traffic towards the MEC applications and/or towards the central data
network.

1.1.3. Fog computing

In the previous section of this chapter, we defined the concept of edge computing throughout the def-
inition of the MEC framework. However, the edge of the network is not only composed of computing
resources in the form of servers, indeed the edge is usually divided into i) far edge; and ii) near the
edge. While the MEC paradigm covers the far edge concept where the static computation resources
are pushed deeper in the network infrastructure, the near edge concept integrates any node or device
that is in near proximity of the end-user. All these devices that are at the very last hops of the network
infrastructure are known as fog devices. A fog device provides computing, storage, and/or network-
ing capabilities on resource limited nodes. This device may be volatile, mobile, battery-constrained,
or have other constraints, which limit its availability, capability, and design considerations such as
the dominance of wireless connectivity. In general, commercial fog devices are based on stand-alone
hardware entities combined with a software platform that allows main fog functionality, such as re-
mote, automatic software deployment, connectivity with end devices (sensors — e.g. cameras, actua-
tors, industrial robots), and to some extent interconnection with other fog devices (creating a specific
topology) via wired and/or wireless media. Fog device capability (computation, storage) varies and is
dependent on the applications of interest, but it is often significantly lower than that of data centers.

Consortium (IIC) [22] put has put effort to define fog computing, as well as the use cases and the
reference architecture that explains the benefits and functions that the fog concept can bring. Whilst
by the IIC definition the fog computing includes edge computing, and all aggregations of the edge to-
wards the cloud, the most appealing value of fog has been in complementing the edge by extending it
further down to the very distributed computing substrate of volatile, mobile and constrained devices.
Because of these most significant added-values of the fog, in this thesis, we scope the fog around the
volatile and constrained substrate, complemented by the edge next, and further on by the cloud as
shown in Figure 1.4. It is worth mentioning that ETSI also has a working group with the aim to include
distributed and constrain resources as part of the MEC vision.

12
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Figure 1.4. Cloud, edge and fog resources and characteristics

As presented in Figure 1.4, the overall pool of resources at the edge of the network is divided into
three groups:

* Edge Data Centres (Edge DCs) are a first core group, that spans the upper tiers of network ag-
gregation layers. Essentially, this core group is pushed deeper into the network infrastructure
and is capable of handling heavy computing tasks as well as storing a large amount of data. This
may happen, for example, in a company’s headquarters.

* The second access group is around the Base Stations and Access Points and consists of mini-
edge DC and fog devices. Local DCs or servers connected to the APs may be included in this
access group. As it can be noticed this group includes both edge and fog computing.

* Fog devices of limited resources make up the third access group, which is often mapped into
terminal networking resources. This might include onboard computing technology in cars or
trains, PCs, smartphones, robotics, and drones, among other things. Some lightweight but
latency-sensitive computational operations can be handled by these Fog devices.

1.1.4. Network Function Virtualization

The edge and fog computing go together with virtualization technologies where ETSI introduced the
concept of Network Function Virtualization (NFV) [24]. NFV was born with the idea of running net-
work nodes and services (e.g., switches, gateways, load balancers) on general-purpose hardware by
the use of virtualization. The network services are traditionally hosted with proprietary vendor hard-
ware that is sold to telco operators. With the introduction of NFV, the services are not split from the
hardware where the use of VMs or containers allows telco operators to run their network services on
commodity servers rather than on vendor-specific equipment.

The NFV combined with edge and fog computing has the potential to lower the operating ex-
penses of telco operators by reducing the maintenance, hardware costs, power consumption, phys-
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ical space, and network upgrades. Additionally, NFV makes the service provisioning easier and the
networks more flexible. Operators are better prepared to deal with difficulties such as adapting to
customer-changing demands since the network functions are now aggregated in software and they
can be relatively easily scaled or moved to different network locations. Finally, NFV enables telco
providers to offer customers isolated and dedicated network resources on the fly. This concept is
known as network slicing and allows telco providers to create isolated networking resources over
shared networking infrastructure (e.g., computing, radio access) that work within strictly defined rules
in terms of latency, bandwidth, etc. Based on the vertical industries’ specific requirements, the oper-
ator can create a network slice that will guarantee the end-to-end QoS.

The main architectural framework [23] for NFV that is widely adopted by the industry is presented
in Figure 1.5. This framework is composed of three domains:

e Virtual Network Function (VNF) running on top of the NFV Infrastructure (NFVI).
e NFV Infrastructure (NFVI), that supports the execution endowment of the VNFs.

e NFV Management And Orchestration (MANO) that provides the orchestration and life-cycle
management of the NFVI and also the VNFs.

The NFVI is composed of hardware resources together with the virtualization layer. It uses virtu-
alization software that simulates the hardware functionality to create the environment in which VNFs
are deployed. The NFVI virtualizes physical computing, storage, and networking and places them into
resource pools.

The Virtualized Infrastructure Manager(s) (VIM) has a similar functionality as the VIM in ETSI
MEC and its the functional block that controls and manages the NFVI compute storage and network-
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Figure 1.6. Example of NFV orchestration

ing resources. It is responsible for controlling and managing the VNF virtualization, in addition to
their interactions with computing, storage and network.

The NFV Orchestrator (NFVO) has two main roles that it needs to fulfill: i) the Resource Orches-
tration (RO) role where it provides orchestration of NFVI resources across multiple VIMs; and ii the
Network Service Orchestration Role (NSO) where it provides life-cycle management of the Network
Service (NS). The NFVO interacts with the OSS/BSS to provide installation and life-cycle management
of new NS and individual VNF packages. It has a general view of the whole system and is responsible
for the global resource management and validation and authorization of NFVI resource requests.

The VNF Manager (s) is a functional block with the main responsibility for the life-cycle manage-
ment (e.g., instantiation, update, query, scaling, termination) of VNF instances.

The Operations and Business Support Systems (OSS/BSS) provide the operational and business
support systems implemented by the VNF service provider.

It is worth mentioning that in order to deploy a NS through the NFV MANO ETSI envisioned the
use of templates/descriptors that contain specifications regarding the individual VNFs, VNF Forward-

ing Graphs, service-related information and NFV infrastructure information models.

1.1.5. Orchestration in NFV

With the advancement of NFV, edge computing and fog computing in the 5G networks, the concept
of service orchestration has been introduced. Vertical industries, such as automotive, e-health, and
smart factories, can define services through a set of VNFs that can be deployed in the cloud-to-thing
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continuum. Upon the deployment of a network service, three main decisions have to be taken: i) the
allocation of resources for VNFs in the servers; ii) the traffic steering of the Virtual Link (VL)s across
the network links, and iii) the allocation of bandwidth resources on the links that steer the Network
Service (NS)s traffic. These decisions are taken by a NFV orchestration algorithm, i.e., an algorithm
that maps the VLs and VNFs in the underlying physical infrastructure, or even in an abstraction of the
physical infrastructure. It is important to remark the difference between an orchestrator, which as-
sesses the management and assignment of services to resources, and a NFV orchestration algorithm,
which solves the Virtual Network Embedding (VNE) problem. That is, to embed a virtualized service
in a substrate network. Figure 1.6 shows an exemplary NFV orchestration algorithm that performs
traffic steering of the VLs and the mapping of VNFs to servers.

The goal of a NFV orchestration algorithm is to deploy a NS in the cloud-to-thing continuum,
taking into account the volatile and resource-limited resources of the fog and route the traffic in be-
tween VNFs. The decision-making process of an NFV orchestration algorithm when solving the VNE
problem is usually composed of two problems: i) where to deploy the VNF and how much resources
should be allocated, and ii) what links should be used to route the traffic between VNFs. Orchestration
algorithms to solve the VNE problem were used even before 5G networks. Early solutions focused on
energy consumption, minimization of resource waste, or even temperature within a data center in-
frastructure. With the arrival of the NFV paradigm and the functional split of the NSs into multiple
VNFs that can run in different servers, the problem complexity increased. The VNFs that compose
the NS can be spread across the complete network infrastructure and the flexibility of the deployment
options increased. This distribution of the VNFs in the infrastructure also resulted in increasing the
complexity of the traffic steering between VNFs, which in the past were all running on the same server.
In the following, we present some exemplary NFV orchestration algorithms from the existing litera-
ture. In [25] the author proposes an algorithm that discovers deployments that decrease the costs by
utilizing matrices and eigen-values. [26] proposes an orchestration algorithm that uses VNFs replica-
tion to minimize the link utilization in the network used to deploy the NSs. In [27] an orchestration
algorithm is proposed that determines the number of VINFs that each server should host to process
completely or partially the new incoming flow demand. Another orchestration solution that decides
how many VNF instances should be deployed in a server in order to process the client requests is
presented in [28].

All this algorithm that are proposed in the literature solve the VNF problem but they did not con-
sider the strict communication constrains of 5G services. As we elaborated in Section 1.1.1.2, 3GPP
and ITU-R defined the URLLC class of use cases so the networking community started to tackle the
VNF problem in 5G scenarios where the (VNE) problem complexity increased again. While some of
the algorithms [29] targeted deployments of process control function in industrial use cases, other al-
gorithms [30] solve the mapping between the VNFs and VMs and the possibility of sharing VNFs. For
more detailed analysis on existing NFV orchestration algorithms in 5G scenarios, [31] elaborates on
the current State-of-the-Art.
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1.1.6. Federation in NFV

In the ETSI MEC platform, the edge virtualization infrastructure is developed to complement the
cloud in the form of edge data centers that are typically located outside big cities and owned by telco
operators or service providers (e.g., Amazon Green Grass, Google distributed Cloud). The business
model is very similar to the one of cloud computing where compute, storage, and network resources
are offered in a pay-as-you-go fashion. With fog computing the cloud was even further extended and a
cloud-to-thing continuum was created where different providers can be resource owners in the shared
infrastructure. The VNFs that compose the network service can be placed in the resources that are
owned by shopping malls, business centers, hospitals, or factories. Having in mind that fog resources
usually have limited availability due to the volatile, mobile, and resource and battery-constrained na-
ture, the dimension and management of the cloud-to-thing continuum to satisfy the service require-
ments are very challenging. In the case of fog node failure (e.g., empty battery or lost connectivity)
or an increase in the number of users for a given service, service providers will not be able to react in
time in order to keep the service operational.

In these scenarios, thanks to NFV service providers are enabled to use services and/or resources
owned by other stakeholders/providers. This concept, known as federation, enables service providers
to use services/resources from external Administrative Domains (AD). In a NFV environment, the
federation concept is used by administrative domains (ADs) to deploy network services or allocate
resources over the infrastructure of an external domain. The federation procedure is triggered by a
consumer domain as a need of extending a specific service (e.g., at a specific geo-location) or the lack
of constituent resources. Under the umbrella of the 5G-Public-Private-Partnership (5G-PPP) and the
European Research Council (ERC), the European networking community has been researching the
concept of federation and how it can support Industry 4.0. 5G-DIVE [32] and 5Growth [33], are two
examples of research platforms that were actively contributing to the development of the federation
concept. Moreover, there are recently existing works [34-37] that also address the open challenges in
the federation process by proposing different federation mechanisms.

The Federation requires all collaborative administrative domains to have mutual cooperation agree-
ments. Typically, these agreements are signed by business executives. Upon agreement, the agreed
ADs trust each other and establish peer-to-peer connectivity among themselves or define a trusted
centralized entity to manage their interactions. Therefore, federation interactions can be executed in
a centralized, decentralized, or distributed manner. In a centralized solution, all involved ADs have to
sign mutual agreements and trust a centralized entity located in a neutral location. The centralized
entity is managed by the joint community of involved ADs and oversees the federation interaction,
acting as a neutral "middle-man". The positive side is that it is a highly trusty and scalable solution,
however, the disadvantage is the set-up time, joint effort, continuous maintenance, and that it is a
single point of failure system. A decentralized solution is the simplest to employ, at the cost of the
lowest scalability. Each AD establishes peer-to-peer connectivity with each external AD. This implies
that each newly created (federation-ready) connection between ADs is followed by a business meeting
and inter-domain connectivity set-up (e.g., 50 connections between different ADs would take at least
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50 or more days). Several approaches rely on this type of federation [38] [39]. A distributed solution is
a hybrid approach, more similar to the centralized solution, where the central entity is distributed in
each AD.

In this thesis when we refer to the concept of federation we focus on the service federation rather
than the resource federation. An example of a service federation is presented in Figure 1.7. The con-
sumer domain throughout the NFV MANO requests an extension of a service (or part of a service) to
be deployed over a provider domain. The provider domain oversees the complete deployment process
of the service extension. While in resource federation the provider domain only provides available re-
sources (e.g., computing or networking) to the consumer domain, and the deployment of the service
extension is executed by the consumer domain. In order to successfully complete a service federa-
tion [34] [40], there are several federation procedures that are executed in sequence:

* Registration - initial procedure through which the administrative domains establish their peer-
to-peer inter-connectivity or register to a central entity. The registration procedure character-
izes the type of federation, which can be relatively open or strictly closed. As an open federation
can be considered when external new domains can more easily register to the peer-to-peer or
centralized interaction. The closed federation includes pre-defined participants with strict poli-
cies and rules, manually set and defined by the ADs.

* Discovery - in this procedure the participating ADs periodically broadcast or exchange among
themselves information on their capabilities to provide services or (computing/networking) re-
sources. Each AD creates and continuously updates a global view of the available service or
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resources at the external ADs.

e Announcement - this procedure is triggered by the consumer domain, once it has been de-
cided the need to federate part of a service in an external peering domain. An announcement
is broadcast to all potential provider ADs. The announcement conveys the requirements for a
given service or set of resources. In the centralized case, the central entity is used as a proxy.

* Negotiation - the potential provider ADs receive the announced offer, analyze if they can satisfy
the requirements and send back a positive or negative answer. The positive answer includes the
pricing of the service.

* Acceptance & deployment - the consumer AD analyzes all collected answers and chooses an
offer of a single provider domain. The selection process is entirely left to the consumer AD’s in-
ternal policies and preferences. The consumer domain sends an acceptance reply to the chosen
provider AD. The provider AD starts the deployment of the requested federated service.

» Usage & Charging - once the provider AD deploys the federated service, it notifies the consumer
AD and sends all necessary information for the consumer AD to include the federated service
as part of the end-to-end service deployment. From that on, the provider AD starts charging for
the federated service during its life-cycle, until it is terminated.

Please note that the security/privacy and trust among the participating ADs is vital in all the afore-
mentioned procedures. Actually, due to competitive reasons, any AD (e.g., mobile operators, cloud
providers, etc.,) would not reveal much information regarding the underlying internal infrastructure
or the full capabilities for service deployments.

1.2. Research Challenges

In context with the previously outlined considerations, seven general open challenges were consid-
ered in the realization of this thesis. Each of these challenges is addressed in one of the subsequent
chapters of this thesis (see Section 1.3).

CHALLENGE C1: HOW TO EFFICIENTLY INTEGRATE ROBOTIC SYSTEMS WITH NETWORK AND COMPUT-
ING INFRASTRUCTURES HAVING IN MIND THE VARIABLE AND UNCERTAIN CHARACTERISTICS OF THE
FACTORY FLOOR?

The adaptation of industrial processes towards a concept based on networked robots is facing
a major challenge with respect to the unification and exchange of information by different applica-
tions [41]. To make use of the networked robots, applications must have access to information from
different systems, making abstractions a very important topic to handle the underlying heterogene-
ity. Moreover, manufacturing service encapsulation, composition, and publication are identified as
key technologies that need to be studied [42]. Cloud robotics enables networked robot systems to be
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deployed at the Cloud. Cloud-based robotic systems are suitable for delay tolerant, long-term, high
computational applications (e.g., monitoring or simulation systems) crucial for preventive mainte-
nance and business-decision support. However, proper execution of a robotic system in manufactur-
ing needs real-time access to production data, making real-time connection and synchronization a
major challenge.

CHALLENGE C2: HOW TO USE THE REAL-TIME NETWORK CONTEXTUAL INFORMATION TO OPTIMIZE
THE END-TO-END ROBOTIC SYSTEM?

Edge computing and fog computing can be seen as cloud robotics extensions to the network edge
since they exploit similar computation offloading and storage management schemes. A unique op-
portunity arises for robotic services to use context-aware techniques, such as real-time information
for the radio network condition that is available only at the network edge to optimize the end-to-end
performance of the robotic system. Moreover, these context-aware techniques can be used to enable
robots to communicate directly in a Device-to-Device (D2D) fashion through a network-assisted ap-
proach [43]. All these concepts are very well defined in the existing literature by proposing different
communication architectures. However, very few studies show the exemplary usage and benefits that
the robot applications can experience from the usage of network context information.

CHALLENGE C3: WHICH FUNCTIONS FROM THE ROBOT COULD BE ADVANTAGEOUS TO VIRTUALIZE IN
THE EDGE AND FOG? WHERE IN THE EDGE AND FOG ARE THEY BEST SUITED TO EXECUTE?

The manufacturing sector, as the largest world energy consumer (55% of the world’s energy [44]) is
in a constant search for energy efficient optimization strategies that will reduce the energy consump-
tion. Cloud robotics started to contribute toward energy optimization in the manufacturing sector
by offloading computation from the factory floor to the cloud. However, as we mentioned before this
computation offloading was only suitable for delay tolerant, long-term, and high computation robotic
applications. Additional reduction of the energy consumption can be achieved by offloading robot
computation modules in an edge server. One of the main challenges is how to reduce the on-device
energy consumption while fulfilling the strict safety and reliability factory policies. This reduction of
energy consumption on the robots not only contributes toward the global energy optimization of the
factory floor but also contributes to the reduction of the cost of the industrial robots.

CHALLENGE C4: WHAT ARE THE BENEFITS THAT 5G CONNECTIVITY CAN BRING TO REMOTE CON-
TROLLED ROBOTS?

Wireless technologies provide several benefits for manufacturing, such as greater flexibility for
connecting physical devices, reductions in installation and maintenance costs, support for mobility,
and improved safety for the employees [45]. As of today, wired networks are widely used in industrial
automation since wireless technologies fall short of meeting the stringent requirements of real-time
applications. Consequently, the physical devices are connected through wired technologies such as
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Fieldbus [46] and industrial Ethernet [47], which are costly and inflexible. With the emergence of 5G,
Industry 4.0 recognized the opportunity for a unified communication interface that can support the
requirements of any type of robots through three main service profiles: (i) eMBB; (ii) mMTC; and (iii)
URLLC. 5G provides guaranteed QoS for time-critical applications as a built-in feature. In addition,
5G also defines support for handling mobility in industrial environments that opens the possibility to
apply the networked robotics concept for movable platforms (e.g., mobile robots, automated guided
vehicles). Despite all the expectations, industrial verticals remain skeptical about the maturity of 5G
and the benefits that it can bring especially to remotely controlled robot manipulators whereas we
know wireless connectivity is not required. There is a lack of experimental studies that deal with the
integration of 5G connectivity with current network deployments, aiming to give insights into perfor-
mance improvements for industrial verticals willing to invest on 5G.

CHALLENGE C5: HOW TO OPTIMALLY ALLOCATE COMPUTING AND NETWORKING RESOURCES FOR
ROBOTIC APPLICATIONS IN THE CLOUD-TO-ROBOT CONTINUUM, TO SATISFY KEY PERFORMANCE
INDICATORS (KPIS) AS LATENCY

The NFV paradigm has been currently consolidated as one of the key enabling technologies to-
wards the implementation of Industry 4.0. This technology aims at alleviating the hardware depen-
dencies in the provision of robotic functions and services, using virtualization techniques that allow
those functionalities to be executed in commodity equipment over the cloud-to-robot continuum. As
mentioned before, the cloud-to-robot continuum is composed of large scale public/operator-owned
data centers, small scale computing infrastructure deployed at the edge, and a heterogeneous set of
resources with limited computing capabilities like network nodes, end-user devices, or robots. This
heterogeneous and distributed computing infrastructure needs to fulfill the strict robotic functions
KPIs with respect to latency (0.5-20 ms), jitter (+ 0.5), and reliability (99.9999%) [10-13]. In this con-
text, an open challenge is how to optimally allocate the computing and networking resources for
robotic applications in this cloud-to-robot continuum while satisfying the KPIs.

CHALLENGE C6: HOW CAN A ROBOTIC SERVICE EXTEND ITS SERVICE FOOTPRINT IN A FAST AND EFFI-
CIENT WAY OVER INFRASTRUCTURES THAT ARE OWNED BY DIFFERENT STAKEHOLDERS?

Another key enabling technology for the implementation of Industry 4.0 is edge computing. By
placing computing, networking, and storage resource near the edge, robotic systems can execute
robotic applications closer to the robots resulting in more predictable communication and overall
better system performance. For the market, such robotics applications are an opportunity for mobile
robots to be employed in accomplishing a range of manual tasks (e.g., security/surveillance, clean-
ing, delivery of products, warehouse logistics, etc.). The key element of such mobile robotic system is
the uninterrupted robot connectivity over the access network and the available real-time information
about the connectivity. The high mobility of robots demands a change in the point of access in the ac-
cess network which is currently feasible within a single administrative domain. Often enough, an edge
robotics service requires fast and short-lasting expansion of the service footprint over infrastructures
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that are owned by different stakeholders. This concept in the literature is known as federation and it
enables the orchestration of resources and services across multiple administrative domains. Still, an
open challenge for robotic services is how to perform the federation of services in a secure and trusted

way while not interrupting the operation of the mobile robots.

CHALLENGE C7: How CAN AI/ML ASSIST THE NETWORKED ROBOTIC SYSTEMS IN ITS INTEGRATION
WITH THE NETWORK AND COMPUTING INFRASTRUCTURES TO SATISFY THE EXPECTED REAL-TIME PER-
FORMANCE?

The cyber-physical integration in industrial environments mirrored through the networked robots
arises a perfect opportunity for the development of Al agents to devise smarter and more accurate
robots. ML is a strong candidate to implement such agents, as an alternative to heuristic or decision-
tree based solutions, among others. Robots have sensors(e.g., odometry, camera, lidar) that transfer
the information about the robot state and its surrounding into raw data in the cyber space, which
can be later used to train and cross-validate different ML algorithms and Al agents. These agents not
only learn about the details of the specific industrial tasks but also extend and optimize them beyond
the human capability due to the volume of data they can handle to make decisions. However, an
open challenge in the existing literature is how to build Al-agents that benefit from ML algorithms to
exploit the excising data sources with context information at both the application and infrastructure
level. There is a lack of exemplary Al-agents that can contribute towards the efficient integration of
networked robot systems with existing network and computing infrastructures.

CHALLENGE C8: HOW TO ACHIEVE RELIABILITY, TRANSPARENCY, AND STABILITY FOR REAL-TIME RE-
MOTE CONTROL OF ROBOT MANIPULATORS OVER [EEE 802.11 CHANNEL

Nowadays, industrial verticals implement IEEE 802.11 technologies for factory automation through
commercial solutions such as Industrial WLAN (IWLAN) developed by Siemens. The low cost, good
performance (e.g., low latency, high throughput), and extensive implementation in commercial equip-
ment make IEEE 802.11 a suitable candidate to fulfill the tight timing constraints of industrial au-
tomation. However, achieving the reliability, transparency, and stability for real-time remote control
required in many applications remains a critical challenge in IEEE 802.11. due to the highly unpre-
dictable, unreliable, and interference-prone wireless channel, which introduces delays, packet loss,
jitter, throughput bottlenecks, and even loss of connectivity [48]. The presence of packet collisions
and electromagnetic (EM) interference in the shared medium results in delayed or even lost control
commands. While the delayed delivery of control commands to the robot breaks the transparency of
the remote control system (e.g., lag between the executed remote control commands and the robot
movements), the lost commands directly influence the stability resulting in a deviation from the de-

sired trajectory.
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1.3. Thesis Overview

This thesis proposes robot enhancements by virtualizing and distributing robotic services at the edge
of the network and it is organized into four main chapters. Chapter 2 presents an end-to-end edge
robotics system design and a real-world testbed implementation that is used in the rest of the chap-
ters to evaluate the performance of the proposed enhancements. Chapter 3 proposes enhancements
that can be offered to robotic systems through the use of MEC and Chapter 4 elaborates on how the
concept of orchestration can offer enhancements for mobile robot applications. Chapter 5 discusses
the role of Al in cyber-physical systems, highlighting specific aspects related to networked robots that
can be enhanced with Al capabilities. Finally, in the last chapter, the thesis the conclusions, and future
work are presented.

The outline of the organization of this thesis is presented as follows:

* Chapter 1. Introduction: this chapter describes the context in which this thesis is established,
presenting the enabling technologies, as well as the open challenges that are going to be ad-
dressed.

* Chapter 2. An end-to-end edge robotics system : defines the design of an end-to-end edge-
based robotics system. The design uses the ETSI MEC and NFV definition of applications and
context-aware services as a set of autonomous and virtualized microservices that can be dis-
tributed and orchestrated in the cloud-to-robot continuum. In addition, this chapter includes
detailed information about the real-world implementation of two experimental testbeds that
integrate the designed edge-based robotics system using existing open source technologies.
This chapter addresses Challenge C1 that is defined in the scope of this thesis. Moreover, the
work from this chapter is used in the rest of the chapters as a baseline scenario for addressing
the rest of the Open Challenges.

e Chapter 3. Enhancing robotics systems through the use of MEC : addresses Challenge C2, Chal-
lenge C3 and Challenges C4. In particular, this chapter is divided in two parts. The first part that
addresses Challenge C2 by proposing four exemplary context-aware enhancements to optimize
the end-to-end robotic system. The second part addresses Challenge C3 and Challenges C4 by
providing an analysis on the potential on-device savings by means of computation offloading
and showing the benefits that 5G connectivity can bring to robot manipulators when they ex-
change data with the edge infrastructure.

* Chapter 4. Orchestration of Robotic services: this chapter studies the feasibility of applying
orchestration solutions to existing robotic services. Specifically, this chapter uses the prototype
developed in Chapter 2 to apply a novel orchestration algorithm (OKpi) and address Challenge
C5 that is defined in the scope of this thesis. The same prototype is used to address Challenge
C6 by proposing a DLT-based federation concept for edge robotics.

* Chapter 5. Al-assisted control for edge robotics: this chapter studies the specific aspects re-
lated to networked robots that can be enhanced with Al capabilities. In particular, the chapter
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starts addresses Challenge C7 of this thesis by proposing a variety of Al-agents at the application
and infrastructure level that have the potential to enhance the cyber-physical systems. In order
to scope the work from general to specific this chapter continues by studying one of the pro-
posed Al-agents, namely, the Movement Prediction. As a result, the rest of the chapter proposes
and evaluates FoReCo: a forecast-based recovery mechanism for real-time remote control of

robotic manipulators to address the last Challenge C8 of this thesis.

Chapter 6. Conclusions & Future Work: presents the conclusions derived from the lessons
learned with the realization of this thesis, and the future research lines to be explored.



CHAPTER

End-to-end edge robotics systems architecture and
implementation

Astheroll-out of the new ICTs has gained pace, service-oriented robotics shifts the implementation of
the robotic processes, offering them as a service. A complex robotics application can be realized by a
set of collaborative interoperable and platform independent services. As a consequence, capabilities
like smart orchestration, dynamic scaling, and computation offloading become available. In order to
implement a service-oriented robot, advances on ICTs, such as NFV and MEC defined by ETSI are
playing a paramount role in satisfying the required KPIs in terms of latency, reliability, bandwidth,
and scalability.

In this context, and with the aim of addressing the challenges defined within the scope of this the-
sis, this chapter focuses on the design and prototype implementation of an end-to-end edge-based
robotics system. The design and prototype implementation of the robotics systems from this chapter
are later on used in this thesis as a baseline scenario for experimental evaluation of new innovative
solutions in robotic systems that have the potential to improve performance and production cost.
Our design uses the ETSI MEC and NFV definition of applications and context-aware services as a set
of autonomous and virtualized microservices that can be distributed and orchestrated in the system.
For this, Section 2.1 motivates the design and prototype implementation of an end-to-end edge-based
robotics system focusing on the benefits that current robotic systems can have by adopting the emerg-
ing ICTs. Next, we propose the exemplary designs of end-to-end edge-based robotics systems in Sec-
tion 2.2). In Section 2.3 we present the prototype implementation of the above mentioned robotic
systems by creating two separate testbeds. The UC3M testbed for mobile robots in Section 2.3.1 and
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the 5TONIC testbed for robot manipulators in Section 2.3.2. Finally, Section 2.4 closes this chapter by
summarizing the presented work.

2.1. Introduction

Industry 4.0, or the factory of the future, is offering a new way of understanding and organizing dis-
tinct manufacturing processes, pushed by the increasing interest of industrial verticals to accomplish
a digital transformation of their industries. It focuses on effective interaction between humans, ma-
chinery, and products to build an efficient, agile, and smart manufacturing environment. Intelligent
production lines and flexible factory are the two of its key features that are contributing to meeting the
increased demands from customers [49], [50]. Some countries (e.g., Japan, France, China, and South
Korea) already launched national plans of action to realize such evolution through the concept of a
service-oriented industry [51].

Service-oriented robotics shifts the implementation of the robotic manufacturing processes, of-
fering them as a service. A complex robotic application can be realized by a set of collaborative in-
teroperable and platform independent services. As a consequence, capabilities like smart orchestra-
tion, dynamic scaling, and computation offloading become available. For example, a cloud-based
service-oriented robot enables resources and other services to be shared in a convenient pay-as-you-
go manner [52]. Industrial verticals are then empowered with capabilities like dynamic reconfigura-
tion, programmability, on-demand usage, and sharing [53] aiming for minimal operational expenses,
enhanced and faster production, and improvements in the time to market.

In this service-oriented concept, the physical and digital manufacturing processes are getting pro-
gressively interconnected, considered as the next generation of smart systems. Networked robotics
arises as the key service to bridge both physical and digital worlds through the integration of robotic
systems, computing, and communications technologies [54]. This concept truly embodies the cyber-
physical integration within Industry 4.0, combining any industrial process achieved through closed-
loop feedback mechanisms. The control loop starts with the robots sending sensor information and
its current state to the computing infrastructure, which then closes the control loop by sending back
commands in real-time. In doing so, industrial robots become software-enhanced objects that incor-
porate self-management capabilities and respond quickly to changes. Such an environment paves the
way for novel robot applications where the control of the manufacturing processes is performed in a
real-time, remote and collaborative way, optimizing the whole manufacturing process [55].

In order to implement service-oriented robots, advances on ICTs, such as edge computing and
NFV, are playing a paramount role in satisfying the real-time KPIs in terms of latency, reliability, band-
width, and scalability. Edge computing [56] offers low-latency, high bandwidth, network context-
information, and location awareness in robotic services by providing computing capabilities in near
proximity of the robots. Similar to cloud computing, edge computing is envisioned as a technology
that relies on a virtualization environment and provides flexibility, scalability, and easy management.
Motivated by these benefits, ETSI has been first to create a standardized edge environment through

26



Chapter 2. End-to-end edge robotics systems architecture and implementation

MEQC [15], which is supported by the virtualization framework of NFV [23] that was also pioneered by
ETSIL

In the NFV framework, Virtualized Network Function (VNFs) are widely embedded in network op-
erators’ deployments. It allows them to migrate network functionalities from costly vendor hardware
to general-purpose resources. Network Services are usually formed as a composition of VNFs, each
providing a specific functionality of the whole service. In addition, functional network modules that
compose the Network Service are split, centralizing a subset of functions into a data center. This func-
tional split was proposed as a feature for the next generation of Radio Access Network (RAN), where
the processing of all the base stations have been centralized into a data center. Pooling computa-
tional resources reduces the cost of 5G deployments and centralization enables easier coordination
between next-generation base stations [57]. Applying the Network Service and functional split con-
cepts to service-oriented robots gives the factory operator a unified and modular view of the system
and extends the management capabilities beyond the networking aspects to implement a Robotics-
as-a-Service (RaaS). These concepts enhance the flexibility of the infrastructure as well as monitoring
and management operations, contributing to fulfilling the scalability and availability requirements.

This chapter aims at proposing an edge robotics system that integrates the aforementioned tech-
nologies to support the implementation of service-oriented robots. To do so, robotic applications for
mobile robots and robotic arms are abstracted and split into virtualized functions in order to increase
flexibility and reduce the burden on physical devices. This chapter departs from the design of an end-
to-end edge robotic system as an example of a robotic service, incrementally validating the potential
of such a solution through a prototype implementation that is realized via two experimental testbeds.

The main contributions of this chapter are:

* We design an exemplary end-to-end edge-native robotic system for mobile robots and robot
manipulators.

* We implement a prototype of the edge robotic system for mobile robots, namely the UC3M
testbed featuring two Kobuki robots.

* We implement a prototype of the robotic system for robot manipulators, namely the 5TONIC
testbed featuring a Niryo One robot arm and multiple Radio Access Technologies (RATS).

2.2. System design

Our edge robotics system design and implementation (see Section 2.3) is motivated by realistic use
cases where a fleet of mobile robots or robot manipulators are remotely controlled and coordinated
to perform different tasks in a multi-access indoor environment. These use cases allow us to easily
detect the new business actors that are enabled by using an end-to-end edge robotics system. Let’s
consider a factory floor as a potential deployment scenario for mobile robots.
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In this case, the infrastructure (e.g., the micro-data center at the edge) may be owned by the factory
owner or even a third party that provides and manages the infrastructure for the factory owner. The
automation of the factory can be achieved through a robotics service, such as video surveillance, and
cleaning or transport of goods. This service is provided by a robotics service provider that delivers its
applications through the infrastructure located in the factory.

In this section we propose two edge robotics system that are illustrated in Figure 2.1 and Figure 2.2
and they consists of 3 subsystems: i) orchestration system (green modules), ii) edge computing sys-
tem (red modules) and iii) robotics system (blue modules). In general, raw sensor data are acquired
by robots and sent to the edge computing system, removing the need for any data processing by the
robots. Real-time navigation decisions are taken in the edge computing system to minimize the la-
tency and share the data between different connected robots. The orchestration system provides
additional services such as managing and controlling the underlying infrastructure. The difference
between both proposed edge robotics systems presented in this section is the robotics system (blue
modules) while the edge computing system (red modules) and orchestration system (green modules)
are the same.

2.2.1. Orchestration system

The orchestration and control system (Figure 2.1 - green modules) is in charge of the application life-
cycle management. It includes allocation, monitoring and enforcement, over the IT/OT convergent
infrastructure while ensuring dynamism and elasticity for the robotics application. Its responsibili-
ties are separated in two different modules: i) the Virtualized Infrastructure Manager (VIM) and ii)
orchestrator.

The VIM interacts with the infrastructure and offers unified abstractions over the heterogeneous,
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mobile, and volatile resources. It offers monitoring, allocation, and management of resources across
the infrastructure and shares this information with the upper layers.

On the other hand, the orchestrator is responsible for i) storing catalog information of the robotics
application components, including checking the integrity and authenticity of the application pack-
ages, ii) keeping records of the onboard components and enforcing the allocation, and iii) re-allocating
components based on the information received from the robot and the edge computing system as well
as from the VIM. Compared to cloud-like orchestrators, more advanced placement algorithms are re-
quired in order to select the appropriate host(s) for instantiating or migrating the components based
on constraints defined by the application, such as latency, computing requirements, availability of re-
sources and services, etc. Enforcement instructions are transmitted to the robots and the underlying
infrastructure through the VIM.

2.2.2. Edge Computing system

The edge computing system shown in Figure 2.1 and Figure 2.2 (red modules) depicts the integration
of applications, together with different services such as radio network information and location ser-
vices. Both services are described in more detail later on. In particular, the edge computing system
takes care of coordination and control of the robot movements based on network contextual infor-
mation and location algorithms. The virtualization infrastructure provides compute, storage, and
network resources for the applications. It also includes the basic networking capabilities for routing
the traffic between services, applications, external networks, and Multi-access Edge Platform (MEP).
The MEP offers API based domain for advertising, discovering, and consuming services. We can con-
sider the MEP as a 'middleman’ in charge of storing and distributing the subscription data of a service
to the data subscribers via a suitable messaging protocol (e.g., MQTT [58], REST [59], DDSI[60]).

Localization algorithms are run in the edge computing system as a localization service, where
real-time sensor data is matched with an area of an existing map. Additionally, for situations when
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the robot operates in partially or totally unknown environments, the signaling information received
from the robot can be utilized to estimate its precise location. Simultaneous localization and mapping
algorithms run as services. The real-time localization information is shared with the robot brain using
the MEP.

The Radio Network Information Service (RNIS) provides information regarding the quality of the
radio channel. Regardless of the radio access technology (e.g., 4G, Wi-Fi, Bluetooth, etc.), the RNIS
monitors the connectivity and publishes real-time information about the signal strength, MAC layer
parameters, packet loss, etc., of each robot. The use of the RNIS service can facilitate the robot’s mo-
bility in an indoor environment and optimize robot navigation. For example, based on the signal level
and MAC layer parameters the Robot brain can detect quality degradation on the wireless channel
and adapt the robot speed accordingly.

2.2.3. Robotics system

As mentioned before the differences between the two proposed edge robotics systems illustrated in
Figure 2.1 and Figure 2.2 are in the robotic system and how the robot functionalities are split into dif-
ferent modules. While the edge robotics systems for mobile robots present a more general functional
split, the edge robotics systems for robot manipulators brakes down the robot manipulator into 5 log-
ical modules. In this section, we present the description of each of the modules that compose both
robotics systems.

Mobile robots

The robotics system for mobile robots (Figure 2.1 - blue modules) is composed of modules distributed
between the robots and the edge computing system. In our proposed design, the robots act only as
sensors and actuators. They have embedded within them only the minimal components in charge of
i) reading data from the sensors (e.g., odometry, camera, lidar), and sending them to the robot brain,
and ii) executing navigation instructions received from the robot brain. The robot brain resides in the
edge computing system and is responsible for the coordination and navigation of the robots. Control
algorithms are run in the robot brain, where real-time network contextual information and localiza-
tion data are used to adapt robot operations. The robots can be equipped with the most suitable RAT
(e.g., Wi-Fi, 4G, 5G) based on the use case requirements. Additionally, D2D connectivity is envisioned
between the robots to offer higher data rates, lower transfer delays, and improve power efficiency.

Robot manipulators

Figure 2.2 illustrates the main modules that comprise the robotic system for robot manipulators. The
robot drivers act only as sensors and actuators (i.e., bare metal devices with minimal resources), while
the robot stack implements the control, navigating, and interfacing operations on top of the robotic
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systems. The robot drivers always remain in the robotic manipulator but the robot stack can be dis-
tributed across the robot or the edge computing system. Accordingly, the edge robotics system for
robot manipulator is decomposed into five logical modules, described as follows:

e The robot drivers are low-level software interfaces that control and monitor the specific robotic
arm hardware. Therefore, the robot drivers interact directly with the robot hardware and are
responsible for i) executing in the robotic arm’s hardware of any command received from the
control module; and ii) making available sensor data and operational states to the control mod-
ule.

e The control module implements generic control-loop feedback mechanisms used for robot ma-
nipulation. It takes a trajectory, composed of position commands, as input and runs a control
loop, following a given frequency, towards the Drivers module. This module defines a set of
controllers that are used by the remaining modules for robot manipulation.

e The motion planning module receives a movement command (e.g., go to position) and com-
putes the trajectory for the robotic arm. The created trajectory consists of path commands,
being sent to the control module in order to move the robotic arm from its current position to
the desired one.

* The interface module is a high-level abstraction for the core robot functionalities. The main
goal of this module is to hide the complexity by providing the interaction through high-level
commands. It acts as the gateway between the user application and the robotic arm.

* The remote controller module enables remote control of the robot manipulator. It provides a
set of tools such as a web interface and/or joystick that implement a close-loop mechanism for
robot manipulation.

Figure 2.3 depicts the interactions between the different modules of the edge robotic system.
When a user needs to remotely control a robotic arm, it issues a move joints (step 1) manipulation
command using the selected interfacing device (e.g., joystick, AR/VR). The move joints command is
sent to the Interface module which offers a custom-made interface (e.g., Python or REST API), trans-
lating it into a robot-specific movement command. Then, the Interface module sends the movement
command (step 2) to the motion planning module. When the movement command is received, the
motion planning module performs several command validations and generates the trajectory path
consisting of an array of position commands. For each position command, each joint is given a spe-
cific position, velocity, and acceleration. Once the control module receives the trajectory path (step
3), it runs a control loop against the driver’s module. The control loop starts with the driver’s module
sending the joint states (step 4) of the robotic arm to the control module. Next, the control module
interpolates the received trajectory path to get the next position command. The control loop is then
closed when the control module sends the position command (step 5) to the driver’s module.

31



2.3. Deployment of real-world testbeds

(3a) trajectory
path

Controllers
(4) joint

Joint states
states registers

(1) move
joints

Y

(2) movement
command
Y

(5) position
command

Motors

(4) joint states

Figure 2.3. Sequnce Message Diagaram for remote control.

2.3. Deployment of real-world testbeds

To be able to evaluate the concept of edge networked robotics, exploit the benefits that it can bring
to robotic systems, and address the open challenges that are defined in the scope of this thesis, we
developed two separate testbeds where we deployed a prototype of the exemplary robotic systems
designed in Section 2.2. The first testbed was implemented in the university hallways of Universidad
Carlos III de Madrid and its objective is to address the C2, C5 and C6 while the second testbed was
implemented in TONIC laboratory in Madrid (Spain) and its objective was to address C3, C4 and C7.

2.3.1. The UC3M testbed

The UC3M experimental testbed shown on Figure 2.4 is build along the hallways in the telematics
department in Universidad Carlos III de Madrid where we deployed a prototype of the edge robotics
system for mobile robots illustrated on Figure 2.1. The tesbed is composed of: i) 6 Wi-Fi Access Points
from which 4 are ASUS WL500G Premium v1 APs running OpenWrt 18.06.2 [61] (AP1, AP2, AP4 and
AP5) and 2 are MiniPCs, with 4 CPUs and 8GB of RAM running hostapd [62] (vVAP3 and vAP5); ii) 1
MiniPCs with 4 CPUs and 8GB of RAM acting as local fog server; iii) 1 PowerEdge C6220 server with
94GB of RAM and 16 CPUS, acting as edge server; iv) 1 PowerEdge R840 Rack Server7 with 94GB of
RAM and 16 CPUs, acting as cloud server; and v) 2 Kobuki Turtlebot S2 robots equipped with Wi-Fi
antennas, a laptop with 8 GB of RAM and 5 CPUs and a RPLIDAR A28 lidar.

The six APs and the local server are deployed along two corridors of the telematics department
in the Universidad Carlos III de Madrid building (see Figure 2.4), while the edge and cloud server
are located in different buildings, all of them interconnected by a 10 GB/s ethernet connection. The
Turtlebot maximum speed is 0.75 m/s, while its minimum speed is 0.1 m/s with a ROS control fre-

8https://www. slamtec.com/en/Lidar/A2 [Accessed: Jul. 14, 2022]
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Figure 2.4. [llustration of the UC3M testbed composed of two mobile robots, cloud, edge and fog servers
and multiple Access Points that were distributed in the university hallway.

quency of 10 Hz (i.e., 100 ms). The sampling frequency for reading the odometry sensor data from the
robot’s wheels is 16.6 Hz (i.e., 60 ms) and the rotating frequency of the lidar is 10 Hz with a guaranteed
8-meter ranger distance.

The robotics system is based on Robot Operating System version 1 (ROS-1)? and is distributed
across the robot’s and the fog, edge, or cloud servers. Basic robot sensors (lidar, odometry) and actua-
tors handling are provided by the ROS-1 nodes deployed in the robot’s laptops. The robot brain can be
placed in the fog, edge, or cloud server and hosts the ROS-1 navigation stacks for both robots together
with the static map of the covered testbed indoor environment.

The robots are connected to the infrastructure through a Wi-Fi link. We decided to use IEEE 802.11
technology mainly because of the high bandwidth, low latency, and widespread use that make it suit-
able for the requirements of our time-sensitive robotics application. An application implements the
Wi-Fi access point capabilities and can be deployed on-demand as a hostapd docker container. It is
important to mention that all the 6 APs are configured to use IEEE 802.11r [63] over the Distributed
System (DS) in order to permit fast and secure handovers. Since we use Wi-Fi as our RAT, a RNIS
service, namely, Wi-Fi information service, is deployed as a docker container together with the Wi-Fi

9Widespread framework for developing and testing multi-vendor robotics software.
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access point and provides real-time context information about the connected robots. In addition, a
location service can be hosted by the fog, edge, or cloud server. This service is implemented as a ROS
node and provides probabilistic robot localization based on the lidar sensor.

Regarding the orchestration system, we implemented a custom-developed orchestrator that can
be deployed as a container in the fog, edge, or cloud server. The orchestrator implements the base
life-cycle management functionalities such as instantiation and termination of the robot application
and services. The 3 MiniPCs together with the edge and cloud servers run open-source project Eclipse
Fog05'? as VIM, which embodies the principles described in Section. 2.2. Eclipse Fog05 addresses the
requirements and characteristics of edge computing by providing a decentralized infrastructure that
logically unifies computing, networking, and storage fabrics end-to-end, while addressing the chal-
lenges imposed by resource heterogeneity (e.g., virtual machines, containers, native applications).
The docker plugin of Fog05 allowed us to use docker as virtualization technology for running all the
components in the UC3M testbed.

2.3.2. The 5TONIC testbed

The 5TONIC experimental testbed shown on Figure 2.5 is build in 5TONIC!! laboratory in Madrid
(Spain) where we deployed a prototype of the system for robot manipulator presented in Section 2.2.2.
The testbed is composed in three sections: i) laboratory floor (Figure 2.5 top ), ii) RAN (Figure 2.5
middle ) and iii) edge data center (Figure 2.5 bottom ).

The Laboratory floor is composed of 6-axis Niryo One robotic arm that is equipped with Raspberry
Pi 3 with 1.2 GHz 64-bit CPU, 1GB RAM, and a Wi-Fi antenna. The robot’s maximum speed is 0.4 m/s
for the steeper axes and 90°/s for the servo axis with configured ROS control frequency of 50Hz (i.e., 20
ms). The sampling frequency for reading the sensors registers (joint states) is configured at 50Hz (i.e.,
20 ms). The control and the sampling frequencies are two independent and non-alignment open-
loops. The Niryo One is an open-source collaborative robot designed for research in robotics and
industry 4.0. It has a similar design and functionalities as 6-axis industrial robot. In addition, the
low latency requirements of remotely controlled robot manipulators can be fulfilled with Niryo One
robotic arm which makes it a good candidate for the studies presented in this thesis. In addition, in
the laboratory floor we deployed 3 MiniPCs with 4 CPUs and 8GB of RAM acting as local fog servers
and commercial 5G/4G CPE that provides connectivity towards 4G and 5G NSA networks.

The 5TONIC RAN provides connectivity to the 5TONIC edge data center using Wi-Fi, 4G and 5G
NSA. Wi-Fi connectivity the robot relies on IEEE 802.11n compatible device working on the 2.4 Gz
and 5 Hz bands, while for 4G and 5G connectivity the robot is connected via Ethernet to 5G/4G CPE
(HUAWEI 5G CPE Pro Baloong 5000) that provide connectivity towards 4G and 5G networks. 5TONIC
provides an implementation of 5G NSA (BB630 baseband and Advance Antenna System AIR 6488)
and 4G (BBU5216 baseband and RRU 2203 with integrated antenna) provided by Ericsson, where teh

10F0g05 project: https://fog05.1i0/ [Accessed: Jul. 14, 2022]
Unttps://www.5tonic.org [Accessed: Jul. 14, 2022]
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Figure 2.5. [llustration of the 5TONIC testbed composed of robot manipulator, edge and fog servers and
Wi-Fi, 4G and 5G NSA radio access technologies.

5G UPF is installed in one half-size rack (5G UPF on Figure 2.5) which hosts IRU 8846, a Baseband
BB6630, UPF server, app server, a switch and a firewall. Finally, the 5TONIC RAN also has a Wi-Fi AP
working on 2.4 Gz and 5 Hz bands. Therefore, the communication between the robot and the 5TONIC
edge data center comprises of wireless link, from the robot to the referent RAT, and a wired network,
from the RAT to the edge data center. In the edge data center we used an PowerEdge C6220 server with
94GB of RAM and 16 CPUs to deploy a prototype of the edge robotics system for robot manipulator
presented in Figure 2.2. It is worth mentioning that in the 5TONIC testbed the 5G UPF and 5G NSA/4G
advance antenna system are Ericsson proprietary HW where the RNIS service was not implemented.

The robotics system is based on Robot Operating System version 1 (ROS-1) and is distributed
across the robots and the edge server. Basic robot sensors and actuators handling are provided by
the drivers ROS-1 nodes deployed in the robot’s Raspberry Pi. The remote controller is deployed in
the edge server, while the robot stack (interface, motion planning, and control) can be deployed in
the robot or offloaded to the edge server. The robot stack contains the ROS-1 packages!? used on

Niryo One robot that are developed by the manufacturer.

Regarding the orchestration system, we used Kubernetes as orchestrator and VIM for managing
the edge server and the robot manipulator. Kubernetes is a portable, extensible, open-source plat-

12https ://github.com/NiryoRobotics/niryo_one_ros [Accessed: Jul. 14, 2022]
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form for managing containerized workloads. It provides a Platform-as-a-Service offering: i) service
discovery and load-balancing, ii) storage orchestration, iii) automated rollouts and rollbacks, iv) au-
tonomous placement, v) self-healing and vi) secrets and configuration management. We used docker
as virtualization technology for running all the modules in the 5TONIC testbed.

2.4. Conclusion

This chapter addresses C1 of this thesis by presenting the design and prototype implementation of
two exemplary edge-based robotic systems that offer an abstraction of the robotic services where
robots can have access to information from different systems. As a result we deployed two testbeds: i)
the UC3M testbed for mobile robots, and ii) 5TONIC testbed for robot manipulators. These testbeds
were built with open-source software (e.g., ROS, Docker, LXD, Fog05, Hostapd, Python, and Linux )
and low-price research hardware (e.g., Turtlebot2 and Niryo One) that makes it easy for the research
community to recreate them. The main goal of these two testbeds is to serve as reference scenarios
that will be later on used in this thesis for:

* studying the potential returns and performance improvements for verticals in Chapter 3.
 applying innovative orchestration solutions in Chapter 4.

* studying a forecast-based recovery mechanism for real-time remote control of robot manipula-
tors in Chapter 5.
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CHAPTER

5G-enable enhanced edge robotics through
contextual information

The adaptation of network-assisted robots in Industry 4.0 is inseparable from the advent of 5G tech-
nologies, such as 5G connectivity and edge computing. 5G networks are architected to simultaneously
support different types of real-time network service profiles in the shared infrastructure through the
Ultra-Reliable Low Latency Communication (URLLC). Together with edge computing, they provide
a context-aware communication link with low end-to-end (E2E) latency, low jitter, and localization
awareness to robotic services. However, the potential of network-assisted robots to support context-
aware services and RATs for managing automation or computing best real-time decisions to achieve

dynamic adaptation is still to be exploited.

To explore this opportunity, and with aim of addressing the C2, C3 and C4 defined within the
scope of this thesis, this chapter presents a study of exemplary enhancements for robotic applications
where MEC is used. These enhancements include a mobile robot control algorithm that adapts the
robot speed to the real-time radio information, a virtual access point offloading algorithm that uses
the context-aware services available at the edge to extend the wireless range of mobile robots, and a
D2D robot communication to improve the robot coordination. In addition, this chapter studies the
capability of the end-to-end edge robotics system presented in Chapter 2 to offer potential savings
by means of computation offloading and the impact of different wireless channels (e.g., 5G, 4G and
Wi-Fi) to support the data exchange between robot manipulators and its virtual components.

The rest of this chapter is organized as follows. Section 3.1 introduces the main concepts that are

used in this chapter and present the main contributions of the chapter. Section 3.2 reviews the re-
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lated work and discusses the benefits of integrating MEC for robotics systems. In Section 3.3, above-
mentioned context-aware enhancements for mobile robots are presented. In Section 3.4 we study
the VNF resource consumption and impact of different RATs in remotely controlled robot manipula-
tors. Section 3.5 discusses the potential research challenges and future research directions. Finally,
Section 3.6 summarizes our findings and draws the conclusions from this chapter.

3.1. Introduction

Historically, Information Technology (IT) and Operational Technology (OT) have been two separate
domains addressing distinct scenarios. While the former focuses on providing services in a cyber-
only environment (e.g., content-delivery networks, video-on-demand), the latter targets applications
in a cyber-physical environment (e.g., robotics systems, industrial automation) where the virtual and
the real worlds are closely entangled [64]. With these different visions in mind, it is understandable
that IT and OT have evolved in the past in different, yet related, directions.

As of today;, IT is primarily characterized by large-scale and multi-tenant deployments (e.g., data-
centers), short life cycles of homogeneous resources (e.g., servers, mobile phones), and the usage
of best-effort technologies (e.g., Ethernet, IP) coupled with high-availability techniques (e.g., load-
balancing, replicas) [65]. In contrast, OT is heavily characterized by confined and well-controlled
environments (e.g., manufacturing plants), long life cycles of heterogeneous resources (e.g., assem-
bly line), hard-real time guarantees (e.g., closed control loop), ad-hoc components (e.g., microcon-
trollers) and reliable technologies (e.g., Profibus, CAN bus) [66]. In recent years, however, the OT has
started to move towards a more IT-oriented approach driven by the proven benefits of cloud comput-
ing in terms of flexibility and cost reduction.

One clear example is cloud robotics [5], which aims to integrate cloud computing resources into
the robotics systems so as to increase the reconfigurability as well as decrease the complexity and
cost of the robots. Moreover, by offloading the control logic from the robot to the cloud, it is easier
to share services and information from various robots or agents to achieve better cooperation and
coordination. However, the centralized nature of cloud computing poses critical challenges: cloud
facilities usually reside far away from the robots (i.e., separated by one or more uncontrolled tran-
sit networks), making it hard to achieve high-bandwidth, low-latency, and bounded jitter [8]. These
drawbacks prevent time-sensitive tasks, including real-time remote control, to be fully supported by
the cloud computing substrate.

Edge [67] computing and fog [68] computing have emerged as paradigms to alleviate these prob-
lems by placing computing and storage resources deep into the network. This enables applications to
execute closer to the users (i.e., the robots), resulting in more predictable communication and overall
better system performance. Real-time information about user wireless connectivity is expected to be
available at the edge, enabling the dynamic adaptation of the application’s logic to the actual status
of the communication (e.g., radio channel) [69]. This network contextual information can be used
to achieve optimal operation and maintenance of robotic tasks, and energy consumption reductions.
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ETSI MEC defines a set of exemplary context-aware services. For example, the Radio Network Infor-
mation Service (RNIS) [18] provides radio network-related information, such as up-to-date radio net-
work conditions, measurement and statistics information related to the user plane, and information
related to users served by the radio nodes. While the original RNIS was designed for 3GPP networks,
a new service is being defined to cover also Wi-Fi networks [19]. Another example is given by the lo-
cation service [20] which provides location-related information about the users (e.g., all of them or
a subset) currently served by the radio nodes. The location information can be geolocation, Cell ID,
etc. Finally, the Bandwidth Manager service [70] allows the allocation of bandwidth to certain traffic
routed to and from MEC applications and the prioritization of certain traffic. Additional services can
be then defined upon necessity based on the same MEC framework.

Additionally, edge computing contributes to a reduction in the E2E latency, increases bandwidth
savings in the transport network, and improves the availability of the whole service. It reduces the
cost of robots by offloading computation modules in an edge server. Still, the sensor data can be pro-
cessed locally in the edge without extra jitter or packet loss caused by the communication towards
the cloud [71]. By facilitating local and real-time decisions, the accuracy of control processes in the
robotic systems is improved with minimum cost. As a consequence, edge computing and fog com-
puting are very well-positioned for overcoming today’s cloud robotics challenges.

The adaptation of edge computing for robotic systems is inseparable from recent advances in
wireless technologies such as 5G and Wi-Fi 6. However, while wireless is a must for mobile robots like
Autonomous Guided Vehicles (AVGs), the implementation of wireless connections for robots manipu-
lators also has many advantages such as greater flexibility, reduction of installation and maintenance
costs, ease of scale, and less personnel exposure to hazardous situations [72]. Robotic vendors will
decide whether to use wireless technologies in the licensed spectrum, such as 5G NR [73]; or in the
unlicensed spectrum, such as IEEE 802.11 [74]. With the emergence of 5G, robotics vendors recog-
nized the opportunity for a unified communication interface that can support the requirements of
any type of robots through three main service profiles: (i) enhanced Mobile BroadBand (eMBB); (ii)
massive Machine-Type Communication (mMTC); and (iii) Ultra Reliable Low-Latency Communica-
tions (URLLC). 5G provides guaranteed QoS for time-critical applications as a built-in feature. Finally,
network softwarization and virtualization are natively explored by 5G to support network slicing ca-
pabilities, allowing the creation of logically isolated and dedicated networks over the same and shared
infrastructure tied to the specific requirements of each service and/or application.

Following the above mentioned opportunities for robotic systems, this chapter studies the prac-
tical feasibility of enhancing robotic systems through the use of MEC and 5G connectivity. For this
purpose, this chapter builds on top of the UC3M and 5TONIC testbeds presented in Chapter 2 and
presents exemplary context-aware enhancements for mobile robots as well as a detailed analysis of
the possible resource consumption savings and performance impact of different RATs in remotely
controlled robot manipulators.

The main contributions of this chapter are:

* We implement and experimentally evaluate a remote control algorithm that adapts the speed
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of the robot based on the real-time radio information available in the MEC.

* We implement and experimentally evaluate a virtual access point offloading algorithm that ex-
tends the wireless range of mobile robots.

* We implement and experimentally evaluate robot-to-robot D2D communication for improving
coordination.

* We experimentally evaluate the computation offloading possibilities for robot manipulators.

* We experimentally evaluate the performance of potential wireless technologies to support re-
mote control of robot manipulators.

3.2. Related Work

Moving resource-demanding computation (used to build specific applications) to the cloud makes
traditional robotics systems more service-oriented, interoperable, distributed, and programmable.
However, such cloud offloading implies problems regarding availability [75], low latency [76], bounded
jitter, high bandwidth [77], [78], security, and data filtering [79], which limit the use of cloud robotics
for applications that require real-time sensitivity and precision. Edge computing and fog computing
with their implementations have emerged to fill this gap by placing computational resources closer
to the user. While ETSI provides an implementation for edge computing through a framework for
MEQC [80] over static substrates (e.g., data centers or servers), the OpenFog [81] working group of the
Industrial Internet Consortium (IIC) [22] extends this definition to include less powerful, constrained
and mobile computational substrates, including the end-user devices. The IEEE Communication So-
ciety adopted the OpenFog concept for fog computing through the IEEE 1934 standard [82]. ETSI
MEC and IIC with their main features have the potential to provide major benefits for robotics sys-
tems. These benefits, together with some recent work for the efficient integration of edge computing
and fog computing into robotics systems, are summarized in this section. It is worth mentioning that
some of the existing studies do not specifically mention the use of IIC or MEC for robotics systems,
but their work complies with the corresponding reference architectures.

Existing studies on using MEC and IIC for robotics systems mainly focus on the low-latency and
computation offloading features that offer the potential to overcome the real-time constraints of cloud
based solutions. By placing the time-sensitive robotics applications at the edge of the network, MEC
and IIC can ensure high computation capabilities while leveraging low-latency communication and
high bandwidth. Most of the recent experimental work focuses on distributing computation between
the robots and the edge of the network, in particular, deep object recognition and grasp planning [83],
visual odometry [84], [85], real-time control [86], [87], [88], [89], [90] and object detection [91], [92].
Besides the experimental work, several studies have motivated the application of MEC and IIC for dif-
ferent robotics systems by proposing collaborative architectures (e.g., healthcare [93], autonomy [94],
tele-surgery [95], manufacturing [96-98] and multi robot systems [99]). The MEC and IIC enabled im-
plementations allow the co-location of independent applications on a shared edge/fog node through
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virtualized abstraction. As presented in this section, some of the existing studies where the main fo-
cus is on the low-latency and computation offload [93-98], [83], [86], [89], [90], [100], [99], [87, 88, 101]
also adapt the concept of virtualization that allows robotic services to reuse the surrounding hardware

and deploy applications on demand.

The close proximity of MEC and IIC has been studied in some recent existing experimental studies
to offload the location-based robotics services from mobile robots with limited computational and
low-energy resources [84], [85], [101-103]. Additionally, [96-98], [104], [99] elaborate on the reduced
network pressure and improved security and privacy of the robot sensor data that can be offered by
restricting the access within a trusted private infrastructure. For security, cloud-fog-edge security risk
prediction method has been proposed in [105] to meet the current needs of the industrial Internet
systems. In [106], the authors propose a fog-driven method to detect GPS spoofing of unmanned
aerial vehicles.

IIC and MEC have the potential to enable robots to communicate directly in a D2D fashion through
anetwork-assisted approach [43]. Tight coordination and cooperation between different Radio Access
Technologies (RATs) in the edge can be used to enable multi-RAT communication in robotics sys-
tems. Moreover, the network under these two implementations is expected to be completely context-
aware [107], allowing robotics applications to obtain real-time information for the radio network con-
dition. Based on this information, robotics applications can adapt their operations or optimize the
network to improve the user experience. However, as this section presents, most of the recent studies
that address multi-RAT communication [96], [108], [100], [99] and network contextual information
applicability to robotics systems [95], [109] focuses on proposing IIC and MEC compliant commu-
nication architectures. For what concerns experimental studies, in our previous work [86], we used
the locally available context information to adapt the driving speed of a mobile robot. In [110], the
end-to-end reliability of mission-critical traffic was investigated in softwarized 5G networks where a
multi-RAT and multi connectivity access network is considered.

Relation with the work in this chapter: With the growing need for context-aware real-time col-
laboration, especially under mission-critical scenarios in robotics systems, it is strongly desirable to
experimentally evaluate the implementations of context-aware platforms such as MEC and the suit-
ability of the currently available IT/OT technologies in order to truly materialize edge computing and
fog computing visions. However, as mentioned above, few existing studies are adapting MEC and net-
work context information focused on improving the overall performance of robotics systems. There-
fore, this chapter designs and experimentally validates edge robotics applications that leverage on
MEQC, 5G connectivity and real-time context-aware collaboration to optimize the performance of the
end-to-end robotics systems.

3.3. Context-aware enhancements for mobile robots

This section presents the experimental evaluation of exemplary context-aware enhancements for mo-
bile robots. The section starts by presenting the UC3M experimental setup that was used for prototyp-
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T . VAPs

_ %53

Figure 3.1. Grid map of the deployed experimental testbed obtained using lidar and odmoetry data. In
the map two separate experimental scenarios are presented, namely (A, B, C) and (D, E, E G, H, I). The
Wi-Fi coverage in the hallway is denoted with yellow and red ovals.

ing and experimentation (see Section 3.3.1), followed by the Wi-Fi delay and signal characterization
of the experimental testbed. Three exemplary context-aware entanglements are presented in this sec-
tion, namely adaptive speed control, virtual access point offloading, and network-assisted D2D robot
coordination. For each of these entanglements, the experimental methodology is examined together
with the achieved results.

3.3.1. Experimental setup

To design, develop and evaluate the real-time context-aware enhancements for mobile robots, we
used the north corridor of the experimental testbed developed in the UC3M hallway (see Section 2.3.1).
In such an environment, we have reused the following components that are presented in Figure 3.1:
i) three mini PCs namely vAP3, edge and vAP5, interconnected by a 10 GB/s Ethernet connection and
ii) two Kobuki Turtlebot S2 mobile robots. Two of the mini PCs (VAP3 and vAP5 in Figure 3.1) are
equipped with IEEE 802.11ac capable interfaces in order to ensure Wi-Fi coverage of the testbed area.
The mobile robots are equipped with a laptop that has 2 Wi-Fi antennas. One antenna is used for
robot-to-infrastructure communication and one for robot-to-robot communication. Additionally, a
lidar was mounted on the robots in order to perform a 360-degree omnidirectional laser range scan-
ning.

We used a version of the edge robotics system for mobile robots shown in Figure 2.1 on this
testbed. The robotics system is based on ROS-1 and is distributed across the robots and the edge
computing system. Basic robot sensors (lidar, odometry) and actuators handling are provided by the
ROS-1 nodes deployed in the robot’s laptops. The robot brain is placed in the edge server and hosts
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Figure 3.2. Signal and Delay characterization.

the ROS-1 navigation stacks for both robots together with the static map of the covered testbed indoor
environment.

The robots are connected to the infrastructure through a Wi-Fi link. The Wi-Fi access point ca-
pabilities are deployed on-demand as a hostapd [62] docker container and they are configured to use
IEEE 802.11r [63] over Distributed System (DS) in order to permit fast and secure handovers. A Wi-Fi
information service is deployed as a docker container together with the Wi-Fi access point and pro-
vides real-time context information about the connected robots. In addition, the location service is
hosted by the edge server. Regarding the orchestration system, we used the custom orchestrator de-
ployed as a container in the edge server and for VIM we used fog05. Section 2.3.1 presents the details
about the hardware specifications of the testbed (e.g., mobile robot maximum speed, lidar range, mini
PCs capabilities) or the software implementation of the edge robotics system for mobile robots.

3.3.2. Delay and Signal characterization

This section aims at characterizing how the Wi-Fi signal quality impacts the delay in controlling the
robot as perceived by the robot brain. Indeed, the publish-consume mechanism for exchanging data
between the Robot brain and the ROS components is based on TCP. This means that any transmission
failure occurring on the Wi-Fi channel (Layer 2) will trigger a retransmission at the TCP level (Layer
4), thus introducing an undesired delay in the closed-loop mechanism. Indeed, additional delays in

43



3.3. Context-aware enhancements for mobile robots

the delivery of the odometry sensor data result in longer reaction times in the Robot brain. Similarly,
additional delays in the delivery of the movement instructions degrade the smoothness and precision
of the driving. Such characterization is therefore necessary in order to adapt the closed-loop to also
consider the Wi-Fi signal.

To that end, we performed 10 experiment runs where the robot brain was driving the robot at
the minimum speed (0.1 m/s) and 10 experiment runs at maximum speed (0.75 m/s) using the (A, B)
experimental scenario shown in Figure 3.1. Each run consists of the robot brain driving the robot on
a straight line for 15 m as shown in Figure 3.1 (see (A, B) segment). The starting position of the robot
islocation A, connected to the vAP3 and approximately 7 meters away from it having a thin office wall
(approximately 15 cm) separating the two. After having traveled for 15 m, the robot reaches location
B and stops. During the driving, an additional thicker wall (approximately 25 - 30 cm) separates the
robot from the vAP3. At the end of the driving, the robot is approximately 22 m away from the vAP3.
All the edge robotics system components are synchronized and share the same time reference for
accurate measurements. Throughout the duration of the experiment, we recorded in the robot brain
the Wi-Fi information obtained via the Wi-Fi information MEC service, while on the robot itself we

measured the delay in receiving the movement instructions.

The obtained data from both experiments are analyzed and aggregated to generate the results pre-
sented in Figure 3.2. Note that the results shown here are specific for our test-bed, and therefore can
only be used as a particular realization that we use later to validate and evaluate the benefits of edge
robotics. In overall, Figure 3.2 characterizes the quality of the Wi-Fi channel covering our experimen-
tal area. Regarding the measurements available via the Wi-Fi information MEC service, the MEC: Tx
Success line shows the probability density function (PDF) of all the downstream frames successfully
transmitted (from the access point to the robot) over the measured signal level in dBm. Similarly,
MEC: Tx Retries shows the PDF of the downstream frames retransmissions. It is worth highlighting
that Wi-Fi employs an automatic retransmission mechanism in case of packet transmission error,
where frames are retransmitted up to 7 times, and if none of the retransmissions succeeds, a frame
loss occurs. MEC: Tx Error shows the PDF of the failed transmissions.

It can be seen that for high dBm signal values (i.e., good signal level) the probability of successful
frame transmission maintains a difference proportional with respect to the number of retransmitted
frames. This is due to the fact that frame retransmissions constantly occur in Wi-Fi networks because
of its best-effort design principle. For lower signal strengths (below -71 dBm), the probability of having
a failed transmission increases. Such probability becomes drastically higher than the probability of
successful transmission at signal levels lower than -77 dBm (it is actually evident that below -80 dBm
it is very hard to have a successful transmission). TCP delay measurements (shown in the top graph
of Figure 3.2) confirm this, with values as high as hundreds of milliseconds.
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3.3.3. Adaptive speed control

In this section, we present an exemplary adaptive speed control algorithm witch aims to show how the
edge-controlled robotics paradigm improves current cloud robotics techniques toward the industry
demands of high speed and high precision in robotics applications. To that end, we have designed an
experiment that was using the (A, B) experimental scenario shown in Figure 3.1 and described in the
following.

Experimental methodology

The mobile robot is controlled in a closed loop by the robot brain application. The closed-loop starts
with the robot brain (running in the edge server) sending movement commands to the motor drivers
(running on the robot) using ROS messages, published in a specific topic devoted to movement com-
mands. The movement command consists of a tuple (speed, distance), where the speed parameter
presents the velocity that the robot should maintain while driving, and the distance parameter rep-
resents the distance that should be reached upon receiving the movement command. Therefore, the
distance parameter presents the movement granularity instead of the final driving destination. Upon
receiving a movement parameter through the wireless link, the motor’s driver initiates the movement
in the robot’s wheels. The movement is uninterrupted for a length equal to the received distance pa-
rameter with a constant velocity equal to the received speed parameter. The loop is then closed by the
robot continuously sending back the odometry sensor data to the robot brain application. The brain
analyzes and combines the odometry data together with the Wi-Fi information provided via a MEC
service by the Wi-Fi MEC application. The result of the brain algorithm is a new (speed, distance)
tuple, which will serve as input to the next turn of the closed loop.

The experiment runs are similar to the one explained in Section 3.2 where the robot brain drives
the robot on a straight line for 15 min the (A, B) segment as shown in Figure 3.1. The main difference is
that the robot brain drives the robot in accordance with the closed-loop mechanism that is described
in this section. The robot is connected to vAP3 during the driving and it stops when it reaches location
B which is approximately 22 m away from the vAP3.

Adaptive speed control algorithm

Based on the results provided in the previous section (Section 3.3.2), next, we present the design
of a control algorithm that is able to adapt the robot’s driving speed based on the Wi-Fi information
service. The aim of the algorithm is to obtain a displacement accuracy similar to the one obtained
while driving at the lowest speed while reaching the target destination faster. Through this algorithm
we showcase the benefits of consuming context information for controlling the robot, nonetheless,
we acknowledge that more advanced and optimal algorithms than the one proposed in this section
can be eventually designed.
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Algorithm 1 Adaptive control speed algorithm
: info — GetCurrentWi-Filnfo()
: buffer — buffer.removeOldestWi-Filnfo()
: buffer — buffer.add(info)
: signalLevel — buffer.average()
: if signalLevel = -71 dBm then
speed — 0.75
. else if signalLevel < -81 dBm then
speed — 0.1
else
speed — (signalLevel+81 dBm)/10 dBm + 0.1
: end if
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During the experiments described in Section 3.3.2, we collected the information on the Wi-Fi sig-
nal every 10 ms. We observed that the Wi-Fi signal level presents significant oscillations in the case
of averaging it over a short time window (e.g., 50 ms). That is, two subsequent average measure-
ments may report considerably different Wi-Fi signal levels. On the contrary, if we take a longer time
window (e.g., 500 ms), the oscillations between subsequent average measurements are substantially
reduced and the Wi-Fi signal varies in a smoother way. Based on this finding, the control algorithm
will use the Wi-Fi signal level obtained by averaging it over a fixed time frame. Given the robot’s speed
bound between 0.1 m/s and 0.75 m/s, a time frame of 500 ms is considered to be a reasonable value.
The computed Wi-Fi signal is then combined with the robot’s odometry sensor data for adapting the

robot’s speed.

Algorithm 1 shows the pseudo-code of the control algorithm. The robot brain, in real-time, ex-
tracts the current signal level from the Wi-Fi MEC information service, stores it in a circular buffer,
and computes the moving average of the Wi-Fi signal level. For each movement command, the adap-
tive speed and the adaptive distance are re-calculated. In Section 3.3.2 we observed that packet re-
transmissions and failures start increasing for signal values below -71 dBm, hitting their maximum
between -79 and -81 dBm. Based on this observation, the control algorithm adapts the driving robot’s
speed to the maximum (0.75 m/s) for an average Wi-Fi signal level higher than -71 dBm. On the op-
posite end, the minimum robot speed (0.1 m/s) is selected for an average Wi-Fi signal level equal to or
lower than -81 dBm. Between -71 dBm and -81 dBm, the control algorithm linearly adapts the robot’s
speed to the Wi-Fi signal level (e.g., 0.425 m/s with -76 dBm).

Experimental results

This section evaluates the adaptive speed control algorithm proposed in Section 3.3.3.2 and compares
it with scenarios not making use of any context information. The following three scenarios are eval-
uated: i) the robot drives at minimum speed (0.1 m/s), ii) the robot drives at maximum speed (0.75
m/s), and iii) the robot uses our control algorithm to drive at adaptive speed. Following the experi-
mental methodology described in Section 3.3.3.1, we performed 10 experiment runs for each scenario
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Figure 3.3. Speed, acceleration, and driving time.

(minimum speed, maximum speed, adaptive speed). In addition to the Wi-Fi information recorded
in the robot brain, we record the odometry sensor data directly in the robot itself. This is because
the data from the odometry sensors is not timestamped, and sending it over the Wi-Fi channel would
not be suitable for measuring the speed and acceleration experienced by the robot (due to the risk of

transmission failures over Wi-Fi).

The measured data is aggregated and analyzed to produce the results in Figure 3.3. The figure
has four different graphs. On each graph, the x-axis is the distance traveled during the experiment,
from the start (0 m) to the end (15 m). The first subgraph from the top presents the Wi-Fi signal level
(y-axis on the left) and the transmission errors over the robot driving path (y-axis on the right). As it
can be noticed, there is significant decay in the Wi-Fi signal quality in the last 5 meters of the driving
path reflected by an exponential increase in the transmission errors. The remaining three graphs of
Figure 3.3 present - for each evaluated scenario - the speed, the acceleration, and the driving time as
measured via the odometry sensor data. Despite the acceleration and the speed having different units
(m/s and m/s?, respectively), they share the same y-axis on the left since they present the same range
of values. The y-axis on the right represents the elapsed driving time since the start of the experiment

run.

In the minimum speed experiment, the robot speed is set constant to 0.1 m/s from the start to the
end. Similarly, the acceleration presents a constant value in the order of a few cm/s?. Driving such
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low-speed results in a smooth run that is not affected by the degradation of the Wi-Fi channel in the
last segment of the path, since the slowness of the movement allows for more time to recover from
possible transmission errors and retransmissions. As a drawback, the robot requires ~ 160 seconds to
complete each experiment run. On contrary, the maximum speed experiment is the one requiring less
time (~ 27 seconds). The impact of the decreasing Wi-Fi signal quality can be seen in the acceleration
curve (notably in the last 5 meters of the path) where the acceleration fluctuates due to increased
packet delay or delayed reaction, resulting in a stop-drive effect of frequent braking and spurring
acceleration to full-speed. Effect of the stop-drive behavior, the driving direction is deviating from the
straight driving path.

The bottom graph shows the motion behavior in the case of using the proposed adaptive speed
control algorithm. A first observation is that the acceleration and deceleration in this case are smoother.
At the start, the robot accelerates to full speed, since the received signal level is in the safe zone above
-71 dBm. After crossing the -71 dBm threshold, the robot’s speed is linearly reduced following the
decrease of the Wi-Fi signal strength, reaching the end of the path and driving at minimum velocity.
Regarding the driving time, the robot reaches the finish line ~ 10 seconds later than in the maximum
speed experiment. Nonetheless, it is still ~ 120 seconds faster than the minimum speed experiment
while performing a smooth ride. In concluding remarks, the results show that there is a trade-off
between speed and smooth movement of the robot. By adapting the velocity of the robot with infor-
mation on the quality of the Wi-Fi channel, the robot is able to move with maximum speed where the
Wi-Fi signal channel is good and smoothly lowers the speed in the areas of weak Wi-Fi signal coverage,
thus canceling any stop-drive effect.

Algorithm 2 Context-aware virtual Access Point offloading algorithm

1: info — GetCurrentWi-Filnfo()
2: buffer — buffer.removeOldestWi-Filnfo()
3: buffer — buffer.add(info)
4: signalLevel — buffer.average()
5: if signalLevel < -65 dBm then
6: if signalLevel = -69 dBm then
7: currentAP — info.GetAPinfo()
8: newAP — GetBestAvalaibleAP()
9: deployNewAP(newAP)
10: if newAPRssid==avalaible then
11: RobotHandover(newAP)
12: StopOIldAP(currentAP
13: end if
14: endif
15: end if
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Figure 3.4. Offloading of virtual Access Point.

3.3.4. Virtual Access Point offloading
Algorithm design

Based on the conclusions drawn from Section 3.3.2, in this section, we present the design of a context-
aware VAP offloading algorithm. The aim of this algorithm is to provide an uninterrupted robot deliv-
ery service while extending the network Wi-Fi coverage in indoor environments. Through this algo-
rithm, we showcase the advantages of consuming context information for managing vAP. Nonethe-
less, we acknowledge that more complex and optimal algorithms than the one proposed in this section
can be designed.

Algorithm 2 shows the pseudo-code of the vAP offloading algorithm. The orchestrator, in real-
time, extracts the current signal level from the Wi-Fi Info service, stores it in a circular buffer, and
computes the moving average of the Wi-Fi signal levels. In Section 3.3.2 we observed that our edge
robotics system has significant degradation in performance for signal values below -80 dBm. In or-
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der to avoid these values, the offloading algorithm must react proactively when deploying a new vAP.
Based on this assumption, the offloading algorithm obtains information about the new AP and per-
forms the deployment for an average signal level in the interval between -65 dBm and -69 dBm. Once
the new vAP is up and running, the orchestrator triggers the robot handover from the currently asso-
ciated to the newly instantiated vAP. In the end, the orchestrator stops the old vAP and releases the
resources on the corresponding node. It is important to indicate that the vAP instances need to be
configured to use IEEE 802.11r over DS in order to perform fast and secure handovers.

Experimental methodology

Testing the proposed context-aware algorithm was accomplished using the (A, C) segment shown in
Figure 3.1. The robot was positioned at location A and connected to the vAP3. The Wi-Fi range of
this AP is presented in Figure 3.1 with yellow. The robot, controlled by the robot brain, accelerates
from position A to the target velocity of 0.2 m/s. During the drive, the orchestrator implements the
VAP offloading algorithm and performs the vAP offloading from vAP3 to vAP5. After having traveled
for 24 m, the robot stops at position C. In the orchestrator, we recorded the total vAP offloading time,
which is the time elapsed from detecting that vAP offloading is needed until the old vAP3 is stopped.
Moreover, to reduce the deployment time we have already made available a copy of the VAP container
image in the nodes. By doing this, the orchestrator does not need to copy the vAP image over the
network. In a separate laptop placed in the corridor, we recorded the IEEE 802.11 link layer overall
downtime.

Experimental results

Figure 3.4 shows the available Wi-Fi context information from the departing vAP3 (in black) and the
arriving vAP5 (in blue). The breakdown of the total offloading distance is reported in green. From left
to right, Figure 3.4 depict the traversed robot distance during the Eclipse Fog05 Linux container vAP5
instantiation. Next, the distance traveled by the robot while the vAP5 is been provisioned (the moment
when the SSID is available) and the overall handover distance are shown. Finally, the results for the
robot traversed distance during the Eclipse Fog05 Linux container vAP3 terminations are presented.

Keeping in mind that the vAP function is deployed as a hostapd Linux container, the results show
that the robot traveled distance is approximately 5.5 m during the vAP offloading procedure if driving
at 0.2 m/s. Three factors contribute to this traveled distance: i) approximately 0.7 m of the robot
traveled distance is for Eclipse Fog05 to deploy the vAP5 Linux container; ii) approximately 4.6 m
of the robot traveled distance is for the hostpad Linux container to boot and the SSID to become
available, and iii) approximately 0.7 m of the robot traveled distance for Eclipse Fog05 to stop the
vAP3 Linux container. It is worth mentioning that during our experiments we recorded a value of
38 ms, as the time interval in which our robots are without Wi-Fi connectivity (link-layer handover
downtime).
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Figure 3.5. Network-assisted D2D experiment scenarios.

3.3.5. Network-assisted D2D robot coordination

One of the problems detected while performing coordination between the robots is the jitter intro-
duced by the Wi-Fi link. Sometimes a coordinated order given to both robots, in separate messages
addressed to each of the robots, results in different execution times, leading to the dis-coordination
of the movement. To reduce this effect, our edge robotics system implements D2D communication
to improve the reliability.

Experimental methodology

Network-assisted D2D communication testing was performed with two mobile robots where the floor
layout is provided in Figure 3.1. The robots are connected to the vAP3 and positioned at location D,
one behind the other with an approximate distance between them of 0.3 m. The first robot starts the
experiment drive at a constant speed of 0.2 m/s. The second robot follows the first robot trying to
keep a constant distance of 0.65 m. The robots moved from Dto E,Eto E Fto G, GtoH, Hto E, and E
to I. The length of the hallway DFHI is 5 m and EG is 4m.

Figure 3.5 depicts two separate experiments scenarios. In both experiments, the robot brain im-
plements a ROS-1 movement and coordinated control applications. The movement control applica-
tion navigates Robot 1 through the known map. The coordinated control navigates Robot 2 by fol-
lowing the driving path of Robot 1 while maintaining a constant distance. In the centralized robotic
control (see Figure 3.5a), the robot brain hosts both applications. The sensor data received from the
robots (odometry, lidar) is used to calculate and execute driving instructions for the navigation of both
robots. On the other side, in the network-assisted D2D robotic control, we have D2D communication
between the two robots based on Wi-Fi Direct. The Coordinated control application is now placed

51



3.3. Context-aware enhancements for mobile robots

1.00 =
0.75
LL
[a)
O 050
0.25
Centralized
———- Centralized with 100ms artificial delay
----- - Centralized with 300ms artificial delay
Network-assisted D2D
0.00
0.40 0.60 0.65 0.80 1.00

Distance (m)

Figure 3.6. eCDF of distance between the two robots.

in Robot 2. Consequently, Robot 2 is now navigated by the Coordinated control app that consumes
the sensor data of Robot 1 via the D2D communication channel. In order to emulate the effects of
network interference, we introduced an artificial delay of 100ms and 300ms on the Wi-Fi link in the
centralized robotic control. The selected values for the artificial delay were influenced by our robot
sensor sampling frequency and control loop described in Section 2.3.1.

Experimental results

Figure 3.6 depicts the Euclidean distance between the robots. It is worth mentioning that, in our
tests, the robots are making turns. Since we are measuring the straight line distance, this leads to
shorter distances in our measurement set. The cumulative density functions (CDF) show that by using
the D2D communication channel we can arrive closer to our target distance of 0.65 m during the
experimental drive. This is because in the centralized robotic control experiments when we introduce
artificial delay, robot location mismatch is triggered in the robot brain. The location mismatch then
results in decreased precision when the robot brain tries to maintain a constant distance between
the robots. Naturally, as shown in Figure 3.6, the Euclidean distance between the robots increases as
we increase the artificial delay. However, Figure 3.6 also shows that the euclidean distance between
the two robots in the non-artificially delayed centralized control is very close to the network-assisted
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Figure 3.7. The 5TONIC testbed used for experimentation.

D2D. This is reasonable since we are using Wi-Fi as radio access technology for both experimental
scenarios.

3.4. Resource consumption and impact of different RATs in remotely controlled robot ma-
nipulators

This section evaluates the potential benefits that MEC can bring to robot manipulators through the
proposed edge robotics system in Section 2.3.1. First, in Section 3.4.1 we verify the proposed edge
robotics system for robot manipulators by assessing the baseline performance of each component.
Next, in Section 3.4.2 we look into the scale of the on-device resource consumption and potential of-
floading savings where several deployment configurations are considered for the edge robotics system
for robot manipulators. Finally, in Section 3.4.3 the applicability of currently available RAT's to support
the proposed design is analyzed, together with their impact on the overall performance of the edge
robotics system for robot manipulators.

In order to address the above mentioned objectives, we used the 5TONIC testbed presented in
Figure 3.7. The testbed is composed of 6-axis Niryo One robotic arm that is connected to an edge
server with 8GB RAM and 4vCPU@2.4GHz via Customer Premises Equipment (CPE). Therefore, the
communication between the robot and the edge server comprises of a wireless link, from the CPE to
the referent RAT, and a wired network, from the RAT to the edge server. Although Niryo One software
stack is based on Robot Operating System version 1 (ROS-1) as provided by the robot manufacture'3,
this work splits ROS-1 packages composing the Niryo One stack in several VNFs that are compatible
with the developed edge robotic system for robot manipulators from Section 2.2.3.2. Moreover, VNFs
are packaged either as virtual machines or containers.

13Wwidespread framework for developing and testing multi-vendor robotics software.
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The different VNFs created from the provided Niryo One stack (i.e., drivers, control, motion plan-
ning, and interface VNFs) were implemented as a Docker container. The drivers VNF are deployed in
the robotic arm, while the remaining VNFs of the robot stack are distributed across the robotic arm
or the edge server envisioning different deployment configurations. The remote controller VNF is de-
ployed in the edge server as a Docker container and implements ROS-based Python scripts for remote
control of the robot manipulator.

Each VNF of the implemented prototype is following the interactions presented in Figure 2.3 and
described in Section 2.2.3.2. Since ROS-1 is used as the robotic middleware, each VNF of this proto-
type is composed of one or more software components called ROS nodes. ROS provides a publish-
subscribe messaging framework over which nodes exchange messages. By connecting to the ROS
master, nodes register and locate each other. Once registered, nodes exchange messages via config-
urable topics in a peer-to-peer fashion over TCP. For more details about the hardware and software
components of this testbed please see Section 2.3.2.

3.4.1. Edge robotics system for robot manipulators baseline performance

Table 3.1. Baseline Performance of Interfacing with Different VNFs of the Robot Stack

Interfacing Layer | Closed-loop (ms) Processing delay (ms)
Robot | 497.976 + 5.023 109.723 + 1.106
Interface
Edge 409.535 + 0.896 66.284 + 0.145
Motion Robot | 388.253 + 2.365 365.178 +£ 2.224
Planning | Edge 343.251 + 4.291 320.199 + 4.002
Robot | 23.075 + 0.005 3.075 + 0.001
Control
Edge 23.052 + 0.003 3.052 + 0.001

Although this testbed is envisioning RATs for connectivity between the robot and the network,
in order to obtain the most reliable baseline values for later comparison with wireless technologies
(Section 3.4.3), the Niryo One robot is connected to the edge server using an Ethernet connection.
Ethernet as technology is proven that can fulfill the remote control requirements. Two deployment
configurations are considered: (i) the control, motion planning and interface VNFs deployed in the
robotic arm; and (ii) the control, motion planning and Interface VNFs offloaded in the edge server.
In both experiments, the remote controller VNF interacts with different VNFs from the robot stack,
remotely controlling 1-axis of the robotic arm controlled for a period of 30 seconds and a movement
offset of 0.010 rad.

Table 3.1 presents the closed-loop when interacting with different VNFs from the robot stack. The
closed-loop can be seen as the remote control user experience and is defined as the time elapsed
from the moment a remote command is issued from the remote controller until the respective robot
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joint states are received back. From the average values, the Interface and motion planning VNFs of-
fer a slower closed-loop (498 ms and 388 ms, respectively) with respect to the control VNF (23 ms).
This comes naturally as the Interface and motion planning VNFs represent the transition between the
robot and remote control user. To do so, they implement a set of translations and validations that re-
quire additional processing for each command. In turn, the control VNF offers near real-time control
by performing straight-forward operations. Regarding the processing delay, the control VNF results
in the fastest processing because there are no command validations implemented, thus it may occur
that a given command is enforced in the robotic arm even if it is not achievable. Moreover, it leaves the
trajectory computation to the application developer, unlike the Interface and motion planning VNFs
which offer optimal path computation. The optimal path computation and validation come at a price
of processing delay, where the motion planning VNF needs 365 ms and the Interface VNF 112.7 ms to

compute the trajectory for a simple command.

Figure 3.8 illustrates the position of the robotic arm and its remote controller over time (bottom)
when interfacing with the control VNF (approximately 23ms closed-loop). Both positions are used
to compute the synchronization accuracy over time (top). Results show that it is feasible to offload
the robot stack to an edge server and still maintain similar synchronization levels between the robot
manipulator and the remote controller (97.7240.65% and 97.66+0.67%). This desynchronization is
due to the non-alignment of the control and sampling frequencies, plus the time required to phys-
ically move all joints in the robotic arm. Moreover, Table 3.1 shows that there is a speed up on the
closed-loop for the Interface and motion planning VNF when the robot stack is offloaded to the more
powerful edge server. Such behavior is related to the faster computation capabilities of the edge server
with respect to the limited computation capabilities of the robotic arm. At the control VNF such a de-
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crease is not appreciated due to the low computational needs.

3.4.2. Resource consumption and savings potentials for robot manipulators

To look into the scale of the on-device resource consumption and potential offloading savings, several
deployment configurations are considered in this section for the proposed edge robotics system for
robot manipulators. This analysis aims to identify the main candidates for VNF offloading by assess-
ing the potential resource savings in terms of CPU, MEM, network usage, and energy consumption. It
is worth mentioning that the experimental evaluation in this section is performed over a 10Gb Ether-
net connection. The main reason is that when investigating the potential on-device resource savings

of our system, the bottleneck is not on the communication infrastructure.

Experimental methodology

Each experimental run of this section consists of the remote controller VNF controlling 1-axis of the
robotic arm for 30 seconds and a movement offset of 0.010 rad. The Interface VNF is used as the
interfacing VNF to force the whole robot stack to process every command. Experiments consider the
following on-device configurations: i) drivers VNF; ii) drivers and control VNFs; iii) drivers, control
and motion planning VNFs; and iv) full robot stack. The described experiments are repeated 10 times
for each deployment, being presented the average values and their standard deviation.

Figure 3.9 presents the average resources usage in terms of CPU, MEM, network and energy con-
sumption for all the deployment configurations while processing navigation commands. The ob-
tained data for the CPU, MEM and network consumption is measured in the robotic arm with a
python script using the cross-platform library psutil'*. The energy consumption data is measured
with an energy consumption meter installed in the power supply of the robotic arm.

Experimental results

It can be seen from Figure 3.9a that the CPU consumption of the whole robot stack is approximately
40% of the total CPU consumption on the robotic arm. Excluding the drivers VNF that must be de-
ployed in the robotic arm, the CPU consumption can be potentially reduced by around 30% by of-
floading all the remaining VNFs. In particular, around 24% by offloading the Interface VNF, around
5% by offloading the motion planning VNF, and around 1% by offloading the control VNF. The In-
terface VNF has higher computational requirements, needed to perform the command translation,
validation, and real-time synchronization between the remote controller and the ROS systems. For
what concerns the control and motion planning VNFs, the CPU consumption of the control VNF is
mainly due to the straightforward control-loop mechanism that interpolates and forwards position

Mnttps://pypi.org/project/psutil [Accessed: Jul. 14, 2022]
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Figure 3.9. Resource Consumption on Robotic Arm.

commands, while in the motion planning VNF this is a result of a simple path planning in our experi-
ment runs.

Regarding MEM usage, the total MEM consumption on the robotic arm is approximately 28%
as shown in Figure 3.9a. This reflects 2% used by the drivers VNF, meaning that around 26% MEM
savings can be achieved by offloading the remaining VNFs. Similarly, the Interface VNF offers highest
potential savings of around 15% of the total MEM usage, while the motion planning and control VNFs
around 4% and 7%, respectively. The 15% of MEM used by the Interface VNF is partially due to the
robot action server that handles remote controller concurrent requests, checks if the command can be
processed, validates parameters and calls required controllers (e.g., motion planning VNF or control
VNF). Additionally, for the motion planning and control VNFs, the MEM usage is significantly smaller
since the robotic arm receives simplified navigation commands from the Interface VNF.

The energy consumption (Figure 3.9b) follows the CPU and MEM usage pattern from Figure 3.9a,
where most energy is consumed when the robot stack is deployed in the robotic arm. As VNFs are of-
floaded to the edge, the energy consumption in the robotic arm decreases, proving that energy savings
in devices can be achieved by offloading components in the edge. By moving the energy contribution
mostly to the data centers at the edge, different energy-aware optimization models are easier to im-
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plement [111].

Figure 3.9c shows that a deployment configuration where the whole robot stack is in the robotic
arm introduces the smallest overhead in terms of network utilization. This comes naturally because in
this deployment configuration the robotic arm transmits (TX) only the joint states to the remote con-
troller and receives (RX) high-level commands from the remote controller processed by the Interface
VNF at a lower frequency. Results also show that from all deployment configurations, deploying only
the robot drivers VNF in the robotic arm introduces less overhead into the communication link. How-
ever, there is still an increment in the network utilization compared to a self-contained deployment
configuration in the robotic arm. Such behavior is mainly due to the offloaded control VNF. While in
upstream the robot drivers VNF need to transmit the joint states to the control VNF, in downstream
this increment is due to the higher frequency of commands sent by the control VNF to the robotic
arm. In the case when the control VNF is deployed in the robotic arm a significant increase of TX is
witnessed. This is mainly because the control VNF needs to continuously interact with the Interface
VNF in order to enable robot manipulation.

The resource consumption evaluated in the experiments above clearly showed that the Interface
and motion planning VNFs are the most likely targets for potential resource savings. However, when
considering the network overhead that the control VNF introduces on the communication link, its
offloading should be also considered.

3.4.3. Impact of Radio Access Technologies in remotely controlled robot manipulators

A remote control system places stringent networking requirements that must be fulfilled by the un-
derlying RAT. In this section, the applicability of currently available RATs to support the proposed
design is analyzed, together with their impact on the overall performance of the remotely controlled
robot manipulator.

Experimental methodology

To do so, the Niryo One robotic arm is connected to the remote controller using Wi-Fi, 4G and 5G. For
more details about the Wi-Fi, 4G and 5G implementations please see Section 2.3.2. The benchmark of
each RAT available at 5TONIC testbed is provided in Table 3.2. It is worth mentioning that, when the
experiments were conducted, only 5G NSA was available as a 5G solution in 5TONIC and that is the
reason why in the 5G related experiments only 5G NSA results are provided.

The first set of experiments assesses how the designed system operates over interference-prone
Wi-Fi link, causing increased packet loss and jitter to occur. Throughout the duration of the experi-
ment, the remote controller interacted with the control VNF and 1-axis of the robotic arm is remotely
controlled for a period of 30 seconds with a control period of 20 ms and a movement offset of 0.010
rad. The remote controller records the instructed and executed commands with which the traveled
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Table 3.2. Wi-Fi, 4G and 5G NSA Benchmark at 5TONIC

Metric Wi-Fi [2.4Ghz] 4G 5GNSA'®

E2E Latency 1.77+0.68 ms 23.88+5.84 ms 6.56+1.04 ms
Packet-loss 0.11+0.35% 0% 0%

Data Rate 37.76+7.71 Mbps 44+0.20Mbps 96+1.81Mbps
(Uplink)

Data Rate 49.39+1.80 Mbps 72+1.04 Mbps 600+13.50 Mbps
(Downlink)

Jitter 1.10+£0.73 ms 2.32+0.35ms 0.46+0.18 ms

distance is computed. NetEm!6 is used to introduce symmetric artificial jitter and packet loss in up-
link and downlink.

The second set of experiments aims to assess the minimum control period that can be supported
in our system considering 4G and 5G generations of the cellular technologies, and Wi-Fi. Through-
out the duration of the experiments, the remote controller interacts with the control VNF to remotely
control 3-axis of the robotic arm for a period of 30 seconds with a movement offset of 0.010 rad. In
the remote controller, the synchronization between the robotic arm and the remote controller is mea-
sured over time.

The third set of experiments aims to evaluate the synchronization between the robot manipulator
and the remote controller, by measuring their distance offset over time. The Niryo One robotic ma-
nipulator is controlled by the remote controller that is continuously sending instructions (in a loop)
to the robot and receives its pose at each instant. Such experiment is performed for a different com-
bination of the following configurations: (i) 5G vs 4G (Net); (ii) remote controller located on the edge
vs cloud (RC); and (iii) computation stack located on the robot vs offloaded to the edge (Comput). In
doing so, results were measured for five different configurations. It is worth mentioning that in this set
of experiments we emulated a more distant cloud by introducing an artificial delay of 7ms between
the edge data center and the robot.

3.4.4. Experimental results

Figure 3.10 compares the average traveled distance for different values of jitter and packet loss on the
Wi-Fi link. Results show that a 5 ms jitter in uplink and downlink does not have any impact on the
remote controller operation. This is because the 20 ms control and update period of the remote con-
troller are not violated by such an amount of jitter, allowing remote commands to be executed and
the remote controller to be updated in real-time. With a 20 ms of uplink and downlink jitter, a slight
increase in the deviation between the instructed and executed commands is noticeable, including the

16https ://www.linux.org/docs/man8/tc-netem.html [Accessed: Jul. 14, 2022]
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Figure 3.10. Impact of Network Conditions on Remote Control Synchronization.

standard deviation of the measured values. This comes naturally since the control frequency con-
straint is not satisfied at all times, causing some commands to be discarded by the robotic arm (since
their lifespan is expired upon reception). Moreover, the joint state updates to the remote controller
are delayed, resulting in a desynchronized remote controller. As shown on Figure 3.10a, the deviation
continues to increase with the jitter increase on the Wi-Fi link. When the jitter is approximately double
of the control period (e.g., 35 ms), the robotic arm starts to move erratically, including unpredictable
jumping moves, which makes the whole environment unsafe for operation.

In turn, in Figure 3.10b, a similar analysis is provided by taking into account the packet loss. Al-
though ROS uses TCP as the underlying transport protocol, a lost packet is never retransmitted within
the 20 ms control period of the robotic arm (i.e., TCP_RTO_MIN is configured with 200 ms). With a
packet loss of 0.01% in uplink and downlink, no visible impact is witnessed on the operation of the
remote controller. The reasons are two-fold: (i) there is a very small number of packets lost, and (ii) it
is able to recover when the lost packet is retransmitted. When the packet loss is increased to 0.5% in
both directions, a slight deviation of the instructed and executed commands is witnessed. However,
these values are still manageable by the remote controller, without a noticeable impact on its opera-
tion. However, this is not the case when the packet loss increases up to 1.5% and 3.5%. In the latter
case, the operation of the robotic arm through the remote controller is degraded significantly, making
it unusable.

Figure 3.11 compares the achieved synchronization by the remote controller when implement-
ing different control periods. Considering an average synchronization of 95% as the threshold below
which the impact on the robotic arm operation is noticeable by a human operator, it is not possible to
operate the robotic arm with the minimum control period (i.e., 20 ms) using 4G. In fact, the operation
of the robotic arm through the remote controller is only usable with a control period of 30 ms and 40
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Figure 3.11. Impact of Control Period Variation.

ms, when considering the whole ROS stack on the robotic arm or offloaded into the edge, respectively.
In turn, with 5G and an interference-free Wi-Fi channel, the operation of the robotic arm is achieved
using the minimum control period supported. The reason for such results is the lower latency wit-
nessed in the 5G NSA system (6.56 ms) and Wi-Fi (1.77 ms) when compared to the 4G system (23.88
ms). Still, for all experiments, whenever the distance increases (i.e., the latency between the remote
controller and the robot arm), the control period must be reconfigured to a higher value than the E2E
latency. By increasing the control period, commands are issued at a lower frequency and, therefore,
the robotic arm moves slower, allowing higher synchronization to be achieved over time. In addition,
when the control and update periods are around or below the E2E latency, the control loop is contin-
uously missing the desired rate and the control and/or drivers VNFs may end up in an error state. This
error state will break the remote control and the overall system will become unreliable and unstable.

Figure 3.12 shows the results for the five configurations considered (expressed as a 3-tuple Net-
RC-Comput), namely the position of both the robotic arm and the remote controller time (bottom)
and the synchronization accuracy (top). Considering as the baseline configuration (i.e., state-of-the-
art solution) having the full robot stack in the robot, results show that the remote controller is able
to achieve synchronization of 97.72+0.65% when leveraging on 5G connectivity (i.e., 5G-edge-robot).
An error in the synchronization is witnessed because the Niryo One robot has a control loop of 20 ms,
meaning that any update on the pose is only sent to the remote controller on the next control loop
after receiving the instruction. When relying on 4G connectivity (i.e., 4G-edge-robot), the synchro-
nization decreases down to 95.40+2.88%, making the robot move erratically. Since the latency is big-
ger than the robot’s control loop, instructions whose lifespan is expired are discarded by the robot.
In fact, when using 4G, the robot stack cannot be offloaded to the edge due to the latency witnessed
in the link. When 5G is considered, it is possible to offload the robot stack to the edge (i.e., 5G-edge-
edge), while maintaining the same performance levels between the physical and the digital replica
(i.e., synchronization of 97.66+0.67%). Finally, when considering the remote controller in the cloud
and the robot stack in the robot (i.e., 5G-cloud-robot and 4G-cloud-robot), the high latency caused
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Figure 3.12. Synchronization between the robot manipulator and the remote controller.

unpredictable movements to be executed by the robot (when using 5G) or to not move at all (when
using 4G), as expired instructions are discarded by the robot.

3.5. Discussion and future directions

Although the edge and fog ecosystem can bring advantages to the real-time robotics system by inte-
grating IT and OT technologies, there are inherent gaps and challenges that are yet to be adequately

addressed. This section presents the main issues that we have identified and recommends some fu-
ture trends towards IT and OT convergence.

3.5.1. Operational technologies

Offloading the computation tasks from the robots to the edge of the network requires a distributed,
scalable, and fast software framework. One of the open issues of ROS-1 is that the centralized design
uses best-effort technologies (e.g., HTTB IP) and depends highly on excellent network connectivity.
Therefore, it is not suitable for multi-robot real-time embedded systems. To address this issue, the
ROS community recently started ROS-2 which builds its communication system around Data Dis-
tributed Service (DDS) to achieve system decentralization. DDS is a widely deployed OT communi-

62



Chapter 3. 5G-enable enhanced edge robotics through contextual information

cation protocol for industrial and real-time critical systems. However, DDS as a middleware protocol
tends to have scalability and reliability issues when implemented over i) wireless networks; and ii)
non-local area networks.

In order to deal with such issues, initial efforts have been made to bring Zenoh in ROS-217 to
solve the reliability issues of DDS over error-prone and large-scale networks (e.g., WLAN and Internet)
whilst keeping a significant level of time and space efficiency.'® Therefore, in the coming years, we
can expect ROS-2 to gradually integrate Zenoh as a middleware so as to achieve: i) more hard real-
time and reliable robotics applications; and ii) a higher degree of decentralization and distribution of
robotics applications in more heterogeneous network scenarios.

3.5.2. Wireless local area network

WLAN is a part of the IEEE 802 set of LAN protocols, and, as a non-deterministic protocol, is unsuit-
able for hard real-time applications. The media access control protocol with its backoff algorithm pre-
vents the network from supporting hard real-time communication due to its random delays and po-
tential transmission failures. To address this issue, Time-Sensitive Networking (TSN) and IEEE 802.11
groups are working together towards equipping IEEE 802.11 wireless networks with real-time capa-
bilities [112] [113]. Hence, we recommend that future researchers consider this extension of TSN to
ensure the performance of the robotics system over WLAN.

3.5.3. Information Technologies

This work makes use of the virtualized edge to run access points, which is one example of an applica-
tion requiring hardware support in the edge. Another application with such needs is to provide Al ca-
pabilities on-demand (GPU or hardware accelerators needed). Hypervisors (e.g., Hyper-V, KVM) and
container systems support such virtual replication of specific hardware by enabling pass-through or
user namespaces. However, in our case, using a hardware-specific (e.g., TPU, GPU, Wi-Fi/Bluetooth
adapters) virtualization involves a lot of installation and integration which leads to high configura-
tion complexity. Recently, Wireless Network Virtualization (WNV) has been proposed as an exciting
innovation that enables physical wireless network infrastructure resources to be abstracted into vir-
tual resources and shared by multiple parties [114]. As a future research direction, this technology
may be used to introduce the RAT-as-a-Service (RaaS). Customers can run and manage access point
capabilities in the edge without the complexity of developing and testing RAT applications.

17https:/ /github.com/osrf/zenoh_evaluation [Accessed: 20 April 2022]

18The minimum wire overhead introduced by Zenoh is 4 bytes. The tiniest Zenoh implementation can run in 300 bytes
of RAM on an 8-bit microcontroller. Information retrieved from the Zenoh project website: http://zenoh.io/ [Accessed: 20
April 2022]
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3.5.4. Orchestration and control

Today’s mainstream orchestration solutions are designed with an IT environment in mind, in which
all resources are similar and reside in data centers, and resources are interconnected, leveraging the
highly-reliable and high-throughput network technologies. In contrast edge and fog robotic environ-
ment is made of heterogeneous, volatile, and mobile resources interconnected by OT protocols and
unreliable wireless technologies. Such differences require research work to improve the existing or-
chestration solutions. There is a gap in the area of describing resources and their inter-connectivity
in a heterogeneous environment. This can be addressed by designing a unified information model
that can describe both IT and OT infrastructures. There is a need to work on infrastructure monitor-
ing. Existing solutions contain stream-based monitoring, thus requiring high-bandwidth networks to
update the orchestrators. There is a need to develop new monitoring paradigms that can work over
unreliable and low-bandwidth networks. Finally, volatility and mobility introduce a different life cycle
for the resources. Research work is required to track the state changes for such resources to improve
the reliability of applications over such unstable infrastructure.

3.5.5. Cross-disciplinary teaming

Moving robotics algorithms in the edge of the network made us realize that experience from differ-
ent engineering fields is needed in order to cope with the complexity of developing and integrating
a network-assisted robot. Tools and methods that are explicitly made for the fields of robotics, me-
chanical engineering, software and network development, and system engineering are exploited in a
single system that needs to perform in an optimal way. This is a major obstacle in the applicability
of networked robots in Industry 4.0. Frameworks for robotics systems have been introduced in the
past (e.g., Rapyuta, RoboEarth, RoboBrain, etc.). Their focus is mostly to ease and automate the soft-
ware development. However, when it comes to testing the end-to-end robotics system, we need to
follow the stepwise refinement approach that slows down the development process mainly because
it is tightly coupled with the physical infrastructure (e.g., access points, robots). To address this issue,
simulation environments have been geared specifically towards robotics (Bullet, OpenRAVE, Gazebo,
CoppeliaSIM) to improve the sim-to-real domain adaptation. Therefore, a future research direction is
to develop models which can consider the edge robotics production environments. The reason is that
an end-to-end edge robotics system is highly heterogeneous and has various types of resources in the
physical infrastructure. A digital twin solution that supports such heterogeneous infrastructure can
be involved in the development process to provide faster realization of an end-to-end edge robotics
system.

3.5.6. Multi-RAT support for robotic systems

In an industrial environment, latency and transmission reliability can be improved by introducing
multi-RAT connectivity. A robot starts by selecting the RAT, among the available ones on the factory
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floor, that satisfies its connectivity requirements. Simultaneously, each robot can also associate itself
with another RAT to create backup communication links, thus improving the transmission reliability.
However, the support of multiple flows in a transparent way for applications is a critical challenge
when designing a robotic system. One of the questions that arise is at which layer of the protocol
stack to implement such a solution. Although recently standardized, Multipath TCP (MPTCP) [115] is
a Transport layer protocol that can use one or more RAT interfaces to simultaneously achieve higher
throughput and reliability. As such, MPTCP is gaining increasing popularity among vendors, telecom
providers, and startups that are finding applicability in robotic solutions. Other solutions at lower
layers, such as Packet Replication and Elimination Functions (PREF) [116] at the network layer or
Frame Replication and Elimination for Reliability (FRER) [117] at Data Link Layer (only applicable to
IEEE 802 link technologies), can also be leveraged to improve reliability.

3.6. Conclusions

With the aim of studying the potential enhancements for robotic systems by using the MEC, this chap-
ter shows how the radio network information that is available at the edge of the network can be used
for implementing advanced features in robotics systems. Moreover, this chapter gives insights into the
potential savings that robot manipulators can obtain by offloading robotic functions to the edge. In
this context, this chapter addresses the C2, C3 and C4 defined in the scope of this thesis by providing:

* Control algorithm which consumes context information about the Wi-Fi signal and adapts the
robot’s speed and achieves smoother driving.

* Virtual access point offloading algorithm which uses the context information about the Wi-Fi
channel to extend the driving range of the mobile robots without the interruption of service.

* Network-assisted D2D communication between a fleet of mobile robots that can improve the

coordination.

» Faster computation times of Interface and Motion planning VNFs for approximately 88 ms and
45 ms respectively, when offloading them to an edge server.

* 16% of CPU and 34% of MEM savings that can be achieved by virtualizing and offloading robot
manipulator virtual functions in the MEC.

* 5G connectivity that enables remote control of 20 ms, appearing as the most promising radio
access technology to support the main requirements for remote control.

e The combination of 5G connectivity with edge computing achieves a remote control synchro-
nization of 97.66+0.67% while allowing the offloading of the robot stack in the edge.
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CHAPTER

Orchestration of Robotic services

There is a rising interest in the networking community for providing support to different robotic use
cases (e.g., security/surveillance, cleaning, delivery of goods, collecting products) in industrial de-
ployments. The goal is always to meet the KPIs that mission-critical robotic applications require as
it is in the case of remotely controlled mobile robots where the goal is to provide uninterrupted con-
nectivity over the radio access network. However, ensuring these KPIs over wireless networks is very
challenging and many times it requires the correct selection of the radio points of attachment and the
use of resources that may span from the cloud to the edge of the network infrastructure (including
MEC), to the fog (e.g., connected robots).

Due to this, and with the aim of addressing the C5 and C6 defined within the scope of this thesis,
this chapter explores the feasibility of utilization of orchestration solutions for mobile robotic sys-
tems. To that end, Section 4.1 introduces the main concepts that are used in this chapter and present
the main contributions. Section 4.2 provides the needed background and related work for: i) OKpi
- an orchestration algorithm that is designed to meet the required KPIs accounting for the network
and computing resource heterogeneity that is present in the cloud-to-thing continuum, and ii) the
concept of DLT-based federation in edge robotic systems. Consequently, Section 4.3 and Section 4.4
present the implementation, integration and experimental evaluation of OKpi and DLT-based federa-
tion in mobile robotic systems respectively. Finally, Section 4.5 concludes the chapter by summarizing
the most relevant contributions and elaborates on how this chapter addressed the above mentioned
challenges.
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4.1. Introduction

In recent years, edge robotics emerged as a consequence of the rapid development of edge comput-
ing to address the network performance (e.g., high latency, unpredictable jitter) related challenges
that cloud-based robotic applications experience. By placing computing and storage resources near
the edge, robotic systems can execute applications closer to the robots resulting in more predictable
communication and overall better system performance. For the market, the edge robotics services are
an opportunity for mobile robots to be employed in accomplishing a range of manual tasks (e.g., se-
curity/surveillance, cleaning, delivery of goods, collecting fruits, e-health emergency response, sports
video coverage, etc.). As presented in Section 2.2, the linchpin of edge robotics is the network slicing
where vertical industries, such as automotive, e-health, and smart factories, can define the robotic
services through a set of Virtual Network Functions (VNFs), connected according to the so-called VNF
graph, and a set of performance requirements, i.e., the KPIs. Motivated by the advent of these perfor-
mance requirements, different standardization bodies and alliances, such as ETSI, 3GPP, 5G Alliance
for Connected Industries and Automation (5G ACIA), and Next Generation Mobile Networks Alliance
(NGMN), defined new use cases with distinct connectivity requirements that connect people, robots,
processes and systems [10][11][12][13]. Table 4.1 summarizes the key connectivity KPIs of different in-
dustrial use cases mapped into the robotics categorization. For example, monitoring robotic systems
can be applied to use cases such as industrial condition monitoring and process automation based
on sensors. Simulation robotic systems (Digital Twins) can be applied to factory remote maintenance,
whereas the operational robotic systems include remote operation, motion control, safe control, and
closed-loop control use cases.

Table 4.1. Connectivity requirements of Networked Robots

Robotic ser- | Latency Data Rate Reliability Scalability

vice

Monitoring 50-100 ms 0.1-0.5 Mbps 99.9% 100-1000
nodes

Simulation 20-50 ms 1-1000 Mbps 99.99% 1-100 nodes

Operation 0.5-20 ms 1-100 Mbps 99.9999% 1-50 nodes

To fulfill these KPIs, the mobile robotic service implies the selection of the radio points of attach-
ment and the use of resources that may span from the cloud to the edge of the network infrastructure
(including MEQC), to the fog (e.g., connected robots). Also, it is critical that robot VNFs are placed and
connected, so as to i) meet the target glsshortkpi values, ii) make efficient use of the different avail-
able resources, thus avoiding resource shortage, and iii) minimize the service deployment cost, one of
the main concerns for both mobile operators and vertical industries [21, 118-120]. This problem has
been addressed in the literature by proposing OKpi [121], an efficient and effective solution strategy
that can jointly make VNF placement and data routing decisions (including the selection of the ra-
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dio points of attachment) while accounting for all resources that may be available from the fog to the
cloud. Applying OKpi to edge robotic systems has the potential to fulfill the strict KPIs requirements
imposed by mission-critical robotic applications while guaranteeing the required QoE.

In addition to orchestration algorithms, the adaptation of NFV and MEC in the 5G networks in-
troduced the concept of federation. The federation as a 5G networks concept, extends the orches-
tration of resources and robotic services across multiple administrative domains. Often enough, an
edge robotics service requires fast and short-lasting expansion of the service footprint over multiple
administrative domains (e.g., delivery of goods for a big day-lasting event, emergency response for
large area, video streaming of cycling events, etc.). For example, virtualized access networks enable
the robotic service providers to request on-demand deployment of the virtualized access point, in an
external administrative domain at a specific location through the federation process. With the intro-
duction of the fog concept, where volatile and low-power consumption devices are used as an access
network, federation extends the eco-system heterogeneity and variance in the access network cover-
age. Multiple administrative domains can simultaneously deploy virtualized wireless networks over a
range of hardware devices thanks to fog computing and edge computing supported by NFV.

As a consequence, a higher number of involved administrative domains, eligible to provide on-
demand federation of services and resources, increase the risk of security threats, maintaining SLAs,
privacy violations, etc. The Distributed Ledger Technology (DLT) is a potential solution to counter the
negative byproducts of the federation process. The Blockchain as a DLT, by default, provides trust,
security, and cryptography to participants. Leveraging the DLTs, the administrative domain can dis-
cover, negotiate and federate services on-the-fly. Through the application of DLT-based robotic ser-
vice federation, an edge robotics service would not be limited to a single AD and it would be able to
extend the desired service footprint at any time, anywhere.

Following the above mentioned opportunities for robotic systems, this chapter studies the practi-
cal feasibility of utilizing innovative orchestration concepts in mobile edge robotic scenarios. For this
purpose, this chapter builds on top of the edge-based robotic system for mobile robots presented in
Chapter 2.2 where we deploy OKpi and trusty & untrusty Etherium blockchains.

With the objective to address the C5 and C6 that are in the scope of this thesis, the main contributions
of this chapter are:

» We are showcasing the feasibility of applying orchestration solutions in edge robotics systems.

* We implement, integrate, and experimentally evaluate OKpi, an innovative orchestration algo-
rithm that performs VNF placement and data routing decisions to meet the KPIs of remotely
controlled mobile robots.

* We implement, integrate, and experimentally evaluate DLT-based federation for mobile robots
that extends the robot wireless connectivity in an external administrative domain.
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4.2. Background and Motivation

In this section we present the needed background and motivation for applying OKpi and DLT-based
federation for mobile robotic systems. The DLT-based federation concept is explained in Section 4.2.1
where we elaborate on how DLT can be applied for private, secure, and trusty edge federation. Sec-
tion 4.2.2 provides the summary of OKPi and elaborates on why OKpi (or similar orchestration algo-
rithms) have the potential to solve existing challenges in robotic services.

4.2.1. DLT-based federation

Depending on how the service federation procedures (described in Section 1.1.6) are realized, the se-
quential completion of the whole federation process can take more than a minute or even an hour.
In a dynamic and heterogeneous environment, where the underlying infrastructure of each domain
is continuously modified, the state can change in the order of seconds. In recent years, the DLT or
blockchain gained significant applicability in the networking world. Originated as a driving mecha-
nism for Bitcoin [122], blockchain provides a distributed and secure ledger that records every transac-
tion between anonymous users. The blockchain itself contains distributed time-stamped blocks filled
with transactions that can contain any data. Each block points to the prior block, creating a chain of
blocks in history until the genesis block (block 0). The blocks are generated by nodes (e.g., any com-
puting device) interconnected in a peer-to-peer blockchain network. The goal is to maintain a single
block creation at a time for the whole blockchain network. Thus the nodes run a consensus mecha-
nism to validate the single block creation process. Various consensus mechanisms exist from more
simple (Byzantine Fault Tolerance - BFT, Proof-of-Authority - PoA), to more computational expensive
such as Proof-of-Work (PoW) (used in Bitcoin), or incentive-based such as Proof-of-Stake (PoS) [123].
The consensus mechanism has the role of maintaining the blockchain distributed, secure, trust and
privacy features, without the need for a 3rd-party centralized entity.

There are two types of blockchain networks: permissionless and permissioned. Permissionless
blockchain networks are open and referred to as public blockchain networks. The most popular
persmissionless blockchain networks are Bitcoin, Ethereum [124], etc. Permissioned blockchain net-
works are private networks where the participating nodes and the users are known to each other or be-
long to a central organization, group, etc. Most popular permissioned blockchains are Hyperledger '°
and Corda 2°

Ethereum, adapts the concept of smart contracts. The smart contract is a set of binary code, simi-
lar to a computer application, that runs on top of the blockchain. Once the smart contract is deployed
on the blockchain, it is immutable and operates independently (from its creator) with its blockchain
address. Users send transactions with input data to the smart contract, which in turn executes itself
(bytecode) to produce output data, that can be permanently stored on the blockchain. With the adop-

19https ://www . hyperledger.org/ [Accessed: Jul. 14, 2022]
20https://www.corda.net/ [Accessed: Jul. 14, 2022]
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tion of smart contracts, the application of blockchain technology significantly expands in solving lots

of general problems that require a middle-man in the process.

To boost the federation process in secure manner, in [125] we propose to squeeze the whole ser-
vice federation process (from Section 1.1.6) to run on a DLT. More specifically, the federation proce-
dures are to be stored and deployed on a Federation Smart-Contract (SC) which is running on top of a
permissioned blockchain. The design of the Federation SC is completely open. The focus of the smart-
contract design is to maintain neutrality and privacy while overseeing the federation procedures that
involve all ADs.

Each domain sets up a single node as part of the peer-to-peer blockchain network. The distributed
nature of the blockchain network allows scalability while maintaining security. The ADs communicate
with the Federation SC through transactions. The transactions are recorded in the blocks. The sealing
or generation of blocks depends on the consensus protocol. The choice of the consensus protocol
would determine the speed and the security level of the federation process. For example, the Proof-of-
Authority (PoA) consensus increases the speed, while the Proof-of-Work (PoW) mechanism increases
the security of the blockchain.

Each new joining AD establishes connectivity with at least a single node in the blockchain net-
work using a new and locally deployed node. Then, it registers to the Federation SC with a single-
transaction registration using its unique blockchain address. In the single-transaction registration,
the Federation SC records the information of the registering AD and its service footprint. This way the
registration procedure explained in Section 1.1.6 is relatively simple to be realized. Once the registra-
tion procedure is successfully completed, the AD is ready to consume or provide federated services.
More details about how DLT can be applied for the federation procedures can be found in [125].

DLTI-federation for mobile edge robotics service

The combination of radio context information and location coordinates allows the robot to move
within the boundaries of a single administrative domain. Through the application of service feder-
ation, an edge robotics service would not be limited (to a single AD) and it would be able to extend the
desired service footprint at any time, anywhere. A simplified service federation of an edge robotics
service is illustrated in Figure 4.1. All colored blocks represent MEC apps as VNFs. The blue blocks
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present the MEC apps of an exemplary edge robotics service deployed in a consumer domain. The
robot brain contains the control logic that provides movement instructions to a robot agent, through
the virtual access point (vAP1). The robot, via the agent, executes the movement commands using its
actuators and provides real-time sensor data back to the robot brain. In short, this is a closed-loop
that allows the robot brain to control the robot to accomplish different tasks (for more details refer to
Section 2.2). When the robot leaves the coverage area of the consumer domain, a service federation
is initiated by the consumer domain. The service federation includes the deployment of a new virtual
access point ("vAP2") in a provider domain that can ensure extended network coverage. The federated
"vAP2" establishes an overlay connection to the robot brain through an inter-domain link. Once the
end-to-end connectivity is established, the closed-loop between the "Brain" and the robot continues
through the federated "vAP2" without any service interruption.

4.2.2. OKpi: All-KPI Network Slicing Through Efficient Resource Allocation

Although several works have already addressed the VNF placement problem, the variety of KPIs intro-
duced by 5G poses some relevant challenges that still need to be solved. Such KPIs are indeed both
diverse and heterogeneous over different services, as well depicted by the ubiquitous ITU “pyramid”
[126]: diverse as, for instance, the latency requirements of different use cases can vary by several or-
ders of magnitude, while heterogeneous reflects the fact that 5G introduces several new performance
metrics, including service availability (in both space and time) and service reliability. Satisfying all the
relevant KPIs through an efficient resource allocation thus requires casting the problem into a new
formulation and envisioning a totally new solution.

Additionally, existing studies have tackled to a limited extent specific aspects of network slicing,
including i) the possibility that already-deployed VNF instances can be reused for newly requested
services, with [127] only accounting for cost, ii) the opportunity of combining cloud- and edge-based
services (with the exception of [128], which however only deals with caching), and iii) the need to
make decisions on how to place and connect VNFs, thus jointly addressing VNF placement and data
routing ([129-132] do so, but without considering points of attachments or VNF re-usage, and under
some limiting assumptions, e.g., on the number of VNF instances). Overall, extending existing solu-
tions to account for all 5G KPIs and the need for an efficient and low-cost resource utilization, would
not be trivial and would, in general, jeopardize the complexity and/or competitive ratio properties of
such solutions.

In [121] the authors propose OKpi, an efficient solution that can create high-quality, end-to-end
network slices. This work presents a system model that captures the main aspects of NFV-based
networks and can represent the availability of resources at different layers of the network topology,
namely, cloud, edge, and fog, as well as the fact that existing VNF instances can be reused for newly-
requested services. Leveraging a graph-based representation of the available resources, the possible
decisions, and their impact on the KPIs, OKpi can make joint decisions on VNF placement and traffic
routing that minimizes the cost of the resources, by applying a shortest path algorithm over a multi-
dimensional graph. Importantly, such a graph can be built with different levels of detail and size,
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which results in a tuneable trade-off between computational complexity and decision quality.

OKpi for mobile edge robotics service

One of the paramount issues in robotic systems is to meet all target KPIs required by the mission-
critical services, in spite of the heterogeneous and limited resources that are available in the mobile
network. Let’s consider security or cleaning services that are provided by mobile robots on the factory
floor. In the factory, different RATs can be available (e.g., Wi-Fi, 4G or 5G) for the mobile robots to
use. Moreover, the factory infrastructure can provide heterogeneous computing resources where the
mobile robots can offload their processing. These computing resources can range from resource-
limited industrial mini PCs that are deployed on the factory floor to powerful edge and cloud servers
deployed in the factory data centers. Through the application of orchestration algorithms like OKpi,
an edge robotics service would be able to use the available RATs and computing resources in the most
efficient way in order to fulfill the tight requirements of autonomously controlled mobile robots.

4.3. DIT federation for mobile robots

To prove the feasibility of the DLT federation for edge robotics and evaluate the solution, we used part
of the UC3M testbed presented in Section 2.3.1 where on top we run a trusty & untrusty blockchain.

4.3.1. Experimental setup

The hardware and software components that were reused from the UC3M testbed are shown in Fig-
ure 4.2. The testbed consists of a single robot, Ethereum blockchain node, and two administrative do-
mains (ADs) - consumer and provider domain - with their underlying infrastructure. The consumer
domain infrastructure consists of two hosts depicted as edge server and vAP3 on Figure 4.2. KVM and
LXD virtualization is running on top of the edge server, while only LXD on top of vAP3. Both hosts are
orchestrated by the consumer orchestrator which in this case is a simple custom-developed orches-
trator determined for the whole scenario process. An on-boarded edge robotics service is similar to
the service described in Figure 2.2. The consumer orchestrator deploys the edge robotics service over
the underlying infrastructure (edge server & vAP3) through the distributed Virtualized Infrastructure
Manager (VIM) - Fog05?!. As described in Section 2.3.1, the mobile edge robotics service is deployed
as VNF-MEC apps (shown as blue rounded boxes on Figure 4.2):

* robot brain is a MEC app deployed over the edge server.

» vAP is deployed over the vAP3 as hostapd, inter-connected through the virtual link to the robot
brain.

2lhttps://fog05.1i0/ [Accessed: Jul. 14, 2022]
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Figure 4.2. Edge robotics experimental test-bed & scenario

e Sensors and Actuators are deployed over the robot hardware. The robot hardware consists of
motor wheels as actuators, 802.11 connectivity, and sensors (lidar & odometry).

AMQTT broker is substituting the role of a MEC platform. The robot brain, as a main MEC appli-
cation, is consuming a Localization MEC service via the MQTT broker.

The provider domain is isolated from the consumer domain. Contains a single host (illustrated as
vAP5 on Figure 4.2). The provider orchestrator is a replica of the consumer orchestrator that orches-
trates the virtualized infrastructure (LXD) through a new instance of Fog05. The provider orchestrator
has only the on-boarded image of the vAP MEC application on Fog05 (illustrated as orange rounded
box on Figure 4.2). The Distributed Ledger contains two instances of Ethereum blockchain. The in-
stances are deployed over a virtual machine on a server at the university network. Both instances
contain a Federation SC. The first instance is running Proof-of-Authority (PoA) consensus for trusty
communication, and the second instance Proof-of-Work (PoW) for untrusty communication.

4.3.2. Experimental methodology

The experimental scenario is mimicking a real use-case where the robot is instructed to provide se-

curity or cleaning services in an area at the university, following a path as illustrated with the black
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dotted line in Figure 4.2. In order to finalize the task, the robot needs to drive from the blue (con-
sumer) domain to the area of coverage of the orange (provider) domain. The robot brain is aware of
the real-time robot’s location by consuming the localization MEC Service. The brain triggers the feder-
ation procedure to the consumer orchestrator when the robot approaches the boundaries of the vAP3
coverage. On triggering event, the consumer orchestrator proceeds with the federation procedure.
The provider domain, as a winner, establishes an overlay inter-domain link to the consumer domain
and deploys the vAP5 (as depicted on Figure 4.2). After the deployment of the federated vAP5 has fin-
ished, the provider orchestrator confirms the deployment to the Federation SC by storing the BSSID
of the deployed vAP5. The consumer domain delivers this information to the robot brain. Finally, the
robot brain instructs the robot, or the drivers, to switch connectivity to the BSSID of vAP5. The driver
connects to the vAP5 while the closed-loop (robot brain to robot) is not broken. The closed-loop data
in both directions starts passing through the overlay inter-domain link.

We evaluated the time performance of the edge robotics federation using DLT by running the ex-
perimental scenario as described in above. We run the experimental scenario using i) the PoA-based
blockchain instance that uses trusty communication between the domains, and ii) the experimental
scenario with the default PoW-based consensus and untrusty communication. As already mentioned,
in the untrusty communication the consumer provides only the inter-domain link endpoint, and the
provider domain provides back the BSSID of the vAP5, upon deployment. We made several experi-
mental runs for each of the PoA-based and PoW-based scenarios. In the rest of the section, we present
the average times for each step in the process.

4.3.3. Experimental results

Three graphs of the time it takes to finalize all the federation procedures are shown in Figure 4.3. In
all graphs the time bars are colored:

* orange - for all federation-related procedures as described in Section 1.1.6.

* blue - for all procedures that involve the deployment of the edge robotics service or part of it.

To that end, the top graph of Figure 4.3 presents the accumulated times of the federation proce-
dures in both the consumer and provider domain. The average federation time is 19.038 seconds -
or the time it takes from the trigger at the consumer orchestrator to the robot connected to the vAP5.
The breakdown in all phases that occur in the consumer domain is presented in the middle graph of
Figure 4.3. It takes 12.97 seconds for the deployment of the vAP5 to be confirmed at the consumer do-
main (or phase "federation completed"). In other words, the consumer domain retrieves the BSSID of
VvAP5 in the provider domain in 12.97 seconds. Then it takes around 6 seconds for the brain to instruct
the robot to discover vAP5, disconnect from vAP3, and connect to vAP5.

The bottom graph of Figure 4.3 breaks down all the phases in the provider domain, that occur
within the previously mentioned 12.97 seconds. The negotiation or bidding process until the provider
domain is elected as a winning provider takes 3.98 seconds. More specifically, it takes 3.98 seconds
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from the time that the provider domain receives the broadcast announcement until the deployment
starts. The establishment of the inter-domain link, on-boarding & instantiation of the vAP5 takes
additional 5.58 seconds.

The results of the PoW-based scenario and untrusty communication is shown in the Figure 4.4.
The graph shows only the accumulated times for both domains. Compared to the PoA-based solu-
tion, it is clear that the PoW-based solution takes significantly more time to negotiate and complete
the federation process using the Blockchain/DLT. Due to the PoW consensus mechanism the "feder-
ation completed" phase is completed within 24.3 seconds, nearly double the time of the PoA-based
solution.
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Figure 4.5. Illustration of the mobile robot, the UC3M testbed: the robot starts at the bottom end of
the corridor and comes back once it has reached the other end at the top left. Dashed circles highlight
possible VNF deployments.

4.4. OKpi for mobile edge robotics service

To prove the feasibility of applying OKpi for edge robotics and evaluate how an orchestration algo-
rithm can fulfill the required KPIs in a heterogeneous testbed, we have used the UC3M testbed that

was presented in Section 2.3.1 where on top we deployed an experimental prototype of OKpi.

4.4.1. Experimental setup

Figure 4.5 shows the UC3M testbed that was used for experimentation. The testbed consists of: i) 4
APs; ii) 3 MiniPC, two used as an AP and one as a local fog server (i.e., located close to the APs); iii) 1
edge server; and iv) 1 cloud server. The six APs and the local server are deployed along two corridors
of the Universidad Carlos III de Madrid building (see Figure 4.4), while the edge and cloud server are
located in different buildings. To emulate different levels of link congestion and heterogeneity, we
leverage NetEm [133] to artificially introduce some latency on the connection between the APs and
the servers, as reported in Tab. 4.1. Note instead that the latency on the AP-robot link never exceeds
6 ms. Additionally, we used a single ROS-compatible Turtlebot S2 robot equipped with a laptop and
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lidar.

The laptop hosts the Sensor and Actuator VNF, which, as explained in details in Section 2.2, i)
probes the robot sensors (e.g., odometry, LIDAR), ii) transmits the sensors data to the robot brain,
and iii) executes the instructions received from the robot brain or OKpi. The robot brain hosts an
autonomous navigation algorithm that based on the robot sensors data navigates the robot in the
university hallway. The robot brain VNFs can be hosted at any of the available servers. For more
details about the hardware specifications of the testbed (e.g., mobile robot maximum speed, lidar
range, mini PCs/servers capabilities) or the software implementation of the edge robotics system for
mobile robots please visit Section 2.3.1.

4.4.2. Experimental methodology

Table 4.2. Testbed scenario: AP-server latencies

Access Point Cloud Edge Local
AP1,, AP, 9ms 4 ms 3 ms
AP35, AP, 18 ms 8 ms 9 ms
APs5, APg 27 ms 12 ms 9ms

The target of the experiment is to ensure that the End-to-End (E2E) latency of the edge robotics
service remains within 15 ms [134] during the robot’s drive. The experiment starts with the robot
positioned at the bottom end of the corridor and connected with AP; (see Figure 4.5). Also, the initial
decision by OKpi is to deploy the robot brain VNF in the cloud server. The robot brain then navigates
the robot along the trajectory shown in Figure 4.5 and, as the robot moves, OKpi determines which
AP the robot should connect to?? and which server (cloud, edge, fog) should host the robot brain
VNF. Both the AP and server selection change according to the robot position and latency of the AP,
respectively. In particular, depending on which AP the robot is attached to, OKpi decides which server
should host the robot brain VNF by accounting for the latency values reported in Table 4.2, in such a
way that the overall service latency remains below 15 ms. During the experiments, OKpi recomputed
the AP selection and robot brain VNF embedding, in less than 1 s. The robot position is reported
to OKpi through the Localization info service that is based on the robot sensor data, while the APs
coverage, which may vary over time, is acquired through locally available channel measurements (e.g.,

signal level).

4.4.3. Experimental results

Figure 4.6 compares the temporal behavior of the E2E latency obtained in the following cases:

22 75 the robot moves, it roams to the selected AP using 802.11r Fast Transitioning [63].
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Figure 4.6. Service latency experienced during the robot’s trip. Different background colors refer to time
intervals in which the robot is connected to different APs.

* SoA, i.e., when the solution based on [62] and [135] is used. In this case, the brain VNF is always
placed in the cloud and the robot performs roaming checks every 20s in order to ensure con-
nectivity to the AP with the strongest signal. The roaming checks consist of Wi-Fi active scan
to acquire the signal-related information, followed by automatic handover. For our testbed, we
discovered that 20 s was the lowest check frequency that allows the robot to perform successful
roaming along the navigated trajectory.

* OKpiy, i.e., when OKpi makes decisions in a simulated environment that mimics the testbed,
using the theoretical delays that each AP offers.

* OKpig, i.e., when OKpi operates in the developed testbed, it uses the robot’s real-time location
and available channel measurements to trigger the 802.11r roaming. The roaming message is
send via MQTT to the robot Actuator VNF. In this case, the periodic roaming checks are pre-
vented and the robot is configured to perform handovers only when a roaming message is re-
ceived.

Figure 4.6 compares the service time measured during a single run execution of the SoA, OKpie,
and OKpi; solutions. At the beginning of the experiment, neither the SoA nor the OKpi, violate the
target E2E latency of 15 ms, except for the peaks due to the robot Wi-Fi scans. While under SoA the
robot performs a scan every 20 s, under OKpie it does so only when it has to connect to a new AP, as
per the OKpi decision. Under SoA, 50s later the robot connects to AP3, and the latency jumps above
20 ms because the robot brain VNF are still running in the cloud server. In the case of OKpie, instead,
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when the robot connects to AP3 at 89s., the robot brain VNF are moved to the edge server, so that
the E2E latency remains below 15 ms. The same behavior is observed at time 102 s, when the robot
connects to AP5 in the case of SoA and the E2E latency increases up to 29 ms. On the contrary, OKpi,
still meets the target E2E latency upon making the robot connecting with AP5 (at time 156 s), since
it now places the VNFs in the local server. In the rest of the time elapsed, we can observe similar

performance, as the robot returns to its initial position.

Table 4.3. OKpi and SoA service latency

Solution Average Std. deviation E2E violations
OKPi, 13.63 ms 15.21 ms 7%
SoA 29.61 ms 26.18 ms 74%

As a final remark, Figure 4.6 highlights that the performance of OKpi, is always close to the E2E
latency exhibited by OKpi;. Furthermore, the target E2E service latency (15 ms) was only violated the
7% of the times during the experiment by OKpi, (see Table 4.3), while it was violated the 74% of the
times under SoA.

4.5. Conclusions

In this chapter of the thesis, we showed how the edge robotics concept enables the application of
novel orchestration solutions for mobile robots to meet the connectivity and KPI requirements for
uninterrupted service operation. In particular, the environment considered was the UC3M testbed
which employs the designed edge-based robotic system for mobile robots. We extended this testbed
by implementing OKpi as an orchestration algorithm and Ethereum based Distributed Ledger solu-
tion for federation. Experimental results demonstrated the functionality of OKpi and its ability to
make effective decisions when applied in an edge robotics scenario. In addition, the results demon-
strated how the complete DLT federation process in an edge robotics scenario can be concluded in
around 19 seconds with a lower level of security. In this context, this chapter addressed C5 and C6
that were defined in the scope of this thesis by showcasing:

* DIT-based federation process can extend the robot wireless connectivity where the complete
federation process is concluded in around 19 seconds with a lower level of security. In 42%
of the federation time, the consumer domain generates an announcement, collects bids, and
chooses a winning provider domain. For higher security and anonymous negotiation among
domains, the federation concludes in 28 seconds.

* OKpi that can meet the target E2E latency (15 ms) of an autonomously controlled mobile robot
by selecting the correct Point-of-Attachment and VNFs location. In this context, the Okpi ex-
perimental analyses show how OKpi violates the target E2E latency (15 ms) only by 7% of the
time, while the SoA solution violated it for 74% of the time during the experiment.
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CHAPTER

Al-assisted control for edge robotics

Industry 4.0 aims at supporting smarter and autonomous processes while improving agility, cost ef-
ficiency, and user experience. To fulfill its promises, properly processing the data of the industrial
robots and infrastructures are required. Al appears as a strong candidate to handle all generated data
and to help in the automation and smartification process. Additionally, Industry 4.0 claims wireless
communications as a game changer for future manufacturing plants, enabling flexible production
chains, as machinery and other components not to be restricted to a location by the rigid wired con-
nections on the factory floor. However, the presence of electromagnetic interference in the wireless
spectrum may result in packet loss and delay, making it a challenging environment to meet the ex-
treme reliability requirements of industrial applications. In such conditions, achieving real-time re-
mote control, either from the edge or cloud, becomes complex.

In this chapter, we overview the networked robots as a true embodiment of a Cyber-Physical Sys-
tem (CPS) in Industry 4.0, showing the mission of Al in such concept. We present the key enabling
technologies of the networked robots such as edge, fog, and 5G, where the role of Al in each tech-
nology domain is identified by analyzing a set of Al agents at the application and infrastructure level.
Next, we select one of the proposed Al agents and we investigate the feasibility of applying a forecast-
based recovery mechanism for real-time remote control of robotic manipulators (FoReCo) that uses
ML to infer lost commands caused by interference in the wireless channel. We evaluate FoReCo
through both simulation and experimentation in interference-prone IEEE 802.11 wireless links and
using a commercial research robot that performs pick-and-place tasks.

This chapter is organized as follows. Section 5.1 introduces the work and highlights the main
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contributions of the chapter. Section 5.2 presents the envisioned concept of Industry 4.0 that incor-
porates robots, computation and networks, focusing on the specific aspects of the networked robots
that can be enhanced with Al capabilities. The identified Al agents, both at application and infras-
tructure level, are also discussed in Section 5.2. Section 5.3 studies the feasibility of the Movement
Prediction Al agent where Section 5.3.1 reviews the related work, followed by the problem statement
that is defined in Section 5.3.2. Then, Section 5.3.3, presents FoReCo (solution based on the Move-
ment Prediction Al agent) and elaborates on how FoReCo infers delayed/lost commands through ML.
Section 5.3.4 explains the analytical model of IEEE 802.11 that that is used to test FoReCo in simu-
lated scenarios with wireless interference. Later in Section 5.3.5 FoReCo is validated via simulation
and real experiments and Section 5.3.6 discusses the main insights from the obtained results. Finally,
Section 5.4 concludes the chapter.

5.1. Introduction

The rapid advancements in ICTs are transforming the industrial sector towards a full digitalization
and integration concept. This transformation, known as Industry 4.0, enhances industrial systems
where innovations such as robotics, automation, and artificial intelligence are set to take over. Con-
sequently, the industrial world can improve productivity, logistics, and lower production costs [136].
Cyber Physical Systems ( CPSs) are the main linchpin for Industry 4.0 to move towards a fully au-
tomated industrial infrastructure that relies on real-time capabilities, distributed control systems,
virtualization, service orientation, and modularity [137].Networked robot is defined as a robotic de-
vice connected to a computing infrastructure via a communications network such as the Internet or
LAN [138]. This concept truly embodies the cyber-physical integration within Industry 4.0, combining
any industrial process achieved through closed-loop feedback mechanisms. The computing infras-
tructure hosts virtual models of tools, machines, operatives, products, etc., as well as behaviors, rules,
physics, and analytic models that analyze the robot sensor data. The outputs of the robot algorithms
that reside in the computing infrastructure are executed in the robots via wired or wireless networks
to improve the robot performance.

One example of a networked robot application that is seen as the key enabler for Industry 4.0
is wireless real-time remote control and coordination of robots. While wireless is a must for mo-
bile robots like Autonomous Guided Vehicles ( AVGs), the implementation of wireless connections
for robots manipulators also has many advantages such as greater flexibility, reduction of installation
and maintenance costs, ease of scale, and less personnel exposure to hazardous situations [72]. In-
dustry 4.0 scenarios will decide whether to use wireless technologies in the licensed spectrum, such
as 5G NR [73] or in the unlicensed spectrum, such as IEEE 802.11 [74].

Nowadays, industrial verticals implement IEEE 802.11 technologies for factory automation through
commercial solutions such as Industrial WLAN (IWLAN) developed by Siemens. The low cost, good
performance (e.g., low latency, high throughput), and extensive implementation in commercial equip-
ment make IEEE 802.11 a suitable candidate to fulfill the tight timing constraints of industrial au-
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tomation. However, achieving the reliability, transparency, and stability for real-time remote control
required in many applications remains a critical challenge in IEEE 802.11. due to the highly unpre-
dictable, unreliable, and interference-prone wireless channel, which introduces delays, packet loss,
jitter, throughput bottlenecks, and even loss of connectivity [48]. The presence of packet collisions
and electromagnetic ( EM) interference in the shared medium results in delayed or even lost control
commands. While the delayed delivery of control commands to the robot breaks the transparency of
the remote control system (e.g., lag between the executed remote control commands and the robot
movements), the lost commands directly influence the stability resulting in a deviation from the de-
sired trajectory.

In this sense, the cyber space mirrored through the networked robots arises as the perfect play-
ground for the development of Al agents [139] that can be used to solve existing challenges in CPSs.
Moreover, MLis a strong candidate to implement such agents, as an alternative to heuristic or decision-
tree based solutions, among others. Networked robots provide the tools for transferring the domain
expertise of specialized personnel into raw data in the cyber space, which can be later used to train
and cross-validate different ML algorithms used in Al agents. These agents not only develop exper-
tise in specific tasks but also extend and optimize it beyond human capability due to the volume of
data they can handle to make decisions. Ultimately, smarter and more accurate robots can be devised
where autonomy is achieved through Al-controlled processes that operate in all types of environ-
ments and conditions.

This chapter first overviews the networked robots as a CPS solution, where Al is introduced as the
missing piece in its integration with networks and computing. In particular, it focuses on identify-
ing Al agents, both at the application and infrastructure level with relevant applicability to improve
and enhance existing robotic systems. Next, based on the identified Al agents, we propose FoReCo:
a forecast-based recovery mechanism for real-time remote control of robotic manipulators. FoReCo
is suitable for autonomous or human-assisted remote control of robot manipulators that perform
repetitive tasks such as welding, materials handling, picking and placing, or assembly. In case the
robot does not receive a remote control command on time due to IEEE 802.11 collisions or EM in-
terference, FoReCo i) infers the delayed command; and ii) injects it in the robot driver loop so the
operator does not perceive misbehavior in the remote control process.

This chapter contributes to the state-of-the-art as follows:

* we introduce a re-modeled concept of the networked robot, where cloud, edge, and fog com-
puting are integrated with emerging networking technologies such as 5G, Wi-Fi 6E, and physical
processes.

» we identify and analyze exemplary Al agents for the networked robots, spanning from the ap-
plication to the infrastructure level.

* we formulate an optimization problem to minimize the trajectory error due to delayed and lost
real-time remote control commands.

» we propose FoReCo to infer delayed and lost commands using ML algorithms.
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» we validate FoReCo via simulation using an IEEE 802.11 analytical model [140] that accounts
for an interference source, and packet collisions due to channel neighbors.

» we show experimentally that FoReCo works in a commercial research robotic arm, and mitigates
the effects of electromagnetic interference created with a real jammer.

5.2. Al benefits for edge robotics

5.2.1. Towards Intelligent Integration of robotic systems with computing and networks

This section overviews the networked robotics concepts, and their integration with the underlying
computing and network infrastructure, emphasizing still open challenges to be tackled by Al.

Networked robots

Networked robots in Industry 4.0 integrates any industrial process achieved through the implemen-
tation of closed-loop feedback mechanisms. It integrates advanced algorithms of the robots in the
cyber space, that analyze the robot and environment sensor data, and provide feedback mechanisms
for control. The control-loop starts with the robot sending sensor information and its current state to
the algorithms, which then closes the control-loop by sending back commands in real-time. In do-
ing so, industrial machinery become software-enhanced objects that incorporate self-management
capabilities and respond quickly to changes. In this way, cyber-physical integration is achieved by
providing a new set of tools to monitor, control and predict behaviors, and accurately optimize the
factory floor.

Operational digital twin applications are an example of industrial networked robot applications
that demonstrate superiority over the traditional solutions in the areas of design, production, and
system health checks. These allow reinforcing the collaboration between design and manufacturing,
mimicking the real factory environment to ease remote control operations, and facilitate the detection
of machinery problems, respectively.

Computing

In Industry 4.0, robots are composed of either low-performance and constrained hardware or hard-
ware tailored to a specific task. Owing to the development of virtualization, software components
of the robots can be represented as modular virtualized functions, which execution is outsourced
into more powerful computing resources. Cloud-based solutions have been initially exploited for im-
plementing such concepts [141], by providing elastic and powerful computing capabilities required
to support the networked robots. However, cloud providers cannot ensure the performance of the
network between the robots and the algorithms that reside in the network, worsening with their net-
work distance and the number of providers in-between. As a result, cloud-based robotic systems
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Figure 5.1. General concept of Networked robots

suffer from time-varying network delay, unpredictable jitter, limited bandwidth, or data loss. These
drawbacks prevent time-sensitive tasks, including real-time remote control, to be fully supported by
the cloud computing substrate. To overcome the shortcomings of cloud computing, edge and fog
emerged as a natural extension. While edge computing provides computing capabilities near the
physical objects via static substrates, fog computing also integrates volatile, constrained, or mobile
resources (including the physical objects). By exploiting edge and fog computing, the networked
robots can offload time-sensitive processing from the robots, which in turn contributes to further
optimizations of the hardware costs. Additionally, new algorithms for efficient data filtering, envision-
ing privacy and security improvements [142], can be applied and the data can be restricted within a
trusted private infrastructure. Finally, due to the close proximity, edge-based robotic systems can use
the available radio network information to adapt the operations of the robots or to optimize resource
allocation in order to improve the QoE.

Networks

The underlying network infrastructure of the networked robots comprises different dynamic and het-
erogeneous topologies. It can be divided in three segments, as shown in Figure 5.1: (i) Aggregation
Ring; (ii) Access Ring; and (iii) (Radio) Access Network ((R)AN). The Aggregation Ring resides far from
the robots, relying on wired connectivity to connect cloud-based robotic systems that are suitable
for human-scale responsive services and delay-tolerant tasks (e.g., monitoring). The Access Rings go
closer to the robots, interconnecting multiple (R)ANs. The Access Rings are locally present and ex-
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pose radio network information (e.g., radio channel) to edge-based robotic systems, namely for time-
sensitive tasks (e.g., remote manipulation). Finally, the (R)AN is in the vicinity of the factory floor,
providing a connection to the robots using both wired and wireless connectivity. Different radio ac-
cess technologies (RATs) are available (e.g., Wi-Fi, 4G, 5G), differing in their capabilities with respect
to latency, range, data rate, power profile, and scalability.

Wired technologies are most suitable for fulfilling the communication requirements of networked
robots. Due to their limitations in terms of flexibility, mobility, and high-density connections, wireless
technologies are becoming more appealing in the (R)AN. However, the critical processes within indus-
trial environments are sensitive to radio-frequency interference, requiring RATs to be interference-
free, to work on licensed bands, and to provide an extremely controlled environment. Industry 4.0
claims 5G as a key enabler to fulfill the communication requirements set by networked robots [143],
not only through radio enhancements but also by employing network slicing and virtualization as core
features. At the same time, Wi-Fi 6E appears as another candidate for Industry 4.0, with trials already
showcasing its capability to sustain the presence of interference and noise and to meet the stringent
requirements of most use cases.

The aforementioned opportunities demand network-assisted robotic systems that satisfy the ex-
pected real-time and secure performance. On top, the network-assisted robotic systems should also
tackle the problems derived from their integration with the network and computing infrastructure.
Al agents are strong candidates to handle such challenges, as they can benefit from ML algorithms
to exploit existing data sources with context information at both the application, and infrastructure
level.

5.2.2. Al agents for robotic systems

In order to realize the opportunities that are presented in the previous section, exemplary Al agents
for networked robots are identified (Table 5.1), including possible ML algorithms [144] to implement
them. The In-Network or On-Device deployment strategies are envisioned while leveraging the per-
vasiveness of the cloud-to-things continuum (i.e., fog, edge, and cloud). Moreover, Al agents can be
trained in the cloud (cloud learning) for computation-intensive training, or in the edge (edge learn-
ing) for local training considering enormous real-time and private data generated by the industrial
processes.

Application Related Enhancements

The following AI agents describe different enhancements on top of networked robots, which improve
the robustness and reliability of the existing processes and pave the way for novel features and capa-
bilities that rely on highly automated processes.

1) Movement Prediction: Remotely controlling a robot over a wireless channel from the edge or
cloud can be prone to unpredictable radio-frequency interference that introduces high jitter
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Table 5.1. Summary of Al agents For Networked robots

ML
Al t I t Dat t L ti
agen nput Data Outcomes algorithm(s) ocation
Movement Historic of commands, real-time | Predictions on the | VAR, TCN, | Fog,
Prediction commands N next commands | GRU,LSTM | Edge
Application -
Demonstrations of the task from .
Task . . Generalized task Fog,
. different knowledge domains (e.g., . IL, RL
Learning . . policy Edge
physical object states)
. Sensor data, video streams, Identification and
Risk s . . Fog,
. localization data and machinery | forecasting unsafe | CNN
Reduction . . Edge
states situations
Predictive Machinery and environmental . o ARIMA, Edge,
. sensor data (e.g., motors status, | Failure predictions | LSTM + LR,
Maintenance| . . Cloud
vibration, temperature) SVM
Dynamic Resource usaget date and time, | Scale in/out or RL, RT, RE | Edge,
- task, number of instances, up/down
Scaling lication KPIs and SLA i MLP BN Cloud
Infrastructure application KPIs an s suggestions
Privacy, Se- | Infrastructure and network . PCA,
. . . Security breaches
curity and | context information, traffic flows .. K-means, Edge,
. . and suspicious
Intrusion patterns, service and Autoen- Cloud
. - flows
Detection infrastructure KPIs coders
HetNet Radio network inforr.n.ation, avail- | RAT and .han— RL, ANN, | Fog,
Selection able resources, mobility patterns, | dover candidate Fuzzy Logic | Edee
application KPIs and SLAs selection YV Ho8 &

ANN: Artificial Neural Networks; ARIMA: Autoregressive Integrated Moving Average; BN: Bayesian Network; CNN: Convolutional Neural
Networks; GRU: Gated Recurrent Unit; IL: Imitation Learning; LR: Logistic Regression; LSTM: Long-Short Term Memory; MLP: Multi-Layer
Perceptron; PCA: Principal Component Analysis; RL: Reinforcement Learning; RF: Random Forest; RT: Random Tree; SVM: Support Vector
Machines; TCN: Temporal Convolutional Networks; VAR: Vector Autoregressive.

and packet loss. Consequently, the remote operator experience lagged behavior that breaks
the real-time control of the physical object and creates an unsafe environment. A solution that
recovers from such unpredictable behaviors, keeping the remote control uninterrupted, is re-
quired. Al stands out as a strong candidate that can forecast future movements providing extra
reliability in case movement commands are lost. In this context, Movement Prediction uses the
historic of commands to predict future ones using ML time-series algorithms like VAR, TCN,
GRU or LSTM (see bottom of Table 5.1 for description). Whenever the next command is lost or
does not arrive on time, the Movement Prediction triggers the forecasting of such command to
keep the remote control uninterrupted. To prevent packet loss and high latencies, the Move-
ment Prediction has to be deployed in the fog, executing when a failure occurs, or in the edge,
piggybacking predictions with every real command.

2) Task Learning: In industrial scenarios, there are still highly complex and dynamic tasks that

require human expertise/presence. Traditional agents based on finite state machines are not
suitable for automating such tasks, as they cannot react under unforeseen situations, such as
the appearance of unpredictable obstacles. Task Learning Al agents based on IL and RL algo-
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88

3)

4)

rithms are potential solutions to overcome such situations, as they are designed to learn and,
afterward, interact with a dynamic environment. The Task Learning is first trained through
observations of human-based operations, in a trial and error fashion, through the simulated
environment enabled by a virtual replica of the robot. Then, its behavior is validated in the sim-
ulated environment, which includes unexpected and random situations. Finally, its run-time
deployment is envisioned on the factory floor (i.e., fog or edge) to ensure secure, reliable, and
low-latency execution of the task. For example, Task Learning is able to introduce generaliza-
tion and adaptability to drive a lift truck for package delivery. Thus, the virtual replica can learn
how to act robustly upon the introduction of obstacles in the path, or changes in the shapes or
position of packages.

Risk Reduction: As remote control mechanisms emerge and robots become more autonomous,
safety plays a critical role in the design of networked robots. When considering human-robot
collaboration scenarios, failures of either humans or robots may suppose arisk to safety. Factory
floors equipped with surveillance cameras could reuse them to perform image segmentation,
and pattern recognition in order to identify and mitigate dangerous situations. Over the recent
years, it has been proved that Al solutions based on CNN algorithms achieve the best perfor-
mance on computer vision-related tasks. Hence, Risk Reduction uses CNN algorithms to iden-
tify dangerous situations by analyzing a video stream, helping the in-network algorithm to act
preventively, such as blocking the robot or adapting its operation. Since fast counter-measures
are required, its runtime deployment is best fit in the edge or, in scenarios with a higher degree
of autonomy;, in the fog. For example, based on a real-time video stream, Risk Reduction can
detect that a human operator is in dangerous proximity to an industrial robot manipulator, and
use this information to block the robot.

Predictive Maintenance: Industrial robots have always been held to a higher reliability and
predictability standard than any general-purpose systems. Industrial companies consider un-
planned downtime and emergency maintenance caused by failures a major challenge. For pre-
venting eventual failures, the future state of a given robot component (e.g., gripper, joint) must
be forecasted and classified in order to verify if it requires maintenance. ML-based solutions
provide high accuracy to solve both prediction and classification problems. Thus, Predictive
Maintenance Al-agent is a suitable candidate to preemptively detect failures or repair needs
by using a combinations of algorithms as ARIMA, LSTM, LR or SVM. The Predictive Mainte-
nance checks if the available sensor data might lead to failure situations and, if so, schedule
the maintenance of the robot component. Since this Al-agent is not performing time-sensitive
operations, it can be deployed anywhere from the edge up to the cloud. For example, if histor-
ical data reported high vibrations upon the break of a screw, the Predictive Maintenance can
forecast future vibrations (e.g., LSTM), and decide if maintenance is required (e.g., SVM).
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Infrastructure Related Enhancements

The following Al agents highlight several enhancements applicable to the computing and network

domains, which have the potential to impact and optimize the performance of a robot.

1y

2)

3)

Dynamic Scaling: With the recent development of virtualization technologies, smart factories
benefit from having robotic systems coexisting under the same cloud-to-thing continuum. Dur-
ing the lifetime of a given application, an adequate scaling of resources is required, so that
robot-related KPIs (e.g., latency) are satisfied without deteriorating the performance of others.
Such a problem is analyzed in the existing literature as an NP-hard problem, that is, optimal
scaling policies cannot be found in feasible run times. Consequently, Al solutions based on
Markov Decision Processes can be used to find near-optimal scaling policies in feasible times,
using algorithms based on RL, RT, RF, MLP and BN. The Dynamic Scaling follows scaling poli-
cies learned with the aforementioned algorithms, training with data such as resource consump-
tion, date and time, task, number of instances, and sessions. The Dynamic Scaling can then
compute scaling decisions in order to fulfill KPIs and Service Level Agreements (SLAs). The
runtime deployment of this Al agent is most suitable on the network side (i.e., edge or cloud),
depending on inference time and network latency towards the orchestrator. For example, when-
ever a new robotic arm is added to the factory floor, the Dynamic Scaling increases the allo-
cation of vCPUs to the virtual instance in charge of holding its motion planning algorithms,
allowing its processing delay to stay below a threshold.

Privacy, Security and Intrusion Detection: By employing networked robots in an industrial
environment, huge volumes of network traffic are distributed in the cloud-to-things contin-
uum in order to create a so-called digital factory. This makes the detection and diagnosis of
security breaches and intrusions very challenging and complex for the infrastructure operators
and their tenants. Performing an exhaustive analysis of all the network traffic would take a vast
amount of time, which is unfeasible to early detect intrusions, or security breaches. ML learn-
ing algorithms, like PCA, K-means, or autoencoders, are ideal solutions to shrink traffic volume
and speed up traffic inspection. Privacy, Security, and Intrusion Detection use these algorithms
to detect malicious traffic and, consequently, block the remote control of robots through their
remote controller. Moreover, federated learning and transfer learning appear as ML approaches
that boost collaborative training across different industrial players, which, by not centralizing
the training data, retain the privacy and locality of private data. The edge and cloud are can-
didate locations to deploy this Al agent, depending on whether on-site security operations are
required or not.

Heterogeneous Network (HetNet) Selection: In an industrial environment comprising mul-
tiple RATSs, the challenge of being always best-connected arises, directly affecting the design
and performance of networked robot systems. RAT selection is traditionally solved by apply-
ing rules derived from the network infrastructure with prior domain knowledge and experience
by experts. However, applying this type of RAT selection to robots is often complex to man-
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age in dynamic and heterogeneous industrial environments. A HetNet Selection Al-agent that
uses ML algorithms (e.g., RL, ANN and Fuzzy Logic) appears as a tool to mitigate the aforemen-
tioned challenges. It exploits the locally available radio context information to select the best
RAT for each robot in the factory floor and, if required, the best handover candidate. The radio
context information is defined by ETSI MEC, and provided by different radio information ser-
vices, such as Radio Network Information Service (RNIS) and WLAN Access Information Service
(WAIS) [145]. Based on such information, the HetNet Selection detects when e.g., an AVG will
be out of coverage and lose the connection to the point of attachment. The robot algorithms
that reside in the edge of the network can use this information to preemptively transfer state
information to the new point of attachment and to instruct the AVG to change its RAT in order
to seamless move within the factory floor. Since this Al agent depends on the locally available
information, its preferable deployment location is the edge or fog.

From the aforementioned Al-agents, we select the Movement Prediction for studying its feasi-
bility and performance in the continuation of this chapter. After reviewing the current State-of-
the-Art, we analytically define the interference problem that current networked robots face in re-
mote control systems. As a solution, we propose FoReCo, a forecast-based recovery mechanism for
real-time remote control of robotic manipulators that is a prototype implementation of the Move-
ment Prediction Al-agent. The proposed solution is evaluated in simulation and experimentation.

5.3. Al-assisted remote control

5.3.1. Related Work in remote control systems

There is a rising interest in the networking community for providing support to Industry 4.0 cases
in commercial deployments. The goal is always to meet the reliability that industrial processes re-
quire as it is in the case of remotely controlled robots. Under the umbrella of the 5G-Public-Private-
Partnership (5G-PPP) and the European Research Council (ERC), the European networking commu-
nity has been focusing on how 5G and beyond 5G architectures can support Industry 4.0. 5G-DIVE [32]
and 5Growth [33], are two examples of platforms that manage the adequate resource provisioning and
allocation of services like remote control in Industry 4.0. More recent European research projects [146]
as Daemon [147] and Hexa-X [148] also provide support to Industry 4.0 applications by bringing in-
telligence to the network in order to meet strict constraints such as reliability.

In the case of teleoperation applications (i.e., applications providing remote control of systems),
there is a plethora of work in the robotic and mechatronic literature on how to operate robotic ma-
nipulators. Reference [149] presents a prototype designed for the remote operation of an industrial
robot manipulator using augmented reality, and [150] studies how to overcome, with the help of pre-
dictions, the collision of a robotic manipulator with objects due to remote operator errors. Works
as [151] and [152] propose teleoperated robotic manipulators that assess complex and high preci-
sion tasks with the help of ML assisted solutions, and gravity compensation approaches, respectively.

90



Chapter 5. Al-assisted control for edge robotics

However, the robotic and mechatronic literature many times fails to consider the latency induced by
the network in teleoperated/remotely-controlled systems. Indeed, none of the aforementioned works
account for the network latency in the problem formulation, nor in the experimental stage, as authors
control the robotic manipulator with a computer directly attached to the robot.

Works as [149-152] introduce errors in remotely-controlled robotic manipulators when applied in
networks that suffer from high latencies or packet losses. Also, they cannot rely on network platforms
like [32], [153], [147] and [148] to overcome such problems, as these platforms make a best-effort
approach by means of network resource allocation and life-cycle management. That is, platforms
such as 5Growth [153] make the best to allocate network and computing resources for applications
as [152], but they do not assist the remote-control application to recover when control commands are
delayed or lost in the network

Therefore, it is up to the remote-control application to decide how to react when control com-
mands are delayed or lost. Mainly the robotic/mechatronic literature relies on control theory to
overcome issues produced by delayed control commands. Works as [154-157] propose time domain
passivity-based approaches, in particular [154] proposes to use a two-layer and a switching passivity-
based [158] approach to deal with delays in the network. Other solutions [159-161] cope with the delay
in remote-control using wave variable passivity-based approaches [162]. Another option is to resort
to adaptive and robust control mechanisms to ensure the remotely-controlled robot stability upon
delayed commands, as done in [163-166]. For example, [166] uses a Radial Basis Function Neural
Network [167] based on Proportional Differential (PD) control [168] to mitigate the effect of external
uncertainties and delayed commands in the robotic manipulator. However, the cited control-theory
solutions in robotic/mechatronic literature takes unrealistic assumptions about the remote control
commands’ delays. In particular, [156] and [164] assume that the delay in the network is constant;
[155], [157], [166], [159] and [160] assume that delays are constant or with small variations; and [154],
[165], [161], and [163] take the causality assumption for the delay, i.e., the network delay cannot in-
crease faster than time?3. All of the aforementioned assumptions on network delay are not suitable
for IEEE 802.11 wireless networks.

In this chapter, we aim to improve the application and communication reliability by solving the
problem from the networking perspective. We use command predictions in order to recover from
the loss or delay of control packets. There are also works in the state of the art that follows a similar
approach, in particular, [169] presents a control communication protocol that takes into account the
wireless Signal to Noise Ratio (SNR) and uses a reinforcement learning [170] approach [171] to find the
optimal speed of an AVG; and [172] proposes an AVG path tracking application using a Kalman filter
to provide delay estimations for successful operation. However, [169] assumes that the success of the
wireless transmission is captured by a first-order Markov process [173], and [172] assumes that the
command delay in an IEEE 802.11 network follows a Gamma distribution. Both assumptions neglect
the presence of EM interference in the wireless channel, as well as the back-off and re-transmission
mechanisms of IEEE 802.11 wireless channels that we investigate in this paper. Moreover, both [169]

23Following our notation, the causality assumption is expressed as: [A(c;41) — Alc;))| < |g(cit1) — g(ci)l
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Figure 5.2. Diagram of a industrial robotic remote control

and [172] are solutions to enhance the reliability of real-time remotely controlled AVGs in wireless
networks, rather than robotic manipulators.

Relation with the work in this chapter: The potential advantages from the wireless remote control
of arobot manipulator are significant, but realizing such systems over an IEEE 802.11 network remains
a challenging task. To the best of our knowledge, the state of the art disregards the presence of EM in-
terference in real-time remote control and makes assumptions about the remote control commands’
delay that do not apply to IEEE 802.11 wireless networks. To fill these gaps, we propose FoReCo, an
ML-based solution that aims to minimize the robot trajectory error by predicting the missing remote
control commands without making assumptions about the commands’ delay.

5.3.2. Problem Statement

A remote control system in industrial environments generally consists of three main parts: i) remote
location; ii) communication network; and iii) factory floor (see Figure 5.2). The remote site resides
away from the factory floor, where a remote controller (fully autonomous or human-assisted) sends
control commands to the factory robot in an open-loop fashion following a given frequency. Control
commands which are sent every Q [ms] have to transverse the transport network and wireless link
to reach the robot. Additionally, the remote site contains visual and audio feedback that is streamed
back to the remote location in order to provide similar conditions as those on the factory floor. While
the control commands are very sensitive to packet losses and jitter, the visual and audio feedback can
provide good quality of experience with up to 1 % of packet loss and 30 ms of jitter. Studying the visual
and audio feedback over the inconsistent wireless channel and how it can impact the remote control
of the robot is an interesting topic that is out of the scope of this work.

In this work considers an IEEE 802.11 wireless link, as its low price makes it an appealing solution
for Industry 4.0. However, the unlicensed IEEE 802.11 spectrum leads to packet collisions, backoff
times, and re-transmissions that introduce delay in the control commands. That is, since the moment
a control command c; is generated g(c;), up until the moment it is delivered to the robot a(c;), the
transport network and wireless link introduce a delay A(c;) = a(c;) — g(c;). Note that the latter is the
addition of the delay introduced by the transport network Ar(c;), and the delay introduced by the
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wireless link Ay (c;), i.e.: A(c;) = Ar(c;) + Aw(c;). In this paper, we make the following assumption on
the transport network delay:

Assumption 1. The delay introduced by the transport network At (c;) is upper bounded by a constant
D:
Ar(c;)=D, Vi (5.1)

Since each network entity (e.g., switch or router) in the transport network has finite queue sizes,
the transport network can be modeled as a Jackson network [174]. Thus, we choose D as a constant
higher than the summation of waiting times and processing time at each queue within the remote
control path.

However, even if D is very small, the delay introduced by the IEEE 802.11 link Ay (c;) might lead
to a laggy behavior in the remotely controlled robot. This means that the remote controller will expe-
rience a lag between the time it moves the controller, and the time the robot moves. Since remotely
controlled robots can only tolerate waiting for 7 milliseconds to receive the next command, if A(¢;) > 7
the command c; will exceed the tolerated delay, and the robot will not execute it. Thus, it is necessary
that the control commands delays satisfy A(c;) < 7.

Control commands are sent every Q ms and the robot expects to receive those commands in the
same interval (2 ms) for smooth operation. However, due to the network delay the next control com-
mand c;+; might not arrive until Q + A(c;+1) ms have passed.

Overall, the robot will not execute commands that arrive out of time A(c;) > 7, or are lost A(c;) —
oo. In any of these situations, the command is not executed, resulting in a deviation from the ideal
trajectory that the robot should follow (see Figure 5.3). Note that the remote controller will notice this
error in the real trajectory via the visual feedback that it receives from the factory floor (see Figure 5.2).
Thus, it is necessary to recover the discarded packets to minimize the error in the real trajectory.

Problem 1. Given the random variables A(c;), a distance d : R x R? — R, a tolerancet, and a record of
the last R commands; find f : R% x <o xR% — R4 to solve

R-2
1 N

nﬁl}ivn Jim N;d(éi, ci) (5.2)

S.L. Ci :f({éj}§:}?)lA(ci)>r+Ci [1-1a@)>r), Vi (5.3)

With 1a(;)>7 = 1 if command c; is delayed more than 7 ms, and zero otherwise. Problem 1 targets
to find a function f to derive those commands that did not arrive on time. Additionally, the derived
commands ¢; should minimize the error (i.e., the distance d(¢;, ¢;)) with respect to the original com-
mand c; sent by the remote controller. That is, the objective of (5.2) is to minimize the dashed error
region in Figure 5.3 by using forecasts f ({¢ j}ﬁj}q) when a command c¢; does not arrive on time A(c;) > T
(see (5.3)).
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Figure 5.3. Impact of delayed and lost commands in the robot trajectory.

5.3.3. Forecast-assisted remote control (FoReCo)

In this section, we present FoReCo as a forecast-based recovery mechanism to minimize the trajectory
error of remotely controlled robots via wireless connectivity.

The FoReCo Building Block

As discussed in Section 5.3.2, whenever the command delay exceeds the tolerance A(c;) > 7, the robot
considers the command c; to be outdated and does not execute it. Depending on the robot, the ab-
sence of the command c; may result in the robot stopping, or keep feeding the prior command c;_; to
the robot control loop, which is implemented with solutions as Proportional-Integral-Derivative (PID)
controllers (see [175]). Either way, the command c; will not be executed and the robot trajectory will
deviate from the expected, i.e., the trajectory executed by the remote controller. It is at this point that
FoReCo predicts the command c; that has not arrived on time and transparently triggers its execution
into the robot. Hence, FoReCo stands as a complementary solution for any remotely controlled robot
using a wireless link, while being agnostic to the implemented robot controller (control theory-based

or not).

To predict control commands out of time, FoReCo follows an ML based approach, which has been
proven to be effective with intention prediction and estimation of future trajectories of objects, such
as vehicles, bikes, and humans. The learning model consist of predicting incoming control com-
mands c¢;, ¢j+1, Ci+2,... with the help of the prior ¢;_1, ¢;—2,... commands. To do so, we advocate for an
ML based methodology due to i) the repetitive nature of the industrial tasks performed by remotely
operated robots; and ii) the difficulty to solve this problem with traditional dynamic programming
algorithms.

Figure 5.4 shows the conceptual components of the network control system we use to remotely
control a robot (in-line with Figure 5.2). The system shows the details of the interactions between the
remote site and the factory floor over a communication channel. First, a real-time video stream of the
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Figure 5.4. FoReCo building block and remote control system.

robot is presented to a visual display over a wired communication channel. For simplicity, we assume

that the uplink channel is error and delay-free and the video input is delivered to the remote operator

immediately. The remote controller, with the help of the visual input, sends control commands over

the wireless communication channel, and the commands are received by both the robot and FoReCo.

With the received commands, FoReCo performs two actions:

D

2)

ML training: to solve Problem 1, FoReCo resorts to ML to derive f ({c;}, @), with i’ being the
weights to learn (see Section 5.3.3.2). To obtain i/, FoReCo creates a dataset with the commands
it receives from the remote controller. The dataset contains a history of H commands, and
FoReCo uses a H of them for training, and B H for testing; with @ + f = 1. As in Problem 1, the
training procedure aims to minimize the distance between predicted commands ¢;, and the
ones sent by the remote operator c;. Hence, FoReCo trains its ML solution f({c;}, w) s.t.:

aH

mﬁi}n%l ;d(q, ftepizh ) (5.4)

With the obtained weights i/, FoReCo tests the ML predictions accuracy in the testing set SH.

Command forecast, validation and injection: FoReCo awaits a control command c; each Q ms,

and it triggers the forecasting if the next command c;4; arrives latter than a(c;) + Q + 7. In this
i

iR’
f and the weights i obtained from the training stage. Next, FoReCo will validate the forecast

case, FoReCo will forecast the next command as ¢;+1 = f ({é i ﬁ/), i.e., using the ML solution
by checking if the forcasted command offset is withing the acceptable boundaries with respect
to the current position of the robot. This validation is performed by FoReCo in order to prevent
forecasts that can lead to accident, malfunction, or robot misuse. The valid forecast command
¢i+1istheninjected in the robot drivers (as illustrated in Figure 5.4) with the latter assuming that
it received a command on time. In the case a command arrives on time a(c;+1) < a(c;) + Q+1,
FoReCo will just store the command in the dataset and later use it for training and forecasting
purposes. Note that we refer to ¢; = ¢; if the command arrived on time A(c;) < 7, so it satisfies
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the constraint stated in (5.3). Thus, the forecasting receives as input {¢ j};'._ R commands that
arrived on time, and the forecasts of previous commands that did not arrive on time.

Studied ML Forecasting Algorithms

In the following, the selected ML algorithms used to implement FoReCo are described, as well as how
they perform the command forecasting.

FoReCo is designed to forecast commands of remotely controlled robotic arms as the one in Fig-
ure 5.2. Each command consists of d joints (remember c; € R%) that move together to shift the arm
manipulator position, so the latter reaches the object of interest. The rotation angle or shift of a joint,
depending on the joint nature is represented as command coordinate c¢; = (c}, e cl?i).

The multivariate nature of the robotic arm suggests the use of vector autoregressive techniques as
VAR. Appendix details how the Box-Jenkins methodology points out that VAR is the most adequate
model to infer future commands ¢;., of the robotic arm. On top of VAR, we have also investigated
a seq2seq model to check if it can outperform the well-established Box-Jenkins methodology. Both
solutions are compared against a moving average that serves as a benchmark for the command infer-
ence accuracy.

We acknowledge that not all ML forecasting algorithms are covered in this section. However, in this
paper we focus in the following ML forecasting algorithms, for they were accurate enough to outline
the benefits of FoReCo later in the results Section 5.3.5:

* Vector Autoregression (VAR): this regression solution is designed to predict multi-dimensional
time-series with correlation across dimensions. This is the case of robotic arms, whose joint
coordinates typically present correlation Vi, 3k, m: cf ~ cll”’” ; as they have to move together to

reach and grab an object. VAR derives the prediction of a command as follows:

, d i
a§f+1=fk({ej};_R,w)=bk+lZ Y wl el ksd (5.5)
=1j=i-R

with b* being the bias for the k™ coordinate, wf i the regression weights, and f¥(-) denoting the
k™ coordinate of the resulting prediction. Both b¥, wﬁ i elements lie within the weight vector ib.

* Sequence to sequence (seq2seq) [176]: this ML solution is based on a Neural Network (NN)
that receives as input a sequence and produces an output, that in our case is just a single out-
put. These seq2seq models are known as many-to-one, as we feed it with a sequence of past
commands {C j}i:_ r to produce a single one ¢;. The seq2seq architecture we use has: i) an en-
coder layer of 200 Long Short-Term Memory (LSTM) neurons with Rectifier Linear Unit (ReLU)
activations; ii) and a decoder layer of 30 LSTM neurons, also with ReL.U activations. The moti-
vation behind the use of a seq2seq solution is to learn and encode the characteristics of robot
movements, so the decoder layer “interprets” the encoded characteristics and guess the next
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command ¢;;;. Analytically, the seq2seq encoder and decoder layers are represented as fol-

lows:
e'.“ =p* Wot; + Wia;_ + Womy), k<d (5.6)
l+1 f ({C] i— R’_))_
=¢* (Waef + Wsa)_, + Wem}), k<d (5.7)

with ¢(x) denoting the ReLU function?*, W,- denoting weight matrices (whose values are un-
rolled to derive the weight vector W), a;-1, a;_, being the output of the LSTM activation units,
and m;, m;, referring to the memory cells of the encoder and decoder; respectively.

* Moving Average (MA): we resort to this algorithm to have a benchmark for VAR and seq2seq.

The MA derives the command prediction using:

. S B
tin =@ p )= X & (5.8)
R .5
J=1
Note that FoReCo is flexible to support other forecasting algorithms, which can be integrated in a

modular fashion.

Training of the Selected ML Forecasting Algorithm

Next, we detail how FoReCo trains the selected ML algorithms described above.

* VAR training: to train the VAR algorithm, we resort to Ordinary Least Squares (OLS), i.e., the
weights are computed as follows:

aH d )
= argminzz (c —f ({cj} i R *)) (5.9)
7 i k
over the training portion of the dataset «a H. Here f k() refers to (5.5). Note that minimizing

the summation in (5.9) is equivalent to minimizing the expression in (5.4), taking as distance
dic: t:) = k _ ~k)2
(Cz,Cl)—Zk(Ci Ci) .

* seq2seq training: we train the seq2seq solution using Adam, a stochastic optimization method
invariant to small gradients, as it is the case of our experimental study, e.g., a the 3™ robot joint
takes values like c? =0.001. We use Adam to iteratively minimize the error of the forecasts within
a batch B; of commands from the training set, i.e., B; < « H. Hence, at each training step Adam
minimizes: )

aH d C _ fk c , w
min ey i) = ;§( / ({éi}’ D) (5.10)

24(p(x) =0,x < 0and ¢(x) = x otherwise
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with [(-) denoting the loss function, and iv’; the updated weight vector at the step ¢ of the train-
ing stage. Note that minimizing (5.10) is equivalent to minimizing (5.4) over the batch B;, rather
than the whole training dataset a H, taking the sum of squared distances. At each step the
weights are updated as follows:

- - Mg 1
Doy = s — _ 5.11)
1-pH g+
Mesr =B+ (1= BVl (e, ) (5.12)
B . 12
Vie1 = Bove+ (1- Bo) [vﬁ,l({cj}j;o, w[)] (5.13)

with m;, v; being the estimates of the first and second moment of the loss function gradient
Vi 1(-), n the step size, and B, B2, € other hyper-parameters.

5.3.4. IEEE 802.11 with Electromagnetic Interference

So far we have discussed how FoReCo works in Section 5.3.3.1, and the ML solutions that we con-
sider to assess the command forecasting in Section 5.3.3.2 and §5.3.3.3, respectively. In this section
we explain the analytical model we consider to derive the delay that control commands experiment
Aw(c;) in IEEE 802.11 wireless links under EM interference. The analytical model is latter used in
Section 5.3.5.1 to derive the Ay (c;), and assess the performance of FoReCo in a simulated scenario as
close as possible to real IEEE 802.11-based real-time remote control.

In this paper, we resort to the analytical model presented in [140] to derive wireless delays. This
work models the MAC layer of IEEE 802.11 with CSMA/CA, and studies how neighboring nodes and
non-IEEE 802.11 interfering sources impact the wireless delay. The work is based on a refinement [177]
of Bianchi’s characterization of IEEE 802.11 [178]. The particularity is that [48] extends the underlying
Markov chain to also capture the presence of an interference source that is active during T; ¢ trans-
mission slots, and emits with a probability p; . The proposed model also captures both the back-off
mechanisms and re-transmissions (RTX) of frames upon collision in the IEEE 802.11 wireless links.

With the aforementioned model, [140] obtains the steady-state vector of each state, in particular,
they derive the probability that a frame has to be transmitted after j unsuccessful re-transmissions,
which is denoted as a;. Moreover, [140] also derives E; [Aw (c;)], that is, average delay that the com-
mand c; experiences in the wireless transmission after j unsuccessful re-transmissions. Based on
such expression, we derive in the Appendix some theoretical results around the analytical model given
in [140], that give some insights about the delay of control commands. In particular, the theoretical
results in the Appendix conclude that in the considered IEEE 802.11 scenario:

1) A(c;) is only bounded on average, but not always (see Lemma 1);
2) Alc;) diverges (see Corollary 1); and
3) the causality assumption does not apply (see Corollary 2).
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Figure 5.5. Impact of wireless interference, retransmissions (RTX), and factory devices in the delay
Aw (¢;) that control commands experience in an IEEE 802.11 link.

Hence, the delay assumptions taken in the solutions presented in Section 5.4 do not hold. In other
words, we cannot bound the delays that the remote control commands c; are experiencing. Still, we
resort to the analytical model presented in [140], as such unbounded delay behaviors are actually
realistic in IEEE 802.11 scenarios upon the presence of interference sources.

To derive the value of Ay (c;) we follow [140] and model the transmission of control commands
c¢; over IEEE 802.11 wireless links as a queuing model. From the problem statement formulation pre-
sented in Section 5.3.2, we know that control commands have an arrival rate é These commands are
queued in the IEEE 802.11 access point before they are transmitted to the shared wireless link. Fol-
lowing the IEEE 802.11 standard, a frame is re-transmitted up to 6 times (7 total transmissions). After
this threshold is exceeded, the frame and therefore the control command is assumed to be lost and

no further re-transmission is executed (see Figure 5.5).

Depending on the number of RTX, the control command delay Ay (c;) will be higher or lower.
This system behaves as an G/ HEXP/1/Q queuing model, with Q being the length of the access point
queue, and the service rates of the hyper exponential distribution corresponding to the average delay

. . 1
that control commands see after j RTX i.e., IR

Given this G/ HEXP/1/Q queuing model, we can derive Aw (c;) in the desired IEEE 802.11 wire-
less scenario accounting for the number of transmitting devices and the probability and time that the
wireless interference is active. These are the delay values used in the simulation scenarios in Sec-
tion 5.3.5.3, and we derive them using the CIW discrete event simulation library [179].

5.3.5. Results

In order to evaluate FoReCo, we consider a realistic industrial application where a robot manipulator
is remotely controlled to perform a pick and place task. This remote control application allows us
to select the most suitable forecasting algorithm for FoReCo, and to evaluate a prototype implemen-
tation of FoReCo under simulation and experimental scenarios. It is worth mentioning that in this
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section we compare the performance of FoReCo with the baseline Niryo controller mainly because
of the lack of state-of-the-art remote controllers for robot manipulators. We leave the comparison to
more recent AVG approaches, e.g., learning-based AVG controllers [169], for follow-up work, where
the AVG controllers need to be adapted for robot manipulators in order to employ their benefits.

Testbed setup and dataset collection

Figure 5.6 shows the part the 5TONIC experimental testbed (for more details see Section 2.3.2) that
was re-used for the experimental analyses of FoReCo. The testbed is composed of: a 6-axis Niryo One
robotic manipulator, a 2.4 GHz IEEE 802.11 AP, an L2 switch, a 2.4 GHz Silvercrest Wireless Transmit-
ter that is used as a Wi-Fi jammer, and a joystick that is connected to a fog node. The communica-
tion between the robot and the joystick is comprised of a wireless link from the robot to the AP and
an Ethernet link from the AP to the fog node using the L2 switch. The complete robot stack VNFs
are deployed in the robot arm while the remote controller is deployed in the fog node. The robot
stack expects to receive control commands each Q2 ms and considers that a packet did not arrive on
time otherwise, i.e., the tolerance is T = 0. robot stack uses the prior command ¢;;; = ¢; in case
A(ci+1) > Q. Every received command is passed to the motion planning VNF (Movelt), which uses
Proportional-Integral-Derivative (PID) control. All the details about the hardware components of the

testbed and remote control application implementation can be found in Section 2.3.2.

Figure 5.7 shows part of the dataset created by performing pick and place actions. The pick and
place actions were manually repeated 100 times by two different human operators, an experienced
and inexperienced human operator resulting in the creation of two separate datasets. To do so, they
used the joystick as a remote controller, issuing a new control command every 20 ms. The inexperi-
enced/experienced operators’ datasets’ contain H = 187109 commands. Both datasets store the joint
states c; of the robot manipulator under ideal network conditions, i.e., low latencies and absence of
packet collision. To achieve such conditions, the datasets were obtained using Ethernet to send the
remote controller commands. The experienced dataset was used to train the ML models while the
inexperienced data was used for remote control and testing. In this way, we ensure that the trained
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Figure 5.7. Robot trajectory dataset with pick and actions of an inexperienced operator.

ML model operates on data that is tightly related but not exactly the same as the training data.

Forecasting accuracy

We now evaluate which of the selected forecasting algorithms achieves the highest forecasting accu-
racy in the collected datasets. The VAR algorithm was implemented using statsmodel v0.12.1, and
seq2seq using Tensorflow 2.1.0. Figure 5.8 shows the RMSE accuracy of each algorithm as we in-
crease the forecasting window, i.e., how many consecutive commands are forecasted (a command is
sent each Q = 20 ms). For every algorithm, we considered a record of the last R = 1,...,20 commands,
and Figure 5.8 plots the best-performing R parameter for each algorithm. For the training stage
(see Section 5.3.3.3), we used the a = 80% of the experienced human operator data for training, and
a 8 = 20% of the inexperienced operator data for testing. It is worth mentioning that we performed
the 80%-20% split of the datasets only for testing purposes mainly because of the repetitive nature of
the movements where by using 20% of inexperienced operator data is sufficient to give us insides into
what is the most accurate model. Later when we evaluate the models in simulation and experimen-
tation we use 100% of the experienced human operator data for training and 100% of the inexperi-
enced operator data for validation. For seq2seq we resort to the standard hyper-parameter selection:
7=0.001, B1 = 0.9, B2 =0.999, € = 1e - 07.

Results show that VAR has slightly better accuracy than MA, while seq2seq has the worst perfor-
mance. It was expected that VAR would outperform MA since it is designed for correlated time-series
— like the 6-axis time-series of the Niryo One robotic arm. However, seq2seq yielded worse accuracy
than MA due to the vast number of weights |ii’| = 163803 to learn, thus, it did not converge to an opti-
mal solution. Given the results in Figure 5.3.3.3, we use the MA and trained VAR solution as forecasting
techniques in our simulation analysis.

Simulation evaluation

In the following, we evaluate how FoReCo behaves under a a simulated environment with wireless
interference. We consider a transport network with negligible transport delay, i.e., D = 0 ms in As-
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Figure 5.8. Forecast accuracy for different forecasting windows.

sumption 1, thus, commands’ delays are dominated by the wireless delay A(c;) = Aw(c;). To derive
Aw (c;), we resort to an analytical model of IEEE 802.11 with non-IEEE interfering sources [140], and
use the parameters reported in [140]. The goal of the simulation validation is two-folded: i) evalu-
ate the precision of the forecasted commands by FoReCo, and ii) assess the scalability with up to 25
robotic arms sharing a wireless medium with interferences. All the details about the simulation im-
plementation of FoReCo and the IEEE 802.11 analytical model can be found our publicly available git
repository®>.

Simulation methodology

Each simulation issues the commands of an inexperienced human operator and introduces com-
mand delays Ay (c;) following [140]. Figure 5.9 compares, in the upper, middle and lower rows, the
error experienced by the robot trajectory when the state-of-the-art solution is used (i.e., repeat the
prior command ¢;41 = ¢; upon delays), when FoReCo recovers packets as specified in (5.8) and when
FoReCo recovers the packets as specified in (5.5). Since the introduced wireless delay Ay (c;) is a ran-
dom variable, we repeat each simulation 40 times. Note that, in each simulation, we vary the time
and probability of the active interference. Each square in the Figure 5.9 heatmap illustrates the aver-
aged RMSE of the 40 simulations done for every pair of interference duration, and probability. The
RMSE is computed over the entire robot trajectory induced by the inexperienced human operator,
and it considers commands arriving on time A(c;) < 7 and out of time Ac; > 7, without using control
command forecasting (upper in Figure 5.9), and with FoReCo using MA and VAR (middle, and bottom
rows in Figure 5.9; respectively).

Simulation results

The RMSE error in Figure 5.9 is represented in logarithmic scale, and we can appreciate that FoReCo
command recovery constrained the robot trajectory error below 19.95 mm, 26.32 mm and 31.81 mm
using MA (middle row) and 9.27 mm, 14.90 mm and 19.83 mm using VAR (bottom row) for 5, 15 and
25 robots on the factory floor, respectively. Figure 5.9 shows that the VAR solution outperforms the MA
solution in every simulation scenario for approximately 10 mm. On the other hand, the no forecast-

2Shttps://gitlab.it.uc3m.es/5g-team/FoReCo [Accessed: Jul. 14, 2022]
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Figure 5.9. Robot trajectory error upon interference without forecasting (top); with FoReCo using MA
(middle); and FoReCo using VAR (bottom).

ing solution resulted in an RMSE in the order of ~ 350 mm in the worst cases, no matter the number
of robots. Thus, simulations indicate that i) The VAR solution outperforms the MA solution by mini-
mizing the error for additional 10 mm,; i7) FoOReCo based on VAR will not exceed errors of 20 mm, and
iii) FoReCo reduces the experienced error by more than one order of magnitude. In particular, FoReCo
using VAR reduces by more than 94.4% (368.74 mm with no forecasting and 19.83 mm with FoReCo
(VAR)) the experienced error in factory floors of 25 robots

Experimental evaluation

Motivated by the simulation results, we implemented and integrated a prototype of FoReCo that is
based on VAR within the real remote control system presented in Figure 5.6. The prototype is following
the principles defined in Section 5.3.3 and uses ROS to interact with the remotely controlled Niryo
One robotic arm. All the details about the prototype implementation of FoReCo can be found in our
publicly available git repository. For what concerns the details about the remote control application
please refer to Section 2.3.2.

Experimental methodology

We performed two separate experimental analysis. In our first experimental analysis, we manually
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Figure 5.10. Robot trajectory with controlled packet losses using no forecasts, and FoReCo.

introduced loss of control commands in order to evaluate the improvements that the prototype of-
fers under a controlled environment. The complete dataset from the inexperienced user was used to
develop a remote controller that was randomly dropping consecutive control commands. Every time
consecutive control commands were lost, FoReCo injected predictions from the VAR model. We ex-
ecuted 3 different sets of experiments, where the remote controller randomly introduced 5, 10, or 25
consecutive losses. Each experiment run was 30 seconds, with the robot joint states being recorded
in the robot itself.

In our second experimental analysis, we emulate a realistic interference scenario where the Silver-
crest Wireless device is used to transmit synchronized radio waves in the same frequency as the robot,
introducing unpredictable network delays A(c;) and packet losses — same as the analytical model [140]
used in prior simulations in Section 5.3.5.3. The dataset from the inexperienced user was used in or-
der to develop a remote controller that sent the control commands over the jammed wireless network.
Every time control command(s) were lost or delayed due to the interference A(c;) > 7, FoReCo injected
predictions from the VAR model. The experiment was executed for 30 seconds and in the robot, we
recorded the robot joint states.

Experimental results

Figure 5.10 shows the trajectories followed by the robot arm when consecutive control commands
were lost for the case of no forecasts, and the FoReCo solution. The results show that FoReCo can
mitigate the negative effects of lost commands by reducing the trajectory error in the 3 different sets
of experiments for approximately 50%. Such results are in line with the simulation scenario where
5 robots share the IEEE 802.11 channel (see Figure 5.10(d)) and the trajectory error is reduced by
approximately 71.42% (4.80 mm with no forecasting and 1.36 mm with FoReCo (VAR)). Moreover, re-
sults show that the RMSE for all three experimental sets is between 1.35 mm and 9.27 mm, which
makes it consistent with the simulation results obtained for 5 stations. It is worth mentioning that as
we increase the number of robots (e.g., 15 or 25) that share the wireless medium in simulation, the
probability, and duration of the interference increases and with that FoReCo can reduce the trajec-
tory error up to 94.4. It is worth mentioning that the experimental and simulation results can only
directly be compared when involving the same number of robots. Figure 5.10(c) shows how FoReCo
deviates more and more from the defined trajectory as the number of consecutive losses increase (in
between second 23 and 23.2), since VAR builds its forecasts ¢;+; using prior forecasted commands
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Figure 5.11. Robot trajectory upon IEEE 802.11 jammer interference

¢i,Ci-1,...,Ci—gr. Thus, the prediction error propagates — see (5.5).

Figure 5.11 presents the trajectories followed by the robot arm when the wireless channel was in-
terfered by the jammer. The results show how FoReCo reduces by more than 50% the trajectory error
RMSE (from 18.91 mm to 8.72 mm) — compared to the bare Nyrio One solution without forecasting. In
the interval between 12.4 and 12.6 seconds, FoReCo starts to deviate (shift) from the defined trajectory
in an identical way to the controlled experiments described above. In addition, an interesting obser-
vation is how the robot trajectory behaves upon channel recovery. In the latter case, the Niryo One
ROS Movelt PID controller takes around 400 ms to stabilize the trajectory (from second 13.5 to 13.8),
since the PID controller receives repeated commands c;+) = ¢;, Vi € [12.4,13.4] during more than a
second, resulting in the highlighted error in Figure 5.11.

Since Niryo One is equipped with a Raspberry Pi3, which is limited in terms of computing power,
we executed a set of experiments to measure both training and inference times of VAR whenever
executed in the robot itself. While training takes around 5.99+0.06 min to train using the experi-
enced human operator dataset, the inference (i.e., prediction of the commands) only takes 1.60+0.16
ms. These results show that the current hardware of the robot is sufficient to not only accommodate
FoReCo within the constraints of our prototype but also to support the implementation of more strin-
gent applications control loops. Note that training is only required when we need to build or update
the model, which time profiling is presented in Table 5.2.

Table 5.2. Time profiling of FoReCo training in Niryo One

Load Down Check Training
Data (s) Sampling (s) Quality (s) Model (s)

Raspberry Pi3 (Robot) 1.95 + 0.02 0.26 = 0.007 306.38 + 3.15 50.98 £ 0.54

For comparison, Table 5.3 also presents training and inference times in different equipment: i)
NVIDIA Jetson Nano which can be co-located with Niryo One; ii) a laptop equipped with a 2nd gen
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Intel Core i7 and 6GB RAM representing the user equipment; and iii) a local server with two In-
tel(R) Xeon(R) CPU E5-2620 v4@2.10GHz and 64GB RAM representing the edge to offload training
and inference tasks.

Table 5.3. Training and inference times in different equipment

Training (min) Inference (ms)
Raspberry Pi3 (Robot) 5.99 + 0.06 1.60 £ 0.16
NVIDIA Jetson Nano (Robot) 1.31 £ 0.01 0.61 +0.28
Laptop (UE) 0.36 +£ 0.01 0.22 +£0.10
Local Server (Edge) 0.23 + 0.007 0.0001 + 0.00003

5.3.6. Discussion

In this section we discuss the results, analyzing how they can be interpreted from the perspective of
real-time wireless networked control systems. In addition, possible future directions are identified.

Overall performance and applicability

In experimental scenarios (see Section 5.3.5.4) with a single robot, FoReCo reduces by a 34.35% the
trajectory error upon the presence of up to 25 slots of interference. Moreover, the simulation results
Section 5.3.5.3 show that FoReCo reduces the trajectory error up to a 94.4% with 25 robots sharing the
IEEE 802.11 channel, and up to 100 consecutive interference slots. That is, FoReCo’s benefits are more
evident in worse wireless conditions, either due to simultaneous robots transmitting in the wireless
medium or due to longer interference periods. The reason is that packet collision and delayed/lost
commands increase with the number of robots in the channel, and the robotic arm remains still for
long periods as the consecutive losses increase. Thus, FoReCo recovers more delayed/lost commands
and prevents the robot from stopping.

Results show that FoReCo can achieve high precision and suggest that industrial manipulation ap-
plications (e.g., assembly, pick-and-place) can benefit from adopting the proposed method. Results
also demonstrate that the prototype of FoReCo can be easily attached to robot manipulators with-
out robot-specific modifications. Furthermore, results show how predictive control can improve the
reliability of real-time remote control over the IEEE 802.11 wireless networks.

Coexistence with emerging wireless technologies

Existing industrial wireless technologies cannot meet all of the remote control requirements (such as
99.999% of reliability, 2-20ms latency, 100-200 Mbps data rate). Although emerging technologies such
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as Wi-Fi 6E and 5G are expected to be a key enabler in this regard by increasing the levels of reliability
in industrial wireless, the uncertain and time-varying wireless channel continues to be an issue for
wireless technologies. The fact that FoReCo does not make any assumptions about the wireless chan-
nel and the network delays makes it applicable also to emerging wireless such as millimeter Wave or
5G. In addition, it is very likely that legacy systems will leverage previous technologies which will op-
erate for years to come, and FoReCo can offer them the needed reliability for running remote control
applications.

Real-time Path Tracking Predictions

Concerning the ML algorithm for repetitive reference trajectories, given the performance of VAR, our
future work will consider other forecasting algorithms as exponential smoothing methods. We will
also investigate other ML approaches, such as classification algorithms, to infer the type of command
that comes next. It is worth noting that, although VAR performed well on the pick-and-place dataset, a
deviation from the defined trajectory is witnessed when the number of consecutive commands losses
increases. Future versions of FoReCo may mitigate large periods of consecutive losses by incorporat-
ing delayed commands that did not arrive on time, i.e., commands c; with A(c;) > 7 could be used
instead of the predicted one ¢;, to infer commands after nQ2 ms. In other words, based on (5.3) we
coulduse ¢, = f(Cp=1,---Ci--)-

Predictions at the edge of the network

In addition to improving the model accuracy and precision, an edge-based version of FoReCo can be
considered where the VAR algorithm will always base its predictions on the real control commands
ci=f ({cj}izj?). However, this approach is a bit more disruptive because an edge-based version of
FoReCo indicates that the predictions will need to traverse the interfered wireless channel. Hence,
FoReCo will need to piggyback the predictions together with real-time control commands. Piggyback-
ing predictions require modifications of the robot drivers to use them whenever a control command

does not arrive on time. We leave such an option for future work.

An extra resilience layer

As stated in Section 5.4, FoReCo targets a solution from the network perspective, in opposition to
already existing related work. However, the two approaches are not mutually exclusive and, con-
sequently, they can be used together to provide even higher levels of reliability and precision when
performing remote control of robotic manipulators. In doing so, in a full-fledged solution, several re-
covery mechanisms can be envisioned as a resilience stack where all layers work together in a fail-over

fashion.
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Extension to other robotic systems

Although FoReCo explicitly targeted robotic manipulators, the solution described in this work can be
easily extended to many other robotic systems that implement open- or close-loop between them-
selves and the remote controlling system. For example, remotely controlled AVGs within the manu-
facturing plant. Similar to the robotic manipulators, missing commands are predicted and injected
into the AVG so that it can smoothly follow its trajectory. Still, FoReCo requires that performed tasks
are somehow periodic so that the corresponding dataset can be created, and training and inference
tasks executed with acceptable levels of precision.

5.4. Conclusions

This chapter discusses the role of Al in addressing some of the challenges in Industry 4.0, mainly re-
lated to networked robots. Al agents, with the help of ML algorithms, open the range of opportunities
to enable optimizations in terms of reliability, robustness, and performance in the networked robots.
This chapter starts by introducing the re-modeled concept for the networked robot, where cloud,
edge, and fog computing are integrated with emerging networking technologies such as 5G and Wi-
Fi 6E, and robots. It then identifies and analyzes exemplary Al agents for the networked robots, span-
ning from the application to the infrastructure level. FoReCo has been proposed to demonstrate the
applicability of the Movement Prediction Al agent to predict the next movement(s) by using real data
from arobotic arm. The FoReCo prototype uses VAR and ROS, and its performance has been assessed
in a commercial research robotic arm remotely controlled over IEEE 802.11 wireless channels under
the presence of interference. We also validate FoReCo through simulation and assess its performance
in a real testbed. This chapter addressed C7 and C8 that were defined in the scope of this thesis by
achieving the following results:

* We propose Al agent for networked robots, including possible ML algorithms to implement
them. These agents will combine data from the robots, network, and computing infrastructure
in order to optimize the robot operation.

* We develop FoReCo, a prototype of the Movement Prediction Al agent that was integrated into
the 5TONIC testbed with a commercial research robotic arm.

* We achieved a trajectory error below 19.83 mm in simulation, and of 8.72 mm in experimenta-
tion.

* We reduced the trajectory error by more than 50% in both simulation and experimentation.

* We showed that FoReCo is lightweight enough to be deployed in the hardware already available
in several solutions.
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As follow-up work, we plan to i) integrate more ML forecasting algorithms; and ii) adapt solu-
tions of wireless controlled AVGs [172][169] to remotely controlled robotic arms, and compare their
performance against FoReCo in IEEE 802.11 wireless channels.
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CHAPTER

Conclusions

This thesis aims to improve the evolution of robotic systems through the integration of modern ICTs
- MEC, NFV, orchestration, federation, Al and 5G - into the existing and future robot systems. After
providing an introduction of the enabling technologies, the thesis starts with design and real-word
prototype implementation of an end-to-end edge native robotic system. The proposed system de-
sign distributes the robot functionalities at the edge of the network where location and radio network
information services are available to optimize the performance of the robots. Additionally, the edge
native robotic system envisions an orchestration system that is responsible for smart life-cycle man-
agement of the system. During this thesis we implemented and deployed two real-word testbeds
with open-source software (e.g., ROS, Docker, LXD, Fog05, Hostapd, Python, and Linux ) and research
hardware (e.g., Turtlebot2 and Niryo One). The deployed testbeds are taken as starting point in this
thesis to study the enhancements that the modern ICTs can offer to the robotic systems.

Leveraging on the proposed edge robotics system, this thesis experimentally evaluates in a Tech-
nology Readiness Level (TRL) 5-6 the enhancements that edge computing and 5G can bring to robotic
systems. In comparison with cloud computing, one of the key benefits that edge computing can of-
fer to robotic systems is access to the local context-information. In this context, our research con-
tributed by providing three exemplary context-aware algorithms for mobile robots and the results
demonstrate: i) smoother driving of the mobile robot at high speeds by adapting the robot navigation
to the Wi-Fi signal level, ii) improved coordination between mobile robots that use network-assisted
D2D communication, and #ii) dynamic extension of the wireless connectivity in indoor environment
by migrating the access point functionality. In addition, to the context-aware enhancements, edge
computing can offer computation offloading of mission-critical functionalities of the robot where
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the experimental results showed that up to 16% of CPU and 34% of MEM savings can be achieved by
virtualizing and offloading robot manipulator functions. For what concerns the combination of 5G
connectivity and edge computing, this thesis validates the low-latency KPI for remotely-controlled
robots by achieving control loops of 20 ms and remote control synchronization of 97.66+0.67% while
allowing the offloading of the complete robot stack in the edge.

Later, the thesis presents the feasibility of integrating innovative orchestration solutions in robotic
systems. To do so, this thesis implements and integrates: i) OKpi, an NFV orchestration algorithm,
and ii) DLT-based federation for multi-domain deployments in a real-world testbed that is composed
of autonomously navigated mobile robot and diverse computational and network resources. The ex-
perimental results show how OKpi can meet the latency KPI (15 ms) of an autonomously controlled
mobile robot by selecting the correct Point-of-Attachment. The target E2E latency of 15 ms was vi-
olated only by 7% of the time, while the SoA solution based on cloud robotics violated it for 74%.
Regarding the DLT-federation, the results present a federation time of approximately 19 seconds for
extending the wireless connectivity of a mobile robot in an external administrative domain.

Finally, the thesis focuses on the role of Artificial Intelligence in addressing some of the challenges
in Industry 4.0, mainly related to networked robots. Having in mind the heterogeneity and diversity of
the cloud-to-thing continuum, networked robots are facing a major challenge in their integration with
existing network and computing infrastructure. In this context, our research contributed by proposing
different exemplary AI agents based on ML algorithms spanning from application (movement pre-
diction, task learning, risk reduction and predictive maintenance) to infrastructure level (dynamic
scaling, intrusion detection and heterogeneously RAT selection). The last part of this thesis studies
how to predict the next robot movement(s) of a robotic arm that is remotely controlled over IEEE
802.11 wireless channels under the presence of interference. To do so, this thesis studies and compare
the accuracy of forecasting algorithms to predict the missing remote-control command using a real
dataset of a human operator. The best forecasting algorithm is then implemented in both simulation
and experimentation using a commercial research robot that performs pick-and-place tasks. Results
show that upon interference FoReCo reduces the trajectory error by more than 34.35% in both simu-

lation, and experimentation.

The advent of the new robotic era is yet to come and a set of powerful ICTs have the potential
to lead the new generation of robotics services. The research of this thesis contributes towards the
realization of such new robotic services by addressing some of the constrains faced in current cloud
robots. The achieved results show how the edge of the network allows deployment of intelligent, in-
expensive, collaborative and context-aware robots with low processing power and memory by lever-
aging on the elastic radio access and computation resources offered by the edge infrastructure. This
opens a new set of innovative concepts such as orchestration, federation and predictive control in
robotics that has the potential to lead towards future efficient, smart and automated industries.
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Appendix A: Box-Jenkins methodology

In this appendix we show how we applied the Box-Jenkings methodology [180] to decide that VAR with
autoregression (AR) order of 10 was the most appropriate model to infer future robot commands ¢;+,.
In the following, we apply the three stages of the Box-Jenkins methodology in our problem:

1) Modelidentification: the robot trajectory time series is i) stationary; i) non-seasonal; iii) with
causality; and iv) co-integration across the robot axis. Hence, VARMA is an adequate method
to infer future commands — see [181]. Below we detail why properties i)-iv) are satisfied:

i) thetime series is stationary because the null-hypothesis (non-stationary) of the Augmented
Dickey-Fuller test [182] is rejected with significance level @ = 0.05. Actually, the test yielded
p-values in the range of p € [-3.71- 10713, -1.52-1072%] for every robot axis;

ii) the time series is not seasonal, for the robot operator sometimes takes more time to re-
peat the pick and place tasks, and all the actions are not exactly the same, i.e, 4T : ¢; =
¢i+nT, VN € N. Moreover, the Partial Autocorrelation Function (PACF) values - see Fig. 6.1
—drastically drop to zero, and do not fall outside the 95% confidence interval. Hence, there
is no evidence of seasonality;

iii) each robot axis Granger-causes [183] the others cf ~ cg’, V1,1’ because the null-hypothesis
(no Granger-causality) of the Granger-causality test was rejected with significance level
a = 0.05. Indeed, the test yielded p-values p < 0.0144 when it checked Granger-causality
between every pair of axis;

iv) the robot-axis time series are co-integrated, i.e.:
T
VI, 3al]': Y'Y clal~1m), ms=min{d: c! ~ 1(d)} 6.1)
I i !

with cf ~ I(d) meaning that time series of axis / has differentiation order d. In other words,
there is a linear combination of the robot axis time series with order of integration below
the order of integration of each robot axis individually. In our experiments we used the
co-integration Johanson’s test [181], and proved that (6.1) holds because we sequentially
rejected the null hypotheses of having k = 0,k < 1,...,k < 5 co-integrating vectors with
significance level a = 0.05.
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Figure 6.1. PACF of joint 1 over time. Instants outside the confidence interval suggest possible seasonal-

ity.
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Figure 6.2. VARMA accuracy using different AR and MA orders.

2) Parameter estimation: after identifying VARMA as a suitable model, we have to estimate its
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parameters for our robot dataset. VARMA considers that future commands ¢;., are expressed
using prior commands c;_5, n € N; and that regression residuals €;+; equal a moving average of
prior residuals €;_5, n € N. Following Section 5.3.3.2 notation, VARMA looks as follows:

ek, = frep_pw) = b+ i 5 wh; e vek, + i 5 wli-e k<d 62
I=1j=i-R I=1j=i-M

with w = {{wl?'j},-' it w;fj}i, j,1} the weights for the VARMA model, R the autoregression (AR) or-
der, w;l i the MA weights, and M the MA order.
To select the best parameters (R, M), we have trained different VARMA models with 1 < R < 10,
0 = M < 10; and compared their qualities using the Akaike Information Criterion Corrected [184],
as authors of [185] do. Figure 6.2 illustrates the AICC achieved with different combinations of
the AR and MA order. Results show that only the least accurate models benefit from increasing
their MA order. Whilst the best models, with higher AR order, only get worse as the MA order
increases.
From Fig. 6.2 we conclude that (R = 10, M = 0) is the most accurate model, i.e., the VAR model
that we use throughout the paper.
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Figure 6.3. Joint 1 residuals for VAR with AR order R = 10.

3) Statistical model checking: to check the validity of VAR with R = 10 we run the Ljung-Box
test [181], with null-hypothesis of no correlation across the residuals of the fitted VAR model.
We could not rejected the null-hypothesis because the obtained p-values where p > 0.99 for
every axis. Therefore, the residuals of VAR with R = 10 are not correlated. Moreover, despite
some outliers, the residuals of all axis maintain a constant mean and variance over time — see?®
Figure 6.3. Hence, Box-Jenkins methodology [180] suggests that VAR with AR order R = 10 is an
adequate estimator of future commands ¢;.,, n€N.

26For the other axis residuals have the same pattern
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Appendix B: IEEE 802.11 analytical insights

In the following, we present some theoretical results about the expected delay of a command, and the
causality assumption in the IEEE 802.11 scenario considered in this paper.

Lemma 1. A control command c; traversing a transport network, and an IEEE 802.11 wireless link
under interference will experience an average delay satisfying

m+1

1
E[A(c)]=D+——— ) aj-Ej[Aw(c)], Vo (6.3)
1-am+2 j=0
with probability 1 — a;,+2, and
E[A(ci)] =00, Vi (6.4)

with probability a;,+2. m+ 2 being the maximum number of allowed re-transmissions in IEEE 802.11
wireless links.

Proof. In case acommand is notlostin the IEEE 802.11 wireless link (less than 742 re-transmissions),
if we take the law of total probability and the analytical model in [140], the average wireless delay is

m+1
Eldw(c)= Y. a;-Ej[Aw(c)], Y (6.5)
j=0

Note that this happens with probability 1 — a,,+». Therefore, if we foresee that a command is not lost,
we have to rescale (6.5) by ﬁ, i.e., the probability that a command is not lost.

Since we know that A(c;) = Ar(c;) +Aw(c;), if we take the expectation at both sides of the equatlity,
use Assumption 1, and the rescaled version of (6.5); we obtain (6.3).

According to [140], (6.4) holds because a packet is lost Ay (c;) = co in a IEEE 802.11 wireless link
with probability a,;+2. O

Corollary 1. A control command c; traversing a transport network, and an IEEE 802.11 wireless link
under interference, experiences an unbounded delay, that is

P(A(ci) >K,VKe [R) >0 6.6)
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Proof. In particular, Lemma 1 says that [P(A(ci) >K, VKe IR) = Ama2. m]
Lemma 2. [n IEEE 802.11 wireless links, the causality assumption

[A(ci+1) —Alc) = 18(civ1) — 8|, Veiz1,ci (6.7)

only holds on average with probability Z;";Bl a?.

Proof. We prove the lemma by cases, namely considering the different combinations of required re-
transmissions of commands ¢; and c; 4.

If either command c; or c;4 is lost (m + 2 re-transmissions), then we have with probability a2
that equation 6.7 does not hold, since either Ay (c;) = co or Ay (cj+1) = 00;

If ¢;+1 has j» RTX, and ¢; has j; RTX (with j; < j), then
Aw(civ1) —Aw(ci) = 1Aw (Civ1 — Aw ()| == g(ci+1) — g(cy) (6.8)

We can take the expectation on the left side hand and obtain:

. _ J2 Wi -1 _ } 1 We—1
E[Aw (cis))] —E[Aw(c)] = Ts+ joTeo1 +6 Y —Ts—j1Teo1 =G =
k=0 =0 2
.. N (7|
(o= j0Tcot +6 Y 6.9)

k:j1+1

with Ty the transmission time, T,,; the collision time, & the average slot time, and Wj, the k™ back-off
window. Based on (6.9), the causality assumption does not hold, since

N . . & we-1
| Ts, Tco1,0, Wi : (o = jTeor + O Z 5 > glci+v1) — glc) (6.10)
k:j1+1

The same reasoning applies in the case j; > jo.

If command c; required same re-transmissions as command ¢;+; (i.e. j; = j2), then (6.9) E[Aw (¢;+1)] =
0, and the causality assumption (6.7) holds. This event occurs with probability ) }”:J;)l a?. O

Corollary 2. In IEEE 802.11 wireless links, the causality assumption
IA(ci+1) = Ale) < 1g(civ1) — gleal,  Veiri, i (6.11)

does not hold.

Proof. The causality assumption does not hold with probability 1 (see Lemma ), therefore, the causal-
ity assumption does not hold in IEEE 802.11 wireless links. O
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