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Did They Really Tweet That?

Caleb Bradford advised by Dr. Michael Nelson
2022-08-04
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An interesting and totally real tweet made by a colleague

Disinformation on Instagram is literally not a problem.

11:25 AM - Jul 31, 2022

310 Retweets 214 Quote Tweets 4.6K Likes
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Fabricated with easy to use web app called Tweetgen

G # tweetgen.com/crea eethtml

A‘TWEHGEL‘ Home Createv Support Legal~

Tweet Generator

By using Tweetgen you agree to our Terms of Service and Privacy Policy.

How to use the new editor:

ding an image and toggling the verified badge.
Want to add replies?
refer the old editor

Background color

O Light Dim Dark

Font

© Tuitter Chirp font System font Inter

Emoji style

© Twitter emoji £3 &2 ** System emoji @ @ @

o
& Tucker Carlson

Olives are delicio

15.7K | Likes

https://www.tweetgen.com/

i
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https://www.tweetgen.com/

Goal: Validating attribution

#7% s Ted Ccruz@®

I'll believe in climate change when Texas

Ted Cruz tweeted, “I'll believe in climate change when

freezes over.

Available Now: 2022 Collectible Coin & Lifetime Membership | Shop Now

https://www.snopes.com/fact-check/ted-cruz-texas-freezes-over/

Given a screenshot of a tweet, we want to make sure that tweet was made by that person
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https://www.snopes.com/fact-check/ted-cruz-texas-freezes-over/

Easily spread by credible people

\ Dr. Reza Aslan &
@rezaaslan

This is a real tweet

f 4 i Ted cruz®

I'll believe in climate change when Texas
freezes over.

12:09 PM - Feb 19, 2021 - Twitter for iPhone

14.6K Retweets 1,788 Quote Tweets 75.7K Likes

A now deleted tweet propagating the fake
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https://web.archive.org/web/20210220030114/https://twitter.com/rezaaslan/status/1362811514172755969

Twitter screenshots are prevalent across all social media

(‘*’ rr Bueno, Ph.D

Welp. The Russian Embassy in the United States is
now retweeting Candace Owens, who is amplifying a
slogan (“Russian Lives Matter™) that is part of a
coordinated disinformation campaign.

L1 Russian Embassy in USA

/—;\ Candace Owens &
“« & C >

Absolutely appalling the way Russians
are being treated in America and

abroad. That our leaders and
government institutions are allowing
for—and at times calling for this
discrimination following their global
“black lives matter” hysteria is quite
telling.

Russian lives matter.

12:33 AM - Mar 1 witter for iPhone

4,326 Retweets 722 Q s 14.9K Likes

Twitter: QTing would provide
engagement

vp &% - Follow

vp # Yesterday, the Texas legislature
passed sweeping legislation with a
singular aim: making it harder for

Vice President Kamala Harris @
VP

[% United States government official Texans to vote. The new law limits the

very options that allowed historic
numbers of Texans, especially citizens

The Texas Iegislature paSSed of color, to vote safely in our last
sweeping legislation with a singular Seet
aim: making lt harder for Texans to Earlier this summer | met twice with

those Texas lawmakers who did
vote. everything in their power to try to

stop this bill from passing. They raised

Congress must act to protect Voting the alarm bells on this assault on our
democracy, and | commend them for

rights for all Americans by passing it.
the For the People Act and the John

Lewis Voting Rights Advancement
P &hE oQv

Now, Congress must act to protect

97,178 likes

Instagram: Sharing posts across platforms
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How can we verify attribution?

Twitter handle
Tweet body
Date and time 11:25 AM - Jul 31, 2022
Engagement 310 Retweets 214 Quote Tweets  4.6K Likes

A lot of important metadata can be found in the screenshot itself

it
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There is a good chance the answer in on the Web

= @
@ disinformation on instagram is X +

L = G a8 google.com search?q=disinformation+on+instagram+is+literal W I:I @ Incognito

Google disinformation on instagram is literally not a problem | . Q

Q Al B News [ Images [ Videos  Maps i More Tools

About 294,000 results (0.60 seconds)

https://twitter.com > haleybragg17 > status

Haley Bragg on Twitter: "It's already more difficult to analyze ...
Jun 24, 2022 — Without CrowdTangle, Instagram's disinformation problem will only get worse.
#DisInfoREU2022 @oducsreu” / Twitter ...
Missing: Hiteraty not
https://twitter.com > haleybragg17

Haley Bragg (@haleybragg17) / Twitter
If @katyperry's @Instagram, with 107M followers, is not well-archived, ... Without CrowdTangle,
Instagram's disinformation problem will only get worse.

A common first instinct is to simply search Google for more information
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Some tweets supposedly made by well-known accounts attract the
attention of fact-checkers

Claim False claim: In 2009 Trump tweeted that he

“would never let thousands of Americans die
U.S. President Donald Trump tweeted in November 2009 that "Obama's from a pandemic”

handling of this whole pandemic has been terrible!" and that he "would
never let thousands of Americans die from a pandemic while in office." By Reuters Staff sminreap W

Rating Social media users are circulating a screenshot of what appears to be an old tweet

from President Donald Trump ( here , here , and here ).

The image shows a tweet allegedly posted by Trump on November 23, 2009, during
Fa lse the swine flu outbreak. It reads: “Obama’s handling of this whole pandemic has been
About this rating 7 terrible! As President, ALL responsibility becomes yours during a crisis like this,

whether or not you’re entirely to blame. John McCain, and for that matter myself,

would never let thousands of Americans die from a pandemic while in office.”

https://www.snopes.com/fact-check/2009-trump-tweet-pande https://www.reuters.com/article/idUSKCN2242AK
mic/ Fact check from Reuters.com
Fact check from Snopes.com

i
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https://www.snopes.com/fact-check/2009-trump-tweet-pandemic/
https://www.snopes.com/fact-check/2009-trump-tweet-pandemic/
https://www.reuters.com/article/idUSKCN2242AK

Using just the text of the alleged tweet, can we
determine its veracity by querying search engines?

i
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A Google query using just the body of a tweet

@ Obama's handling of this whole | X +

<« c @ google.com v O @ Incognito

Go gle Obama's handling of this whole pandemic has been tt X

Q Al B News [ Videos [&Images  Shopping i More

About 862,000 results (1.09 seconds)
"while" (and any subsequent words) was ignored because we limit queries to 32 words.

https://www.reuters.com » article » false-claim-in-2009-...

False claim: In 2009 Trump tweeted that he “would never let ...

Apr 22, 2020 — Social media users are circulating a screenshot of what appears to be an old
tweet from President Donald Trump ...

https://www.factcheck.org » 2020/07 » trump-didnt-twe...
Trump Didn't Tweet In 2009 That He 'Would Never Let ...

Claim: Donald Trump tweeted in 2009 that he "would never let thousands of Americans die from
a pandemic" if president.

Claimed by: Viral image

Live web version Archived version

i
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https://www.google.com/search?q=Obama%27s+handling+of+this+whole+pandemic+has+been+terrible!+As+President%2C+ALL+responsibility+becomes+yours+during+a+crisis+like+this%2C+whether+or+not+you%27re+entirely+to+blame.+John+McCain%2C+and+for+that+matter+myself%2C+would+never+let+thousands+of+Americans+die+from+a+pandemic+while+in+office
https://web.archive.org/web/20220803171956/https://www.google.com/search?q=Obama%27s+handling+of+this+whole+pandemic+has+been+terrible%21+As+President%2C+ALL+responsibility+becomes+yours+during+a+crisis+like+this%2C+whether+or+not+you%27re+entirely+to+blame.+John+McCain%2C+and+for+that+matter+myself%2C+would+never+let+thousands+of+Americans+die+from+a+pandemic+while+in+office

Queries can also be made to sites with built-in search functions

Obama's handling of this whole pandemic has been terrible! As President, ALL responsibility becomes yours due

Search Results for “Obama's handling of this whole
pandemic has been terrible! As President, ALL
responsibility becomes yours during a crisis”

NEWS COMPANIES VIDEOS PICTURES

Sort by: Relevance v Date Range: Anytime v

False claim: In 2009 Trump tweeted that he “would never let thousands of Americans die from a
pandemic”

... pandemic has been terrible! As President, ALL responsibility becomes... the swine flu outbreak.
It reads: “Obama’s handling of this whole...

Search query to Reuters  Archived version here

it
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https://www.reuters.com/search/news?blob=Obama%27s+handling+of+this+whole+pandemic+has+been+terrible%21+As+President%2C+ALL+responsibility+becomes+yours+during+a+crisis
https://web.archive.org/web/20220803183420/https://www.reuters.com/search/news?blob=Obama%27s+handling+of+this+whole+pandemic+has+been+terrible%21+As+President%2C+ALL+responsibility+becomes+yours+during+a+crisis

Important metrics in the efficacy of a search query

@ Obama's handling of this whole | X +

& C & google.com w O @ Incognito

GO gle Obama's handling of this whole pandemic has been tt X Mean rECiprocaI rank = 1
Precision at 1=1

Q Al B News [ Videos [ Images  Shopping : More
About 862,000 results (1.09 seconds)
"while" (and any subsequent words) was ignored because we limit queries to 32 words.

https://www.reuters.com » article » false-claim-in-2009-...

False claim: In 2009 Trump tweeted that he “would never let ...

Apr 22, 2020 — Social media users are circulating a screenshot of what appears to be an old

tweet from President Donald Trump ...

https://www.factcheck.org » 2020/07 » trump-didnt-twe... M e a n re c i p rO c a I ra n k = 0 .5

Trump Didn't Tweet In 2009 That He 'Would Never Let ...

Claim: Donald Trump tweeted in 2009 that he "would never let thousands of Americans die from Pre C i Si 0 n at 1 = 0

a pandemic"” if president.

Claimed by: Viral image

o 13
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Building a dataset of Snopes articles and search engine results

"Article 1":
"URL": "https://www.snopes.com/fact-check/donald-trump-fake-tweet/",

"Supposed author™: "Donald Trump",
"Tweet body": "My grandparents didn't come to America all the way from
" w.
Snopes query”: {
"Query URL": "https://www.snopes.com/?s=My+grandparents+didn%27t+co

"Reciprocal rank": o,
"Precision at 1": @

1
J
"

>
oogle query (site:snopes.com)":{
"Query URL": "https://www.google.com/search?q=My+grandparents+didn¥%

"Reciprocal rank": 1,
"Precision at 1": 1

}

2
oogle query": {
"Query URL": "https://www.google.com/search?q=My+grandparents+didn¥

"Reciprocal rank™: 1,
"Precision at 1": 1
3
"Reuters query": {
"Query URL": "https://reuters.com/search/news?blob=My+grandparents+

"Reciprocal rank": o,

"Precision at 1": ©
1

Full dataset available here

Basic analysis of 30 data points found the
following:

Snopes Search
o Mean reciprocal rank = 0.5500
o  Average P@1=0.5333

Google query
o Mean reciprocal rank = 0.4513
o Average P@1 = 0.2667

Google query with site operator
o Mean reciprocal rank = 0.8661
o  Average P@1 = 0.8667

Search on Reuters for related article
o Mean reciprocal rank = 0.2167
o  Average P@1=0.2000

Caleb Bradford ! @calebkbradford fl‘é;% ODU CS REU Final Presentation 2022-08-04
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https://github.com/calebkbrad/Attribution-Scraping/blob/main/ToolsForSnopes/dataset.json

How can we automate the process of making queries given the text
of an alleged tweet?

i
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Web queries to fact-checking sites can easily be made
programmatically

Obama's handling of this whole pandemic has been terrible! As President, ALL responsibility becomes yours duﬂ;@

C:\Users\caleb\OneDrive\Documents\GitHub\REU-Files\ToolsForReuters>python3 |

Search Results for “Obama's handling of this whole query_reuters.py InputFiles/tweet.txt

. . . Query being made: https://reuters.com/search/news?blob=0bama%27s+handling
pandern_lc.has been terrible! As P.reSIden-t,'ALL +of+this+whole+pandemic+has+been+terrible%21+As+President%2C+ALL+responsib
responsibility becomes yours during a crisis” ility+becomes+yours+during+a+crisis

Article found at URL: http://reuters.com/article/idUSKCN2242AK

NEWS COMPANIES VIDEOS PICTURES
C:\Users\caleb\OneDrive\Documents\GitHub\REU-Files\ToolsForReuters>

1Results Sort by: Relevance v Date Range: Anytime v
False claim: In 2009 Trump tweeted that he “would never let thousands of Americans die from a
pandemic”

... pandemic has been terrible! As President, ALL responsibility becomes... the swine flu outbreak.
It reads: “Obama’s handling of this whole...

The same query to Reuters being made via Python script (tweet passed from input file CL argument)

vés 16
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HTML of articles can be scraped for their “truth rating”

Claim

U.S. President Donald Trump tweeted in November 2009 that "Obama's o]
handling of this whole pandemic has been terrible!" and that he "would
C:\Users\caleb\OneDrive\Documents\GitHub\REU-Files\ToolsForSnopes>pyth [‘

never let thousands of Americans die from a pandemic while in office." on3 query_snopes.py InputFiles/tweet.txt
Article found at URL: https://www.snopes.com/fact-check/2009-trump-twe
et-pandemic/

Truth rating: False
Rating

C:\Users\caleb\OneDrive\Documents\GitHub\REU-Files\ToolsForSnopes>

False

About this rating (7

v<div class="media position-relative”> | flex

¥<div class="avatar-md avatar-lg-large mr-3"> == $0

gure class="figure w-100 mb-0">
<img class="figure-image img-responsive img-fluid w-100"

width="100px" height="100px" src="https://www.snopes.com/

La

tachyon/2018/03/rating-false.png” alt="False"> Python SGI‘Ipt Scrapes artICIE for ratmg

=

Xt 17
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Google does not appreciate non-humans making queries

cs_cbrade22@ganymede:~$ curl https://www.google.com/search?q=this+is+a+google+search

<!DOCTYPE html><html lang=en><meta charset=utf-8><meta name=viewport content="initial-scale=1, minimum-scale=1, width=device-width"><title>Error 403 (Forbidden)!!1</title>< I
style>*{margin:0;padding:@}html, code{font:15px/22px arial,sans-serif}html{background:#fff;color:#222;padding:15px}body{margin:7% auto ©;max-width:39@px;min-height:180px;pad
ding:36px © 15px}* > body{background:url(//www.google.com/images/errors/robot.png) 100% S5px no-repeat;padding-right:205px}p{margin:11lpx © 22px;overflow:hidden}ins{color:#77
7;text-decoration:none}a img{border:@}@media screen and (max-width:772px){body{background:none;margin-top:@;max-width:none;padding-right:@}}#logo{background:url(//www.googl
e.com/images/branding/googlelogo/1x/googlelogo_color_150x54dp.png) no-repeat;margin-left:-5px}@media only screen and (min-resolution:192dpi){#logo{background:url(//www.goog
le.com/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) no-repeat ©% ©%/100% 100%;-moz-border-image:url(//www.google.com/images/branding/googlelogo/2x/googlelog
o_color_150x54dp.png) ©}}@media only screen and (-webkit-min-device-pixel-ratio:2){#logo{background:url(//www.google.com/images/branding/googlelogo/2x/googlelogo_color_150x
54dp.png) no-repeat;-webkit-background-size:160% 160%}}#logo{display:inline-block;height:54px;width:156px}</style><a href=//www.google.com/><span id=logo aria-label=Google>
</span></a><p><b>403.</b> <ins>That’s an error.</ins><p>Your client does not have permission to get URL <code>/search?q=this+is+a+google+search</code> from this server. (C
lient IP address: 128.82.10.239)<br><br>

Please see Google's Terms of Service posted at https://policies.google.com/terms

<BR><BR><P>If you believe that you have received this response in error, please <A HREF="https://www.google.com/support/contact/user?hl=en">report</A> your problem. However
, please make sure to take a look at our Terms of Service (http://www.google.com/terms_of_service.html). In your email, please send us the <b>entire</b> code displayed belo
w. Please also send us any information you may know about how you are performing your Google searches-- for example, "I'm using the Opera browser on Linux to do searches f
rom home. My Internet access is through a dial-up account I have with the FooCorp ISP." or "I'm using the Konqueror browser on Linux to search from my job at myFoo.com. M
y machine's IP address is 10.20.30.40, but all of myFoo's web traffic goes through some kind of proxy server whose IP address is 10.11.12.13." (If you don't know any infor
mation like this, that's OK. But this kind of information can help us track down problems, so please tell us what you can.)</P><P>We will use all this information to diagn
ose the problem, and we'll hopefully have you back up and searching with Google again quickly!</P>

<P>Please note that although we read all the email we receive, we are not always able to send a personal response to each and every email. So don't despair if you don't he
ar back from us!</P>

<P>Also note that if you do not send us the <b>entire</b> code below, <i>we will not be able to help you</i>.</P><P>Best wishes,<BR>The Google Team</BR></P><BLOCKQUOTE>/+/+

A curl request to a Google query that returns an error page

18
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Making Google queries is possible using software developed by Dr.
Alexander Nwala

nede:~$ scraper google "This is a google query"
googleSearchMain():

googleGetSERPResults() - start
page: 1
searchQuery: https://www.google.com/search?as_g=This%20is%20a%20google%20query
derefURI(), sleep: 1

googleGetSERPResults() - end

printPayload(), src: google

https://support.google.com/docs/answer/3093343?hl=en
https://www.benlcollins.com/spreadsheets/google-sheets-query-sql/
https://www.youtube.com/watch?v=0CKvVAcXTLZo
https://www.youtube.com/watch?v=0CKVAcXTLZo&t=0
https://www.youtube.com/watch?v=0CKVAcXTLZo&t=43
https://www.youtube.com/watch?v=0CKVAcXTLZo&t=117
https://www.youtube.com/watch?v=0CKVAcXTLZo&t=281
https://www.youtube.com/watch?v=0CKVAcXTLZo&t=507
https://www.youtube.com/watch?v=0CKVAcXTLZo&t=619
https://www.youtube.com/watch?v=0CKVAcXTLZo&t=666
https://www.youtube.com/watch?v=0CKVAcXTLZo&t=692
https://www.youtube.com/watch?v=bWeP2YvLyZg
https://www.youtube.com/watch?v=W8COTcYt47M
https://codingisforlosers.com/google-sheets-query-function/
https://codingisforlosers.com/google-sheets-query-function/#1_The_basics_of_Google_Sheets_Queries
https://codingisforlosers.com/google-sheets-query-function/#6_Building_Pivot_Tables_with_Query
https://www.howtogeek.com/450465/how-to-use-the-query-function-in-google-sheets/
https://spreadsheetpoint.com/google-sheets-query-function/
https://developers.google.com/chart/interactive/docs/querylanguage
https://sheetsformarketers.com/google-sheets-formulas/query/
https://coefficient.io/how-to-google-sheets-query-function/
https://cloud.google.com/bigquery/docs/samples/bigquery-query-external-sheets-perm

WoONOOUVHEWNR

NNNRBPRRRERRRERRERRE
NPOWONOOUDWNRO®

Dr. Nwala’s “scraper” tool in action
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Using Nwala’s work, broad searches for evidence becomes easier

anymede: : f/Tc -orC $ python3 query_ google py py I
thon3 query_ google py InputFlles/tweet txt

Reuters article found at URL: https://www.reuters.com/article
/uk-factcheck-trump-tweet-thousands-die/false-claim-in-2009-t
rump-tweeted-that-he-would-never-let-thousands-of-americans-d
ie-from-a-pandemic-1dUSKCN2242AK

Verdict found in this article is False

Snopes article found at URL: https://www.snopes.com/fact-chec
k/2009-trump-tweet-pandemic/
Truth rating in this article is False

Google script can find variety of fact-check articles
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Future work

e Development of a more generic method of parsing fact-check articles for “truth

rating”
o  Scraping raw HTML works, but needs to be specifically developed for every site we want to work
with

o  The structure of a site is subject to constant change

e Building a more comprehensive dataset of known tweets

o  More tweets and their related queries

e Are there more effective ways to query the web for evidence?
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Conclusions

e Tweet misattribution is a unique form of disinformation that is extremely
prevalent on all social media
e Queries built using just the body of a well covered tweet have shown efficacy at
finding them
e Tools developed and further work available here
o  https://github.com/calebkbrad/Attribution-Scraping

e Acknowledgements
o Dr Michael Nelson
Emily Escamilla
Tarannum Zaki
Dr Alexander Nwala
My fellow cohort members
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https://github.com/calebkbrad/Attribution-Scraping
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