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ABSTRACT

Database Forensic Investigation (DBFI) domain is a significant field used to 
identify, collect, preserve, reconstruct, analyze and document database incidents. 
However, it is a heterogeneous, complex, and ambiguous domain due to the variety 
and multidimensional nature of database systems. Numerous specific DBFI models 
and frameworks have been proposed to solve specific database scenarios but there is a 
lack of structured and unified frameworks to facilitate managing, sharing and reusing 
of DBFI tasks and activities. Thus, this research developed a DBFI Metamodel 
(DBFIM) to structure and organize DBFI domain. A Design Science Research 
Methodology (DSRM) to provide a logical, testable and communicable metamodel 
was applied in this study. In this methodology, the steps included problem 
identification, define objectives, design and development, demonstration and 
evaluation, and communication. The outcome of this study is a DBFIM developed for 
structuring and organizing DBFI domain knowledge that facilitates the managing, 
sharing and reusing of DBFI domain knowledge among domain practitioners. DBFIM 
identifies, recognizes, extracts and matches different DBFI processes, concepts, 
activities, and tasks from different DBFI models into a developed metamodel, thus, 
allowing domain practitioners to derive/instantiate solution models easily. The 
DBFIM was validated using qualitative techniques: comparison against other models; 
face validity (domain experts); and case study. Comparisons against other models and 
face validity were applied to ensure completeness, logicalness, and usefulness of 
DBFIM against other DBFI domain models. Following this, two case studies were 
selected and implemented to demonstrate the applicability and effectiveness of the 
DBFIM in the DBFI domain using a DBFIM Prototype (DBFIMP). The results showed 
that DBFIMP allowed domain practitioners to create their solution models easily based 
on their requirements.



ABSTRAK

Domain Siasatan Forensik Pangkalan Data (DBFI) merupakan satu bidang 
penting untuk mengenal pasti, mengumpul, memelihara, membina semula, 
menganalisis dan mendokumenkan insiden pangkalan data. Walau bagaimanapun, ia 
merupakan domain yang heterogen, kompleks dan taksa disebabkan sifat kepelbagaian 
dan berbilang dimensi sistem pangkalan data. Banyak model dan rangka kerja DBFI 
khusus telah dicadangkan untuk menyelesaikan senario khusus pangkalan data tetapi 
masih kurang rangka kerja yang berstruktur dan bersepadu bagi memudahkan 
pengurusan, perkongsian dan penggunaan semula tugas dan aktiviti DBFI. Oleh itu, 
penyelidikan ini telah membangunkan satu Metamodel DBFI (DBFIM) untuk 
menstruktur dan menyusun domain DBFI. Kaedah Penyelidikan Sains Reka Bentulc 
(DSRM) untuk menyediakan metamodel yang logik, boleh diuji dan dapat 
berkomunikasi digunakan dalam kajian ini. Dalam kaedah ini, langkah-langkah adalah 
termasuk pengenalpastian masalah, penentuan objektif, reka bentulc dan 
pembangunan, demonstrasi dan penilaian serta komunikasi. Hasil kajian ini ialah satu 
DBFIM dibangunkan untuk menstruktur dan menyusun ilmu domain DBFI yang 
memudahkan pengurusan, perkongsian dan penggunaan semula ilmu domain DBFI 
dalam kalangan pengamal domain. DBFIM mengenal pasti, mengecam, mengekstrak 
dan memadankan proses, konsep, aktiviti dan tugas DBFI yang berbeza daripada 
model DBFI yang berlainan menjadi metamodel maju, lantas membolehkan pengamal 
domain untuk menerbitkan model penyelesaian dengan mudah. DBFIM disahkan 
menggunakan teknik lcualitatif: perbandingan terhadap model-model lain; kesahan 
muka (pakar domain); dan kajian kes. Perbandingan terhadap model-model lain dan 
kesahan muka digunakan untuk memastikan kesempurnaan, kelogikan dan 
kebergunaan DBFIM berbanding model-model domain DBFI lain. Berikutan ini, dua 
kajian kes dipilih dan dilaksanakan untuk menunjukkan kebolehgunaan dan 
keberkesanan DBFIM dalam domain DBFI menggunakan Prototaip DBFIM 
(DBFIMP). Keputusan menunjukkan bahawa DBFIM membolehkan pengamal 
domain untuk mencipta model penyelesaian merelca dengan mudah berdasarkan 
keperluan mereka.
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CHAPTER 1

INTRODUCTION

1.1 Overview

Database Forensic Investigation (DBFI) is a branch of Digital Forensics (DFs) 

that examines database content to confirm database crimes. It is considered a 

significant field by which to identify, detect, acquire, analyse, and reconstruct database 

incidents and reveal intruders’ activities. DBFI domain has suffered from several 

issues, which has resulted in it becoming a heterogeneous, confusing and unstructured 

domain. Examples of these issues include a variety of database system infrastructures; 

the multidimensional nature of database systems; and domain knowledge effectively 

being scattered in all directions. A variety of database system infrastructures with 

multidimensional natures has enabled the DBF domain to address specific incidents. 

Therefore, each database management system (DBMS) has a specific forensic 

investigation model/approach. Consequently, the issues of different concepts and 

terminologies in terms of the forensic investigation process and the scattering of 

domain knowledge in all directions have produced other challenges for DBF 

investigators and practitioners. This knowledge (such as models, processes, 

techniques, tools, frameworks, methods, activities, approaches, and algorithms) is 

neither organized nor structured. Furthermore, it is universally dispersed, such as in 

the Internet, books, journals, conferences, online databases, book chapters, 

dissertations, reports, and organizations. Consequently, there is a lack of 

generic/standardized models by which to unify concepts and terminologies that may 

be used to reduce confusion and assist in organizing and structuring domain 

knowledge.

This chapter summarizes a background of the research problem which ends 

with formulating the problem statement. The problem statement is broken down into 

a main research question with four sub-questions. To answer the research questions,
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this research targets three objectives to be accomplished through this research. This 

chapter also identifies the scope within which the research will be covered. It also 

illustrates the significance of the research and provides contributions of the research 

as well as describing the outline of the study.

1.2 Background of the Problem

DBFI domain is dealing with database content and their metadata (data 

dictionary) to identify, collect, preserve, reconstruct, analyze and document evidences 

against database incidents (Olivier, 2009). However, few researchers were carried out 

and it received little attention due to the complexity and multidimensionality of 

Database Management Systems (DBMSs) (Adedayo and Olivier, 2015; Beyers, 2014; 

Fowler, 2008; Khanuja and Adane, 2012b; Olivier, 2009; Wagner et al., 2015). 

Therefore, there are limited practical researches concerning DBFI domains to solve 

specific issues. The specific practical DBFI researches covered various DBMSs as 

shown in Figure 1.1.

Specific and limited Oracle database investigation models, processes, 

concepts, tasks, activities, and techniques have been proposed in the literature 

(Litchfield, 2007a; 2007b; 2007c; 2007d; 2007e; 2007f; 2008; Tripathi and Meshram, 

2012; Wong and Edwards, 2004; Wright, 2005). For example, the forensic 

investigation model has been proposed by Wong and Edwards (2004) that consists of 

specific steps to discover information about an operation performed on a database 

(Olivier, 2009). Also, the Log Miner tool has been proposed by Wright (2005) that 

allows a DBA or forensic analyst to reconstruct actions that took place on a database 

(Fasan and Olivier, 2012a). Moreover, seven (7) practical investigation forensic 

models have been proposed by Litchfield (2007) that addressed information available 

from redo logs, dropped objects, authentication, flashback, and recycle bin. Forensic 

text book has been published on Oracle database by Wright and Burleson (2008), 

however the book is written at a practical level and intended for database 

administrators (Olivier, 2009). Also, the investigation model to collect evidences from

2



compromised database was introduced by Tripathi and Meshram (2012) based on a 

series of practical methods that proposed by Litchfield (2007).

Figure 1.1 Practical DBFI researches that covered various DBMSs

Similarly, the Microsoft SQL (MSSQL) database has limited and specific 

forensic practical researches that are proposed in the literature (Basu, 2006; Fowler, 

2008; Fowler et al., 2007; Khanuja and Adane, 2013; Son et a l, 2011). For example 

SQL Server Forensic Analysis Methodology proposed by Fowler (2008) and consists 

of four investigation phases namely investigation preparation, incident verification, 

artifact collection, and artifact analysis which deal with the MSSQL server database 

(Fasan and Olivier, 2012a; Wagner et al., 2015). A practical real world scenario has 

been proposed by Fowler et al. (2007) to gather and analyze all evidences from a 

compromised database. It covers technical concepts that investigators need when a 

database becomes compromised or changed. A model of forensic tamper detection of 

sensitive data has been proposed by Basu (2006) to detect database tampering. A 

detection and investigation model has been developed by Son et al. (2011) to detect 

database server, collect data and investigate data collected. Another methodology has
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Additionally, MySQL RDBMS has limited and specific forensic practical 

researches that are proposed in the literature (Fruhwirt et a l, 2010; Filihwirt et al., 

2012; 2013; Khanuja and Adane, 2012b; Lawrence, 2014; OGUTU, 2016). For 

example, a framework for MySQL database forensic analysis has been proposed by 

Khanuja and Adane (2012) which concentrated on discovering malicious tampering in 

MySQL database. Also a MySQL database detection inconsistencies model has been 

proposed by Fruhwirt et al. (2010) to identify and detect conflicts in database records. 

A reconstructing basic SQL statements model has been proposed by Fruhwirt et a l 

(2012) to reconstruct basic SQL statements from InnoDB’s redo logs. However, it 

concentrated on Data Manipulation Language (DML) statements and ignored Data 

Definition Language (DDL) statements (Fruhwirt et a l,  2013). Improvements have 

been made to enhance the previous reconstructing model by Fruhwirt et al. (2013) that 

includes reconstructing DDL statements. Additionally, a technical investigation model 

proposed by Lawrence (2014) to get admission to a user’s MySQL database without 

the need for the user’s assistance. This is beneficial in cases of emergency where the 

user is absent or where the user is under examination. Forensic investigation 

methodology has been proposed by OGUTU (2016) for testing the forensic richness 

of a storage engine of the MySQL database system. It consists of three investigation 

processes which are Preliminary analysis, Execution, and Analysis process to 

investigate the impact of storage engines in the generation of persistent forensic data 

in MySQL DBMS system.

Apart from various DBFI domain knowledge proposed for DBMS, there are 

also several forensic tamper detection models and analysis algorithms of database 

systems proposed in the literature (Adedayo, 2015; Beyers et a l,  2014; Khanuja and 

Suratkar, 2014; Pavlou and Snodgrass, 2008; 2010; 2013; Snodgrass et a l,  2004; 

Wagner et a l,  2015; Wagner et al., 2017). For example, tampering on database can be 

detected and analyzed by using various forensic algorithms proposed by (Pavlou and 

Snodgrass, 2008; 2013; Snodgrass et al., 2004). A model to investigate a compromised 

database management system has been proposed by Beyers (2014) (Beyers, 2014)

been proposed by Khanuja and Adane (2013) to detect suspicious transactions within

a database.
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(Beyers, 2014) (Beyers, 2014) (Beyers, 2014) (Beyers, 2014) (Beyers, 2014) (Beyers, 

2014) (Beyers, 2014) (Beyers, 2014) (Beyers, 2014). It contains of two investigation 

processes namley identification and collection. The identification process is intended 

to prepare database forensic layers, methods and environment, while the collection 

process permits one to gather doubted database management system data and move it 

to a protected area for further forensic examination. A model to collect, preserve and 

analyze database metadata against database attacks has been proposed by Khanuja and 

Suratkar (2014). It proposed four main investigation processes which are collection 

and preservation, analysis o f  anti-forensic attacks, analysis database attack, and 

preserving evidence report. Additionally, a model proposed by Fruhwirt et al. (2014) 

to reconstruct database events to detect intruder activities, via two investigation 

process which are a collection process and a reconstructing evidence process. An 

investigation process model has been proposed by Adedayo and Olivier (2015) to 

reconstruct and analyze database activity using log files via two processes which are 

the reconstruction process and analysis process. Finally, Wagner et al. (2017) 

presented reconstruction model for rebuilding database content from a database image 

without using any log or system metadata. A special forensic tool called “DBCarver” 

has been presented for this task that permits reconstruction of database storage.

Therefore, various DBFI models, frameworks, processes, concepts, activities, 

tasks, and techniques have been proposed which resulted of redundancy of 

investigation processes, concepts, activities, and tasks. Existing researches discussed 

DBFI domain from three perspectives: technology perspective (tools, algorithms, and 

methods), investigation process perspective (identification, collection, preservation, 

examination, analysis, reconstruction, presentation) and dimension perspective 

(destroyed dimension, compromised dimension, changed dimension) (Fasan and 

Olivier, 2012a). Consequently, DBFI domain lack of structured and unified model to 

facilitates in managing, sharing, and reusing DBFI domain knowledge amongst 

domain practitioners (Adedayo, 2015; Beyers, 2014; Fasan and Olivier, 2012a; Hauger 

and Olivier, 2015). The motivation of this study is to develop a unified and structured 

a metamodel to facilitate the needs, report, or data shares that are important to the 

domain practitioners.
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Additionally, the primary study (interview) which was conducted with domain 

experts showed the DBFI domain needs standard guideline/process flow to conduct 

database forensic investigation. For example, the CyberSecurity domain experts 

stated: “In most cases we need to have an overall view of database forensic 

investigation process. A comprehensive one is helpful and better for better 

understanding. Thus, we need a standard guideline/process flow to conduct database 

forensic investigation”. Also, Professor John Walker stated: “As Digital Forensics 

requires a robust set of processes and procedures to support the activity, it follows that 

when a First Responder or Investigator engages an incident which includes a database 

(of whatever form), and such a process would prove an asset to underpin such an 

activity. Thus, it is important to have documented, robust directives which can 

accommodate the dissemination of valuable knowledge, and to provision a consistent 

process to enable such investigations”. Appendix A displays expert’s interview of 

DBFI domain requirements.

Therefore, and based on the primary and secondary studies, the DBFI domain 

lacks a comprehensive model/framework to guides domain practitioners to conduct 

database forensic investigation easily. Figure 1.2 summarizes the research background 

of this study which leads to the formulation of the problem statement.

1.3 Problem Statement

Based on the primary and secondary studies that discussed in Section 1.2, the 

DBFI is a heterogeneous, complex and ambiguous domain. It receives little attention 

amongst researchers due to the diversity and multidimensionality of database 

systems(Adedayo, 2015; Fasan and Olivier, 2012a; Guimaraes et al., 2010; Khanuja 

and Adane, 2012b; Olivier, 2009; Yoon et al., 2016)(Adedayo, 2015; Fasan and 

Olivier, 2012a; Guimaraes et al., 2010; Khanuja and Adane, 2012b; Olivier, 2009; 

Yoon et al., 2016). Current researches have not focused on fundamental and essential 

guidelines for establishing a baseline for DBFI domain, but focused instead on specific 

procedures and principles of technical issues in solving specific problems(Beyers, 

2014; Fasan and Olivier, 2012a; Olivier, 2009; Yoon et a l, 2016)(Beyers, 2014; Fasan

6



and Olivier, 2012a; Olivier, 2009; Yoon et al., 2016). Therefore, there is a lack of 

structured and unified models to facilitate the needs, report, or data shares that is 

important to the domain practitioners.

Figure 1.2 Summary of Research Background

1.4 Research Questions

Based on the discussion in the previous section, the research problem is broken 

down into research questions:

i. What are the common DBFI concepts and processes?
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ii. How to develop and validate a metamodel for DBFI knowledge domain?

iii. How can demonstrate and evaluate the DBFIM?

1.5 Research Objectives

To answer research questions, this research targets accomplishing the 

following research objectives:

i. To propose common investigation processes and concepts for the DBFI 

domain to solve the issue of redundancy of processes and concepts of the 

DBFI domain.

ii. To develop and validate a Database Forensic Investigation Metamodel 

(DBFIM).

iii. To demonstrate and evaluate the effectiveness and applicability of the 

DBFIM in the real scenarios of DBFI domain.

1.6 Research Scope

The study is limited to the Relational Database Management Systems (Oracle 

RDBMS, MSSQL RDBMS, MySQL RDBMS, SQLite RDBMS, DB2 RDBMS, and 

Sybase RDBMS).

1.7 Research Significance

This study is vital and meaningful from theoretical/conceptual points of view. 

Thus, metamodeling approaches are useful for modeling such heterogeneous, 

complex, and ambiguous domains to produce metamodeling language called 

metamodel. Metamodel facilitates in managing, sharing and reusing such domain



knowledge. DBFI domain is a heterogeneous, complex and ambiguous domain. 

Therefore, research in this area is significant, since it will shed light on the importance 

and affects the metamodeling approach on DBFI domain. The outcomes of this study 

are believed to be useful to DBFI domain practitioners. The proposed metamodel will 

be used to solve database incidents by developing specific solution models from the 

proposed DBFIM. Furthermore, it will be used by domain practitioners as a guideline. 

This study is significant and helpful for the laboratory to understand better about 

process involves in the DBFI domain. It contains main concepts of DBFI domain in a 

single model; therefore, facilitate fast understanding. Certainly, it’s beneficial for the 

digital forensic laboratory. This model is useful for domain practitioners (incident 

responders, examiners, investigators, and analysers) to explain the concepts of DBFI 

to newly employed staff, as well as to the investigation team.

1.8 Research Contributions

This study contributes to the solution of the interoperability, heterogeneity, and 

complexity issues of the DBFI domain through the proposal of a new staictured and 

unified metamodel (DBFIM) which facilitates in managing, sharing and reusing DBFI 

domain knowledge. This is an explicit artefact to describe whole DBFI knowledge. 

After the research follow completed and explaining DBFIM benefits from expert’s 

perspective, the findings of this research can not only assist domain practitioners 

(incident responders, examiners, investigators, and analysers) in the development of 

solution models for their problems, but can also provide insight into how to promote 

the newcomers to use this metamodel as a guideline to investigate database incidents. 

The benefits of the DBFIM to the domain practitioners are:

i. Simplify common communication amongst different DBFI domain 

practitioners through a common representation layer that includes all the 

processes, concepts, tasks and activities that must exit in DBFI domain.

ii. Provide guidelines and new model developing process that assists domain 

practitioners in managing, sharing and reusing DBFI domain knowledge.
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iii. Enable domain practitioners to create a new solution model easily through 

electing and combining sets of concept elements (attribute and operations) 

based on their own model requirement.

iv. Enable domain practitioners to gain quick access to previous relevant 

DBFI domain knowledge and allow them to reuse this knowledge.

1.9 Thesis Structure

This study consists of seven chapters as follows:

Chapter 1 discusses the problem background, problem statement, research 

questions, research objectives, contribution, research significance, scope of the study 

and describes the outline of the study.

Chapter 2 discusses the review of the literature of the study area. It highlights 

two main concepts. It concentrates on DBFI, and Model Driven Engineering (MDE). 

It begins by introducing the DBFI knowledge domain which includes models, 

frameworks, approaches, methods, activities, tasks, concepts, practitioners, and 

processes, as well as addressing the main gap of the DBFI. Also, it introduces the MDE 

concepts that include models, metamodels, metamodel transformation, metamodeling 

frameworks, and metamodeling development processes. Additionally, this chapter 

introduces the validation techniques which will be used during this study.

Chapter 3 provides the research methodology of this study. It contains the 

general framework of the research as well as the steps required to carry out the research 

systematically. It introduces the Design Science Research Methodology (DSRM) that 

is used in this study.

Chapter 4 addresses the first and second obj ectives of the research. This chapter 

proposes a common investigation processes and concepts for DBFI domain. Nineteen 

(19) DBFI models have been identified and selected from a literature review to propose 

common DBFI processes and concepts. Then, four (4) common investigation 

processes have been proposed for DBFI domain based on their frequency and

10



appearances amongst models: Identification process, Artifact Collection, Artifact 

Analysis, and Documentation and Presentation process. Also, it offers validation 

technique that is used to validate the completeness and coherence of proposed common 

investigation process: comparison against other models. Also, this chapter proposes 

common concepts and terminologies of the DBFI domain. Therefore, this study 

identifies, recognizes, extracts, nominates and proposes the common concepts and 

terminologies. The concepts which have a similar meaning (semantically) or 

functioning, along with different names, or synonyms should be gathered and unified 

in one concept.

Chapter 5 discusses the development and validation of the Database Forensic 

Investigation Metamodel (DBFIM). This is the third objective of the research. The 

common processes and concepts that were proposed in Chapters 4 are used as bases 

for the development of the DBFIM. The first version of the proposed DBFIM is also 

presented. It also presents validation of the proposed DBFIM. Two validation 

techniques are presented in this chapter namely “Comparison against other models”, 

and “Face-Validity” to validate the completeness, usefulness, and logicalness of the 

DBFIM.

Chapter 6 evaluates the proposed DBFIM through the development of a 

prototype. The prototype consists of three main components: DBFIM components, 

DBFIM knowledge base and DBFIM Modeling units. It also, evaluates the conducted 

case studies.

Chapter 7 concludes this study by presenting the summary of all research 

activities discussed in this study. The chapter contains brief discussions about the 

proposed process, concepts, DBFIM, research contributions and future work.
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