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ABSTRACT

The rapid growth of image editing applications has an impact on image 
forgery cases. Image forgery is a big challenge in authentic image identification. 
Images can be readily altered using post-processing effects, such as blurring shallow 
depth, JPEG compression, homogenous regions, and noise to forge the image. 
Besides, the process can be applied in the spliced image to produce a composite 
image. Thus, there is a need to develop a scheme o f image forgery detection for 
image splicing. In this research, suitable features of the descriptors for the detection 
of spliced forgery are defined. These features will reduce the impact of blurring 
shallow depth, homogenous area, and noise attacks to improve the accuracy. 
Therefore, a technique to detect forgery at the image level o f the image splicing was 
designed and developed. At this level, the technique involves four important steps. 
Firstly, convert colour image to three colour channels followed by partition o f image 
into overlapping block and each block is partitioned into non-overlapping cells. Next, 
Adaptive Thresholding Mean Ternary Pattern Descriptor (ATMTP) is applied on 
each cell to produce six ATMTP codes and finally, the tested image is classified. In 
the next part of the scheme, detected forgery object in the spliced image involves five 
major steps. Initially, similarity among every neighbouring district is computed and 
the two most comparable areas are assembled together to the point that the entire 
picture turns into a single area. Secondly, merge similar regions according to specific 
state, which satisfies the condition of fewer than four pixels between similar regions 
that lead to obtaining the desired regions to represent objects that exist in the spliced 
image. Thirdly, select random blocks from the edge of the binary image based on the 
binary mask. Fourthly, for each block, the Gabor Filter feature is extracted to assess 
the edges extracted of the segmented image. Finally, the Support Vector Machine 
(SVM) is used to classify the images. Evaluation of the scheme was experimented 
using three sets of standard datasets, namely, the Institute of Automation, Chinese 
Academy of Sciences (CASIA) version TIDE 1.0 and 2.0, and Columbia University. 
The results showed that, the ATMTP achieved higher accuracy of 98.95%, 99.03% 
and 99.17% respectively for each set of datasets. Therefore, the findings of this 
research has proven the significant contribution of the scheme in improving image 
forgery detection. It is recommended that the scheme be further improved in the 
future by considering geometrical perspective.
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ABSTRAK

Pertumbuhan pesat aplikasi penyuntingan gambar memberi kesan ke atas 
pemalsuan gambar. Pemalsuan gambar adalah satu cabaran besar dalam pengenalan 
gambar yang sahih. Gambar boleh diubah dengan menggunakan post-processing 
efect, seperti blurring shallow depth, JPEG compression, homogenous regions, dan 
noise untuk menjadi gambar palsu. Selain itu, proses ini boleh digunakan dalam 
gambar yang telah digabungkan untuk menghasilkan gambar komposit. Dalam kajian 
ini, ciri deskriptor yang sesuai untuk mengesan pemalsuan berkaitan perlu 
ditakrifkan. Ciri-ciri ini akan mengurangkan blurring shallow depth, JPEG  
compression, homogenous regions, dan noise untuk meningkatkan ketepatannya. 
Oleh itu, teknik untuk mengesan pemalsuan di peringkat gambar pada gambar yang 
digabungkan telah direka dan dibangunkan. Pada tahap itu, teknik ini melibatkan 
empat langkah penting. Pertama, mengubah suai gambar warna menjadi tiga saluran 
warna diikuti dengan membahagikan gambar ke dalam blok bertindih dan setiap blok 
dibahagi ke dalam sel-sel yang tidak bertindih. Seterusnya Thresholding Mean 
Ternary Pattern Adaptive Descriptor (ATMTP) digunakan pada setiap sel untuk 
menghasilkan enam kod ATMTP dan akhirnya gambar yang diuji diklasifikasikan. 
Untuk bahagian seterusnya, objek gambar yang dikesan melibatkan lima langkah 
utama. Pertama, persamaan di antara setiap daerah jiran dikira dan dua kawasan yang 
paling setanding dikumpulkan bersama sehingga titik keseluruhan gambar berubah 
menjadi satu kawasan. Kedua menggabungkan kawasan yang sama mengikut 
keadaan tertentu yang memenuhi syarat kurang daripada empat piksel di antara 
kawasan yang sama yang membawa kepada kawasan yang dikehendaki untuk 
mewakili objek yang wujud dalam gambar yang telah digabungkan. Ketiga, pilih 
blok rawak dari tepi gambar binari berdasarkan binary mask. Keempat, bagi setiap 
blok, ciri Filter Gabor diekstrak untuk menilai tepi dari gambar yang dibahagikan. 
Akhirnya, Support Vector Machine (SVM) digunakan untuk mengklasifikasikan 
gambar. Penilaian terhadap skema ini telah diuji menggunakan tiga set dataset 
standard iaitu Institute of Automation, Chinese Academy of Sciences (CASIA) 
version TIDE 1.0 dan 2.0, dan Columbia University. Keputusan menunjukkan 
bahawa ATMTP mencapai ketepatan yang lebih tinggi masing-masing sebanyak 
98.95%, 99.03% dan 99.17% pada setiap dataset. Oleh itu, penemuan kajian ini telah 
membuktikan sumbangan penting dalam bidang pengesanan pemalsuan gambar. 
Adalah disyorkan bahawa skim itu akan dipertingkatkan lagi pada masa akan datang 
dengan mempertimbangkan perspektif geometrik.
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CHAPTER 1

INTRODUCTION

1.1 Background

Simplicity o f changing image content without leaving obvious traces behind 

has highly contributed to improving image forensic techniques that determine 

whether image being original or tampered. However, image forensic tools can be 

classified either into active and passive category. An authentication data inserted in 

image during acquirement process is deemed essential for active techniques. While 

passive techniques require image content only for tampering detection.

The importance of passive forensics has noticeably increased given various 

software tools available that can be used to alter original content without leaving 

visible traces besides wider awareness o f such tampering. Therefore, several passive 

image tamper detection techniques have been proposed in the literature where some 

of them use feature extraction methods for detecting both of tampering and forgery 

object.

Image forgery is defined as an artistic technique adopted in photography that 

spans across centuries. The earlier photography years identified new avenues utilized 

in the designing and development of portraits. Photographers have resorted to 

effective techniques in enhancing quality of image through retouching it which 

pleases a customer and raises the due income of such work (Fakery, 1999; Farid,

2009).

The Civil War era initiated the retouching of the majority o f photos, that had 

been considered necessary in enhancing the dramatic effect derived from the images. 

The professional photographers at that time integrated the existent knowledge 

pertaining to photo composition, which enhanced the merging of multiple photos,

1



considered vital in enhancing the capacity of different artistic photos (see Figure 

1.1). Noticeably, General Francis P. Blair on the far right was not appeared in 

original photograph (middle-top), but he appeared in the one available in the Library 

of Congress (middle-bottom). These three original photos are spliced to obtain a 

composited image (left). Many examples borrowed from early years of photography 

where forgeries in most cases were designed either to enhance insufficient details or 

to add humorous effects, but were never prepared for deception purposes. However, 

in early- to mid-20th century, photographers realized that image forgeries could be 

turned into effective weapon to influence public perception and historical events 

(Fakery, 1999).

Figure 1.1 Earliest examples of photograph manipulation (Farid, 2008)

Nazi Germany was famous for utilizing propaganda effectively as history 

witnessed several examples of image manipulations that were intentionally designed 

for misinformation purposes. Figure 1.2, illustrates image forgery where Hitler’s 

propaganda minister Joseph Goebbels was removed from original image (right 

photograph).
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Figure 1.2 Shows original image on the left where Hitler standing among several 
people, the forged image on the right where image of Hitler’s minister of propaganda 
Joseph Goebbels was removed (Farid, 2008).

Due to the advent of advanced applications of digital image processing such 

as GIMP and Photoshop image manipulation becomes handy. Nowadays, armed with 

the sophisticated tools, any professional forgers can easily produce any kind of 

tampered images whether copy-move, splicing or retouching. Tools have indeed 

facilitated and encouraged image manipulation with or without malicious intentions 

(Jing and Shao, 2012).

Splicing is defined as common image manipulation process and also referred 

to as photomontage. In an effort to initiate the manipulation, a forger integrates 

varied areas out of different images into a single image. Retouching of image does 

not incorporate a change to the entire image, but integrates a slight change to image 

quality, which identifies the method as a less-corrupting form of image forgery 

(Elwin et al., 2010; Redi et al.,2011).

1.2 Problem Background

Traditional image splicing process necessitated a human inspection, which 

considered necessary in maintaining high levels of accuracy pertaining to the 

detection o f the specific elements coupled with providing high-quality analysis. 

However, the traditional image splicing model has been considered less efficient and 

effective as it entails a lot of time, high levels of human involvement and labor

3



required for process. Increased adoption of new technology pertaining to the image 

splicing process has influenced a rise in the number of doctored photographs in 

circulation identified as being bigger than the existent volume that may be verified 

through human inspection. Poor existence and adoption of image verification 

processes has led to decreased viability attached to automated content through lack 

of the necessary and appropriate verification systems. Additionally, development o f 

automated algorithms influence the possible level o f manipulation, which delimits 

the level o f human inspection leading to increased manipulation o f images due to the 

lack of necessary verification systems (Sridevi et al., 2012).

Increased technological development has influenced the identification of a 

rise in the number o f digital splicing detection available in the market. The most 

popular utilization of image splicing detection technology is identified in newspapers 

and magazines, which necessitates development of computerized solutions geared 

towards influencing the verification of the authenticity o f photographs prior to their 

publishing. The process necessitates adoption of automated processes considered 

necessary for publishing houses due to the existence of high throughput that 

necessitates continuous provision of new articles thus necessitating the value 

attached to the verification process. Criminal justice system identifies another field 

that emphasizes the verification of photographs to ensure that images remain 

permissible in court. It also emphasizes adopting solid verification systems and 

processes pertaining to any image submitted to court as evidence. The judicial 

system utilizes computerized algorithms necessary in limiting the potential o f 

malicious human interventions, which influences the adoption of an objective 

investigation process. Finance industry considered as a pivotal industry to economy, 

and may experience most benefit through adopting of splicing techniques. The 

process may influence the analysis process experienced by individuals in a sector 

pertaining to the analysis of large number of transactions carried out on an almost 

daily basis. The adoption of the splicing technique in the finance industry may 

delimit the level of financial fraud in the sector, which will reduce the level of 

monetary loss through adopting adept detection fraud-detection mechanisms. 

Additionally, increased utilization o f splicing techniques will influence the adoption 

of fast and reliable tools, which is vital in enhancing the viability attached to the 

process (Sekeh et al., 2011).
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The adoption of digital splicing technology detection tools remains necessary 

in influencing the level o f digital detection as it influences the efficiency attached to 

the process coupled with the identification of the viability o f images presented. 

However, digital splicing technology is not designed to replace human element 

attached to the process, but instead seeks to enhance the process through fast 

verification, which reduces the integration of imperfect decisions regarding the 

process. However, the response time incurred in relation to criminal justice and 

financial fraud is considerably longer, but remains instrumental as it provides highest 

levels o f accuracy pertaining to the process.

The importance, attached to the process, necessitates the integration of 

splicing detection tools, which identifies the first line of defense as it influences the 

identification of suspicious cases. The process provides human experts with an 

opportunity to provide the final verdict through analyzing the automated results 

pertaining to the overall process.

Through the analysis of technical capacity, the process may encounter several 

shortcomings identified at two specific levels including image-level binary decision 

and tampering operation identification as illustrated in figure1.3. The process 

necessitates development of a comprehensive study that integrates novel ideas 

developing from the identified levels, which identifies the level o f urgency attached 

to the processes (Shivakumar and Baboo, 2011).

Fonda Speaks To Vietnam

i-a-f y l s m t m  -rtrir r tm

Figure 1.3 Technical problems in image splicing.
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Above image is considered doctored through integrating image-level binary 

authenticity decision (classification), and identifies fragments of splicing, which is 

identified through the analysis o f tampering operation identification (identification).

Image-Level Binary Authenticity Decision involves the determination of the 

authenticity o f image in which image may be doctored, but the lack of determination 

renders doctored image to be considered untrustworthy. In most instances, the global 

decision remains instrumental in the analysis of a photograph without incorporating 

additional information.

The definitions presented pertaining to image authenticity remains reliant on 

the provided situation. In most instances, the terms ‘spliced images’ and ‘natural 

images’ are used interchangeably. (Brinkmann, 2008) defines natural images as 

distinct images from range photographs. This study defines a spliced image as an 

image captured by a single camera in one process. Therefore, the definition 

maintains that a composite image from multiple captures and locations and 

incorporates graphics is not authentic.

Tampering Operation Identification: Image splicing develops a varied of 

technical questions through the identification o f the tampering questions utilized in 

the manipulation o f the image. The process influences the understanding o f the 

image together with the development of a binary decision. The identification of the 

manipulation process to be utilized influences the interpretation process pertaining to 

practical applications. The individual detectors are developed through the analysis of 

the existent artifacts from the targeted operations, and hence may be tailored to the 

specific application.

There exists varied forms of tampering operations including copy and paste 

(splicing), edge smoothing or matting after splicing (using either 2D filtering or 

alpha blending), color adjustment together with the provision of duplicates and 

deletion of scientific images (Fridrich et al., 2001). Splicing has developed into the 

most common tampering methodology adopted, which have influenced the 

development of numerous results. The analysis o f images and natural scenes remains
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dependent on the existent levels of inconsistencies among varied image parts. (Fan 

and De Queiroz, 2003) maintains that splicing detection has been enhanced through 

the utilization of image-level statistical analysis together with quantization artifacts 

pertaining to JPEG images (Saha, 2000).

Splicing has been identified as a vital form of forgery as in which one or 

more images (or parts of an image) are merged into one composite image. In fact, 

there are more subtle cases found in the standard datasets CASIA v1.0, CASIA v2.0 

and Colombia whereby a background is blurred shallow depth, noises, homogenous 

area, and combined attacks, cases misclassified by all the previous researches. Figure

1.4 illustrates the above cases.

In addition to that, most of the professional forgers normally hide traces of 

the forgeries by applying some forms of attacks such as photometric manipulation. 

Such attacks usually generate seamlessly integrated images where forgery detection 

becomes visually impossible and technically too hard. Therefore, Gaussian noise, 

blurring shallow depth, colour adjustment, JPEG compression, smoothing edges, and 

homogenous region are considered as commonly used photometric manipulation 

techniques.

One of the most common techniques used nowadays is shallow depth of field. 

It is a technique by which the descriptions of an image are given where a specific 

area of an image is very sharp while other components stay blurred, given that 

shallow depth of field and alike is very challenging to assign its authenticity because 

the blurry influence creates large gap in terms of intensity estimate between the 

blurry part and the object of interest as shown in Figure 1.4, where above technique 

applied to capture image of eagle in the center of the interest with sharp resolution, 

meantime, the sea was out of focus purposely so to give a blurry influence. This 

actually created a sudden change concerning the intensity value of boundary pixels 

of the eagle in contrast to the background pixels, which leads to an incorrect 

classification of image by proposed approach. Simply, photomontage experts use this 

technology to conceal traces of image splicing in order to produce a faultless digital 

image.
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Figure 1.4 Sample of complicated cases that previous researchers failed to detect

Apart from that, another challenging issue is the presence of homogeneous 

regions in spliced images -  same kind of nature such as sky, cloud, wall, ocean, 

river, bushes, grass et cetera. This type of nature, which normally produces a lot of 

false negative (i.e. a true object is wrongly detected as a false object), has obviously 

affected the accuracy (Manu and Mehtre, 2017; Li, et al., 2017; Alahmadi et al., 

2017; Agarwal and Chand, 2018). An excerpt of CASIA v1.0, CASIA v2.0 and 

Colombia dataset for this type of tampered images can be seen in Figure 1.5 below.
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Figure 1.5 Sample of images contain homogeneous region

Detection o f suspicious objects within spliced image is also a challenging 

issue in image forensics. The ability of pinpointing the area of suspicion in an image 

allows providing convincing explanations about the suspected tampering. For 

example, once a person within a picture being successfully identified as spliced, will 

serve as an informative basis for experts to extract further details of image regions 

(forgery object) and conduct in-depth examination. Figure 1.6 illustrates the above 

case.
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A: Image forgery object in CASIA TIDE V1.0.

*

B: Image forgery object in CASIA TIDE V2.0.

C: Image forgery object in Colombia.

Figure 1.6 Samples o f object forgery detection

Edge smoothening (utilizing either alpha blending or 2D filtering), color 

adjustment, duplication and deletion splicing (copy-paste) are deemed as some of 

renowned cases of tampering operations as proposed by (Fridrich et al., 2001). 

Splicing is the distinctive image altering technique that has been studied for quite a 

while attached with various solutions being proposed accordingly. According to 

(Fan and De Queiroz, 2003), majority o f studies are dependent on the discrepancy 

amid various sections o f spliced images, for the natural scene images. Arguably, 

splicing is identified through image-level statistical evaluation, while quantization 

artifacts definite to JPEG compression set-up are engaged in detecting editing in 

digital images (Fan and De Queiroz, 2003; Saha, 2000).
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1.3 Problem Statement

Image splicing is deemed as one of the main widespread image manipulation 

techniques, typically employed in manipulating digital image for the purposes of 

forgery performances. In splicing, copy-pasting of image from one section to another 

different section or image is considered, forming a composite image. The copied 

section may be altered due to some pre-processing activities to add some types o f 

photometric attacks such as blurring shallow depth, homogeneous regions, or 

additive noise to merge the copied section with the complete image.

It involves a myriad of challenges faced by passive technique of detecting 

image forgeries and equally have their constraints and setbacks. One o f the 

fascinating challenges facing the current scholars and researchers in this field is 

reducing the rate of counterfeit positive of such approaches in establishing effusive 

automatic system (Scheme) with capacity to identify image falsification from a wide 

perspective of image formats, as their performances are ineffective when dealing 

with the photometric attacks such as (blurring shallow depth, and Gaussian noise), 

in addition to homogeneous regions and combined attacks (Manu and Mehtre, 2017; 

Alahmadi et al., 2017). In addition, system detecting such as falsification, is designed 

to increase its dependability, robustness, and competence of operation. Moreover, 

detecting forgery object within spliced image is also critical challenge despite the 

accomplishments obtained by previous studies concerning spliced image detection, 

as far as author knew, none of them had addressed the improvement of forgery object 

detection within spliced image to date (A. Alahmadi et al., 2017; Li et al., 2017). All 

objects should be taken into consideration during object forgery detection, image 

segmentation still, however, represents difficult because of the huge variability of 

object shape and variation of image quality. Furthermore, low contrast between 

different structures or even when different structures have similar appearances in 

image can cause considerable difficulties (Marmanis et al., 2018).

Therefore, current study intends to discuss aforementioned setbacks entailed 

detecting any image forgery and splicing activities by using additional transform- 

based aspects for the purposes of augmenting the rate of accuracy.
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1.4 Aim

To propose a new detection scheme of splicing image forgery for improving 

detection accuracy.

1.5 Research Objectives

This study aims at achieving the following goals :

i. Extract suitable features by developing and designing a new image texture 

descriptor to reduce the impact of blurring shallow depth, homogenous area 

and noise attacks in order to improve the accuracy of spliced forgery 

detection.

ii. Extract suitable features by improving segmentation method within a 

selective region in order to detect the forgery object found in spliced image.

iii. Develop a new spliced image forgery detection scheme to improve the

accuracy.

1.6 Research Scope

The focus of the research will be towards:

i. The study utilizes three Standard Dataset CASIA v1.0, CASIA v2.0, and 

Colombia [ (A. A. Alahmadi, Hussain, Aboalsamh, Muhammad, & Bebis,

2013), (Hsu & Chang, 2006)] throughout Splicing Forgery Detection (SFD) 

process to evaluate the performance o f proposed SFD.

ii. The study focuses on the detection of accuracy level.

iii. Presence of blurring shallow depth and homogenous region photometric

attacks is beyond the scope of this study

iv. Detect forgery objects inside spliced image is beyond the scope of this study.
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1.7 Research Significance

The urgent need to develop verification processes pertaining to image 

detection requires additional advanced applications pertaining to splicing image 

detection. Additionally, the varied scope of application use presents a viable 

opportunity and growing need in the market. Through the identification of available 

authentication techniques, the study seeks to provide an innate understanding to 

image splicing and possible solutions.

Hopefully, proposed scheme of Spliced Forgery Detection (SFD) will 

overcome challenges existing in forgery detection. Proposed SFD may achieve so by 

reducing the impact of the blurring shallow depth and noise, extracting robust feature 

against many types of attacks and reducing the false matching.

In spite of the existing SFD studies have shown some encouraging results, but 

these results as well as employed methods have been designed to deal only with 

tampered image under a single attack. The main goal o f this study is to propose state- 

of the- art, optimized and innovative techniques o f spliced forgery detection.

Proposed technique should not be limited only to deal with the tampered 

image exposed to single attacks, but also to deal with the type of double attacks. In 

the light of the issues above-mentioned, the results of this research will contribute to 

what is currently known Spliced Forgery Detection System. Nonetheless, the 

significance of this study is not only limited to forgery detection, but also 

developing a new descriptor can be used in the future in many applications in the 

field of computer vision.
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1.8 Thesis Organization

This thesis incorporates seven chapters: introduction, literature review, 

research methodology, proposed adaptive threshold meant ternary pattern, forgery 

object detection based on selection region segmentation, forgery object detection, 

evaluation and discussion, conclusion and future work recommendations. The 

introduction provides a full background o f study subject to support identification of 

study objectives.

Chapter two analyses current literature related to image splicing through 

examining methods and applications available in the markets. This chapter 

considerably promotes a comprehension of study objectives.

Chapter three provides detailed analysis of methodological processes adopted 

in research study. It combines both quantitative and qualitative analyses essential to 

identify current study objectives. It also provides an ethical analysis relevant to study 

objectives.

In Chapter four, a new image texture descriptor, namely Adaptive 

Thresholding Mean Ternary Pattern (ATMTP) is presented. That will be used in 

proposed SFD scheme to improve detection accuracy. Then discusses detailed design 

and development of proposed SFD scheme, which includes: pre-processing, image 

partition, Texture features extraction using ATMTP, HOG, and CCM, ANN 

classifier, results of image spliced detection.

Chapter five discusses detailed design and development of proposed scheme 

of object forgery detection, which includes: Selective region segmentation, block 

partition, block-based Gabor feature extraction, SVM score, and results of detect 

forgery object.

14



Chapter six discusses detailed evaluation of experimental results, 

investigations, analyses and discussions regarding achievement of desired goals. 

Performances of image splicing forgery detection and object forgery detection 

proposed assessed utilizing different measures. The evaluation and discussion section 

will provide an analysis o f identified results in an effort to determine the existent 

factors influencing the process and applicability of proposed applications and 

systems.

Chapter seven highlights the key contributions, significant findings, and 

recommendations for future work of current study.
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