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Abstract: Mobile smart devices in the digital era are enhancing personal information security by adopting fingerprint encryption technology, but due to the small size of 
mobile smart devices, the area of fingerprint image that can be detected is reduced, resulting in the lack of extractable fingerprint feature information, and traditional fingerprint 
encryption technology is difficult to apply to small area fingerprint images. To solve the application difficulties of small area fingerprint image encryption, a novel small area 
fingerprint encryption algorithm based on feature and image mosaic was proposed, and the encryption efficiency of the algorithm was verified using FVC2002 and XDFinger 
database. Results show that the small area fingerprint recognition algorithm based on feature and image mosaic is significantly improved in encryption efficiency, failure 
capture rate decreases from 36% to 7%, true acceptance rate increases from 44% to 68%, and the feasibility and reliability of the method is verified. Conclusions can promote 
the application of small area fingerprint encryption technology in mobile smart devices. 
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1 INTRODUCTION 
 

Biometric technology is to achieve the purpose of 
identity authentication by statistical analysis of individual 
biological characteristics. Fingerprint identification 
technology has become one of the most mature and popular 
biometric authentication technologies due to its 
outstanding advantages of stability, personalization and 
high-cost performance. 

Fingerprint encryption technology is the combination 
of fingerprint identification technology and information 
security technology [1-2]. It makes use of fingerprint 
features to achieve the purpose of binding personal identity 
information and key information. However, the fingerprint 
image area collected by the mobile intelligent device is 
greatly reduced, which directly leads to the lack of 
fingerprint feature information that can be extracted and 
used, so it is difficult to directly apply the traditional 
fingerprint encryption algorithms to small area fingerprint 
image [3-5]. 

The key problem of small area fingerprint image 
encryption technology is that there are not enough details 
for encryption and the matching of encryption domain is 
difficult. Small area fingerprint mosaic can fundamentally 
solve the problem that there is not enough matching detail 
feature set for small area fingerprint encryption algorithm 
due to insufficient fingerprint area [6]. Small area 
fingerprint image mosaic is achieved by iterative nearest 
point algorithm. Small area fingerprint mosaic can be 
divided into two directions: feature mosaic and image 
mosaic. Fingerprint image mosaic is to connect multiple 
fingerprint images of the same finger to form a fingerprint 
image with a large enough area. The feature information is 
obtained from the stitched fingerprint image, and then it 
can be used for the fingerprint encryption algorithm. 
Fingerprint feature mosaic is to put together the feature 
information of multiple fingerprint images of the same 
finger into a large set of feature points, and then use the 
stitched feature information to fingerprint encryption 
algorithm. 

The rest of this study is organized as follows. Section 
2 reviews the studies on fingerprint encryption technology. 
Section 3 introduces small area fingerprint encryption 
method based on feature mosaic and image mosaic. Section 

4 verifies the proposed algorithm through experiments and 
analyses the experimental results. Section 5 draws 
conclusions. 
 
2 STATE OF THE ART 
 

Fingerprint encryption technology can significantly 
improve personal security and privacy, and it can solve the 
problems of memory inconvenience and easy loss in the 
key protection scheme. At present, fingerprint encryption 
system based on minutiae features can be divided into two 
types. One is fingerprint encryption system based on 
traditional minutiae matching algorithm, it needs to be 
aligned before matching. Another is the fingerprint 
encryption system without alignment. Traditional 
matching algorithm takes Cartesian coordinates [7] and 
directions of minutiae as matching features, which makes 
alignment an essential process. Juels et al. [8] proposed 
fuzzy vault algorithm, which effectively mediates the 
conflict between the accuracy of cryptography technology 
and the fuzziness of biometric authentication, and 
implements a practical key binding algorithm model. 
Fuzzy vault algorithm and fuzzy commitment algorithm 
[9] are the two most widely used biometric encryption 
algorithms. Many scholars have made different 
improvements on the basis of these two algorithms. Li et 
al. [10] extracted fixed-length binary vector as feature 
input through fingerprint triplet feature structure, 
combined with error correction code technology, fuzzy 
commitment algorithm is used to encrypt the fixed-length 
binary string extracted from fingerprint template. Yang et 
al. [11] used the improved Tyson polygon feature structure 
to extract the location and direction information as the 
fixed feature of fingerprint, and used the Pin Sketch 
algorithm model to encrypt. The scheme has better 
accuracy and higher security performance than the triplet 
feature structure. Mahmod et al. [12] proposed to extract 
the location and direction information of the global detail 
points as fixed features by constructing polar coordinate 
system and protecting the original information of 
fingerprint template by irreversible transformation of the 
extracted feature information. The above methods have 
achieved some results in the conventional area fingerprint, 
but because the small area fingerprint image is limited by 
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the lack of feature information, the length of the key that 
can be bound is short, so the above methods cannot be 
directly applied to the small area fingerprint encryption. 

Small area fingerprint mosaic technology is used to 
solve the insufficient information problem of a single small 
area fingerprint [13]. Through the registration of multiple 
small area fingerprint images or feature templates of a 
finger, a large area fingerprint image or feature template 
with more information is formed. He et al. [14] studied 
reflection transformation, projection transformation and 
topological transformation, and spliced the minutiae in 
fingerprint image. The algorithm improved the fingerprint 
recognition accuracy and reduced the computational 
complexity. Bhuvaneshwari et al. [15] proposed an 
improved iterative closest point algorithm to calculate the 
transformation matrix of the spatial position relationship of 
two images, and then stitched the fingerprint images. Bian 
et al. [16] added ridge information to fingerprint mosaic, 
the two stitched fingerprint images are further aligned 
according to the ridge matching error after obtaining the 
distance image, and it effectively improved the recognition 
accuracy. Hirohata et al. [17] proposed to use the TPS 
model to build the elastic distortion of the spliced image. 
The scheme found the initial correspondence by matching 

and connecting to the matching minutiae and ridgeline and 
then used the TPS model for accurate registration. Choi et 
al. [18] proposed a recursive ridge mapping method to 
reduce the matching error of the image, and stitched five 
small area images of the same finger and achieved good 
results. Tong et al. [19] used the improved phase 
correlation method to calculate the image translation 
parameters for the alignment process. The algorithm 
reduced the computational complexity and improved the 
system's robustness. 
 
3 METHODOLOGY 
3.1 Small Area Fingerprint Encryption Method Based on 

Feature Mosaic 
 

The key problem of small area encryption technology 
is that there are not enough details for encryption and the 
matching of encryption domain is difficult. Fingerprint 
feature mosaic is to piece together the feature information 
of multiple fingerprint images of the same finger into a 
large set of feature points, and then use the stitched feature 
information to fingerprint encryption algorithm. The flow 
of small area fingerprint encryption algorithm based on 
feature mosaic is shown in Fig. 1. 

 

 
Figure 1 The flow of small area fingerprint encryption algorithm based on feature mosaic 

 
In this study, rigid transform is used as the coordinate 

transformation model of fingerprint feature mosaic. 
Direction field operators with relative detail features are 
added to determine the minutiae pairs for estimating rigid 
body transformation. Feature mosaic makes full use of 
fingerprint minutiae feature information and direction field 
descriptor information, effectively solving the problem that 
the traditional fingerprint fuzzy vault algorithm cannot be 
used due to the small area of fingerprint image and the 
small number of fingerprint minutiae. The advantage of the 
design is that it increases the total number of real minutiae, 
reduces the failure rate of system acquisition, improves the 
correct acceptance rate of the encryption system, and 
ensures the safety strength of the encryption system. 
 
3.1.1 Extraction of Fingerprint Feature Points 
 

In this study, the ridge contour of fingerprint is 
detected by traversing the binary image of fingerprint from 
top to bottom and from left to right. Then the ridge contour 
is tracked counter-clockwise and expressed as a matrix of 
contour elements. All the element information of the 
ridgeline is recorded in a matrix. According to the 
information recorded by the matrix, the minutiae of the 
fingerprint can be obtained. Each contour element 
represents a pixel on the contour, which includes auxiliary 
information such as coordinate values of the pixel, angular 
values of the contour, curvature, etc. In the fingerprint 
binarization image, the ridgeline spans more than one pixel 
and tracks the ridgeline along its contour counter-

clockwise. When the trajectory is significantly leftward, 
the endpoint will be detected. Similarly, when the 
trajectory is obviously to the right, the bifurcation point 
will be detected. 

The incident vector and the exit vector of the point   
are respectively defined as oin, oout. And they are calculated 
by the points on the adjacent contour around the point o. It 
is to prevent some noise and obtain a more accurate 
estimation phasor by using the mean value of more than 
one point. The change value θ of ridge line direction of 
point o depends on the angle between oin and oout, as shown 
in Eq. (1). 
 

in out

in out

arccos
o o

o o



                                                           (1) 

 
where, in outo o  is the dot product of two vectors, 

in outo o  is the product of the modules of two vectors and 

arccos  is the inverse cosine function. 
The two vectors are normalized to  in 1 1, o a b , 

 out 2 2, o a b  respectively, then the size of θ can be 

determined by Eq. (2). 
 

 1 2 1 2arccos a a b b                                                       (2) 
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The threshold value T is set to count the case where 
any obvious deflection conforms to Eq. (4), and any point 
conforming to Eq. (3) is considered as a minutia point: 
 

1 2 1 2a a b b < T                                                                 (3) 

 
The two vectors are transformed into the Cartesian 

coordinate system. If oin follows the axis, the threshold T is 
defined as a line perpendicular to the abscissa axis. Since 
the θ is in the range of −90° to 90°, the angle difference 
between the two vectors can be expressed by sinθ, as 
shown in Eq. (4). 
 

1 2 2 1sinθ a b a b                                                                   (4) 

 

where, 1 2 2 1 >0a b a b  represents the left turn, 

1 2 2 1 <0a b a b  represents the right turn, 1 2 2 1 =0a b a b  

represents no deflection. After the above steps, the 

minutiae feature   , , 1
n

i i i i i
F F a b    of the 

fingerprint is completely detected, where n is the number 
of minutiae. 

There are many types of fingerprint feature 
descriptors. In this study, a single detail feature a  is taken 
as a representative to illustrate the structure of its relative 
directional field descriptors. 

The detail feature a is taken as the circle center, M 
concentric circles with radius rl are constructed, and Nm 
sampling points on,m are selected on each circle, where m 
and n need to satisfy 1 < m < M and 1 < n < Nm. The Tico 
descriptor corresponding to this minutiae point is 
constructed as shown in Eq. (5): 
 

     , 1 1
, 

MNm
n m n m

O a λ  
 

                                                  (5) 

 
where, θn,m is the direction field value of the sampling point 
θn,m, λ(θn,m, θ) represents the direction field value of the 
sampling point θn,m with respect to the minutiae a, O(a) is 
the minimum direction field difference value that the 
sampling point direction field moves counter-clockwise to 
be parallel to the minutiae direction field. 
 
3.1.2 Fingerprint Feature Mosaic 
 

Matching two specified feature templates through 
fingerprint features is a key step, and it is also necessary to 
find a transformation model F for the specified two feature 
templates TA and TB, so as to minimize Eq. (6). 
 

 A BF T T                                                                      (6) 

 
where, F(TA) is the transformed feature template and   is 

the 2-norm. 

 A BF T T  is the distance between the transformed 

feature template and the original feature template. The 
lower the  A BF T T  between the two splicing 

templates, the better the similarity, the higher the 

correctness of the model F. After determining the spatial 
position relation corresponding to the two splicing 
templates, the position transformation operation is carried 
out, and aligning one splicing template with the other 
splicing template as a reference template by using a 
transformation model F. The two mosaic templates can be 
integrated to obtain fingerprint feature mosaic only when 
the coordinate angles and the like are transformed into the 
same spatial relation through the transformation model F. 
Thus coordinate transformation is very necessary. The 
fingerprint database used in this study has rotated and 
translated the collected data, and the fingerprint image is 
small and the number of minutiae is relatively small. 
Therefore, the rigid transform is selected as the 
transformation model to correct the fingerprint feature 
mosaic. 

Rigid transformation refers to the coordinates in the 
image being only translated and rotated while the relative 
positions remain consistent, as shown in Fig. 2. The 
relative position between the two points of the image is 
consistent after the rigid transformation, and the relative 
spatial relationship such as parallel and vertical is 
maintained. 
 

 
Figure 2 Schematic diagram of rigid transformation 

 
In this study, the rigid transformation is selected as the 

transformation model, and then the parameters of the rigid 
transformation model need to be determined. The 
transformation parameters are estimated by using minutiae 
pairs, and Tico descriptors of minutiae are extracted. The 
similarity of any two Tico descriptors of minutiae between 
two feature templates is calculated, and the probability 
between any two minutiae point is calculated according to 
the similarity between Tico descriptors. If the similarity 
between two minutiae is high and the similarity with other 
minutiae is low, the probability value is high. The 
transformation parameter is calculated by selecting the 
minutiae pair with the highest probability. 

Minutiae s and t are taken as examples, the process of 
calculating the matching probability between their 
corresponding Tico descriptors    n,mO s s  and 

   n,mO t t . 

The first step is to calculate the directional field 
difference between all sampling points according to Eq. 
(7): 
 

       , min , , , n,m n,m n,m n,m n,m n,m n,m
2s s t s t t sπ        (7) 

 
where,( )s,t  is the directional distance between s  and t , 

and when ( )s,t  is 0, the directional spatial relationship 
between the center point and the sampling point is parallel. 
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When the value of ( )s,t  is 1, it means that the directional 
spatial relationship between the center point and the 
sampling point is vertical.  

The second step is to calculate the similarity between 
s  and t  according to Eq. (8):  
 

   1 1

1
, s

M Nm
n,mm n

Sim s t a
N  

   
 

                                 (8) 

 
where, Sim(s, t) is the similarity between s and t, s(x) 
represents the similarity of the difference x between the 
two direction fields. 

Then according to Eq. (9), the probability between s 
and t can be solved: 
 

( , )
( , )

( , ) ( , ) ( , )

2

N N
i' j'i' j'

Sim s t
P s t =

S s t + S s t Sim s t   
           (9) 

 
After obtaining the minutiae pairs of estimated 

transformation parameters, in this study, the following 
pairs of minutiae are first assumed to be selected: 

      1 1 2 2, , , , ... , , N Na b a b a b , then the rotation and 

translation parameters corresponding to each matched pair 
of minutiae points can be obtained according to 
d , d , da b a b a bx x x y y y         . According to   

Eq. (6), the feature points in the feature template TA are 
transformed to the coordinate system where the feature 
template TB is located through rigid transformation. The 
Tico descriptor is unchanged, and the transformed feature 

template is set to '
AT . In the probability matrix, the 

probability between the minutiae pairs satisfying '
AT  and 

TB in Eq. (10) is set to 0: 
 

> > >a b x a b y a bx ' x thr y ' y thr ' thr                 (10) 

 
where, y, , xthr thr thr  are the thresholds of coordinates and 

angles of minutiae pairs. 
According to the rotation and translation parameters, 

the greedy algorithm is used to obtain the matching 
minutiae pairs in this study, and the Euclidean distances of 
the matching minutiae pairs are summed. In this way, each 
matching minutiae pair corresponds to a Euclidean 
distance sum, and the optimal rotation and translation 
parameter is defined as the rotation and translation 
parameter corresponding to the sum of the minimum 
Euclidean distances. 

According to the optimal rotation and translation 
parameters of the two feature templates TA and TB, the point 

pairs in the template '
AT  registered with the template TB are 

obtained, and feature splicing is preliminarily completed. 
But the existing feature splicing template has overlapping 
features. Then we need to deal with the minutiae pairs in 
the overlapping area. For coincident matching minutiae 
pairs, the average value of minutiae pairs is calculated as a 
new minutiae point to replace the original minutiae pair. 

Assuming that (a1, b1) is a coincident minutiae pair, 
and 1a  is transformed to the splice template 1a '  through 

rigid transformation, minutiae 1a '  and b1 are deleted from 

the splice feature template to generate new minutiae bnew, 
and the coordinates and directions of the new minutiae are 
obtained from Eq. (11): 
 

1 1
new

1 1
new

1 1
new

2

2

2

'

'

'

a x b x
b x

a y b y
b y

a b
b

 


   
 


     

   

 


                                                   (11) 

 
where, new new new,  and b x b y b    are the abscissa, 

ordinate and angle of the new minutiae, respectively. 
 
3.1.3 Encryption Method 
 

The obtained minutiae template and the Tico 
descriptor corresponding to the minutiae are used for 
encryption. The encryption method is the process of 
binding the key and fingerprint minutiae and generating an 
encryption algorithm, as shown in Fig. 3. 
 

 
Figure 3 Flow chart of the encryption method 

 
The processing of minutiae mainly includes two parts: 

minutiae screening and minutiae coding. Its purpose is to 
make encryption more accurate and convenient for 
subsequent polynomial calculation. 

The principle of selecting minutiae is to select some 
minutiae that are well separated from the set of minutiae. 
The usual selection method is the threshold method. When 
the minimum distance between two minutiae points is 
greater than a given threshold, the two minutiae points have 
good distinguishability. The distance function of two 
minutiae points pi, pj is Dm, and the calculation is shown in 
Eq. (12): 
 

       2 2
, Δ , m i j i j i j M i jD p p x x y y θ θ         (12) 

 

where,    Δ , min , 360i j i j i j          

represents the difference between the two angles, x and y 
represent the abscissa and ordinate of the minutiae 
respectively, θ represents the angle of the minutiae and δM 
is the weight assigned to the angle. 
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Minutiae information represented by a three-
dimensional vector (x, y, θ) is converted into a 16-bit string 
by the minutiae encoding. According to the size H × W  of 
the input image, x, y, θ are converted into 6 bits, 5 bits and 
5 bits in sequence, and the conversion method is shown in 
Eq. (13). 
 

6

5

5

' 2 /

' 2 /

' 2 / 360

x x W

y y H

 

  
  
  

                                                                 (13) 

 

 , , x' y' θ '  is sequentially converted into binary string 

, , Bx By Bθ  and concatenated into a 16-bit string 

X Bx By Bθ , and the minutiae coding is completed. 

The purpose of adding chaff points is to protect real 
minutiae and ensure the security of fingerprint encryption 
algorithm. The chaff point is added as follows: 

The fingerprint image is divided into several segments, 
called image units, and unique chaff points are randomly 
generated in the image units. It is noticed that each image 
unit has 8 adjacent image units. A new chaff point c  is 
randomly generated according to the following two 
criteria: (1) a unique chaff point is randomly generated in 
any image unit. If the image unit already contains real 
minutiae or chaff point, the image unit is ignored; (2) the 
distance between this new point and the existing 8 points 
is large or equal to δ. 

Each feature point in the encryption point set is 
matched with a polynomial operation result P(X) and a 
Tico descriptor. Chaff point c should also be matched with 
a pseudo-operation result f and a pseudo-Tico descriptor to 
confuse the real encryption point and chaff point. For 
pseudo-operation result f, the random addition method can 
ensure that it is not repeated with the polynomial operation 
result of the real minutiae. For pseudo-Tico descriptors, the 
adopted method in this study is to select a texture image 
with a size of H × W and independent of fingerprints, 
extract the direction field information of the texture image, 
and obtain the pseudo-Tico descriptor corresponding to 
chaff point c on the image. Until enough chaff points are 
generated, the chaff point set c and the set G are merged, 
the order is disordered, the Tico descriptors are stored, and 
the final encryption algorithm is generated. 
 
3.2 Small Area Fingerprint Encryption Method Based on 

Image Mosaic 
 

Fingerprint image mosaic is to connect multiple 
fingerprint images of the same finger to form a fingerprint 
image with a large enough area, obtain the feature 
information from the stitched fingerprint image, and then 
use the feature information to the fingerprint encryption 
algorithm. The flowchart of small area fingerprint 
encryption algorithm based on image mosaic is shown in 
Fig. 4. 

 

 
Figure 4 The flow of small area fingerprint encryption algorithm based on image mosaic 

 
3.2.1 Fingerprint Image Mosaic 
 

Initial reference point selection is crucial to the 
accuracy of fingerprint image mosaic. In the iterative 
closest point algorithm (ICP) used for fingerprint image 
mosaic, the determination of initial reference points 
includes two types of methods: (1) all the minutiae pairs in 
the two minutiae sets are scanned, the number of minutiae 
feature pairs on which the transformation parameters 
corresponding to each pair of combinations can match is 
counted, and the most numerous minutiae pair 
combinations are set as initial reference points. (2) The 
fingerprint center point is set directly as the initial 
reference point. However, both of these two methods have 
defects:  the first one is not only complicated in operation 
and wastes a lot of resources and time, but also has low 
accuracy in determining reference points only according to 
the number of matching detail features. The other does not 
apply to images that do not include center points. 

In view of the above defects, the matching detail 
feature pair with the highest similarity is set as the 
reference point. It not only simplifies the calculation and 
saves time, but also avoids the situation that reference 

points cannot be selected without center points. In this 
study, the method described in reference is used to carry 
out minutiae-based matching algorithm on fingerprint 
images to obtain matching minutiae pairs. 

In this study, reference points are selected to calculate 
the initial transformation parameters at the same time. To 
reduce the registration error of image mosaic, the initial 
transformation parameters are optimized in this study. The 
optimization condition of iterative closest point algorithm 
in fingerprint image mosaic is the sum of squares of 
Euclidean distances between two minutiae sets, which only 
uses minutiae information and does not use ridge features 
of fingerprints. In this study, the registration error of the 
normalized distance map is calculated as an optimization 
index to determine the estimation accuracy of 
transformation. 

The gray value of the pixel point in the refined image 
is set by the distance map as the Euclidean distance 
between the point located on the ridgeline closest to the 
pixel point, and the distance image QD can be represented 
by Eq. (14) through the refined image QT. The distance 
image is shown in Fig. 5. 
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   , min , Q
D n TQ x y r Q x y                                         (14) 

 

where  1 , ..., , ..., Q QQ Q Q
n n Nq

r R r r r  , represents the 

point set on the ridge line in the refined image QT. 
 

 
Figure 5 The distance map of fingerprint image 

 
The initial transformation parameters of the fingerprint 

images A and B are calculated by using the initial reference 
points and coordinate transformation is carried out to 
transform the ridge points of AT in the coincidence area 
between the refined image AT and the distance image QD to 
the coordinate system BT. If the rotation and translation 
parameters are good, the ridge points of AT in the 
coincidence area are converted to BT and still be on the 
ridge line, which indicates that the gray value that AT 
projected on the distance image QD is small and the ridge 
matching error (RME) of AT and QD is small. The ridge 
matching error can be calculated according to Eq. (15). 
 

    11 , , , , , ABN
KAB DRME / N Q X ' i j θ Y ' i j θ            (15) 

 
where, NAB represents the number of , a a

m mr r  represents the 

number of ridge points of AT in the overlapping area 
between the refined image AT and the distance image QD. 

The optimal rotation and translation parameters 

 d , d , d0 0 0x i y j θ θ    of image mosaic are defined as 

the rotation and translation parameters when the ridge 
matching error reaches the minimum value. According to 
the optimal transformation parameters, the coordinates of 
pixel points in fingerprint image A transformed into 
fingerprint image B can be determined to obtain the 
fingerprint mosaic image. The mosaic image is shown in 
Fig. 6. 

Fingerprint image enhancement, binarization and other 
pre-process operations are sequentially carried out on 
spliced fingerprint images obtained by the user through 
fingerprint image mosaic. According to the fingerprint pre-
processed image, the coordinate and direction of the 
fingerprint minutiae points are sequentially extracted from 
left to right and from top to bottom to generate a minutia 

point set   , , 1
n

i i i i
i

M M x y   , where n is the 

number of minutiae points, and direction field information 
is extracted. Using the direction field information of the 
spliced fingerprint image, Tico descriptors around the 
minutiae are extracted and stored in Helper Data. 
 

 
Figure 6 An example of fingerprint image mosaic 

 
3.2.2 Encryption Domain Matching Policy 
 

The principle of encryption domain matching is that 
fingerprint information used for encryption is not 
disclosed, so fingerprint minutiae cannot be directly used 
for registration. In this study, the minutiae feature 
information and Tico descriptor feature information of 
fingerprint are extracted and verified. The Tico descriptor 
is used for encryption domain matching. The matching 
process is described as follows: Firstly, the similarity of 
two Tico descriptors is calculated. Assuming that the 
minutiae points in the registered fingerprint and the 
verification fingerprint are s and t respectively, and the 
Tico descriptors corresponding to the minutiae points are 

        and s n,mn,mO s O t t , then the similarity 

calculation of the two Tico descriptors can be performed 
by Eq. (16). 
 

   1 1
1

, KM m
n,mm kS s t s x b

k  
 
 
 

                                   (16) 

 

where,     16
1

, , , 
M x

m n,m n,m n,mm
K K x s t s x e 


   , 

represent the similarity between two direction fields with 
distance x, and s(0) = 1 represents the maximum similarity 
between the two directional fields. 

A Tico descriptor of a decrypted fingerprint is 
constructed, and a Tico descriptor of a registered 
fingerprint from a vault is extracted, scanning the Tico 
descriptors of all detail feature pairs of the decrypted 
fingerprint and the registered fingerprint, then the 
similarity of the Tico descriptors of all detail feature pairs 
is obtained according to a similarity calculation formula, 
selecting the top-N Tico descriptors with the highest 
similarity to calculate transformation control parameters, 
the coordinate transformation is carried out on the 
decrypting fingerprint detail features (x, y, θ) according to 
transformation comparison parameter, the detailed features 
of the decrypted fingerprint after transformation and the 
Euclidean distance of the midpoint in the vault are 
calculated, and the detailed feature pairs within the 
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Euclidean distance threshold range are judged to be 
correctly matched. Real minutiae are preserved in the form 
of matching feature pairs. When the decrypted fingerprint 
and the registered fingerprint belong to the same finger, 
several chaff points in the vault can be filtered out. 

The points belonging to the vault in the matching detail 
feature pair to the decryption point set T are added. In this 
study, the Tico descriptor is transformed according to the 
N with the highest similarity, so N decryption point set will 
be obtained. In the following process, these N decryption 
point sets will be reconstructed by polynomial in turn. 

For polynomial reconstruction, firstly, the number of 
detail features in the set T is determined. Only when the 
number is not lower than the highest order term of the 
construction polynomial, the polynomial can be 
reconstructed and the coefficients can be obtained by 
combining Lagrange polynomial interpolation method 
[20]. Otherwise, it is determined that decryption failed. The 
construction of Lagrange interpolation polynomial P' is 
shown in Eq. (17). 
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A series of coefficients 0 1, , ..., tr ' r ' r'  are calculated 

every time, the temporary key K' is generated by 
concatenation of' these coefficients. The MD5 function is 
used to hash K'  to  MK ' h K ' , and MK'  is scanned 

cyclically to distinguish whether 'tr  is one of its 

connected substrings with a unit of 16 bits. If it is consistent 
with one of the connected substrings of MK'  , then it is 
considered that the decryption process is successful, and 
the ciphertext vault is changed into plaintext K' , 
otherwise, t points are taken out from the decryption point 
set T again and brought into the formula for solution, and 
the process is repeated until all combinations of all t points 
in T re-scanned and extracted again and still fail, then it is 
deemed that the ciphertext vault has not been successfully 
changed into plaintext. 
 
3.3 Sample Data Selection 
 

In experiment, FVC2002 DB1 [21] and XDFinger 
fingerprint databases [22] are used. Eight fingerprint 
images of 100 people are randomly selected for 
experiments. The top-7 images are used for splicing and 
encrypting different numbers of fingerprint images, and the 
last image is used for decryption. The size of the secret key 
is 128 bits. 
 
4 RESULTS ANALYSIS 
 

Failure capture rate (FCR), true acceptance rate (TAR) 
and false acceptance rate (FAR) are acted as criteria to 
evaluate performance. FCR represents the percentage of 
the number of failed fingerprints to the total number of 
fingerprints. TAR is defined as the percentage of real user 
attempts that resulted in successful authentication. FAR is 
defined as the percentage of attempts by impostors to 
successfully decode the vault corresponding to legitimate 
users. Attempts by impostors are simulated by decoding 
the user's vault using fingerprints from all other users. For 
FVC and XDFinger databases, the number of attempts 
made by impostors is 100 × 99 for 100 fingers. The 
experimental results are shown in Tab. 1. 

In Tab. 1, XDFinger1 refers to fingerprint image 
mosaic based on XDFinger database; XDFinger2 refers to 
fingerprint feature mosaic based on XDFinger database, 
and the number in brackets refers to the number of small-
area fingerprints for fingerprint mosaic. 

 
Table 1 Results of small area fingerprint encryption algorithm based on image 

mosaic 
Database FCR TAR FAR 

FVC2002 DB1 2% 90% 0.12% 
XDFinger 36% 44% 0.02% 

XDFinger1(3) 15% 57% 0% 
XDFinger1(4) 12% 66% 0.01% 
XDFinger1(5) 7% 68% 0.03% 
XDFinger1(6) 7% 69% 0.05% 
XDFinger1(7) 7% 69% 0.06% 
XDFinger2(3) 14% 56% 0% 
XDFinger2(4) 12% 58% 0.01% 
XDFinger2(5) 11% 62% 0.09% 
XDFinger2(6) 11% 60% 0.05% 
XDFinger2(7) 10% 61% 0.07% 

 
The experimental results are analysed as follows: 
Firstly, a comparative experiment is made on the 

performance of conventional full fingerprint image and 
small area fingerprint image in fingerprint fuzzy vault 
algorithm. The negative influence of small area fingerprint 
image on fingerprint fuzzy vault algorithm is verified. As 
shown in Tab. 1, its TAR reaches 90%, but when directly 
applied to small area fingerprints, FCR has increased from 
2% to 36% and TAR has decreased to 44%, which is 
obviously due to insufficient details for fingerprint 
encryption with good separability. 

As can be seen from Tab. 1, the performance of the 
small area fingerprint encryption algorithm based on image 
mosaic is better than that of the small area fingerprint 
encryption algorithm based on feature mosaic in terms of 
FCR or TAR when the number of fingerprint mosaics is the 
same. Through the process analysis of the two algorithms, 
the alignment of minutiae points in overlapping areas is 
carried out by means of the direction field descriptor Tico 
during fingerprint feature mosaics. However, when Helper 
Data is stored, only Tico descriptors of one of the 
coincident minutiae points can be stored, resulting in errors 
in encryption domain matching, and the effect is not better 
than that of the small area fingerprint encryption algorithm 
based on image mosaic. 

By comparing and analyzing the number of fingerprint 
mosaics, first of all, we can see that fingerprint mosaics 
have significantly improved the performance of small area 
fingerprint encryption algorithm. Compared with a single 
small area fingerprint image, when 5 fingerprint image 
mosaics are used for small area fingerprint encryption 
algorithm experiments, FCR decreases from 36% to 7%, 
TAR increases from 44% to 68%. Secondly, the more 
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fingerprint images used for splicing is not the better. When 
the number is 5, the performance of the small area 
fingerprint encryption algorithm tends to be stable, FCR 
will no longer decrease, and TAR will decrease slightly. 
After analysis, too many fingerprint images are used for 
splicing, which will lead to the increase of false details, 
thus negatively affecting the encryption algorithm. 
 
5 CONCLUSION 
 

In this study, the encrypted minutiae set was expanded 
by feature mosaics and image mosaics respectively. Firstly, 
the fingerprint feature mosaic algorithm based on the 
direction field descriptor and rigid transformation method 
was used to directly increase the number of minutiae while 
making full use of the encrypted domain matching 
descriptor. Then, the fingerprint image mosaic based on 
minutiae and distance images not only expands minutiae 
but also enriches other fingerprint features, which is 
beneficial to the utilization of various feature information 
in encrypted domain matching. Finally, the feasibility and 
reliability of the method in this study were verified by 
encryption domain matching experiments. The following 
conclusions can be drawn: 

(1) A design scheme for a small area fingerprint 
encryption based on fingerprint mosaic was implemented. 
For the problem that the number of fingerprint feature 
information extracted is small, the fingerprint feature 
mosaic and fingerprint image mosaic are used to increase 
the fingerprint feature information effectively respectively. 

(2) A fuzzy vault algorithm based on multiple feature 
descriptors is implemented to improve the similarity 
between matched detail point pairs for the problem of 
fingerprint encryption domain matching. Failure capture 
rate decreases from 36% to 7%, true acceptance rate 
increases from 44% to 68%. The performance of 
fingerprint encryption algorithm is significantly improved 
on small area fingerprints. 

Future research needs to explore small area fingerprint 
encryption to meet the needs of a wider range of 
applications. For example, the pseudo-detail points 
generated by the fingerprint feature mosaic in this study 
still interfere with the extraction of feature information, 
and there is a need to implement accurate mosaic images 
for small area fingerprint encryption algorithms in the 
future. 
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