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ABSTRACT

Steganography is an emerging and greatly demanding technique for secure
information communication over the internet using a secret cover object. It can be used
for a wide range of applications such as safe circulation of secret data in intelligence,
industry, health care, habitat, online voting, mobile banking and military. Commonly,
digital images are used as covers for the steganography owing to their redundancy in
the representation, making them hidden to the intruders, hackers, adversaries,
unauthorized users. Still, any steganography system launched over the Internet can be
cracked upon recognizing the stego cover. Thus, the undetectability that involves data
imperceptibility or concealment and security is the significant trait of any
steganography system. Presently, the design and development of an effective image
steganography system are facing several challenges including low capacity, poor
robustness and imperceptibility. To surmount such limitations, it is important to
improve the capacity and security of the steganography system while maintaining a
high signal-to-noise ratio (PSNR). Based on these factors, this study is aimed to design
and develop a distinction grade value (DGV) method to effectively embed the secret
data into a cover image for achieving a robust steganography scheme. The design and
implementation of the proposed scheme involved three phases. First, a new encryption
method called the shuffle the segments of secret message (SSSM) was incorporated
with an enhanced Huffman compression algorithm to improve the text security and
payload capacity of the scheme. Second, the Fibonacci-based image transformation
decomposition method was used to extend the pixel's bit from 8 to 12 for improving
the robustness of the scheme. Third, an improved embedding method was utilized by
integrating a random block/pixel selection with the DGV and implicit secret key
generation for enhancing the imperceptibility of the scheme. The performance of the
proposed scheme was assessed experimentally to determine the imperceptibility,
security, robustness and capacity. The standard USC-SIPI images dataset were used as
the benchmarking for the performance evaluation and comparison of the proposed
scheme with the previous works. The resistance of the proposed scheme was tested
against the statistical, >, Histogram and non-structural steganalysis detection attacks.
The obtained PSNR values revealed the accomplishment of higher imperceptibility
and security by the proposed DGV scheme while a higher capacity compared to
previous works. In short, the proposed steganography scheme outperformed the
commercially available data hiding schemes, thereby resolved the existing issues.
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ABSTRAK

Steganografi adalah teknik baru muncul dan sangat diperlukan untuk
komunikasi maklumat yang selamat melalui internet menggunakan objek penutup
rahsia. Ia boleh digunakan untuk pelbagai aplikasi seperti edaran data rahsia yang
selamat dalam perisikan, industri, penjagaan kesihatan, habitat, undian atas talian,
perbankan mudah alih dan ketenteraan. Biasanya, imej digital digunakan sebagai
penutup untuk steganografi disebabkan oleh kelebihannya dalam perwakilan,
menjadikan ia tersembunyi daripada penceroboh, penggodam, musuh, pengguna yang
tidak dibenarkan. Namun, setiap sistem steganografi yang dilancarkan melalui Internet
dapat dipecahkan apabila penutup stego itu dikenali. Oleh itu, keberkesanan yang
melibatkan ketidaklihatan data atau penyembunyian dan keselamatan adalah ciri
penting bagi setiap sistem steganografi. Pada masa kini, reka bentuk dan pembangunan
sistem steganografi imej yang berkesan menghadapi beberapa cabaran termasuk
kapasiti yang rendah, keteguhan dan ketidaklihatan yang lemah. Untuk mengatasi
keterbatasan ini, adalah penting untuk meningkatkan keupayaan dan keselamatan
sistem steganografi sambil mengekalkan nisbah isyarat-kepada-hingar (PSNR) yang
tinggi. Berdasarkan faktor-faktor ini, kajian ini bertujuan untuk mereka bentuk dan
membangunkan kaedah nilai gred perbezaan (DGV) untuk membenamkan data rahsia
secara berkesan ke dalam imej penutup untuk mencapai skema steganografi yang
mantap. Reka bentuk dan pelaksanaan skim yang dicadangkan ini melibatkan tiga fasa.
Pertama, kaedah penyulitan baharu yang dikenali sebagai merombak segmen mesej
rahsia (SSSM) digabungkan dengan algoritma pemampatan Huffman yang
dipertingkatkan untuk meningkatkan keselamatan teks dan keupayaan muatan pada
skim ini. Kedua, kaedah penguraian transformasi imej berasaskan Fibonacci
digunakan untuk memanjangkan bit piksel dari 8 kepada 12 untuk meningkatkan
keteguhan skim ini. Ketiga, kaedah pembenaman yang ditambahbaik digunakan
dengan mengintegrasikan pilihan blok/piksel secara rawak dengan DGV dan
penjanaan kunci rahsia tersirat untuk meningkatkan ketidaklihatan skema ini. Prestasi
skema yang dicadangkan dinilai secara eksperimen untuk menentukan ketidaklihatan,
keselamatan, keteguhan dan keupayaan. Imej piawai USC-SIPI digunakan sebagai set
data penanda aras untuk penilaian prestasi dan perbandingan skema yang dicadangkan
dibandingkan dengan kerja-kerja terdahulu. Rintangan skim yang dicadangkan diuji
dengan statistik, %, histogram dan serangan pengesanan analisis stega tak berstruktur.
Nilai PSNR yang diperoleh menunjukkan pencapaian ketidaklihatan dan keselamatan
yang lebih tinggi oleh Skema DGV yang dicadangkan di samping mengekalkan
keupayaan yang lebih tinggi berbanding kerja-kerja terdahulu. Ringkasnya, skema
steganografi yang dicadangkan ini mengatasi prestasi skim penyembunyian data yang
sedia ada secara komersial, sehingga dapat menyelesaikan masalah yang sedia ada.
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CHAPTER 1

INTRODUCTION

1.1 Overview

In the internet era, sending and receiving data and information in the form of
video, audio, image, and text become very easy. However, such easy access to the vast
amount of information has posed severe threats to the security and privacy of the data.
As such, securing the information over the non-secured public network is challenging.
Often, the unauthorized users, intruders, attackers or adversaries can corrupt the
information by manipulating the message, causing financial or ethical damages. Thus,
to attain the secured data communications various information encryption and hiding

schemes have been developed.

Over the last decade, many research efforts have been dedicated to develop
Image Steganography Systems (ISSs). These systems gained the popularity due to the
easy communication of the multimedia content through low-cost devices like mobiles
and IP cameras, and social media like WhatsApp, Twitter, and Facebook. (Hussain et
al., 2018). In addition to the understanding of the secret data embedding in an image,
several issues involving the image security and hiding of the secret message still
remain unsolved (Sahu and Swain, 2020). Several studies revealed the substantial
applications of the steganography in the field of medical diagnoses (Arunkumar et al.,
2019; Eze et al., 2019), military (Tuncer and Avci, 2016), multimedia biometric data
security (Mohsin et al., 2018) and cloud computing (Shanthakumari and Malliga,
2019). The remaining key issues and difficulties related to the steganography are
mainly divided into three types, i.e. (1) the inability to embed higher amount of data
due to the limited payload capacity, (2) low security of the secret message hidden in
the image, and (3) inability to maintain a high level of robustness and imperceptibility

of the steganography system. Figure 1.1 shows these issues. Despite intensive research



efforts these problems are far from being resolved. Thus, the current study made an

effort to overcome these shortcomings.

Payload Capacity

Robustness Imperceptibility

Figure 1.1 Key issues related to the existing steganography systems.

The steganography can be categorized into several types depending on the
cover medium including the image, audio, text, video, DNA or even protocol (Hussain
et al., 2018). Each of these cover media has its advantage and drawbacks (Dhar and
Banerjee, 2019; Kadhim ef al., 2019). Among these media, images are mostly used as
a cover media due to their availability, easy usage by the users, high capacity and
imperceptibility (Kadhim et al., 2019; Subhedar and Mankar, 2020). As such, this

study uses images as the cover media to host the text as a secret message.

As pointed out previously, the steganography is a method of hiding the
sensitive data inside a trusted media such as an image so that it becomes unnoticeable
by the intruders or unauthorized users. An image that hosts the secret data with a
certain quality is called stego image, while the original image is called the cover image
(Pak et al., 2020). The importance of the stego is determined by the security of the
secret message embedded inside the cover image. Another definition of the
steganography is the data transfer over the Internet through the reliable media without
noticing or discovering by the human eyes. There are two aspects of this description,
the sender needs to hide the message and the receiver needs to extract the hidden
message from the stego image via the information stored in the stego key (Gutub and
Al-Ghamdi, 2020). Therefore, the main aim of the steganography is to maintain the

stego image and then receive it without being noticed by the intruders or attackers



(Nisha and Monoth, 2020). The schematic diagram in Figure 1.2 depicts the working
principle of a typical steganography model.
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Figure 1.2 A block diagram of steganography model

The robustness of a steganography model depends on the suitability of the
embedding process of the secret message in the cover image (Liao et al., 2020).
Furthermore, the stego key must include all the necessary information for extracting
the secret message from the received image. The presence of any fault in certain
steganography stage makes the scheme less secured (Gong et al., 2020). A successful
steganography system must support high capacity to carry more information,
enhancing the security to make the system highly secured and reliability to ensure the
imperceptibility of the system (Mukherjee and Jana, 2019). Furthermore, the
imperceptibility determines the robustness of the steganography system (Edward Jero
et al., 2016). It is important to note that hackers are aware of the most of the existing
steganography methods (Kadhim et al., 2019). Thus, it is obligatory to devise a new
steganography scheme with cutting-edge ideas so that they become less susceptible to
the attacks. To this end, this thesis focuses on an improved embedding process for both
secret message and cover image, which increases the capacity, imperceptibility and

robustness of the proposed steganography scheme.



The basis of any steganography system is the embedding process to hide the
secret data in the cover image which is achieved in three domains, namely spatial,
transform and adaptive. The adaptive can essentially be interlinked to the spatial and
transform domains (Hussain et al., 2018; Kadhim et al., 2019). Figure 1.3 shows the
general classification domains of these domains used in the steganography systems.
The simplest data embedding process for the digital images is based on the
modification of the cover image pixels in the spatial domain (Nisha and Monoth,
2020). To encode the secret bit directly or indirectly, all these domains exploit the
intensity of the pixels’ level values of a cover image (Georges and Magdi, 2020). This
is achieved via some mechanisms related to the embedding and decoding complexity.
The spatial or image domain techniques use bit-wise methods that apply bit insertion
and noise manipulation through modest mechanisms (Sidqi and Al-Ani, 2019). The
Least Significant Bit (LSB) is the main spatial domain steganography scheme
(Shanthakumari and Malliga, 2020). Most of the previous studies utilized the LSB
method for embedding the secret bit into the image pixels to achieve high reliability
and flexibility in the steganography system (Singh and Bhardwaj, 2019). Another
reason for using the LSB method is its simplicity, high data embedding capacity and
unrecognizable by the naked eyes (Hussain et al., 2018).

Image Steganography Domains

J |

Spatial Domain ] Frequency Domain

Adaptive Domain

Figure 1.3 The general classification methods of different embedding domains

In the transform domain, on the other hand, the secret bits are embedded into
the cover image wherein these bits are hidden under the sub-band frequency
coefficients (Saidi et al., 2019). Compared to the spatial domain, the process of
embedment and extraction in the transform domain is very complex. Nevertheless, this

approach does not only enhance the system security but also is less susceptible to



cropping, compression, rotation and scaling attacks (Kadhim et al., 2019). Therefore,
the transform-based systems are more efficient in preserving the stego image quality,
making less detectable in an unsecured channel. Several transform domain-based
methods have been proposed for the steganography in which the most popular schemes
include the Discrete Cosine Transform (DCT) (Saidi et al., 2019) and Discrete Wavelet
Transform (DWT) (Sharma et al., 2019). Although the frequency domain-based
steganography techniques have better security, they suffer the low imperceptibility and

capacity(Kaur and Singh, 2020).

The adaptive domain combines both the spatial and transform domain (Yu et
al., 2020). In the data embedding process, the adaptive nature of the scheme can be
included in various ways such as the selection of the target pixels in the cover image,
number of bits embedded in a pixel and kind of modification to be made. However,
the improved steganography schemes achieved involving the adaptive domain-based
techniques need extra time-consuming procedures in advance including the
compression, noise removal or encryption. In addition, these techniques are not
effective for the embedding or hiding processes (Singh and Bhardwaj, 2019). Some
ever-demanding applications of the steganography schemes related to the biometric
screening and medical diagnoses need further recovery and improvement (Meng et al.,
2019). As pointed out previously, these applications still suffer low security and
imperceptibility. As most of steganography schemes are real time programs, it is

necessary that they are time efficient (Douglas et al., 2018).

1.2 Problem Background

Hiding a message in the media such as images has received focused attention
in the field of data security in the internet where attacks are very common. Lately, the
internet providers have been paying more attention and playing significant role
towards the information communication and transmission of various sensitive as well
as private data. In this rationale, the data security became inevitable for the privacy
preserved information transfer over the Internet. Earlier, many efforts have been

dedicated to build secured steganography methods. However, the sensitive data to be



concealed in media is not effective (Gutub and Al-Shaarani, 2020).In short, an accurate
and robust steganography method with strong embedding process, security, and

capacity is far from being achieved (Kadhim et al., 2020).

Figure 1.4 shows fundamental features of an ISSs and the associated problems
that need to be addressed. The challenges of the existing image steganography methods
and limitations concerning the embedding solutions are emphasized. The highlighted
requirements must be fulfilled during the design of the image steganography scheme.
An ISSs with excellent security, high payload capacity and accurate embedding
process have been deficient. In addition, the security of the secret message and payload
capacity of the hidden data inside the stego image need to be enhanced. The embedding
method must be able to improve the imperceptibility, wherein a new random
partitioning technique can be used to enhance the robustness of the proposed scheme.
The following sections discuss the main requirements and problems related to the

existing ISSs that are addressed in this study.



Image Steganography Systems ISSs

1- Exposure to different kinds of attacks like HVS, Histogram and Chi-square (X?) that
makes the hidden secret message vulnerable to the attacks.

2- Ease of embedded secret data retrieval due to the use of weak encryption algorithms.

3- Have limited payload capacity in terms of the amount of data embedded to the image.

4- The low imperceptibility of the steganography method affects the system quality.

U

Need a solution that guarantees the high imperceptibility of the stego image while
maintaining the payload capacity and security of the scheme as high as possible.

U

1- Use a portion of the image pixels such as a high contrast pixel value, edge region, and
ROI only led to low capacity (‘An enhanced LSB-Image Steganography Using the
Hybrid Canny-Sobel edge detection’, 2018) . .

2- Use known encryption methods effect negatively on the ISSs. on two ways. First, some
known encryption methods have been breached by hackers, this, in turn, affects the
robustness of the secret text as it is easy to retrieve. Second, the current encryption
methods require a very long encryption key for which in turn requires reserving large
areas of the vector that is responsible to hold the encryption information to the recipient's
side inside the stego image which in turn reduce the imperceptibility of the stego
imaeg3-High MSE that reduces the PSNR (Zodpe and Sapkal, 2020).

3- The use of image pixels in a binary manner has become known to intruders, which
makes it easier to retrieve the embedded data (Kumar and Singh, 2020).

4- Use random methods to select blocks and pixels of the cover image with a one random
parameter technique reduces the robustness (Mukherjee et al., 2020).

e

1- A high level of security for the secret message via the synergy of the new encryption
method and enhanced compression coding.

2- A high payload capacity via the use of enhanced compression coding and extend the
pixel’s value using the non-binary method.

3- Scheme with an integrated level of security by combining a new embedding method,
divided the image into blocks and pixels randomly, a scanning algorithm between pixels
that are under the threshold with the new coding method.

4- A high level of Robustness through the use of image decomposition and a random
partitioning technique.

What Do We Need?

Limitations of the Existing ISSs Works

The Required Solution Must Achieve

Figure 1.4 The problems that need to be addressed and resolved in the existing
ISSs



The sensitive data (for example financial, banking, military, critical
intelligence and medical) sent through the Internet needs absolute protection from the
hackers and intruders interventions (Sedighi et al., 2016; Pandey et al., 2019). Due to
the widespread nature of the images used in numerous applications over the internet,
the images have been selected as the appropriate media to hold the transferred data. In
addition, the data security becomes more important and challenging during the
embedding to the image before sending it through any channels. Although several
steganography methods have been proposed to address these challenges (Alyousuf et
al., 2020). However, the attackers have the ability to overcome those measures and
easily introspect the hidden data embedded within the stego images (Jin et al., 2020).
Therefore, it is imperative to protect the stego image from being analyzed by the

attackers. (Mahana and Aggarwal, 2019).

The security performance of any steganography method is determined by the
amount of data hidden in the stego image. To maintain highly secured stego image ,
existing works tend to reduce the data embedded into it (Kadhim ef al., 2020). The
intuition is that, the steganography developers try to keep the stego image as original
as possible (Arunkumar ef al., 2019; Prasad and Pal, 2019). However, such approach
adversely affects the capacity of the stego image, and consequently, limits the ability
of the steganography system to only embed small amount of data into the cover image.
As such, any proposed solution needs to increase the imperceptibility while

maintaining high capacity.

Existing secret message encryption techniques used in steganograpy added an
extra layer of security to make the steganography method secured (Zodpe and Sapkal,
2020). Such encryption makes it difficult for the attackers to reveal the content of the
secret message even if the steganography method was compromised by steganalysis
techniques. Although, many encryption methods have been suggested in the literature
to improve the security of the payload, these methods are susceptible to cryptanalysis
attacks. This is because these techniques rely on the changes in the order of bits, letters,
or words which in turn depends on the random number generators to generate the
encryption key (Stojanovski and Kocarev, 2001; Abdullatif er al, 2018).

Fundamentally, the random number generators are used to produce the encryption key



used to encrypt the secret text. Usually, two types of random number generators are
utilized including the True Random Number Generator (TRNG) and Pseudo-Random
Number Generator (PRNG). The TRGN relies on entropy as a non-deterministic
approach to implement the randomness. This gives the TRGN the ability to generate a
difficult-to-break encrypted text. However, the TRNG is a time-consuming technique,
which makes non-practical when dealing with large size of the text (Fadhel ef al.,
2017). This means the TRNG technique requires a long encryption key, which in turn
occupies more space from the vector which is responsible for carrying the encryption
information in the stego image. Additionally, TRNG can be statistically analyzed,
which facilitates decoding the cypher text.

In an image steganography system, the “security” is the vital characteristic that
needs proper performance evaluation. The key requirement of the steganography
system is to transmit the data securely so that the data remain inaccessible by the
intruders during transmission through unsecured channels (‘An enhanced LSB-Image
Steganography Using the Hybrid Canny-Sobel edge detection’, 2018) . The security
refers to the “un-detectability” or “un-noticeability” of the steganography system
(Prasad et al., 2020). Thus, any steganography method is considered to be secured if
the secret data remains undetectable by the statistical analysis or removal after being
detected by the attacker. Generally, the steganography methods may suffer from
various types of steganalysis detection attacks wherein the intruders try to detect the
existence or even to retrieve the secret data embedded in the stego image (Karampidis
et al., 2018). To address this issue, a steganography system based on the Pixel Value
Difference, text encryption and random pixel section was proposed to protect the stego
message during transmission (Mukherjee et al, 2020). Similarly, a bit-plane
histogram-shifting based embedding was proposed by Nyeem (2018) . However, these
methods can be statistically analyzed, which facilitates decoding the secret text
(Hussain et al., 2018; Kadhim et al., 2019). Consequently, existing steganography
systems still suffer from several types of attacks and needs further enhancement

(Bachrach and Shih, 2017).

The primary aim of an efficient image steganography system is to send the

maximum amount of data using the minimum pixels of the cover media. It enables



reducing the interception probability while sending through an insecure channel and
thereby demands high embedding capacity. According to Nyeem (2018) the
embedding rate is the amount of hidden data (in bits) compared to the original image
size. Keeping higher payload capacity without sacrificing the imperceptibility and
security is a major challenge in the steganography system development (Kadhim et al.,

2019).

One of the prerequisites of any message embedding process is the
imperceptibility which hides the secret bits in the digital image so that it remains
invisible to the naked eye or statistics (Rawat et al., 2020). The embedding process is
inherently related to the payload volume of the secret data and security of the
steganography system. Therefore, any reduction in the embedded data to the cover
image can make little alteration of the bits in the original image. This keeps the stego
image almost similar to the original image (Kuo et al., 2016; Gutub and Al-Shaarani,
2020). The image quality of a steganography method is evaluated using the peak signal
to noise ratio (PSNR) measure (Mahana and Aggarwal, 2019). The PSNR value is
calculated by comparing the original and stego images after performing the embedding
process. The data embedding process is considered to be imperceptible to the human
vision system (HVS) if the PSNR value is greater than or equal to 30 dB (Al-tamimi
and Alqobaty, 2015).

Over the past decades, the developers of the image steganography and
steganalysis have paid much attention to enhance the PSNR value during the
evaluation of the image steganography system (Vikranth et al., 2015; Gutub and Al-
Shaarani, 2020). Although different proposed techniques improved the PSNR, they
could not maintain an acceptable level of the payload capacity (Seyyedi et al., 2016;
Saidi et al., 2017). Thus, an accurate embedding method is still required to maintain
the trade-off between security and imperceptibility of the stage image and increase the
robustness of the steganography system. Few studies have been tried to reduce the
value of the mean square error (MSE) for the embedding process to enhance the PSNR
values (ALabaichi et al., 2020). However, this comes at the cost of imperceptibility of

the stego image, and consequently the robustness of the steganography system. As
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such, there is a need to address this issue and by building a robust steganography

method that guarantees the security, capacity, imperceptibility of the stego image.

1.3 Problem Statement

There are several issues in the existing image steganography systems that need
to be overcome. Firstly, payload security must be improved to prevent attackers from
read the contents of hidden message even if they managed to analyse the stego image.
These methods are well-known to intruders, which make it to reveal the secret text
once detected in the stego image. Addition, the conventional encryption algorithms
generate a long encryption key, which large space in the stego image. Consequently,
it becomes easy for intruders to identify notice the hidden data in the stego image.
Secondly, existing solutions suffer from high rate of MSE which decreases
imperceptibility of the stego image and adversely affects the robustness of the
steganography system(Kini and Kini, 2019). Thus, it is important that the
steganography solutions address this issue and decrease MSE to improve the

imperceptibility of the stego image.

In addition, existing steganography solutions suffer low embedding capacity.
Although some of these solutions employed several compression techniques to
compress the secret message before embedding, their concern was to reduce the size
of the secret text. Such a reduction is suboptimal as it overlooks the capacity limitation
of the stego image. For an effective steganography system, it is important to decrease
the size of secret text while increasing the capacity of the stego image. Thus, a new
scheme is needed for expanding the decomposition of the pixel value to enhance the

capacity.
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14 Research Aims

The aim of this study is to propose an improved image steganography scheme
by increasing the security of the payload and capacity of the stego image while

maintaining high imperceptibility.

1.5  Research Objectives

1. To improve the proposed scheme by integrating a new encryption method and
enhanced compression algorithm for the secret message which increases the

capacity while maintaining a higher level of security.

2. To enhance the robustness of the proposed steganography scheme by design a

decomposition method while maintaining the visual quality of the stego image.

3. To propose and design a new embedding method for hiding the secret message

which improves the security of the steganography scheme.

1.6  Scope of the Study

This work intends to develop a highly secured image steganography system
based on a new embedding method with image partitioning to achieve the strong
imperceptibility, high PSNR and improved robustness. Some of the existing state-of-
the-art techniques are used in the proposed system to further enhance its robustness.

Based on these set objectives, the following scopes of study are emerged:

1. The manipulation of the image such as the zooming, rotation, scaling, etc.

is not considered in this study in addition to the time.

ii.  The embedment of the text file into an image was performed by considering

the condition of the steganography system.
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iii.  The use of the colour and grey images (Tiffany, Cameraman, Lena,
Baboon, Zelda, Couple and Peppers with pixels size of 512 x 512) from the

standard dataset (SIPI) for the evaluation of the proposed scheme.

iv.  Testing the robustness of the proposed scheme against Chi-Square attack,

Histogram and HVS attack.

v.  This study does not include the speed of the encryption process and its

comparison with other studies

vi.  The performance evaluation of the proposed image steganography system

using the PSNR, MSE, NCC and SSIM.

1.7 Significance of the Study

The proposed scheme overcomes the limitations associated with the security,
capacity and imperceptibility of the existing steganography systems. The newly
developed scheme became more reliable in terms of both security and capacity. The
security of the steganography scheme was enhanced while keeping the PSNR score
very high. This study faced some problem regarding the capacity and lowering its
dependency. The limitations suffered by the existing method in the embedding process
(Karampidis et al., 2018; Alyousuf et al., 2020), were overcome using the proposed
scheme. The performance evaluation results of the present steganography scheme

showed improved capacity and security.

The designed steganography scheme may contribute to several applied fields
of data communication such as the military, medical, cloud computing, and industry
where high security and robustness is the priority. In the medical field, vital
information is hidden in the medical data itself and sequence of DNA and propagated.
This will help to avoid the leakage of private details in unauthorized hands. While in
multimedia applications, steganography is often applied to mark the copy right
information. This is termed as watermarking and here, the cover media have more

significance than the secret data. In industry and corporate communication,
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authenticity and security are much important since unsafe communication may result
in serious data leakage. Some applications are presented in the prosed study such as
Smartsteg on mobile devices (Bucerzan et al., 2013), securing multimodal biometric
data (Mohsin et al., 2018), protection of IP (Intellectual Properties) and embedding
individual information in smart identity card are also available (Sengupta and Rathor,
2019). One of the advanced steganography techniques is to use it with an advanced
data structure; it helps in securing a large amount of information. The end-to-end data
transmission could be done with the actual file securely using meta information with
it. With the use of advanced data structure, the problem of allocation in the hard-disk
memory can be targeted and yield in addressing the big data problems (Mcmillan,

2014).

1.8 Thesis Outline

The thesis is comprised of 6 chapters and the organization as follows. Chapter
2 presents a critical review of the relevant literature on image steganography. A
comprehensive classification based on the cover types, key types, embedding and
extracting techniques, some weaknesses with sued. Chapter 3 describes the
methodology of the research with a detailed framework and analyze the proposed
image steganography scheme (data pre-processing, embedding and extracting
processes) are explained in Chapter 4. The performance evaluation outcome of the
developed image steganography scheme against different attacks and achieved results
are highlighted in Chapter 5. Chapter 6 concludes the thesis with novelty, contribution

and recommendations for future work.
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