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Abstract  

  
This is especially true given the spread of IoT, which makes it possible 

for two-way communication between various electronic devices and is 

therefore essential to contemporary living. However, it has been shown 

that IoT may be readily exploited. There is a need to develop new 
technology or combine existing ones to address these security issues. 

DL, a kind of ML, has been used in earlier studies to discover security 

breaches with good results. IoT device data is abundant, diverse, and 
trustworthy. Thus, improved performance and data management are 

attainable with help of big data technology. The current state of IoT 

security, big data, and deep learning led to an all-encompassing study 
of the topic. This study examines the interrelationships of big data, IoT 

security, and DL technologies, and draws parallels between these three 

areas. Technical works in all three fields have been compared, allowing 

for the development of a thematic taxonomy. Finally, we have laid the 
groundwork for further investigation into IoT security concerns by 

identifying and assessing the obstacles inherent in using DL for security 

utilizing big data. The security of large data has been taken into 
consideration in this article by categorizing various dangers using a 

deep learning method. The purpose of optimization is to raise both 

accuracy and performance.  
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1. Introduction 

1.1 Big Data 

 
It is sometimes referred to as having a large variety of data, increasing volumes, and accelerating 

pace. Big data in particular is being gathered in enormous quantities, which increases complexity. 

These enormous data volumes cannot be handled by conventional technology. Large amounts of data 

are referred to as "big data". It is important to realize that value frequently only constitutes a small 
portion of the entire volume to deal with a particular business case. It is impossible to find this 

crucial element without prior research. When we talk about "big data," we mean a lot of data. Every 

second, the organizations that need to be handled generate vast amounts of data. Big Data will 
therefore gather, store, and organize data so that analysts may investigate it further. To put it another 

way, it refers to a huge quantity of data that can be mined for useful information. The amount and 

complexity of big data, particularly from new sources, are increasing. Traditional data processing 
approaches can't handle these massive datasets. Despite the sheer volume of data, it may be put to 

good use in solving business problems that you were previously unable to manage. 

Since the amount of data generated is enormous and changes rapidly, innovative data processing 

methods are required to make better judgments, get a better knowledge of processes, and make them 
run more efficiently. If conventional or current technology has difficulty collecting, processing, 

storing, filtering, and visualizing the data, we may refer to it as "Big Data." In a nutshell, "Big Data" 

technology entails amassing, storing, and mining massive data sets for insights. Huge data refers to a 
sizeable amount of information that is described by a more intricate form of information and intricate 

connections between various data sets. Big data's main advantage is that it analyses massive data 

more effectively than conventional methods. Because of advancements in data collection, storage, 
and interpretation, big data has captured the attention of the current generation. The proliferation of 

digital media over the last three decades has resulted in an explosion of data in fields as diverse as 

finance, social media, and medicine, among others. Every day, data storage prices fall, making it 

possible to save all of the data rather than destroy it. Numerous ways for analysing data have also 
been developed, although few of them have done so properly and effectively. The gathering of large 

resources that can be used frequently is what big data is like. 

1.2 IoT 

It is no longer a mysterious idea. IoT has recently developed into a technology that has the potential 

to influence how we live in the future. As naturally curious creatures, humans seek to reduce manual 

labour and the chance of error by using Internet-connected gadgets and simplify and streamline our 

lives overall (IoT). We, therefore, added intelligence to our technology and focused on other issues 
that would increase our effectiveness. We've made it feasible for devices to collect and share data 

using ML and NN by connecting them and the internet. The results of this phase were excellent. IoT 

users can benefit from higher degrees of automation, analysis, and integration. They improve the 
depth and scope of coverage in these areas. The Internet of Things is made up of sensors, networks, 

and robotics. Modern viewpoints on how technology affects our lives, more affordable hardware, 

and cutting-edge software are all benefits of IoT. 

The success of IoT depends on the usage of artificial intelligence, sensors, user engagement, and tiny 

devices. We can quickly see what can be done by putting each of these features into practice in fig 1. 

IoT transforms seemingly lifeless devices into "smart" ones by collecting and analysing data using 

artificial intelligence algorithms and networks. Installing sensors in your refrigerator and cabinets 
that alert you when you have running low on milk or cereal might be a simple solution. Because of 

new enabling technologies, IoT connections are no longer dependent on only one or two service 

providers, which is a significant advancement for the networking sector. The IoT effectively creates 
mini-networks to link its numerous nodes. The Internet of Things would be nothing without sensors. 

These defining tools enable IoT to develop into a useful, flexible system. It is becoming less 

common for people to use technology passively. A fresh method of connecting with data, goods, and 
services are offered by the IoT. Electronics have naturally moved in the direction of becoming more 
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compact, affordable, and potent. IoT depends on tiny, custom-made devices for their accuracy, 

scalability, and adaptability. 

 
 

Figure 1. Key Features of IoT 

1.3 Deep Learning 

Deep learning architectures, prominent deep learning frameworks, and evaluation techniques for 

deep learning-based models were all explored in detail. The three main categories of learning models 

used in deep learning systems are supervised learning, unsupervised learning, and semi-supervised 
learning. With supervised learning, the data used to train the architecture is correctly labelled, but 

with unsupervised learning, the input is unlabelled and the architecture attempts to construct a 

structure by extracting important information. When it is challenging to extract key characteristics 
from the data, semi-supervised learning methods, which include labelled and unlabelled data in the 

training dataset, are useless. Furthermore, discriminative and generative deep learning systems can 

be distinguished. The generative model enables unsupervised learning techniques, whereas the 

discriminative model often supports supervised learning techniques. 

 
 

Figure 2. Deep Learning Techniques 

1.4 Optimization   

 

The goal of optimization is to provide the "optimal" design in light of a set of constraints or 
priorities. Some of them include increasing productivity, tenacity, reliability, endurance, 

effectiveness, and utilization. Optimization strategies are frequently used to find solutions that 

increase or decrease particular research criteria, such as decreasing costs involved with creating a 

good or service, maximizing revenues, minimizing the number of raw materials used to manufacture 
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a good or increasing output. Fig 1.3 is presenting different optimization techniques such as heuristic 

optimization, nature-inspired optimization, and Meta heuristic optimization. 

 
 

Figure 3. Optimization Technique 

 

2. Literature Review 
 

Recent studies in the fields of big data, security, and deep learning have taken datasets into account 

for both training and testing. 
 

M. Mohammadi, et al. (2018) focused on big data and streaming analytics for IoT using DL. In this 

research, they explore how DL might be used to provide analytics and learning in the IoT domain. 

They also review and assess significant published research projects that used DL in the IoT area. 
Also addressed were the intelligent IoT gadgets that have DL built into their intelligence base. To 

support IoT applications, DL deployment strategies on fog and cloud centres are also studied. 

Finally, we discussed various difficulties and potential research avenues. [1]  
D. P. Acharya, et al. (2019) reviewed analytics for big data: challenges, unanswered questions, and 

tools each day, cutting-edge IT infrastructures generate terabytes of data thanks to innovations like 

IoT & cloud computing. To generate information for decision-making from this kind of enormous 
data collection, a lot of work has to be put in at several levels of analysis. This has led to the present 

focus on research and development in the area of "big data analysis." The primary purpose of this 

research is to investigate the potential consequences of large data problems, unexplored research 

areas, and associated software. As a result, this article offers a framework for analysing big data in 
its many forms. Additionally, it provides researchers with a fresh opportunity to create a solution in 

light of the obstacles and unanswered questions that have plagued previous efforts. [2]  

Dandugudum Mahesh, et al. (2019) introduced the future holds for big data analytics and AI in IoT. 
Today's most important developments are the IoT, Big Data, and AI. Several social structures, such 

as those of commerce, finance, industry, manufacturing, management, and the environment, stand to 

benefit from their implementation. IoT connects the real world to the virtual one and produces 

massive amounts of data. IoT, Big Data, and AI are all remarkable developments that, when put to 
use together, become much more crucial resources that may be utilized for good or evil. The 

utilization of IoT devices, large amounts of data, and artificial intelligence has posed several 

challenges to internet governance. [3] 
Mr. K. Karthiban, et al. (2019) looked at stored & processed data as the major purpose of big data 

analytics in the creation of a safe and secure IoT. The phrase IoE describes the interconnection of 

smart devices, networks, systems, and people. In this analysis, we take a look at what's already in 
place to make the Internet of Things safe to use. Sensing devices embedded in everyday things 

contribute to the massive amounts of data known as "big data. This data can be applied to 

environmental analysis and development based on inference. This information is used by the Internet 

of Everything to automate the electronic devices in the immediate area. However, as automation 
levels rise, so does a system's susceptibility to attack. In this article, they take a close look at how big 

data analytics may be leveraged to build a secure IoE. [4] 
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M. Kantarcioglu, et al. (2019) provided research obstacles at the big data, security, and privacy 

intersection. Once data has been gathered, it may be shared between businesses and potentially 

linked or cleaned to enable 61 new applications and reveal potential value. For instance, municipal 
planners can use location information gathered from mobile devices 62 to better improve 

transportation systems. Sadly, security and privacy concerns could make such data exchange 

impossible. Even worse, in some circumstances, such data may be shared 64 with numerous parties 
that may have competing interests. For instance, some businesses might be reluctant to 65 shares 

their cybersecurity event data because of concern that a competitor might take advantage of it. 

Because of this, it's important to consider some issues, such as those of security, privacy, and 67 

incentives for sharing big data. [5] 
P. Angin, et al. (2019) presented analytics of big data for cybersecurity. With billions of connected 

devices, the Internet of Things era has increased the surface area that cybercriminals might exploit, 

necessitating the need for swift and precise threat detection. Cyber threat analysis systems may 
benefit greatly from the usage of big data analytics technology due to their ability to examine 

enormous volumes of data in real-time. [6] 

Feng Zhang, et al. (2020) explained a security strategy for agriculture based on the IoT and big data 
mining. The swarm intelligence algorithm simulates the challenging issue of populations in nature 

by having individuals work together to solve it. The algorithm is independent of particular issues and 

offers excellent robustness and parallelism potential. Agricultural big data fusion problem concept, 

principle, and implementation approach are investigated. The large data fusion modelling algorithm's 
shortcomings are then examined. Finally, the ant colony large data fusion algorithm's source and 

fundamental phases are examined. The experimental findings demonstrate that the measured data 

validate the enhanced Big Data ACO algorithm. The enhanced algorithm suggested in this study 
significantly reduces the uncertainty of data fusion when compared to the D-S evidence theory, K-

means, and Bayesian algorithm. [7] 

S. Vats, et al. (2020) reviewed the evaluation of the efficiency of a time-optimized, symmetrical big 
data analytics framework. In the time-optimization paradigm presented in this study, three Name-

nodes (Master Nodes), three Data-nodes, & a single Client-node all shared HDFS. Within the DMZ, 

these vertices perform a mirroring role (DMZ). To use this approach, you'll need to hunt for machine 

learning jobs on a separate platform. To get started, the first node has to have the maven repository 
set up with Mahout and all of the other machine-learning libraries (Name-node 1). On the second 

node, R is being run through the shiny server and is linked to Hadoop (Name-node 2). The third 

node has Splunk set up so that the logs may be analysed (Name-node 3). For instance, processing 
Newsgroup data collection using Mahout since other tools are incompatible with it is an example of 

how tool choice may affect data independence. The empirical findings prove without a reasonable 

doubt that the suggested model outperforms the resource limitations of the baseline model. The 

proposed model is also capable of running any kind of algorithm on various data sets that are 
available in their native forms. [8] 

S. Riaz, et al. (2020) focused on privacy and security concerns around big data in the cloud at the 

current time and where the field is headed in terms of research. In this paper, they analyse and 
critique existing frameworks and architectures for data security that is continually established against 

threats to improve how to keep and store data in the cloud setting, and we provide an overview of the 

characteristics and current state of big data and data security and privacy top threats, open issues, 
current challenges, and their impact on business for future research perspective. [9] 

S. A. Janab, et al. (2020) presented IDA and IoTs are used in a clever method to provide the ideal 

learning environment in higher education. Five components make up the created system given here 

that uses IDA and the Internet of Things to solve an issue in higher education (IoTs). The biggest 
advantage of this approach is that it frees up a lot of time for teachers by eliminating the need to 

manually record attendance each day. Fewer people are required for the administration now that it is 

more exact (This will (iii) improve teachers' productivity by automatically starting and stopping 
class sessions when students arrive and leave the classroom. This consolidated system is seen as 

fundamental to the success of Iraq's planned e-government platform. If the violator's name has 

already been accepted to the institution, the judgment against his or her pupils should be applied 

automatically, barring them from attending classes while they are under punishment. The system is 
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affordable and efficient. Last but not least, the system is built on a 254-node private network and is 

protected by a pre-prepared encryption method. [10] 

J. Koo, et al. (2020) introduced big data privacy and security is examined throughout the data's life 

cycle, and new issues are uncovered. This research verifies the existing standards developed by 
global standardization bodies and analyses relevant studies to identify risks and security concerns 

that arise throughout the big data life cycle. [11] 

A.singh, et al. (2020) provided the processing of massive volumes of data for multimedia networks, 
using software that takes advantage of IoT. These wireless connections are made possible by 

technologies like Wi-Fi, Bluetooth, Infrared, and Hotspots. Devices like this must be connected to 

servers so that user requests may be fulfilled. Big data, also known as structured, semi-structured, or 

unstructured data, is produced in vast quantities by these sensing devices. Big data approaches are 
used to store, alter, and analyse the data to make well-defined judgments. As a result, corporate 

leaders at the top may manage their companies in real-time. The Personal, Group, Community, and 

Industrial application categories of the Internet of Things are all seeing a tremendous surge in the use 
of smart devices. Smart devices are a crucial part of IoT due to their easy connectivity to the internet, 

independence from a human power source, and ability to sense without it. This chapter begins with a 

quick overview of the IoT and its structure. The topic of IoT-related technology is then discussed. 
Also mentioned are the many IoT application fields. [12] 

M. I. Tariq, et al. (2020) presented deep learning methods for improving large data in medicine 

Muhammad. Similar to this, there are several limitations on a significant amount of data processing 

with current conventional methods of data analysis and processing. Big data analytics and DL are 
both currently very active fields of medical science research. Due to the vast volumes of data 

relevant to its field that have been gathered by numerous medical organizations, big data is 

becoming more and more important. Big data management skills allow for the execution of novel 
research projects and the adoption of fresh delivery strategies for medical science. Therefore, unique 

contexts like medical and big data machine learning landscapes heavily rely on the existing DL 

algorithms utilized in general scenarios. Another contributor to poor performance is the heavy 
reliance on human input throughout the DL-based algorithm development process for medical big 

data. [13] 

X. Nie, et al. (2020) looked at big data & IoT analytics-based safety management for subsea 

operations. This study explores how SCADA may be used in conjunction with IoT and Big Data 
Analytics to promote sustainable water management in smart cities. Sensors connected to the 

Internet of Things may be set up to capture data on how often a gadget is used, how well it performs, 

and how high quality it is made to be. This data can then be analyzed using big data techniques. To 
put this notion of big data analysis into practice, it may be possible to expand IoT software to 

include the whole water supply system and device product usage. The results of the study suggest 

that the implementation will actively regulate water usage by enterprises and consumers to improve 

the reliability of the water supply. [14] 
V. Seethalakshmi1, et al. (2020) utilized the HGDSMO algorithm, big data processing in 

heterogeneous environments can schedule resources effectively. Addressing the problems and 

difficulties in the HGDSMO technique is suggested for effective resource allocation. The proposed 
HGDSMO algorithm takes inspiration from the foraging and social behaviour of spider monkeys to 

attain the same aim of effective resource allocation. [15] 

Daissaoui, et al. (2020) researched a survey on IoT & big data analytics for smart buildings. The goal 
of the digital transformation procedures has been to increase productivity, safety, and execution 

quality, as well as to promote sustainable development, teamwork, and solutions for the sustainable 

smart city mainstream digital advancements are revealing new tendencies in the integration of 

information technology into the construction sector, which is undergoing radical change as a result. 
Systems for managing smart buildings today use a range of sensors, actuators, and dedicated 

networks. Their goals were to assess the state of particular places and implement the necessary 

regulations to maintain or enhance comfort while conserving energy. In this article, they suggest 
reviewing works on IoT and big data analytics for smart buildings. [16] 

Khalid Haseeb, et al. (2020) provided EBDS: A Trustworthy IoT-based Big Data-based Safe 

Framework for the Environment. The Internet is used by the IoT-based network to interact with and 

store massive amounts of data on the cloud. Therefore, security and data integrity are additional 
study concerns along with the reduction in energy use. To this end, they provide a safe, big data-
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based, energy-saving infrastructure for IoT. First, IoT-based sensors are linked together to collect 

data, and the Dijkstra-based optimum algorithm is used for data routing. This proposed method 

determines the most reliable and shortest transmission channels while using the least amount of 

energy possible. Protecting the produced big data from network attackers and encouraging green 
practices are additional benefits. According to the results of the experiments, the EBDS framework 

improves the green environment's performance by 16% in terms of energy consumption, 33% in 

terms of packet drop ratio, 13% in terms of network throughput, 15.5% in terms of end-to-end delay, 
and 16% in terms of route stability, compared to the baseline performance established by the 

previous studies. [17] 

R Anitha, et al. (2020) Used deep learning techniques for data security in an IoT environment. 

Recently, IoT frameworks have struggled with signal validation, and it might be difficult to spot a 
digital attack when it connects to the cloud. The method utilized to identify the digital intrusion in 

the IoT entrance is deep learning. A new calculation is used to overcome this problem and ensure 

that the information is transferred securely. An autonomous vehicle is equipped with a variety of 
sensors. Information is continually collected and stored in the cloud. An IoT entrance is used to 

ensure that false information is not transferred because there is a possibility of an attack. The main 

concept is to use computations to ensure that information from IoT devices is sent to the cloud. [18] 
Abhay Narayan Tripathi, et al. (2020) introduced deep learning at depth for big data and its 

applications. They have practical patterns that were previously impractical. Self-driving cars, visual 

recognition, healthcare, transportation, and other industries use deep learning. Companies nowadays 

are beginning to understand how critical it is to have access to big volumes of data to make the best 
decisions and advance their plans. Big data, so-called because of its massive quantity, varied nature, 

and rapid processing speed, is used to study patterns and trends. With its history, evolution, and 

introduction to some of the most complex neural networks, including DBN, CNN, and RNN, this 
paper serves as an introductory lesson to the field of deep learning for Big Data (RNN). [19] 

M. A. Amanullah, et al. (2020) looked into past, studies that have demonstrated that the ML 

technique known as deep learning is effective in identifying vulnerabilities in large data-based IoT 
systems. The information gathered from IoT devices is extensive, varied, and precise. Therefore, 

using big data technology allows for improved speed and data processing. [20] 

P. B. Dash, et al. (2020) used multi-class adaptive boosting classified, anomaly detection in IoT 

networks. Anomaly detection and attack identification are two of the most pressing issues in the IoT 
space today. Threats and abnormalities are being amplified to a sufficient degree as IoT-based 

infrastructure is being used exponentially across all industries. Attacks such as eavesdropping, 

service denial, malicious behaviours, etc. are the primary cause of an IoT system failure. By 
integrating many models, ensemble learning boosts the efficiency of ML strategies. In comparison to 

using a single technique, ensemble learning-based models provide a higher level of predictability 

when working with high-dimensional data this research proposes an adaptive boosting-based 

approach to detect anomalies in IoT environments. The suggested method outperforms numerous 
existing machine learning-based competitors on all the measures assessed in the performance 

comparison. [21] 

M. A. Amanullah, et al. (2020) reviewed systems for protecting IoT devices using big data and 
machine learning algorithms. IoT has made it feasible to connect and interact with a myriad of 

objects, therefore integrating technology into almost every aspect of human existence. IoT has had 

security flaws uncovered, though. Therefore, it is crucial to construct solid answers by creating new 
technologies or merging current ones to handle security concerns. With this in mind, the 

identification of security breaches is one area of machine learning known as "DL" that has shown 

potential. Countless bits of information, of varying quality, are produced by IoT gadgets. Therefore, 

the use of big data technology may improve productivity and precision. That's why they probed 
state-of-the-art choices in areas like deep learning and massive data protection for the Internet of 

Things. Data security for IoT devices and big data analytics both have been studied in connection to 

deep learning. They were able to establish shared ground and create a hierarchical classification of 
related issues by comparing technical studies in these three disciplines. At last, we've taken a close 

look at the challenges posed by combining deep learning and big data technologies for IoT security. 

They have also paved the way for future academics by outlining a methodology for addressing IoT 

security issues. [22] 
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Sagu, et al. (2020) explained techniques for machine learning to secure IoT environments. IoT 

(Internet of Things) is spreading throughout society and making otherwise dumb objects smarter by 

allowing them to share data through networks. IoT is present in a variety of industries and is not just 

found in homes or utilities. The number of linked devices is expected to surpass 20 billion by the 
year 2024. It's not without its advantages and disadvantages. The safety of the networks upon which 

a plethora of devices depend is a major cause for worry. The focus of the current article was on all 

the concerns related to protecting IoT environments and how machine learning approaches could be 
able to aid with these security concerns. The research also examines the parameters, strategies, and 

potential approaches, as well as which strategy would be more efficient. [23] 

Amit Sagu, et al. (2020) used Security for IoT using ML methods. One of the most exciting and 

invigorating breakthroughs in IT is the advent of IoT. IoT refers to a system in which electronic 
devices and other computational assets are networked together to exchange and transmit data.  

Things security is not as high as promised despite the rapid global expansion of IoT devices. Due to 

the pervasiveness of the IoT environment, the majority of users lack the knowledge or motivation to 
secure devices independently. Using machine intelligence to fix IoT security flaws might be a game 

changer. The researcher has employed machine learning techniques, methodologies, or methods in 

recent relevant studies to secure objects in an IoT setting. This article aims to examine the relevant 
literature on machine-learning strategies for safe IoT devices. [24] 

Taran Singh Bharati, et al. (2020) provided big data challenges, issues, security, and privacy big data 

can be used to describe extraordinarily large amounts of information regarding things like jeans, 

cancer, pharmaceuticals, HIV, social networking sites, etc. Humans are attempting to decipher 
biological data to solve puzzles involving biological systems. People from other fields are drawn to 

big data. Big Data has more uses and applications than before, and it is gaining popularity in the 

biological streams of data scientists. Big data comes in massive quantities and is generated rapidly 
from many sources. Thousands of posts are created on social media every second. Some important 

concerns that are taken into account in this study are its nature, sharing, storage management, 

security, and privacy. The problems are carefully examined and debated. [25] 
C. Li, et al. (2020) introduced the concept of "smart agriculture" which is shaped by the use of big 

data and the IoT in the planning process. Because of the proliferation of IoT devices and the advent 

of the age of big data in agriculture, a smart agricultural design based on IoT technology can 

effectively realize the function of real-time data transfer and information processing, therefore 
fostering the growth of smart agriculture. The analysis and processing of a vast number of planting 

and environmental data present a significant difficulty in the form of figuring out how to extract 

relevant information from these massive volumes of data. This piece uses the maximum distance-
based k-means algorithm for data mining as a technique for investigating and optimizing the vast 

volumes of data generated during the agricultural production process. Agriculturalists' requirements 

drive this practice. An experimental study compares the performance of the modified K-means 

algorithm to that of the original K-means algorithm by simulating the crop growth curve. The 
experimental data reveal that the improved K-means clustering technique has an average 

improvement in the F metric value of 7.67% and a decrease in the overall time of 0.23 seconds. The 

algorithm presented in this article is vital in boosting agricultural modernization and launching the 
sector by better realizing the functions of real-time data interchange and information processing. [26] 

Yi. Chen, et al. (2020) reviewed that Improvements in cold chain logistics may be made via the use 

of cloud computing and the analysis of massive data sets. This research endeavours to examine 
cloud-based big data analysis for its potential in optimizing distribution in smart cold chain logistics. 

The outcomes of the experiment demonstrate the viability of the vehicle routing strategy for cold 

chain logistics optimization. Execution times are 19.89, 14.52, 8.12, and 6.41 correspondingly for 1, 

2, 4, and 8 CPUs. The calculation time decreases with the number of processors. [27] 
I.M. E. Hasnony, et al. (2021) used fog and mist may help analyse large amounts of data in the IoT. 

This article provides a structured approach for analysing the IoT ecosystem using big data analytics, 

along with its limitations and challenges. In addition, both centralized and decentralized data mining 
approaches are detailed for how cloud, fog, and mist might be used together to manage data from the 

Internet of Things. However, naive Bayes topped them for the time measure, using the smallest 

amount of time to generate the mode. [28] 
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W. Ding, et al. (2021) explained in a large-data industrial setting, they have enhanced the 

effectiveness of a chemical process that employs fuzzy and real-coded logic for intrusion detection. 

To monitor data flow and stop malicious actions in the Big Data setting, each communication 

network must analyse and model the intrusion detection system. Due to the nature of the machine 
learning model used by IDSs, it is necessary to examine vast amounts of network data, some of 

which may include redundant information that increases the processing and analytical effort needed 

to analyse the data. [29] 
J. Chun-Wei Lin, et al. (2021) focused on producing a Multi-Objective Sanitization Model with 

Privacy Protection for the 6G IoT. To protect personal information, this article explains how to use 

the ACO method of ACO by using transaction deletion and adopting some different goals. To 

protect 6G IoT networks, this strategy is necessary. Delete transactions, one for each ant in the 
population, may be used to obfuscate up to eighteen pieces of information. They use a pre-large 

concept to decrease the amount of time spent scanning databases throughout the assessment process. 

To keep the 21 Pareto solutions we've already identified going, while also welcoming suggestions 
from the outside. This boosts efficiency and aids in identifying 22 optimal outcomes. PSO and GA, 

two additional cutting-edge bio-inspired algorithms, are compared to our technique in a series of 

experiments. In addition to producing fewer unintended consequences, our 25 findings show that the 
planned technique also has a relatively low computing cost. [30] 

 

Table 1: Comparison of feature chart 

 

Citation  IoT 

Environment 

 Deep 

Learning 

Big Data Security Optimization 

[1] Yes Yes No No No 

[2] No No Yes No No 

[3] Yes No Yes No No 

[4] Yes No Yes Yes No 

[5] No No Yes Yes No 

[6] No No Yes Yes No 

[7] No No Yes No No 

[8] No No Yes No Yes 

[9] No No Yes Yes No 

[10] Yes No No No Yes 

[11] No No Yes Yes No 

[12] Yes No Yes No No 

[13] No Yes No No Yes 

[14] Yes No Yes No No 

[15] No No Yes No No 

[16] Yes No Yes No No 

[17] Yes No Yes Yes No 

[18] Yes Yes No Yes No 

[19] No Yes Yes No No 

[20] No Yes Yes Yes No 

[21] Yes No No No No 
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[22] No Yes Yes No No 

[23] Yes No No Yes No 

[24] No No Yes Yes No 

[25] No No Yes Yes No 

[26] Yes No Yes No No 

[27] No No Yes No Yes 

[28] Yes No Yes No No 

[29] No No Yes No Yes 

[30] Yes No No No No 

 

3. Problem Statement 
 

There have been several types of research in the area of big data security in IoT environments. But it 
has been observed that the security of big data is a challenging operation. Deep learning mechanisms 

that are used for classification need to be used for the categorization of attack. Moreover, an 

optimization mechanism is also required to get the best solution so that training and testing 

operations made by the deep learning approach should provide better accuracy along with better 
performance. Filtering a dataset on the bases of optimized value would result in high accuracy and 

performance. 

 

4. Proposed Work  
 

The topic of how to best secure vast amounts of data in an IoT setting has been the subject of several 
academic investigations. Nonetheless, it is a known challenge that protects massive data sets from 

unauthorized access. The classification of attacks has to be done with the use of deep learning 

mechanisms, which are often employed for other purposes. Additionally, an optimization mechanism 
is needed to get the optimal answer. This is necessary for the training and testing operations carried 

out by the deep learning technique to deliver improved accuracy in addition to enhanced 

performance. A high level of accuracy and performance might be achieved by filtering the dataset 
based on the grounds of optimum value. 

 

 
 

Figure 4. Proposed research methodology 
 

The proposed model has considered records of big data transactions over an IoT environment. An 

optimization mechanism has been applied to get the best solution. Considering the best solution the 
dataset is filtered.  

 

 

 

Literature 
review 

• Big data 
security

• IoT 
Environment

• Deep learning

• Optimization 
mechanism

Problem 
statement

• Limited 
security

• Lack of 
scalability

• Lack of 
flexibility

Proposed model

• Integration of 
optimization 
mechnanism 
to deep 
learning in 
order to 
enhance the 
security of big 
data over IoT 
Environment

Comparative 
analysis

• Security 
evaluation

• Accuracy 
evaluation

• Performance 
evaluation

https://ijcnis.org/


Security of Big Data over IoT Environment by Integration of Deep Learning and Optimization 

 

Available online at: https://ijcnis.org  213 

 

 

 

 
 

 

 
 

 

 

 
 

 

 
 

 

 
 

 

 

 
 

 

 
 

 

 
 

 

 

 
 

 

 
 

 

 

 
 

 

 
Figure 5. Flow chart of proposed work 

 

4.2 Algorithm for Proposed Model 
 

1. Read datasets from big data 

2. Initialize parameter and objective function of optimization 

3. Set lower bond, upper bond, iteration 
4. Get the best optimum solution  

5. Filter dataset considering guest 

6. Set hidden layer, batch size, epochs  
7. Perform partition for training and testing for 70% and 30% 

8.  Train network 

9. Test Network 

10. Find true positive (TP), true negative (TN), false positive (FP),  
false negative (FN) 

Start 

Get big data transactions over an IoT environment  

Apply optimization mechanism to get the best 

solution 

Filter dataset considering optimized solution during pre-processing face 

Initialize the deep learning model by setting iteration, epochs, hidden layer 

Split training and testing model in 70% and 30% 

Train the network model 

Test the network model 

Get the confusion matrix 

Find the accuracy and performance of a proposed hybrid model 

Stop 
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11. Find accuracy 
Accuracy = (TN + TP) / (TN + TP + FN + FP)  

12. Precision = TP / (TP + FP) 

13. Recall= TP / ( TP + FN) 
14. F1 score= 2* (Precision * Recall)/ (Precision + Recall) 

 

5. Results and Discussion 
 

A deep model is used for a dataset containing a variety of big data entries over an IoT environment 

for the proposed research. Because of this, many forms of cyberattacks may be recognized and 
labelled. Two situations have been simulated: one in which the dataset is filtered, and the other in 

which it is not. The use of an optimizer to the dataset to filter it ought to result in enhanced detection 

and classification outcomes. The present work has considered 1000 epochs, 32 batch sizes, the PSO 

optimization technique, and ANN as a classification technique. 
 

5.1 Confusion Matrix in the case of Conventional Model 

 
This section is presenting accuracy in the case of the conventional model. Table 2 is presenting the 

confusion matrix obtained after testing the conventional model while table 3 is presenting the 

accuracy table produced on the bases of table 2. 

 
Table 2. Confusion matrix of a conventional classification model 

 

  Brute force 

attack 

Man in middle Denial of 

services 

SQL 

injection 

Brute force attack 
879 34 12 75 

Man in middle 
65 822 45 68 

Denial of services 
182 12 783 23 

SQL injection 
45 22 22 911 

 

Results 

TP: 3395 
Overall Accuracy: 84.88% 

After applying recall, precision, accuracy, and F1-score in table 2, accuracy parameters are extracted 

and presented in Table 3 
 

Table 3. Accuracy of Confusion matrix of the conventional model 

 

Class n (truth)  n (classified)  Accuracy Precision Recall F1 Score 

1 1171 1000 89.68% 0.88 0.75 0.81 

2 890 1000 93.85% 0.82 0.92 0.87 

3 862 1000 92.6% 0.78 0.91 0.84 

4 1077 1000 93.63% 0.91 0.85 0.88 

 
5.2 Confusion Matrix of Filtered Dataset 

 

This section is presenting accuracy in the case of the conventional model. Table 4 is presenting the 
confusion matrix obtained after testing the conventional model while table 5 is presenting the 

accuracy table produced on the bases of table 4. Table 4 is considering the Confusion matrix of the 

filtered dataset. 
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Table 4. Confusion matrix of the proposed model 

 

 Brute force 

attack 

Man in 

middle 

Denial of 

services 

SQL 

injection 

Brute force 

attack 

956 18 23 3 

Man in middle 55 912 23 10 

Denial of services 109 12 856 23 

SQL injection 33 22 22 923 

 

Results 

TP: 3647 
Overall Accuracy: 91.18% 

 After applying precision, accuracy, recall, and F1-score in table 4, accuracy parameters are extracted 

and presented in Table 5 

 
Table 5. Accuracy of Confusion matrix of the proposed model 

 

Class n (truth)  n (classified) Accuracy Precision Recall F1 Score 

1 1153 1000 93.98% 0.96 0.83 0.89 

2 964 1000 96.5% 0.91 0.95 0.93 

3 924 1000 94.7% 0.86 0.93 0.89 

4 959 1000 97.18% 0.92 0.96 0.94 

 
5.3 Comparative Analysis 

5.3.1 Accuracy 

Table 6 displays the results of checking the accuracy of prior work and planned work for each of 
classes 1, 2, 3, and 4. It has been found that the suggested work is accurate in comparison to the 

standard model. 

Table 6. Comparison Analysis of Accuracy 

 

Class Conventional model Proposed model 

1 89.68% 93.98% 

2 93.85% 96.5% 

3 92.6% 94.7% 

4 93.63% 97.18% 

 

Considering table 6 fig 6 is drawn to visualize the accuracy of the proposed model concerning the 

conventional model. 
 

 
Figure 6. Comparison Analysis of Accuracy 
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5.3.2 Precision 

 

Table 7 displays the results of comparing the accuracy of past and projected work for each of the 

three classes. It has been noted that the suggested model is more precise than the standard model. 
 

Table 7. Comparison Analysis of Precision 

 

Class Conventional model Proposed model 

1 0.88 0.96 

2 0.82 0.91 

3 0.78 0.86 

4 0.91 0.92 

 

Considering table 7 fig. 7 is drawn to visualize the precision of the proposed model for the 

conventional model. 

 

 
 

Figure 7 Comparison Analysis of Precision 

5.3.3 Recall Value 
 

Table 8 displays the recall values from prior work and planned work for classes 1, 2, and 3. 

Comparing the suggested model to the standard model, it is shown that the Recall value is higher. 
 

Table 8. Comparison Analysis of Recall Value 

 

Class Conventional model Proposed model 

1 0.75 0.83 

2 0.92 0.95 

3 0.91 0.93 

4 0.85 0.96 

 
Considering table 8, figure 8 is drawn to visualize the recall value of the proposed model concerning 

the conventional model. 
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Figure 8. Comparison Analysis of Recall Value 

5.3.4 F1-Score 
 

F1-Score of previous work & proposed work are taken for class 1, class2, and class 3 and shown in 

table 9. It is observed that the F1-Score proposed concerning conventional. 
 

Table 9. Comparison Analysis of F1-Score 

 

Class Conventional model Proposed model 

1 0.81 0.89 

2 0.87 0.93 

3 0.84 0.89 

4 0.88 0.94 

 
Considering table 9, figure 9 is drawn to visualize the F1-Score of the proposed model concerning 

the conventional model. 

 

 
Figure 9. Comparison Analysis of F1-Score 

 

6.  Conclusion 
 

It is possible to conclude, on basis of the results of simulations, that the work that has been provided 
has delivered a higher level of accuracy when compared to past techniques that made use of a deep 

learning methodology. It is feasible that the work that has been recommended will increase accuracy 

while simultaneously decreasing the amount of time that is spent thanks to the incorporation of an 
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optimization mechanism. In addition, the classification strategy that was used while classifying 

attacks has led to improvements in terms of recall value, accuracy, precision, and F1 Score as a 

consequence of the work that was done. 

 

7. Future Scope 
 

Present research would play a significant role in securing big data in an IoT environment. Such a 
mechanism would allow the classification of different types of security threats in the IoT 

environment. The optimization mechanism might be enhanced to get the best solution. Moreover, 

hidden layers used in deep learning are capable to improve further accuracy. 
.  
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