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3  The metagovernance of 
internet governance

Niels ten Oever

Introduction

Since the mid- 1990s, multistakeholder governance, and specifically private inter-
net governance, has been viewed as a governance innovation (Verhulst et al. 
2014) and a replacement for intergovernmental telecommunications governance. 
However, in the 2010s the private internet governance regime, characterised by 
multistakeholder bottom- up self- regulation (Sowell 2012), started to show some 
signs of wear and tear, with the increased rule- setting done by states and multilat-
eral bodies. For instance, as described in Chapter 2, several states have felt that 
they currently have an insufficient stake in the decision- making in the Internet 
Corporation for Assigned Names and Numbers (ICANN), the body that coordi-
nates the usage of unique identifiers, such as top- level domains and IP addresses, 
that are foundational for the internet. Other states, such as Russia and China, 
have gone further by unilaterally proposing and enacting national regulations and 
creating domestic internet infrastructures in order to better exert influence on the 
internet, as described in Chapters 5 and 7.

This contest, at its heart, involves a contest between conflicting norms. The 
private internet governance regime has as its highest value the creation of inter-
operability and interconnection through industry coordination and norm develop-
ment. In contrast, the multilateral regime seeks to achieve a number of other goals 
(including but not limited to maximising state sovereignty, promoting economic 
prosperity and limiting the spread of harmful and illegal content), through laws, 
policies, and norm- setting.

The rise of multilateral, or state- focused, internet governance is often seen as 
being a direct challenge to existing multistakeholder, or private, internet govern-
ance (e.g., Mueller 2017). This view sees the state as an (illegitimate) challenger 
to this private internet governance regime. In contrast, this chapter argues that 
rather than one regime potentially displacing another, we can better understand 
transnational internet governance as a regime complex that functionally and effec-
tively consists of two normative regimes, namely a “private internet governance” 
regime that produces interconnection and interoperation and which is limited in 
turn by a “multilateral internet governance” regime. These two normative regimes 
jointly shape the internet as we know it. Both regimes operate with functionally 
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narrow remits that are shaped by their respective guiding norms. The guiding 
norms of the private internet governance regime is to increase of interconnectivity 
and interoperability, whereas the guiding norm of the multilateral internet govern-
ance regime is also to ensure the technical infrastructure accommodates national 
and regional norms and values.

To understand how these two regimes fit together, I employ the concept of 
“metagovernance.” This lens offers us a to functionally differentiate between these 
two regimes and to analyse how power and influence are exerted in decentralised 
decision- making environments. Metagovernance, or “the governance of govern-
ance” (Jessop 1997), “entails the coordination of one or more governance modes 
by using different instruments, methods, and strategies” (Gjaltema, Biesbroek 
and Termeer 2019, 12). The concept of metagovernance allows one to transcend 
the perspective that sees “governance” as a practice that overcomes government 
in favour of one that understands the dialectical relationship between the two 
regimes. In using this concept, I build on the work of Sandra Braman (2020), who 
first applied the lens of metagovernance to the field of internet governance. Bra-
man provides an excellent overview of the usefulness of the concept for the field, 
which I seek to validate by showcasing how institutional design and norm regimes 
serve as tools for metagovernance (Sørensen and Torfing 2009).

The private internet governance regime, which emerged after the privatisa-
tion of the internet in the early 1990s, is narrowly aimed at producing voluntary 
interconnection and interoperation among internet users and transnational cor-
porations. While it has proven to be very successful in these regards, it has proven 
unable, in its current configuration, to accommodate norms that do not contrib-
ute to an increase in interconnection and interoperation, that is, to address other 
important social- policy objectives, such as privacy and internationalisation. The 
inability of the private internet governance regime to deal with these issues has 
sparked the creation of a new regime, namely the multilateral internet governance 
regime, based on norm- setting by state- based entities. The result has been the 
emergence of a regime complex that includes both regimes that themselves are 
a combination of different governance modes – private actors working through 
voluntary norms on one hand, states working through treaties and laws on the 
other – that are sometimes in conflict over norms, goals, and methods. These 
conflicts give the regime complex a dynamic, changing character. Oftentimes 
these regimes are painted as opposites, but I argue that both fulfill a particular 
role that cannot be fulfilled by the other regime. The private internet governance 
regime systematically fails at incorporating structural considerations on its soci-
etal impact, especially when these limit interoperability and interconnection. The 
multilateral internet governance regime, on the other hand, is unable to produce 
a general- purpose global communication network. The lens of metagovernance 
helps us to theorise how the interaction of these regimes, in the internet govern-
ance regime complex, are producing the internet infrastructure that is the back-
bone for information societies.

To substantiate this claim, I will first provide definitions of key theoretical terms 
I use in my analysis. Second, I provide an overview on debates of how internet 
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governance should be understood. Third, I describe the rise of the private internet 
governance regime and its guiding norms of interconnection and interoperability. 
Finally, I describe the pushback to the private internet governance regime, and the 
rise of the multilateral regime, and how this led to the emergence of a regime complex.

Norms, regime, and metagovernance  
of the internet infrastructure

The internet infrastructure is designed to function as a network of independent 
networks. The word “internet” itself is derived from “internetworking,” the prac-
tice of interconnecting multiple networks (Peterson and Davie 2007, 169). These 
independent networks, also called Autonomous Systems (AS), are operated by 
many different kinds of institutions, ranging from internet service providers and 
telecommunication companies to research institutions and financial companies. 
For instance, AS2 is the University of Delaware, AS3 is the Massachusetts Insti-
tute of Technology, and AS32251 is assigned to the bank BNP Paribas. Further-
more, the internet does not have a central authority, the independent networks 
that make up the internet are not necessarily limited to one country or continent, 
and the “rules of the road” (Wu et al. 2007) for the internet are for the most part 
not binding, but rather voluntary norms that are developed through the private 
internet governance regime. Norms are “widely- accepted and internalised prin-
ciples or codes of conduct that indicate what is deemed to be permitted, prohib-
ited, or required of agents within a specific community” (Erskine and Carr 2016, 
87). The voluntary technical norms that underpin the guiding norm of interop-
erability and interconnection on the internet are produced in private internet 
governance bodies. Examples of such protocols are the Internet Protocol (IP), the 
Domain Name System (DNS), and the Hypertext Transfer Protocol (HTTP). The 
dependence on voluntary norms produces in private governance bodies, rather 
than mandates in laws or treaties that are developed and ratified by nation states, 
to promote the interconnection of independent transnational networks make the 
governance of the internet a complex affair that has resulted in a “mosaic” (Dut-
ton and Peltu 2005) or “bricolage” (Radu 2019) of governance institutions.

The internet has grown from being a communication network based in one and 
then several societies to the point where it now deeply permeates almost every part 
of every society in the world, a process described as metastisation (Raymond 2019). 
Typically, when discussing an issue area in global politics, we can speak of “regimes,” 
which produce “sets of implicit or explicit principles, norms, rules, and decision- 
making procedures around which actors’ expectations converge in a given area 
of international relations” (Krasner 1982, 186). However, the internet’s ubiquity 
and pervasive permeation, and the involvement of a wide range of bodies, institu-
tions, and authorities in the governance of the internet, mean that it is more useful 
and appropriate to speak of internet governance as a “regime complex.” A regime 
complex is “an array of partially overlapping and non- hierarchical institutions that 
includes more than one international agreement or authority” (Alter and Raustiala 
2018, 329). Regime theory allows one to theorise collaboration and conflict within 
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one issue field and regime complexes help to understand the interrelation between 
these regimes that might not always directly interact with each other, but all impact 
a specific area, in this case the internet infrastructure. Because they involve various 
institutions, or regimes, the metagovernance framework is particularly useful for 
thinking about regime complexes such as internet governance.

Politically contested definitions: the where,  
who, and what of internet governance

The internet’s infrastructure has become a fundamental part of the critical infra-
structure of information societies. This transformation embeds not only a par-
ticular technology or communication system within a society but also the norms 
enshrined in the processes of designing, standardising, and coordinating internet 
infrastructure. These norms are politically contested, including at the fundamen-
tal level of what exactly is “internet governance.”

The definition of “internet governance” is itself contested: Struggles over inter-
net governance thus involve debates regarding what internet governance itself 
means, as there is no authoritative or definitive definition of internet governance. 
In the words of Hofmann, “definitions of internet governance, either narrow or 
broad, always implicitly include preliminary decisions about institutions, constella-
tions of actors and forms of authority” (2005, 1). The nature of these “preliminary 
decisions” and thus the perspectives of key actors can be illustrated by comparing 
a few definitions of internet governance. The first, and still most used, definition 
of internet governance was minted during the United Nations World Summit on 
the Information Society (WSIS) in 2005:

Internet governance is the development and application by governments, the 
private sector and civil society, in their respective roles, of shared principles, 
norms, rules, decision- making procedures, and programmes that shape the 
evolution and use of the internet.

(United Nations 2005)

This definition describes a wide range of actors involved in the process of inter-
net governance, but their involvement is immediately qualified by the addition 
of the phrase “in their respective roles.” While the nature of these roles is not 
defined explicitly, this definition least indicates that the actors do not engage on 
equal footing in the process because of their different respective roles. In the nego-
tiations during the development of these definition, governments were the main 
actors pushing for the inclusion of this qualifier of the respective roles, because 
they believed a government representative should, for instance, have more weight 
than a member of a civil society organisation or a company. Nonetheless, this 
definition does acknowledge that non- governmental actors do have a role to play 
in the governance of the internet.

The definition of internet governance that was reached at WSIS cemented the 
idea that internet governance was a multistakeholder effort (Hofmann 2016). 
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This, however, led to a backlash among several influential internet governance 
scholars. In response to the definition of civil society and governments as key 
actors in the practice internet governance, they proposed one that argues that 
practically speaking, the private sector, in interplay with the networks’ users, not 
civil society and governments, sets the rules in the governance of the internet:

Internet governance is collective decision- making by owners, operators, 
developers, and users of the networks connected by Internet protocols to 
establish policies, rules, and dispute resolution procedures about technical 
standards, resource allocations, and/or the conduct of people engaged in 
global internetworking activities.

(Mueller, Mathiason and Klein 2007, 245)

While this definition did not gain much traction, it does foreground the dominant 
role the private sector plays in private internet governance. In contrast to the pre-
vious one, this definition does not mention governments and civil society or their 
roles or obligations. The authors do so because, for them, “the internet is largely 
composed of . . . privately owned and administered networks . . . which means that 
it has less need than many other systems for global governance” (Mueller, Mathia-
son and Klein 2007, 246). With this statement, these scholars are not just offering 
an assessment of the current situation but are also making a normative statement. 
They are claiming, as many after these scholars have done, that internet governance 
should be left to the private sector. This belief dovetails with the idea that sole role of 
the private internet governance regime is to increase interconnection and interoper-
ability. The definition also implies that governments and civil society might not (or, 
perhaps, should not) have an active role to play in the governance of the internet.

The centre of the private internet governance regime consists of private, non- 
state institutions. The governance bodies are not treaty bodies, nor are they 
international organisations. The internet infrastructure’s technical standards and 
governance bodies, such as the Internet Engineering Task Force (IETF), ICANN, 
and Regional Internet Registries (RIRs) are dominated by the transnational cor-
porations that design and sell networking equipment, provide services or operate 
networks. The IETF, ICANN, and the RIRs together set the “rules of the road” 
(Wu et al. 2007); that is, they produce the preconditions of the interoperability of 
independent networks by providing the coordination and distribution of unique 
numbers to all connected networks and devices on the internet, the service that 
translates human- readable addresses into numbers, as well as the open voluntary 
protocols that allow these interconnected devices and networks to communicate. 
The IETF, ICANN, and the RIRs are bodies that have grown and developed in 
conjunction with the internet and are fully and exclusively dedicated to its coor-
dination and operation. Because these bodies provide the bare minimum of tech-
nical preconditions for the internet to function, they are often understood as the 
core internet governance bodies. Whereas internet governance, or at least the 
self- regulatory private internet governance regime, is often a synonym for these 
bodies, these specific institutions are not mentioned in definitions of internet 
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governance. The institutional configuration of these organisations, such as their 
processes, procedures, and organisational culture and other affordances, does play 
a significant role in the shaping on the internet infrastructure. One could under-
stand this as a blind spot in the internet governance definitions provided earlier, 
because they do not take into account the “mosaic” (Dutton and Peltu 2005), or 
“bricolage” (Radu 2019), of governance institutions involved in, and traditionally 
associated with, internet governance, such as the IETF, ICANN, and RIRs. The 
guiding norms of interconnection and interoperability are also encoded in the 
bylaws, technical documents, and policy documents. For instance, in the founding 
document of the RIR for Europe, West Asia (i.e., the Caucasus and Iran) and the 
Middle East, Reseaux IP Europeans, it reads: “RIPE promotes and coordinates 
interconnection of IP networks within Europe and to other continents” (RIPE 
1992). This is just to illustrate that the private internet governance regime is not 
a “neutral” meeting platform, if such a thing could exist, but rather a normative 
regime. The prominent internet governance scholar Laura DeNardis, meanwhile, 
provides a definition that includes private internet governance bodies but also 
clearly highlights that internet governance does not stop there and includes the 
role of technology, states, and international agreements. This definition thus com-
bines the first two definitions but adds institutions, practices, and the role that 
design of architecture plays:

the practice of internet governance extends beyond institutions such as the 
Internet Corporation for Assigned Names and Number and standards- setting 
organisations to include private industry policies, national policies, interna-
tional treaties, and the design of technical architecture.

(DeNardis 2014, 19)

Van Eeten and Mueller, for their part, put the centre of gravity of internet govern-
ance beyond these institutions to emphasise the influence of the private sector. 
They argue that “the aggregate effect of decentralised decisions and adjustments 
made by ISPs . . . have much more profound effects on the evolution and use of the 
internet than the ICANN” (Van Eeten and Mueller 2013, 727). While it might 
be true that actors such as internet service providers (ISPs) undertake regulatorily 
consequential actions, many of the decisions made outside of the aforementioned 
formal internet governance bodies are still mediated by trust relations and connec-
tions that are built at the meetings that are organised by these governance bod-
ies, as convincingly shown by Ashwin Mathew in his work on the governance of 
internet routing (Mathew 2014). In other words, making the definition of internet 
governance too inclusive risks reducing its conceptual utility. Hofmann, Katzen-
bach, and Gollatz offer an escape out of this conundrum by defining governance 
as “critical moments” when routine activities become problematic and need to be 
revised, thus, when regular coordination itself requires coordination” (Hofmann, 
Katzenbach and Gollatz 2016, 1406). This approach helpfully locates internet 
governance in a combination of practices of reflexive coordination, and thus 
ensures that not all practices involving the internet infrastructure are understood  
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as internet governance, but does include a wide array of practices, venues, and 
actors. That said, while this seems an elegant theoretical solution that includes 
activities both inside and outside of governance bodies, it does not describe where 
these practices of internet governance take place and who undertakes them. This 
makes internet governance a large, nebulous object with blurry edges that is hard 
to describe or interrogate, which in turn makes it hard to research larger trends 
about how the internet infrastructure is being shaped through its transnational 
governance.

Another way of locating internet governance is by understanding that 
“[a]rrangements of technical architecture are arrangements of power” (DeNardis 
2014, 7). To uncover practices of internet governance is to locate “the politics 
of this architecture” (DeNardis 2014, 7). To do this, one can trace patterns of 
ownership, power, and reconfigurations in the internet infrastructure and particu-
larly in the exercise of control (Musiani et al. 2015), which is especially relevant 
when it comes to control over main “chokepoints” (Tusikov 2016, 36), or “control 
points” (Choucri and Clark 2018, 168). In addition to large data transit providers 
that interconnect networks and operate (submarine) cables, content distribution 
networks and internet exchange points, governance and standard- setting institu-
tions such as ICANN, IETF, and RIRs are prime examples of such points of focus, 
because these are persistent fields of convergence of coordination, collaboration, 
and policy development in internet governance. Not only are the formal processes 
that these bodies facilitate important, but also the building of trust, reputation and 
personal relations, which is an essential part of these coordination processes, hap-
pens to a significant degree at the meetings that these institutions organise (Mathew 
2014; Meier- Hahn 2014). While not all internet governance takes place in gov-
ernance and standard- setting institutions, these are main focus points for coordi-
nation and a place where many of the players in inter- networking meet to engage 
in industry self- regulation, or, in the parlance of the field, bottom- up coordination 
(Sowell 2012). Also, reverberations and responses to significant changes in the 
internet infrastructures are discussed and sometimes addressed in, through, and 
by these institutions.

The previous sections show how internet governance definitions are both 
descriptive and normative and how they include, exclude, or emphasise the role 
of governments, corporations, civil society, technological design, governance 
institutions, and reflexive practices. Another approach to internet governance is 
through how power is exercised through the internet infrastructure. This approach 
emphasises the role of institutional configuration, epistemic communities, and 
interpersonal relations that are important building blocks of the private internet 
governance regime that I will further describe in the following section.

The rise of the private internet governance regime

The commercialisation of the internet at the beginning of the 1990s led to the 
rise of the private internet governance regime, which one can understand by look-
ing at the relevant arrangements of power. Many expected that the distributed 
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architecture of the internet and its private governance would lead to perfect mar-
kets, free competition, and decentralised structures (Litan and Rivlin 2001; Wu 
2018). However, as we now know, this did not happen. Rather, “market concen-
trations, control, and power struggles are categories to adequately describe the 
fundamental dynamics of the commercial internet” (Dolata and Schrape 2018, 
85). Instead of leading to competition and innovation (Cowhey, Aronson and 
Richards 2009; Van Schewick 2012; Powers and Jablonski 2015), it actually led to 
the emergence of internet oligopolies (Mansell and Javary 2002; Smyrnaios 2018), 
such as Google, Amazon, Cloudflare, Cisco, Huawei, and Juniper. The internet 
has long had a privatised component; already in the 1980s corporations were con-
nected to the internet, and networks were often produced and maintained by 
companies such as Bolt Beranek and Newman (BBN), then called Interface Mes-
sage Processor (IMP), that built the first router. Nonetheless, in these early days 
the oversight over the development of the internet architecture was still managed 
through publicly funded agencies and academic institutions. In the 1980s, the 
internet was also already connected to commercial services, such as mail provid-
ers like SprintMail and Compuserve (Kahin 1990), but commercialisation was 
still limited because commercial traffic was not allowed on the network due to the 
Acceptable Use Policy (AUP) that governed the internet backbone, which was 
funded by the National Science Foundation (NSF).1

However, the growth of the use of the internet by the end of the 1980s and 
beginning of the 1990s seriously congested the internet backbone that was run 
by the NSF. Several options were explored to increase the capacity of the internet 
and the backbone. Of the different options, such as establishing national research 
networks, commercialisation of the internet backbones was perceived as the best 
option to scale the network (Kahin 1990; Chinoy and Salo 1997), which fitted 
with the “end of history” (Fukuyama 2012) sentiment that was en vogue in that 
period, which translated in a limited role of government and a belief in neoliberal 
market economies. The decision to pursue commercialisation led to the creation 
of the Commercial Internet Exchange, which overcame the limitations set by the 
AUP because there was no longer a central backbone funded by public money. 
This alleviated a burden on public funding and replaced it with private capital, 
which resulted in the commercialisation and further privatisation of the inter-
net (Frischmann 2001). Some understand this as the retreat of government from 
internet governance, which fits into a straightforward story implicit in the Muel-
ler definition and argument mentioned earlier in which state and civil society 
interests (beyond maximising interoperability) are treated as illegitimate. Others, 
however, have argued that this has actually led to the galvanisation of the power of 
the United States, through the dominance of the American companies (e.g., Carr 
2015). I build on the thinking of Madeline Carr by interpreting the de- funding 
of the backbone by the US government as an act of metagovernance – that is, 
“the coordination of one or more governance modes” via different methods and 
strategies. From this perspective, the US government did not retreat from internet 
governance. Instead, it engaged in governance by other means, in this case, out-
sourcing the growth of the internet to the private sector through the establishment 
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of a transnational private internet governance regime. This decision spurred the 
formal institutionalisation of the IETF, RIRs, and ICANN. Commercialisation of 
the internet was not a retreat from governmental control, but a transition from 
direct governance to indirect governance through norm- setting and institutional 
design. Industry was tasked with meeting particular US goals of increasing inter-
connection between independent networks, without incurring direct costs for 
government. And so it did, but with consequences that were not directly foreseen.

Norms in the private internet governance regime

The commercialisation and the privatisation of the internet that started at the 
end of the 1980s led to the formal institutionalisation of the private internet 
governance regime with the official institution of RIRs, the IETF, and ICANN. 
These bodies were supposed to coordinate interconnection between independent 
networks following voluntary standards. A popular saying among IETF engineers 
captures the single- minded focus on this mission: “The IETF is not the protocol 
police.” (Among RIR network operators the equivalent saying is, “We are not 
the routing police.”) However, these sayings fail to identify who actually is the 
protocol or routing police. The answer, it turns out, is surprisingly simple: There 
is no police, at least if one thinks of police in terms of a restricting authority. The 
private internet governance regime is not aimed at limiting or restricting intercon-
nection; to the contrary, and true to the private regime’s embedded norms, it is 
aimed at creating more interconnection and interoperability. The private internet 
governance regime does not create limitations but creates incentives for coopera-
tion among competitors (Meier- Hahn 2014). The participants in these bodies do 
what they describe as acting “for the good of the internet” (Mathew 2014), and 
this dominant norm translates in an increase in network capacity, meaning higher 
bandwidths and lower latency, for more interoperable devices. This norm benefits 
certain groups: network operators, vendors, and service providers (Powers and 
Jablonski 2015) through a network effect. More interconnected networks, and 
interconnection among networks, produces an increase in value for all intercon-
nected networks (Lemley 1997). Within this normative framework, within the 
private internet governance regime, debates centre not on whether more intercon-
nection and interoperation should be created: This is taken as a given. Rather, 
they focus on how this should happen. The private internet governance regime is 
an instrument for the increase of data traffic through the production of intercon-
nection and interoperability between transnational corporations.

Other norms that are often professed in internet governance, such as open-
ness and decentralisation, are deprioritised when they come in conflict with the 
prevailing normative framework of interconnection and interoperability. The 
distributed design of internet governance was supposed to prevent centralised 
decision- making as much as possible, to ensure that no one party or group would 
have significant sway over another. The sedimentations of these design choices 
can be found in the formalisation of the policy and specification development 
processes in these bodies that all have been organised around the principle of 
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openness (Russell 2014; ten Oever 2021 forthcoming). Openness here should be 
understood as the public availability of process and outcome documents, discus-
sion archives, as well as participatory decision- making. This has led to drawn- out, 
specialised, highly proceduralised, and resource- intensive processes. Ironically this 
“openness” design has had the effect of closing down these decision- making pro-
cesses for everyone who has not been initiated into the processes and vocabulary 
of this environment because it leads to a torrent of often interrelated documents, 
emails, calls, and meetings in which one can participate. This flood of information 
can be hard to navigate, as it takes not only experience to filter the information 
based on relevance but also expert knowledge to understand the content. For 
example, the guide to abbreviations used in internet governance that is produced 
regularly by the not- for- profit DiploFoundation, currently runs to 34 pages and 
over 150 abbreviations (DiploFoundation n.d.). Because of the need for expert 
knowledge of technologies and processes in order to effectively participate, com-
pounded with the resources and time needed to acquire this knowledge and par-
ticipate in these meetings and conversations, the practice of open and distributed 
internet governance revolves around a relatively small group of experts that form 
a global elite (Scholte 2017) that regularly attend internet governance meetings 
that take place several times per year in large hotels and conference venues on 
different continents. While the bodies might have different areas of operations, 
and different institutional configurations, the number of people actively partaking 
in decision- making in these bodies is quite small, and the number of organisations 
they represent is significantly smaller and getting smaller every year due to consoli-
dation in the market. Thus, the open decision- making process in the private inter-
net governance regime has not led to more openness, but it has facilitated private 
self- coordination for the production of more interoperation and interconnectivity.

Governmental requests and the rise of the multilateral 
internet governance regime

When governments largely delegated the scaling of the internet to the private sector 
(while holding some indirect involvement and oversight), the internet could grow 
without governments worrying about the economic and financial overhead costs and 
risks for themselves. However, when this private governance regime was optimised 
for its intended purposes of increasing interconnection and interoperation, it came 
with significant consequences for the ability of governments to influence this regime.

Private internet governance can be largely understood as an example of norma-
tive industry self- coordination that is optimised through the institutional configura-
tion of distributed bodies to increase interconnection and interoperability between 
networks and devices. When the private internet governance regime is expected or 
requested to perform other roles that do not fit with the underlying norms of increas-
ing connectivity and interoperability, it regularly fails to deliver, for instance, when 
the private internet governance regime is asked to consider the societal impact of 
their policies and technologies. This becomes glaringly clear when governments 
make requests to the private internet governance regime to inscribe or encode social 
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or legal norms which might not increase interconnectivity or interconnections. Such 
conflicts between two normative systems is typical within regime complexes. I will 
provide four recent examples of this in the internet governance regime complex. 
These examples demonstrate that when states have concrete policy objectives they 
seek to pursue by means of the internet infrastructure, the private internet govern-
ance regime resists their requests because states’ requests were in conflict with their 
norm for increasing interconnection and interoperation.

WHOIS and GDPR

An interesting example where internet governance was unable to accommodate 
the needs of states started with ICANN’s lack of response to the formal requests of 
the European Commission to limit access to the private information of registrants 
of websites via the publicly available WHOIS registry. The WHOIS registry is a 
service that everyone can access to look up the contact information, often includ-
ing the physical address, of the person or entity who registered a domain name. 
For the European Commission, this presented a violation of the right to privacy of 
domain registrants and European privacy laws (Perrin 2018), as they documented 
in their letters to ICANN in 2006 and 2007 (Article 29 Data Protection Working 
Party 2006, 2007). ICANN never responded to these letters. Only when the Euro-
pean Commission developed its own rules, namely the Europe- wide, enforceable, 
General Data Protection Regulation in 2016, ICANN started a process to devise 
an alternative to the existing WHOIS registry.

For the private internet governance regime, embodied in ICANN in this exam-
ple, the WHOIS registry was understood as an artefact that enabled interconnec-
tion and interoperability. This was actually one of the reasons that the WHOIS 
registry was invented in the internet’s early years: to be able to find the contact 
information connected to a malfunctioning network. The European Commission 
found that the WHOIS registry violated the privacy of website owners. The pri-
vate internet governance regime prioritised here interconnection and interoper-
ability – they emphatically did not want different WHOIS systems for different 
parts of the world – over the norms of the European Commission.

Snowden revelations of US mass surveillance

Another example that shows how internet governance bodies are bad interfaces 
for government policies was the response to the Snowden revelations by the 
IETF. In response to the revelations of widespread American state surveillance, 
the IETF adopted a document called “Pervasive Monitoring Is an Attack” (Far-
rell and Tschofenig 2014). At the same time, the Internet Architecture Board, a 
prominent committee of the IETF, adopted a statement urging “protocol designers 
to design for confidential operation by default” (Morgan 2014), which heralded 
a widespread use of encryption in protocols to thwart the US government’s abil-
ity to continue its surveillance practices. These documents by themselves were 
reminiscent of a document released in May 2000, in which the IETF stated that 
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it would not standardise interfaces for wiretapping or interception technologies in 
the technologies they develop and standardise (Internet Architecture Board and 
Internet Engineering Steering Group 2000). With these actions, the IETF went 
straight against requests by and perceived needs of the United States government, 
namely the ability of law enforcement agencies and other government services to 
access private internet communications.

The IETF has made it clear, time and again, that they do not want to facilitate the 
weakening of encryption or the construction of back doors to provide access to law 
enforcement agencies to data streams. One of the main arguments offered by the IETF 
is that a weakening of protocols would provide access not only to law enforcement 
agencies but also to others, which would weaken trust in the network. That would in 
turn negatively impact interconnectivity. The US government, as well as other gov-
ernments, however, has never ceased asking and looking for such capabilities.

Chinese draft law and verification service providers

US government and European Commission requests are not the only ones that are 
denied by the private internet governance regime. In 2006, the Chinese government 
published draft legislation (Creemers 2016) which contained a provision that would 
mandate all internet domain names in China to be registered through government- 
licensed service operators. Verisign, the world’s largest domain registry, developed a 
proposed technical standard2 to implement verification service providers through 
the Extensible Provisioning Protocol (EPP). EPP is the protocol that is used by 
domain registries and registrars to register domains. This would have added the 
possibility of verification service providers to acknowledge that someone’s identity 
has been verified. The verification service provider would check whether someone, 
based on their identity, would be allowed to register a specific domain.

Permissionless innovation – the ability to develop and implement protocols and 
services without having to ask for permission – has been one of the principles 
underlying the internet’s interconnectiveness and interoperability. When one is 
asked to register in the WHOIS registry upon registering a domain, your identity 
is not verified, and receiving it does not depend on who you are or whether you 
are allowed to have that domain. The Chinese government’s proposal would have 
gone against this policy. And even though American company Verisign, the reg-
istry of the largest top- level domain in the world, was eager to enter this market 
and create a technical norm to accommodate that proto- legal norm, there was a 
significant amount of criticism in the IETF working group which caused Verisign 
to discontinue the work on the proposed standard.

Schengen routing

A final example is the proposal that has been brought up by several governments and 
which has been resisted by engineers and network operators time after time: inter-
net routing based on geographical borders, such as Schengen routing (Dönni et al. 
2015). The proposal prescribes that internet traffic originating from and destined for 
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a certain country, or group of countries, would stay within that territory. Time and 
again, it has been argued that the internet does not recognise geographical borders 
(Mueller 2017). This is not because it is a technological or social impossibility to 
make this happen, but it is rather a design choice made primarily by network opera-
tors. Networks could be limited to one jurisdiction, and routing rules could be devel-
oped to preferably or exclusively route internet traffic among specific networks in a 
specific jurisdiction. This possibility, however, has been repeatedly rejected by net-
work operators and network equipment vendors in the private internet governance 
regime because this could lead to less internet interconnection and interoperability 
between networks. This illustrates perfectly how norms requested by the multilateral 
internet governance regime for technical infrastructure to accommodate national 
or regional social and legal norms get resisted by the private internet governance 
regime because it hampers interconnection and interoperation.

In each of these four examples, the private internet governance regime resisted 
the introduction of norms by governments in the internet infrastructure. This 
shows that the bodies that make up the private internet governance regime pro-
duce interconnection and interoperation and support norms favouring these out-
comes. States, rather, seek to introduce limitations to fit the network (and its 
inherent normative biases) to their particular norm regimes, which must address 
other policy issues beyond maximising interconnection. The inability, or unwill-
ingness, of the private internet regime to accommodate these requests by nation 
states has led to the rise of a multilateral internet governance regime. The pri-
vate internet governance regime and the multilateral internet governance regime 
jointly make up the transnational internet governance regime complex. In the 
multilateral internet governance regime, states seek to align the technical infra-
structure with national and regional social and legal norms.

This attempt by state governments to contest interoperability norms has led 
scholars such as Milton Mueller, one of the co- authors of the second inter-
net governance definitions cited earlier, to argue that there is a misalignment 
between internet governance and national sovereignty (Mueller 2017). Accord-
ing to Mueller, internet governance produces (or, rather, should produce) one 
global internet, while nation states seek to apply rules based on their own limited 
territorial reach.

Mueller’s argument is worth unpacking, because it gets to the heart of what 
it means, from a metagovernance perspective, to see internet governance as a 
regime complex of sometimes- overlapping institutions and regimes, rather than 
as a unidimensional regime that converges around one single set of norms (in this 
case, related to interoperability). While Mueller sees states’ actions as a challenge 
to an existing internet governance regime, these state actions can also be under-
stood as a next step in the “process of defining, delimiting, and inscribing space” 
in cyberspace, involving a “process of deterritorialisation and reterriorialisation” 
(Lambach 2019, 2–3). However, the limited normative scope of a private internet 
governance regime, supporting and focusing exclusively on the norms of increased 
interconnection and interoperation, means that states are unable to realise their 
public- policy objectives via the regime as it currently exists.
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Unable to work through the narrow interconnection- focused regime, we have 
seen actions such as the introduction of the General Data Protection Regulation of 
the European Commission (Kulesza 2018; Perrin 2018) and the Russian “sovereign 
internet” regulation (Stadnik 2019; this volume). Such moves are new milestones in 
the governance of the internet infrastructure, since they could form the beginning 
of a trend in state- based rule- setting on internet infrastructure, which is inherently 
different from the private “multistakeholder” internet governance regime. A similar 
trend in states engaging in intergovernmental initiatives for norm- setting for the 
internet can also be observed in initiatives such as the United Nations Group of 
Governmental Experts on Advancing Responsible State Behaviour in Cyberspace in 
the Context of International Security and the United Nations Open- Ended Work-
ing Group on Developments in the Field of ICTs in the Context of International 
Security. These multilateral efforts should also be understood as inherent part of the 
emerging multilateral internet governance regime. In contrast to Mueller’s inter-
pretation of this emerging regime as a threat to privatised internet governance, a 
metagovernance approach highlights that it, together with the private internet gov-
ernance regime, make up an internet governance regime complex.

From this perspective, we can understand the internet governance regime complex 
as follows. The private internet governance regime is guided by the norm of creat-
ing more interconnection and interoperation. The multilateral internet governance 
regime, on the other hand, serves to shape the internet to the norms of states and 
limits interconnection and interoperation. These two regimes should not be under-
stood as opposing forces, but rather as two different parts of the internet governance 
regime complex. Aside from being composed of distinguishable parts, such as the 
Internet Governance Forum on the multilateral side and the IETF on the private 
governance side, they do not focus on different areas. If they did, we would be able 
to classify them as sub- regimes. Instead, these two regimes have different purposes, 
while they both seem to design and optimise the internet infrastructure to function 
according to their respective objective, namely the increase in interconnection and 
interoperability or the accommodation of technical norms to local norms, which 
makes these different regimes instruments of metagovernance.

The private internet governance regime’s features and limitations are the prod-
uct of a “mobilisation of bias,” through which “some issues are organised into poli-
tics while others are organised out” (Schattschneider 1975, 71). In this case, the 
interconnection and interoperation norms are organised in. They lie at the heart 
of the private internet governance regime and the internet’s technical standards: 
“The goal is connectivity, the tool is the Internet Protocol”; “connectivity is its 
own reward” (Internet Architecture Board 1996, 1). Crucially, this private regime 
was shaped in this manner by governments, most significantly the US government, 
via processes of commercialisation and privatisation. This perspective helps to 
restore governments into the internet-governance picture. The limitation of inter-
operation and interconnection by governments through the multilateral internet 
governance regime should be understood as an internet governance practice and 
not as something that is misaligned with internet governance. It is solely mis-
aligned with (parts of) the private internet governance regime.
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Discussion

States’ (particularly the United States’) decision to commercialise and privatise 
the internet’s infrastructure led to the emergence of the private internet govern-
ment regime and, later, the multilateral internet governance regime. The com-
mercialisation of the internet was not an example of the retreat of government, 
but rather a transition from direct governance to a process of metagovernance 
through the dialectics between two normatively limited regimes: one focused on 
interconnectivity and the other on other norms. Efforts by governments to govern 
the internet through the multilateral internet governance regime, irrespective of 
how they are framed or the goals that are claimed, limit the increase in interopera-
tion and interoperability of the private internet governance regime but rather seek 
the technical infrastructure to accommodate to social and legal norms.

The metagovernance heuristic used in this chapter is not solely an analytical lens 
to allow us to discern the functional differentiation between the regimes of the inter-
net governance regime complex. It also offers the practical opportunity to explore 
why some norms get embedded in policies and technologies and why some are not. 
This brings about possible reflections on the societal impact of the development of 
technological norms through this regime complex. The social and legal impact of 
the internet has been a topic of discussion since its early inception. In her analysis 
of early technical internet standards documents, the so- called RFC- series, Braman 
shows how norms, privacy, security, rights, and freedoms have been part and par-
cel of early technical discussions about the internet (2011, 2012). There also exists 
an extensive literature on the norms and values that have been embedded in the 
internet infrastructure (Orwat and Bless 2016; Shilton 2018; Zittrain 2008), and 
scholars have also asked whether the internet infrastructure should be designed to 
accommodate different value systems (Clark et al. 2005), or rather have specific 
values embedded in them, for instance through the use of value- sensitive design 
approaches (Brown, Clark and Trossen 2010; Friedman, Kahn and Borning 2008). 
There also have been calls to encode specific sets of values in the internet infra-
structure (Cath and Floridi 2017) or at least consider the implications of policies 
and technical proposals structurally on their societal impact (Morris and Davidson 
2003). Despite all this, norms beyond interoperability and interconnectivity have 
never been operationalised through the private internet governance regime.

The heuristic of metagovernance allows us to make a functional differentiation 
between the private and the multilateral internet governance regimes. This differentia-
tion highlights the tools of metagovernance, such as norms and institutional design, that 
are used to structure these regimes and fundamentally make the internet work in the 
way it does. The differentiation also helps to explain why the private internet governance 
regime does not take the structural impact of technology on society into account.

The lack of structural evaluation of the societal impact of technological norms 
in the private internet governance regime is not because existing institutions lack 
the capacity to evaluate and implement policies and frameworks supporting differ-
ent norms or because there is a lack of interest among various individuals involved 
in the internet governance regime complex. Rather, as I noted earlier, norm evalu-
ation is happening, but it occurs through the lens of the embedded and guiding 
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norm of the specific regime. In the case of the private internet governance regime, 
this is the norm of interconnection and interoperation. Proposed new voluntary 
norms are evaluated against these deeply enshrined and institutionally and infra-
structurally embedded norms that guide the community of the bodies that make 
up the private internet governance regime. Freedom of speech and freedom of 
expression are rights that are widely supported within the private internet govern-
ance regime because expression fits very well with increasing interoperation and 
interoperability. On the other hand, the operationalisation of the right to privacy, 
such as in the case of WHOIS and the GDPR or Schengen routing, or the right to 
nondiscrimination, is more likely to be enacted through the limitation of intercon-
nectivity and interoperation through the multilateral internet governance regime. 
This is because privacy requires data minimisation, and Schengen routing implies 
limited interoperation between networks.

Conclusion

Existing definitions and understandings of internet governance largely focus on 
stakeholder groups, institutions, and practices. In this chapter I have sought to 
show how one can make effective functional differentiations between governance 
regimes within the internet governance regime complex, using the lens of metago-
vernance. By understanding these regimes through their embedded norms, one 
obtains a higher- level view to the vast field of internet infrastructure and its gov-
ernance. Subsequently, one is able to interrogate the respective regimes using their 
own respective norms. This shows that the governance of the internet infrastruc-
ture is by no means monolithic, nor is it random. Insight in the two norm regimes 
that make up the regime complex provide one with the ability to understand how 
power and control are exercised in this global network, namely through deeply 
embedded guiding norms, bound to norm regimes that transcend individual inter-
net governance bodies and instruct the behaviour of those who engage in it. This 
analysis has also shown that the resurgence of the nation state through the rise of 
the multilateral internet governance regime is a direct consequence of the inabil-
ity of the private internet governance regime to accommodate social and legal 
norms that do not increase interconnection and interoperability.

Notes
 1 The Acceptable Use Policy. GENERAL PRINCIPLE:

(1) NSFNET Backbone services are provided to support open research and education 
in and among US research and instructional institutions, plus research arms of for- 
profit firms when engaged in open scholarly communication and research. Use for 
other purposes is not acceptable.

UNACCEPTABLE USES:

(10)  Use for for- profit activities, unless covered by the General Principle or as a specifi-
cally acceptable use.

(11) Extensive use for private or personal business.

  Source: www.livinginternet.com/doc/merit.edu/acceptable_use_policy.htm, accessed 
28 November 2019.

http://www.livinginternet.com
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 2 For the Verification Code Extension for the Extensible Provisioning Protocol, see https://
tools.ietf.org/html/draft- ietf- regext- verificationcode- 06, Accessed 29 November 2019.
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