
International Journal of Electrical and Computer Engineering (IJECE) 

Vol. 13, No. 2, April 2023, pp. 1782~1794 

ISSN: 2088-8708, DOI: 10.11591/ijece.v13i2.pp1782-1794      1782  

 

Journal homepage: http://ijece.iaescore.com 

A lightweight and secure multilayer authentication scheme for 

wireless body area networks in healthcare system 

 

 

Mohammad Fareed, Ali A. Yassin 
Department of Computer Science, Education College for Pure Science, University of Basrah, Basrah, Iraq 

 

 

Article Info  ABSTRACT 

Article history: 

Received Mar 7, 2022 

Revised Sep 18, 2022 

Accepted Oct 14, 2022 

 

 Wireless body area networks (WBANs) have lately been combined with 

different healthcare equipment to monitor patients' health status and 

communicate information with their healthcare practitioners. Since 
healthcare data often contain personal and sensitive information, it is 

important that healthcare systems have a secure way for users to log in and 

access resources and services. The lack of security and presence of 

anonymous communication in WBANs can cause their operational failure. 
There are other systems in this area, but they are vulnerable to offline 

identity guessing attacks, impersonation attacks in sensor nodes, and 

spoofing attacks in hub node. Therefore, this study provides a secure 

approach that overcomes these issues while maintaining comparable 
efficiency in wireless sensor nodes and mobile phones. To conduct the proof 

of security, the proposed scheme uses the Scyther tool for formal analysis 

and the Canetti–Krawczyk (CK) model for informal analysis. Furthermore, 

the suggested technique outperforms the existing symmetric and asymmetric 

encryption-based schemes. 
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1. INTRODUCTION 

Wireless technology advancements have had a favorable impact on practically every human 

existence in healthcare. Connecting the physical and digital worlds facilitates communication and access 

amongst network members, application services, and users as a whole [1]–[5]. The internet of things (IoT) 

relies heavily on wireless sensor network (WSN) technology [6], which consists of a group of wireless 

sensors. The wireless body area network (WBAN) is a perfect network for medical IoT devices, given the 

wide variety of WSNs available [7]–[9]. WBAN-based healthcare services might use to trace and gather 

healthy patient data remotely. The distance between a patient and a specialist doctor might impact his health 

[10]–[13]. However, the low level of hospital and the scarce of professional medical staff are common 

problems in most countries [14], [15]. Although this might be a concern, the remote healthcare system can 

assist in overcoming these issues. Remote healthcare is especially useful for long-term illnesses, including 

heart failure, diabetes, and chronic obstructive pulmonary disease (COPD) [16]. Chronic diseases are also 

becoming more common for healthcare providers who use remote monitoring and treatment technologies 

[17]. It is possible to monitor a patient's health state at any time/location in the remote healthcare system. 

Because the patient's health observes in real-time, the doctor can react swiftly and provide an early diagnosis 

if the patient's health state becomes critical, which is an additional benefit [18], [19]. Furthermore, remote 

healthcare monitoring enables patients to remain in their homes instead of spending money on costly 

healthcare facilities like hospitals or nursing homes [20], [21]. 

https://creativecommons.org/licenses/by-sa/4.0/
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However, because remote healthcare services are vulnerable to many attacks, privacy and security 

are important in protecting this data as it is collected and sent [22]–[29]. The patient's life might be in danger 

if some of the attackers succeed in launching the assaults, and these unexpected tasks could be done through 

WBAN. As a result, authentication and key generation methods must protect remote healthcare applications. 

Many WBAN authentication techniques have been developed for healthcare applications. In particular,  

Zhu and Ma [30] an anonymous authentication system using smart cards is now in use, which uses a single 

message exchange to authenticate users while safeguarding their privacy. Although Lee et al. [31] proved 

that Zhu and Ma approach could not guarantee full user anonymity secrecy, they presented an improved 

protocol as a solution. Symmetric key cryptography, exclusive-or (XOR), and hashing operations are used in 

Zhu's and Lee's protocols. The elliptic curve cryptography (ECC) called by Memon et al. [32] serves as the 

base for an anonymous authentication method for site-based applications. Soon after, Reddy et al. [33] 

showed vulnerabilities of Memon et al.'s protocol focused on key compromised insider attacks, 

impersonation attacks, and insecure password changing part, and a difficult of imperfect mutual 

authentication. Reddy et al. [33] also proposed a two-factor authentication system based on smartcards and 

ECC. The Memon et al. [32] and the Reddy et al. [33] procedures rely on private key cryptosystem, 

especially ECC, to secure their communications. Khatoon et al. [34] and Ostad-Sharif et al. [35] 

independently suggested an ECC-based authentication and key agreement mechanism for the telemedicine 

information system. Khatoon et al. [34] aimed to offer patients safe and privacy-preserving identification 

utilizing biometrics, bilinear pairing-based, unlinkable, mutual authentication, and key agreement by using a 

fuzzy extractor. Ostad-Sharif et al. [35] created an anonymous and unlinkable authentication and key 

agreement mechanism that enabled formal security analysis via simulation and results from AVISPA. Ali et 

al. [36] have presented an authentication and access control technique for protecting wireless Healthcare 

WSNs in addition to their research efforts. According to AVISPA and burrows–abadi–needham (BAN) logic 

[37], Ali et al. protocol’s is safe since it uses ECC and bilinear pairing. 

Depending on primitives based on bilinear or ECC pairing has a higher computational cost than any 

other cryptosystem primitives, which is why they are high complexity on WBANs. An anonymous biometric-

based authentication strategy based on chaotic maps was suggested by Khan et al. [38] to reduce the burden 

on the system. Based on hash functions and exclusive-or operations are used in Aman et al.'s Assuming that 

PUFs used in WBANs is an enormous strain on the system, even if Khan and Aman's protocols are 

operationally efficient. According to Xu and colleagues, WBANs may be securely authenticated and 

encrypted without the need for chaotic maps or PUFs [39]. Exclusive-OR and hash function operations are all 

that are needed to implement their system. Alzahrani et al. showed that Attacks like replaying and key 

compromise impersonation are possible with the Xu et al. protocol. Offline identity guessing attacks can also 

be done with this protocol [40]. For WBANs in healthcare applications, they developed an enhanced 

protocol. Furthermore, Alzahrani et al. does not ensure the unlinkability of patients since it utilizes the same 

identification of the access point in each session, even though it has a low computational cost and many 

benefits in terms of privacy and security issues. This study makes the following contributions: 

− The proposed secure multilayer healthcare system works on a WBAN environment and secures the 

communication channels between the system’s components see Figure 1; 

 

 

 
 

Figure 1. The organization of the multilayer healthcare system based on 
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− The suggested authentication scheme in the system relies on an XOR operation and a one-way hash 

function, which are lightweight compared to asymmetric cryptosystem operations. As a result, it is suited 

for use with WBANs in remote healthcare;  

− The security analyses show that the suggested scheme offers both privacy and security for users. The 

formal security verification through the Scyther tool updates that the scheme can withstand malicious 

attacks; and  

− Efficiency analysis is performed based on the complexity analysis of processing and communication. 

Comparison with related systems reveals that the suggested scheme is adequate for computing and 

communication efficiency. 

 

 

2. PRIMITIVE TOOLS 

2.1.  Schnorr digital signature 

Schnorr digital signatures have been presented to reduce the signature size of El-Gamal digital 

signatures [41]–[43]. It is a highly helpful, certified, and compact signature generator. Schnorr algorithm it’s 

a three-function strategy: 
 

Algorithm 1. Schnorr digital signature 
𝑲𝒆𝒚𝑮𝒆𝒏 𝑓𝑢𝑛𝑐𝑡𝑖𝑜𝑛:  
Begin 

Step 1. Select two large prims 𝑝 ≥ 2512 and 𝑞 ≥ 2140 such that: (𝑝 − 1) 𝑚𝑜𝑑 𝑞 = 0. 
Step 2. Choose 𝑔 ∈ ℤ𝑝 of order 𝑞, 𝑔 ≠ 1 & 𝑔𝑞 = 1 𝑚𝑜𝑑 𝑝.  

Step 3. Pick 𝑥 ∈ ℤ𝑞 and 𝑔𝑥 𝑚𝑜𝑑 𝑝. 

Step 4. 𝑃𝑟𝑖𝑣𝑎𝑡𝑒 𝑘𝑒𝑦 =  𝑥, and 𝑃𝑢𝑏𝑙𝑖𝑐 𝑘𝑒𝑦 = 𝑦 = 𝑔𝑥  𝑚𝑜𝑑 𝑝. 
Step 5. The public parts are (𝑔, 𝑝, 𝑞, 𝑦).  

End 

𝑺𝒊𝒈𝒏 (𝒈,𝒙,𝑴) 𝑓𝑢𝑛𝑐𝑡𝑖𝑜𝑛: 
Begin 

Step 6. Choose 𝑘 ∈  ℤ𝑞
∗ and set 𝑟 =  𝑔𝑘. 

Step 7. Compute 𝑒 =  𝐻 (𝑟𝑃𝑖
 || 𝑀) and 𝑠 =  𝑘 + 𝑥 ∗ 𝑒. 

Step 8. Send (𝑆𝑖𝑔𝑛𝑥(𝑀) = < 𝑀, 𝑠, 𝑒 >) to the verifier. 
End 

𝑽𝒆𝒓𝒊𝒇𝒚 (𝑴, e, s) 𝑓𝑢𝑛𝑐𝑡𝑖𝑜𝑛: 
Begin 

Step 9. Set 𝑟′ =  𝑔𝑠𝑦−𝑒. 

                  = 𝑔 𝑘+𝑥∗𝑒 ∗ 𝑔− 𝑥∗𝑒  =  𝑔 𝑘 

Step 10. IF 𝑒 ≟  𝐻(𝑟′ || 𝑀 ); is true, the message is accepted; ELSE, it is rejected. 
End 

 

2.2.  Scyther 

Scyther is a tool used to verify, falsify, and analyze security protocols. It is a freely available and 

state-of-the-art tool that provides some novel features not offered by other tools. Novel features include the 

possibility of unbounded verification with guaranteed termination, ability to analyze infinite sets of traces in 

terms of patterns, and support for multi-protocol research. The tool provides a graphical user interface (GUI) 

that complements the command line and Python scripting interfaces. The GUI is aimed at users interested in 

verifying or understanding a protocol. The command line and scripting interfaces facilitate the use of Scyther 

for large-scale protocol verification tests [44]. 

 

2.3.  Canetti-Krawczyk (CK) threat model 

With the Canetti-Krawczyk (CK) model, the proposed scheme can be formally developed and 

analyzed. The proposed system should have many essential security properties [45]. In this paper, we used 

the following features: i) mutual authentication, ii) anonymity, iii) unlinkability, iv) smart factor, v) attack 

resistance, and vi) all channels are secure. 

 

 

3. THE PROPOSED SCHEME 

The proposed secure scheme on WBAN consists of three components: patient device (𝑃𝑑𝑖), sensors 

(𝑆𝑖𝑗= 𝑆𝑖1,𝑆𝑖3,...,𝑆𝑖𝑛), and controller (𝐶𝑖). Table 1 contains the necessary symbols used in this study. The work 

depends on the initialization, registration, login, and healthcare authentication phases. The registration phase 

involves registration of a new patient (𝑃𝑖) in the global database (𝐻𝐶𝐶). The login phase involves login, 

authentication, and verification of the system's components. The healthcare phase updates the patient's health 

status efficiently and securely through sensors. The main phases are explained. 
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Table 1. List of notations 
Symbol Description Symbol Description 

𝐻𝐶𝐶 Healthcare center. 𝐷𝑇𝑃𝑖
 temporary storage 

𝐻𝐶𝐶𝑑𝑝𝑘
 Specialist doctor 𝐷𝑆𝑃𝑖𝑗

 Sensor data 

𝑃𝑑𝑖 Patient device. 𝐷′𝑆𝑃𝑖𝑗
 Decrypted sensor data 

𝑃𝑖 Patient. 𝑂𝑇𝑃 One time password 

𝑆𝑃𝑖𝑗
 Sensors. 𝐹𝐶𝐼𝑃𝑖

 Family contact info 

𝐷𝑆𝑖𝑗
 Encrypted 𝑆𝑃𝑖𝑗

 data 𝑆𝑀𝑆𝑇 SMS token 

𝐶𝑃𝑖
 Controller. 𝑓𝑆𝑃𝑖𝑗

 Flag 

𝐹𝐹𝑃𝑖
 Flash file of 𝑃𝑖. 𝑇𝑃𝑖

 Login time 

𝑆𝐾𝑃𝑖
 Shared Key of 𝑃𝑖 ⊕ Exclusive or 

ℤ Group of positive No. 𝑇 Returns the current date and time 

𝑃𝑊𝑃𝑖
 𝑃𝑖 password || Concatenation 

𝐶𝐶𝑃𝑖
 confirmation code 𝑃 𝑎𝑛𝑑 𝑄 Large primes number 

𝑆𝑄𝐿𝑖𝑡𝑒 Local database 𝑥 Private key 

𝑃𝑟𝐻𝐶𝐶 𝐻𝐶𝐶 private key 𝑔 Random number ∈ ℤ 

𝑃𝑢𝐻𝐶𝐶 𝐻𝐶𝐶 public key 𝑦 Public key 

𝑃𝑟𝑃𝑖
 𝑃𝑖 private key M message 

𝑃𝑢𝑃𝑖
 𝑃𝑖 private key 𝑁𝑅𝑃𝑖

 necessary recommendations 

𝐻() Hash function 𝐶𝑅 Username combined with the sensor data sent 

 

 

3.1.  Initialization phase 

At the moment, the 𝐻𝐶𝐶 is responsible for configuring the system key and generating public and 

private keys (𝑃𝑟𝐻𝐶𝐶 , 𝑃𝑢𝐻𝐶𝐶) for signing data sent from the 𝐻𝐶𝐶 to 𝑃𝑑𝑖  based on the Schnorr digital 

signature. These steps are carried out as: 

− HCC selects two prims 𝑝 and 𝑞 large numbers such that: (𝑝 − 1) 𝑚𝑜𝑑 𝑞 = 0. 

− 𝐻𝐶𝐶 takes 𝑔 ∈ ℤ𝑝 of order 𝑞, 𝑔 ≠ 1 & 𝑔𝑞 = 1 𝑚𝑜𝑑 𝑝.  

− 𝐻𝐶𝐶 picks 𝑥𝐻𝐶𝐶 ∈ ℤ𝑞  and 𝑔𝑥𝐻𝐶𝐶 𝑚𝑜𝑑 𝑝. 

− 𝑃𝑟𝐻𝐶𝐶 =  𝑥𝐻𝐶𝐶 and 𝑃𝑢𝐻𝐶𝐶 = 𝑔𝑥𝐻𝐶𝐶𝑚𝑜𝑑 𝑝. 

 

3.2.  Registration phase 

Here, the patient who wishes to register in the 𝐻𝐶𝐶 performed the following steps: 

Step 1. The patient registers his information (Full name (𝐹𝑁𝑃𝑖
), Address (𝐴𝐷𝑃𝑖

), Phone No. (𝑃𝑁𝑃𝑖
), Email 

(𝐸𝑀𝑃𝑖
), Family contact info (𝐹𝐶𝐼𝑃𝑖

), type of disease (𝑇𝐷𝑃𝑖
), username (𝑈𝑁𝑃𝑖

), password (𝑃𝑊𝑃𝑖
)), and 

compute 𝐻𝑃𝑖
 as anomaly method by using 𝐻𝑃𝑖

= 𝐻(𝑃𝑊𝑃𝑖
||𝑈𝑁𝑃𝑖

), then store the data to both the 

global database 𝐻𝐶𝐶 and the local database 𝑆𝑄𝐿𝐿𝑖𝑡𝑒. 

Step 2. 𝐻𝐶𝐶 generates the shared key for patient (𝑆𝐾𝑃𝑖
∈ ℤ∗ ) to enc/dec the sensitive medical data of 𝑆𝑃𝑖𝑗

. 

Step 3. Embed the 𝑆𝐾𝑃𝑖
 to the 𝐹𝐹𝑃𝑖

of the Controller 𝐶𝑃𝑖
 that uses this key to encrypt the sensor's data. 

Step 4. 𝐻𝐶𝐶 creates the Electronic Health Record (𝐸𝐻𝑅𝑃𝑖
) containing all the above medical information 

associated with the new patient. 

Step 5. 𝐻𝐶𝐶 generate public and private keys (𝑃𝑟𝑃𝑖
, 𝑃𝑢𝑃𝑖

 ) for the signing data from the 𝑃𝑖  to the 𝐻𝐶𝐶 based 

on Schnorr digital signature as below: 

− 𝑃𝑑𝑖  selects two large prims 𝑝 and 𝑞 such that: (𝑝 − 1) 𝑚𝑜𝑑 𝑞 = 0. 

− 𝑃𝑑𝑖  chooses 𝑔 ∈ ℤ𝑝 of order 𝑞, 𝑔 ≠ 1 & 𝑔𝑞 = 1 𝑚𝑜𝑑 𝑝.  

− 𝑃𝑑𝑖  picks 𝑥𝐻𝐶𝐶 ∈ ℤ𝑞  and 𝑔𝑥𝑃𝑖𝑚𝑜𝑑 𝑝. 

− 𝑃𝑟𝑃𝑖
=  𝑥𝑃𝑖

 and 𝑃𝑢𝑃𝑖
= 𝑔𝑥𝑃𝑖𝑚𝑜𝑑 𝑝. 

 

3.3.  Login phase 

After completing the registration and access to the data showing interfaces, we'll go through how to 

log into the health application in this phase. 

Step 1. 𝑃𝑖 enters his login information (𝑈𝑁𝑃𝑖
 𝑎𝑛𝑑 𝑃𝑊𝑃𝑖

) in the 𝑃𝑑𝑖. 

Step 2. 𝑃𝑑𝑖 computes the 𝐻′𝑃𝑖
= 𝐻(𝑃𝑊𝑃𝑖

||𝑈𝑁𝑃𝑖
). 

Step 3. It compares the information (𝐻′𝑃𝑖
) with the 𝐻𝑃𝑖

 stored in the 𝑃𝑑𝑖 local database (𝑆𝑄𝐿𝐿𝑖𝑡𝑒). 

Step 4. If the result is true, then 𝑃𝑑𝑖 starts the application with the Healthcare phase. Otherwise, go to step 5. 

Step 5: 𝑃𝑑𝑖 computes 𝑇 =  𝑁𝑂𝑊() and sends 𝐻′′𝑃𝑖
= 𝐻( 𝐻′𝑃𝑖

⊕ 𝑇), 𝑇) to the 𝐻𝐶𝐶 through the internet. 

Since 𝑇 cannot be repeated with a new login process, this feature has been used to prevent malicious 

attacks during the login process. 
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Step 6. 𝐻𝐶𝐶 compares 𝐻′′𝑃𝑖
 ≟ (𝐻𝑃𝑖

⊕ 𝑇) with and sends a confirmation code 𝐶𝐶𝑃𝑖
 as a challenge to 𝑃𝑑𝑖 

using SMS token technique when the result of the current step is true. Otherwise, it terminates this 

phase. 

Step 7. 𝑃𝑖 enters the confirmation code 𝐶𝐶𝑃𝑖

′  on his 𝑃𝑑𝑖 and then sends to 𝐻𝐶𝐶.  

Step 8. Upon receiving the information from 𝑃𝑖, 𝐻𝐶𝐶 compares 𝐶𝐶𝑃𝑖

′  with 𝐶𝐶𝑃𝑖
. If the comparison is correct, 

𝐻𝐶𝐶 sends registration information and 𝑆𝐾𝑃𝑖
 to 𝑃𝑑𝑖.  

Step 9. 𝑃𝑑𝑖 saves registration information and 𝑆𝐾𝑃𝑖
 in the 𝑆𝑄𝐿𝑖𝑡𝑒. Figure 2 refers to the steps of the login 

authentication phase. 

 
 

 
 

Figure 2. Login phase 

 

 

3.4.  Healthcare phase 

After completing the registration and access to the data showing interfaces, we'll go through how to 

log into the health application in this phase. Currently, 𝑃𝑑𝑖 is ready to receive and view the decrypted data of 

sensor (𝐷𝑆𝑃𝑖𝑗
) as: 

Step 1. In the first iteration, 𝑆𝑃𝑖𝑗
 sends data of each patient's sensor 𝐷𝑆𝑃𝑖𝑗

 to 𝐶𝑃𝑖
. Then, 𝐶𝑃𝑖

 saves 𝐷𝑆𝑃𝑖𝑗
in the 

temporary storage 𝐷𝑇𝑃𝑖
. Where 𝐷𝑇𝑃𝑖

 focuses on increasing the performance of 𝐶𝑃𝑖
. 

Step 2. 𝐶𝑃𝑖
 determines the severity of 𝐷𝑇𝑃𝑖

received by the 𝑆𝑃𝑖𝑗
depended on three rules: 

− If 𝐷𝑇𝑃𝑖
 in the normal range, 𝐶𝑃𝑖

 sets 𝑓𝑆𝑃𝑖𝑗
= 0. 

− If 𝐷𝑇𝑃𝑖
 in the abnormal range, 𝐶𝑃𝑖

 sets 𝑓𝑆𝑃𝑖𝑗
= 1. 

− If 𝐷𝑇𝑃𝑖
 in the dangerous range, 𝐶𝑃𝑖

 sets 𝑓𝑆𝑃𝑖𝑗
= 2. 

Step 3. 𝐶𝑃𝑖
 computes 𝐸𝑆𝑃𝑖𝑗

= 𝐸𝑛𝑐𝑆𝐾𝑃𝑖
(𝐷𝑇𝑃𝑖

||  𝑓𝑆𝑃𝑖𝑗
) and sends 𝐸𝑆𝑃𝑖𝑗

to the 𝑃𝑑𝑖. 

Step 4. 𝑃𝑑𝑖 receives  𝐸𝑆𝑃𝑖𝑗
 and performs 𝐷𝑇𝑃𝑖

′ = 𝐷𝑒𝑐𝑆𝐾𝑃𝑖
(𝐸𝑆𝑃𝑖𝑗

). After that, 𝑃𝑑𝑖 restores  𝑓′𝑆𝑃𝑖𝑗
 to determine 

the severity of health data by the following: 

− If 𝑓′𝑆𝑃𝑖𝑗
≟ 0; then show the received data in the screen of 𝑃𝑑𝑖. 

− If 𝑓′𝑆𝑃𝑖𝑗
≟ 1; then show the received data with a warning notification. 

− If 𝑓′𝑆𝑃𝑖𝑗
≟ 2; then, show the received data with a danger notification and go to step 6. 

Step 5. In the new iteration, 𝑆𝑃𝑖𝑗
 reads a new data of a patient's sensors 𝐷𝑆𝑃𝑖𝑗

 then sends to 𝐶𝑃𝑖
. After that, 𝐶𝑃𝑖

 

compares 𝐷𝑆𝑃𝑖𝑗
≟ 𝐷𝑇𝑃𝑖

; if so, then return in the current step; otherwise, sets 𝐷𝑇𝑃𝑖
=𝐷𝑆𝑃𝑖𝑗

 and go to step 2. 
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Step 6. At this step, 𝐻𝐶𝐶 contribute to the decision making of the patient's status. The 𝑃𝑑𝑖 performs the 

following steps: 

− Compute 𝐶𝑅=( 𝐸𝑆𝑃𝑖𝑗
|| 𝑈𝑁𝑃𝑖

). 

− Choose 𝑘𝑃𝑖
∈  ℤ𝑞

∗  and set 𝑟𝑃𝑖
 =  𝑔𝑘𝑃𝑖 . 

− Compute 𝑒𝑃𝑖
 =  𝐻 (𝑟𝑃𝑖

 || 𝐶𝑅) and 𝑠𝑃𝑖
 =  𝑘𝑃𝑖

+  𝑃𝑟𝑃𝑖
∗ 𝑒𝑃𝑖

. 

− Send 𝑆𝑖𝑔𝑛 𝑃𝑟𝑃𝑖
(𝐶𝑅)=< 𝐶𝑅, 𝑠𝑃𝑖

, 𝑒𝑃𝑖
 > to 𝐻𝐶𝐶. 

Step 7. 𝐻𝐶𝐶 verifies whether the 𝑆𝑖𝑔𝑛 𝑃𝑟𝑃𝑖
(𝐶𝑅) is valid or not by running 𝑉𝑒𝑟𝑖𝑓𝑦 𝑃𝑢𝑃𝑖

(𝐶𝑅, 𝑠𝑃𝑖
, 𝑒𝑃𝑖

). 

− Set 𝑟𝑃𝑖

′    =  𝑔𝑠𝑃𝑖𝑦−𝑒𝑃𝑖 . 

=  𝑔 𝑘𝑃𝑖
+ 𝑃𝑟𝑃𝑖

∗𝑒𝑃𝑖 ∗ 𝑔− 𝑃𝑟𝑃𝑖
∗𝑒𝑃𝑖  

=  𝑔 𝑘𝑃𝑖 

− Compare 𝑒𝑃𝑖
 ≟  𝐻(𝑟𝑃𝑖

′  || 𝐶𝑅 ); if the result is true, go to step 8; Otherwise, terminate the current phase. 

Step 8. 𝐻𝐶𝐶 decrypts 𝐸𝑆𝑃𝑖𝑗
 relied on 𝐷′𝑆𝑃𝑖𝑗

= 𝐷𝑒𝑐𝑆𝐾𝑃𝑖
(𝐸′𝑆𝑃𝑖𝑗

), then analyses the patient's case, writes the 

necessary recommendations (𝑁𝑅𝑃𝑖
) by the specialist doctor 𝐻𝐶𝐶𝑑𝑝𝑘

. Then save 𝑁𝑅𝑃𝑖
 in the database 

and sign it using the following steps: 

− Choose 𝑘𝐻𝐶𝐶 ∈  ℤ𝑞
∗  and set 𝑟𝐻𝐶𝐶  =  𝑔𝑘𝐻𝐶𝐶 

− Compute 𝑒𝐻𝐶𝐶 =  𝐻 (𝑟𝐻𝐶𝐶  || 𝑁𝑅𝑃𝑖
)and𝑠𝐻𝐶𝐶  =  𝑘𝐻𝐶𝐶 + 𝑃𝑟𝐻𝐶𝐶 ∗ 𝑒𝐻𝐶𝐶 . 

− Send 𝑆𝑖𝑔𝑛𝐻𝐶𝐶(𝑁𝑅𝑃𝑖
) = < 𝑁𝑅𝑃𝑖

, 𝑠𝐻𝐶𝐶 , 𝑒𝐻𝐶𝐶  > to 𝑃𝑑𝑖 and resend 𝑁𝑅𝑃𝑖
 to 𝐹𝐶𝐼𝑃𝑖

 via SMS. 

Step 9. 𝑃𝑑𝑖 verifies whether the 𝑁𝑅𝑃𝑖
is correct or not based on the received  𝑠𝐻𝐶𝐶 , 𝑒𝐻𝐶𝐶  by running 

𝑉𝑒𝑟𝑖𝑓𝑦𝑃𝑢𝐻𝐶𝐶
(𝑁𝑅𝑃𝑖

, 𝑠𝐻𝐶𝐶 , 𝑒𝐻𝐶𝐶). 

− Set 𝑟𝐻𝐶𝐶 =  𝑔 𝑠𝐻𝐶𝐶𝑦− 𝑒𝐻𝐶𝐶. 

=  𝑔 𝑘𝐻𝐶𝐶+ 𝑃𝑟𝐻𝐶𝐶∗𝑒𝐻𝐶𝐶 ∗ 𝑔− 𝑃𝑟𝐻𝐶𝐶∗𝑒𝐻𝐶𝐶 

=  𝑔 𝑘𝐻𝐶𝐶 

− Compare 𝑒𝐻𝐶𝐶  ≟  𝐻(𝑟𝐻𝐶𝐶  || 𝑁𝑅𝑃𝑖
), if true, go to step 10; Otherwise, terminate the current phase. 

Step 10. 𝑃𝑑𝑖 shows 𝑁𝑅𝑃𝑖
 with a danger notification on the screen of 𝑃𝑑𝑖 and go to step 5. Figure 3 explains 

the healthcare phase and data transfer. 
 

 

 
 

Figure 3. Healthcare phase 
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4. RESULTS AND DISCUSSION 

This part analyzes the security of the proposed protocol using the Scyther tool and the CK model 

[37]-[40], [44] and shows how the protocol can achieve high levels of privacy and security than the 

alternatives. Scyther is an important tool for formal security analysis, but it only works if an attacker knows 

the decryption key to get the plaintext of the ciphertext. Scyther tool provides a lot of benefits: 

− It is seen as an unbounded model for validating many security schemes, like authentication, verification, 

and access control. 

− It lets you test the soundness of a proposed scheme for all possible behaviors, like attacks. To use any of 

the suggested schemes, we should write in the security protocol description language (SPDL),  

which defines protocols/schemes, supports expressions for encryption/decryption and signing, and 

sending/receiving events. 

The GUI of Scyther is designed for anyone wanted to check or understand a protocol. To run large-

scale protocol verification tests. The traditional system is implemented without the use of typical security 

features. Figure 4 shows the old system's flaws, as we have already shown. 

 

 

 
 

Figure 4. Weakness of the traditional system 

 

 

4.1.  Formal security analysis 

Scyther is an important tool for formal security analysis, but it only works if an attacker knows the 

decryption key to get the plaintext of the ciphertext. Using symmetric key encryption, crypto-hash function, 

and digital signature, a secure system that overcomes the weaknesses of traditional systems has been 

developed. The results of the suggested system, which is resistant to well-known harmful attacks, are shown 

in Figure 5. 
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Figure 5. Verify protocol and automatic climes 

 

 

4.2.  Informal security analysis 

The proposed scheme is capable of being formally developed and evaluated with the help of the CK 

model. The proposed system ought to possess a significant number of important security properties [45]. We 

review the most important security challenges that are present in this paper: 

− Mutual authentication: 𝐻𝐶𝐶 requires 𝑃𝑖 to be genuine based on 𝑈𝑁𝑃𝑖
 , 𝑃𝑊𝑃𝑖

, and 𝐶𝐶, which is a message 

from 𝑃𝑖 to 𝐻𝐶𝐶. 𝐻𝐶𝐶 in the proposed system could authenticate only the legal 𝑃𝑖 because a CK 

adversary needs to guess the information of login (𝑈𝑁𝑃𝑖, 𝑃𝑊𝑃𝑖 , 𝑇 ), compute [𝐻𝑃𝑖
= 𝐻( 𝐻′𝑃𝑖

⊕ 𝑇), 𝑇], and 

send it to 𝐻𝐶𝐶. It compares the received information with the data stored in the database, and if they are 

identical, it generates and sends the SMS token (𝐶𝐶) to 𝑃𝑖 via 𝑃𝑁𝑂𝑃𝑖. Here, 𝐻𝐶𝐶 can be considered as a 

trusted party. The attackers (𝑃𝑖′) fail to receive 𝑆𝑀𝑆𝑇 from 𝐻𝐶𝐶 because they do not own 𝑃𝑖’s 

smartphone number 𝑃𝑁𝑂𝑃𝑖. Then, 𝐻𝐶𝐶 terminates the authentication phase. In case of legitimate users 

(𝑃𝑖), they enter 𝐶𝐶′ in the dialogue box and resubmit it to 𝐻𝐶𝐶. Finally, 𝐻𝐶𝐶 compares 𝐶𝐶 ≟ 𝐶𝐶′ and if 

it matches, 𝑃𝑖 is authorized. 

− Anonymity: From the CK adversary's point of view, it is hard for an adversary to find out the user's 

identity and password. At the moment, it is necessary to check the identity of login information sent 

between system parts to show anonymity. The data in server is saved using SHA-256 hash function 

[𝐻(𝑃𝑊𝑃𝑖
||𝑈𝑁𝑃𝑖

)], which has a robust relationship with the identity of entities. To do so, the adversary 

should know about breaking the SHA-256 hash function, which is not feasible. Therefore, the proposed 

system provides anonymity. 

− Unlinkability: This feature focuses on preventing 𝐻𝐶𝐶 from detecting if 𝑃𝑖 has logged previously or not. 

This feature was applied in the proposed system by changing the value of 𝐻′′𝑃𝑖
= 𝐻( 𝐻′𝑃𝑖

⊕ 𝑇), 𝑇) for 

each login attempt of 𝑃𝑖. Since 𝑇 is the value of the current date and time, it is impossible to repeat the 

value. Consequently, an adversary cannot link different logins with the same 𝑃𝑖. 

− Smart factor: After the patient’s first logon to the application, a secure connection session is opened by 

keeping the login information in the local database. This makes the system available in a smart and 

permanent way. This feature is used to reduce the burden of logging information during each login 

process. On deleting the application and changing the smartphone, the login information is deleted from 

the local database. This makes the process of entering information and security verification work. 
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− Attack resistance: Any malicious attack like the man-in-the-middle (MITM) attack [46], impersonation 

attack, insider attack, and replay attack is possible if a CK adversary finds a method to carry out the 

attack. For an impersonation attack related to mutual authentication, the attacker should learn the first-

factor message (𝐻′, 𝑇) and confirmation code (𝐶𝐶) to masquerade as 𝑃𝑖 and 𝐻𝐶𝐶 respectively. 

Furthermore, these messages are linked to the knowledge of login information. So, the proposed scheme 

can prevent impersonation attacks. The MITM attack uses the same technique used by active 

eavesdropping. Here, we notice the mutual authentication provides. An attacker fails to get both 

𝑈𝑁𝑃𝑖
 and 𝑃𝑊𝑃𝑖

 to compute 𝐻′ because it uses a parameter (𝑇) generated once for each login iteration. 

Assume that an attacker can access the current time 𝑇 and login information to calculate 𝐻′, but the 

attacker cannot have 𝑃𝑁𝑂𝑃𝑖
 to receive 𝐶𝐶 from 𝐻𝐶𝐶 see Figure 6. Finally, the proposed scheme resists 

MITM attack, replay attack, impersonation attack, sniffing, hijacking, dictionary attack, and 

eavesdropping attack because an attacker is unable to get any benefit from parameters exchanged between 

𝑃𝑖 and 𝐻𝐶𝐶 or establish an insider threat because 𝐶𝐶 is sent to the legal-patient's smartphone (𝑃𝑁𝑂𝑃𝑖
). 

− All channels are secure: Since data transmitted through communication media is vulnerable to attack by 

an adversary, the proposed system secures all communication channels using encryption and digital 

signature. The data of 𝑆𝑃𝑖𝑗
 is encrypted [𝐸𝑛𝑐𝑆𝐾𝑃𝑖

(𝐷𝑇𝑃𝑖
||  𝑓𝑆𝑃𝑖𝑗

)] before being sent to 𝑃𝑁𝑂𝑃𝑖. Despite the 

short range of communication using Bluetooth technology, eavesdroppers will try to obtain the 

information. Data sent from 𝑃𝑁𝑂𝑃𝑖 to 𝐻𝐶𝐶 and data returned from the health institution to the phone are 

also signed using a Schnorr digital signature (𝑆𝑖𝑔𝑛𝑝𝑟  𝑎𝑛𝑑 𝑉𝑒𝑟𝑖𝑓𝑦𝑝𝑢). After reviewing the security challenges 

using the CK model, we compare our proposed system with similar works as shown in Table 2. 

 
 

 
 

Figure 6. Scenario blocking malicious attacks 
 

 

Table 2. Privacy and security feature comparison result 
Protocol Verification’s time complexity Result 

[34] 9𝑇ℎ +  2𝑇𝑏𝑝 + 2𝑇𝑠𝑦𝑚 + 5𝑇𝑒𝑐𝑐 51.51 

[35] 14𝑇ℎ +  2𝑇𝑠𝑦𝑚 + 4𝑇𝑒𝑐𝑐 18.64 

[38] 11𝑇ℎ 0.88 

[39] 10𝑇ℎ 0.8 

[40] 10𝑇ℎ 0.8 

[46] 14𝑇ℎ 1.12 

Proposed 2𝑇𝑆𝑖𝑔𝑛+2𝑇𝑉𝑒𝑟𝑖𝑓𝑦 0.35 

 

 

5. PERFORMANCE RESULTS 

In this part, the protocol is compared to those in [34], [35], [38], [40], [41] to see how it performs in 

terms of computational and communication overheads. Moreover, any suggested protocol should be had 

balancing between performance and complexity of security. So, the WBANs prefers to use light security 

feature and preserve the privacy of health data. We notice that the proposed scheme can resist well-known 

attacks and achieves a good security feature compared with other related work. 
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5.1.  Computation result 

There are three phases in the proposed protocol: registration phase, login phase, and healthcare 

phase. We will concentrate on the computation requirements of the healthcare phase from the proposed 

system because the phase is the most frequently used one. To facilitate computation analysis, we define the 

computational requirements of a mathematical operation as 𝑇𝑚, a one-way hash function as 𝑇ℎ, symmetric 

key encryption and decryption as 𝑇𝑠𝑦𝑚, an elliptic curve cryptosystem as 𝑇𝑒𝑐𝑐 and a bilinear pairing operation 

as 𝑇𝑏𝑝, and Schnorr digital signature, respectively, but do not consider the overhead of the exclusive-or 

operations as 𝑇⊕, [45], [47] which require a comparatively quite low overhead than any other operations. 

Table 3 the computational overhead comparison among the related protocols based on Table 4. 

There are four hash operations and six mathematical operations in the proposed protocol, which is 

less time-consuming than the related works. Figure 7 shows the performance comparisons among the related 

system. We notice that our work achieves good result in the Table 4 explained the mechanism of arriving 

computation cost (2𝑇𝑆𝑖𝑔𝑛+2𝑇𝑉𝑒𝑟𝑖𝑓𝑦 ==> 0.35) based on Table 3 [45]. Additionally, using digital signature 

operations (sign/verify) leads to obtain best result because these operations do not require extra time for 

encryption/decryption and the transferred data between mobile and server considers very critical and needs 

more efficiency and secrecy.  

 

 

Table 3. Computation cost comparison result 
Protocol Verification’s time complexity Result 

[34] 1472 𝑏𝑖𝑡𝑠  2 𝑚𝑒𝑠𝑠𝑎𝑔𝑒𝑠 
[35] 2528 𝑏𝑖𝑡𝑠 2 𝑚𝑒𝑠𝑠𝑎𝑔𝑒𝑠 
[38] 1760 𝑏𝑖𝑡𝑠 2 𝑚𝑒𝑠𝑠𝑎𝑔𝑒𝑠 
[39] 3136 𝑏𝑖𝑡𝑠 4 𝑚𝑒𝑠𝑠𝑎𝑔𝑒𝑠 
[40] 3136 𝑏𝑖𝑡𝑠 4 𝑚𝑒𝑠𝑠𝑎𝑔𝑒𝑠 
[46] 3872 𝑏𝑖𝑡𝑠 4 𝑚𝑒𝑠𝑠𝑎𝑔𝑒𝑠 

Proposed 1280 𝑏𝑖𝑡𝑠 3 𝑚𝑒𝑠𝑠𝑎𝑔𝑒𝑠 

 

 

Table 4. Computation cost comparison result 
 [34] [35] [38] [39] [40] [46] Proposed 

Mutual authentication O O O O O O O 

Anonymity O O O X O O O 

Unlinkability O O O X X O O 

Smart factors X X X X X X O 

All channels are secure X X X X X X O 

Attack resistance X X X X X O O 

 

 

 
 

Figure 7. Performance comparisons among the related 
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5.2.  Communication result  

We used seven different lengths for our communication analysis. Random numbers (128 bits), 

identification numbers (128 bits), a timestamp (32 bits), a hash function (160 bits), symmetric key encryption 

(256 bits), bilinear pairing (256 bits), and a Schnorr digital signature (512 bits) are all supported. Comparing 

the communication costs of the relevant protocols is shown in Table 5. Seven different lengths were used for 

the communication analysis random numbers (128 bits), identification numbers (128 bits), a timestamp  

(32 bits), a hash function (160 bits), symmetric key encryption (256 bits), bilinear pairing (256 bits), and a 

Schnorr digital signature (512 bits). Comparison of communication costs of relevant protocols is shown in 

Table 5. 

In the proposed system, three exchange messages 𝑆𝑃𝑖𝑗
 data to 𝑃𝑑𝑖 using symmetric key encryption, 

data sent from 𝑃𝑑𝑖 to 𝐻𝐶𝐶 using Schnorr digital signature, and vice versa are used in the communication 

processes. The total cost is 1280 bits and the lowest among related systems, as shown in Figure 8. 

Furthermore, the result relies on the potential of digital signature to reduce the transferred messages (three 

messages) between main components. The description of messages are: 

- Message 1: 𝐶𝑖 to 𝑃𝑑𝑖  : Symmetric key encryption (256 bits). 

- Message 2: 𝑃𝑑𝑖 to 𝐻𝐶𝐶: Schnorr digital signature (512 bits). 

- Message 3: 𝐻𝐶𝐶 to 𝑃𝑑𝑖: Schnorr digital signature (512 bits). 

Total of messages length:  1280. 

 

 

Table 5. Comparing the communication cost with other related works 
Operation General meaning Time 

𝑇𝑚 Mathematical operation 0.005 

𝑇ℎ One-way hash function 0.08 

𝑇𝑠𝑦𝑚 Symmetric key encryption 0.14 

𝑇𝑒𝑐𝑐 Elliptic curve cryptosystem 4.31 

𝑇𝑏𝑝 Bilinear pairing operation 14.48 

𝑇⊕ Exclusive OR operation negligible 

𝑇𝑆𝑖𝑔𝑛 𝑇𝑚 +  𝑇ℎ 0.085 

𝑇𝑉𝑒𝑟𝑖𝑓𝑦 2𝑇𝑚 +  𝑇ℎ 0.09 

 

 

 
 

Figure 8. Communication cost comparison 

 

 

6. CONCLUSION 

This study proposes a secure and efficient multilayer healthcare system based on WBAN that 

preserves patients' privacy. It has many security features such as mutual authentication, anonymity, 

unlinkability, smart factor authentication, and secure data channels. Furthermore, it resists malicious attacks 

such as impersonation attack, MITM attack, replay attack, and insider attack. The healthcare server manages 

the primary operations in the system, which gives a high level of security, confidentiality, reliability, and 

efficiency in key management and distribution. Furthermore, the healthcare server stores health data in an 

anomaly manner. The proposed scheme was verified formally using the Scyther tool that guarantees that the 
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system is secure against well-known cyberattacks. The suggested system has low computational and 

communication costs. Moreover, a high level of security was achieved compared to other related systems. 
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