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Chapter

Perspectives on Pathogenic Plant 
Virus Control with Essential Oils 
for Sustainability of Agriculture 
4.0
Thanat Na Phatthalung and Wipa Tangkananond

Abstract

The outbreaks of plant pathogenic viruses and insect pests affect agricultural 
product supply chain systems. Environmentally friendly innovative technologies are 
provided accurate, practical, and acceptable means for surveillance by farmers. The 
bioactive compound applications are derived from plant essential oils with antivi-
ral activities as well as integrating insect pest control and management are useful 
choices. Successful comprehensive planning, including material production systems, 
extraction techniques, quality testing, and product creation are essential for strategic 
and operational decision-making under current operation management trends of 
Agriculture 4.0. This information can potentially be used to impel today agriculture 
and set the directions for supports. The role of management and data analysis will 
meet the challenges of increasing populations and food security with the ultimate 
goal to achieve efficient and sustainable effectiveness for all participants in directing 
the world agricultural systems.

Keywords: plant virus, plant essential oils, biopesticides, innovative technology, 
agriculture 4.0

1. Introduction

The world population has been increasing continuously that is anticipated to reach 
about 9.7 billion by 2050 and predicted to be 11.2 billion by 2100 [1]. This will be 
an important factor for the directional determination in agricultural management, 
which impacted the human population, environment, and ecosystems. These chal-
lenges should be systematically managed by integrating with the environmentally 
friendly innovative technology of Agricultural 4.0. The pests and plant diseases 
management agents will be based on natural products or biopesticides are the great 
promise in controlling yield quality. However, this agricultural management with 
natural products could be taken continually in steps to boost the consumption in the 
global market, which will likely increase in the future for replacing and reducing the 
chemical pesticides use. Presently, plant essential oil (plant EO) derived biopesticides 
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are assessed and accepted in many countries through the public or specific regula-
tion uses for assessing the active compounds and substances. The suitable extraction 
methods are supported to create the natural product, which are the important opera-
tions of determining the biological activities of plant EO.

Therefore, this chapter will describe the application of plant EOs for antiviral activi-
ties and insect-pest managements as well as discussing the relative innovative technolo-
gies such as automation, smart devices, smart sensors, artificial intelligence (AI), novel 
techniques and technologies, and the Internet of things (IoT). These will be applied 
under sustainable agricultural managements by Agriculture 4.0. These integrated 
operations in various innovative technologies will be made it possible to be quickly suc-
cessful to increase the role of natural products in sustainable agricultural managements.

2.  Perspectives on the potential of plant essential oils as green 
biopesticides in agricultural 4.0

Plant essential oils (Plant Eos) were used as biopesticides in agricultural systems 
for a long time. In the case of local usage, the plant materials were extracted by using 
differently traditional extraction techniques that the quantity and quality of bioactive 
essential oil compounds (EOCs) were less [2]. Therefore, the local knowledge will be 
upgraded for commercial production. Natural products will be continually accepted 
and used by farmers in the epidemic areas. A competitive challenge for commercial 
producers has high competition and follows by the trends of environment and healthy 
consumption under the world market. The environmental contamination and human 
health problems caused by the overuse of chemical pesticides have been reported and 
published in recent years. The use of chemical pesticides was the first choice for pest 
management, which has been increasingly apparent because of the high efficiency, 
specificity, and fast-acting on the target insect vectors [3].

The phenomenon, which related to the increasing use of chemical pesticides in 
agriculture, was the result of the successful breeding of new high-yielding rice variet-
ies in the green revolution period [4]. The various innovative agricultural technologi-
cal achievements over the years of synthetic chemical products were shown a fast 
action and specific effect on target organisms but have developed resistance against 
them. Thus, this awareness regarding problems had been significantly important to 
the agricultural management. Especially in research development pertained to avoid 
chemical resistance of insect pests by the green innovative technology and integrating 
sustainability principles [5]. In this context, biopesticides derived from the different 
plant species have the potential for solving problems as well as developing natural 
commercial products for safe crop productivity increasing. Biopesticides are becom-
ing a bright alternative replacement to chemical pesticides due to the significantly 
growing agricultural supply chain of both consumers and producers. However, there 
are limitations of plant EO activities such as rapid conversion and degradation by the 
various factors under field conditions.

Nowadays, despite considerable research and development effort on the plant 
EO properties and their active compound, yet their commercial products have few 
appeared in the global marketplace. As a result of this, it cannot be denied that 
such issues are only achieved concrete results at the policy level, which resulted 
from the regulatory commercialization barriers. Therefore, the status and poten-
tial of plant EOs as green biopesticides should be researched and developed with 
innovative technology under the three concepts including social acceptability, 
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economic viability, and environmental stewardship (Figure 1) [6]. As a result, the 
high-quality products will be created with low cost and easy to use in the operation 
model of sustainability Agriculture 4.0.

3.  Innovative technologies of plant essential oil extraction and quality 
control

The conventional extraction methods were heated for a long extraction time, and 
they depended on extracting solvents from various extraction procedures such as 
maceration (MA), soxhlet extraction (SE) [7], sonication/ultrasonication extraction 
(USE) [8], steam distillation (SD) [9], and solid–liquid extraction (SLE) [10]. The 
bioactive EOCs were destroyed, concentration reduced, lowered down reproducibility 
and extraction efficiency. These methods had used large content of plant materials and 
organic solvents, which were the main inefficiencies of natural resource use. The innova-
tive technologies are environmentally friendly for plant EO extraction, constantly  
being invented and developed for efficient use of various resources. Using high-effi-
ciency and uncomplicated extraction techniques will reduce the production costs  
of natural resources such as pressurized liquid extraction (PLE) [11], supercritical  
fluid extraction (SFE) [12], ultrasound-assisted extraction (UAE) [13], microwave-
assisted extraction (MAE) [14], pulsed electric field extraction (PEFE) [15], enzyme 

Figure 1. 
The sustainability agricultural management concepts. (figure was created from reference number [6]).



Digital Agriculture, Methods and Applications

4

assisted extraction (EAE) [16], solvent-free microwave extraction (SFME), and 
headspace solid-phase microextraction (HS-SPME). They also increase the yield of the 
bioactive compounds with the high quality of extract.

Application usages of these innovative extraction technologies are interesting 
alternative ways for enhancing active plant EO properties and efficiencies. The stabil-
ity and quantity of isolated plant EO can be preserved by encapsulation forms (e.g., 
droplets, particles, capsules, multilamellar vesicles, active film, and complexes) [17] 
and polymeric nanoencapsulation forms (e.g., nanocapsules, nanospheres, miscelle, 
nanogel, liposome, dendrimer, hydrogel, layered biopolymer, mesoporous silica, 
and nanofiber) [18]. The developed biopesticides products, which based on various 
encapsulated plant EO techniques (e.g., coacervation, complexation, emulsification, 
film hydration method, nanoprecipitation, ionic gelation, and spray drying), can 
slowly and continuously be released to targets under various environmental condi-
tions. According to the literature, many researchers reported that nano-active forms 
had more efficiency than normal-active forms.

Interesting advances in innovation, electronic nose (E-nose, EN) techniques can 
be applied for quality control of natural products, especially the volatile organic 
compounds (VOCs) [19]. The biological olfactory detector system called E-nose sensor 
technique is based on different electronic aroma detection (EAD) technologies by gas 
sensors. These are as follows: bulk acoustic wave (BAW), surface acoustic wave (SAW), 
calorimetric/catalytic bead (CB), carbon black composite (CBC), conductive polymers 
(CP), electrochemical sensors (EC), fluorescence (FL), metal-oxide semiconductors 
(MOS), complementary MOS (CMOS), MOS field-effect transistors (MOSFET), 
micro-electromechanical systems (MEMS), optical fiber live cell (OF-LC), and quartz 
crystal microbalance (QCM) [20–23]. In addition, E-nose instrument consists of both 
hardware and software components [24]. They include (1) sensors and chemicals that 
the specific sensors are designed to convert the chemical information of VOCs into 
analytical signals; (2) machine learning (ML) algorithms act an information-process-
ing unit such as linear discriminant analysis (LDA), quadratic discriminant analysis 
(QDA), discriminant function analysis (DFA), stepwise discriminant analysis (SDA), 
partial least squares regression (PLSR), generalized least squares regression (GLSR), 
multiple linear regression (MLR), principle component analysis (PCA), support vector 
machines (SVMs), k-nearest neighbor analysis (KNN), artificial neural networks 
(ANNs), and genetic algorithms (GA) [25–27], and all pattern-recognition algorithms 
were processed: data collection, modeling, training, and evaluation; and (3) system 
performance evaluation, which the results have been calculated through E-nose system 
evaluation metrics with accuracy, precision, sensitivity, specificity, and F1-score 
(harmonic mean). These were incorporated with reference-library databases [28] with 
(4) both sensor types and application of commercially available E-noses.

Applications of E-nose technologies for the development and monitoring control of 
plant EOs were performed and operated in industrial processes. Rasekh et al. [28] and 
Rasekh et al. [29], for instance, showed that the developed method of E-nose systems 
with nine MOSs (MAU-9 MOS E-nose system), and two statistical analyses of LDA 
and QDA methods were successfully evaluated for quickly identifying and classifying 
plant EOs derived from fruit and herbal edible-plant sources. The developed E-nose 
array with statistical methods was shown the discrimination results into two groups 
of fruits and herbal plant EO types with 100% correct accuracy in both LDA and QDA 
methods and the classification results of different plant EO sample types with the 
correct accuracy of LDA (98.9%) and QDA (100%), including tarragon oil (Artemisia 
dracunculus L., Asteraceae), thyme oil (Thymus vulgaris L., Lamiaceae), cornmint  
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oil (Mentha arvensis L., Lamiaceae), lemon oil (Citrus limon L. Burm. f., Rutaceae), 
orange oil (C. sinensis L., Rutaceae), and mango oil (Mangifera indica L., 
Anacardiaceae). Similarly, Okur et al. [30] identified the different six species of mints 
(family Lamiaceae) by the QCM sensors and digital pattern-recognition algorithms 
of PCA, LDA, and KNN. The mint species were classified accurately by the statistical 
methods of PCA (97.2%), LDA (100%), and KNN (99.9%) and include peppermint 
(M. piperita L.), spearmint (M. spicata L.), curly mint (M. spicata ssp. crispa), 
horsemint (M. longifolia L.), Korean mint [Agastache rugosa (Fisch. & C.A.Mey.) 
Kuntzeand], and catmint (Nepeta cataria. L.). Similar results have been reported in the 
various plant VOCs of edible plant species [31], tomato [32], and apple [33]. Graboski 
et al. [34] reported that the developable method of carbon nanocomposites (CNC) 
E-nose system was capable to detect the distinction between the plant EO of clove 
[Syzygium aromaticum (L.) Merr. & L.M.Perry, Myrtaceae], eugenol, and eugenyl 
acetate. Moreover, Lias et al. [35] found that the E-nose system depicted a strong 
correlation between sample volume and sensors intensity values to plant EO composi-
tion of agarwood. In another study, Wu et al. [36] demonstrated that an ultra-fast gas 
chromatography (UFGC)-type E-nose system was identified the VOCs of spikenard 
(Nardostachys chinensis Batalin, Valerianaceae) with 94% accuracy. Significantly, the 
E-nose systems and digital pattern-recognition algorithms were used to classify dif-
ferent plant species and varieties such as garlic (Allium spp.) [37], pepper (Capsicum 
spp.) [38], and cucumber [39]. Based on the literature review, E-nose technologies 
and digital pattern-recognition algorithms are potential and effective safety tools for 
the rapid detection, identification, verification, and validation of plant EOs of plant 
materials and commercial plant products as environmentally friendly biopesticides in 
the strategy and policy of sustainable agricultural management.

4. Antiviral activity mechanisms and their applications

The application of plant EOs and active components as direct or indirect effects of 
antiviral or virucidal activity together with the insect pest control and management 
[40] is an interesting operation. Many research studies have been focused on medici-
nal pathogenic human and animal viruses. This knowledge can be further database 
documented, developed, and applied to plant pathogenic viruses and insect vectors 
for data-driven agriculture and management.

The plant EOs and their components have been effective in increasing physical/
chemical/biological stabilities and their antiviral effectiveness. Several research stud-
ies were reported the potential plant EOs for antiviral activity, for instance, showed 
that the plant EO isolated from star anise (Illicium verum Hook.f., Illiciaceae) and fen-
nel (Foeniculum vulgare Mill., Apiacae) had potentially inhibited Potato virus X (PVX: 
Potexvirus, Flexiviridae), Tobacco ringspot virus (TRSV: Nepovirus, Secoviridae), and 
Tobacco mosaic virus (TMV: Tobamovirus, Virgaviridae). Similarly, Bishop [41] found 
that the local lesions of TMV on tobacco (Nicotiana glutinosa L., Solanaceae) decreased 
after being tested by the tea tree oil [Melaleuca alternifolia (Maiden & Betche) Cheel., 
Myrtaceae]. In relation, Iftikhar et al. [42] tested the EO of clove [S. aromaticum (L.) 
Merr. & L.M.Perry, Myrtaceae] caused maximum inhibition of Potato leaf roll virus 
(PLRV: Polerovirus, Luteoviridae). Lu et al. [43] reported that TMV transmission was 
inhibited by the EO of artemisia (Artemisia vulgaris L., Asteraceae), ginger (Zingiber 
officinale Roscoe, Zingiberaceae), and lemongrass [Cymbopogon citratus (Dc. Ex Nees) 
Stapf, Gramineae]. Moreover, Dikova et al. [44] found that lavender oil (Lavandula 
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angustifolia Mill., Lamiaceae) could control Tomato spotted wilt virus (TSWV: 
Tospovirus, Bunyaviridae). The EOs extracted from billygoat-weed (Ageratum conyzoi-
des L., Asteraceae), bottle brush [Callistemon citrinus (Curtis) Skeels, Myrtaceae], 
ajwain (Carum copticum L., Apiaceae), holy basil (Ocimum sanctum L., Lamiaceae), 
and pepper elder [Peperomia pellucida (L.) Kunth, Piperaceae] have potentially inhib-
ited Cowpea mosaic virus (CPMV: Comovirus, Comoviridae), Bean common mosaic virus 
(BCMV: Potyvirus, Potyviridae), and Southern bean mosaic virus (SBMV: Sobemovirus, 
Solemoviridae) [45]. In another study, Helal [46] reported that the plant EOs of thyme 
(T. vulgaris L., Lamiaceae) and peppermint (M. piperita L., Lamiaceae) had inhibi-
tion effects of Tobacco necrosis virus (TNV: Necrovirus, Tombusviridae) and Cucumber 
mosaic virus (CMV: Cucumovirus, Bromoviridae).

According to recent studies, Na Phatthalung and Tangkananond [47] applied 
dot-immunobinding assay (DIBA) for evaluating the potential of plant EO for trans-
mission inhibitory effects on Rice ragged stunt virus (RRSV: Oryzavirus, Reoviridae) by 
the brown planthopper (BPH: Nilaparvata lugens Stål) (Homoptera: Delphacidae). 
These studies were demonstrated that all the tested plant EO had potential transmis-
sion inhibitory in efficiency ranges from 0.002 to 0.1% from the infected rice plants to 
non-viruliferous BPH status. In addition, viruliferous BPH status was communicated 
with similar success to viral-free rice plants. These include black pepper (Piper nigrum 
L., Piperaceae), lemongrass, star anise, kaffir lime (Citrus hystrix DC, Rutaceae), and 
kaempfer [Boesenbergia rotunda (L.) Mansf., Zingiberaceae] highly effected 10–70% 
inhibition and lime [C. aurantifolia (Christm.) Swingle, Rutaceae], galangal [Alpinia 
galangal (L.) Sw., Zingiberaceae], holy basil, sweet basil (O. basilicum L., Lamiaceae), 
and betelvine (P. betle L., Piperaceae) slightly effected 10–30% inhibition, respectively 
(Figure 2). Furthermore, the plant EOs of star anise and lemongrass were selected 
for assessing the toxicity and physiological effects on the BPH vector. These results 
showed that the plant EO in the range from 3 to 5% showed malformed structures and 
completely destroyed within 3–5 days after treatment (DAT) (Figure 3). Therefore, 
the plant EOs paved the possibility and potential candidates for further prototype 
development as commercial antiviral agents for plant protection and sustainable 
agricultural management in agriculture 4.0.

Figure 2. 
The potential of plant EO for transmission inhibitory effects on RRSV by the BPH vector and detection method by 
DIBA (figure was modified from reference number [47]).
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It is possible to hypothesize the antiviral mechanisms from the literature reviews 
about the viral infection cycle in host cell-culture-based systems (in vitro) and viral 
host models (in vivo) as well as molecular docking (in silico) [48–50]. The summary 
concept of antiviral mechanisms by plant EO can be divided into direct and indirect 
actions. Several modes of direct antiviral actions affected the enveloped and non-
enveloped (naked) viral progenies by substance and enzyme blocking in different 
steps of the viral infection cycle (Figure 4) [51, 52]. The various plant EOs and active 
components have potential inactivation viral activities, transmissibility, stability, and 
infectivity on enveloped viruses more than on the naked viruses [51].

Several modes of indirect antiviral actions affect host properties, viral transmis-
sion modes, and infection efficiency. Generally, plant EO has important features 

Figure 3. 
The morphological effects of plant EOs on the BPH. (figure was modified from reference number [47]).
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Figure 4. 
The mechanism of antiviral actions as possible targets for plant EO. (figure was modified from reference  
number [51]).
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of hydrophobic properties including surface tension, contact angle value, droplet 
volumes, and lubricating with varied viscosities that affect the external surface area 
structure properties of viral hosts [53]. Insect vectors or plants that were sprayed with 
plant EO may be modified the physiology and disturb the metabolism of the inocu-
lated cells [54]. External surface areas of the viral particles and hosts were coated, 
which affect the infectivity and transmissibility, were inhibited. Developmental and 
survival periods of insect vectors are significant for viral transmission and nymph 
stages are most important for viral transmission. Adult stages are important for 
population increase, migration, and viral spread [55]. However, several plant EOs 
tended to be more effective on the soft-bodied insects than the hard-bodied insects. 
They affected host plant manipulation by the induced systemic resistance (ISR) and 
insecticidal properties [56]. The active plant EO can manage the insect vector damag-
ing effects on crops and also reduce their plant viral transmission ability.

The plant EO has optimal properties for covering with the general surface struc-
ture of probing stylet or body-cuticle (extracellular layer) of insect vectors and has 
optimal activities for viral transmission inhibition. Therefore, the inhibition of virus 
transmission by plant EO occurs at the virus-vector or virus-vector-plant relation-
ships (tri-partite relationships). All of these significantly play an important role for 
knowledge applying in future crop protection and successful pest management under 
the Agriculture 4.0 policy.

5.  Current status progress of plant EOs and active compounds for 
sustainability in agriculture 4.0

Using the status of applied plant EOs has not seen any concrete results in the con-
tinued practical use of farmers. Farmer occupation is mainly for life subsistence as well 
as lack of business processes in response to the policy of Agriculture 4.0. Therefore, the 
use of plant EO will be part of the chain of production processes until the plantation 
level to prepare the quality of raw materials. Additionally, active network information 
should be published to build the acceptance and confidence with the integration of 
agricultural knowledge, science, and technology together with the modern innovation. 
Network creation of a collaboration between researchers, entrepreneurs, and farmers 
in response to the development of intensive and comprehensive support mechanisms 
for agricultural innovation. The smart operating cycle based on agricultural database 
systems and network management organization will be helpful in efficient and com-
prehensive management that are shown in Figures 5 and 6 [57–59]. Natural-product-
based plant EOs can be applied for crop protection and management in the preliminary 
processes under farm operation. The operational results for pathogen detection rely on 
a more complex concept of visions as follows: data collection, processing, analysis, and 
publishing by smart platforms.

Sørensen et al. [60] indicated the conceptual model of a future farm management 
information system. Smart electronic tools with easy use and affordable prices are 
important factors in the real-time business decision-making for farmers under the 
highly competitive markets known as Farm Management Information Systems (FMIS). 
FMIS was integrated by various technologies and standard software packages such 
as information technology (IT), information systems (IS), and enterprise resource 
planning (ERP) in the form of information for data collection, processing, storing, 
and disseminating [61]. All of FMIS operations, information and multiple business 
functions with registration, interoperation, and communication in connection with 
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Figure 5. 
The smart operating cycle based on agricultural database systems and network management organization (figure 
was created from figure and table of reference number [57]).
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Figure 6. 
The pyramid of smart agricultural operating hierarchy. (figure was modified from figures and data of reference 
numbers [58, 59]).
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external systems were incorporated for a single integrated system creating [62]. Silvie 
et al. [63] showed that the developable knowledge base and a software prototype called 
Knomana knowledge-based system (KBS) for botanical species used as pesticide plant 
species for crop protection and pest management. The developable software prototype 
can be categorized the botanical species and their used parts for the protection of tar-
geted organisms. It also shows the ranking of active plant species used in plant health 
for users and alternative information for selecting suitable methods and applications. 
Therefore, this software prototype also enables the novel knowledge production related 
to insect pest management (IPM) push-pull strategy and policy.

Pantazi et al. [64] applied the machine learning (ML) techniques connected to 
the internet of things (IoT) and wireless sensor network (WSN) for recognition of 
the environmental parameters. The results showed that this operation successfully 
distinguished between healthy and diseased plants. Interesting techniques, advanced 
technologies of automated and robotic systems are developed for precision agriculture 
and plant management in open fields. Plant health monitoring by remote sensing 
technique of unmanned aerial vehicle (UAV) or drone and ground robot (unmanned 
ground vehicle, UGV) can be applied for various agricultural management including 
crop monitoring [65], field mapping [66], plant population counting [67], weed man-
agement [68], biomass estimation [69], crop nutrient diagnosis [70], plant disease 
diagnosis and detection [71], and spraying [72]. Tillett and Hague [73] reported 
that a machine vision system could detect and remove weeds up to 80% as well as 
weeds could serve as susceptible hosts and reservoir alternative hosts of pathogens 
and their vectors. The imaging techniques have potential for various crop diseases 
detection including ground imagery, UAV imagery, and satellite imagery. Similarly, 
Mongkolchart and Ketcham [74] reported that the rice leaf color values of rice plant 
diseases were caused by infestations of the brown planthopper (BPH) and rice leaf-
folder (RLF) and were correctly detected with 73% accuracy. Xie et al. [75] found that 
the application of ground imagery with deep learning (DL) methods and extreme 
learning machine (ELM) classifier model could detect different tobacco diseases with 
accuracy ranging from 97.1 to 100%. In a similar way, Zhu et al. [76] reported that the 
ELM classifier could be applied to the hyperspectral image (HSI) for TMV detection 
on tobacco leaves with 98% accuracy. In the same context, Jin et al. [77] successfully 
classified between infected and healthy wheat head crops by HSI with 84.6% accu-
racy. Therefore, the roles of image analysis in robotic management, as well as robotic 
systems and human-robot collaboration (co-robot) systems, have the potential for 
greater efficiency and flexibility in open agricultural fields and environments. These 
knowledge systems have a high potential for crop disease prediction and detection 
in earlier stages by meteorological systems integrated with algorithms. In addition, 
robot systems can cooperate for one-stop service development with various detection 
methods such as next-generation sequencing (NGS) techniques [78], loop-mediated 
isothermal amplification (LAMP) [79], and lab-on-chip based on electrical imped-
ance spectroscopy (EIS) [80].

6.  Biocontrol product trends and innovative technological developments 
for antiviral and insect-pest management

The trends of plant EO for antiviral property and insect-pest management under 
the sustainable agricultural crop production were not widely accepted when com-
pared with the synthetic chemicals. The interactions of host and virus have developed 
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resistance to bioactive compounds [51, 81]. The advantages of using natural products 
including; agriculture product safety, reduced levels of plant viruses and insect  
pests, improved product quality as well as value and guaranteed market access. 
However, these advantages depend on the physical factors (e.g., agro-climatic zones, 
seasons, and crops) and biological factors (e.g., biotransformation population 
dynamics of microorganisms, microbial degradation). Therefore, product develop-
ment responds to a wide range of applications and is suitable for use in large-scale 
agricultural fields. Agriculture 4.0 policy plays an important role in the development 
of the preparation and processing of plant materials for the effective production of 
natural substances, crop protection, and successful pest management.

Several bioactive compounds of plant EOs were confirmed and classified as gener-
ally recognized as safe (GRAS) by the United States Food and Drug Administration 
(FDA) and the United States Environmental Protection Agency (EPA), which reported 
in the medical and agricultural applications. For example, thymol and carvacrol as the 
main compounds were isolated from winter savory (Satureja montana L., Lamiaceae) 
and showed the direct inactivation of TMV and CMV [82]. Sun et al. [83] reported that 
the plant-derived compound of eugenol showed effective antiviral activity of Tomato 
yellow leaf curl virus (TYLCV: Begomovirus, Geminiviridae) and induced the salicylic 
acid (SA) biosynthetic pathway. The main bioactive compounds of lemon-scented gum 
(Eucalytpus citriodora Hook., Myrtaceae) and fennel include eucalyptol, D-limonene, 
and L-limonene and eugenol in clove buds can inhibit PLRV infection [42]. Three 
monoterpenes (thymol, carvacrol, and p-cymene) that were extracted from charlock 
(Sinapis arvensis L., Brassicaceae), balangu (Lallemantia royleana Benth., Lamiaceae), 
and small fleabane (Pulicaria vulgaris Gaertn., Asteraceae) had an inhibitory effect 
against Herpes simplex virus type 1 (HSV-1: Simplexvirus, Herpesviridae) [84]. However, 
differences of viral types and componential diversity of plant EOs were affected the 
biological mechanisms in the antiviral and insecticidal activities.

Limitations of various conventional techniques for detection and analysis of bioac-
tive compounds are separated sampling, adsorbent preference, and taking a long time. 
It is also requiring additional equipment such as adsorbent traps, laboratory-based 
molecular assays, and gas chromatography–mass spectrometry (GC–MS). While the 
applications of noninvasive methods and innovative technologies such as E-nose, gas 
chromatography–flame ionization detector (GC-FID), proton-transfer-reaction mass 
spectrometry (PTR-MS), proton-transfer-reaction–time of flight–mass spectrom-
etry (PTR-TOF-MS), electrolyte-insulator–semiconductor (EIS) sensor, and image 
analysis systems had potential for specific compound analyses [85, 86]. The other 
indirect-plant disease identification methods by morphological and physiological 
changes can be applied in the field with smart technologies. Digital camera technolo-
gies of visible/RGB (red, green, and blue) imaging-based methods can be applied for 
plant phenotyping and monitoring during the growing season [74]. The hyperspectral 
(HS) imaging-based systems were used for TSWV detection at an early stage, which 
Wang et al. [87] showed successfully detected with 96.25% accuracy and the eco-
nomic impact of plant viruses such as TMV [88], Grapevine vein-clearing virus (GVCV: 
Badnavirus, Caulimoviridae) [89], Tulip breaking virus (TBV: Potyvirus, Potyviridae) 
[90], and Potato virus Y (PVY: Potyvirus, Potyviridae) [91] similarly operated. In the 
same way, the alternative viral detection methods before the appearance of visible 
symptoms by chlorophyll fluorescence (ChlF) imaging can be potentially used for 
CMV [92], TMV [93], Pepper mild mottle virus (PMMoV: Tobamovirus, Virgaviridae) 
[94], Sweet potato feathery mottle virus (SPFMV: Potyvirus, Potyviridae), Sweet potato 
chlorotic stunt virus (SPCSV: Crinivirus, Closteroviridae) [95], and Turnip crinkle virus 
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(TCV: Carmovirus, Tombusviridae) [96]. Additionally, the other smart technologies 
and high-throughput techniques have highly efficient agriculture analysis and can 
be integrated and applied with the innovation of artificial intelligence (AI) such as 
thermography [97], Raman spectroscopy (RS) [98], phytohormone biosensing and 
active remote sensing methods of radio detection and ranging (RADAR), and light 
detection and ranging (LiDAR) [99].

Plant EOs and their active compounds will be applied after preliminary detection 
and analysis by easy-to-use smart technologies in which the collected data was auto-
mated and real-time report. Therefore, the integration of different innovative tech-
nologies is providing for crop protection. Especially with smartphone applications that 
combine innovative technologies between imaging, telecommunications, and comput-
ing technologies including modern smartphones technologies, and smartphone-based 
volatile organic compound (VOC) sensor systems are interesting (Figure 7). Several 
free downloads of smartphone-based AI applications (crop diagnostics tools) can be 
applied with imaging and phenotyping for plant pathogen and insect pest identifica-
tion such as Leaf Doctor [100], Pestoz, Plantix, PlantVillage Nuru, Agrio, PlantSnap, 
CropsAI, Plants Disease Identification, DoctorP, Crop Doctor, Purdue Tree Doctor, 
Leaf Plant Tech, and Tumaini. Li et al. [101] reported that the developable smartphone-
based VOC fingerprinting platform with nanosensors and conventional chromogenic 
dyes was successfully detected the leaf volatile emissions at the early infection stage 
of Phytophthora infestans on tomato plants with the high detection accuracy of >95%. 
Similarly, several plant viruses were correctly detected by automated mobile apps such 
as Banana bunchy top virus (BBTV: Babuvirus, Nanoviridae) [102] and Cassava brown 
streak virus (CBSV: Ipomovirus, Potyviridae) [103].

7. Plant EO future challenges and perspectives under agriculture 4.0

The quality and stability of natural products depend on the quality of raw 
materials, extraction method techniques, and conditional storage. Therefore, the 
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Figure 7. 
Read-out platforms of smartphone applications and parallel advancements by different methods for plant disease 
diagnosis and detection.
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efficacy and role of natural extracts for antiviral and insect-pest management need 
to be considered as valuable and renewable processes. The research development of 
Agriculture 4.0 will improve the utilization of bioactive compounds. Crop protection 
under modern biotechnology collaborates innovative technologies in artificial intel-
ligence to be used in the process design of extraction equipment and data storage. 
However, the success of Agriculture 4.0 will require policy and research support. 
Raising awareness of the value of natural products, the conservation of biodiversity 
and human health, and environmental safety will lead to the acceptance of agricul-
tural products. This will create sustainability in modern farming systems.

The big data applications in smart farming can help the farmers in agricultural 
planning and executing activities to crop yield management. For example, integrated 
innovative technologies with software have the potential in detecting and monitor-
ing plant diseases and insect pests. The smart network applications combined with 
the various push factors include general technological developments (e.g., IoT, AI, 
and agri-tech companies), sophisticated technologies (e.g., global navigation satel-
lite systems, remote sensing, robots, and UAVs), data generation and storage, digital 
connectivity, and innovation possibilities that will enable efficiency for planning 
and operating agricultural works related to the pull factors (e.g., business and public 
drivers) [104]. This knowledge can be applied in the stages of the data and supply 
chains of plant EOs as follows: data capture, data storage, data transfer, data trans-
formation, data analytics, and data marketing. Moreover, smart technical challenges 
and environmental treads related to security and safety as well as sustainability will 
be created, solved, and developed for big data in smart farming. The important issues 
for natural product development by innovative start-up companies are lacking many 
references for efficiency improvement, reliable quantitative analysis, and farmer’s 
acceptance. The easily accessible platforms in real-time information are important 
for the benchmarking and modeling of business in supply chain scenarios and social 
media platforms. Integrated different players and partners in the short supply chains 
between the farmers and suppliers have potential management rather than integrated 
long supply chains. These operation models will reduce factors of the privacy and 
security of data ownership by the intelligent processing of management information 
systems. All of these are related to sustainable integration and smart-business mod-
els especially empower farmers and collaboration in all processes of supply chains 
through the openness of smart platforms. Consequently, the Plant EO future chal-
lenges under Agriculture 4.0 policy will be developed by the knowledge-based and 
knowledge engineering systems of integrated innovative technologies. The ultimate 
goals of developable natural product-based plant EOs and their active components 
with the various mechanisms of action will be designed for the farmers. As a result of 
these, the vital challenges will improve sustainable agricultural policies and strategies 
in the different crop systems under Agriculture 4.0.

8. Conclusion

The outbreak and resistance problems of plant pathogenic viruses and insect 
vectors to natural and chemical products have tended to increase. Farmers need safe 
and high-quality products to solve their problems. Several recent innovative tech-
nologies to develop and improve environmentally friendly products for antiviral and 
insect-pest management can be used to effectively control production quality under 
large-scale agricultural fields. Agriculture 4.0 is a modern model that can improve 
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