
THEME ARTICLE: MENTAL STATE, MOOD, AND EMOTION

Peer Support Specialists and Service Users’
Perspectives on Privacy, Confidentiality, and
Security of Digital Mental Health
Maria D. Venegas , Department of Veterans Affairs GRECC, Bedford, VA, 01730, USA

Jessica M. Brooks, University of Wisconsin-Madison, Madison, WI, 53701, USA

Amanda L. Myers, Rivier University, Nashua, NH, 03060, USA

Marianne Storm , University of Stavanger, 4007 Stavanger, Norway and also Molde University College, Molden,
6410, Norway

Karen L. Fortuna, Dartmouth College, Hanover, NH, 21076, USA

As the digitalization of mental health systems progresses, the ethical and social
debate on the use of these mental health technologies has seldom been explored
among end-users. This article explores how service users (e.g., patients and users of
mental health services) and peer support specialists understand and perceive
issues of privacy, confidentiality, and security of digital mental health interventions.
Semi-structured qualitative interviews were conducted among service users (n ¼ 17)
and peer support specialists (n ¼ 15) from a convenience sample at an urban
community mental health center in the United States. We identified technology
ownership and use, lack of technology literacy including limited understanding of
privacy, confidentiality, and security as the main barriers to engagement among
service users. Peers demonstrated a high level of technology engagement, literacy
of digital mental health tools, and a more comprehensive awareness of digital
mental health ethics. We recommend peer support specialists as a potential
resource to facilitate the ethical engagement of digital mental health interventions
for service users. Finally, engaging potential end-users in the development cycle of
digital mental health support platforms and increased privacy regulations may lead
the field to a better understanding of effective uses of technology for people with
mental health conditions. This study contributes to the ongoing debate of digital
mental health ethics, data justice, and digital mental health by providing a first-
hand experience of digital ethics from end-users’ perspectives.

The COVID-19 pandemic has intensified and
enabled a broader acceptance and uptake of
mHealth services assisting in meeting the needs

of an unprecedented number of individuals with new or
worsening mental health challenges. mHealth is a sub-
set of the broader field of “digital health” defined as

mobile and wireless devices [smartphone, tablets, and
computers] used to deliver services, and research,1 Video
consultations and the use of smartphone for improving
mental health support are now increasingly advocated
as an alternative for in-person consultations.2 Digital
mental health promises to bring psychological support
to areas that are difficult to reach, or to people who lack
access to these services. However, although mHealth
modalities have the potential to serve and engage a
wider range of people, there are still many uncertainties
regarding its effectiveness, accessibility, and safety to
serve and protect vulnerable populations.3–5
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Recent scholarship has raised ethical concerns
regarding the broader landscape of digital mental
health technologies, identifying safety, transparency,
and privacy as key challenges.3,6,7 Furthermore, research
suggests that individuals are still more willing to share
health data and data about beliefs and values than
financial data.8 Thus, the data collected by mHealth
applications may raise issues of safety for individuals in
vulnerable situations. For example, individuals using
mHealth technology to monitor their mental illness
symptoms might have details about using illicit drugs or
other sensitive and private information that can bemali-
ciously accessed or compromised leading to shame and
stigma, and even legal consequences.9

Theability to protect an individual’s data, confidential-
ity and security are critical to the uptake of mHealth.10,11

Although security and privacy oftentimes overlap when it
comes to patients’ confidentiality; privacy is the individu-
al’s right to maintain control over and be free from intru-
sion into their private data and communications.7

Security relates to the protection against unauthorized
access to data4 and confidentiality refers individual’s
autonomous choice to make an informed decision and
control which data remain protected.5 Privacy policies
should be easily understandable and should not prevent
users from making informed decisions.7 Informed con-
sent requires that patients have a clear understanding of
the risks and benefits, available alternatives, and relevant
facts pertaining to a digital service.6 Yet, users of
mHealth, in particular, older and marginalized popula-
tions oftentimes lack the technical skills to understand
privacy policies or to control privacy settings. Most pri-
vacy policies are written at a reading level equivalent to
two years of college andmost of theU.S. adult population
has completed less than one year of college.12

In terms of accessibility, mHealth interventions
may not reach those who are most in need of care,
either because they are illiterate or because apps
require mobile phones with a fast internet connection
and some abilities to interact with these phones,
thereby excluding low-income groups, individuals with
physical disabilities or elderly people with less tech
skills.13 Moreover, most technologies for people with
serious mental illness (SMI) are still beleaguered with
the lowest levels of service user engagement.14 For
example, people with a diagnosis of schizophrenia,
bipolar disorder, or major depressive disorder, com-
monly disengage from digital mental health interven-
tions designed for symptom management and
recovery before the intervention achieves any out-
comes.15,16 Because digital mental health hinges on
the disposition of patients and the public to use tools
such as apps to monitor or manage their mental

health, a better understanding of users’ perspectives
about their engagement with digital mental health
and their understandings of privacy, confidentiality,
and security require careful consideration.

This article explores how service users (e.g., patients
and users of mental health services) and peer support
specialists understand and perceive issues of privacy,
confidentiality, and security of digital mental health
interventions. Peer support specialists are described as
people with lived experience of mental health and/or
substance use challenges employed and accredited by
their respective states to offer mental health support
services. We identify barriers and facilitators to engage-
ment with mHealth among service users and peer sup-
port specialists. We then offer specific facilitators to
overcome those barriers and suggestions on how to
engage potential users with mHealth in a more prag-
matic and safe way. The overall goal of this article to
increase understanding of ethical issues from the per-
spective of potential users (e.g., SMI older, underserved,
and disenfranchised potential users) of mHealth tech-
nologies for themanagement ofmental illness.

METHODS
Study Design and Participants
Thirty-two semi-structured interviews were conducted
in-person with service user participants (N ¼ 17) and
peer support specialists (N ¼ 15). Service user partici-
pants and peer support specialists were recruited
from one community mental health center in the
Northeast coast of United States. Agency staff
reviewed case files of potential service users that met
study participant criteria and discussed the study with
potential participants. If interested, an in-person
meeting with research staff was scheduled on-site at
the community mental health center. Peer support
specialists within the same agency were approached
by agency staff to discuss the study to gauge interest.
If interested, peer support specialists were scheduled
for a one-time screening, informed consent, and indi-
vidual interviews with research staff. Participation
was completely voluntary and informed consent was
obtained from all participants.

Service user inclusion criteria included:

1) adults age 18 or older who have a chart-docu-
mented Diagnostic & Statistical Manual of Men-
tal Disorders (DSM-V Axis I) diagnosis of
schizophrenia, schizoaffective disorder, bipolar
disorder, or persistent major depressive disorder;

2) have been enrolled in treatment for at least
three months;
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3) have been diagnosed with one or more chronic
conditions;

4) speak and read English; and
5) provide voluntary informed consent for

participation.

Peer support specialists’ inclusion criteria included:

1) Certified peer specialist (self-report any mental
health diagnosis, be in active treatment, and
complete an 80-hour training that includes clas-
ses, small group activities, and homework on
fundamentals of peer support, cross-cultural
partnering, and human experience language and
must pass a written examination);

2) speak and read English; and
3) must provide voluntary informed consent for

participation in the study.

All interviews lasted between 30–60 minutes were
audio recorded and transcribed. Participants were
compensated with $30 for participation. Participants
were included based on their interest and willingness
to participate in the study. All procedures were con-
ducted in accordance with the ethical standards of
the Institutional Review Board and with the 1964 Hel-
sinki Declaration and its later amendments or compa-
rable ethical standards. Qualitative interviews were
conducted until saturation of data occurred (i.e., satu-
ration means that sampling more data will not lead to
more information related to research questions).

The interview guide was codesigned with two peer
support specialists using the Peer and Academic
Model of Community Engagement.17 The interview
guide covered topics related to perspectives on com-
munity engagement to inform the software develop-
ment lifecycle of digital interventions for people with
SMI. The interview guide included four broad ques-
tions and probes:

1) In your opinion, what is the role of service users
or peer support specialists in developing digital
health interventions? If they do not have a role,
how do you think they could play a role?

2) How could you help develop digital health
interventions?

3) Have you ever helped or contributed to develop-
ing a digital intervention? If so, what was your
role? What was your experience in this role?

4) How would envision yourself assisting in the
development of digital health interventions?

The interview guide also focused on topics around
privacy, confidentiality, and security concerns includ-
ing three larger questions:

1) “Do you have any concerns about digital health
interventions for the management of mental
illness?”

2) “What are your thoughts on researchers moni-
toring your technology use?”

3) “What are your thoughts on replacing clinicians
with technology? [e.g., chatbots, digital peer
services, and mental health apps]”.

This article focused on these three last questions
related to privacy, confidentiality, and security con-
cerns in usingmHealth specifically digitalmental health
interventions among peers and service users. Data
Analysis Verbatim transcriptions of interview text were
analyzed using thematic analysis.18 Initial categories
derived directly from the interview guide and then from
interview data. Qualitative data were summarized, dis-
tilled, and condensed into aggregates and codes. The
first and last author read data and incorporated new
codes and operational definitions from transcript cod-
ing, a validated approach that allows for multiple per-
spectives.19 Codes were assigned to text and then
grouped and checked for themes. Key themes were
assessed within-group consensus or disagreement uti-
lizing “member checking” or respondent validation.20

Member checking via group discussion was employed
with four participants to validate qualitative results and
resolve any incongruent findings.

RESULTS
Study Sample
Service user participants had a mean age of 51.2 years
(SD ¼ 8.8; range 38–75) and were primarily men (70.6%)
and White (82.4%). Among service user participants
included people diagnosed with major depressive
disorder (29.4%), schizophrenia spectrum disorders
(41.1%), and bipolar disorder (23.5%). Peer support spe-
cialists had a mean age of 39.7 (SD ¼ 12.1; range 24–61
years); 66.7% were female and 86.7% identified as
White. All peer support specialists completed the certi-
fied peer specialist training and were currently
employed (see Table 1). We identified a set of eight
larger codes relating to general knowledge of technol-
ogy and digital mental health interventions; experience
with technology, knowledge and perceptions of pri-
vacy, confidentiality, and security concerns related to
mHealth tools; personal preferences; challenges using
technology; technology ownership; and technology
skills and literacy. The following themes synthesize our
qualitative data analysis:

1) technology ownership and use;
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TABLE 1. Demographic Characteristics of Participants.

Characteristic Peer support specialists Service users

n % n %

Gender

Male 5 33.3 12 70.6

Female 10 66.7 5 29.4

Age

20-29 4 26.7 1 5.9

30-39 2 13.3 1 5.9

40-49 3 20 9 52.9

50-59 1 6.7 5 29.4

60-69 2 13.3 1 5.9

70-79 0 0 0 0

Race/ Ethnicity

White 13 86.7 14 82.4

Black/ African American 1 6.7 1 5.9

American Indian/ Alaskan Native 0 0 0 0

Asian 0 0 0 0

Native Hawaiian/ Pacific Islander 0 0 0 0

More than 1 Race 1 6.7 2 11.8

Education

No Formal Schooling 0 0 0 0

Some Elementary Schooling 0 0 1 5.9

Completed 8th Grade 0 0 1 5.9

Some High School 0 0 5 29.4

Completed High School or GED 0 0 6 35.3

Some College 6 40 2 11.8

Completed College or Technical School 0 0 1 5.9

Completed Associate’s Degree 1 6.7 1 5.9

Completed Bachelor’s Degree 5 33.3 0 0

Some Graduate School 2 13.3 0 0

Completed Master’s Degree 1 6.7 0 0

Completed Doctoral Degree 0 0 0 0

Psychiatric Diagnoses

Bipolar Disorder 4 23.5

Schizophrenia 4 23.5

Schizoaffective Disorder 3 17.6

Major Depressive Disorder 5 29.4

Smartphone ownership 15 100 8 47.1
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2) awareness and knowledge of privacy, confidenti-
ality, and security concerns in usingmHealth; and

3) social media diagnostics, sensors, and monitor-
ing of data.

QUALITATIVE FINDINGS
Technology Ownership and Use
Smartphone
Variability existed among both groups in terms of tech-
nology ownership and use. Peer support specialists
reported 100% ownership of a smartphone device com-
pared to service userswho reported 47%on smartphone
ownership. Of those service users who owned a smart-
phone, 41% reported using the smartphone “every day”
compared to peer support specialists who reported
100% usage. The most common use of a smartphone
among both groups was to call and communicate with
family (87%). The use of smartphone among service
userswas impacted not only by ownership but other fac-
tors such as age-related physical impairments or age-
related technology adoption and psychiatric symptoms.
(See Table 2 for exemplary quotes by service users).
Although service users overall face physical, financial
barriers and are less familiar with smart phone capabili-
ties, 59% of the service users expressed interest in learn-
ing about and using technology, specifically apps
designed to build networks based on similar goals and

experiences. Smartphone use ismediated by technology
literacy and familiarity with smartphone capabilities,
which oftentimes is a barrier among older populations
whomay have less technology literacy. In contrast, Peer
support specialists reported active use of smartphone
apps for different purposes. For example, some of the
most widely used apps among peer support specialists
included: Happy Color, Weight Watchers, Breathe to
Relax, CVS, Calm, and Google maps. Peer support spe-
cialists also reported experience with apps specifically
designed to help people inmanagingmental health, sub-
stance use, and physical conditions. (See Table 3 for
exemplary quotes by peer support specialists).

Social Media
All the peer support specialists reported using social
media and using social media every day. By contrast,
approximately 53% of Service users used social media,
with Facebook being a platform most commonly used
or known by both groups (80%). Generally, across both
groups, it was reported the use of smartphone for lei-
sure activities (e.g., reading, watching videos, taking
and storing pictures, and keeping up to datewith sports
scores), organizational activities (i.e., setting an alarm,
writing notes), financial (i.e., managing money through
banking, budgeting), and miscellaneous (i.e., global
positioning system navigation, online shopping, email,
and work).

TABLE 2. Service User Representative Quotes.

Factor Highlighted quotes

Technology ownership and use “The closest I’ve gotten to [sic] using something like that has been a cell
phone. So far. And, um a TV remote control. And sometimes I- I have to note
the letters are-I can read them alright, but uh, they’re hard to- some of them
can be hard to understand.”

“I have a hard time hearing on the phone too. Then people tell you to call. My
ears aren’t that good and my eyes aren’t that good. I have two cataracts.”

Knowledge of Privacy, Confidentiality and
Ethics in mHealth and Telehealth

“how would they have access to that kind of information anyway? I’m kind of
concerned, I’m kind of, um, confused about that. It’s kind of like the TV, they
probably do this a lot differently now, they have like the Nelson ratings. . .”

“Privacy being compromised. . .I don’t know if you watch the news but that’s
a big issue with Facebook. I think they got sued for that.”

“only concern aside from the fact that someone could be listening or
actually copying. . ..monitoring, you know like they have on the internet
people. . .”

Social media diagnostics, sensors, and
passive monitoring of data

““as long as am informed and aware that my data is being tracked.”

“As long as like, they had, they seek your approval. Having a consent form,
yeah.” They do that for everything with uh mental health. Like I can’t even
get my psychiatrist to talk to my visiting nurse without me signing
something.”
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Privacy, Confidentiality, and Security of
Digital Mental Health Interventions
Security of sensitive data was reported broadly as imper-
ative in mHealth tools that support the management of
mental health conditions. Notions and knowledge of pri-
vacy, confidentiality, and security with technology tools
for the management of mental illness were considerably
different from peer support specialists and service users.
Generally, service users reported limited knowledge on
privacy and breaching of private data, most commonly
informed by social media outlets (e.g., Facebook’s past
privacy violations). In contrast, peer support specialists
reported high awareness and knowledge of privacy, con-
fidentiality, and security issues regarding mHealh in

general and digital health interventions in particular.
Given the peer support specialists’ technology literacy,
use of socialmedia and apps, aswell as being in recovery,
peers provided views on security and identified potential
privacy issues and concerns with emergent mHealth
tools for service users.

With respect to digital mental health interventions,
some peer support specialists reported being concerned
with giving toomuch informationwhile other reported not
being concerned at all. Peer support specialists were
aware of protection, privacy, and security of health infor-
mation and service users’ rights due to their recovery
experience and participation in mental health interven-
tions. For example, some peers reported not being

TABLE 3. Peer Support Specialists Representative.

Factor Highlighted quotes

Technology ownership and use “I use different apps or what not on my phone, but I think it would have to be put
across in simpler terms for some–I think it’s different according to their age. You
know older people would benefit from—They definitely would benefit from it, but
it just would take a little practice.”

Knowledge of Privacy, Confidentiality and
Ethics in mHealth tools

“Yeah, I have an app that’s called Calm but like for instance, here is an app
called Sober Time, like track recovery, track sobriety, stay clean. Recovery. Time
loss, twelfth, then there’s AA, there’s all sorts of AA apps. Recovery Box. Twelve
steps in action, twelves steps in. . .oh that’s AA. You know, they go by different
names. They target different subjects.”

“with respect to the digital mental health interventions I am concerned with
harming privacy from peer-to-peer and concerns confidentiality, especially with
interventions that have multiple points of entry, which make them less secure.”

“I assume that they [researchers] have to be HIPAA compliant. I have no
concerns as long as the app requires some kind of a passcode.”

“I have concerns about whether/how to intervene if someone posts suicide-
related content on a message thread, as well as conflicts that might arise if
such reporting breaches a user’s confidentiality rights.”

“No concerns with digital health interventions because these are clients’ own
phones; caveat of an intervention like this is that we have a paranoid population
who might be hesitant to use anything that involves monitoring for supporting
their recoveries. Other ethical concern is how reliance on smartphones and
checking social media/communications can be damaging for some people and
their recoveries.”

“I think about peoplewhohave seeing- seeing visual things in their symptoms. Um,
that aren’t really for the rest of us in theworld. So, does that exacerbate a symptom
or exacerbate a part of their reality that isn’t our reality and is that healthy or not?
And I think about like the spectrum of conditions and sowhile wewant to create an
app that fits everyone’s needs, like there’s going to be conflicts of interest for like a
personwith depression versus a personwho has a schizophrenia diagnosis
because someonemight have an altered reality and someone elsemight just have
problemswithmotivation, and sadness, and isolation.”

Social media diagnostics, sensors, and
passive monitoring of data

“It depends on how they’re monitoring technology use; if it’s monitoring being
done by companies like Facebook or Amazon it’s not great, but if it’s being done
by clinicians or peers for tracking clients in order to help people with recoveries
then thinks it’s good. For instance, an app that would allow a peer to have
access to a homeless client’s location would be extremely helpful in helping to
track down the person to meet with them.”
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concernedwithmental health interventions as long as the
interventions follow protocols for confidentiality and the
Health Insurance Portability and Accountability Act
(HIPAA).

Yet, some peers reported being concerned with the
consequences of using certain smartphone apps or
social media platforms. Other cited concerns included:
the privacy of content shared by peer support specialists
and service users and how the classification of informa-
tion may have negative impacts for the users. One peer
support specialist explained that “gray areas created by
social networking features of apps/technology can serve
to foster online bullying/posting of harmful content.”

Given the lived experience and spectrum of mental
health conditions among service users, peer support spe-
cialists identified an ethical dilemma of privacy versus
safety with certain digital mental health tools that do not
account for the experiences and realities of service users
dealing with psychiatric symptoms. A peer support spe-
cialist expressed that app designersmust be aware of the
mental state of the target populationwhomay not always
feel comfortable making use of phone apps or participat-
ing in digital health interventions. Feelings of paranoia,
suicidal thoughts, or psychotic episodes can make the
user more troubled about privacy and security as well as
to interfere with the user’s path to recovery (See Table 3
for exemplary quotes from peer support specialists). Peer
support specialists raised highly relevant safety concerns
when potential users cannot or do not want to use digital
devices because of symptoms they are experiencing and
how it may be helpful to temporarily revert anonymity
and confidentiality when a user is at risk.

Social Media Diagnostics, Sensors, and
Monitoring of Data
Responses and attitudes towards passive monitoring of
technology use such as digital phenotyping, social media
diagnostics, and Bluetooth-enabled motion sensor data
were diverse across both peers and service users.
Because of the low engagement with technology and
less technology skills, Service users reported less aware-
ness on social media diagnostics andmonitoring of data.
For example, some service users cited Alexa, Facebook,
and Google as examples of data monitoring. Other ser-
vice users reported passive monitoring as an invasion of
privacy while some reported to be fine with monitoring if
there is an agreement through an informed consent
form for the users. Most service users in this study were
aware of their rights as related to consenting around
monitoring. For example, one servicer user asserted that
“as long as am informed and aware thatmy data is being
tracked.”Another service user explained that consumers

must be provided with information to make an informed
decision whether to use new technology tools or partici-
pate in digital health interventions.

Peer support specialists in this study were more
inclined to accept and reflect on the end goal for pas-
sive monitoring through digital phenotyping, social
media diagnostics, and Bluetooth-enabled motion sen-
sor data. However, peer support specialists were more
accepting of passive monitoring if done by clinicians or
peers who can help and support users in their recovery
rather than passive monitoring by big tech corpora-
tions. “It depends on how they’re monitoring technol-
ogy use; if it’s monitoring being done by companies like
Facebook or Amazon it’s not great, but if it’s being
done by clinicians or peers for tracking clients in order
to help people with recoveries then thinks it’s good.”

DISCUSSION
This article reports qualitative data from service users
(e.g., patients) and peer support specialists on their
understandings and perceptions of privacy, confidential-
ity, and security of digital mental health interventions.
Although digital health tool technologies, including
mobile phones, were commonly owned by participants
in this study, ownership was far from ubiquitous among
service users. Additionally, service users reported limited
knowledge and awareness of privacy, confidentiality,
and security. The main barriers to engagement with
mHealth among service users included: technology own-
ership and use, lack of technology literacy, and other fac-
tors hindering the use of technology related to age-
related physical impairments, psychiatric symptoms.
These findings are consistent with recent systematic
reviews on the factors that affect technology use among
older adults21,22 and with previous studies that found low
technological ownership and engagement among older
service users and people with a diagnosis of a SMI.23,24

Given the service users’ limited experience and engage-
mentwith digital health tools, their knowledge of privacy,
confidentiality, and safety was limited.

In comparison, peer support specialists demon-
strated a high level of technology engagement, literacy of
digital mental health tools and a more comprehensive
awareness and knowledge of privacy, confidentiality, and
security concerns in using mHealth and social media
diagnostics, sensors, and monitoring of data. For
instance, the monitoring of social data interaction was a
bigger concern among peer support specialists who sug-
gested that monitoring may be negatively interpreted by
service users as surveillance and can potentially increase
psychiatric symptomatology (e.g., increase feelings of
paranoia, suicidal thoughts, or psychotic episodes)
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interfering with the user’s path to recovery. Evaluation
studies of specific apps often do not mention adverse
events, experiences, or risks associated with their apps.11

This finding points towards the potential broader harms
associatedwithmental health appuseand the relevance
of incorporating end users’ perspectives and needs.

A critical aspect related to privacy, confidentiality,
and security of digital mental health interventions is the
passive monitoring and collection of data. Passive data
collection on digital technologies monitors patient loca-
tion, activity levels, and social engagements within other
smartphone applications. For example, innovative tech-
nological and analytical techniques such as digital pheno-
typing-the moment-by-moment quantification of
interactions, behaviors, and cognitions may present
heightened privacy, confidentiality, and general ethical
concerns. In this study, service users see this issue as
related to consent and infringement of privacy while
some peers see the passive monitoring of data contin-
gent to the situation. Both groups place different values
on their data, and everyone has the right to decide how
risk adverse they choose to be regarding digital mental
health tools. However, tomeet the standard of “informed”
in informed consent, individuals must be given informa-
tion in a way that is genuinely usable and accessible9,12

including the potential risks.
In terms of facilitators and potential solutions for the

ethical engagement of digital mental health interven-
tions, peer support specialists are a potential resource.
Peer support specialists can facilitate the engagement
of service users with less skills and technological liter-
acy.25,26 Most peer support specialists own and use
smartphones, and they also see the promise in using
smartphones to deliver services.27 In many settings, peer
support specialists work as part of a team with other
behavioral health professionals in mental health pro-
grams, and recovery centers. Engaging peers and service
users in a collaborative partnership can help ensure the
benefits of digital mental health tools, provide technical
assistance, and education. In addition, recent efforts
have offeredDigital Peer Support Certification26 to peers
including education and simulation training sessions,
synchronous, and asynchronous support services which
increases peers’ capacity to use digital peer support
technological features. This places peer support special-
ists in a unique position as providers with expert knowl-
edge, end-users, and digital health promoters.

In order to be ethically justified, digital mental
health tools and interventions, must deliver sufficient
benefits to balance against any risks to the consum-
ers.9 A concrete solution to this issue is to include
end-users in the software development lifecycle as
partners (not only subjects in usability studies) in

designing mHealth services.17,26 Within the realm of
smartphone app interventions, evidence indicates
that a combination of a highly involved participatory
research approach and user-centered design through-
out the software development lifecycle has shown
promising evidence of leading to the highest levels of
engagement among people with SMI.27

In addition to partnering with the industry to advance
the science of Peer support in digital psychiatry, other
promising means of implementing effective mental
health technologies include the use of participatory
research techniques in the development of digital mental
health apps and peer support interventions.28 The profes-
sional engagement and consultation of potential end
users during design, development, and deployment is an
issue of justice29 and “design justice”13 that involves
rethinking other aspects of design practice, including the
intended design beneficiaries: the “users “and their needs.

Digital mental health tools that are developed
through academic research projects are held to HIPAA
regulations and a standard of ethics but applications that
are produced by other entities are not held to the same
standards and do not require informed consent prior to
collecting and dispersing personal data. Increased utiliza-
tion of mental health applications accentuates the need
for increased privacy regulations in digital mental health
tools that are in line with the privacy regulations set forth
for traditional protected health information. Finally, a
promising direction in the design of digital mental health
can focus on quality assessment framework30 and pri-
vacy guidelines tools further into the digital health devel-
opment process to facilitate “privacy by design”
principles and bring development and design teams
closer to compliancewith regulatory frameworks.7

While these findings advance our understanding of
digital mental, it is important to note limitations. As
with most qualitative research, our findings are not
broadly generalizable to populations at large. Recruit-
ment and retention of ethnic, racial, and gender minor-
ities was a challenge in our study given the geographic
location and demographics of our study site. However,
the individuals in this study come from diverse socio-
economic and educational backgrounds, SMI diagno-
ses, and lived experiences which provide unique
perspectives on ethical, privacy, and security concerns
in using digital mental health tool and engaging in digi-
tal mental health interventions. Finally, the diagnosis of
peer support specialists is not reported on (due to their
employment status and protection under the American
Disability Act),31 as such, it is not possible to conduct
subanalysis based onmental health diagnosis.

Overall, our findings suggest that service users
experience unique barriers in their engagement,
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literacy, and ownership with digital technologies and
digital mental health interventions due to age-related
physical and psychiatric impairments and lack of tech-
nology literacy. Our study identifies peer support spe-
cialists as potential facilitators of technology training
for older service users as well as in establishing social
networks and mediating relationships with broader
institutions. Partnering withmental health researchers,
industrial developers, and potential end-users to evalu-
ate promising digital peer support platforms may lead
the field to a better understanding of the effective uses
of technology for people withmental health conditions.
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