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Abstract. Partially blind signatures, an extension of ordinary blind sig-
natures, are a primitive with wide applications in e-cash and electronic
voting. One of the most efficient schemes to date is the one by Abe
and Okamoto (CRYPTO 2000), whose underlying idea — the OR-proof
technique — has served as the basis for several works.

We point out several subtle flaws in the original proof of security, and
provide a new detailed and rigorous proof, achieving similar bounds as
the original work. We believe our insights on the proof strategy will find
useful in the security analyses of other OR-proof-based schemes.

1 Introduction

Blind signatures, first introduced by Chaum [13], are a fundamental crypto-
graphic primitive. They allow two parties, a signer who holds the secret key and
a user who holds the message, to jointly generate a signature. Roughly speaking,
security requires that the signer learns nothing about the message nor the signa-
ture (blindness), and the user cannot forge a signature that does not result from
its interaction with the signer (one-more unforgeability). Blind signatures have
found extensive applications in settings where anonymity is of great concern,
such as e-cash [13, |15} 21} |42] and electronic voting |14} 20].

However, in a blind signature scheme, the signer has absolutely no control
over the message it signs. This leads to various shortcomings in practice. First,
in an e-cash system where a bank uses blind signatures to issue its coins, to avoid
the double spending problem, the bank has to keep record of all coins that have
been spent; to prevent the ledger from growing unlimitedly, old coins need to
expire after a period of time, so that the corresponding entries in the ledger can
be deleted. Second, there is no way to inscribe the value or expiration date of a
coin. Thus, the bank has to use a different public key for each value/expiration

* Work done while supported by ERC Project PREP-CRYPTO 724307
** Work done while at University of Maryland
*** Work done while at George Mason University


https://orcid.org/0000-0002-8879-8226
https://orcid.org/0000-0002-0881-9980

2 Julia Kastner, Julian Loss, Jiayu Xu

date, and anyone who spends or receives these coins has to maintain a list of
all public keys, which has to evolve over time when old coins expire and are
replaced by new ones. Similarly, in electronic voting, voters have to download a
new public key for each election.

To address these issues, Abe & Fujisaki [2] proposed an extension called
partially blind signatures, which allow a signer to explicitly include some common
information (called the tag) in the signature. The tag is agreed upon by the
signer and the user in advance and remains unblinded throughout the signing
procedure; for example, it can be the date of issue or the value of the electronic
coin. Setting the tag to the empty string yields an ordinary blind signature
scheme. Informally, a partially blind signature scheme is secure if it satisfies (1)
partial blindness: for multiple signatures that use the same tag, an adversarial
signer cannot link these signatures to the signing sessions they originate from;
and (2) one-more-unforgeability, oo OMUF security: an adversarial user that
interacts with the signer in at most ¢ many sessions, cannot output more than /¢
valid message-signature pairs.

Despite 25 years of research, there have been very few partially blind sig-
nature schemes ever proposed. The most efficient scheme up to date is the one
proposed by Abe and Okamoto (AO) [4], which involves only 2 group (multi-)
exponentiations for the signer and 4 (multi-)exponentiations for the user. The
scheme is based on the classical OR-proof technique for obtaining witness indis-
tinguishable protocols by Cramer et al. [17], and its security proof involves an
intricate rewinding argument. The ideas behind both the scheme and its security
proof repeatedly appear in blind signatures |1}, 5, (7} |40].

Unfortunately, close scrutiny shows that there are a number of critical issues
with the proof of one-more-unforgeability in AO and in some other subsequent
works. In particular, the analysis of the reduction’s success probability is based
on a problematic counting argument. In this paper, we revisit the AO partially
blind signature scheme and present a new comprehensive analysis of its one-
more-unforgeability, which addresses all issues in the original security proof.
(The proof of partial blindness in AO is correct and is not the focus of this
paper.) The contributions of this paper are two-fold. First, we identify the flaws
in the proof of AO, which we elaborate on in Section Second, we overcome
these issues by resorting to a more involved and rigorous counting argument. Qur
insights lead to new proof techniques and a much better understanding of AO’s
ideas. While we focus on the AO partially blind signature scheme, we believe
that our techniques are applicable to other blind signature schemes based on the
OR-proof technique.

1.1 Technical Overview

In this section we provide an overview of our security proof of the AO partially
blind signature scheme, and explain the issues in the original work [4]. Similar to
AOQ, our proof is done in two steps. First we consider the simplified case where
there is only a single tag. This is the most technically involved part of the entire
security analysis, and contains essential modifications to the proof in AO. Then
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we generalize it to the multi-tag case. This part of the proof is straightforward
and mostly follows [4]. For simplicity, we only discuss the case of a single tag in
this technical overview.

Forking: A Recap. The reduction in our security proof uses the forking tech-
nique to rewind the adversary and solve the discrete logarithm problem [36]. As
is standard in a forking argument, we first define what we call a deterministic
wrapper which provides a simplified, non-interactive interface to the reduction.
More precisely, the wrapper takes as input an instance I (containing a public
key and the internal values used to generate the signer’s first messages of all
signing sessions), a random tape rand (containing the random tape of the actual

adversary), and a random hash vector h (to be used as outputs of random or-
acle queries). The reduction forks the wrapper instead of forking the adversary
directly. In more concrete terms, this means that the reduction runs the wrap-
per once on inputs I,rand, h and obtains an output which implicitly defines
an index J € [| h|]. It then generates a vector h’ by resampling the vector h
uniformly at random from position J, and keeping the first J — 1 entries the
same. It reruns the wrapper on inputs I, rand, h’, which will generate a run that
is identical up the point where the reduction answers the .J-th random oracle
query. In particular, the input to this query remains identical in both runs. The
goal of the reduction is to infer some equality from these relations so as to solve
a discrete logarithm instance that it suitably embeds in its interaction with the
adversary (see below).

Dealing with OR-Proofs in Forking. The AO scheme uses the classical
OR-proof strategy of [17] to combine two Schnorr-style signatures into one. The
witness for one branch of the proof is the actual secret key x of the scheme; the
other branch corresponds to the tag key z which is obtained through hashing
the tag info. On the signer’s side, the protocol is a witness indistinguishable
(WI) proof of knowledge of at least one witness, either the secret key z or the
discrete logarithm of the tag key dlogz. This gives rise to the following proof
strategy, which was also used in [7]: The reduction can choose these tag keys
such that it knows a witness and sign without knowing the secret key (so it
can embed a discrete logarithm challenge in the public key), or it can embed
its discrete logarithm challenge in a tag key and sign using the actual secret
key. The intuitive idea here is that for each run of the protocol, the witness
used internally by the reduction is perfectly hidden from the adversary (due to
WI). Thus, the probability that the reduction is able to extract the “opposing”
witness (i.e., the one it is not using itself for answering signing queries) from two
forking runs of the adversary should be high.

Unfortunately, this intuition proves incorrect upon closer inspection. While
WI perfectly hides the witness during any single run of the protocol, the tran-
scripts of two executions of the protocol with the adversary (as performed by the
reduction) can depend on the witness internally used by the reduction. There-
fore, arguing that the reduction indeed extracts the opposing witness from two
runs of the adversary turns out to be highly non-trivial.
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Partnering Runs. We now describe the general idea for proving that the re-
duction has a significant probability to extract the witness it needs. For now we
fix an instance I and a random tape rand, and consider the hash vector h as the
only varying parameter of the reduction. Using a simple counting argument, one
can show that for a significant portion of pairs I, rand, there must exist two hash
vectors h, h’ that lead to the same transcrgt between the wrapper and the ad-
versary when the wrapper is run on (I, rand, k) or (I,rand, h'), respectively. Bor-
rowing the terminology from [4], we refer to such triples (I, rand, h ), (I,rand, h')
as partners. The key observation is that the witness extracted from partnering
runs is independent of which witness was used by the reduction as part of the
instance I, and thus the reduction has a significant probability of extracting the
desired witness (i.e., the witness not used by the reduction)ﬂ Unfortunately,
given I, rand, finding a pair of partners (I,rand, k) and (I,rand, h’) might not
be efficiently possible, as in general, only few of them may exist. Hence it re-
quires an additional argument to ensure that the reduction produces forks from
which the desired witness can be efficiently extracted.

From Partners to Triangles. The next step in our chain of reasoning is to
apply the strategy of AO for “amplifying” the number of forking runs from which
the desired witness can be extracted. Thus, analogous to AO, we define triangles
as follows. The corners of a triangle will be three triples (I,rand, h), (I, rand,
— —

h'),_)(I7 rand, h"), which produce successful runs for the wrapper. In addition,
h,h'’, h" all share a common prefix of some ¢ — 1 entries and start to fork
from each other at the i-th entry. The most important property of a triangle,

. - =, . :

however, is that (I,rand, h) and (I,rand, h’) be partnering runs, i.e., produce
the same transcript for the wrapper. (AO refer to the pair of partnering runs
as the “triangle base” and to the remaining pairs of triples as the “triangle
sides”.) We illustrate this in fig. [1} As ogserved by AOQ, if the forked runs cor-
responding to (I,rand, h) and (I,rand, h') yield the desired vgtness (i.e.,_t}he
one not stogd inside I), then either of the forked runs (I,rand, h ), (I,rand, h"")
or (I,rand, h’),(I,rand, h") yield the same witness. Their key insight is that
the number of triangles should be fag greater than ‘LIE> number of triangle bases
formed by partnering runs (I,rand, k) and (I,rand, h'). Intuitively, this is the
case because a single pair of triples (I,rand, h ), (I,rand, h') can serve as the
base in many different triangles.

A Gap in AO. The next step in the analysis of AO is to count the number
of triangles for which at least one side yields the desired witness. (We call such

4 Due to the WI property of the scheme, for any (1, rand,ﬁ)), there exists a corre-
sponding triple (I',rand, k) that contains the other witness and produces the same
transcript as (I,rand, h ). This means that the same witness w could have been ex-
tracted from a pair of partnering runs (I, rand, ﬁ), (I, rand, ﬁ/), or from (I, rand, ﬁ),
(', rand, ﬁ'), where one of I and I’ contains w, and the other instance does not.
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Fig. 1: Triangles

triangle sides “successful”.) Recall that we keep I,rand fixed throughout this
counting argument, and argue only about the number of successful hash vectors
associated with runs using I,rand. If we can show that there are enough of
triangles with a successful side, we might hope that when sampling a random
pair (I, rand, 7), (I, rand, ﬁ”) during forking, the reduction will hit a successful
triangle side, from which the desired witness can be extracted.

This is the point where our analysis diverges significantly from [4]. As noted
above, many triangles may share a base; that is, for any given base, there exist
many possible triangle tops. This makes it possible to “amplify” the extractabil-
ity of the desired witness from a single base to extracting it from many possible
triangle sides which are adjacent to this base in some triangle. (Recall that if
a triangle base is successful, then at least one of the two sides must also be
successful.) However, we observe that many triangles may also share a side. If
many triangles overlap on successful sides (but not on unsuccessful sides), it
might happen that the total number of successful sides is much smaller than the
total number of unsuccessful sides[]

Indeed, this is where the most crucial gap occurs in [4]. First, for each triangle

%
base corner (I,rand, h), tlﬁy assign this cornet a partner (I,rand, h') using the
mapping Prt (so (I,rand, h') = Prt(I,rand, h) forms a triangle base together
with (I,rand, h); see [4, p. 284]). It is, however, unclear if this is intended to be

5 We stress that simply replacing a triple (I, rand, ﬁ) with an indistinguishable triple
(T, rand, ﬁ) is not sufficient to solve this problem. Indeed, one might hope that since
the adversary can not detect this change, an unsuccessful side may become successful
when switching from I to I’, as the desired witness would flip. However, a successful
forking pair ((I', rand, ﬁ), (T, rand, ﬁ')) need only exist if ((I, rand, ﬁ), (1, rand, ﬁ'))
is a base. The same is not true, in general, for sides, as their endpoints may not (and
generally do not) yield the same transcript. Because of this, an unsuccessful side
((I,rand, ﬁ), (I, rand, 7')) might not even be part of a triangle side when switching
witnesses from I to I'.
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an injective assignment (i.e., no two base corners can share the same partner).
If so, there is a gap as to why this assignment is possible, i.e., why there are
enough such partners for each of the base corners to find a different partner. In
fact, we provide an argument in our analysis for why such partners — which we
call opposing base corners — are not much fewer than original base corners, but
they do not necessarily need to be equal in size.

On the other hand, if the assignment Prt is not injective, then different
triangles may share the same side. This is also problematic, as we explain now.
[4] proceeds to claim that if (for a fixed pair I,rand) at least  of triangle sides
are unsuccessful, then at least % of triangle bases are also unsuccessful, i.e.,
they yield the undesired witness that is used by the reduction. (See the proof of
the last claim on [4, p. 284].) Although this claim is not explicitly argued, the
underlying reasoning seems to be as follows: since every triangle has two sides
and one base, if % of all sides are unsuccessful, then at least %+ % —-1= % fraction
of triangles have two unsuccessful sides, which implies that their bases must also
be unsuccessful. However, this argument implicitly assumes that no triangles
ever share a base or a side, which, as we have mentioned, is not necessarily the
case.

Concrete Counterexamples and Additional Issues. We now provide con-
crete counterexamples to show why the claim above is false if triangles may
share sides, or even just bases. For triangles sharing sides, consider the example
in the middle of fig. 2] where 8 out of the 10 triangle sides are unsuccessful, yet
only 2 out of the 6 triangle bases are unsuccessful. For triangles sharing only
bases (recall that in this case there is already a gap as to why there exists an
assignment Prt such that triangles do not share sides), the claim is also untrue:
see the rightmost part of fig. [2| for an example where 5 out of the 6 triangle sides
are unsuccessful, yet only 1 out of the 2 triangle bases are unsuccessful.

Fig. 2: Claim in [4] that if at least 3 of triangle sides are unsuccessful (i.e., yield
the undesirable witness —x), then at least % of bases (incident to two square
nodes) also yield this witness. This holds for non-overlapping triangles (left), but
not for triangles overlapping in sides (middle) or in bases (right).

We further note that there are some relatively minor gaps that are easier to
fix. In particular, it is incorrect to assert that the probability to extract either
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witness from a triangle base is close to % — we refer here to the last sentence in
the proof of the last claim on [4, p. 284]:
, : ‘ = =N TN e
Since the information of a base, (€', €")[(h, h')], is independent of the

witness the simulator already has as a part of 2 [I,rand], this contradicts
that a biased result should occur with probability (over 2 [I,rand]) less
than 1/2 4+ 1/poly(n) for any polynomial poly.

(The expressions in brackets are a translation to our notation.)

To see why this claim is incorrect, imagine a computationally unbounded
adversary that finds the secret key x = dlogy by brute force, and wins the
OMUF game by running the real signer’s code. Then the signatures produced
by this adversary — including pairs of signatures obtained from triangle bases
— will always yield the same witness (the secret key x), rather than yielding
either witness with probability close to % Our approach to deal with this issue
is to define a “majority witness” x which can be extracted from many triangle
bases (for a suitable definition of many). We then show that it is possible to
extract X, using a suitable counting argument.

Resolving the issues from earlier works. We now provide an overview of
our strategy to bridge the gaps in [4], achieving the same result. We first recall
that for any triple (I, rand, h ), there is a corresponding instance I’ that contains
the other branch of witness, such that (I,rand, ﬁ) and (T, rand,ﬁ) yield the
same transcript. This naturally leads to the concept of both-sided triangle bases,
namely triangle bases ((I,rand, k), (I,rand, h’)) that are also the base of some
triangle when I is replaced by I'. Using several counting arguments, we show that
the set of both-sided base corners must be large. While our counting arguments
are more detailed and rigorous, they are in the same spirit as those of [4].

We now bridge the gap in [4], by showing that there cannot be too large of
an overlap between triangle sides such that the absolute amount of successful
triangle sides would get small. We define good base corners as triples that are
incident to many successful both-sided triangle bases, as well as many successful
triangle sides. We further require that these triangle sides and bases must exist
at the good base corner’s mazimum branching indexr — the index at which the
largest number of partners fork from it. Similarly, we define good opposing corners
that are incident to a successful both-sided triangle base and many successful
sides, but the triangle base and sides are located at the maximum branching
index of the triple at the other end of the base.

Our crucial observation is that if there are not too many good base cor-
ners, then there mutsi> be many good opposing corners. To see this, consider_> a
base corner (I,rand, h') that is not good, and consider all triples (I,rand, h)
that are partners of (I,rand, h’). Let ¢ denote the maximum branching index
of (I, rand, ﬁ’); by definition, a significant portion of these partners (I, rand, ﬁ)

fork with (I,rand, h”’) at index 7. Recall that if a triangle base is successful, then
at least one of its sides must also be successful. Since most of the triangle sides
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%
involving (I,rand, h') are unsuccessful at index 4, this means that many of the

other triangle sides, i.e., those involving the partners (I,rand, h), are success-
ful at index 4. In other words, a significant portion of a non-good base corner

(I, rand, 7’)’5 partners, are good opposing corners. (In the formal proof, we will
also rule out the possibility that different non-good base corners’ corresponding
good opposing corners overlap too much.)

The above conclusion means that, when the reduction samples the triple
for the first forking run, with significant probability the triple is either a good
base corner or a good opposing corner. Then, due to the definitions of these
good triangle corners, it is not hard to show that with significant probability the
reduction hits a successful triangle side while sampling the second triple — that
is, the desired witness can be extracted from the two forking runs.

Finally, we remark that our reduction guesses in advance which hash values
the adversary will actually use to produce its signatures. This introduces a loss
of ( g_’ll) in the reduction’s advantage, where @, is the number of the adversary’s
hash queries and / is the number of signing sessions closed. This step is necessary
in our analysis as we need all possible forking indices to have a signature attached
to them in order to lower-bound the set of good opposing base corners. (See
Remark [2]in Section[4.4]) We notice that a loss in this order of magnitude seems
inherent due to the recent polynomial-time ROS-attack [8], and that we achieve
comparable bounds to the original work of Abe & Okamoto |4|E|

Other OR-Proof Based Blind Signature Schemes. While our focus is on
proving one-more unforgeability of the scheme by Abe & Okamoto [4], here we
briefly discuss other schemes that use a similar approach. One example is the
scheme by Abe [1] which uses a similar approach to AO, but in such a way
that the “tag key” is blinded by the user, yielding a ordinary blind signature
scheme under the DDH assumption. However, as later pointed out by Ohkubo
& Abe [32], the forking-based proof in the original work contains a flaw when
it comes to arguing why the desired witness can be extracted, and up to this
point, security analyses were given only in the generic group model [32] and the
algebraic group model [26]. In appendix [F| we provide a sketch of how to apply
our proof technique to Abe’s scheme, and leave its full analysis to future work.

[7] proposed a blind signature scheme with attributes, whose construction
idea is similar to [1]. Using our terminology, in their security analysis only one
triangle is considered for which there is at least one successful side. Their argu-
ment critically relies on the claim that it must be equally as likely to sample a
successful side as it is to sample an unsuccessful one. While this holds true for a
single triangle, as discussed above, the overall set of unsuccessful sides may be
far larger and thus far more likely to be sampled at random.

Another scheme that uses the OR-proof technique is the BlindOR scheme by
Alkadri et al. [5] (also see the full version [6]), based on the module learning with
error (MLWE) assumption. [6, Lemma 3.5] argues that the desired witness can

5 See the top of [4) p. 285], where the reduction’s advantage includes a term n?, where
m=n/ QQﬁl and 7 is the adversary’s advantage.
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be extracted with a significant probability: An MLWE distinguisher flips a coin
to decide which branch to use for generating signatures, and embeds its MLWE
challenge in the opposing branch. Then, if the opposing witness can be extracted
from two forking runs of the adversary, the MLWE challenge must have been
a yes-instance; otherwise the distinguisher flips another coin as its output, as
either the MLWE challenge was a no-instance, or the adversary happened to use
the same branch as the distinguisher for generating its signatures.

However, this argument seems circular, as it already assumes that if both
branches contain a yes-instance, then the opposing witness can be extracted
from a significant portion of forking runs, which is the statement of the lemma.
We leave it as future work to explore the application of our method to the
BlindOR scheme.

The above discussion illustrates that the security analyses of OR-proof based
(partially) blind signature schemes are extremely hard and subtle, and require
large amounts of rigor and caution.

1.2 Related Work

Partially blind signatures were introduced in [2], which also presented a scheme
based on a non-standard RSA-type assumption. Cao et al. [11] proposed another
construction based on the RSA assumption, but their scheme was cryptoanalyzed
in [31]. Zhang et al. [43], as well as Chow et al. [16], proposed schemes based
on bilinear pairings, and Papachristoudis et al. |34] proposed a scheme based on
lattice assumptions. Okamoto [33] proposed a theoretical construction that does
not rely on the random oracle model. Finally, Maitland & Boyd [30] considered a
restrictive partially blind signature scheme, where the user’s choice of messages
must follow certain rules.

There is a rich literature on (ordinary) blind signatures and their applications.
Its security notion was formalized by Pointcheval & Stern [35] and Juels et al.
[25], and later strengthened by Schroder & Unruh [39]. Fischlin [18] and Abe &
Ohkubo [3] considered security definitions in the universal composability (UC)
framework. Camenisch et al. |10] and Fischlin & Schréder [19] considered a
stronger notion of blindness called selective-failure blindness. There are a large
number of blind signature schemes based on various assumptions and in various
models; a very incomplete list includes |1} |9} |12}, |22H24], 27129 33}, [35], (37} [38].

We notice that the security analyses of (partially) blind signature schemes
are usually extremely involved, with the original security proofs sometimes be-
ing flawed. Apart from the schemes already discussed, we give two additional
examples here. The security of the Schnorr blind signature [38] relies on the
hardness of the ROS problem, which was recently shown to be easy [8]; a new
security proof in the weaker sequential setting appears in [26]. For partially blind
signature schemes, the aforementioned Zhang et al. scheme [43] has an issue in
its security proof, and the full analysis came much later [41]. This paper can
be seen as yet another attempt of spotting and fixing issues in previous works;
however, we stress that the underlying OR-proof technique of the Abe-Okamoto
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scheme is widely used in blind signatures, and we believe that our techniques
will find applications in the security analyses of other schemes as well.

2 Preliminaries

2.1 Notation

%
We denote by [¢] .= {1,...,£}. For a vector h, its i-th entry is denoted by h;,

_>
and the vector of its first i entries is denoted by h ;. We denote by z <* X that
x is sampled uniformly at random from set X. For a vector TeX ™. we denote
by 7' & Xlny[_] that 2’ is sampled uniformly at random from {Z’ € X”|?'[i] =

?m}. For an algorithm A, we use ta to denote its running time.

2.2 Computational Problems

Definition 1 (Discrete Logarithm Problem). For public parameters pp =
(G,q,g) for a group G with order q and generator g, we describe the discrete
logarithm game DLOGg with adversary A as follows:

Setup. Sample x < Z, and set y := g*. Output (pp,y) to A.
Output Determination. When A outputs x' € Z,, return 1 if gm/ =y and 0
otherwise.

We define the advantage of A as
advRTO% .= PrDLOGE = 1]

where the probability goes over the randomness of the game as well as the ran-
domness of the adversary A. We say that the discrete logarithm problem is (t,€)-
hard in G if for any adversary A that runs in time at most t, it holds that

advADLOGG' <e.

(When it is clear from context, we may omit G and only write DLOG for the
game.)

2.3 Partially Blind Signatures
The definitions in this section mostly follow [4].

Definition 2 (Partially Blind Signature scheme). A three-move partially
blind signature scheme PBS = (KeyGen, Sign = (Sign,, Sign,), User = (Usery,
Users), Verify) consists of the following PPT algorithms:

Key Generation. On input public parameters pp, the probabilistic algorithm
KeyGen outputs a public key pk and a secret key sk. Henceforth we assume
that pp is provided to all parties (including the adversary) as an input, and
do not explicitly write it.
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Signer: The interactive signer Sign = (Signy, Sign,y) has two phases:

Sign,: On input a tag info and a secret key sk, the probabilistic algorithm
Sign, outputs an internal signer state stsign, and a response R.

Signy: On input the secret key sk, a challenge value e, and the corresponding
internal state stsign, the deterministic algorithm Sign, outputs a response
S.

User. The interactive user User = (Usery, Users) has two phases:

User;: On input a public key pk, a tag info, a message m, and a Sign, re-
sponse R, the probabilistic algorithm Usery outputs a challenge value e
and an internal user state styser.

Usera: On input a public key pk, a Sign, response S, and the corresponding
internal user state styser, the deterministic algorithm Users outputs a
signature sig on message m along with the tag info.

Verification. On input a public key pk, a message m, a signature sig, and a

tag info, the deterministic algorithm Verify outputs either 1 or 0, where 1

indicates that the signature is valid, and 0 that it is not.

We say a partially blind signature scheme PBS is (perfectly) correct if for all
pk, m, sig,info that result from an honest interaction between signer and user,
Verify(pk, m, sig, info) = 1.

We now define the one-more-unforgeability of a partially blind signature
scheme. We do not focus on partial blindness in this paper; we include the defi-
nition in Appendix [A] for completeness, and for a proof that the Abe-Okamoto
scheme is partially blind, see the original paper [4].

Definition 3 (One-more-unforgeability). For a three-move partially blind
signature scheme PBS, we define the £-one more unforgeability (¢-OMUF) game
L-OMUFpgs with an adversary U (in the role of the user) as follows:

Setup. Sample a pair of keys (pk, sk) <~ PBS.KeyGen(pp). Initialize £c10seq := 0
and run U on input pk.
Online Phase. U is given access to oracles sign; and sign,, which behave as
follows.
Oracle sign,: On input info, the oracle samples a fresh session identifier sid.
It sets opengy := true and generates (Rsq,Stsiq) <= PBS.Sign, (sk, info).
Then it returns the response Rsq together with sid to U.
Oracle signy: If lciosea < ¢, the oracle takes as input a challenge e and
a session identifier sid. If openg, = false, it returns L. Otherwise,
it sets Lc1oseat++ and opengy := false. Then it computes the response
S <& PBS.Sign,(sk, stsd, €) and returns S to U.
Output Determination. When U outputs distinct tuples (my,sigy,info1),. ..,
(mg, sigy, infoy), return 1 if k > Leiosea+ 1 and for all i € [k] : PBS.Verify(pk,
o, my, info;) = 1. Otherwise, return 0.

We define the advantage of U as

advﬁ_OMUFPBS = Pr é—OMUFIL:'JBS =1
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where the probability goes over the randomness of the game as well as the ran-
domness of the adversary U. We say the scheme PBS is (t,¢,f)-one-more un-
forgeable if for any adversary U that runs in time at most t and makes at most

¢ queries to sign,,
audvﬁ’OMUF"BS <e.

If U always queries the same tag to oracle sign,, we denote the game as £-1-info-
OMUFpgs and say that PBS is (t, €, )-single-tag one-more unforgeable.

3 The Abe-Okamoto Partially Blind Signature Scheme

In this section we describe the partially blind signature scheme by Abe &
Okamoto [4]. The idea of the scheme relies on the OR-Proof technique by Cramer
et al. |[17]. It runs a proof of knowledge that the signer knows either the secret
key x or the discrete logarithm of the so-called tag key z, which is obtained
through hashing the tag info. In this way we obtain a witness indistinguishable
scheme: an honest signer does not know dlog z and is forced to use x for issuing
signatures; while the reduction may program the random oracle so that it knows
the dlogz and can then simulate the signer without knowing the secret key x.

Key Generation. On input public parameters pp = (G, g, ¢, H*, H) (where H*
and H are random oracles with ranges G and Z,, respectively), KeyGen sam-
ples <> Z, and sets y := g”. It then outputs (pk, sk) := (y, z).

Signer. Sign = (Sign,, Sign,) behaves as follows:

Sign;: On input info and sk, Sign; computes the tag key z := H*(info) and
samples u, s, d <- Z,. It then computes the commitments a := g*, b :=
g® - z%. Tt outputs the response (a,b) to the user and an internal state
Stsign 1= (u, 5,d).

Signy: On input e € Zg, stsign = (u, s,d), sk = z, Sign, computes ¢ == e — d
and 7 := u — cx. It outputs the response (r, ¢, s,d) to the user.

User. User = (Usery, Usery) behaves as follows:

User;: On input pk,m,info,a, b, User; computes the tag key z := H*(info)
and samples t1,to,t3,t4 <= Zg. It then computes & := g'* -y - a and
B = g' - z' - b, queries h := H(«, 3,2, m) for the message m it wants
to sign, and computes the blinded challenge e := h — t5 — t4. It outputs
e to the signer and an internal state styser := (t1,ta,t3,t4).

Usera: On input pk, (1, ¢, s,d), stuser = (t1,t2,t3,t4), User; computes p :=
r+t,w: =c+ty, 0 =541tz and § := d + t4. It then verifies that
w6 =H(g’-y“, g -2z°,2,m); if so, it outputs the signature (p,w, 7, ).
(Otherwise, it outputs L.)

Verification. On input y,m,info, (p,w, o,d), Verify computes z := H*(info). It
outputs 1 if w + 6 = H(g” - y¥,g° - z°,2,m) and 0 otherwise.

For a graphic illustration of the scheme, see Figure [6] on page
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4 Computing the probability for extracting the “good”
witness

As mentioned in the introduction, our analysis of the Abe-Okamoto scheme is
done in two steps. In this section, we deal with the case that the adversary U
only uses a single tag, i.e., U plays the ¢-1-inffo-OMUF 5o game.

4.1 The Deterministic OMUF Wrapper

Restricting the adversary to making ¢ + 1 hash queries. Suppose that
the adversary U makes ¢ queries to sign, (henceforth “signing queries”) and Qy,
queries to H (henceforth “hash queries”), and uses a single tag info. Below we
assume w.l.o.g. that U never makes the same query to H twice.

We say that a message-signature pair (m, (p,w, c,d)) corresponds to an index
i € [Qn], or corresponds to the adversary U’s i-th hash query, if this query was
H(y“g’,z°g’,z,m). (When the message m is clear from context, we may say
that the signature (p,w,,0) corresponds to index i.) We remark that we can
further assume w.l.o.g. that there exist £ + 1 hash queries of U, each of which
corresponds to a distinct message-signature pair in the output of U (in particular,
Qn > £+1). This is because otherwise one of the following must hold (assuming
that U succeeds):

— There exists a pair (m, (w, p,d,0)) that does not correspond to any hash
query, i.e., H(y“g’,z°g?, z,m) has never been queried. In this case, U can
be turned into another adversary U’ that runs the code of U and additionally
makes such a hash query; obviously U and U’ have the same advantage.

— There exist two distinct pairs (mq, (w1, p1,01,01)), (M2, (w2, p2,d2,02)) that
correspond to the same hash query. In this case, we have that m; = mao,
y¥igPt = y“2gP2 and z1g? = z%g?2. Then a reduction to the discrete
logarithm problem can easily compute both z and w as * = (w1 — wy) ™t -
(,02 — pg) and w = (51 — 52)71 . (0'2 — 0'1).

It is not hard to see that any adversary U can be turned into another ad-
versary that makes exactly ¢ + 1 hash queries, with a factor of (2Q+h1) loss in
advantage. Formally, we define an adversary M := MY that works as follows. M,
on input of a public key pk, chooses a random subset I of [Qp] with [I| = ¢+ 1,
and invokes U(pk). For U’s i-th query to H, if i ¢ I, M responds with a random
integer in Z,. For any other query (including queries to signing oracles, queries to
H*, and the i-th query to H for ¢ € I), M forwards it to the corresponding oracle
of M’s own challenger, and forwards the response back to U. When U outputs a
set of £+ 1 message-signature pairs, M checks if every pair (m, (p,w, 0,d)) corre-
sponds to some index i € I, that is, U’s i-th hash query was H(y“g?,2z°g?, z,m).
If so, M copies U’s output (and outputs L otherwise).

Lemma 1. For M described above, we have that
advﬁ-l-infO-OMUFAo

£-1-info-OMUF 5o
advy, > (Qh )
141
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Proof. 1t is straightforward that M simulates the OMUF game to U perfectly.
Assume that U succeeds. By our assumption on U, there is a set of indices
I* C [Qn] corresponding to the message-signature pairs in U’s output, with
|[I*| =¢+ 1. If I* = I, then M also succeeds. Since I is a random subset of size
£+ 1 of [Qy], the probability that I* =TI is ﬁ. The lemma follows. O
41

The lemma above implies that it is sufficient to consider an adversary that
makes exactly £ + 1 (distinct) hash queries, since an upper bound of the adver-
sary’s advantage in this specific case immediately translates to such an upper
bound in the general case. Below we simply assume that the adversary makes
£ + 1 hash queries.

The deterministic wrapper. For any adversary M that makes exactly £ + 1
distinct hash queries, we define a deterministic wrapper A that, given the witness
and random coin tosses for one side, simulates the view of M. The wrapper uses
either the y-side witness (i.e., the secret key) x or the z-side witness w = dlogz
to respond to sign, queries, and simulates the other side of the OR-proof using
fixed values. We begin with the formal definition of an instance:

Definition 4 (Instances). For the deterministic wrapper simulating the OMUF-
game to the adversary we define two types of instances I. A y-side (a.k.a. honest)
instance consists of the following components:

b= 0: bit indicating that the secret key x will be used for simulation

x: the secret key, also referred to as the y-side witness

z: the tag key, to be returned by oracle H* for requested info

d;, ;2 simulator choices for z-side part corresponding to the i-th signing session
ui: discrete logarithm of the y-side commitment a; in the i-th signing session

A z-side instance consists of the following components:

b= 1: bit indicating that the tag witness w will be used for simulation

y: the public key

w: the discrete logarithm of the tag key z as above

c;, 1t simulator choices for y-side part corresponding to the i-th signing session
vi: discrete logarithm of the z-side commitment b; in the i-th signing session

— —
Let h be the vector of responses returned by random oracle H (so ’ h ‘ =

£+1), rand be the randomness used by the adversary M, and info be the tag used
in the OMUF game. We define a deterministic wrapper A := Ai'\r% that runs on

%
(I,rand, h) as shown in Figure|3| The wrapper allows us to argue about which

(I,rand, h) tuples cause the adversary to succeed.

A has two simulation modes. For b = 0, it runs the honest signer’s algorithm
to simulate both sign; and sign, oracle queries; for H* queries, it responds with
z if the input is info and L for all other inputs. In mode b = 1, A knows w and
not x. It therefore runs the so-called z-side signer (see Figure|7|in Appendix ,
which is the honest signer’s algorithm except that w is treated as the secret key.
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A responds to queries to H* with g for info and L otherwise. In both modes,
A responds to queries to H using entries in the hash vector 7 Finally, upon
receiving M’s output message-signature pairs, A checks if they are all valid, and
if so, A copies M’s output (and outputs L otherwise).

It is easy to see that

ta=tw+ O(l) =ty + O(€) + O(Qr*) = tu + O(€) + O(Qr?),

where the term O(¢) comes from verifying ¢ + 1 signatures, and O(Q?) comes
from identifying the hash indices that correspond to signatures.

— sign, (info
AL rand, ) signy (info) —__
—_— 20 if info = info
00 parse b from I .
e 21 sid++
01 ifb=0 5 ) =
02 parse (b,x,z77, ?,7) =1 'open(5| ) = true
T 23 ifb=0
03 pk:=g R
04 else 34 ESid — gssid dsid
05 parse (b,y,w, @, 7, V) =1 5 sid (= 87 2
; 26 else
06 pk:=y Teid . < Csid
07 sid:=0 21 Asig (=8 " 1y
P — Usid
08 ji=0 % baa=g

N m 29 et sid, asid, bsi
09 (mi, (pi, wi 03, 6)) 21 = M =802 (pig rand) | Z 7 elsre rlelgln(l i )
10 if Vi: Verify(pk, ma, (pi, ws, 0i,6:))

11 return (mi, (pi,ws, 04, 8:))E sign, (sid, esia)
12 else 31 if open(sid)
13 return L 32 ifb=0
H(&) ii Csid i €sid — dsid
14 j++ Tsid = Usid — Csid * T
35 else
15 return hj
36 dsiq 1= €sid — Csid
H*(info) 37 Ssid 1= Usid — dsid * W
16 if info = info 38 else
17 if b= 0 return z 39 return L
18 else return g* 40 open(sid) := false
19 else return L 41 return (csid, T'sid, dsid, Ssid)

Fig. 3: Wrapper A that simulates the OMUF game to the adversary M

The set of successful tuples. Let
— —
Succ := {(I,rand, h)|A(I,rand, h ) # L}

be the set of all “successful” input tuples to the wrapper A. For a pair of instance
and randomness I, rand, it is also useful to define Succy rang as the set of successful
input tuples with instance I and randomness rand, i.e.,

I'=1
rand’ = rand [ -

In the following we further denote by Z the set of all possible instances, by
R the set of all possible randomness of A, and by e the success probability of A,

%
Succy rand = {(I', rand’, h') € Succ
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ie.,
|Succ]|
1T xR x Zg™|

We show in Lemma [2 below (in Section that the simulation using the
z-side witness is perfectly indistinguishable from the real execution where the y-
side witness is used (this is called the witness indistinguishability of the scheme),
i.e., A simulates the OMUF game to M perfectly. Furthermore, if M succeeds,
then so does A, since A copies M’s output in this case (see lines 10-11 of Figure|3]).
Therefore,

€ — adVﬁ;'l_mfo_OMUFAo )

4.2 Basic Definitions

%
We first define some concepts related to the wrapper A’s input tuple (I,rand, h ),
that will be used throughout the security proof.

Transcripts. We begin with the definition of the query transcript, which consists
of the adversary’s signing queries:

Definition 5 (Query Transcript). Consider the wrapper A running on input

tuple (I,rand, h). The query transcript, denoted ?(I7 rand, h), is the vector of
queries esg made to the sign, oracle (simulated by A) by the adversary M, ordered
by sid.

Next, we define (full) interaction transcripts between adversary M and wrap-
per A. These contain, in addition to ?(I7 rand, ﬁ), also M’s sign; queries and the
signatures from the output of M. This will be useful to argue about A’s behavior
on different inputs (I,rand, h). Looking ahead, we will see that it is possige
and,ﬁ)(I’ rand, h)

%
that results in the same behavior as (I,rand, h) (i.e., produces the same full

%
to deterministically transform (I,rand, i) into a dual input D,

%
transcript as (I,rand, h)), but inverts the type of the witness I from y-side to
z-side (or vice-versa).

Definition 6 (Full Transcripts). Consider the wrapper A running on input

tuple (I,rand, h). We denote by tr(I,rand, h) the transcript produced between A
and the adversary M, i.e., all messages sent between the user (played by M) and
the signer (played by A). Concretely,

— =
tr(L,rand, ) = (info, (&,1),72, (?,?,7,?),sig1,...sing) ,
where sigy, ... ,sig,,, are the signatures output by M. (If M aborts at any point

during the protocol or outputs fewer than £ + 1 signatures, we consider any
undefined entry to be 1.)
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Forking, partners, and triangles. We next define what it means for two input
tuples to fork successfully — this corresponds to all cases where the reduction
would be able to compute at least one of the two witnesses from the resulting
signatures. However, without further work, the witness that can be computed
might be the one that the reduction already knows.

Deﬁnltlon 7 (Successful forking). We say two successful input tuples (I,
rand, h) (I,rand, h') € Succ fork from each other at index i € [E—i— 1if hyjoqy =
ﬁ) i—1) but hi # hy. We denote the set of hash vector pairs (h h ") such that

(I, rand,ﬁ) (I, rand, W ") fork at index i as F;(I,rand).

We now define partners, which will play a key role in our analysis. Informally,

two tuples (I,rand, h) and (I,rand, h') are partners at some index ¢ if they fork
from this index and produce the same query transcript (but not necessarily the
same full transcript).

%
Beﬁnition 8 (Partners). We say two (successful) tuples (I,rand, h), (I,rand,
h') are partners at index i € [¢ + 1] if the followings hold:

d (I, rand, Z}lfork at index i
)="¢(,rand, h')

We denote the set of (ﬁ, ﬁ’) such that (I, rand, ﬁ) and (I, rand, ﬁ') are partners

at index i by prt;(I,rand). We further denote by P rand the following set:

— (I,rand, n

)
- @, rand,ﬁ)

Pt rand = {(I, rand,ﬁ) € Succy rand Hﬁ’,i e+1]: (ﬁ, ﬁ’) € prt, (I, rand)}

We define triangles in order to extend the nice properties of partners to more

general forking tuples. Informally, a triangle consists of three vectors h, h', h”
which all forgfrom each other at the same index, and also have the property
that 7 and h’ are partners at this index. This way, it is natural to view these
vectors as corners of the triangle and any pair of two vectors as the sides.

Definition 9 (Triangles). A triangle at index i € [+ 1] with respect to I, rand
is a tuple of three (successful) tuples in the following set:

((I,rand, ﬁ), (h7 }i; € prt,; (I, rand)
Ai(I,rand) = ¢ (I,rand, h') g”) € F;(I,rand)
h') € F;(I,rand)

), (I,rand, It h')) € A;(I,rand), we call the

For a triangle ((I, rand, n ), (I, rand, ray L
I ")) the base, and ((I,rand, h ), (I,rand, "))

pair oftuplesg),rand h), (_) rand,
and ((I,rand, k'), (I, rand, h ")) the sides. We further refer to the tuples (I,rand,

)
h), (I,rand, h'), (I, rand, h”) as corners, where the two corners incident to the
base are called base Corners and the third corner is called the top. We will

it

sometimes write (h g , h'") e Ay(I,rand) for compactness.
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Maximum branching index and set. In the following we define two im-
portant characteristics of partner tuples. We begin by defining the mazimum
branching index, which is the index at which a partner tuple (I,rand, h) € P rand
has the most partners.

Definition 10 (Maximum Branching Index). Fiz a pairI,rand. The max-
imum branching index of a partner tuple (I,rand, h) € Pprand is the indez at
which (I,rand, ﬁ) has the most partners, i.e.,

e

— - =
Briax(I,rand, h ) = argmax;c (o4 q) H (h,h'") € prt,;(1, rand)}‘ .

In case of ties, we pick the lowest such indez.

The maximum branching index naturally defines a partition of any non-empty
set of partnered tuples Pprand, where the i-th set of the partition contains all
tuples with maximum branching index i. We define the mazimum branching set
as the largest part of this partition, i.e., the largest subset of tuples that share
a common maximum branching index.

Definition 11 (Maximum Branching Set). For a pair I, rand, consider the
partition of partner tuples according to their maximal branching indices:

B;(I,rand) = {(I, rand, ﬁ)’Brmax(I, rand, 7) = z} .

The maximum branching set of I, rand is defined as the largest set among them,
i.e.,
Baax (17 rand) = Bimw(Lrand) (L rand),
where
imazx (I, rand) = argmax;¢c (o447 | Bi(1, rand)]| .

In case of ties, we pick the lowest such index.

%
Note in particular that B (I,rand) (henceforth Bg, . (I,rand, h)

—
Brmax(I,rand, b )
for simplicity) is the set of all_}tuples (Ira nd,_ﬁ)’ ) which have the sime maximum
branching index as (I,rand, h) (so (I,rand, h) € Bg,,_,. (I,rand, h)).

4.3 The Mapping &

%
For any successful tuple (I,rand, h ), we now define the mapping D, and

N
and, h
prove its transcript preserving properties in Lemma We remark that this
mapping is not efficiently computable and will merely serve as a technical tool

in our analysis.

_>
Definition 12 (Mapping instances via transcript). For (I,rand, h) €
Succ, we define @, 7(1) as follows. For a y-side instance I = (1,w,y, .7,

), Qrand,ﬁ(I) is a z-side instance that consists of

b=0 z =dlogy z=g" Viell]:d;,=e —¢
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Viel]: s, =u;—d;-w Viel]:vi=c -xz+r;

For a z-side instance I = (0,x,2,d, s,v), Qrand,ﬁ (I) is a y-side instance that

consists of

X

b=1 w = dlogz y=g Vie[l]:ci=¢e —d;
Vielll:ri=vi—ci-x Viel]:u, =d;-w+s;

%
(where @ s the query vector produced by rand, h using instance I). lﬁ)/e will
sometimes use the notation - instead of ¢, + for a given (Irand, h). We

also define @(I, rand, ﬁ}) = (2,7 @), rand, ﬁ)

%
47 is a bijection that preserves transcripts). Fizrand, h.

_)
For all tuples (I,rand, h) € Succ, D _ 47 18 a self-inverse bijection and

Lemma 2 (¢

tr(I, rand,ﬁ) =tr(P (I),rand, ﬁ)

rand,z>
The proof is deferred to Appendix
The lemma above shows that the Abe-Okamoto scheme is witness indistin-
guishable, i.e., a simulator that uses the z-side witness to sign (see Figure
in Appendix creates a view identical to the real view to the adversary. In
particular, this implies that the wrapper A simulates the /-OMUF game to the
adversary M perfectly.

Corollary 1. (I,rand, ﬁ) € Succ & (P I), rand, ﬁ) € Succ.

rand,ﬁ(

We look into the effect of the transcript mapping function on partner tuples.

We have proven that @ _ , - preserves the transcript (and hence success) of

%
(I,rand, h). However, note that this does not (by itself) imply that partnering

= —
tuples (I,rand, b ) and (I,rand, k') result in partnering tuples (@ __, +(I),rand,
— — — »
h) and (@ 5 (I),rand, h'), or (®_ 4, (I),rand, h) and (@ _ , 3, (I),rand,

%
h'), respectively. Lemmaasserts that this is indeed the case.

I_;)ergma 3 (Partners stay partners through @). For allI,rand, and vectors
h,h',

(ﬁ,ﬁ/) € prt;(I,rand) & (h, h') € prti(dirand’ﬁ(l), rand)

I
I

= =

< ( ") € prt, (P (T), rand)

s
’ rand, b’/

Proof. Suppose (7,7') € prt,;(I,rand) C F;(I,rand); we have gat (I,rand, ﬁ),
(I,rand, h') € Succ. Then by Corollary |1 (P (I),rand, h), (2, 7.(D),

N rand,ﬁ>
rand, h') € Succ.
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- =

Furthermore, eau_s> h, h' are partgers for I, rand, they produce the same query
vector € (I,rand, i) = € (I,rand, i’). Thus D H=2-10) =9 I).
Using this fact, we obtain

and,ﬁ( rand,ﬁ’(

?(@rand 5 (I), rand, ﬁ) = ¢ (I,rand, ﬁ) = 2(I, rand,ﬁ’)
7

— P (@ (1), rand, (1), rand, ")

_ =
rand, h’ )_ 6(@

rand,ﬁ>
%

as foll_o>ws. The first equality follows because ?(I7 rand, h ) is contained in tL(>I,

rand, h ) and by Lemma we have that tr(I,rand, h) =tr(®¢_ - (I),rand, h).

— -
The second equality holds_>because h and h' are partn_e)rs. The third equalit
follows because € (I, rand, 1) is contained in tr(I, rand, i) and from Lemma
we have that tr(I,rand, h') = tr(® . +(I),rand, h’). The fourth equality holds

by another application of Lemma [2| which yields tr(I, rand, ﬁ’) =tr(®_ 7.1,

— -

rand, h') :tr(érandj(I)Jand, h'). L

Combining the two paragraphs above, we get (1, h') € prt; (@, (I),rand).

- = ’
Using a similar argument, (h, h') € prt;(®_ 4, (I),rand). The inverse direc-
tion follows from the self-inverse property of @ _ . a
- -

Corollary 2. Bry.x(I,rand, h) = Brmax(sﬁrand ﬁ(I), rand, h).

4.4 Extracting a Witness from a Fork

Witness Extraction. We briefly recall how the reduction can compute a wit-
ness from two signatures from forking runs of the wrapper A. We say a signature

(p,w,0,0) on a message m in the output of A on input (I,rand, h) corresponds
to a hash value h;, if H(gy*, gz’ z, m) was the i-th hash query made to the
random oracle H in this run of A. Informally we say thfﬂ> a_)witness can be ez-
tracted from I,rand, and a pair of forking hash vectors (h, h') € F;(I,rand), if
it can be efficiently computed from the two signatures corresponding to h; and
h}. We make this formal in the following definition.

Definition 13 (Witness Extraction). Fiz I,rand and let (ﬁ,ﬁ') € Fi(1,
rand) for some i € [{ + 1]. Moreover, denote sig;,sig; the signatures that corre-
spond to h; and h}, respectively. Consider the two witness extraction algorithms
Ey,E, as described in Figure . For x € {y,z}, we say that the x-side witness

can be extracted from (I,rand, h) and (I,rand, h') at index i if Ex on input
(sig;,sig)) does not return 1.

- =

Lemma 4. Let I,rand,i,(h, h') € Fi(I,rand),sig;,sig;, and algorithms Ey, E,
be as in Definition . Then at least one of Ey and E, outputs a correct witness
on input the two signatures sig; = (p;,w;, 0:,0;) and sig; = (p},w!, ok, 8!) corre-

sponding to h; and hl. More specifically, Ey outputs the y-side witness if and
only if w; # wi, otherwise E, outputs the z-side witness.



The proof is a standard forking argument and is deferred to Appendix

Abe-Okamoto, Revisited

EY((p’i7 Wi, 04, 61)7 (p'lu w;a Uga 57’,))

Ez((pﬁ&)i,ﬂ'i,éi), (p;7w7{70—7{75;))

42 if (w; # wj)
43 return x :=

44 else
45 return L

pi—p}

7 .
wi—w;

46 if (6; # 07)
a7 return w :=

48 else
49 return L

L
o;—0;

5735,

21

Fig. 4: The two witness extraction algorithms from Definition

Remark 1. We note that the witness may be contained in the instance I, in which
case the witness can be trivially extracted. For the purposes of the lemma we
only consider the more interesting case that the witness can be computed from
the two signatures directly, regardless of which witness was used for simulating
the signing oracles.

Witnesses in triangles. We now show that if a witness can be extracted from
the base of a triangle, it can also be extracted from at least one of the sides.
This was previously shown in [4].

Corollary 3. Fiz I,rand and let (ﬁ,ﬁ’,ﬁ”) € A;(I,rand) for some i € [¢ +
1]. Moreover, suppose that the y-side witness can be extracted from the base
(I,rand, i), (I,rand, h') of the triangle at index i. Then the y-side witness
can also be extracted from at least one of the sides (I, rand,ﬁ),(l, rand,ﬁ”)

— —
or (Irand, h'), (I,rand, ") at index i. An analogous statement holds for the
z-side witness.

Proof. Toward a contradiction, suppose that the y-side witness can be extracted
from the base (I,rand, ﬁ), (I, rand, ﬁ’) at index 7, but can not be extracted at
index i for either of the sides (I,rand, h), (I, rand, ﬁ”) or (I,rand, 7'), (I,rand,
ﬁ”). Then, by Lemma w; = w! and w; = W}, so w; = w}. By Lemma
again, the y-side witness can not be extracted from (I,rand, h), (I,rand, h'), a
contradiction. An analogous argument can be made for the z-side. O

Wg now define both-sided triangle base corners as triangle base corners (I,
rand, h ) which remain base corners of some triangle at their maximal branch-
ing index when mapped via @ AT (Recall that by Corollary [2| the maximal
branching index is preserved under @.) On top of this, if (I, rand, 7 is a both-
sided triangle base corner, and forms a triangle base with (I,rand, h') at index
Brmax (I, rand,ﬁ)7 then (@ (I), rand,ﬁ) and (@
triangle base.

rand, h') also form a

rand,ﬁ rand,ﬁ>7
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For every such tuple (I, rand,ﬁ), we further define the set DY (I, rand,ﬁ)
of tuples that form a both-sided triangle base with (I,rand, k) at index ¢ from

which the y-side witness can be extracted, and an analogous set D?(I,rand, h)
for the z-side witness. This allows us to then define sets B}, and B% that contain
tuples where the majority of both-sided triangle bases incident to the tuple allow
for extraction of the y-side or z-side witness, respectively.

Definition 14 (Both-sided Triangle Base Corners). We call elements of
the set

— —
N (B, 1", K" e ABrmx(I rand. h)(I rand) }

Br = {(I rand, 1) T (I), rand)

"
) € A}3rmx(1,rand, 7) (quand,ﬁ>

both-sided triangle base corners. For any index i € [¢ + 1], we define sets

(h h’ ”) € A;(I,rand)
(B T) € A,(@, 7 (D.rand)
’ “\"rand, h sran
The y-side witness can E}e
extracted fg)m (I,rand, h),
(I,rand, h') at index 4

_)//
DY (1, rand,ﬁ) =< (I, rand,ﬁ)’) 3%1

.
m

—
Y
DBrmax(I rand, h)(I rand h) 75 (Z)

BY =< (1, rand,ﬁ)) ‘Dgrmx(hand h)(I rand, h)’

= ‘DBrqu(I rand, h)(I rand h)‘

_>
We define sets D?(I,rand, h) and B% analogously.

Lemma 5 (Both-sided triangle bases produce the same witness on
both sides).

1. ®(BY) = BY. and (B%) = B%;
2. B} UB% = Br.

We defer the proof to Appendix

We deﬁne B as the larger set of By and BZ%. By the second item of Lemmal,
}BT| > 3 2 |Br|.

Let Bf , (resp. By ,) be the subset of By with y-side instances (resp. z side
instances). We stress that By and By, are two different sets (I,rand, h)
BY. means that more both-sided triangle bases (with (I, rand, h) as one of its
corners) illow for extracting the y-side vgtness than the z- 81de witness; whereas
(I,rand, h) € By, means that (I,rand, h) € By and Iis a y-side witness.
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Lemma 6. ’B;’y = % ’B;|

_ X
- ’BT,Z

Proof. By the first item of Lemma [5, @ is a bijection within BJ, and since
@ maps a tuple with a y-side instance to a tuple with a z-side instance (and
vice versa), we know that & is a bijection between B;’y and B;’Z; therefore,

Br,| = |Bi.
1By |+ B

. Since B:ﬁy and Biz form a partition of By, we know that

= | B}, and the lemma follows. O

We now give a lower bound of the size of Bj. Let ¢ B be the probability of

getting a tuple in B while sampling uniformly at random, i.e.,

o oml
‘IxRquHI‘

Epx ¢
BT

. . § 432(1- )
Lemma 7 (Lower-bounding the size of B}). Assume e > —— =202,

q
Then

> €
EB% = 96

We defer the proof to Appendix

Finding triangle tops. In order for our security proof to go through, a key step
is to compute the probability that the reduction hits a triangle side from which
the x-side witness can be extracted when forking the wrapper, independently
of the witness that is being used by the reduction. This event is crucial in our
proof because, assuming that the reduction samples one of these sides, it is
likely that it did so with the witness opposite of x, meaning that it extracts the
witness X it does not already know with significant probability, hence solving the
discrete logarithm problem. In order to lower bound the probability of the event
above, we first define relevant triangle tops for a both-sided triangle base corner

— - = = =

(I,rand, h) € B. These are all the tuples (I,rand, h”) such that (h, h', h")
—

forms triangles at index ¢ (where h’is as in the definition of both-sided triangle

tops (Definition [14))).

_>
Definition 15 (Relevant triangle tops). For a tuple (I,rand, h), define its
relevant triangle tops at index i as tuples in the following set:
- = =
(h,h', h") e A;(I,rand)
ﬁ /| The X -side witness

— —
Tx (1 d h)=<(I d, h")|3
ri(L,rand, ) (I, rand, A7) can be extracted from (I, rand, ﬁ),

(1, rand,ﬁ)’) at i
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We will mostly consider relevant triangle tops at the maximum branching index

Broax (I, rand, n ) and we thus define 777 (I, rand, 7) T — (I, rand,
— T,Brmax(I,rand, h)

h).

What remains to be shown is that many elements of B} actually have many
relevant triangle tops, regardless of whether they reside in BT y Or BT N W
dependently of the witness that they store. This ensures that when the reductlon
samples and then (partially) resamples the vectors during the forking process, it
will hit a side from which the desired witness can be extracted with significant
probability, as explained above.

Lemma 8 (There are enough relevant triangle tops). There exists a

%
subset Gy C By with |Gy| > s ‘Bﬁy‘ such that for each (I,rand, h) € Gy,

€px — —
T (1, rand, h) Br . ZfBrmax(I,rand,h)+272q67Brmax(I,rand}h)+1'

16(0+1) 1
An analogous statement holds for B%)z.
The proof is deferred to Appendix
Corollary 4. Let Gy be as in Lemma @ Then

(I,rand, h)
Brmax (I, rand,

Ny > eG
r I,rand, h') € T (L, rand, h y
(Lrand, B )<ETx R x 2,1 l( ) 7 ( ) _>h)

i&[ul],ﬁ%izqfi}

B li-1]
>_Bf _2
—16(4+1) ¢
An analogous statement holds for G.
— — . 041
Proof. Suppose (I,rand, h) € Gy and Brimax (I, rand, k) = i. Note that |Z =
li-1)
- - -
g2, Thegsfore7 the probability of sampling an A’ such that (I,rand, h') €
T; (I rand, h) is
TX(ILrand. i B} £—it2 £—it1
T( ,rand, ) 16(@-}-1) - q *2(] B EB; _g
qé—z’+2 = qé—i+2 - 16(f+ 1) q'

a

Opposing base corners. By Corollary |3| we know that each triangle with
a relevant base has at least one relevant side. We now want to consider the
probability of finding such a relevant side in the forking proof.

To this end, we consider opposing base corners — corners of relevant bases
whose partners are in Gy or G. See Figure [5a] for a graphic illustration. (Keep
in mind that the sets Gy and G, are the sets of both sided triangle base corners
for which there exist many triangle tops.)
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(I, rand, 7”)
%
(1, rand,—>”) € A (Lrand, )
€ Ty (I, rand, h " ¢ A% ,;(Lrand, h')
NT7 (I, rand, h \\
/ \ + W
(1, rand,ﬁ) ———— (Lrand, ﬁ)’)
(I, rand, h (I,rand, h x
€0}  extract x ati € Gy UGy

(b) A useful triangle top for a base cor-
ner is one where the x-side witness can
be extracted. The X (resp. =) on an
edge means that the x-side witness can
(resp. cannot) be extracted at index i.

%
(a) Definition of (I,rand, h) € O
ﬁ
where i = Brmax(I,rand, h').

Fig. 5: Opposing base corners and useful triangle tops

Definition 16 (Opposing base corners).

%
. _}(I7 rand, h') € Gy UG,

— _>/ ( h ’ h /) < prthmax(Ivrandvﬁl)(I7 rand)
Of =< (Lrrand, h)|3h': the x -side witness canla)e
extraﬁ;ued from (I,rand, h),
(I,rand, h') at Bryax(I,rand, h')

%
Good corners with useful tops. For each tuple (I,rand, h) in Of or Bf
we define useful triangle tops — triangle tops that allow for extraction of the

x-side witness when combined with the base corner (I,rand, h) (see Figure |5
for a graphic illustration):

%
Definition 17 (Useful triangle tops). For any (I,rand, h) € OFUBJ, define

the X -side witness can be
%
extracted from (I,rand, h),
_)
(I,rand, ") at index 4

(I,rand, 7”)

%
A% .(I,rand, h) =
7.l )= e T, (T, rand, 1)

Recall that relevant base corners — those in Gy or G, — are tuples in By for
which many triangle tops are relevant (i.e., the corresponding T} set is large).
We now consider a subset of these relevant base corners for which a lot of the
relevant triangle tops are useful (i.e., the corresponding A7 set is large). We call
these base corners good.
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Definition 18 (Good base corners). We say that a base corner in Gy U Gy,
is good if it lies within the following set:

‘AXIrand h)‘
B} =< (I, rand, h)EG UG, > 1 ‘T (I, rand, h)’

qE Brmax (I,rand, h )+1

We now want to show that if the set of good base corners is small, then there
exist a lot of opposing base corners — which we call good opposing base corners
— that fulfill a property analogous to good base corners.

Definition 19 (Good opposing base corners).

_)
. _}(I, rand, h') € Gy, UG,
(h,h')e prtBr,,,ax(I,rand?')(I’ rand)
the x -side witness can be

_ N extracted from (I, rand, It ),
O7 =< (ILyrand, h)|3 " (1, rand7ﬁ>’) at Brmax (I, rand7_>’
(AX (I, rand, 1) ‘
T,Brymax (Lrand, /)
>1 ’TX I, rand,ﬁ)‘

T,Brmax(l,rand,ﬁ’)%
£—Brmax(Irand, k')+1

—-q
—_— —_— —

Let By, C Bf and Of , C Of be analogous to By, C By, i.e., the subset

—

of tuples with y-side instances. We define BT , and O;}z similarly.

Lemma 9. If |Br

ment holds for z.

< 3|Gyl, then ’O%)y

(f+1 |G |. An analogous state-

—_— %
Proof. Let F = Gy\B—jf’y (so |F| > 1 |Gy|). Consider any (I, rand, k') € F, and
let i = Bryax (I, rand, h'). Then
’A (I, rand, 11")| <

1
3 ‘TT (I,rand, n 0| — g

7

= = =

By Corollary |3} for any (h, h', h") € Ai(>I, rand) su<£1> that the x-side witness
can be extracted from the base (I,rand, h),(I,rand, h'), if the x-side witness
cannot be extracted from él rand, '), (I,rand, "), then it can be extracted

from (I, rand, h) (I,rand, h""). (All extractions mentioned above are at index
i.) Therefore,

A (T rand, ) ‘+‘A (I rand, ")

> ’Tﬁi(l, rand,ﬁ’) .
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We note that all but ¢*~**! elements of T%l(I rand, h) are also elements of
Ty ,(I,rand, It ) Th181sbecause (I,rand, h )6 Ty (1, rand, h)\T% (1, rand, It 2

implies that h h € F;(I,rand) but h h F;(I, rand), which means that
p ) 7_) )

_>
h* must share its first ¢ entries with h’ (recall that h and h’ share the first
i — 1 entries), so there are at most ¢~ such vectors. We get that

%
’Tﬁi(I, rand, h')

> ‘T% (I, rand, h)‘ gt

Combining all inequalities above, we get

— ’A;i(l, rand,h>’)

’A (I,rand, h ‘2 ‘Tﬁi(l, rand,h>’)

- ‘TTXJ(L rand,?’) < ’T% (I, rand, 7 N —q"— ”1)
= 2 ‘Tfl I,rand, h " + gttt

\ \/

3 (‘Tft ,rand, h)‘ ¢ ’+1) + gttt

V

1
5‘T; (L, rand, h)‘ g+

— —
Le., if (I,rand, h') € F, then all of its partners (I, rand, h ) at index ¢ with which
it forms triangle bases from which the x-side witness can be extracted, are in
OF v
We now lower-bound the number of such partners (I, rand, h ). Define the set

_>
of tuples that yield the same query transcript with (I,rand, h') a
- - - -
E(Lrand, ') = {(I,rand, & *)| € (I,rand, h*) = € (L rand, i')}.

Note that E(I,rand, h>’) is the set of partuers of (I,rand, h>) at any index. Con-
sider a subset F;(I,rand, h') of all tuples that fork from (I,rand, h') at index
i, i.e., E;(1, rand,h>’) = {(I,rand, h>*)|(h>*,h>’) € prt;(I,rand)}. Recall that i =
Brmax (I, rand, h'). By the definition of maximum branching index, we have

—

E;(I,rand, h') ’E (1, rand, 7 "

‘EI rand, h)

_£+1< )Zm

%
(where the —1 comes from excluding (I,rand, h') itself). é}s (1, rand,h>’) €
B, it hOldb that at least half of the tuples in E;(I,rand, h'), together with

(I,rand, h "), allow for the extraction of the x-side witness. This means that at

—

least half of the tuples in E;(I, rand, IL " are in OF .

We have shown that for any (I,rand, h "y € F, at least of tuples

1
0+
. S -
in E(ILrand, h') are in OF . Further note that for any (Ij,randi, h1) and
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(I2, rands, ﬁg , either E(I;,randy, ﬁl) = E(Iy,randy, ﬁg) or E(Iy,randy, 71) N

_>
E(Iy,rands, h o) = (.|| Summing over all E(I,rand, h’) for some (I,rand, h') €
F, we get
oflz——— Y =zl Y EnA
=40+ 1) - T4+ —>
E s.t. E=E(Irand, k') E s.t. E=E(Irand, h’)
for some (I,rand,TL)/)EF for some (I,rand,ﬁ’)EF
- U (ENF)
A4+ 1) .
E s.t. E=E(I,rand, h")
for some (I,rand, h')EeF
1 1
= F > G .
40+ 1) 7] = 8(L+1) Gyl

O

Remark 2. We point out that it is at this point that we need to require the
adversary to make ezactly ¢ + 1 hash queries (and thus lose a ( Eﬁl) factor in
advantage). The proof of Lemma |§| would not go through with @ > ¢+ 1 hash
queries, as hash vectors in this case may fork at arbitrary indices that do not
have a corresponding signature. Therefore, not every tuple in an F-set would
also be a partner of every other tuple in the same E-set (with the definition of
partners adapted to this setting, i.e., two tuples can only be partners if they
both have a signature at their forking index).

In the following, we want to avoid the case distinction of whether triangle corners

come from the B-sets or the O-sets. We therefore define good triangle corners:

Definition 20. Let C/?; be the larger set of B;y and O§y. Furthermore, for
3 v , . .

a tuple (I,rand, h) € Gy, let t(I,rand, h) be an index at which many relevant

triangle tops exist, i.e.,

— _— —
Briuax (I, rand, h if Gy, = BY

t(I, rand,ﬁ) = ( _>) ( 1 /T\y)

Bryax(Lrand, h')  (if Gy = O1 )

7 , iy X . 7 .
(where h' is as in the definition of OT’y), If multiple such h' (and thus multiple
choices for t) exist, choose one that results_}in the smallest value of t. Beﬁne set
G, analogously, and for a tuple (I,rand, h) € G, define t(I,rand, h) analo-
gously.

. -
7 This is because E(Ii,randy, hl_)>ﬂ E(Ig,randg,ﬁz) # ( implies that I, = I,
rand; = rands, and ?(Il7 randi, h1) = ?(Ig, randz, h 2), which in turn implies that

E(Il, randl, 71) = E(IQ, randg, ﬁg)
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It is easy to see that for a good opposing base corner, the number of triangle
tops is the same as for the corresponding tuple from Gy U G,. We state this as
a lemma.

Lemma 10.

Pr n € Tr,(I,rand, h)
b(i{o,l}
(I,rand, h)(—beRxZ 1

1], E rE gt
Ihpie1)

I, rand,ﬁ_))e é:, B
t(I,rand, h) =4 | ~ 16

An analogous statement holds for C/T’\z

Proof. If Gy = BTy, then the lower bound is implied by Corollary If C/?;, =

—

OF y» setting the partner from the proof of Lemmato the triangle corner from

Oy, yields this lower bound. O

We furthermore note the following regarding the probability of sampling a
tuple in Gy and G:

Lemma 11.

Pr Pr [(I, rand, ) € Gy
b<i{o,1}
(I,rand,h)esznxz 41

SR e f:rl
Cli-1)

3
= 128(e+1) “B;

The same holds for é\z
Proof. We prove the lemma for é:,; the argument for C/T’\Z is analogous. By
Lemma|§|, either | Bf | > § |Gyl or |OF | > £+1 |Gyl SO’G )—max{’B

‘O%)y } > % |Gy|. By Lemma |Gy| > 2 ‘ Ty‘, by Lemma@ B>< =
% ’B% ‘ Combining these three inequalities yields

3

— —  _|BX
128(€+1)‘ T

G|
and the lemma follows. a

We will use the sets G and G for snnph(:lty in the forklng proof to avoid case

—

distinctions over whether B yorOr o (or BTz or OTZ) are larger.
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4.5 Forking Proof for concurrent OMUF

In this section, we show that the Abe-Okamoto partially blind signature scheme
AO is single-tag one-more unforgeable. We extend the proof to multiple tags in

Section (.6

Theorem 1 (OMUTF security for single-tag adversaries). For all{ € N, if
there exists an adversary U that makes Qp, hash queries to random oracle H and

432(1- 1
(tu, €u, £)-breaks 1-info-OMUF a0 with ey > w . (ﬁh’l), then there ex-

‘ . _ 2 ~ 3¢y )
ists an algorithm B that (tB =2ty + O(Qr"), e = 75423744.(&11)2_““)3) breaks
DLOG.

Proof. We use the wrapper A as described in Figure |3l We now construct a
reduction B that plays the DLOG game as follows.

After B receives its discrete logarithm challenge U, it samples a bit b <&
{0,1}. Tt then samples an instance I of type b where it sets z := U if b = 0 and
y = U if b =1, and all other items uniformly at random from Z,. Furthermore,
B samples a random tape rand for A and a random hash vector ﬁ After that,
B runs A on (I,rand, h). If A returns a set of ¢ + 1 valid message-signature
pairs, B chooses a random index i <= [¢ 4+ 1]. B then re-samples the vector

— -
h' & qué;ﬁ_il] and runs A on (I,rand, h'). If A outputs a second set of ¢ + 1

valid message-signature pairs, B identifies the signature matching the hash value
h; and R} respectively in both pair (it aborts if there exists no such signature
for hf). Denote the corresponding signature components to the ith hash query
by pi, ph, wi, wi, 04, 0%, 65, 0% (see Figure |§| on page [50)).

If w; # w] and b =1, B computes
z = (wi —w) ™" (0 — pi)
as its output; if §; # d; and b = 0, B computes
w = (6 — 8 - (0] — 03)

as its output. Otherwise B aborts. (If A fails to return a set of ¢ + 1 valid
message-signature pairs either time, B also aborts.)

B runs A twice, and performs O(¢) additional computation (in particular, B
verifies up to 2(¢ + 1) signatures). Plugging in tp = ty + O(Q5?), we get that

tg = 2ty + O(th)

We now analyze the advantage of reduction B. Let ey be the advantage of
U in the OMUF game, and € be the probability that A outputs ¢ + 1 valid
message-signature pairs. By Lemma |1f and subsequent analysis in Section 4.1

€
e> U

a (ecihi) .
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We can see that B internally runs the witness extracting algorithm Ey, or E,
in Definition [I3] Therefore, by Lemma [ we have that

advDLOS — Pr (I,rand, 7) € Succ A (I, rand, ﬁ’) € Succ
b&{o,l} (b=0Ad; #6)V(b=1Aw; #wj)
(I,rand,h)<—Ib><R><Z [e+1]
1), Bz,

IR [i—1]
(I,raignh)ec’;\yué\z_> (I,raifhh)eG UG,
,ran € (I, rand, ,rand, € ran
I d, h' TéZI d, h I d, h' Ti} I, rand, h
>Pr t(I,rand, B ) =i > Pr t(I,rand, ) =
((b—0A5 #5’) (b= 0/\><—z/\5 #6’)
i V(b=1Aw; #w))) \/(b:l/\x—y/\wqyéwg))
_ (b=0A N6 #8) (L rand, Mea
_ = X =1z i i X
=Pr V(b=1Ax =y Aw £ o) (I,rand, ' )GT (I rand h)
t(I,rand, h)

(I,raﬂ;:l W) eGyua,
-Pr | (I,rand, h') € ng(I rand, h)
t(I,rand, h ) =

R We now lovver—boun(i> the first term, W}EI'G we abbregate the event (I, ra_n)d,
h) € GyUG,A(I,rand, h') € Ty (I, rand, h)At(I,rand, h) =i as E(I,rand, h):

_ — . /
Pr { (b=0AX=2zNAJ #5)

%
Vb=1AX =y Aw; #w)) E(L, rand, h)}

b<i{0,1}
(I,rand,h)esznxz [e+1]

i), 7Sz, Y
UL[,L 1]

b=1AXx=y — b=0AXx =12
:Pr[ w; # Wj ‘E(I,rand,h)}—FPr{ di # 0

:Pr[b:1]~Pr[x:y/\wi7éw;

E(I, rand, ﬁ)}

b=1AE(Irand, ﬁ)}

+Prlb=0] - Pr[x =270 #6/| b=0AB(Lrand, )|

:% (Pr {x =y Aw; (1, rand,ﬁ)}

+Pr[x:z/\5¢7ﬁ5§ b:O/\E(Lrand,ﬁ)D

1
=3 (Pr[x =y]-Pr {wi b=1Ax :y/\E(I,rand,ﬁ)}

+Pr[x =2z] -Pr [51» # 0.

b=0A X :z/\E(I,rand,ﬁ)D

b:1/\><:_>y
AE(I,rand, h)

1
=3 <Pr[>< =y]-Pr {(I, rand,ﬁ’) € Ag (I, rand, ﬁ) ‘
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N — b=0AXx =12
P =z|-P ! X
+Pr[x =2z]-Pr {(I7 rand, h') € A7 ;(I,rand, h) ‘ AB(T, rand,ﬁ)})

— —_
where the inequality is due to the following: since (I,rand, h) € Gy U G,, we
have that

N — ,
‘A;,i(I, rand, h)‘ > ‘Tf}i(l, rand, k)| — ¢~

1
2
%
Since we conditioned on (I,rand, h') € T;f,i(I7 rand, h ), the probability in ques-

tion is

%
’A;i(l, rand, h )‘ 1 =i+l f—it1

q
>
‘quﬂ-(l, rand, ﬁ)’ ) ’T;f’i(l, rand, 7

L)

| =

>1 _1
)*2 qe—i+2_2

In the following we denote by G the set C/?;, if b =1 and the set G, if b = 0.
Plugging the result back into the previous lower bound of B’s advantage yields

_> ~
L (I,_r)and, h) e Gy N
advRLOG > < - > -Pr | (I,rand, ') € T, ,(I,rand, h)
t(I,rand, h) =1

— ~
- ( - ) Pr |(Lrand, B') € TZ, (T, rand, )| (B 1204 ) € G

t(I,rand, ﬁ) =1

-Pr [(I, rand, ﬁ) € @b} -Pr {t(I, rand, ﬁ)) = i‘(I, rand, ﬁ)) € @b]

(ALY (e 2) P 1
“\4 2 16(0+1) ¢q) 128(4+1) £+1

(where the last inequality is due to Lemma and Lemma [11)). Plugging in

432(1-—1L
€px > o= for e > M (see Lemma [7) and € = -5~ yields the theorem
T 96 d (e-ﬁ)
statement.

4.6 Extension to multiple tags

Theorem 2. Let U be an adversary against £-OMUF pq that runs in time ty,

closes at most lingo Signing sessions per tag info, closes at most £ signing sessions

in total, and queries at most Qinfo tags info to oracle H*. Let advgiln\:zio‘:% be U’s
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advantage. Then there exists a reduction B against 1-info-OMUF o that runs
in time tg = ty and makes at most linso Signing queries and has advantage
(—OMUFno _ ¢

advénfo—l—info—OMUFAo > a VQinfoalinfoyA E .
o Qinfo

The proof of this theorem mostly follows that in [4]. We provide it in Appendix@
for completeness.
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Supplementary Material

A Definition of Partial Blindness

Definition 21 (Partial Blindness). For a three-move partially blind signa-
ture scheme PBS, we define the partial blindness game PBLINDpgs with an
adversary S (in the role of the signer) as follows:

Setup. The game samples b <& {0,1}. It then runs S on input pp.
Online Phase. When S outputs messages mg and my, a tag info, and a public
key pk, the game checks if pk is a valid public key if so, it assigns mg := my,
my := mi_yp. If pk is not a valid public key, the game aborts and outputs 0.
S is given access to oracles user; and users, which behave as follows.
Oracle user;: On input a bit b’ and a Sign, response R, if the session b is
not yet open, the oracle marks session b’ as open and generates a state
and a challenge as (sty, e) <= PBS.Usery (pk, my, R, info). It returns e to
S. Otherwise, it returns 1.
Oracle usera: On input of a Sign, response S and a bit V', if the session v
is open, the oracle computes the signature sig,, := PBS.Usera(pk, sty , R).
It marks session b/ as closed and saves sigy,. If both sessions are closed
and produced signatures, the oracle outputls the two signatures sigg,sig;
to S.
Output Determination. If both sessions are closed and produced signatures,
the game outputs 1 iff S outputs a bit b* s.t. b* = b. Otherwise, it outputs 0.

We define the advantage of S as

PBLINDpgs _

1
advE Pr [PBLIND%BS - 1} - 2‘

where the probability goes over the randomness of the game as well as the ran-
domness of the adversary S. We say the scheme PBS is (t, ¢)-partially blind if for
any adversary S running in time at most t,

PBLIND
advE Pos <.

B Important Lemmata

In this section, we review the classical splitting lemma and introduce what we
call the bucket lemma, which will help facilitate our proofs in Appendix [C}

Lemma 12 (Splitting Lemma [36]). Let A C X XY such that

Pr  [(z,y) € Al > e
(z,y)(iXXY
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For any a € [0,¢€) define

B:{(w,y)eXxY

Pr [(z,y) €Al >e—ay.
y’(iY

(B is sometimes called the heavy row of A.) Then the following statements hold:
€ B>«

y/&y[(x’y/) ceAl>e—a
[(z,y) € Bl(z,y) € A] > &

1 Pr(w)y)(iXXy[(zyy)
2. VY(z,y) € B: Pr

3. Pr(w,y)(iXXY

Lemma 13 (Bucket Lemma). Let X be a finite set, b € ZT, and let By, ...,

B, C X s.t. Ule B; = X. Then for all a € (0,1) there exists a set G, C X
such that

1. |Gal > (1—a)-|X].

2. For all x € Gy, there exists i € [b] s.t. z € B; and |B;| > a - 2

T.

Proof. Fix a. Let F, C X be the set of elements that do not belong to any B;
(i € [b]) with |Bi| > a- 1. Tt therefore holds that Fu C Uy 5o 11 Bi- We
now compute an upper bound for the size of F,, as

|Fao| < U B;| < Z | B;|

i:\B¢\<o¢»‘%‘ i:|Bi|<a-%
RY RY
< 2 arpsble ) =alx]
| Bi|<a- 5
Setting G, = X \ F, yields the statement. O

C Deferred Proofs and Definitions from the Main body

C.1 Additional Definitions

We define the heavy row of the set of successful tuples Succ as

HR(Succ) = {(I7 rand,ﬁ)) € Succ||Succr rand| > ~qz+1}

€
2

By Lemma |HR(Succ)| > £ |Succ].

In the following we define a subset P C H R(Succ) of “partner tuples” which
have a partner at some index. We also define a “good” subset Pg; of P and
its “bad” complement Ppg. Intuitively, P consists of those tuples (I,rand, h)
in P which have many partnering tuples at at least one index, i.e., for which
Bgy,,.. (I,rand, h) is large (relative to the number of all tuples (I,rand,-) in P).



38 Julia Kastner, Julian Loss, Jiayu Xu

%
Deﬁniti_o)n 22 (Partner Tuples). We call (I,rand, h) € HR(Succ) a partner
tuple if i has a partner with respect to I,rand (at any index i € [+ 1)), i.e., if
(I,rand, h) € P where

P ={(L rand, ) e HR(Succ)’(I, rand, ) € Prana

We further define the set of good partner tuples as

7 1
Pe = {(L rand, h) € P’ ‘BBrmax(Lrand77)‘ > mﬂj N PI,rand| } .

The set of bad partner tuples is defined as Pg = P\ Pg.

Finally, we introdgce the notion of S-suffizes (at some index j). For a suc-

cessful tuple (I,rand, h') € S C Succy,rang We consider all hash vectors that share
%

a j-prefix (i.e., up to index j — 1) with h and also lie in S. We define the set

I'; s(I,rand, h) of its S-suffixes at index j as the set of all the j-th entries h* of
such vectors.

Definition 23 (S-Suffixes). Fiz I,rand and some S C Succy and- For a hash

%
vector h with (I,rand, 7) € S and all j € [€+ 1], we define its set of S-suffixes
at index j as

N - (_I>7 rand,ﬁg es
I'js(Irand, h) == ¢ h*|3h": Ri_y= Ry
0 = h*

C.2 Counting Partners and Triangles

Having defined our basic objects of interest, we now move to lower bounding
their numbers. We start by considering the sizes of sets P and Pg.

The following lemma asserts that if the set Succyrang is sufficiently large
for some fixed I,rand (i.e., many different vectors h lead to success together
with I, rand), then the set Py rang of tuples (I,rand, ﬁ) that have some partner
(I,rand, 7’), is large.

Lemma 14. ForI, rand such that |Succy and| > ¢°, there exist at least |Succr vand|—
— =
q* + 1 hash vectors h such that (I,rand, ') € Pirand-

Proof. There are at most ¢¢ possible query transcripts. Thus, by pigeon hole-
principle, for |Succy rand| > q* there can be at most ¢ — 1 hash vectors that do
not have a partner. This yields the statement. a

We have proven above that the number of partner tuples with respect to
a sufficiently good pair I,rand (i.e., one for which many h lead to success) is
large. The following simple corollaries combine the above with the properties of
HR(Succ) to ensure that the set P of heavy-row partner tuples (i.e., over all
pairs I, rand € HR(Succ)) is also large.
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Corollary 5. For I,rand such that 37: (I, rand,ﬁ) € HR(Succ) and € > %, it
holds that |PI,rand‘ > % |SUCCI,rand|-

Corollary 6. For e as in Corollary@ |P| > 1 |Succ]|.

_>
Proof. By Corollary [5 |Pirand| > %|Succl’,and| for I,rand with (I,rand, h) €

HR(Succ) for some h . Summing over all such (I,rand) pairs yields that |P| >
1 |HR(Succ)|. As |[HR(Succ)| > 3 |Succ|, the statement follows. O

Next, we also show that the subset Pg of good tuples is large within P.

Lemma 15 (Many partner tuples are good).

Proof. Fix I, rand such that Py ang NP # 0. For all i € [(+1], let B; = B;(I, rand)
(as in Definition and o = ﬁ. We note here that P N Py rand = Prrand for
I,rand as above and thus the B; are a partition of P N Py ang. By Lemma

there exists a subset G(I,rand) of size at least (1 - ﬁ) |P N P randl, such

%
that all tuples (I,rand, h) € G(I,rand) lie in a set B; of size at least |B;| >
ﬁ |P N Pirand|, where by definition ¢ = Bryax(I, rand, i ). By definition of

Pg, (I, rand, Z)) € Pg. Since this holds for any (I, rand, ﬁ) € G(I,rand), we have
that G(I,rand) C Pg. Hence,

J & rand) c P,

I,rand:
PmPI,rand;éw

and since the sets G(I,rand) C Py rang are disjoint for distinct I, rand,

|Pel> Y |G rand)|
I,rand:
PNPy rang #0

1
> Z (1 — W) |P N Py rand]

I,rand:
PN Py rang #0

We now want to argue that for sufficiently large sets of vectors, there must
be a sufficiently large set of possible suffixes for many vectors within the set. In
particular, this will help us find triangles.

O
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Lemma 16 (Lower-bounding the amount of possible suffixes). Fm I,
rand and C € [0,1]. Let H C Z”l with |H| > ¢ - ¢, such that for all n € H,

(I,rand, h) € S C Succ for some set S O H. Then for any constant ¢ € (0,1)
the followzng holds: for each index j € [€+ 1], there exists a subset H; C H with

|H,;| > c- |H|, such that for any 7 € Hj,
%
Ljs(Lrand, B)| = (1=¢) - C-q

Proof. Assume toward a contradiction that for some ¢ € (0,1) and index j € [{+
1], no such H; C H exists. This can be rephrased as: there exists a subset F' C H

such that |F|>(1—c) |H| andforallﬁeF I s(I,rand ﬁ) (1—0) ¢-q.

For any h € F, consider all successful vectors h’ with h 1 = h [j—1]- The

j-th entry of h takes ‘FLS(I, rand, h )’ possible values, and all of the remaining
£ — j + 1 entries take (up to) ¢ possible values. Therefore,

{h EZe+1

Then we have

% . .
2, > < ‘Fj,s(l, rand, h)"qlfﬁl < (1=c)-¢-¢" 972

li—-1]

(I,rand, n e Succ}

_>/

F| < Z {7, 7441 (I,_gland, h )_>€ Succ}‘
- h -1 = hij-1
hi—n
s.t. E)EF

{ﬁ/ c Z 41
q

<(l=¢)-¢- gV <(1-0)-|H|,

which is a contradiction to the assumption that |F| > (1 —¢) - |H|. O

We apply the lower bound for suffixes from above to lower bound the number
of triangle base corners that lie within Pg. We begin by proving the following
technical lemma.

Lemma 17 (Many good partner tuples are trlangle base corners).
Assume €> M and fix I,rand such that (I,rand, h) € HR(Succ) for some
h Then at least 5 of tuples in Pg N Piyand are triangle base corners at index
Brmax (I, rand, h). That is, there exists a subset T C Pg N Prrand with |T| >
2 & |Pc N Prand| such that all tuples (I, rand, h ") € T are base corners of a triangle
at index Bryax (I, rand, ﬁ)

Proof. Take any I, rand as in the lemma statement. Then

£+1

|P N PI,rand| > = |SUCCI rand‘ > —-q ,

me
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where the first inequality is due to Corollary [5] and the second inequality is due
to the definition of H R(Succ). (Corollaryrequires that € > %, which is implied
by our assumption on e here.)

Consider any index v for which B, (I,rand) N Pg # (). Then, by definition of
P it holds that

1 €
B,(I,rand)| > ———= |P N Py yand| > ———= - ¢**1.
By (L rand)| 2 35 1P O Prranal 2 777755 74
Applying Lemmawith H=S=B,(Irand), ( = m, and ¢ = %, we get:

for any index j € [¢ + 1], there exists a subset T;(I,rand) C B,(I,rand) with
|T;(I,rand)| > 5 |B,| such that for all (I, rand,ﬁ) € T;(I,rand),

— 5 €
rip (1, d,h‘z 1-2). £ 4>3
‘J’Bv( rand, h) ( 6) a0 r1p 1

The set T,(I,rand) yields a set of triangle (ﬁrners at index v, which can be
seen as follows. Fir_§t, for any tuple (I,rand, h) € T,(I,rand), there is a part-
ner tuple (I,rand, h') at index v (by definition of B, (I,rand)). Hence, h;, b’ €

72"
%
I'jg,(I,rand, h) = I g, (I, rand,ﬁ'). As |1 g, (I, rand,ﬁ) > 3, there exists

at least one further entry A/ which lies in I’; g, (I, rand, ﬁ) Thus, (I,rand, ﬁ),

(I,rand, ﬁ’), (I,rand, ﬁ”) mutually fork from each other at index v. Moreover,
the first two among them are partners and at least one of them lies in T, (I, rand).
Hence, the three of them satisfy the definition of a triangle at index v and at
least one of the triangle base corners lies in T, (I, rand). Finally, by definition of
the set B, (I,rand), Bryax (I, rand, ﬁ) = v as required.

Now define

T := U T, (I, rand).
v: By (I,rand)NPg#0

Using that the sets B, (I, rand) s.t. B, (I, rand)NPg form a partition of Pj ranaNPg

IT| = U T,| = > T, |

v: B, (I,rand)NPg#0 v: B, (I,rand)NPg#0

> Z % |B, (I, rand)| > g | Prrand N P | s
v: B, (I,rand)NPg#0

where the second equality follows from disjointness of the sets T,. This yields
the statement of the Lemma. a

Corollary 7. Assume € as in Lemma . Then at least % of all tuples in Pg
are triangle base corners.

Proof. Consider I, rand such tggt (I, rand, 7) € Pg for so_r)ne ﬁ By definition,
Pg C HR(Succ), so (I,rand, h) € HR(Succ) for some h. By Lemma at
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least g of vectors in Pg N Succy rang are triangle base corners. Summing over all
such (I, rand) pairs yields the result. O

— —
Lemga 18. If (I,rand, h),(I,rand, h') are a triangle base at_}indem i, and_)(I,
rand, h'"') is a partner of (I,rand, h) at indez i, then (I,rand, h), (I,rand, h")
are also a triangle base at index i.

Proof. We distinguish between two cases:

Case h, = h}: Let ﬁ)”’ be such that (I, rand,ﬁ)7 (1, rand,ﬁ’)7 (1, rand,ﬁ”’)
f_o)rm a triangle at index ¢ (such h’” must exist beciuse (I,ra nd,_)h ), (I, rand,
h') form a triangle base at index i). Then (I,rand, h ), (I,rand, "), (I, rand,
h'") also form a triangle at inde_x) . . .

Case hl # h}: in this case (I,rand, h), (I, rand, "), (I,rand, h') form a trian-
gle at index i where (I,rand, k') takes the role of the triangle top.

C.3 Deferred Proof from Section [4.3]

Proof (of Lemma @) We show the lemma for a z-side instance I = (1, w, Yy, g
,7); the argument for y-side instances works analogously.

Let (0, z,z, 7, T, U) = @randj(I) and € be the vector of queries to Sign,

made by the adversary U on input (I, rand, 7) We first show that I and QSrand,ﬁ (I)
produce the same transcript. The bit b is not used actively in the simulation and
thus does not affect the transcript. As the public key y = g” is the same in both
instances from the view of U, and U is running on the same randomness rand, the
info used will be the same for both instances. The tag key z = g™ is the same in
both instances. We now look at a single session of the protocol. For any 7 it holds
that: The commitments a;, b; are computed as a; = g = g"it¢® = gli . y©i
and b; = g% -z% = gti—diw.gdiw — gl which are the same group elements for
both instances. We now use induction on the signing sessions in the order of the
Sign, requests. Let therefore i, be the session index of the kth closed session.
As the instances provide the same response to Sign;, the view up until the first
query to Sign, is identical for U and thus it makes the same first Sign, query
in both runs. Analogously, if the transcript is identical up to the kth request to
Sign,, the kth query e;, will also be identical. We now argue that for the kth
closed session, if the views have been identical before, the kth response to Sign,
is also identical. Thus, U makes the same query e;, to Sign,. As d;, = e;, —c¢;,, it
holds that ¢}, = e;, — (e, —¢i,) = ci,,, where ¢, is the ¢;, computed in the run
with Qrand,TL)(I)' Thus r}, = v, —ci, - = (ry, +¢i, - x) — i), - T = 13, Where 7] is
the r;, computed in the run with @ _, 5+(I). Thus, the response 7, ¢;,, i, , di,
of the oracle Sign, is identical. As the view as the adversary is identical for the
entire run of the protocol, it must also output the same signatures in both runs.
Thus, the two transcripts are identical.
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We thus use € to denote the queries to Sign, in both runs. We now show that

P a7 IS self-inverse bijection. For an instance I, we show that P T @rand,ﬁ M) =

I (denote with ’ the components of quand,ﬁ@rand,ﬁ(l))):

— w' =dlogz = dlogg®” =

-~y =g"=vy

—Viel]:ci=e—di=e€;—(e;—¢;) =¢

- Viel:ri=vi—crx=(c-x+mr)—c-r=1;
—Viel:ui=di-w+s,=(e;—¢c) w+u— (e, —¢) w =y

Thus, @ 7 is a bijection and its own inverse. a

C.4 Counting The Image of &

In the following, we consider the image of the set Pg of all partners under Qﬁ
Recall that (roughly speaking) we defined Py as the set of all ‘good’ partner
tuples, i.e., tuples with many partner tuples. The goal of the next lemma is to
lower bound the number of ‘doubly good’ tuples in Pg who retain a large number
of partners after being mapped with @, i.e., good partner tuples whose image
under ¢ remains ‘good’. Below, we implicitly use the fact that ¢(P) yields a set
of partner tuples (due to Lemma [3)).

Lemma 19 (Many good partner tuples have a good image). Let

P = {(I rand, ) € B(P “BBrW L) ’ > oy P )ﬂSuchrand|}.

Then )
1S s )
#(7) n P > (1 (Hl)g) )

Proof. Fix I,rand with &(P) N Succr rand # @. Then it holds that each (I,rand,
Z)) € Succy,rand N P(P) lies in one set B; NP(P) (namely ¢ = Briyax(I, rand, ﬁ))
As there are (¢ + 1) hash queries, there are at most (¢ + 1) such sets. Thus, by
lemmawith a= ﬁ, there exists a set G, such that for all (I, rand, ﬁ) € G,

it holds that By, o NO(P)| = (s [9(P) N Succrona] and |Gl >
(1 (£+1 ) [Succy, (P). Taking the G, of all Succy rang With Succy rang N

B(P) # 0 yields that |PL| > (1— ﬁ) - |P|. Since &(Pg) C &(P) and Pl C
@(P), it holds, using lemma [15{ and the inclusion-exclusion principle that

0P Pl = (1 s ) 1P

O

8 We have defined &(I, rand, ﬁ) = (I), rand, ﬁ), hence @(P) is well-defined.

(gprand,ﬁ
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We now turn to lower bounding the number of triangle base corner within
the set P, from Lemma Together with the fact that Pg has many triangle
base-corners, we will then be able to conclude that the images of many triangle
base-corners remain base-corners in some other triangle at the same index.

Lemma 20 (Many images of good partner tuples are triangle base

(e+1)2-1
3-144- 0

corners). Assume € > as well as € as in Corollary |y (whichever
%

is larger). Then at least L of tuples (I,rand, h') € PL are base corners of a

triangle at Bryax (I, rand, h ).

_ _ |ps|

Proof. Let €py, = 'IXRTCM

sampling a tuple uniformly at random. Then

) () s o

be the probability of getting a tuple in P/, when

€Ep!

where the first inequality is due to the fact that |Pj| > (1 — ﬁ) |P| (see the

proof of Lemma , and the second inequality is due to Corollary @
Define the heavy row of P, as

HR(PL) = {(I rand, ) € PL||Pl 1 Sucer rang| > & 3 q<f+1>}

%
By Lemma |HR(P()| > 2|P.|. Now consider any tuple (I,rand, i) €
HR(P(,). From the definition of P/, it follows that

1
/
‘BBrmx(I,rand,ﬁ) Nrg|z +1)3 |2(P) N Succer rand|
PGch'(P) 1 €Ep/
> P.NS and| > ——C&—— . (e+1)
= g P N Suectmnal 2 g7t

Similar to the proof of Lemma. we apply Lemmaw1th H=2B

PG’ S = SBrmax(I rand, h)
indices j € [¢ 4+ 1], there exists a subset H;(I, rand) C B

with |H;(L rand)| > 11

Brmax (I,rand 7)0
NP, ¢ = 3(“1)3, and ¢ = £5. This yields that for all

Brmax (I,rand, h) N PG

BBrmx(I rand, ) mPG‘ such that for all (I, rand, h " e

H;(I,rand),

N 11 €pr ) 1 €
I oI d N> (1=} L 5 [1= . —-q >3
ot B2 (1 3 ) g 2 (0 e ) o o 2

where the last step is obtained by plugging in ¢ as in the lemma statement.

Setting j = Brpyax(I,rand, ), we obtain a subset H (I,rand) of

N Brmax(l,rand,ﬁ)
triangle base corners at index Bryax(I,rand, i) by a similar argument as in
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lemma (Henceforth we simplify it to H. B (Lrand, )" .) Let T be the union of

all such sets, i.e.,
T= U HBrnmx(I,rand,ﬁ)
(Lrand, 7 )eHR(P! &)

Then all vectors in T are triangle base corners, and

11
|T| = U HBrmax(I,rand,ﬁ) z T2 U (BBrmjx(I rand, h) N PG)
(Lrand, 7. )EH R(PL) (ILrand, 77)
(%) 11 11 2 1
> —|HR PL|=—|P,

—> -
where (%) is because for any (I,rand, h') € HR(P(,) it holds that (I,rand, ') €

BBrmax(I,rand,z)’)mIDéYV c U(I,rand,?)GHR(P/) (BBrmax(I,rand,ﬁ) N Pé)’ hence HR(P(/;) C

U(I,rand,?)eHR(Pg;) (BBrmx(I rand, 7)1 PG) O

Having bounded the number of triangle corners within both Pg and P, we
now compute their overlap. More precisely, we show that there is a large set T’
such that all tuples (I,rand, h) € T are triangle base corners and, moreover,
&(I,rand, ﬁ)) is also a triangle base-corner at the same index.

Lemma 21. Assume € as in Lemma [20. Then there exists a set T le with
IT| > |P| such that for all (I,rand, h) € T it holds that both (I rand, h ) and

P(1, rand h) are triangle base-corners at index Bryax (I, rand, h)

Proof. Let C denote the set of triangle base corners at their maximal branching
index, i.e.,

N T e
C = { (L rand, ) [FH B (BT B € By sty -
Then

ma £ 11 Lomma [ 11 1 2111
P& N s P, > 1-—— ||P| > =|P
el R L (1o o ) 11 E

Lemma [I7 § Lemma [I5] 1 5 ({>1 5
PonC > —|P, > 1——— ).2(pl > 2P,
Pancl T p E R (1o ) Bk S 2,

Let T = $(PoNC)N(PLNC). Clearly T € CN@(C), implying that the tuples
in T satisfy the requirements of the lemma. Moreover, T' C ¢(Pz)N P, C P. By
inclusion-exclusion, this yields

712 18P 1)1+ 176 101 =PI = P61 €1 + 175 11 = 1P
1

P P P|l=—|P

2 1Pl 4+ 5 1P|~ 1P| = 5 |P

P - —
¥ Note that Brmax (I, rand, h') = Brmax(®,, , 7 (I),rand, k) due to corollary
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C.5 Proofs from Section [4.4]

Proof (of Lemma @

|Br| > 5 |BT| |Succ| % ‘I X R x Z, T,

P> 1
=2 12 =212 4
where the steps follow (in this order) from Lemma |5 Corollary [§] Corollary @,

. |BY | .
and the definition of e. Thus, €px = B2, ] > 56 ad

ﬁ
Proof (of Lemma. Suppose w; # wj. Let A make two runs, one on (I, rand, /)
and one on (I,rand, h’). As the two runs were identical up to the point when A
makes its j-th query to H, this query o, B,,2;, m; was also identical (note that
rand is fixed and thus A is deterministic). Since (h, h') € F;(I,rand), we know
— —
that (I,rand, h),(I,rand, h') € Succ, i.e., A outputs ¢ + 1 valid signatures in
both runs. This means that the two sigma protocol transcripts («;,w;, p;) and
(&j, W}, p;) are both accepting, so we have o; = gfi - g«i'® = g”i - g Thus,

x can be computed as x = (wg —w;j)~" - (pj — ply). Now suppose that w; = wj.

In this case, since wj +3d; = hy # W) = W) + 6}, §; # 9} For §; # 07 we have
B, =g% gl =g° j ‘g 3w and thus w = (65 — §;)7 1 (oj — a’). O

Proof (of Lemma @
1. We show the equation for BY; the one for B% can be proved similarly. By
definition of Br and the self-inverse property of @, it follows that @¢(Br) =

%
Br and thus @(By) C Br. Fix any (L rand, h) € BY. Further, ﬁx a vec-
tor ' with (h W " e Prg,  (Lrand, h)(I rand) for which there exist h” n
with (W, 1, B") € Do trana 7y (L 1200), (W, B0 e Do v
@ 47 (I),rand) and such that the y-side witness can be extracted from (I, rand,

- -
h) and (I,rand, h') at Bryax(I,rand, h) (i.e., as guaranteed the definition of
BY).
. . -
By Lemma the signatures resulting from the tuple (I,rand, 2 ) and (I, rand,
h') are the same as the signatures rebulting from (& . (I),rand, h) and

(@rand,ﬁ/(l),rand,ﬁ’), respectlvely As h and h’ are partners Lemmaim—
plies that (& ang. 7.(I), rand, n )= (2, I), rand, 7 ) and by Corollary
Brpax (I, rand, h) = Brmax(@rand h(
sult from (@ nd. h(I) rand, h) (djrand,ﬂ)(
result from (I, rand, h) and (I,rand, h'). As the witness that can be extracted

S > —
from (I,rand, k) and (I,rand, h’) at index Bry,ax (I, rand, h ) is completely deter-

. . . /
mined by the signatures corresponding to hBrmx (Lrand, h) and hBrmx(I and T’ the

and ﬁ( ),rand, h)7( ( )Jand,ﬁ’)

nd, h(
I),rand, h) Hence, the signatures that re-

I), rand, 7 ") are the same signatures that

same witness can be extracted from (&
r rand, h
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= =, =
at index i. By assumption, (h, h', h

- =, =
(W, B, BE") e

///) 6 A
I,rand) = A

(@, 47 (I),rand) and

BrmaX(I,rand,ﬁ) rand,

Brmax(l,rand,ﬁ)) (érand,ﬁ (érand,ﬁ (I>)’ rand)’

%
750 (érand,ﬁ(l)’ ran_d)7 h)
g 7 (Dyrand, h) €

%
BY. As (I,rand, h) € B was chosen arbitrarily, we obtain that ®(BY.) C BY.
Using the self-inverse property of the bijection @ once more, we immediately
obtain the converse inclusion B C #(BY.). Thus &(BJ) = BY.

ﬁ
2. Consider any tuple (I,rand, h) € Br. By Lemma at least one witness

Brmax (Ivrandvﬁ) (

where we have applied the self-inverse property of @ __,

meets the requirements of the definition of B, and thus (&

can be extracted from each triangle base.Let i = Bryax (I, rand, ﬁ) For any ﬁ’
as in Definition we know that (7, 7’) € F;(I,rand). By Lemma 4] at least
one witness can be extracted from (I,rand, k) and (I, rand, ﬁ)’), so at least one
of DY (I, rand, ﬁ),Df(I, rand,ﬁ) is not (). Suppose D (I, rand,ﬁ) is the larger
of the two sets; then D.* (I, rand, 7) # () and thus (I,rand, k) € Bj. This shows
that any tuple in By is in B3, or B%, so BY.U B% = Br. O

‘We now relate the sets T" from Lemnig and Br. Recall that elements of the set
T are triangle base-corners (I, rand, h ) at Bryax(I,rand, k) s.t. (@ (I), rand,

-
rand, h
N )
h') remains a triangle base-corner at index Brpax(I,rand, h). Concretely, we
show that T" C Br. This establishes, for one, that By is large (because T is
large, as we have shown).

Lemma 22. Let T be as in Lemma[21 Then T C Br.

- T P p—
P_r)ooi) Fg( some (I, rand, h) € T. Then there_c)exi_s)t h_’; h'”, h" h'"" such that
(h,h’, h'") e ABrmx(I,rand,ﬁ’)(I’ rand) and (h, b, h"") e A

rand, 7t
%

(@47 (I);rand). By Corollary (2| Bruax(® 77 (I),rand, h) = Bryax(I,rand,

- ’ - =

h); let this index be 7. In the following, we also use that (h, h') € prt; (@ __, (1),

rand) which follows from Lemma

Brimax(® . —(I),rand, 1)

— If ; = R}, then we can ri)lzﬁe g by 77 in the triangle ﬁ_kﬁgﬁ””)
as hi = h # h}". Since (h, h') € prt;(® (), rand), (h, h', h"") €
Ai(® 5 (I),rand) and thus, 777’,7” and h'" meet the definition of

Br. Hence, (I, rand,ﬁ) € Br.

— If B} # hY, then, since (7,7’) € prt,; (P
(@rand’ﬁ(I),rand), and h; # hf, it must also be the case that (
plrti(§15randj>(1)7 rand). This implies that (777’, ﬁ”) € Ni(P
and thus (I, rand, ﬁ) € Br.

%
vana. 77 (D rand), (A7,
rand,

%
Either way, (I,rand, h) € Br, so T C Br. O
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Corollary 8. |Br| > 75 |P|.
Proof (of Lemma @ We show this for Gy; the proof for G, works analogously.
By Lemma it holds that | B7 [ = § |B5 .

For i € [¢ + 1] we define a subset of B;’y that are both-sided triangle base
corners at index ¢ as follows:

Giy = {(I7 rand, ﬁ) € Br,

i = Brmax (I, rand, ﬁ) }

It is easy to see that Gy (i € [(+1]) form a partition of By, . We note that
membership in G, is symmetrical, i.e., the other base corner of a both-sided
triangle is always also contained in G y.

Denote the set of indices ¢ € [¢ + 1] such that |G;y| > ﬁ ‘B;’y‘ as J.
We now apply Lemma [13{with B; = Gy, b={¢+1, a = i, and X = B;y' Due
N :
to Lemma at least % of the tuples (I,rand, h) in B%,y has the property that
ﬁ
there exists ¢ € J such that (I,rand, h) € G; 5. For each G, y with ¢ € J, define

- 1 1 Vit
HR(G,y) = {(I, rand, h) € G, ’Giyy N Succl,rand,ﬁ[i,l] > 3 TricEs, 4 + }
BX
where €pr = % = %GB;. Then, by Lemma |HR(G;y)| = 5 |Giyl

_>
for each G;, with ¢ € J. Now, fix some arbitrary ¢ € J and (I,rand, h) €
%
HR(G;y) C G;y. Furthermore, fix a partner (I,rand, ') € D (I rand, h)".
Then, there exist at most ¢+~ vectors in Giy N Such rand, 7 i1, that share
) ) i—1

l+1—1

_>
the first ¢ entries with h and at most ¢ vectors in Gy N Succ

Lrand, T [;_1)
that share the first ¢ entries with its designated partner 7’ . T;};ese vectors do
not form triangles at index ¢ with (I,rand, 4) and (I,rand, h’). We denote
this set of non-triangle-tops by N(I,rand, h, h') and by the above reasoning,
‘N(I, rand, E}, ﬁ’) < 2.¢**17*. We note that S“CCI,rand,ﬁ[i,H \N (I, rand, ﬁ, ﬁ’) C

- —
Tﬁi(I, rand, h ). Thus, the amount of triangle tops for (I,rand, &) is at least

‘T’I>’<,i(]:7 rand, ﬁ)’ > ‘SUCCI \ N(I,rand, %}, 7/)

rand, B ;1)
> ‘SUCCIJand’ﬁ[Fl] - ’N(I, rand,ﬁ,ﬁ’)
= é ' ej%leBé,y g T g g
> 1i6 . “_%63; gL g gt

Since (I, rand, ﬁ) € HR(G, ) was arbitrarily chosen, taking the union over all
HR(G,y) s.t. i € J yields the statement.
O
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D Proof of Theorem [2

Proof. Without loss of generality, assume that U’s queries to H* are all distinct.
We first describe a game-hop.

Gy: This is the original .-OMUF 0 game.
G1: This game outputs 0 if U outputs a valid tuple (m, sig, info) where info has
never been queried to H*.

Claim. |Pr[G§ =1] —Pr[G} =1]| <

EYES

Proof. Let Valid be the event that U outputs a valid tuple (m, sig = (p,w, 0, 9), info)
where info has never been queried to H*; Gy and G; are identical unless Valid
happens. For each output (m,sig, info) of U, if H*(info) has never been queried,
z = H*(info) is a random element in G independent of all other random vari-
ables in U’s view. Hence, H(g’y*,g°z’,z, m) is a random integer in Z,, and the
probability that it equals w + ¢ is 1/¢. Since there are at most £ such output
tuples in total, we have that

Pr[Valid] <

)

Q|

and the claim follows. a
The reduction B against 1-info-OMUF ao behaves as follows.

Setup: On input a public key pk = y, B forwards it to U and samples J <& [Qinfo)

(a guess that U’s J-th H* query is part of its final output).

Online Phase: B answers signing and hash queries as follows.

Queries to H*: For the J-th query info; to H*, B forwards the query to
its challenger and forwards the response back to U. For any other query
info, B lazily samples winfo ¢~ Z4 and sets H*(info) := g"ife.

Queries to H: B forwards these queries to its challenger and forwards the
responses back to U.

Queries to sign;: On input info, if info = info;, B forwards the query to its
challenger and forwards the response back to U. Otherwise B behaves as
the z-side signer. That is, it increments the session id sid, sets infogq :=
info, samples cgq, Tsid, Vsig <~ Zgq, and sets a := y=¢ - g’ and b := g¥u.
It saves the internal state cggq, rsid, Usia and outputs sid,a, b to U.

Queries to sign,: On input (sid,e), B checks if infogq = info;. If so, it
forwards the query to its challenger. Otherwise it computes dgq := €—csiq
and Ssig 1= Usiq — dsidWinfo- It outputs csig, sid, dsid, Ssid to U.

Output determination: When U outputs a list of signatures (m;, sig;, infoi)fi%,

B checks that all info were queried to H* by U. If so, B outputs all (m,, sig,, info;)

tuples with info; = info;. Otherwise B aborts.

We now analyze the advantage of the reduction B. Due to the witness-
indistinguishability of the scheme (see Lemma [2| in Section , B simulates
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game G perfectly to U. If U wins G, there must be one tag for which U has
output more signatures than closed signing sessions. By the definition of Gy,
this tag was queried to H* by U. Therefore, with probability Q%? this tag is
info.
We conclude that
uU_ ‘ (—OMUF ‘
foro-L-info-OMUF,o . PT[GY = 1] Pr(Gy = 1] — | Cadvg oA Ty
advy > > = .
Qinfo Qinfo Qinfo

E Deferred Figures from the Main body

Signer User
sk =x pk=y
pk = (y = g"),z = H*(info) m, info,z = H"(info)
u,8,d & Zg
a:=g"
b:=g z¢ a,b
e L

t,ta, ts, ts & Z,
oc::gt'1 -yt2 -a
B:=g“ y“ b
h:= H(ot, B, 2,m)
e CZihfthtzk
. —
c:=e—d

ri=u—cx

pi=r+t
w:=c+t2
o:=s5+13
d:=d+ta
w+5i7H(gp~y“’7g”‘z‘57z,m)
4

sig == (p,w, 0,9)

Fig. 6: The Abe-Okamoto scheme

F Applying our Techniques to Abe’s Blind Signature
Scheme

In this section, we briefly sketch how the technique described in the main body
can be applied to the blind signature scheme by Abe [1]. We note that Abe’s
blind signature scheme is believed to be immune to the ROS-attack, and thus
could be secure even in a setting with polynomially many signing sessions, but
our security reduction yields a large loss in that setting.
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Signer User
w € Zg pk =y
pk =y,z=g" =: H"(info) m,info,z = H"(info)
v,r, ¢ Z,
a:=g°-y°
b:=g" a,b
T

t1,ta,ts, ta & Zg
cx::gil .y2.a
B:=g.z".b
h:=H(x,B,z,m)
¢ e:=h—ty—ts
d:=e—c

/
s:=v—dw

LT

pi=r+t
w:=c+ty
o:=s5+13
d:i=d+ts
wHd= H(g’y*,g°2’,2,m)
U
sig = (p,w, 0,0)

Fig. 7: The Abe-Okamoto scheme using the z-side witness w to sign

F.1 Abe’s Blind Signature Scheme
We recall how the blind signature scheme from [1] works.

Key Generation. On input pp, KeyGen samples h < G, z < Z, and sets
y < g%, It sets z < Hq(g, h,y). It sets sk « x, pk < (g, h,y,z) and returns
(sk, pk).

Signer. The signer Sign = (Signy, Sign,) behaves as follows:

Signy: On input sk, Sign; samples rnd <& {0,1}* and u,d, s1,s2 < Z,. It
computes z; < Hy(rnd), zo < z/z1, a < g*, by < g*-z¢, by + h*2.2.
It returns a commitment (rnd, a, by, bs) and a state stg = (u, d, s1, 82).

Sign,: On input a secret key sk, a challenge e, and state sts = (u, d, s1, $2),
Sign, computes ¢ <~ e —d mod ¢, < u — ¢-sk mod ¢ and returns the
response (¢, d,r, s1, S2).

User. The user User = (Usery, Usery) behaves as follows:

User;: On input a public key pk and a commitment (rnd, a, by, bs), and

message m, User; does the following. It samples v <* Z? and 7,1, t2, 3,14, 5 <>
Z,. Then, it computes z; < Hz(rnd), o « a-gh - y2, ( + 27,
(1 2], (o + ¢/Ci. Next, it sets B < b] - g’ - (I*, By < bJ -hts . (b
n < 27, and h + H3(¢, (1, B1, B2,m, m). Finally, it computes a chal-
lenge e < h — to — ¢4 mod ¢, the state Sty < (v, 7,t1,ta,t3,t4,t5,m)
and returns e, Sty .

Userg: On input a public key pk, a response (c,d,r,s1,s2) and a state
(v, T, t1,t2, t3, ta, t5,m), Usery first computes p < r + t1, w « ¢ + ta,

01 4 v-81 + 13, 02 < 7783+ t5, and § < d + t4. Then, it computes
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w7 —3-yand h + Hs(C,(1,g°y*, g7 ¢, ho2 (9, 2% m). Tt returns
the signature o « ((,(1,w,0,p,01,02,1) if 6 +w = h; otherwise, it
returns L.
Verification. On input a public key pk, a signature (¢, (1,w, 0, p, 01, 02, pt) and a
message m, Verify computes first h := H3(¢, (1, g”y?, g7 ¢, h72¢S, 2%, m).
It returns 1 if § + w = h; otherwise, it returns 0.

F.2 The deterministic wrapper

We describe the reduction strategy.

Restricting the hash queries to £ 4+ 1. For an adversary U that makes ¢
signing queries (i.e. closes £ signing sessions) and @y, hash queries we make use
of the same hash query guessing strategy as before, i.e. we use a wrapper M
that restricts the adversary to exactly £ 4+ 1 hash queries and introduces a loss
of .

(Zr)
The Deterministic Wrapper We describe the inputs of the deterministic
wrapper A First, we define y-side instances, i.e. instances that use the y-side
witness z for simulation.

—b=0

— T € Zyg

—heG

— wi,W3 € Zq

— 7z = gwl . hw2

— for i € [¢]: tnd; € {0,1}*

fori € [{]: z1, = g"¥ with wy,; € Z,
for i € [0]: wi,d;, 14,52, € Zg

We further describe the z-side instances:

-b=1

-yeG

— W, w1, Wz € Zg

— Wp =Wy +wa W E Zy

— for i € [¢]: rnd; € {0,1}*

— for i € [{]: w1, € Z, implicitly defines wy; =
for i € [0]: ¢;y 74,014,024 € Zy

Wo — W1,
w

The wrapper additionally takes as input a set of random coins rand = (rg, ra)

as well as a vector of hash responses ﬁ € ZQO. We show the wrapper as
pseudocode in fig. [§]

Analogous to before, we can define forking tuples, partners, and triangles in
an analogous way to before. We can use the same definition for the maximum
branching index and apply the same counting arguments to count the set Pg
and show that many of the tuples in Pg are triangle base corners.
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AM(I,rand,ﬁ)) :

50 L1=Lo=1Ls= 0
51 sid, hind + 0 Hs(¢) -
52 parse I = (b,...) 80 if (§,-) ¢ Ls
53 ifb=0 81 hind + +
54 parse . I =| 82 L3 + L3~U {(&, hnind) }
(07w,h,w1,wz,z7rnd,z—1>,7,77 51,53) 83 lookup (&, h) € Ls
55 pk + (g,y = g%, h,2) 84 return h
56 Ly %Llu{(( ,h,y),z)} S|gn1() .
57  fori € [{ 85 sid4 4
o8 Ly ¢ L2 U {(rndi, 21,4)} 86 k.open = true
59 else 87 ifb=0
60 parse I =| gg a  glsd
° g
(1,y,w, wo, rnd, wh?,?, ,v‘%) 89 by + gl .Z‘lisisdid
61 pk < (g,y,h=g",z =g"?) 90 bs « h2sd . (Z,/Zl sid)dsid
62 L1+ LiU{((g,hy),2z)} 91 else ’
63  fori e [{] g g
w1 92 a(_gsld.ysld
64 Lo (—Z Lo U {(rndi7g 1,1)} 93 by g“l,sid
65 (mlaslgz)z+% & 94 by < hv2sd
MSignt,Signz, H1,Ha, Hs (pk) _
) 95 return rndsyq, a, b1, b2
66 fori=1...0+1
67 if Verify(pk, mi, sigi) =0 Signz(sid7 e) .
68 output L £+1 96 if ;ivd.open = false
69 output (ms,sig;);~ 97  return L
Hi(€) : 98 ;a.open < false
70 1f(§, z) ¢ Ly 99 ifb=0
71 7 &G 100 gy e—dg
792 L1+ LU {(575)} 101 Tsid <= Ugg — Cgq* T
73 lookup (£,%) € Ly 102 else
74 return z 103 dg+e—cgg
H2(€) . 104 51,5 ,sid - 1)(1 ,sid dsTé ' wl,sAia
, 105 w, g4 < (wo —w, g5)/w
i 1f(§,)¢L2 106 s, d<—v _d e,
76 zEG 2,sid 2, sid sid 2,sid
77 Ly« Loy U{(£,7)} 107 return Cs.dvrs.dvdsidvsl,ﬁévsz,sﬁ
78 lookup (¢£,z) € Lo
79 return z

Fig. 8: Deterministic wrapper for Abe’s blind signature scheme
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F.3 The Transcript Mapping Function and Its Image

We describe the transcript mapping function @ for Abe’s scheme:

Definition 24 (Mapping Instances of Abe’s scheme). The transcript map-

ping function @ is defined like this. For an instance I = (0, x, h, wy, ws, z, m, z—1>, 7, 7, ?1, ?2),
mapping D(1, rand,ﬁ) with the query transcript e generated by running the

wrapper AY(I,rand, h) does the following:

—b<+1

—y<«g°

— w < dlogg h

— Wi+ wy

N

— rnd’ + rnd

— Vi€ [E] Wi, < dlogg Z1,q

—Vie[ﬁ]:cﬁ—ei—di

—Viel]:r;—u—c -z

—Vie[l]: v« wi;-di+s1,
€ [{]

U2 S Wo e di + S2.i

—
For an instance I = (l,y,w,wl,wg,rnd,ﬁ1,7,7,ﬁ,@) the mapping does
the following:

—b+0

x < dlogg y

— h+g¥

— wy + wy

— wh + woy

— md’ « md

- Vie[l]: z1,; < g

—Vie[l]:u ¢ -x+r;

— ViE[ﬁ]ldi%ei—Ci
[E] sl,ievl,i—di-wl,i
[£]

D89 &V —di - Wa,

Analogously to before, we can show that @ is a self-inverse bijection that
preserves the partner relation. We can then lower-bound the sizes of relevant
sets in the image of @ to finally show that there is a large enough set of both-
sided triangle corners.

e~ —

Using the analogous definition of B and BJ, as well as OF, we can obtain
that there must be a “good set” G for which forking is likely to result in the
desired witness.
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F.4 Forking Reduction

Theorem 3 (OMUF security of Abe’s scheme). For all { € N, if there
exists an adversary U that makes Qp hash queries to random oracle Hs and

432(1——1—
(tu, €u, £)-breaks OMUF ppe with ey > w . (ﬁhl), then there exists an
2
algorithm B that (tB ~ 2ty + 0L+ 1)+ 0(Qr?), e ~ 75423744.(3;‘;)2““)3)—breaks
2+1

DLOG.

Proof. We give a sketch of the main parts of the proof that work slightly different
from the AO scheme.

We describe the reduction R. On input of a discrete logarithm challenge U,
R first samples a bit b. If b = 0 it samples a y-side instance I with h = U,
otherwise it samples a z-side instance I with y = U. It furthermore samples
rand and a hash vector 7 & Zq“l. It then runs the wrapper BM(I,rand, h ).
Where M is the hash query reduction wrapper around U as described in the
previous subsection.

R then samples i < [ + 1] and re-samples [ qu;}:)l . The reduction R
0]
then re-runs BA (I, rand, 7’)

We denote by (G;, C1,i, Wi, ;s pis 01,1, 02,05 p1i) and (¢, G 45 w5, 07, Py 01 45 0 45 7))
the signature at hash index ¢ in the first and second run respectively. If both
runs are successful and produced a signature for index ¢, the reduction attempts
to solve its discrete logarithm challenge as follows:

If the reduction chose b = 0: First compute

/ 01— 0L
dlogg (1, = dlogg ¢y ; = o —o
i i
and
, 09— 03,
dlogy, (2,; = dlogy, Cz,i = T o
and /
dlog, G = dlog, ¢/ = L=,
Then, compute
dlog,, (14
dl S _Tog >t
%8 "1 dlog, G
and dl ¢
* Ogh 2,1
dl = —"
O08h Z2 dlog, ;

to finally obtain

wy — dlog, z}

dlog, h — L~ T8e%1
8 dlogy, z5 — wo
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If the reduction chose b = 1 it merely computes

Pg — Pi
dloggy = o

P~

We note that if b = 0, extraction works if d; # ¢, and if dlog), z5 # wo. We
denote the event that dlogy, z5 = wy with F'. We further note that this event is
only dependent on the first run, as this run fixes ¢;, (14, and (2, already (it is
only that the reduction needs the second run to compute)

In particular, this event can occur and is well-defined regardless of whether
b=0orb=1, as wy is also included in the b = 1 instance type, it is just not
relevant for extraction in that case.

Claim 1.
— _
(I,_r)and, h)e Gy .
Pr |F|(I,rand, h') € Tﬁi(I7 rand, h) | <
t(I,rand, h) =1

+1
q

Proof. This follows from the fact that w,ws are information-theoretically hid-
den from the adversary even in forking runs. a

In the case that b = 1, the reduction succeeds in solving its dlog challenge if
w; # wi.

We can thus apply a similar analysis as for the Abe-Okamoto scheme and
obtain the following.

- ~
(I,rand, h) € Gy .
advELOG S (1 1 ) . Pr (I, rand, h /) S CZ—‘X’iI7 rand, h

4 2 t(I,rand, h) =1
- _|F
i (I, rand,ﬁ)) €q,
1 1 g X -
=|-—5 ) Pr|=F|(Irand, ') € T (I,rand, h)
4 2 =
i t(I,rand, h) =1
= |1 rand, W) € G
-Pr [(I,rand, h') € T/ I,rand, h (L, rand, _)>€ b
' t(I,rand, h) =1

- Pr [(I, rand,ﬁ) € @b} -Pr [t(I7 rand, ﬁ) = i’(I, rand,ﬁ) € @b}

(1LY, By 2\ demr 1
“\4 29 q 16(0+1) g¢q/) 128(¢+1) £+1
(where the last inequality is due to Claim Lemma and Lemmal/(l1]). Plugging

1
432 (1- gt

in egx > g—“g for ey > and ey = (5‘;) (see Lemma [7]) yields the
T 041

theorem statement.
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Discussion. We note that Abe’s scheme is believed to be immune to the ROS-
attack and thus the bounds induced by the recent polynomial-time ROS-solver [8]
do not apply to this scheme. This means that unlike for the Abe-Okamoto
scheme, the gap between our proof of security and the best possible bound one
could hope for is rather large. In fact, Abe’s scheme can be proven secure in the
AGM for polynomially many concurrent signing sessions [26] whereas our proof
of security only allows for a fairly small number of signing sessions. It therefore
remains an interesting open question whether this gap can be bridged using the
random oracle model alone.
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