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ABSTRACT 

To address the problems of complex networking, low transmission rate and poor reliability of current health moni-

toring systems using Wi-Fi and Bluetooth transmission, an NB-IoT-based health monitoring system for COVID-19 is 

proposed. The system uses the STM32F103RET6 as the main controller, and the smart wearable device uses the 

NB-IoT information transmission method to transmit data to the software client platform with the OneNET cloud plat-

form to realize the remote monitoring of key medical parameters of COVID-19. The test results show that the system is 

stable and reliable in data transmission, reducing the development cost and power consumption of existing health mon-

itoring terminals, and has certain practical value and market prospects. 
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1. Introduction

Health monitoring systems based on wearable 

smart devices help healthcare workers to prevent and 

diagnose diseases based on relevant medical data 

and take timely measures, which can effectively 

maintain people’s health and life safety. With the 

advent of the 5G era and the continued maturity of 

the Internet of Things infrastructure, wearable smart 

devices are entering a new phase of development. 

Especially during the COVID-19 epidemic, the de-

mand for monitoring key medical parameters such 

as body temperature and cough conditions as well as 

GPS positioning has increased significantly, and 

there is a new demand for the application of weara-

ble devices. 

At present, wearable smart medical devices are 

mainly used in the elderly and children’s groups, and 

most of them use Wi-Fi or Bluetooth wireless 

transmission technology, such as fall detection sys-

tems for the elderly based on wearable sensors[1], 

intelligent listening devices for paediatric diseases[2] 

and so on. Due to the high pricing of the products, 

and the inability of Wi-Fi or Bluetooth wireless 

transmission technology to meet the business needs 

of large connection density, low power consumption 

and high compatibility[3], these devices are difficult 

to be widely used. 

Narrow band internet of things (NB-IoT), 
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which is incorporated into the 5G technology 

standard, focuses on wide-area IoT scenarios, with 

the characteristics of large connectivity, wide cov-

erage, low cost and low power consumption, and has 

the advantages of practicality, high reliability and 

cost-saving when applied to health monitoring sys-

tems[4]. As a new space technology for narrowband 

wireless access, NB-IoT can coexist with existing 

cellular networks without the need for a new core 

network, which is conducive to reducing network 

deployment costs and accelerating deployment 

rates[5]. Under NB-IoT, smart wearable devices can 

automatically access the server after successful reg-

istration, avoiding the complicated connection con-

figuration operation of Wi-Fi, and greatly improving 

the networking rate of devices. At the same time, 

when the population base for epidemic monitoring is 

large, NB-IoT can effectively solve the problems of 

power consumption and connection density faced by 

smart wearable devices. 

Therefore, to solve the problems of high cost 

and low reliability of traditional health monitoring 

systems, this paper proposes a design of a health 

monitoring system based on NB-IoT technology for 

COVID-19. The system integrates wearable sensor 

technology and NB-IoT communication technology 

and is designed and developed in the OneNET cloud 

platform using embedded software and hardware 

collaborative technology to achieve the monitoring 

of key medical parameters and remote control of 

warning lights in the web interface. 

2. Demand analysis and overall

system design 

2.1. Demand analysis 

Traditional health monitoring devices that use 

transmission methods such as Wi-Fi and Bluetooth 

have complex networking and low reliability, and 

most connected monitoring devices require inde-

pendent development of backend servers by devel-

opers according to the actual application, increasing 

the development difficulty and extending the de-

velopment cycle. In addition, although wearable 

devices with low latency sensitivity have low data 

transmission rate requirements, the access of a large 

number of devices and the processing of data place 

high demands on the connection density and energy 

consumption control of the system[6]. According to 

the performance comparison of the commonly used 

wireless transmission technology in Table 1, 

NB-IoT technology has the characteristics of simple 

networking, high connection density, high reliability 

and low power consumption. It can effectively 

compensate for the shortcomings of the existing 

health monitoring system using Wi-Fi and Bluetooth 

technology in standby time, amount of accessible 

equipment and security, and can meet the market 

demand. 

Table 1. Performance comparison of common wireless transmission technologies 

Compar-

ative 

content 

Networking 

methods 

Single network 

access node 

capacity 

Trans-

mission 

distance 

Transmis-

sion speed 

/(Mibit.s-1) 

Reli-

ability 

Battery 

life 
Cost/$ 

Network 

delay/s 

Wi-Fi Wireless router Approx. 50 Short 11-54 Low Few hours 25 <1 

Bluetooth 
Gateway for 

Bluetooth mesh 

Theoretical 

approx. 60,000 
Short 1 High Few days 2–5 <1 

NB-IoT 
Existing cellular 

networks 
Approx.100,000 Long 0.16–0.25 High 

Theoreti-

cal ap-

prox. 10 

years/AA 

batteries 

2–3, with 

a future 

target of 

reducing 

to 1 

6–10 

The paper adopts NB-IoT data transmission 

technology for the design of the New Crown 

Pneumonia Health Monitoring System, making full 

use of the API interface and standard access proto-

cols provided by the OneNET platform to reduce the 

development difficulty and shorten the development 

cycle. The main functions of the system are: 
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(1) Data acquisition via sensors for cough, heart 

rate, blood pressure, body temperature, GPS, etc. (2) 

The collected sensor data are analyzed, and the 

working state of the warning lamp is controlled by 

the downlink command. The NB-IoT wireless 

communication technology is used to send the user’s 

health data to the OneNET cloud platform, and the 

data are displayed on the client to facilitate users to 

view. (3) Remote control and health monitoring of 

warning lights based on the display of client infor-

mation. 

2.2. Overall system design 

A COVID-19 health surveillance system was 

designed based on reference[7]. It consists of four 

layers: data acquisition layer, communication layer, 

application service layer and user layer. The overall 

structure is shown in Figure 1. 

Figure 1. General architecture of the health monitoring system. 

From left to right, layer 1 is the data collection 

layer, which mainly includes the NB terminal con-

sisting of the main controller, health data monitoring 

module and GPS sensor, warning light, power sup-

ply module, NB-IoT communication module and so 

on. Among them, the health data monitoring module 

and GPS sensor store the collected data in the con-

troller and send the parsed data to the mobile 

NB-IoT base station using the NB-IoT module. This 

layer is the underlying core part of the system. 

Layer 2 is the communication layer. The data 

collected by the data acquisition layer is sent to the 

mobile NB-IoT base station through the NB IoT 

communication module, and then transmitted by 

the base station through the core network to the 

OneNET cloud platform. This layer is the core of the 

integration of the Internet of Things and narrowband 

communication technology. 

Layer 3 is the application service layer, re-

sponsible for receiving data from NB-IoT base sta-

tions and configuring sensor resource parameters to 

upload the data to the OneNET cloud platform, 

which stores and analyses the data, eventually real-

izing the subscription of resources and remote con-

trol of terminal actuators. 

Layer 4 is the user layer, which extracts and 

calls the data forwarded by the application service 

layer and forwards the downlink commands. Man-

agers can remotely control and real-time monitor the 

health monitoring system through the Web operation 

interface. 

3. System hardware design

The system hardware design mainly refers to 

the hardware design of the health monitoring ter-

minal node, which is responsible for realizing the 

functions of the data collection layer. That is, the 

wearable monitoring equipment is used to realize 

the location report of the patients, the collection and 

processing of health information, and the collected 

data are uploaded to the NB-IOT base station to 

realize the communication connection of the com-

munication module[8]. The hardware structure is 

shown in Figure 2. 

NB-IoT-based health monitoring system for COVID-19 
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Figure 2. Terminal node hardware architecture design. 

The main controller is the STM32F103RET6 

microcontroller. The health-monitoring module 

consists of the ADXL345 3-axis acceleration sensor 

for determining falls and monitoring coughs, and the 

Yunkear MKB0908 smart wearer sensor for detect-

ing the wearer’s heart rate, blood pressure and body 

surface temperature. The ADXL345 sensor detects 

the wearer’s spatial acceleration to determine their 

current state of motion. When the wearer reacts by 

falling or coughing, the sensor will report the mon-

itored body fluctuation data. The main controller 

uses serial communication to receive data from the 

health monitoring module and GPS positioning 

module, sends data to the NB-IoT communication 

module via another UART, and then uses NB-IoT 

wireless communication technology to transmit the 

received data to the IoT cloud platform. The working 

status of the warning light is determined by the value 

of the electrical signal output from the output control 

module[9]. The power supply module uses an AC/DC 

switching power supply to output the 220 V AC 

input from the user to 5 V DC to power the various 

sensors, and the voltage is reduced to 3.3 V by 

DC/DC to power the main controller[10]. 

The NB-IoT wireless communication module 

consists of the M5310-A NB module, SIM card 

holder, debug serial port, antenna, reset button, LED 

indicator and a power supply module to provide 5 V 

operating voltage. The M5310-A is a chip module in 

an LCC package measuring only 19 mm × 18 mm × 

2.2 mm. It has built-in data transmission protocols 

such as UDP/CoAP and extended AT commands. 

The M5310-A module has a built-in data transfer 

protocol such as UDP/CoAP and extended AT 

commands, and uses a low power consumption 

technology with current consumption as low as 3 μA 

in PSM mode. The specific functions of the 

M5310-A module are shown in Figure 3. 

Figure 3. M5310-A module features. 

The wireless communication module forwards 

the sensor data collected and processed by the main 

controller and the working status of the warning light 

to the IoT cloud platform via the Internet and re-

ceives commands from the user independently. The 

design of the NB ⁃ IoT wireless communication 

module is shown in Figure 4. 
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Figure 4. NB-IoT wireless communication modules. 

4. System software design

The system software design mainly includes the 

design of the data communication protocol between 

the NB terminal and the IoT cloud platform. The 

communication protocol for accessing the NB base 

station in the communication layer of the overall 

system architecture, as well as the software design of 

the main controller of the NB terminal, the access 

process of the IoT cloud platform in the application 

service layer and the client software design in the 

user layer. 

4.1. Data communication protocol design 

The system is developed on the OneNET plat-

form by adding corresponding NB-IoT devices and 

the communication between the NB terminal and the 

OneNET platform is realized by the LwM2M pro-

tocol and CoAP protocol based on NB-IoT[11]. The 

CoAP protocol, which supports data retransmission 

and is suitable for low-power scenarios, is used for 

data transmission in the transport layer. 

LwM2M as an application layer protocol de-

fines logical operations such as read, write, execute, 

subscribe, etc. in the LwM2M Protocol for the 

identification of sensors and sensor attributes. CoAP 

is a network-oriented protocol based on the UDP 

protocol as a transport layer protocol, which is based 

on REST interactions and can be used to access IoT 

devices; CoAP abstracts resources according to the 

IPSO specification and follows the basic UDP pro-

tocol message format. Because of the transport un-

reliability of UDP as a non-connection-oriented 

protocol, CoAP has a retransmission mechanism and 

can detect regular redundancies in wireless sensor 

network nodes, providing a better way to optimize 

resources. 

In addition, as the NB terminal used in this 

system has a built-in SDK for interaction with the 

OneNET platform, a UDP connection can be estab-

lished with a simple AT command. After the NB 

terminal has successfully acquired the Bootstrap 

server and returned the LwM2M access server ad-

dress and port, the terminal device will automatically 

complete its access to the OneNET platform. 

4.2. Terminal node software design 

In the NB-IoT data transmission design used in 

this system, health data is sent from the main con-

troller to the NB-IoT wireless communication mod-

ule via UART, and then communicated with the 

mobile NB-IoT base station via CoAP, which is then 

forwarded to the OneNET cloud platform via the 

core network[12]. 

The software design flow of the terminal is 

shown in Figure 5. Initialization operations are car-

ried out automatically after the system is powered up. 

First is the initialization of the main controller mi-

crocontroller. Next is the initialization of the mod-

ules, including the NB-IoT communication module 

and the initialization of each sensor. Afterward, the 

sensor information is collected, parsed and stored by 

a timer, and the data is sent to the NB-IoT module, 

which is then uploaded to the IoT cloud platform. 

4.3. IoT cloud platform 

In the application service layer, the system uses 

China Mobile’s OneNET IoT platform, a PaaS-level 

open cloud platform built by China Mobile for IoT 

technology, for storage and analysis of big data. The 

platform provides rich terminal access protocols and 

API interfaces[13], which can effectively reduce the 

development difficulty of device access and con-

nection, greatly shorten product development and 

deployment time, and provide a convenient and fast 

development and deployment solution for smart 

hardware, smart cities and other IoT scenarios. 

Figure 6 shows the OneNET access flow. 

NB-IoT-based health monitoring system for COVID-19 
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Figure 5. Terminal software design process. 

Figure 6. OneNET access process. 

4.4. Client software design 

The user layer uses a web interface. The client 

software platform is designed to enable the OneNET 

platform to interface with IoT devices, to obtain, 

parse and store data reported to the OneNET cloud 

platform from terminals through an API interface, 

and to display the data in the web application. For 

patients and healthcare professionals, this allows 

them to have a dedicated operating platform without 

having to go through the OneNET platform to view 

data, enhancing the scalability of the system and the 

ease of operation for users. The flow of the client 

software platform operation is shown in Figure 7. 
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Figure 7. Client software design process. 

5. System testing and analysis of

results 

To verify the effectiveness of the system, a 

wearable NB terminal was placed on the test subject 

to collect key medical data on COVID-19. After 

creating a device with the IMEI number of the NB 

terminal on the OneNET cloud platform, the data 

was uploaded to the cloud in 100 s intervals. It uses 

json technology, URL docking device API in 

OneNET platform and HTTP to push data to client 

Web interface for data analysis and remote moni-

toring. 

5.1. Data upload and distribution testing 

Data upload test 

After creating the sensor-related resources and 

configuring the resource properties, the device car-

ries the corresponding resource list to establish 

LwM2M communication and the server subscribes 

to all resources in the device resource list on its own. 

When the user periodically uploads the sensor value 

of a resource, the flag property of the resource needs 

to be set to NBIOT_UPDATED and the program will 

actively upload the sensor value of the subscribed 

resource to ONENet at the specified interval[14]. As 

shown in Figure 8, the temperature and humidity 

sensor values are parsed in the main function and 

entered into the res_update function, which first sets 

the status of the temp resource to NBI-

OT_UPDATED and then receives the temperature 

and humidity sensor data periodically. 

Figure 8. Key code for data upload to IoT cloud platform. 

The test results show that the system is able to 

meet the functional requirements of the new crown 

pneumonia health monitoring, with low latency, high 

reliability and low power consumption for continu-

ous operation using NB-IoT technology in the case 

of large amounts of medical data uploaded to the 

cloud. The data presentation of the health monitoring 

system sensor values on the OneNET platform is 

shown in Figure 9. 

Figure 9. Data presentation of health monitoring system sensor 

values on the OneNET platform. 

Data distribution testing 

The client sends downlink commands to the 

OneNET platform and the cloud platform forwards 

them to the NB terminal. The downlink commands 

are cached by the NB terminal so that the program 

can get the downlink control commands directly 

from the cache, and the write hook function in the 

resource corresponding to the command will be 

called automatically after the command is parsed at 

the device side to complete the operation related to 

the signalling. Figure 10 shows the operating status 

NB-IoT-based health monitoring system for COVID-19 
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of the Boolean warning light. 

Figure 10. Key code to control the warning light on and off. 

5.2. Web interface presentation 

The client’s web interface provides data re-

trieval and downstream control through the API 

interface provided by the platform, and stores the 

data in a MySQL database, ultimately realizing the 

control of the warning light’s working status and the 

display of health monitoring data. Figure 11 shows 

the web interface, which enables real-time moni-

toring of the wearer’s health and remote control of 

the warning light, saving manpower and material 

resources while improving the efficiency of 

healthcare workers. 

Figure 11. Web display interface. 

6. Conclusions

This paper presents a NB-IoT-based health 

monitoring system for New Crown Pneumonia. The 

system is characterized by high reliability, low 

power consumption, high connection density and 

easy development. The test results show that the 

system is able to send the data collected by the 

sensors to the health monitoring platform using 

NB-IoT technology to achieve remote monitoring of 

the wearer’s relevant health parameters, as well as 

intelligent monitoring and control of the warning 

light. The system is not only geared towards the 

development needs of smart healthcare, but also has 

a certain degree of universality compared to tradi-

tional solutions, and can be extended to smart meter 

reading, smart industry and other application sce-

narios, with good application value and market 

promotion prospects. 
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