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Summary
Communicating public health guidance is key to mitigating risk during disasters and outbreaks, and ethical guid-
ance on communication emphasizes being fully transparent. Yet, communication during the pandemic has some-
times been fraught, due in part to practical and conceptual challenges around being transparent. A particular
challenge has arisen when there was both evolving scientific knowledge on COVID-19 and reticence to acknowledge
that resource scarcity concerns were influencing public health recommendations. This essay uses the example of
communicating public health guidance on masking in the United States to illustrate ethical challenges of developing
and conveying public health guidance under twin conditions of uncertainty and resource scarcity. Such situations
require balancing two key principles in public health ethics: the precautionary principle and harm reduction. Trans-
parency remains a bedrock value to guide risk communication, but optimizing transparency requires consideration
of additional ethical values in developing and implementing risk communication strategies.

Copyright ! 2022 The Authors. Published by Elsevier Ltd. This is an open access article under the CC BY-NC-ND
license (http://creativecommons.org/licenses/by-nc-nd/4.0/)
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Introduction
Public adoption of risk mitigation strategies during an
infectious disease outbreak depends on several factors,
including perceptions of risk severity and vulnerability;
the veracity, trustworthiness, and credibility of messen-
gers; the sense of self-efficacy; and community attitudes
and norms. All of these can be affected by communica-
tions from public health leaders, making

communication one of the most important tools in
managing risk during an outbreak.1,2 In the United
States, communication efforts over the course of the
coronavirus disease 2019 (COVID-19) pandemic have
been marked by mixed and muddled messages, public
confusion, partisan politics, and attributions of incom-
petence or even malice on the part of public officials—
all of which contributed to less-than-optimal public
adoption of simple and effective interventions such as
face coverings, physical distancing, and vaccination.3 A
common critique has been that public health leaders
need to simply follow the cardinal ethical rule of public
health communication: be transparent. But in fairness,
being transparent during the pandemic has been
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remarkably challenging. In particular, some of the most
muddled messages have come about, in part, because
public health leaders have been reticent to acknowledge
that both uncertain science and resource scarcity were
affecting their recommendations.

In this paper, we examine both the design and com-
munication of risk mitigation strategies for public
health, which are closely intertwined in fast-moving
public health emergencies. We use the example of
designing and communicating guidance on masking in
the US during February − July 2020 to illustrate ethical
challenges facing officials seeking to transparently con-
vey public health guidance under twin conditions of
evolving science and resource shortages.

Evolving Guidance on Mask Use During the
COVID-19 Pandemic
In early February 2020, the U.S. Centers for Disease
Control and Prevention (CDC) recommended mask use
only for health workers and individuals exhibiting
COVID-19 symptoms. By late February, evidence on
masking for the general public remained incomplete
but had turned toward suggesting benefits, yet public
health leaders elected to continue messaging that the
general public need not use masks and even that they
might be ineffective (Figure 1).

This approach was influenced by fears of public
panic-buying of health care-grade masks,4 potentially
exacerbating already severe shortages of respirators (e.
g., N95 “masks” with adequate training and fit testing)
in health care settings. In short, despite growing evi-
dence that widespread use of surgical masks or respira-
tors was the safest approach to prevent contracting and
spreading the virus, inadequate supplies of masks made
recommending their use to the public infeasible and
possibly counterproductive. For two months, public
health leaders continued to argue against mask use for
the general public—a posture that later aided political
opposition to masks, undermining the credibility of
public health experts. During those two months,
COVID-19 cases proliferated and evidence accumulated
that in both pre-symptomatic and asymptomatic per-
sons, high viral loads and virus shedding yielded both
droplet and aerosolized transmission5 (Figure 1).

In a sharp turn, on April 3, 2020, the CDC urged
universal mask use by the public. By mid-April, a bipar-
tisan consensus had developed on the severity of the
COVID-19 threat, with broad support for shelter-in-
place recommendations. Yet, some political actors
downplayed the severity of COVID-19 and the need for
protective measures such as masking, and they found
an opportunity in the conflicting masking messaging
(Figure 1). When partisan competition emerges, includ-
ing debate among political actors around health guid-
ance, it shapes subsequent public understanding and

policy support.6 Media that highlights these debates
and downplays threats to population health outcomes
can further delay protective behaviour by encouraging
“threat dismissal.”7

This dynamic was not unique to the United States.
The World Health Organization (WHO) took even lon-
ger to change its masking recommendations. By early
summer of 2020, multiple studies had produced com-
pelling evidence of virus transmission via smaller (aero-
sol) and larger (droplet) respiratory particles. In a July
2020 open letter to WHO, 239 scientists from 32 coun-
tries called on the agency to revise its recommenda-
tions8 to acknowledge the aerosol transmission of
SARS-CoV-2 and adjust protective measure recommen-
dations accordingly. The scientists recommended more
stringent ventilation standards for indoor spaces and
broad use of N95 respirators, particularly in healthcare
settings.9

Several harmful consequences resulted from frag-
mented, contradictory, opaque, and even misinforma-
tion in messaging. The public grew increasingly
distrustful of credible experts. Scientific uncertainty,
which is expected in the face of a new pathogen, began
to be viewed as reflecting flawed science. Arguments for
and against various mitigation strategies increasingly
focused on values, sometimes ignoring data altogether,
and instead pitting individual freedom and rights
against care for the collective. Emotional responses to
the risk of disease and to these value differences led to
behaviours that caused the rapid spread of the virus
resulting in many excess deaths.

Public health ethical principles for designing
risk mitigation strategies
A number of principles often come into play in crafting
public health interventions, such as proportionality, rec-
iprocity, solidarity and so on. But two primary ethical
principles should be held in balance when designing
public health recommendations under conditions of
both uncertainty and scarcity.

Uncertainty often prompts the use of the precaution-
ary principle (PP) (Table 1), because this principle
encourages the implementation of risk-reducing strate-
gies in situations involving the risk of serious harm and
evolving evidence. In brief, the PP forces recognition
that scientific uncertainty is common and should not
preclude taking protective action. But because the PP
encourages action, it can underappreciate the impor-
tance of considering whether a proposed protective
action will be acceptable or possible for all stakeholders
− indeed, the PP is often called upon specifically to sup-
port implementing protective actions that some stake-
holders would rather not take.

In designing advice for the public about pandemic
precautions, acceptability and feasibility are critical.10
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When the threat is severe (e.g., highly transmissible
virus with a high risk of mortality), guidance that is very
disruptive or burdensome can be acceptable. Masking is

one of the least intrusive measures among infectious
disease prevention recommendations, with few second-
ary harms or burdens compared to interventions like

Figure 1. Timeline of early public health guidance and communication for face coverings.
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sheltering-in-place, quarantine, and physical distanc-
ing.13 Still, adherence to masking guidance requires
that the intended audience (whether the general public,
health care workers, other essential workers and their
employers) finds the information credible, perceives the
risk to themselves and others, and believes that adopt-
ing the recommendations will reduce health risks.14

Early in the pandemic, this process relied on acceptance
of growing evidence for the efficacy of masks for per-
sonal protection and to prevent spread, as well as accep-
tance of the ethical rationale for cooperating with
guidance that restricts one’s individual liberty (albeit in
what many considered to be a modest way) to protect
others from harm.

Another factor that can limit the use of the PP in
designing public health guidance is resource scarcity
since recommended interventions must be both
acceptable and feasible. This follows the philosophical
injunction that “ought implies can” (one cannot
have an ethical obligation to do something that one
simply cannot do). Early in the pandemic, the lack of
sufficient medical-grade masks made a universal rec-
ommendation for their use inappropriate because
it was not feasible, but not because masks were inef-
fective.

Under conditions of supply shortages, “harm reduc-
tion” becomes an important balancing principle in
designing risk reduction strategies for the public. Harm

reduction focuses on managing risks from activities
that, for one reason or another, cannot reasonably be
eliminated (Table 1). Facing shortages of medical-grade
masks and respirators for workers and off-the-shelf
masks for the public, public health guidance eventually
focused on the use of masks made from readily available
materials, including cloth (Figure 1). This was a harm
reduction approach, imperfect but feasible. Addition-
ally, where N95 respirators were recommended−for
health care workers caring for patients with active
COVID-19—resource scarcity forced the reuse of N95
respirators that were tested and approved for single-use
only. This guidance too was grounded, often implicitly,
in harm reduction.

Challenges to transparency
Once public guidance on risk mitigation is designed
based on the best evidence available plus the precaution-
ary principle, and if necessary, harm reduction needs,
this guidance must then be effectively communicated to
the intended audiences. Conventional wisdom is that
communication with the public about actions they
should take must always be guided by a principle of full
and complete transparency. There are two reasons for
this. First, transparency often engenders trust in public
health officials, which is associated with behavioural
adoption of the recommendation.15 Second,

Public Health Ethical Principle Expanded Definition

Precautionary Principle (PP) When significant risks to individuals and communities arise, but some uncertainty about the risk remains,

prudent steps should be taken to mitigate the risk even as the evidence evolves. The PP places a penum-

bra of precaution over a number of sub-principles such as proportionality and reasonableness (risk/cost

assessments, tradeoff considerations); responsibility (those creating risks should bear a greater burden of

prevention); and reciprocity (shared benefit demand shared burdens).10

Intrinsic in the PP is the acknowledgement that there are ethical and practical risks of waiting for certainty

before implementing safety measures, especially because certainty might never arrive. Science rarely

achieves certainty and is permeated with language describing relative levels of uncertainty, exemplified

by discussions of “statistical significance” and “confidence intervals” by “limitations” sections of research

papers, and by frequent conclusions in science that “more research is needed.” In this light, the PP urges

researchers, policymakers, and the public to make decisions based on the weight and credibility of evi-

dence rather than awaiting elusive scientific certainty.11

Harm Reduction (HR) When a risky activity cannot reasonably be eliminated, whether because of social, political, legal, or cultural

realities, steps should be taken to minimize the related harms of the risky activity, including minimizing its

medical, social, and legal impacts. The HR principle is also described as a public health practice, philoso-

phy, or social movement.

The HR approach is predicated on recognizing that risky actions may be the result of forces beyond the

control of an individual (such as resource shortages), and it is grounded in an approach of solidarity. Harm

reduction “meets people where they are” and focuses on providing safer options when the safest option

isn’t realistic. While HR describes syringe and needle exchange programs and condom distributions pro-

grams, it also describes physical distancing, mask use, and privileging outdoor activities during the pan-

demic, all of which are HR strategies promoted in recognition that total social isolation for the duration of

the pandemic is not feasible.12

Table 1: Definitions of public health ethics principles to guide the design of risk mitigation strategies.
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transparency provides information to assist individuals
in mitigating risks.

A commitment to total transparency can be challeng-
ing when both uncertain science and shortages arise
during a public health emergency. The WHO recom-
mends that communications about emerging diseases
be easy to understand, include what is known and
unknown, and a disclosure that recommendations
might change as new evidence emerges.16 Yet, transpar-
ently communicating the multifaceted, dynamic nature
of risk and evolving science can inadvertently under-
mine the clarity of messages about suggested risk miti-
gation strategies.13,16,17

Unfettered transparency can also have unintended
effects that can erode public trust. For instance, unfet-
tered17 transparency can create a Catch-22 of risk com-
munication, in which explanations of evolving
information18 create confusion and undermine credibil-
ity. Multiple examples can illustrate the potentially det-
rimental effects of frequently shifting research and
recommendations, such as confusion around nutrition
or mammography screening guidelines leading to infor-
mation uncertainty and mistrust.3 The public, perhaps
especially those with limited science literacy, can per-
ceive unfettered transparency about emerging science
as lacking credibility, which carries with it the potential
for less compliance with mitigation practices3 or
unhelpful behaviours such as hoarding supplies.

Unfettered transparency that communicates uncer-
tainty and risk can trigger potentially counter-productive
emotional and behavioural reactions stemming from
anxiety and fear. At moderate levels, anxiety can
increase recommendation uptake, though only if it is
coupled with self-efficacy4; however, anxiety can also
increase perceived uncertainty, which is negatively asso-
ciated with compliance.15 Risk perceptions also interact
with factors such as attitudes about the value of the
behaviours, perceptions about societal norms, and
beliefs about one’s ability to follow the
recommendations.4,14 These factors, in turn, are influ-
enced by and can influence trust in public health, politi-
cal leaders and the media.

Perfect communications during a public health
emergency marked by scientific uncertainty and serious
resource shortages is perhaps impossible. While trans-
parency provides a general rule of thumb and helps
build public understanding and trust, unfettered trans-
parency can result in several predictable adverse conse-
quences. Designing and communicating public health
strategies should therefore include explicit attention to
other public health ethical principles, including the pre-
cautionary principle and harm reduction. Holding these
principles in balance can help public health professio-
nals develop more effective messages, including during
situations when public health agencies must acknowl-
edge that evolving evidence or resource shortages war-
rant reconsideration of prior recommendations.

Four tenets for communicating public health
guidance under uncertainty and resource
scarcity
Useful guidance for risk communication in public
health emergencies exists, but the following are of par-
ticular importance for crafting messaging strategies
when both uncertainty and resource scarcity are affect-
ing the guidance being offered.

1. Use trusted messengers. Trust is foundational to the
uptake of recommendations, and mistrust is a par-
ticular threat when uncertainty and resource scar-
city are affecting recommendations. Trusted
messengers might not be scientific experts. Build-
ing and mobilizing a network of trusted messen-
gers—people who are influential in their
communities (e.g., changemakers, religious leaders,
business leaders, health experts, athletes, and
artists)—requires planning. Trusted messengers
require training that respects their unique voices
while preparing them to share accurate health infor-
mation that encourages understanding and effective
decision making while debunking mis- and dis-
information.

2. Give structure to uncertainty. Uncertainty is discon-
certing but unavoidable during public health emer-
gencies. It must be addressed using a structure that
encourages informed decision-making and prevents
the public from being misled by individuals and
groups peddling false certainty.19 Instructions
about current guidance should be clear while set-
ting expectations about when and why recommen-
dations might change.20 For instance,
acknowledging the uncertainty of transmission
dynamics and mask use guidance early in the pan-
demic should have been paired with a statement
that guidance could change as the science evolved
and supplies improved.

3. Acknowledge the important role of values in making rec-
ommendations. Public health officials and scientists
should acknowledge that values, as well as science,
underlie their recommendations, especially when
resources are in short supply. Transparency
requires that pandemic risk communication be
explicit about the values that guide decisions and
the trade-offs considered in developing recommen-
dations. Public health authorities are often criticized
for not “following the science” in their recommen-
dations, but science alone is inadequate for formu-
lating policy. When resource shortages arise, for
example, it might not be possible for the public to
do what the best science recommends − transpar-
ency demands honesty when that is the case.

4. Recognize that people often respond to risk information
emotionally. Public health officials understand that
risk information in an emergency is often
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interpreted through heightened emotions. Feel-
ing threatened can prompt behaviours that raise
or lower risks for self and others, and officials
should address this in their communications to
minimize behaviours such as supply hoarding.
There are predictable emotional patterns in
response to the threat of emerging infectious dis-
eases, with fear, anger, and emotional exhaustion
being prominent.18 Officials communicating risk
should be familiar with behavioural research on
how people respond to risk and incorporate that
knowledge into risk communication strategies,
weighing the impact of emotion on behaviour
with values such as transparency, harm reduc-
tion, and precaution. Most importantly, manipu-
lating or deceiving the public to avoid public
panic or “for their own good” is not ethically
acceptable. The apparent temptation to do so
during the pandemic suggests the need for more
research on how to optimize the delivery of
truthful messages in ways that are most likely to
prompt productive responses.

Conclusion
The COVID-19 pandemic response demonstrates the
need to continue the challenging task of engaging
the public in discussions that embrace uncertainty,
strengthen the public’s understanding of how scien-
tific knowledge emerges and evolves, and the roles
of values in policy making. What might constitute
sufficient grounds to recommend a particular public
health measure is not only a function of the
strength of scientific evidence, but also of the mag-
nitude and distribution of the risk, availability of
resources to carry out the measure, acceptability of
the measures, and other factors. Public health lead-
ers should generally recommend precautionary
measures under conditions of a serious threat, even
when there is some uncertainty. But when optimal
actions according to scientific evidence are not feasi-
ble to recommend, they should apply the harm
reduction principle in formulating recommenda-
tions. Effective public health communication
requires transparency and honesty not only about
the data and the level of uncertainty but also on
how these principles and other factors underpin
decisions and recommendations.
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