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Analysis of Upsets and Failures Due to ESD by the
FDTD-INBCs Method

Francescaromana Maradei and Marco Raugi

Abstract—In this paper, a finite-difference time-domain (FDTD)
model of an electrostatic discharge (ESD) event is developed. Ana-
lytical expressions for the field radiated during the ESD discharge
phase have been determined to test the FDTD model of the strike
arc. In order to take into account the electromagnetic field pene-
tration through shielding structures, the conductive panels are effi-
ciently modeled in the FDTD by the impedance network boundary
conditions (INBCs). The FDTD-INBCs method avoids the huge
amount of cells needed to model accurately the penetration in the
traditional FDTD algorithm based on the utilization of the regular
Yee grid. The method is applied to the analysis of ESD events in
some configurations.

Index Terms—Electrostatic discharge, finite-difference time-do-
main method, impedance network boundary conditions.

I. INTRODUCTION

CURRENTS and voltages induced in the enclosure of elec-
tronic apparata due to an electrostatic discharge (ESD)

may produce damage, failures, or upsets. Thus, devices that op-
erate in an industrial environment, where there is a high prob-
ability of ESD events on the enclosure of the electric and elec-
tronic apparata, must comply with immunity standards and tests.
To get through the required tests, a suitable design of these de-
vices is needed. Because of the variety and complexity of the de-
vices which are victims of ESD, numerical simulation of ESD
electromagnetic phenomena is required for a proper design in
order to limit the probability of upset and damage.

The ESD effects are usually observed by separating the
so-called “indirect” effects of the radiated fields during the
strike arc, and the “direct” effects during the current conduction
phase. Indirect effects due to the radiated fields during the arc
discharge, represented by the induced voltages and currents
in neighboring devices, are usually evaluated assuming the
enclosures as perfectly conductive so that the electromagnetic
interference is caused by the fields through the apertures [1],
[2]. Direct effects are due to the direct injection of current in
a device victim of an ESD and they are usually modeled as-
suming a known current waveform injected between two points
of the victim device [3], [4]. These effects are actually coupled
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Fig. 1. Position of the electric and magnetic field components in the basic Yee
cell.

and, therefore, a complete model of the ESD phenomenon
has to be considered to determine its effect on the equipment
directly affected by the discharge current. Furthermore, if the
enclosures are realized with low conductive materials or with
plastics coated by conductive films, the penetration through the
walls could be considerable, even in the case of indirect ESD
events, and has to be taken into account.

In this paper, a numerical model based on a finite-difference
time-domain method (FDTD) formulation with impedance net-
work boundary conditions (INBCs) is presented. The INBCs
[5], [6] are applied on the surface of conductive panels and take
into account the field penetration through the panels, avoiding
the large space discretazion required by standard FDTD method.
The model of the ESD discharge in the FDTD procedure is dis-
cussed and validated by comparing the numerical results with
those achieved by a filamentary arc analytical approach.

II. FDTD METHOD

The FDTD method is a very popular time-domain technique
because of the simplicity of the explicit solution scheme and the
capability in modeling complex configurations.

The method is based on the numerical solution of the time-
domain Maxwell’s curl equations

(1a)

(1b)

where and are the electric and magnetic fields,
respectively, the current density, and the free-space
permeability and permittivity, respectively, andthe position
vector.
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Fig. 2. FDTD cells in proximity of the thin conductive panel.

In the FDTD method the computational domain is discretized by
cubic cells and on each cell the field components are positioned
as illustrated in Fig. 1. Approximating the spatial derivatives in
(1) on the Yee grid by central finite differences, and adopting the
leap-frogscheme for the time derivatives, the following expres-
sions to update the magnetic and electric fieldcomponents are
derived [7], [8]:

(2a)

(2b)

where the superscripts and refer to the time instants
and , respectively,

is the cell dimension, and the indexes in parenthesis
represent the spatial position of the field components according
to the notation adopted in Fig. 1. The expressions for the calcu-
lation of the other field components can be easily derived. The
FDTD method is a conditionally stable method; therefore, to as-
sure numerical stability the Courant stability condition must be
satisfied [7]. A good choice for the time step is
where is the free-space propagation velocity.

A. Model of Conductive Panels by INBCs

The interaction of the electromagnetic field with shielding
panels is modeled by suitable boundary conditions on the shield
surface. If the shield is made of perfectly conductive material,
the boundary conditions require , with the unit vector
tangent to the panel walls. In some practical cases, the panels of

Fig. 3. Exact ABCs used to model a perfect wire conductor crossing the
exterior boundary.

the enclosure containing electronic circuits and devices are re-
alized with low-conductive materials or with plastics coated by
conductive films, and the penetration through the walls could
be considerable. In order to take into account the electromag-
netic field penetration through the shielding panels, INBCs de-
rived from the shielding theory [9] have been developed and
successfully implemented in a three–dimensional (3-D) FDTD
code [5], [6]. Let us consider a shield panel normal to theaxis
and positioned at . The INBCs for the field components

and on the two panel surfaces
and shown in Fig. 2 can be written as

(3a)

(3b)

where the symbol represents the convolution integral, and
and are the transient impedances of the panel [5],

[6]. The explicit expressions to update the magnetic field in the
two cells adjacent to the shield and the validation of the pro-
posed INBCs can be found in [5] and [6].

B. Model of the ESD Discharge Path

The ESD current associated with an ESD event is sup-
posed to be known either from measurements or by using the
waveforms reported in the immunity standards [10]. The dis-
charge path is simulated by a known current density in one
FDTD cell that simulates the ESD ionized channel. This model
is based on the assumption that the ESD current is uniformly
distributed in the channel so that the current density is

. The effects of the ESD channel approximation will
be evaluated comparing the numerical radiated fields with the
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Fig. 4. Configuration of a current element.

Fig. 5. Charge waveform used to compare the FDTD result with the analytical
solution.

fields produced by the filamentary model described in the next
section.

In the physics of the ESD event, there is an initial accumula-
tion of electrical charges localized on two electrodes that yields
a breakdown voltage between the electrodes and starts the dis-
charge phase. Therefore, the ESD event is characterized by a
nonzero distribution of the electric field and a zero distribution
of the magnetic field at the time instant , which repre-
sent the starting instant of the discharge phase. The value of the
initial charge can be derived from the known ESD current and
produces a static distribution of the electric field, which can be
calculated as proposed in [18]. The nonzero values of the elec-
tric field affect the electromagnetic field solution especially in
the proximity of the discharge path, while they have a very low
influence in the remaining part of the domain.

C. Model of the Grounding System

In practical configurations the object struck by the ESD event
is provided by one or more grounding connections. Since the
dimensions of the grounding system are quite large (i.e., the
grounding conductors can run for long distances, and the ground
reference plane can be very large), it is not possible to model the
whole grounding system in the FDTD computational domain.
In order to overcome this problem, the domain is reduced to
the region of space affected by the ESD event. In this case, the
region includes some wire conductors that cross the boundary
of the computational domain.

Fig. 6. Current waveform used to compare the FDTD result with the analytical
solution.

Fig. 7. Comparison between the FDTD result and the analytical solution.

The wire conductors are modeled in the FDTD code as per-
fect conductors and the electric field tangent to the wire is set
to zero. The radiated field is absorbed on the exterior boundary
by applying a second-order Mur absorbing boundary conditions
(ABCs) [11] suitably modified in the proximity of the wire con-
ductors. Indeed, in order to avoid any reflection of the current
flowing through the wire conductors when passing across the
boundary, exact one-dimensional truncation lattice conditions
are applied [12]. Let us consider the wire conductor parallel to
the axis and crossing the boundary plane as shown in
Fig. 3. The exact one-dimensional truncation lattice conditions
are

(4a)

(4b)

(4c)

(4d)

III. FILAMENTARY ARC MODEL

A model that assumes a filamentary discharge path for the
ESD current has also been developed. This model is obtained by
models of electrical discharges in short air gaps [13]–[15] and
gives analytical expressions for the radiated fields. Indeed, in
electronic devices and industrial environments, ESDs are more
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Fig. 8. Comparison between the FDTD result and the analytical solution.

Fig. 9. Comparison between the FDTD result and the analytical solution.

frequently due to proximity effects; the physics of electric dis-
charges in short air gaps is characterized by shorter duration and
different parameters with respect to long air sparks that are es-
sentially related to the lightning phenomenon. We have assumed
that owing to a charge accumulation on the device (negative
point) that faces a charge accumulation on a neighbor surface
(positive point), the onset voltage is reached and the discharge
occurs. The discharge can be modeled by two phases character-
ized by the primary streamers propagation and by the current
conduction in the ionized channel, respectively.

A. Primary Streamers Propagation

The primary streamers propagation has been modeled by
means of a spatial growing column of current with a positive
charge with its head at . The column tip is supposed to
propagate with a constant average velocity, and the current
from the positive rail to the column tip has been set constant
both with time and with position. Furthermore, during the
streamers propagation the accumulated charges on the surfaces
remain present. The electromagnetic field during this phase
has been analytically calculated and reported in (5) and (6) in
spherical coordinates.

We refer to the geometry of Fig. 4 and we determine the elec-
tromagnetic fields and generated by a filamentary ele-
ment of height , placed at the origin, directed along theaxis
and with a current in it. Assuming a step current in the
element, we evaluate the electromagnetic fields due to a current

Fig. 10. Comparison between the FDTD result and the analytical solution.

column of height by and obtaining
(5) and (6), as shown at the bottom of the next page.

B. Current Conduction in the Ionized Channel

The current conduction in the channel occurs when the spatial
growing column between and reaches the negative point,
and the gap, considered as a short circuit, is crossed by the cur-
rent. The waveform of this current corresponds to the charge
flow through the ionized gap needed to extinguish the existing
charges on the negative and positive points during the streamers
propagation.

The analytical expressions of the electromagnetic field, re-
ferred again to Fig. 4, are as shown in (7) and (8), at the bottom
of the next page.

IV. A PPLICATIONS

A. Radiated Field: Analytical versus FDTD Results

The actual ESD current discharge path can be considered as a
filamentary path. To test the validity of the FDTD model, where
the ESD current is considered as distributed into a FD cell of the
discretized domain, we compared the numerical radiated fields
with the analytical ones.

To test only the fields radiated by the ESD current we consider
an isolated current element in free space. The computational do-
main of 1 m 1 m 1 m is discretized by cells of dimension

cm, and ps is adopted. The current element
oriented along the axis is positioned in the center of the do-
main.

For simplicity, to avoid the static distribution of the electric
field at the time instant , the charge shown in Fig. 5 and
the corresponding current shown in Fig. 6 have been assumed.

The isolated current element considered in the FDTD simu-
lation corresponds to a dipole having a charge on
either pole. In the source proximity, the electric field is domi-
nated by the static charge field as can be seen from Figs. 7 and
8 where the FDTD fields are similar to the charge waveform.
In actual ESD events, the system cannot hold a static charge
and, therefore, this phenomenon affects only the isolated dipole
configuration and does not appear in practical configurations.
Indeed, the analytical electric fields shown in Figs. 7 and 8 are
similar to the current waveform. Thus, the actual comparison
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Fig. 11. Configuration of the enclosure with aperture adopted in the
simulations.

between the models has to be carried out by controlling the mag-
netic fields which are not affected by this phenomenon.

The main influence of the ESD radiated fields are in the prox-
imity of the ESD event, hence, we concentrate our analysis in a
box 40 cm 40 cm 40 cm around the discharge. The-com-
ponent magnetic field obtained by the FDTD simulation and by
the filamentary model at about 10 cm and 40 cm from the dis-
charge are shown in Figs. 9 and 10. It should be noted that the
discrepancies between the two solutions are significant (about
10% relative error at the peak value) only in the proximity of
the ESD event (see Fig. 9), where the finite dimension of the
FD discharge channel cannot represent the actual filamentary
ones.

The discrepancies diminish as the distance from the source in-
creases, as shown in Fig. 10 (about 3% relative error at the peak
value), and completely disappear when the distance from the
source is much greater than the FD cell dimension [16]. Thus,

(5)

(6)

(7)

(8)
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(a) (b) (c)

(d) (e) (f)

Fig. 12. Maps of the electric field components in the panei = 31 (i.e.,x = 0:6 m) after 140 iterations. (a)–(c) Inside the closed box. (d)–(f) Inside the box with
aperture.

(a) (b) (c)

(d) (e) (f)

Fig. 13. Maps of the magnetic field components in the planei = 31 (i.e.,x = 0:6 m) after 140 iterations. (a)–(c) Inside the closed box. (d)–(f) Inside the box
with aperture.
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Fig. 14. Transient behavior of thez component of the electric field
E (31; 31; 31:5) = E (x = 0:6 m; y = 0:6 m; z = 0:61 m) at (a) the
central point of the closed box and of (b) the box with aperture.

the FDTD model gives an acceptable overall approximation of
the filament model of an ESD discharge.

B. Numerical Simulations

The system under investigation is an enclosure of dimensions
40 cm 40 cm 40 cm. The enclosure walls have thickness

mm and conductivity S/m. It should be noted
that this value of conductivity is suitable to model materials such
as composites [19]. Initially, in order focus the attention only on
the electromagnetic penetration through the conductive walls,
an enclosure with no apertures has been considered.

Then, an aperture of dimensions 12 cm12 cm on one side
of the enclosure has been introduced, as shown in Fig. 11. The
computational domain of dimension 1.2 m1.2 m 1.2 m is
discretized by cells of size cm, and ps is
adopted. The box is placed in the center of the domain.

The test configurations have been first analyzed assuming that
the ESD event does not occur in proximity of the enclosure. In
this case, the electromagnetic field that illuminates the box can
be assumed as a plane-wave field. The box is, therefore, excited
by a plane wave propagating in thedirection (i.e., azimuth
angle and elevation angle ), and character-
ized by an incident electric field

V/m having a peak value of about 1 V/m.

Fig. 15. Configuration of a square loop placed inside the enclosure in the plane
j = 31 (i.e.,y = 0:6 m).

Fig. 16. Transient behavior of the current induced in a square loop of edge 4
cm positioned in the center of (a) the closed box and of (b) the box with aperture
in the planej = 31.

The maps of the electric and magnetic field components in-
side the enclosure after 140 iterations for the closed box and for
the enclosure with aperture are shown in Figs. 12 and 13. The
figures show that the and components dominate the other
components either with or without apertures. The figures show
that, without the aperture, the fields inside the box are about
one order of magnitude lower than when the aperture is present.
Nevertheless, the field penetration is not negligible, and its in-
fluence can induce upsets inside the box.

The transient behavior of thecomponent of the electric field
in the central point of the box, i.e.,

m m m , for the two boxes considered

Authorized licensed use limited to: Universita degli Studi di Roma La Sapienza. Downloaded on May 13,2010 at 17:39:35 UTC from IEEE Xplore.  Restrictions apply. 



1016 IEEE TRANSACTIONS ON INDUSTRY APPLICATIONS, VOL. 38, NO. 4, JULY/AUGUST 2002

Fig. 17. Configuration of the enclosure in the proximity of a wire conductor
in the planei = 31 (i.e.,x = 0:6 m).

Fig. 18. Transient behavior of the electric field at the central point (i.e., cell
i = 31, j = 31, k = 31) of the closed box. (a)x andy components. (b)z
component.

are shown in Fig. 14. The waveforms show a high harmonic
content because the enclosure acts as a resonant cavity.

To evaluate the induced effects inside the box a square loop
of edge 4 cm is introduced in the center of the enclosure in the
plane as shown in Fig. 15.

The current induced in the loop placed inside the closed box
and inside the box with aperture is shown in Fig. 16. Compar-
ison of the results obtained for the two configurations confirms
that the fields inside the enclosure and therefore the induced cur-
rent in the square loop are greater in the case of the box with the

Fig. 19. Transient behavior of the electric field at the central point (i.e., cell
i = 31, j = 31,k = 31) of the box with the aperture. (a)x andy components.
(b) z component.

aperture since the field penetrating through the aperture is dom-
inant.

Currents of a few tens of milliamperes can induce upsets in
boards placed inside the enclosures. Therefore, incident fields
comparable with the measured ESD fields [17], which can reach
hundreds of V/m, can induce upsets inside the enclosures either
with and without apertures realized with low conductive mate-
rials.

In the second application, the enclosure under investigation
is assumed to be placed in the proximity of a wire conductor
through which the current produced by an ESD event flows.
This case represents a situation where the enclosure is illumi-
nated by a near field source. The wire is assumed to cross the
computational boundary and reach a ground plane outside the
boundary as shown in Section II-C. The simulation is performed
assuming that the wire conductor is parallel to theaxis and
placed at a distance cm from the box face, (i.e.,

m) in the plane (i.e., m) as shown in
Fig. 17. The adopted ESD current is the same as for the plane
wave A and has a peak
value of about 1 A.

The transient behavior of the electric field components in the
cell , , and , obtained for the closed box
and for the box with the aperture are shown in Figs. 18 and 19.
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The figures show that, in this case, the field components have
similar amplitudes. It should be noted that the effects of the field
penetration through the aperture are evident only on theand

components of the electric field.
The amplitude of the induced fields in this case obviously

depends on the distance between the wire and the box and on
the amplitude of the ESD current which is typically of the order
of tens of amperes [17]. Furthermore, for near field sources, the
field components have nearly the same amplitude and, therefore,
it can be expected that the induced effects could be significant
for any orientation of the loop.

V. CONCLUSIONS

In this paper, an FDTD-INBCs model of an ESD event has
been developed. The approximation of the radiated fields due
to an ESD discharge considering the channel as an FD cell has
been tested by comparison with the fields of a filamentary arc
model, and a satisfactory agreement has been obtained.

The numerical model applied to practical configurations has
highlighted the fact that the penetration of the fields cannot be
neglected when the conductivity of the enclosures is relatively
low, as often happens in practical apparata.
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