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ABSTRACT

Users typically do not hesitate to click on a screen sharing button. However, their
personal information (such as website bookmarks, notifications, and desktop files) may be
revealed unwillingly through such a share. Accordingly, techniques are presented herein
that protect a users' private information when they share their entire desktop or separate
windows. Aspects of the presented techniques adopt a state of the art (SOTA) object
detection model and achieve real-time inference. Further, the incorporated algorithm is
lightweight but useful in that it will not impact performance, but it will provide a positive

user experience.

DETAILED DESCRIPTION

Users typically do not hesitate to click on a screen sharing button. However, their
personal information (such as website bookmarks, notifications, and desktop files) may be
revealed unwillingly through such a share.

Accordingly, techniques are presented herein that protect a users' private
information when they share their entire desktop or separate windows.

Some existing screen capture solutions can detect the content of a specific layout
(such as, for example, a web page within a browser). Such software may read a target
window’s layout management resource files (such as within, for example, a Qt layout
system). However, when it comes to screen sharing such solutions will fail due to a lack of
layout management resource files.

Additionally, some existing solutions combine two primary techniques —i.e., screen

sharing and majority content detection. Most video conferencing companies develop a
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portion share mode, which allows users to share only a portion of their screen. However,
such a mode must be manually established and typically users begin sharing without a
second thought. As a result, such a method is insufficient.

The techniques presented herein protect a user’s private information when the user
shares their screens, not only when they share their entire desktop but also when they share
individual windows. Users typically do not hesitate to click on a screen sharing button.
However, their personal information (such as website bookmarks, notifications, and
desktop files) may be revealed unwillingly through such a share. Consequently, aspects of
the presented techniques support a sharing mode that smartly proposes the correct screen
region that a user may wish to share. Among other things, a user may then tweak the
proposed area. For example, if a user is sharing a browser window, then the web page may
be displayed on the sharing panel while the bookmarks and the tabs will not be displayed.

Figure 1, below, presents elements of the logic that resides behind aspects of the

techniques presented herein.

x,y,width, height x',y',width, height )

Capture the Region Detection Region Crop the Original Encode and
screen keyframe Network Refinement Frame \ Render

Figure 1: Illustrative Smart Sharing Pipeline

The illustrative pipeline that was presented in Figure 1, above, depicts elements of
a smart sharing flow including the actions of capture, region detection, refinement, and
encoding.

The techniques presented herein may be further explicated through a description of
four key parts of the techniques. A first part of the techniques presented herein

encompasses region detection. Under this part, a screenshot keyframe may be fed into a
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well-trained convolutional neural network (CNN). Such a network may return the top-left
coordinates, the width and height of a proposed region, and a confidence score.

A second part of the techniques presented herein encompasses region rectification
involving refining the position of a bounding box. A proposed region might shift slightly
from the correct position due to a limitation of the neural network. Thus, the image
processing method is designed to refine the box's position (i.e., the coordinates of the top-
left corner) by searching the upper corner in a 10 x 10 region around the upper corner of
the bounding box and aligning the same with the corner of the highest score.

A third part of the techniques presented herein encompasses cropping the original
frame. Under this part, the originally captured keyframe may be cropped based on the box
that was identified during the previous steps. Importantly, this region should only contain
the main content and the result may be inherited for the following frames until the user
changes it.

A fourth part of the techniques presented herein encompasses encoding and
rendering. This part incorporates rendering the proposed region and displaying it on the
front stage.

Aspects of the techniques presented herein encompass the identification of a
proposed region through the application of a CNN. The region proposal model may be
developed through a deep learning method. Since this task involves object detection, the
state of the art (SOTA) model YOLOVS5 may be applied. It is well-known that a good model
needs to be driven by well-labeled data. Since there are recordings containing sharing
sessions that are available for analysis, it is possible to use those materials to train such a
model based on label tools that draw the bounding box of a majority region.

Aspects of the techniques presented herein define two categories of regions. A first
category may be referred to as a common area, which consists of the area that is safe for
sharing. A second category my be referred to as a sensitive area, which consists of the area
containing personal information. Figure 2, below, presents an exemplary screen image that

illustrates the above-described region categories.
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Figure 2: Exemplary Screen Image

In the exemplary screen image that was presented in Figure 2, above, the common
area region is depicted in green, and the sensitive area region is depicted in red. Figure 3,
below, depicts elements of a corner alignment procedure that is possible according to

aspects of the techniques presented herein.
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Figure 3: Exemplary Corner Alignment Flow

Under the corner alignment procedure that was presented in Figure 3, above, a
Gaussian blurred filter may be applied on the y-channel to eliminate noise and subtle sharp
edges. Then, the Laplacian operator may be applied around the top-left corner of the

proposed region within a 10 x 10 searching window. Finally, a better corner point inside
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the searching window may be found (as opposed to a CNN-based result) and that point
may be selected as the new corner.

Use of the techniques presented herein offers a number of benefits. First, the
presented techniques are lightweight. The incorporated algorithm only runs when a user
starts a sharing session. Additionally, the algorithm will inherit a proposed region for
upcoming frames. As a result, the algorithm will not consume computation resources
afterward so it will not impact performance. Second, the presented techniques are secure.
For example, a user’s personal information (such as email or message preview) will not be
revealed during a sharing session. Third, the presented techniques are tolerant of mistakes.
For example, if the incorporated algorithm makes a mistake and proposes the wrong region,
a user may adjust the proposed region by dragging the indicated rectangle. Fourth, the
presented techniques are flexible. In contrast to classic methods, the incorporated algorithm
may be adapted to a variety of screen sharing conditions.

In summary, techniques have been presented herein that protect a users' private
information when they share their entire desktop or separate windows. Aspects of the
presented techniques adopt a SOTA object detection model and achieve real-time inference.
Further, the incorporated algorithm is lightweight but useful in that it will not impact

performance, but it will provide a positive user experience.
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