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Abstract

Transparency is viewed as an essential prerequisite for consumers to make informed pri-
vacy decisions in digital markets. Howeuver, it remains an open research question whether
and when individuals actually prefer transparency about privacy risks when given a chance
to avoid it. We investigate this question with a randomized controlled online experiment
based on an Ellsberg-type design, where subjects repeatedly choose between risk and am-
biguity while facing the threat of an actual disclosure of their personal data. We find em-
pirical support for ambiguity attitudes as a novel behavioral mechanism underlying peo-
ple’s transparency choices in privacy contexts. In particular, we find that most individuals
avoid ambiguity and prefer transparency for low likelithood privacy losses. Howeuver, this
pattern reverses for high likelihood losses and when subjects perceive data disclosure as a
gain. Most notably, a significant share of people seek ambiguity and thus prefer to avoid
transparency when facing high likelihood privacy risks.

Keywords: Privacy, transparency, privacy uncertainty, privacy risks, ambiguity attitudes

Introduction

Digital devices and services frequently collect large amounts of user data, for example, to personalize services
or to display targeted advertisements (Tucker 2012). As the Internet of Things (IoT) increasingly connects
everyday devices such as music speakers, door locks or security cameras, this collection of personal data is
becoming omnipresent. However, most consumers do not know about the extent to which devices and ser-
vices collect data about them, how the data is used or how it is protected (Al-Natour et al. 2020). At the same
time, a majority of users feel that disclosing their personal data involves risks of data being misused by com-
panies or information being compromised in data breaches (The Harris Poll 2020). Frequent data breaches
(Identity Theft Resource Center 2021) and the large number of consumers affected by recent privacy inci-
dents on popular digital platforms such as Facebook (Peters 2021) or Yahoo (Perlroth 2017) underscore that
sharing data with firms can entail significant privacy risks. Therefore, data protection regulations such as
the European General Data Protection Regulation (GDPR) or the California Consumer Privacy Act (CCPA)
stipulate that data processing practices should be transparent such that consumers can make informed pri-
vacy decisions. Although most firms comply with the legal requirements by posting privacy policies, these
are often difficult to understand and are thus rarely read by consumers (Obar and Oeldorf-Hirsch 2020).

Thus, efforts to increase the transparency of privacy practices in digital markets are ongoing. This is, in par-
ticular, the case for the 10T, where privacy and security attributes of smart devices are often highly opaque
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and non-transparent to users (Blythe et al. 2019). In consequence, regulators and consumer protection ad-
vocates have called on IoT device manufacturers to be more transparent about how their IoT devices process
personal data so that consumers are made aware of the privacy implications when buying and using these
products (BEUC 2017). In both the EU and the US, this has propelled initiatives to introduce IoT product
labels that shall offer users greater transparency about privacy risks (European Commission 2016; Execu-
tive Order 14028 2021). Yet, these initiatives rely on IoT manufacturers to voluntarily adopt such product
labels. In particular, policymakers envision that when consumers can integrate privacy attributes into their
purchase and use decisions, privacy becomes a salient dimension along which manufacturers will compete.
In turn, this may create a virtuous circle where manufacturers have incentives to offer more privacy-friendly
products. Evidently, this reasoning hinges crucially on the assumption that consumers actively choose more
transparent products. However, so far, there is little research on consumers’ decision-making in situations
where they can choose between products or services that are more or less transparent about the involved pri-
vacy risks. In fact, despite the beneficial effects of transparency, previous studies have found that consumers
sometimes avoid information or react negatively to transparency (Brough et al. 2022; Kim et al. 2019).

In this study, we, therefore, draw on the theory on decision making under uncertainty to investigate people’s
choices between more and less transparency in privacy contexts. From a behavioral economics perspective,
transparency choices in privacy contexts can be generalized to a decision between different degrees of un-
certainty about privacy risk. In particular, we argue that transparency corresponds to a situation where
individual decision makers are informed about privacy risks (i.e., the probabilities for an uncertain disclo-
sure of personal data can be estimated). In contrast, without transparency, decision makers face a situation
of ambiguity (i.e., the probabilities for an uncertain disclosure of personal data are unknown). Building on
the well-established theory of ambiguity attitudes, we, therefore, empirically investigate the research ques-
tion of how individuals choose between different degrees of uncertainty when the consequence of this choice
is the disclosure of individuals’ personal data to others.

In a randomized controlled online experiment based on an Ellsberg-type design that puts subjects’ personal
data under threat of actual disclosure, we find that ambiguity aversion among subjects prevails for low like-
lihood losses, but ambiguity seeking is more prevalent for high likelihood losses. From these findings, we
conclude that people prefer transparency when privacy risks are perceived to be low. However, when fac-
ing high privacy risks, a significant share of people seeks ambiguity and actively avoids transparency. These
results indicate that, when consumers perceive general privacy risks to be low, voluntary transparency initia-
tives, such as IoT product labels, could promote choices for products that better protect consumers’ privacy.
In contrast, when consumers perceive privacy risks to be high, a significant share of consumers might prefer
to choose non-transparent products, which would undermine the effectiveness of voluntary transparency
efforts. Thus, in industries and markets with high privacy risks, mandatory transparency policies may be
warranted. Inline with previous research on ambiguity attitudes for monetary outcomes, we further find that
these transparency preferences reverse if people perceive the disclosure of their personal data as a gain. In
this case, transparency is preferred when the likelihood of disclosure is high but ambiguity is preferred if the
likelihood is low. Overall, these empirical findings can be rationalized by hope and fear effects (Viscusi and
Chesson 1999) that may motivate individuals to prefer ambiguous outcomes and to avoid information about
the likelihood of a data disclosure. From a theoretical perspective, our findings suggest that ambiguity pref-
erences represent an important behavioral mechanism that significantly shapes individuals’ transparency
choices in privacy contexts.

The remainder of this paper is structured as follows. First, we review the related literature, highlight the
research gap and develop our hypotheses. We then introduce the experimental design, provide details about
the experimental procedures and describe our sample before the experimental results are presented. Before
we conclude, we discuss the theoretical contributions and implications for practice of our findings.

Related Literature and Hypotheses

The Effects of Transparency in Privacy Contexts

In the privacy context, transparency is commonly defined as the provision of information about data pro-
cessing practices (Betzing et al. 2020; Sleziona and Widjaja 2022). These processing practices can entail
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the collection, storage, use, protection and sharing of personal data (Awad and Krishnan 2006; Brough et
al. 2022; Karwatzki et al. 2017; Martin et al. 2017). In general, transparency reduces asymmetric infor-
mation between users and data-processing firms, which in turn reduces consumers’ perceptions of privacy
uncertainty, i.e., “consumers’ difficulty in assessing the privacy of the information they entrust” to others
(Al-Natour et al. 2020, p.2). Therefore, transparency can be conceptualized as the provision of information
that reduces consumers’ perceived privacy uncertainty.

The effects of transparency in the privacy domain have been studied in diverse contexts such as targeted
advertising, e-commerce, apps or social networks. In general, transparency does seem to facilitate informed
decision-making of consumers as it significantly increases individuals’ comprehension of privacy practices
(Betzing et al. 2020). However, the effects of transparency diverge across studies and investigated contexts.
Overall, the findings suggest two main countervailing effects of transparency on consumers’ behavior. On
the one hand, transparency may increase perceptions of fairness (Kim et al. 2019), reciprocity (Zimmer et
al. 2010) and trust (Bansal et al. 2015; Liu et al. 2005). Moreover, it may mitigate feelings of vulnerability
(Martin et al. 2017). Altogether, this can lead to the disclosure of more sensitive personal information (Zim-
mer et al. 2010), higher click-through intentions on targeted ads (Aguirre et al. 2015), or higher intention to
use an app (Al-Natour et al. 2020). On the other hand, transparency can make privacy issues more salient
and thus raise privacy concerns that were previously dormant (Karwatzki et al. 2017; Marreiros et al. 2017).
In consequence, despite the potential benefits, providing more transparency may prove ineffective or even
have negative effects for firms. In particular, previous studies have found transparency to be ineffective in
changing consumers’ willingness to disclose personal information (Karwatzki et al. 2017), to have negative
or no effects on targeted advertising effectiveness (Kim et al. 2019) or to negatively affect purchase inten-
tions of consumers (Brough et al. 2022). Whether positive or negative effects of transparency prevail has
been found to depend on contextual factors such as the content of a transparency message (Kim et al. 2019),
the framing of the decision scenario (Brough et al. 2022) or the timing and reference point of decision (Ad-
jerid et al. 2013). Moreover, positive effects of transparency might only emerge in combination with control
(Martin et al. 2017) or preexisting trust in the institution that offers transparency (Kim et al. 2019). Finally,
people who value transparency are less inclined to consent to data collection, which can render the provision
of transparency an ineffective strategy for firms (Awad and Krishnan 2006).

Notably, all these studies employ experimental designs that exogenously assign subjects to conditions with
or without transparency. Whereas such designs are well-suited to isolate the effects of a given transparency
level, they do not leave subjects with a choice that would reveal their actual preferences between varying
levels of transparency. However, given that transparency can only be effective if consumers indeed consider
provided information, the question of whether consumers actually prefer and choose transparency in privacy
contexts when given the chance to avoid it is fundamental. Therefore, we design our experiment to explicitly
elicitindividuals’ choices between a transparent and a non-transparent option with privacy implications. Up
to now, empirical research on this question is scant. A notable exception is Tsai et al. (2011) who find that
individuals prefer to buy from sellers for which a search engine provides privacy information. In the IoT
context, Johnson et al. (2020) find that consumers generally prefer devices with an IoT label that makes
privacy and security information transparent over devices without such a label. We contribute to these
findings by scrutinizing a specific behavioral mechanism that may explain transparency choices in privacy
contexts and by identifying conditions under which consumers indeed prefer transparency.

Furthermore, the existing literature focuses primarily on measuring the effects of transparency on behav-
ioral intentions such as intention to disclose information (Karwatzki et al. 2017) or intention to click on a
targeted advertisement (Aguirre et al. 2015). The predictive power of these studies for actual behavior might,
therefore, suffer from the intentions-behavior gap (Morwitz and Munz 2021; Sheeran and Webb 2016). In
privacy contexts, this gives rise to the well-known privacy paradox, as individuals frequently state to be con-
cerned about their privacy but are readily willing to disclose their personal data in return for small benefits
(Kokolakis 2017; Norberg et al. 2007). Notably, transparency itself has been shown to affect how stated in-
tentions translate into actual behavior (Zimmer et al. 2010). Thus, studies on stated intention may not fully
capture the causal effects of transparency on actual behavior. To complement these existing studies, our
experiment investigates actual behavior with realized outcomes rather than stated intentions in hypotheti-
cal scenarios. Thus, we follow recent calls for more experimental research on actual behavior and revealed
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preferences (see, e.g., Dinev et al. 2015; Hulland and Houston 2021; Lowry et al. 2017).

With respect to the established body of knowledge on transparency in privacy contexts, it is striking that the
findings differ significantly across application contexts and modes of presentation of transparency (Sleziona
and Widjaja 2022). Yet, generalizable behavioral mechanisms that can explain these decisions are still
poorly understood. Thus, our experiment aims to test such a mechanism and its general effects on indi-
viduals’ transparency choices in privacy contexts by deliberately abstracting from context-specific factors
of various privacy-related decisions in practice. To this end, the employed randomized controlled online
experiment (cf. Gupta et al. 2018) allows us to isolate causal mechanisms by controlling for confounding
variables such as transaction costs or peripheral cues. In this vein, we can offer a novel theoretical expla-
nation for people’s transparency choices in privacy contexts, whose external validity then should be tested
further in more context-specific applications by future empirical studies.

Decision Making under Risk and Ambiguity

In this study, we draw on the theory on decision making under uncertainty and conceptualize the decision
between more and less transparent options as a choice between different degrees of uncertainty about pri-
vacy risk, i.e., the probabilistic disclosure of personal data. For example, consider IoT product labels that
convey information about privacy risks associated with the use of connected devices. These labels allow con-
sumers to form more precise estimates about the possibility of a data disclosure for devices with a label than
for devices without such a label (Emami-Naeini et al. 2021). Hence, the behavioral economics literature on
ambiguity attitudes is closely related to our research question and conceptualization of privacy risks. This
stream of literature distinguishes between two major types of uncertainty: risk and ambiguity. In a situa-
tion of risk, the decision maker knows the probabilities for the outcomes of an uncertain event, whereas in a
situation of ambiguity, the decision maker cannot assign any probabilities to the possible outcomes. Thus,
“[a]mbiguity is introduced by the absence of salient information that could in principle be available to the
decision maker” (Trautmann and van de Kuilen 2015, p. 90).

Ambiguity attitudes, therefore, capture individuals’ preferences for taking a bet under risk over a bet under
ambiguity (Ellsberg 1961). In economic laboratory experiments, this is often presented to subjects as the
choice between winning or losing money with a known probability or winning or losing the same amount
of money with an unknown probability. Although ambiguity attitudes are closely related to risk attitudes,
the two concepts are, by definition, distinct. Whereas ambiguity attitudes capture preferences for known
risks over unknown ambiguity, risk attitudes commonly capture preferences for known risks over certain
outcomes (Abdellaoui et al. 2011; Dimmock et al. 2016b). In digital markets, privacy risks are inherently
uncertain to consumers, as consumers lack perfect information about how the data they disclose is used and
protected by organizations. Depending on the level of transparency provided, consumers will thus perceive a
situation of risk or a situation of ambiguity. Therefore, our study focuses exclusively on measuring ambiguity
attitudes and does not consider risk attitudes.

A well-known finding, going back to the seminal work by Ellsberg (1961), is that people often display ambigu-
ity aversion for uncertain gains of money, i.e., they prefer risk over ambiguity. Later research then identified
a more nuanced pattern of ambiguity attitudes (for an overview, see Trautmann and van de Kuilen 2015):
When the likelihood of winning money is relatively high, most people avoid ambiguity. However, when the
likelihood of winning is low, ambiguity neutrality and ambiguity seeking become more prevalent attitudes.
When the outcome is an uncertain loss of money, the pattern reverses. In the loss domain, individuals tend
to avoid ambiguity for low likelihoods of losing money but are instead predominantly ambiguity neutral or
ambiguity seeking for high likelihoods of losing. More recently, Kocher et al. (2018) investigate monetary
gains and losses in a uniform experimental setting and find confirmatory evidence for this fourfold pattern
of ambiguity attitudes, i.e., ambiguity aversion in the domain of high likelihood gains, ambiguity seeking for
low likelihood gains and a complete reversal of preferences in the loss domain.

A rich body of literature corroborates the general relevance of ambiguity attitudes for a wide variety of deci-
sions and choices. Whereas most studies that elicit ambiguity attitudes focus on monetary outcomes (Traut-
mann and van de Kuilen 2015), these ambiguity attitudes have been found to generalize to behavior in fi-
nancial markets (Bianchi and Tallon 2019; Dimmock et al. 2016a), predict the choice of established brands
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(Muthukrishnan et al. 2009), explain technology choices (Barham et al. 2014) and predict health-related
behavior in school children (Sutter et al. 2013). In this spirit, Li et al. (2018) call for more research on
ambiguity attitudes with respect to different outcomes and sources of uncertainty.

Thus, in this study, we explore the role of ambiguity attitudes for outcomes that involve individuals’ un-
certain disclosure of personal data as opposed to monetary outcomes. This is especially relevant as the
privacy domain is characterized by numerous risks to an intangible good of significant value to most people
(Lin 2021; Al-Natour et al. 2020) and as privacy decision-making is known to be subject to various behav-
ioral biases (Acquisti et al. 2015; Dinev et al. 2015). In addition, personal data is fundamentally different
from money due to its non-rivalry. People can experience a “privacy loss” and still be in possession of their
personal data that has been disclosed to others. Moreover, people have been shown to attribute very het-
erogeneous valuations to their personal data (see, among others, Benndorf and Normann 2018; Schudy and
Utikal 2017), which is in stark contrast to the objective value of money.

Despite these idiosyncrasies of data and calls for more research on behavioral economics phenomena in
privacy contexts (see e.g., Arnott and Gao 2022; Dinev et al. 2015; Goes 2013), the effects of ambiguity atti-
tudes on individuals’ privacy decisions have so far received scant attention. A notable exception is Wang and
Nyshadham (2011), who elicit people’s willingness to pay to avoid a particular situation of uncertainty when
facing a probabilistic threat of identity theft. Wang and Nyshadham show that subjects are willing to pay a
significantly higher amount of money to avoid a situation of ambiguity than to avoid a situation of risk. Thus,
subjects could be indirectly classified as ambiguity averse for the given privacy decision context. However,
Wang and Nyshadham do not directly elicit ambiguity attitudes by giving subjects an explicit choice between
risk and ambiguity. Moreover, they do not vary the likelihood of the potential data disclosure, which may be
an important determinant of individuals’ ambiguity attitudes, as suggested by the aforementioned experi-
mental studies on money losses. Therefore, we conduct a more systematic analysis of ambiguity attitudes to
shed light on people’s attitudes towards different degrees of uncertainty in privacy contexts.

Hypotheses

To derive hypotheses on ambiguity attitudes for decisions with privacy outcomes, we build primarily on
the behavioral economics literature that has investigated ambiguity attitudes for decisions with monetary
outcomes. In particular, this literature has found that ambiguity attitudes depend on the general likelihood
of a probabilistic money gain or money loss (Kocher et al. 2018). Therefore, in our study, we test whether the
likelihood of a probabilistic data disclosure affects ambiguity attitudes in the context of privacy outcomes.
In particular, we compare situations with low and high likelihood disclosures of personal data, respectively.
Moreover, previous experimental studies on monetary outcomes have found that ambiguity attitudes depend
on the outcome domain, i.e., on whether people face a probabilistic gain or loss of money (Kocher et al.
2018). This suggests that ambiguity attitudes toward privacy outcomes may also depend on whether subjects
perceive the disclosure of their personal data as a gain or a loss. However, whereas for money, there is an
objective benchmark on what constitutes a monetary gain or loss, people’s privacy valuations are highly
heterogeneous across individuals. Therefore, some people may place a very high value on the protection
of the same type of personal data that others may readily disclose (Benndorf and Normann 2018; Fast and
Schnurr 2020). For example, consider a social media post that suddenly becomes viral and is subject to
attention by a larger than expected mass of people. While some people might consider this an undesired
disclosure of personal data, others might actively seek such publicity. In consequence, the classification of
a data disclosure as a loss or a gain arises endogenously based on individuals’ perceptions as opposed to the
exogenous and objective nature of monetary gains and losses.

With respect to these contingencies, we first derive our hypothesis on the conditions under which we expect
a preference for transparency about risks, i.e., ambiguity aversion, to prevail. As discussed above, ambiguity
aversion is found to constitute the prevailing ambiguity attitude for monetary outcomes when there is either
a low likelihood money loss or a high likelihood money gain (Kocher et al. 2018). A common interpretation
of these findings is that people fear ambiguity when known risks are perceived to be low, and thus these
risks are assumed to offer a relatively safe option over unknown probabilities (Viscusi and Chesson 1999).
Hence, in the case of low likelihood losses, people may perceive known probabilities to promise relatively safe
protection, while in the case of high likelihood gains, known probabilities are perceived to promise relatively
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safe gains. An alternative theoretical explanation suggests that people may generally prefer a risky choice
over an ambiguous choice because the risky choice offers more information to the decision maker. Thus,
in the case of a choice for the risky option with known probabilities, a loss may be attributed to bad luck,
whereas in the case of a choice for the ambiguous option, a loss may be attributed to the incompetence of the
decision maker who neglected information that was available for the risky choice (Trautmann et al. 2008).

Based on the empirical findings and theoretical rationalizations offered by the extant literature on ambiguity
attitudes for monetary outcomes, we derive the following hypothesis on when to expect people to have a
preference for transparency:

Hypothesis 1 (Preference for transparency) Ambiguity aversion exceeds ambiguity seeking when
(a) data disclosure is perceived as a loss and the likelithood of disclosure is low,
(b) data disclosure is perceived as a gain and the likelihood of disclosure is high.

Second, we derive our hypothesis on the conditions under which we expect people to prefer ambiguity and
avoid transparency about privacy risks. Previous studies on monetary outcomes have found ambiguity atti-
tudes change as the likelihood of a money loss increases or the likelihood of a money gain decreases (Traut-
mann and van de Kuilen 2015). In particular, it has been found that ambiguity aversion diminishes and more
people become ambiguity seeking or ambiguity neutral as the likelihood of a money loss increases (Kocher
etal. 2018). Conversely, for money gains, Dimmock et al. (2016b) find that, as the likelihood of a money gain
becomes smaller, ambiguity seeking becomes the predominant ambiguity attitude over ambiguity aversion.
A consistent interpretation for prevalent ambiguity seeking is given by hope effects as the counterpart of fear
effects discussed for ambiguity aversion and Hypothesis 1: When the likelihood of losing is relatively high,
or the likelihood of winning is relatively low, subjects hope for better chances in the ambiguous option than
in the known risk option (Viscusi and Chesson 1999). In line with these empirical results and the theoretical
explanation offered by hope and fear effects, we posit the following hypothesis on when to expect people to
prefer ambiguity instead of transparency:

Hypothesis 2 (Preference for ambiguity) Ambiguity seeking exceeds ambiguity aversion when
(a) data disclosure is perceived as a loss and the likelthood of disclosure is high,
(b) data disclosure is perceived as a gain and the likelihood of disclosure is low.

In summary, we expect a reversal of transparency preferences (i) for low and high likelihoods of data dis-
closure as well as (ii) for perceived privacy losses and perceived privacy gains. By testing these behavioral
predictions empirically, we can evaluate the relevance of the proposed theory on ambiguity attitudes for
transparency choices in privacy contexts. Thus, we aim to provide empirical evidence on people’s ex-ante
transparency preferences and their actual choices between varying degrees of uncertainty about privacy
risks, which complements well-established findings on the ex-post effects of transparency. In this vein, we
also integrate the co-existing, but so-far isolated, streams of literature on transparency in privacy contexts
in IS and on ambiguity attitudes in behavioral economics. Hence, our study contributes to recent calls for
IS and privacy research to incorporate theories and phenomena from behavioral economics (see e.g., Arnott
and Gao 2022; Dinev et al. 2015; Goes 2013) and to a growing body of research that experimentally studies
privacy-decision making (e.g., Adjerid et al. 2013; Adjerid et al. 2019).

Methodology
Experimental Design

We investigate individuals’ preferences between risk and ambiguity in the privacy domain based on a ran-
domized controlled online experiment. To elicit revealed preferences with high internal validity, we imple-
mented the well-known choice task by Ellsberg (1961), where subjects must repeatedly choose whether they
prefer a random draw from a bag with colored chips of known composition or from a bag with chips of un-
known composition. A novel feature in our experimental design is that the uncertain outcome of the draw
is the potential disclosure of a subject’s actual personal data to all other subjects in the same experimental
session. Sensitive and verifiable personal data in the controlled experimental environment was generated
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by having subjects answer 16 questions of a logic test under time pressure and collecting relative test scores
among subjects (The International Cognitive Ability Resource Team 2014). Subjects’ test scores were then
put under threat of disclosure to other participants (cf. Fast and Schnurr 2020; Feri et al. 2016) according
to the experimental procedures described below.

To test our hypotheses on the effects of the likelihood of data disclosure, we exogenously varied the likelihood
between a high and a low likelihood treatment. This was operationalized by changing the maximum number
of colors of the chips in the bags of the Ellsberg choice tasks. Whereas in the high likelihood treatment, bags
would contain chips of at maximum two colors, bags in the low likelihood treatment would contain chips of
up to ten colors. As perceptions of privacy gains or losses due to a data disclosure emerge only endogenously,
we test our second set of hypotheses on the effects of the outcome domain by eliciting subjects’ perceptions
about data disclosure in the experiment and split the sample in our analysis accordingly (see the Results).

The experiment employs a between-subjects design, i.e., each subject participates in exactly one treatment.
This prevents possible carry-over effects and confounding effects of within-subjects designs. Subjects are
aware of the treatment conditions that they are receiving, but they do not know that it is a treatment, nor do
they know about the other treatments. Treatments are randomized at the session level. The experiment was
run online using the software LimeSurvey, and subjects participated in a Zoom meeting with their cameras
turned off and anonymized names during the session.

Measurement of Ambiguity Attitudes

We measured ambiguity attitudes using an adaptation of the well-known Ellsberg (1961) choice task by
Kocher et al. (2018). In the task, subjects repeatedly chose whether they preferred a random draw from
a bag with 100 colored chips of known composition or from a bag with 100 chips of unknown composition.
Across treatments, we exogenously varied the maximum number of colors in both bags between ten and two
colors, which we refer to as the low likelihood and the high likelihood treatment, respectively. Following
Kocher et al. (2018), the choices between the risky and the ambiguous bag were presented to subjects as a
choice list, as depicted in Figure 1. In the choice list, every row corresponds to a decision between the two
bags, so subjects face a total of nine decisions. In the first decision, the risky bag contains relatively few chips
of the personal decision color. Therefore, a disclosure is relatively unlikely in the first choice. Going down
the choice list, the number of chips of the personal decision color increases in the risky bag. The composition
of the ambiguous bag is unknown throughout all choices and consequently does not change. Thus, subjects
that want to avoid the disclosure of their test result should switch from the risky bag to the ambiguous bag
at some point in the list as the probability of disclosure increases in the risky bag. At that switching point,
subjects reveal the probability at which they are indifferent between the risky and the ambiguous option.
This probability equivalent p., is given by the following equation (Kocher et al. 2018):

pr— o —pr) ifi=0,
Peq = { 3(Pis1 + i) ifie{l,2,...8}

where i is the row right before a subject switches, and i + 1 is the row where the other bag is chosen. If
a subject chooses the ambiguous bag already in the first row, then i = 0, and if a subject never chooses
the ambiguous urn, then i = 9. Thus, except for the corner cases, p. is calculated as the midpoint of the
respective probabilities.

Based on the row where subjects switch between the bags in the choice list, subjects are categorized as being
ambiguity neutral, ambiguity seeking or ambiguity averse. To this end, the ambiguity neutral probability p,,,
i.e., the theoretical probability where an ambiguity-neutral decision maker would switch from the risky to
the ambiguous choice, serves as the theoretical benchmark. This probability is given by p,, = 1/n, where n is
the maximum number of colors in both bags (Abdellaoui et al. 2011). Thus, in the high likelihood treatment
with two colors p,, = 50% and in the low likelihood treatment with ten colors p,, = 10%. In both treatments,
the respective choice list displays the ambiguity-neutral choice roughly in the middle to avoid confounding
due to cognitive biases (Kocher et al. 2018). For the high likelihood treatment, this is illustrated by the
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Please make a choice between Bag A and Bag B in each row of the table below.
You have chosen blue as your personal decision color.

Bag A Bag B
(100 chips in total) (100 chips in total)
Number of chips Number of chips
Number of blue chips of other color Number of blue chips of other color
(Disclosure of your test (No disclosure Decision for Decision for (Disclosure of your test (No disclosure
result) of your test result) Bag A Bag B result) of your test result)
25 75 o
30 70 ®
35 65 ) Ambiguity seeking
40 60 @
45 55 ) unknown unknown

50 50 O)
\ Ambiguity neutrality

55 45 ()
60 40 ®

Ambiguity aversion
65 35 O)

Figure 1. Ellsberg choice task in the high likelihood treatment

two black arrows in Figure 1, which indicate the switching points that correspond to ambiguity neutrality
of the respective decision maker. Subjects that already switch from the risky bag to the ambiguous bag for
lower known probabilities, i.e., p.; < py, are categorized as ambiguity seeking. In contrast, subjects that
continue to choose the risky bag for higher known probabilities and switch only later to the ambiguous bag,
i.e., peq > pn, are categorized as ambiguity averse. This assumes that subjects perceive data disclosure as a
loss. On the contrary, if subjects perceive data disclosure as a gain, the direction of switching between the
ambiguous bag and the risky bag as well as the categorization scheme are simply reversed.

Experimental Procedures

Each experimental session proceeded according to the protocol illustrated in Figure 2 and described in the
following. At the start of the experiment, subjects joined a Zoom meeting with anonymized names and had
to give their consent to the privacy policy. Apart from the potential data disclosure, subjects entered their de-
cisions in private and could not observe the actions of others. Before any information about the experiment
was revealed, every participant independently chose their personal decision color from a fixed list of two
or ten colors, depending on the treatment. This procedure is commonly used to prevent subjects from be-
lieving the experimenter might have manipulated the composition of the ambiguous bag to the detriment of
subjects (Kocher et al. 2018). Next, participants were fully informed about the procedures of the experiment
by the displayed experimental instructions that were also read aloud. Participants then had to complete ten
comprehension questions on the experimental instructions and could only proceed if they answered each
question correctly. Subjects then had to state whether they wanted to participate in the Ellsberg choice task,
which would subject their test result to the possibility of disclosure in the experimental session. Subjects
who agreed to participate in the choice task received a 20 EURO flat payment in return. Participants had
to make this opt-in decision before they learned of their performance in the logic test in order to avoid self-
selection. The payment was unconditional on whether a subject’s test result was actually disclosed. In line
with European data protection law, we, therefore, made sure that subjects could avoid the disclosure of their
test result without having to leave the experiment altogether while still providing a strong incentive to par-
ticipate in all tasks of the experiment. In addition, this consent-based procedure avoids confounding effects
due to erratic behavior.

In the next stage, personal data was collected from participants. The collection of personal data in experi-
ments faces the challenge that the data should be verifiable to avoid lying and should not bear the potential
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Figure 2. Experimental protocol

to harm participants in case of data disclosure (Feri et al. 2016). Following previous experiments (Fast and
Schnurr 2020; Feri et al. 2016), subjects, therefore, performed a logic test, and we used the test result as
personal data that was put under threat of disclosure to other participants. The test consisted of 16 questions
from the ICAR-project (The International Cognitive Ability Resource Team 2014). Subjects had to answer
each question in under one minute and received 30 CENT per correct answer. Immediately after taking the
test, subjects received detailed private feedback on their performance, including the number of correctly
answered questions and their rank relative to the other participants in the same session. Next, subjects
completed the Ellsberg choice task, where they had to state their decisions for the list of choices between the
risky and ambiguous options, as described above. This allows us to measure subjects’ ambiguity attitudes.

After completing the Ellsberg choice task, subjects answered a questionnaire with a set of questions on their
privacy attitudes and demographic characteristics. In particular, we asked subjects whether they perceived
their logic test result as sensitive information by adapting the information sensitivity* scale (Dinev et al.
2013) to our context. Additionally, we asked subjects to which extent they found the disclosure of their
test result desirable. To verify that our treatment manipulation was successful, we asked subjects to rate
how likely they perceived the disclosure of their test result in the experiment on a seven-point Likert scale.
Finally, participants reported basic demographic information such as gender and age.

In the last stage of the experiment, one of the participants was randomly selected by drawing a numbered
ball from a lottery with the ids of all participants. For this participant, one of the nine decision rows from
the Ellsberg choice task was determined by another draw from a second lottery. Both lottery draws were
conducted by the experimenter during the experiment and were streamed by video to subjects via Zoom.
For the selected participant, the determined decision was implemented, i.e., a chip was drawn from the
bag that the subject had chosen in the respective decision row. If the subject had chosen the risky bag, the
experimenter filled a bag with 100 chips according to the composition given by the determined decision row.
The ambiguous bag was already prepared before the experimental session and was visible to subjects in the
Zoom meeting during the whole session. If the chip drawn from the bag was of the participant’s personal
decision color, the participant had to disclose their test score together with their name and photo to all
participants in the session. This was implemented by showing the respective test result screen in the Zoom
meeting by the experimenter. To assure that participants could not use a fake name or photo, the selected
subject had to verify their identity by presenting their student card to the experimenter.

Sample

The experiment was pre-registered (https://doi.org/10.1257/rct.8066-1.0) and approved by the Ethics Com-
mittee of the University of Passau as well as the German Association for Experimental Research. The privacy
policy is fully compliant with the European GDPR and was approved by the data protection officer of the Uni-
versity of Passau. In all sessions, subjects were fully informed about the timeline of the experiment and the
consequences of their actions. Moreover, a participant could exit the experiment at any time. Participants
received a fixed participation fee of 5 EURO in addition to their variable payoff from the logic test and their
participation in the Ellsberg choice task.

In total, 172 student subjects participated in the experiment. Twelve experimental sessions were conducted

Ttems were measured on seven-point Likert scales (1 = “strongly disagree” and 7 = “strongly agree”)
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between August and September 2021 with 15 participants per session.? Subjects were recruited from the
university’s student pool PAULA via the ORSEE platform (Greiner 2015). Of the 172 subjects, 15 participants
opted out of the Ellsberg choice task during the experiment to avoid the disclosure of their test result and
are, therefore, omitted from the final sample. However, these 15 participants fully completed all other steps
of the experiment and were present in case of a data disclosure. All participants passed the two attention
checks. Twenty-two subjects switched between bags multiple times, which is a common phenomenon in
experiments that use choice lists (Barham et al. 2014; Kocher et al. 2018). We can accommodate 13 of
these 22 subjects by calculating the mid-point between the first and the last switching point, which has been
suggested by previous studies (Kocher et al. 2018).3. The remaining nine subjects who switched multiple
times, but started and ended their choices with the same bag, were excluded from the analysis because for
their behavior, no midpoint and thus no probability equivalent can be determined.

This yields a final sample of 148 subjects, with 70 subjects in the low likelihood treatment and 78 subjects
in the high likelihood treatment. The manipulation check confirms that our treatment manipulation was
successful: Subjects in the high likelihood treatment perceived the disclosure of their test result as signifi-
cantly more likely (mean = 3.5, s.d. = 1.35) than subjects in the low likelihood treatment (mean = 2.93, s.d.
= 1.22) based on a two-sample t-test (p < 0.01).

Results

Across both treatments, we find that the majority of subjects (n = 95) choose the risky bag for low known
probabilities and then switch to the ambiguous bag as known probabilities increase. This behavior is in
line with expected rational behavior if subjects want to protect their test result from disclosure and is the
common finding in experiments that investigate money losses (Trautmann and van de Kuilen 2015). The
remaining share of subjects (n = 53) switches in the opposite direction: they first choose the ambiguous bag
when known probabilities in the risky bag are low and then switch to the risky bag as known probabilities
increase. This behavior is in line with expected rational behavior if subjects seek the disclosure of their
test result and is the common finding in ambiguity experiments that investigate money gains. Therefore, we
find two types of switching behavior in our sample. Consistent with the literature on ambiguity attitudes, we
classify the respective behavior to either fall into the loss or gain domain and split the sample accordingly.
This classification is supported by the following empirical observations and comparisons of group means
based on two-sample t-tests: Subjects in the loss domain state a significantly lower desire for the disclosure
of their test result (p < 0.01) and report a significantly higher perceived information sensitivity of the data
(p < 0.01). Moreover, subjects in the loss domain performed significantly worse in the logic test (p < 0.1),
which suggests that they attributed a higher value to the protection of their test score (see also Fast and
Schnurr 2020) and were, thus, more likely to switch as if to prevent the disclosure of their test score.

Table 1 reports descriptive statistics of probability equivalents, p.,, for the loss and gain domain as well as
for the low and high likelihood treatment, respectively. For subjects who perceive data disclosure as a loss,
the mean probability equivalent in the low likelihood treatment, p., = 0.138, exceeds the ambiguity neutral
probability of p,, = 0.1. This indicates ambiguity aversion, as, on average, these subjects chose the risky
bag over the ambiguous bag even after the ambiguity neutral choice. For high likelihood losses, the mean
probability equivalent, p., = 0.484 is lower than the ambiguity neutral probability of p,, = 0.5. Thus, these
subjects tend to be ambiguity seeking, as they switch from the risky to the ambiguous bag already before the
ambiguity neutral choice.

For subjects who perceive data disclosure as a gain, the mean probability equivalent in the low likelihood
treatment, p., = 0.106, is slightly higher than p,, = 0.1, which is indicative of ambiguity neutrality or ambi-
guity seeking, on average. Note that in the gain domain p., > p,, indicates ambiguity seeking since subjects
switch from the ambiguous bag to the risky bag, i.e., in the opposite direction than in the loss domain. For
high likelihood gains, the mean probability equivalent, p., = 0.428, is lower than the ambiguity neutral
probability of p,, = 0.5 which suggests ambiguity aversion.

2Seven subjects dropped out during sessions, and one session had to be run with only 14 participants due to a high number of no-shows.
3To corroborate the robustness of our results we replicated the analysis below with a reduced sample that excluded all subjects who
switched multiple times. All of our main results continue to hold qualitatively, while quantitative effects remain similar in size.
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Ambiguity | Ambiguity Ambiguity
Treatment n | Mean(pe,) | SD(peo) Averse Neutral Seeking

. Low (p, =0.1) | 42 0.138 0.032 55% 45% 0%
Loss Domain -

High (p,, = 0.5) | 53 0.484 0.054 10% 60% 30%

) ) Low (p, =0.1) | 28 0.106 0.040 7% 61% 32%
Gain Domain -

High (p, = 0.5) | 25 0.428 0.072 56% 44% 0%

Table 1. Probability equivalents and ambiguity attitudes across gain and loss domains as
well as treatments

Ambiguity Attitudes and Transparency Preferences

Whereas descriptive mean probability equivalents provide some indication of the average ambiguity atti-
tudes under different conditions, they do not fully capture the heterogeneity of ambiguity attitudes across
subjects. Therefore, the following analysis is based on the classification of ambiguity attitudes on the indi-
vidual level, i.e., each subject is assigned one of the three ambiguity attitudes (ambiguity aversion, ambiguity
neutrality, ambiguity seeking) depending on the probability equivalent derived from their individual switch-
ing point (see Kocher et al. (2018) for a similar approach). Based on these individual classifications, Table 1
reports the shares for each of the three ambiguity attitudes across treatments and the loss or gain domain
as perceived by subjects (see also Figure 3).

Across treatments, the share of ambiguity neutral subjects is relatively stable and ranges from 44% to 61%.
In contrast, the share of ambiguity seeking and ambiguity averse subjects differs substantially between low
and high likelihood treatments, as illustrated in Figure 3. For perceived losses, a large share of subjects is
ambiguity averse in the low likelihood treatment, while no subject is found to be ambiguity seeking under
these conditions. The difference in shares between ambiguity averse and ambiguity seeking subjects for low
likelihood losses is confirmed to be statistically significant by a binomial test (p < 0.01). These findings are
consistent with Hypothesis 1(a). For perceived gains, similar results are obtained for the high likelihood
treatment. As indicated in Figure 3, we do not find any ambiguity seeking subjects under these conditions,
while there is a substantial share of subjects who exhibit ambiguity aversion. Again, this difference is found
to be statistically significant by a binomial test (p < 0.01), which supports Hypothesis 1(b).

Result 1 (Preference for transparency) Ambiguity aversion significantly exceeds ambiguity seeking
a) when data disclosure is perceived as a loss and the likelihood of disclosure is low and b) when data
disclosure is perceived as a gain and the likelihood of disclosure is high. Therefore, under these conditions,
a significant share of subjects has a preference for transparency that provides them with information
about privacy risks.

Next, we consider treatment differences, i.e., whether and how ambiguity attitudes change for different
likelihoods of a data disclosure, and investigate under which conditions ambiguity seeking may exceed
ambiguity aversion. Overall, chi-squared tests confirm significant treatment changes in the distributions
of ambiguity attitudes for both the loss domain (x?(2, N = 95) = 30.0,p < 0.01) and the gain domain
(x2(2,N = 53) = 19.2, p < 0.01).

For perceived losses, the share of ambiguity averse subjects decreases significantly when moving from low
likelihood losses to high likelihood losses (x?(1, N = 95) = 21.0,p < 0.01), as indicated by the left panel
of Figure 3. On the contrary, there is a significant increase in the share of ambiguity seeking subjects for
high likelihood losses compared to low likelihood losses (x?(1, N = 95) = 13.2,p < 0.01). At the same
time, there are no significant treatment differences in the shares of ambiguity neutral subjects for perceived
losses (x?(1, N = 95) = 1.6, p = 0.21). As a result, for high likelihood losses, we find that more than 30% of
subjects are ambiguity seeking, and only 9% are ambiguity averse. This difference is statistically significant
based on a binomial test (p < 0.05). Therefore, in line with Hypothesis 2(a), we find that ambiguity seeking
significantly exceeds ambiguity aversion for high likelihood losses.
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Figure 3. Relative frequencies of ambiguity attitudes across gain and loss domains
as well as treatments

For perceived gains, we find the opposite effects and reverse outcomes, which are visualized by the mirror im-
age in Figure 3. In particular, there is a significant increase in the share of ambiguity seeking subjects when
moving from the high likelihood treatment to the low likelihood treatment (x?(1, N = 53) = 7.5,p < 0.01),
as illustrated by the right panel of Figure 3. Conversely, the share of ambiguity averse subjects falls sig-
nificantly as the likelihood of data disclosure decreases (x*(1, N = 53) = 12.7,p < 0.01). The share
of ambiguity neutral subjects is again not statistically significant for the different disclosure likelihoods
(x*(1,N = 53) = 0.9,p = 0.35). As a result, for low likelihood gains, we find that 32% of subjects are
ambiguity seeking, whereas only 7% are ambiguity averse. This difference in shares is statistically signifi-
cant, as confirmed by a binomial test (p < 0.1). Thus, we find that for low likelihood gains, subjects exhibit
a preference for ambiguity over increased transparency of privacy risks, which supports Hypothesis 2(b).

Result 2 (Preference for ambiguity) Ambiguity seeking significantly exceeds ambiguity aversion a)
when data disclosure is perceived as a loss and the likelihood of disclosure is high and b) when data dis-
closure is perceived as a gain and the likelihood of disclosure is low. Therefore, under these conditions, a
significant share of subjects has a preference for ambiguity where privacy risks are not transparent.

Robustness checks: Note that for some cases, the chi-squared distribution may be an inadequate approxi-
mation of the sampling distribution due to low frequencies. Therefore, we also replicate the above analysis
of treatment differences by conducting Fisher’s exact tests, which corroborate the robustness of our find-
ings for the loss domain (p < 0.01) and for the gain domain (p < 0.01). Moreover, we perform Fisher’s exact
tests for each of the individual treatment comparisons of each ambiguity attitude. These tests again con-
firm the findings from the partitioned chi-squared tests and specifically the significant differences between
ambiguity seeking and ambiguity aversion (p < 0.01).

Discussion

Our empirical findings demonstrate that a significant share of people exhibits ambiguity attitudes that di-
verge from the theoretical prediction and the general assumption of ambiguity neutrality when making deci-
sions about uncertain privacy outcomes. Moreover, whereas the share of ambiguity neutral decision makers
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remains relatively stable over our different experimental conditions at about 50% of the total population,
we observe significant effects of these conditions on the share of ambiguity seeking and ambiguity averse
subjects. In particular, for low likelihood privacy losses and for high likelihood privacy gains, most individ-
uals are ambiguity averse, i.e., they prefer information about probabilities of privacy risks over ambiguity.
This changes significantly as the likelihood of privacy losses increases or as the likelihood of privacy gains
decreases: In these cases, ambiguity seeking among subjects exceeds ambiguity aversion, i.e., more people
prefer to avoid transparency about privacy risks and choose ambiguity. In particular, for a high likelihood
loss, more than 30% of subjects choose ambiguity, thus foregoing the option that would provide them with
explicit information about the probability of present privacy risks.

Thus, in line with previous empirical findings on monetary outcomes (Kocher et al. 2018; Trautmann and
van de Kuilen 2015), we observe a reversal of ambiguity attitudes for high and low likelihood data disclosures
as well as for perceived privacy losses and privacy gains. Moreover, our findings are consistent with hope and
fear effects as a common interpretation of this fourfold pattern of ambiguity attitudes (Viscusi and Chesson
1999). Thus, people rather fear ambiguity when known risks entail a loss with a relatively small probability
or ensure a gain with a relatively high probability. However, when known risks predict a loss with high
probability or a gain with small probability, people rather embrace ambiguity in the hope of better chances
for the desired outcome. Notwithstanding, about half of the subjects follow the theoretical prediction of an
ambiguity neutral decision maker. Hence, these people switch to ambiguity when it is reasonable to believe
that the risk of a privacy loss is lower for unknown probabilities or vice versa when the likelihood of a privacy
gain is higher (Abdellaoui et al. 2011).

Theoretical Implications

From a theoretical point of view, our research highlights that ambiguity attitudes, which have been predom-
inantly investigated for monetary outcomes so far, play an important role in the context of uncertain privacy
outcomes. Moreover, we observe the same fourfold pattern for an uncertain disclosure of personal data as
previously found for monetary outcomes (Kocher et al. 2018; Trautmann and van de Kuilen 2015). This is
remarkable and was a priori uncertain as personal data is substantially different from money, especially due
to its non-rivalrous nature and its highly heterogeneous valuations across people (Fast and Schnurr 2020;
Schudy and Utikal 2017). A notable difference with respect to our findings in the privacy context is that the
loss and gain domain emerge endogenously. In contrast, money has an objective value and a natural bench-
mark that determines losses and gains exogenously. The endogeneity of loss and gain domains is a direct
consequence of the heterogeneity in privacy preferences which is particularly pronounced for our specific
type of personal data but is also widespread for other contexts with privacy implications, as demonstrated
by the literature on individuals’ data valuations (Benndorf and Normann 2018; Collis et al. 2021).

Our findings contribute novel insights to the literature on transparency in privacy contexts. Whereas the
existing literature has mainly focused on the effects of exposing individuals to transparency, we investigate
people’s revealed preferences when faced with a choice between more and less uncertainty about an actual
data disclosure. Our experimental findings indicate that about half of the subjects follow the theoretical
prediction given by an ambiguity neutral decision maker when faced with a transparency choice in privacy
contexts. However, the remaining subjects diverge significantly from this prediction. In particular, when the
likelihood of a privacy loss is low, they tend to prefer more transparent options that reveal the probabilities
for a privacy risk, although the ambiguous option may offer a better chance to avoid the privacy loss.

However, when the likelihood of a privacy loss is high, a significant share of about 30% subjects chooses
the ambiguous option over the transparent option, although the latter may give precise information about
the probability of a privacy risk and offer a better chance to avoid a privacy loss. Therefore, people may
avoid transparency about privacy risks precisely in those cases where they would most likely benefit from it
due to the high likelihood of a privacy loss. Therefore, we provide further evidence that transparency can
sometimes backfire (Brough et al. 2022; Kim et al. 2019). Moreover, our findings suggest that independent
of other considerations like differences in prices or features (Johnson et al. 2020), consumers may have an
inherent preference for or against transparency about privacy risks depending on how likely they consider
a privacy loss. Finally, our findings suggest ambiguity attitudes as a novel behavioral mechanism that may
affect individuals’ transparency choices in privacy contexts across a large range of application scenarios.
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To this end, our experiment was designed to isolate ambiguity attitudes in a highly controlled and abstract
decision scenario with actual privacy risks. This provides a starting point for future empirical studies that
may test the external validity of these findings and the relevance of ambiguity attitudes in more context-
specific applications, which involve additional influencing factors on individuals’ transparency decisions.

Managerial and Policy Implications

Our findings also offer important implications for managers, consumers, and regulators. From the perspec-
tive of a firm, our results suggest that providing transparency about privacy risks can be an effective strategy
to attract consumers when the general likelihood of privacy risks in a market or industry is perceived to be
low by consumers. However, when the general likelihood of privacy risks is perceived to be high, a signif-
icant share of consumers is willing to avoid transparency and to prefer the ambiguity of less transparent
competitors. This also has important ramifications for policymakers that aim for more transparency about
privacy risks in digital markets. Most notably, our findings suggest that regulators should be cautious about
relying exclusively on voluntary transparency adoption by firms. In particular, firms may lack the incentive
to provide information about privacy risks to consumers when consumers actually prefer ambiguity about
these risks. In this vein, our findings present a dilemma for regulators as consumers’ preference for am-
biguity is particularly pronounced in situations where the likelihood of undesired data disclosures is high.
Therefore, for such market conditions, more rigorous interventions may be warranted. For example, instead
of relying on the voluntary adoption of IoT product labels (cf. European Commission 2016; Executive Order
14028 2021), such labels may become obligatory for devices and industries where privacy losses are highly
likely and associated with significant harm to consumers. From a consumer protection perspective, people
should be made aware that their ambiguity attitudes might lead them to make suboptimal privacy choices.
That is especially the case when ambiguity aversion or ambiguity seeking preferences lead them to choose
products that involve greater privacy risks than potential alternatives.

Conclusion

In a randomized controlled online experiment, we find that most individuals avoid ambiguity and prefer
transparency for low likelihood privacy losses. However, this pattern reverses for high likelihood losses as
well as when subjects perceive data disclosure as a gain. Thus, people facing high privacy risks may seek
ambiguity and avoid transparency. This finding suggests that initiatives that aim to improve transparency
about privacy risk by means of purely voluntary measures are prone to adverse effects: For products associ-
ated with high privacy risks, a significant share of consumers may choose to avoid more transparent products
due to ambiguity seeking. This would call for mandatory transparency policies, as, for example, in the case
of privacy labels for IoT devices. With respect to theoretical implications, our results demonstrate that am-
biguity attitudes of subjects also extend to privacy contexts and influence subjects’ decisions with respect to
their personal data. In particular, our elicitation of subjects’ revealed preferences suggests that ambiguity
attitudes are an important mechanism that influences individuals’ transparency choices. Finally, this un-
derscores the value of applying behavioral economics approaches and theory to privacy research contexts
(Arnott and Gao 2022; Dinev et al. 2015; Goes 2013).

With respect to the limitations of our study, we acknowledge that our findings are based on a student sam-
ple that is not representative of the German population. Furthermore, we employed a between-subjects
treatment design, i.e., each subject participated only in exactly one of the treatments. This design choice
ensures that treatment effects are not confounded by learning effects or reference dependence, thus ruling
out alternative explanations for our experimental findings. However, we cannot directly measure treatment
effects within-subjects and can thus not investigate how behavior changes for a specific individual across
treatments. Moreover, with respect to the experimental design, we intentionally created a generic decision
context to eliminate confounding factors such as transaction costs or presentation-specific biases. This de-
sign decision inherently limits external validity for specific decision contexts in practice, where many other
factors may interact with the isolated transparency preferences that we have identified in this study. Thus
also the likelihoods for privacy-related outcomes (i.e., 50% and 10%) considered in this study may not be
immediately comparable to decision situations in the field. However, what ultimately matters is the qualita-
tive causal effect that we have identified for different likelihoods of data disclosures. These limitations may
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be addressed by future research. For example, in a follow-up survey study, we aim to corroborate our find-
ings on transparency preferences due to ambiguity attitudes by eliciting consumer choices for IoT devices
that offer more and less transparency about privacy risks. Finally, future research could test how ambiguity
attitudes interact with other factors that have been shown to affect individuals’ transparency decisions, such
as control and trust.
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