Association for Information Systems

AIS Electronic Library (AlSeL)

ICIS 2022 Proceedings Cybersecurity, Privacy and Ethics in Al

Dec 12th, 12:00 AM

The Role of Uncertainty in Data Breach Response Processes - A
Reactance Theory Perspective

Till Ole Diesterhoft
University of Goettingen, tillole.diesterhoeft@uni-goettingen.de

Saskia Isabel Schweneker
University of Goettingen, s.schweneker@stud.uni-goettingen.de

Kristin Masuch
University of Goettingen, kristin.masuch@uni-goettingen.de

Aycan Aslan
Georg-August-Universitadt Goettingen, aycan.aslan@uni-goettingen.de

Marvin Braun
University of Goettingen, marvin.braun@uni-goettingen.de

Follow this and additional works at: https://aisel.aisnet.org/icis2022

Recommended Citation

Diesterhoft, Till Ole; Schweneker, Saskia Isabel; Masuch, Kristin; Aslan, Aycan; and Braun, Marvin, "The
Role of Uncertainty in Data Breach Response Processes - A Reactance Theory Perspective" (2022). ICIS
2022 Proceedings. 11.

https://aisel.aisnet.org/icis2022/security/security/11

This material is brought to you by the International Conference on Information Systems (ICIS) at AlS Electronic
Library (AlSeL). It has been accepted for inclusion in ICIS 2022 Proceedings by an authorized administrator of AlS
Electronic Library (AlSeL). For more information, please contact elibrary@aisnet.org.


https://aisel.aisnet.org/
https://aisel.aisnet.org/icis2022
https://aisel.aisnet.org/icis2022/security
https://aisel.aisnet.org/icis2022?utm_source=aisel.aisnet.org%2Ficis2022%2Fsecurity%2Fsecurity%2F11&utm_medium=PDF&utm_campaign=PDFCoverPages
https://aisel.aisnet.org/icis2022/security/security/11?utm_source=aisel.aisnet.org%2Ficis2022%2Fsecurity%2Fsecurity%2F11&utm_medium=PDF&utm_campaign=PDFCoverPages
mailto:elibrary@aisnet.org%3E

Exploring Uncertainty in Data Breach Response Processes

The Role of Uncertainty in Data Breach
Response Processes - A Reactance Theory
Perspective
Completed Research Paper

Till Ole Diesterhoft Saskia Isabel Schweneker
University of Goettingen University of Goettingen
Humboldtallee 3, 37073 Goettingen, Humboldtallee 3, 37073 Goettingen,
Germany Germany

tillole.diesterhoeft@uni-goettingen.de  s.schweneker@stud.uni-goettingen.de

Kristin Masuch Aycan Aslan
University of Goettingen University of Goettingen
Platz der Goettinger Sieben 5, 37073 Humboldtallee 3, 37073 Goettingen,
Goettingen, Germany Germany
kristin.masuch@uni-goettingen.de aycan.aslan@uni-goettingen.de

Marvin Braun
University of Goettingen
Humboldtallee 3, 37073 Goettingen, Germany
marvin.braun@uni-goettingen.de

Abstract

Data breaches lead to inherent uncertainty among customers due to the compromise of
information and its potential consequences for customers, e.g., identity theft or credit
card misuse. Previous research has focused on outcome-based strategies to address these
negative impacts. However, informed by reactance theory, we argue that customers feel
a loss of control due to the induced uncertainty and that companies need to tackle these
impacts. We test our hypotheses in two empirical studies. The results of Study 1 suggest
that data breaches indeed lead to an increased perception of uncertainty among
customers. Study 2 examines to what extent the establishment of control can mitigate the
negative uncertainty effects. We highlight that by providing customers with control,
companies can reduce the degree of uncertainty and increase satisfaction with the
response. By conceptualizing choice as a catalyst for perceived control, we offer
practitioners a novel strategy for responding to data breaches.

Keywords: Data breach response, reactance theory, perceived control

Introduction

Leveraging digitized information between customers and companies has become one of the most prominent
drivers for the success and sustainability of service models in recent years (Lehrer et al. 2018; Yoo et al.
2012). Yet, apart from emerging opportunities, accumulated data may be subject to external as well as to
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internal malicious and inadvertent violations of security, resulting in the emergence of customer data
breaches (Bansal and Zahedi 2015; Choi et al. 2016; Janakiraman et al. 2018). In turn, the ever-increasing
occurrence and cost of customer data breaches (Ponemon Institute 2021; Seh et al. 2020) has been shown
to require a multitude of organizational response capabilities, such as internal forensic activities,
containment actions, and implementation of future-oriented preventive measures (Ahmad et al. 2021;
West-Brown et al. 2003). While most of these capabilities address the intra-organizational response to data
breaches (Ahmad et al. 2020; Baskerville et al. 2014), the data breach notification depicts the first point-
of-contact to surrounding customers (Jackson et al. 2019; Janakiraman et al. 2018). Notifications constitute
a part of the communicative data breach response process, hereafter referred to as the data breach response
process, in which the company and the customer interact. In this interaction, it is also possible for
customers to approach the company (Confente et al. 2019), thus establishing a dynamic process. In contrast
to the broader internal response to a data breach, this response process refers to all directly customer-
related activities that are conveyed through various means of communication (e.g., Hoehle et al. 2022;
Goode et al. 2017).

In these notifications, customers are informed that their data has been compromised, for example by
external attackers, and is no longer under the company's control (Foerderer and Schuetz 2022;
Janakiraman et al. 2018). Due to the unstable state of information in the event of a data breach, customers
usually receive notifications that are characterized by uncertainty and ambiguity. For instance, T-Mobile
notified its customers in August 2021 and wrote that they “recognize that many are asking exactly what
happened. While we are actively coordinating with law enforcement on a criminal investigation, we are
unable to disclose too many details” (T-Mobile 2021). In addition to this lack of clarity regarding potential
further negative consequences, customers are confronted with risks that remain vague. For example, the
compromised information, such as financial data or social security numbers, can be used by third parties
to commit identity theft or credit card misuse (Choi et al. 2016; Kim and Kwon 2019). Hence, customers
lose the ability to manage their information provided to the company because it has fallen into the hands of
a third party. As a result, customers are confronted with a certain degree of uncertainty because of the data
breach (Hoehle et al. 2022).

Privacy literature suggests that uncertainty represents an elementary role in customers’ evaluation of
provided services (Al-Natour et al. 2020). Indeed, uncertainty is inherently associated with increased
privacy and security risks (Cheng et al. 2021). Accordingly, customers evaluate this uncertainty and rely on
it to ultimately decide whether to stay in a business relationship, e.g., with a service provider (Al-Natour et
al. 2020; Pavlou et al. 2007). The advent of uncertainty, therefore, poses a key peril to the performance of
customer-focused companies (Cheng et al. 2021). These insights indicate that the uncertainties caused by
the characteristics of a data breach, such as potential misuse and loss of control over personal information,
can negatively impact customers' attitudes towards the breached company, e.g., reduced customer
satisfaction. Correspondingly, companies should strive to implement specific data breach responses to
decrease the amount of uncertainty and, thus, lessen the adverse impact.

To respond to data breaches, extant literature has focused on an outcome-based perspective (Goode et al.
2017), in which customers are provided with compensation such as product or service offerings (Masuch,
Greve, and Trang 2021). Uncertainty, however, is characterized by the inherent uncontrollability and
unpredictability of future events (Pfeffer and Salancik 1978). As a result, individuals who experience
uncertainty pursue control to cope with this unpleasant situation and reduce the induced loss of control
(Hui and Toffoli 2002). Therefore, we argue that given the characteristics of uncertainty, a control-based,
process-oriented data breach response is imperative to mitigate the uncertainty caused by a data breach.

In summary, while the existing body of knowledge explores aspects of the uncertainty caused by a data
breach, an assessment of its consequences on customer perceptions has yet to be conducted. Therefore, our
first research objective is to determine the effects of uncertainty related to the data breach response process.
Further, the uniqueness of uncertainty, i.e., induced uncontrollability, calls for a control-based response
strategy to deal with the presence of a state of uncertainty among customers. In line with this, our second
research objective is to identify how control can be leveraged to respond to the uncertainty induced by data
breaches. Our guiding research questions that we aim to answer with our research endeavor are:

RQ1: How does uncertainty affect the data breach response process?

RQ2: How can providing control on the customer's side reduce this uncertainty?
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To answer these research questions, we integrate reactance theory as a conceptual framework. We theorize
that the uncertainty induced by data breaches leads to a loss of freedom due to a decrease in control over
the compromised information and future events (e.g., credit card misuse). Based on reactance theory, we
hypothesize that individuals fundamentally strive to restore this freedom and that this freedom can be
restored in the context of data breach responses through an alternative control, namely perceived control.
Companies may utilize this lever to reduce the possible negative effects of uncertainty, i.e., loss of control
and freedom.

To empirically corroborate the previously only anecdotally reported evidence of the increase in uncertainty
caused by data breaches, we conducted an initial preliminary Study 1 (n=106). To additionally analyze the
explicit effects of uncertainty on customers as well as the potential of perceived control to reduce
uncertainty, we conducted our main Study 2 (n=354).

Our results are threefold. First, we demonstrate that data breaches do indeed lead to higher perceived
uncertainty among customers. Second, building on these results, we observe with respect to RQ1 that this
uncertainty leads to lower satisfaction with a company's data breach response. Second, we identify that
perceived control, conceptualized as compensation choice, can mitigate these negative consequences by
establishing an alternative form of control (RQ2). In addition to diminishing uncertainty, we find that
perceived control directly increases satisfaction with a company’s data breach response. Our results provide
a first indication of how uncertainty unfolds in a data breach context and the mitigating role of perceived
control. Our work contributes to the literature on data breaches and informs both practitioners and
researchers about the vital role of uncertainty.

Research Background
Uncertainty in Customer Data Breaches

Uncertainty refers to the inability or limited precision to predict the future occurrence of specific events
(Pfeffer and Salancik 1978). This impaired prediction is due to an incomplete state of information (Pavlou
et al. 2007). Prior Information Systems (IS) privacy research has demonstrated that uncertainty acts as an
inhibitor in the initial engagement with and continued use of a digital good because of increased perceived
privacy risks, e.g., apps (Al-Natour et al. 2020; Pavlou et al. 2007). Additionally, in the context of
implementing an extensive information analysis of customer data, perceived uncertainty of users has been
shown to increase customers perceived security risks (Cheng et al. 2021). These perceived risks, in turn,
lead to lower participation in the information system provided. Accordingly, customer uncertainty,
especially in the context of privacy risks, has been shown to take a central role in initial and subsequent
user engagement. Thus, customers evaluate uncertainty in a customer-company relationship in a digital
environment.

In addition to these a priori perceptions of uncertainty, recent literature indicates that leveraging customer
data can also lead to uncertainty once business relationships have been established. The use of sensitive
information is inherently linked to the risk of leakage through cyberattacks or flawed security practices
(Goode et al. 2017; Gwebu et al. 2018). This compromise can cause data breaches, "a phenomenon that is
not yet well understood but is characterized by its breadth of impact and uncertainty regarding the ultimate
outcomes" (Hoehle et al. 2022, p. 315). As an increasing number of regulatory requirements are forcing
companies to inform their customers about any data breach occurrences (Culnan and Williams 20009;
Jackson et al. 2019), companies are not able to ignore and conceal such a breach (D’Arcy et al. 2020). Hence,
customers are, ultimately, educated about the data breach and on the misappropriation of their data
(Janakiraman et al. 2018).

As a result of this misappropriation, data breaches pose uncertain risks to customers, which may entail
direct negative consequences (Anderson et al. 2017). Third parties with access to the sensitive customer
data may misuse it through identity theft or credit card fraud (Choi et al. 2016; Culnan and Williams 2009).
Indeed, the misuse of credentials and mishandling of data is reported as one of the top drivers for malicious
third parties gaining access to customer information (Verizon 2021). Accordingly, data breaches cause
customers to lose control over how their own data is handled and what the potential impact on them will
result from the data breach. This puts customers in a position of uncertainty concerning possible future
consequences and risks (Confente et al. 2019; Hoehle et al. 2022).
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In addition to these potential information misuse risks, data breaches also lead to uncertainty regarding
subsequent security incidents. As an internal response to data breaches, companies need to implement
measures to contain and prevent further incidents, such as the incident eradication (Ahmad et al. 2021).
For example, CaptureRX, an U.S. based healthcare service provider, stated in a data breach notification to
its customers in February 2021 that "all policies and procedures are being reviewed and enhanced and
additional workforce training is being conducted to reduce the likelihood of a similar future event”
(CaptureRX 2021). From this perspective, the occurrence of security vulnerabilities can be assumed to lead
to the anticipation of further data breaches within the company (D’Arcy and Basoglu 2022). As a result of
ambiguous information, customers are uncertain as to whether future information exchange may be secure.

This literature stream informs our study in two aspects. First, uncertainty is revealed to be a crucial
component in shaping and maintaining a customer-company relationship in a digital environment. Second,
data breaches, resulting from this information exchange relationship, are identified as a possible trigger for
uncertainty. This is attributable to the loss of control over information and the lack of certainty about
possible subsequent security incidents. Building on this unique characteristic of data breaches, we outline
the adverse effects that can arise from the emergence of uncertainty in the next chapter.

The Role of Reactance in Uncertain Events

Following a data breach, customers must cope with the knowledge that their information is out of their
control for an uncertain period of time (Hoehle et al. 2022). As opposed to the customer-company
relationship prior to a data breach, customers have no ability to change or remove information that has
been made available to the company. Accordingly, customers are deprived of their right to initiate decisions
concerning their own information. Hence, customers are restricted in the degree of freedom they enjoyed
prior to the data breach. Additionally, they are unable to determine what will happen to their information
or how it is (mis)used in the future. Credit card information breaches are one example of such a situation
(Foerderer and Schuetz 2022). Once credit card information falls into the hands of third parties, customers
must expect fraud or misuse to occur (Choi et al. 2016). The resulting loss of control is reflected in the
purchase of a credit card monitoring service (Hoehle et al. 2022) or the continuous monitoring of one's own
bank account. Such a loss of control is described by the reactance theory as a fundamental cause for
individuals to respond adversely (Brehm and Brehm 1981). In particular, the concept of psychological
reactance suggests that individuals resist when they are restricted in their freedom or control by certain
events (Brehm 1966). Thus, individuals act in opposition to a loss of freedom when they experience such a
loss.

Brehm and Brehm (1981) describe restrictions of freedom as all occurrences that prevent the individual
from realizing a particular behavior in the same way as before the occurrence. They identify possible causes
as social influences and intentional threats, but also as events that were caused unintentionally. When such
threats cause individuals to feel that their freedom is being restricted, an unpleasant emotional state of
reactance arises (Brehm 1966). In a customer-related context, this reactance can cause various negative
consequences for a company, such as negative word-of-mouth, lower customer engagement, or hostile
behavior (Amarnath and Jaidev 2021). In other words, customer reactance can lead to a deterioration of
the company's situation.

Reactance, when induced in an individual, is associated with an inherent need and aspiration for restoration
of lost control and freedom (Brehm 1966). Accordingly, a change in behavior arises, counteracting the
impact of the original event (Bierhoff and Frey 2011). Thus, “when reactance is aroused, the motivation to
engage in the behavior that has been eliminated or threatened with elimination is increased” (Brehm and
Brehm 1981, p. 62). For instance, in the context of information security policies, Lowry and Moody (2015)
show that while the implementation of security policies (freedom restrictions) leads to noncompliance
(reactance), designing them to be more flexible with respect to employee freedom leads to less reactance.
Thus, highlighting the role of control and freedom in alleviating adverse effects.

Considering the phenomenon of data breaches, the psychological reactance theory informs our
understanding that the loss of freedom through uncertainty has a fundamental negative effect. This effect,
however, can be mitigated by fulfilling the customer's desire to regain freedom. From this reactance
perspective, companies can therefore establish a way to reduce the negative effects of a data breach by
reinstating control to customers.
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A Control Perspective on Responding to Data Breach Uncertainty

Based on our literature-based pre-understanding of uncertainty in data breaches we argue that data
breaches lead to feelings of uncertainty among customers. This is due to the uncertain outcome of any data
breach (Hoehle et al. 2022). The pervasiveness of an unstable state of information leads to a non-
predictability of future events (Pfeffer and Salancik 1978). This holds with a data breach due to the leakage
of information that has fallen into the hands of third parties (Culnan and Williams 2009). Companies are
unable to accurately predict actual consequences. Thus, it is impractical to provide accurate information
about potential misuse or future data breaches. Accordingly, customers feel a loss of control over various
components, e.g., control over their own information, due to the uncertainty of the data breach. IS literature
suggests that this uncertainty is particularly triggered by privacy concerns (Al-Natour et al. 2020; Pavlou
et al. 2007), e.g. in the case of a data breach potential data theft. Thus, we argue that these data breach
characteristics will serve as a stimulus to lead to an internal evaluation of uncertainty on the customer side.
Hence, we are hypothesizing the following;:

Hypothesis 1: The occurrence of a data breach leads to an increase in perceived
uncertainty for customers.

Informed by reactance theory, this perception of uncertainty can be expected to lead to a negative resistance
effect, a so-called boomerang effect (Clee and Wicklund 1980). The boomerang effect induces an adverse
change that opposes the loss of control caused by a specific negative event (Brehm and Brehm 1981). These
boomerang effects can be attributed to diminishing or eliminating degrees of freedom and control over
future events (Brehm and Brehm 1981). As a consequence of this dispossession of freedom, individuals
strive to regain control (Amarnath and Jaidev 2021). This can lead to churn and negative attitudes if
freedom is not restored by the original initiator of the negative event (Wendlandt and Schrader 2007). Thus,
the corresponding boomerang effect ultimately triggers activities that are contrary to the loss of control and
freedom (Clee and Wicklund 1980).

In the context of customer-related activities, various negative behavioral effects of reactance have been
identified, for instance, negative word-of-mouth, reduced trust, and diminished repurchase intentions
(Amarnath and Jaidev 2021; Wendlandt and Schrader 2007). Considering the findings of the data breach
domain, customer satisfaction in particular could be identified as a central antecedent for these different
behavioral intentions (Masuch, Greve, and Trang 2021). Accordingly, satisfaction provides an integrative
perspective on all potential negative cognitive and affective customer behaviors (Chang 2006; Oliver 1980).
This corresponds to the negative effects ascribed by reactance theory to the loss of control (Wendlandt and
Schrader 2007). We therefore argue that in the context of data breaches, the occurrence of the boomerang
effect caused by a loss of control due to the emergence of uncertainty leads to a negative attitude towards
the breached company. Drawing on satisfaction as a salient predictor of these negative attitudes, we,
therefore, hypothesize:

Hypothesis 2: Higher perceived uncertainty leads to a decrease in customer
satisfaction with the data breach response.

To reduce these negative consequences, companies would have to give customers the opportunity to regain
control. Following the reactance theory, this could be, for example, the freedom initially withdrawn.
However, control cannot be easily restored in the event of a data breach. Consider the information security
policy example of Lowry and Moody (2015). According to the reactance theory, when companies introduce
a certain policy, the demand for control and freedom against this policy arises. Organizations might repeal
the policy, thereby satisfying employees' demand for control. Conversely, in the case of data breaches, the
affected customer data over which control is sought is irrevocably compromised. Companies are unable to
regain control because external third parties possess access to this data. Thus, customers may not be
provided with control over their breached information.

However, reactance theory states that providing a control that differs from the originally eliminated control
also leads to an overall better situation for an individual (Brehm 1966), e.g., breached person. The rationale
behind this phenomenon is that individuals tend to focus more on the freedom they have gained and less
on the control they have lost (Brehm 1966). Indeed, although the original control may not be restored, the
provision of a distinct control improves the proportion of freedom to control loss (Esmark et al. 2016). As
a result, to satisfy customers' demand for control, companies need to address alternative forms of control
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in their interaction with customers after a data breach. By influencing the belief that outcomes can be
shaped and adjusted by one's own choice (Loss and Reactance 1993), perceived control represents a
potentially fruitful approach in this context.

Perceived control can be characterized as the extent to which an individual believes that outcomes can be
shaped to increase desired outputs and decrease undesired ones (Hinds 1998; Skinner et al. 1988).
Representing an essential element of human motivation towards performing activities (Friedman and
Lackey 1991), perceived control characterizes the ability to influence the environment (White 1959), the
ability to modify matters in an event (Thompson 1981), and the ability to demonstrate potential individual
competence (Hui and Bateson 1991). By drawing on concepts from psychology, we can describe perceived
control in a customer-facing context as an element driven by the perceived level of controllability resulting
from activities potentially actuated by the customer (Lacey 1979; Steiner 1979). In consumer settings
control is shown to increase consumers’ positive emotions and ultimately customer satisfaction (Hui and
Bateson 1991; Hui and Toffoli 2002). This positive effect can be explained by the mechanism of direct
influence on the achieved outcome, beneficially impacting the perceptions of the individual (Hui and
Bateson 1991; Skinner et al. 1988).

These implications of perceived control, i.e., the possibility to influence an outcome of the data breach
response process, are twofold in their contextualization in the data breach environment. First, the concept
of perceived control provides a means to reduce uncertainty arising from data breaches. This is rooted in
the loss of control by individuals over their data as well as the lack of control over potential future misuse
of the breached information (Choi et al. 2016; Hoehle et al. 2022). According to the reactance theory,
individuals now strive to regain this control (Brehm 1966; Brehm and Brehm 1981). In H2, we hypothesized
that this urge to control will initially manifest in an adverse manner since the original control over the
compromised data may never be restored. Nevertheless, we argue that perceived control provides a means
to address an alternative dimension of control. This control is instantiated in the ability to actively
participate in and contribute a decision to the data breach response process by shaping the eventual
outcome. In other words, while customers' underlying desire for control is not fully satisfied (negative
uncertainty effect through the loss of control over the compromised information), perceived control over
the data breach response (e.g., influencing outcomes and decisions in the process) exerts a partial positive
impact on customers' perceptions of the control, i.e., magnitude of perceived uncertainty.

Second, based on our reviewed related literature, we can argue that customers will be more satisfied with a
companies’ handling of a data breach when experiencing an increased degree of perceived control
(Thompson 1981). Thus, perceived control may not only reduce lost control, but also directly affect the
perception towards the data breach response itself. By enabling individuals to directly adjust the outcomes
of a data breach, favorable perceptions towards these outcomes will be enhanced (Hui and Bateson 1991).
Thus, the more the individual is in control over outcomes, the more likely it is that he or she will find them
desirable (Hinds 1998; Skinner et al. 1988). Findings from the literature on data breaches support this
relationship. For instance, Masuch et al. (2021) demonstrate that fulfilling customer expectations regarding
the outcome of a data breach response will increase the overall satisfaction with the companies’ data breach
handling. Against this background, we pose the following two hypotheses:

Hypothesis 3: Higher perceived control over the data breach response leads to
a decrease in customers’ perceived uncertainty.

Hypothesis 4: Higher perceived control over the data breach response leads to
an increase in customer satisfaction with the data breach response.

As perceived control represents an individual-specific psychological perception (Averill 1973), its direct
manipulation is limited by natural constraints (Chang 2006). However, our study aims to disentangle the
role of uncertainty by exploring ways in which it can be shaped by companies’ data breach responses. In
this context, we argue that the possibility to offer a choice represents a fruitful opportunity in achieving this
goal. Literature on perceived control identified that granting a choice to customers and individuals is a
major predecessor of customers’ perceptions of control (Chang 2008; Esmark et al. 2016; Hui and Bateson
1991; Wortman 1975). Choice refers to the freedom to select alternatives instead of getting the alternative
assigned externally (Botti and Iyengar 2004), or the perception that an outcome is caused by a person’s
own decision (Wortman 1975). Choice has the potential to positively impact psychological and behavioral
outcomes (Wortman 1975). According to Averill (1973), the opportunity to have a choice depicts a
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fundamental part of control and, therefore, is inherently associated with the overall level of perceived
control (Averill 1973). This gain of control through choice makes the outcomes appear more satisfactory to
the individual (Hui and Bateson 1991; Thibaut and Walker 1975). As choice increases, control additionally
enhances customers’ positive emotions (Hui and Bateson 1991).

By contextualizing choice in data breaches, we leverage the concept of compensation. Compensation
constitutes a response strategy to data breaches and has been extensively analyzed in data breach research
in recent years (e.g., Choi et al. 2016; Goode et al. 2017; Greve et al. 2020; Gwebu et al. 2018; Hoehle et al.
2022; Masuch et al. 2021; Rasoulian et al. 2017; Wang et al. 2022). Compensation is defined as “material
or immaterial payments that a customer receives in exchange for losses from a data breach” (Masuch,
Greve, and Trang 2021, p. 5). Providing this type of financial redress has been shown to have a mitigating
effect on the negative impacts of data breaches (Goode et al. 2017). Research suggests that offering
compensation improves a company's financial situation (Rasoulian et al. 2017). In addition to this financial
improvement, compensation also leads to positive reactions among customers (Choi et al. 2016). As a result
of an improved outcome through compensation, customers' behavioral intentions as well as their
satisfaction may be increased (Hoehle et al. 2022; Masuch, Greve, and Trang 2021). Given its central
purpose in a company's response to data breaches and its inherent ability to be adapted (e.g., changing the
form of compensation), we suggest that compensation is suitable for integrating choice possibilities in the
context of data breaches. Given the relationship of choice to perceived control and its contextualization by
compensation, we hypothesize:

Hypothesis 5: The opportunity to choose a compensation leads to an increase
in customers’ perceived control over the data breach response.

To test the developed hypotheses, we conduct two studies. Study 1 examines how and in what form the
occurrence of data breaches actually leads to an increased perception of uncertainty among customers. In
Study 2, the effects of uncertainty on customer satisfaction are assessed in the context of data breaches. We
further integrate perceived control and compensation choice as a means to mitigate these negative
consequences. The research models for Study 1 & 2 are depicted in Figure 1.

1 1
1

- Study 1 !
! 1
: |
! 1
1 .

| Occurence of Uncertamty i
! induced by |
i Data Breach | H (+) Data Breach i
: |
! 1
! I
o o o o o e 1
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Study 2

Perceived
Control over
Data Breach
Response

Data Breach
Response
Satisfaction

Uncertainty
induced by
Data Breach

Figure 1. Research Model of Study 1 and Study 2

Study 1
Research and Experimental Design

Fundamental to our research model is the assumption that data breaches lead to higher uncertainty among
customers (H1). To empirically confirm this relationship, we conduct a preliminary Study 1. We deliberately
opted to conduct the two studies separately. The rationale for this is that when evaluating perceptual
changes before and after an event (e.g., data breach) within an experimental design, as is done in Study 1, a
pre- and post-measurement must be conducted (Goode et al. 2017). Since these measurements may differ
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systematically in a vignette-study, e.g., due to a change in the perception of one of the treatments because
of a pre-measurement, a bias may occur (response-shift bias). Given the inherent need for Study 2 to be a
vignette-study to answer the hypotheses posed, this bias was conceivable. Accordingly, we decided to
perform a preliminary study (Study 1) and a main study (Study 2).

To test the impact of the occurrence of data breaches on perceived uncertainty, we performed a digital
experiment. The survey was implemented via Prolific (Palan and Schitter 2018). Information Systems (IS)
research indicates that the use of this or similar platforms leads to valid and reliable random samples
(Hibbeln et al. 2017; Schuetz et al. 2021). In addition, the platform's inherent link to the Internet enables
us to survey individuals who have been engaged in digital experiences, such as the breach of digital
information. Survey participants faced the situation of a fictitious data breach in the healthcare sector. The
rationale for situating the experiment in the field of healthcare is because healthcare lies within our aim to
particularly analyze personal rather than general data breaches. With its increased information sensitivity,
the healthcare context offers a suitable scope for our endeavor (Kwon and Johnson 2018). Before initiating
the survey, the authors calculated the required sample size. We decided to achieve the power of 0.95 with
an effect size of 0.5 (Yazdanmehr et al. 2020). Using G*Power for paired, two-tailed, t-tests (Erdfelder et
al. 2009), we identified that the required sample size was n=54. The experiment was conducted in 2022. To
generate a consistent sample, only English-speaking, U.S. citizens were eligible to complete the survey.
After analyzing the attention checks, the sample size of our first study was n = 106, thus fulfilling the
calculated minimum size. The average age of participants was 44 years (SD=14.77), and the sample included
43.4% women and 54.72% men. 55% of the participants hold a bachelor’s degree or higher academic degree.

The experiment started with a description of the given situation. Participants were asked to assume the role
of an electronic health record (EHR)-app user. They were told that they use the app routinely to record
different types of information from a range of medical practitioners. This data included personal
information, such as address and name, as well as health information, such as allergies or medical history.
After this introduction, the participants were faced with a breach of the EHR-app. This involved being
personally contacted via mail by the company of the app. That company said it had been the victim of a
cyberattack. Compromised information included health insurance ID number, medical history, as well as
diagnosis information. As a response to the data breach, the company stated that each user is compensated
for the cost of the app for one month. The description of the scenario and the data breach were adapted
based on recent literature and practice (Masuch, Greve, and Trang 2021; Prisma Health 2019). We decided
to use monetary compensation as the company's response to the data breach due to its practical and
theoretical relevance (Goode et al. 2017; Hoehle et al. 2022).

To operationalize the measurement of the impact of a data breach on uncertainty, we measured uncertainty
before and after the data breach. The surveyed construct of uncertainty was adapted from existing literature
(see Table 1). We further incorporated attention checks, collected demographic information, and retrieved
a construct for common method bias (CMB). Measurements were obtained using a 7-Likert scale ranging
from strongly agree to strongly disagree.

. Loadings
Uncertainty (based on Pavlou et al. 2007) Pre-Breach Pogst—Breach
Un.1 Ifeel that using the EHR-app involves a high degree of uncertainty. .972 .966
Un.2 Ifeel that the uncertainty associated with the EHR-app is high. .939 .963
Un.3 1am exposed to many uncertainties because of the EHR-app. .967 .948
Un.4 There is a high degree of uncertainty because of the EHR-app. .945 .963

Table 1. Operationalization of Uncertainty

Data Analysis & Results

Since we surveyed a latent construct, we initially assessed the indicator reliability. This reliability is given
when the item loadings of a construct exceed 0.708 (Hair et al. 2021). Table 1 shows that this is given for
our case. To examine the reliability of the construct, we measured Cronbach's alpha («a) and the composite
reliability (CR). With the values apre = 0.969, apost = 0.972, CRpre = 0.977, and CRpost = 0.979 our construct
exceeds the critical thresholds of 0.7 (Hair et al. 2021; Nunnally and Bernstein 1994). Lastly, we verified
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the convergent validity by means of the average variance extracted (AVE). For this to be met, a construct
must explain at least half of the variance, i.e., must be above 0.5 (Henseler et al. 2009). With an AVE,. of
0.914 and an AVEs = 0.921 our construct also satisfies this threshold.

Considering the temporal dependency between post and pre-data breach timing, we opted to use the paired
t-test. Consequently, we conducted a pairwise t-test of pre-breach uncertainty and post-breach uncertainty.
The values of the pre- (M = 3.62, SD = 1.45) and post-measurement (M = 5.63, SD = 1.20) exhibit a
significant difference, t(104) = 12.99, p < .001 (see Figure 2). Thus, in support of H1, we find empirical
evidence that the event of a data breach leads to an increase in perceived uncertainty among customers.

T-test, p<0.001

Uncertainty

1 .

Pre-Breach Post-Breach
Timing

Figure 2. Boxplots of Customers’ Uncertainty Before and
After the Occurrence of a Data Breach

Study 2
Research and Experimental Design

Expanding on the results of preliminary Study 1, Study 2 aims to empirically validate the effects of
uncertainty (control loss) in data breaches and explore the role of perceived control (control gain). As in
Study 1, we conducted a digital experiment.

Study 2 was situated in the same healthcare context as Study 1. The survey was conducted in 2022 and
distributed via the same platform with identical screening criteria. To calculate the required sample size,
we used Kock and Hadaya's (2018) inverse square root approach. At a path coefficient of 0.2 and a
confidence interval of 99%, a sample size of 251 is sufficient. After participants were discarded according to
attention and manipulation checks, our sample size was n = 354. Thus, meeting the calculated sample size.
The sample included 56.21% women, and 42.65% men. 62.14% hold a bachelor's degree or higher academic
degree. The average age of participants was 40 years (SD = 12.95)

As in Study 1, participants were asked to put themselves in the role of an EHR app user. Hence, the
introductory scenario is identical to our preliminary study. However, to manipulate perceived choice and
thus perceived control of customers, a 1x2 between-subjects design was employed. The first scenario (no
choice) was replicated from Study 1. Customers were offered a fixed compensation, which was provided by
the EHR-app company (see Table 2). Due to the specific context of data breaches, i.e., asynchronous
communication and monetary refund, compensation in particular serves as a manipulable object for control
purposes. Therefore, customers were given the opportunity to make a choice of a specific compensation in
the second scenario (choice) (see Table 2). The selection of compensation choice options was guided by
related literature (Gabisch and Milne 2014; Hoehle et al. 2022; Masuch, Greve, and Trang 2021).
Participants were randomly assigned to one of the two scenarios. Attention was paid to ensure that the
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compensation received had the same value in both scenarios (10 USD). Thus, unintended effects caused by
a higher compensation can be excluded (see Goode et al. (2017)). Furthermore, we can establish that the
financial input into the response of the company is identical in both scenarios. Therefore, establishing a
similar value exchange in both experimental settings. Additionally, we incorporated the compensation from
the no choice scenario into the choice scenario (“EHR-app payments”) to eliminate effects regarding

preferences on the provided compensation.

No Choice Choice
“After careful consideration, we have | “After careful consideration, we have
decided to compensate you with the | decided to compensate you with one
Data breach assumption of EHR-app payments | of the following options below.”
response from | (value 10 USD).” | v
the EHR-app - Assumption of EHR-app payments (value 10 USD)
company - Assumption of a fitness studio membership (value 10 USD)
- Gift card for online shopping (value 10 USD)
- Assumption of a membership for a meditation app (value 10 USD)
-1do not prefer any of the compensation options
Customers receive a predetermined | Customers are given the ability to
outcome for an event that limits the | choose an outcome from a set of
Reasoning individual's freedom and control. options for an event that limits the
according to the individual's freedom and control.
reactance theory | The urge to be in control, stimulated | The urge to be in control, stimulated
by reactance, is not satisfied. by reactance, is satisfied through
choice options.
Table 2. Data Breach Response Scenarios

The manipulation of compensation choice was included in the model as a dummy coded binary variable
(0=no choice, 1=choice) . All other hypothesis-relevant constructs were adapted based on prior literature
(see Table 3). We used the same scaling as well as the same construct for uncertainty in Study 1. To assess
the indicator reliability of our model, we adopted the thresholds from Study 1. Accordingly, the item
loadings must be greater than 0.705. This is given for both perceived control over the data breach response
(M = 2.38, SD = 1.62) and satisfaction with the data breach response (M = 2.48, SD = 1.52) as well as for
uncertainty (M = 5.91, SD = 1.06) (see Table 3).

Constructs and Items Loadings
Uncertainty (based on Pavlou et al. 2007)
Un.1 Ifeel that using the EHR-app involves a high degree of uncertainty. .915
Un. 2 Ifeel that the uncertainty associated with the EHR-app is high. .933
Un. 3 Iam exposed to many uncertainties because of the EHR-app. .917
Un. 4 There is a high degree of uncertainty because of the EHR-app. .920
Perceived Control over the Data Breach Response (based on Hui and Bateson 1991 and Chang 2006)
PC.1 The efforts of the EHR-app gave me a sense of control over how the data breach will be resolved. .942
PC.2 The EHR-app allowed me to have input on the final solution to this data breach. .960
PC. 3 1had some sense of control over how this data breach would be resolved. .964
Satisfaction with the Data Breach Response (based on Maxham and Netemeyer 2002)
Sat.1 In my opinion, the EHR-app provided a satisfactory resolution to the data breach on this particular occasion. .963
Sat. 2 Regarding this particular data breach, I am satisfied with the EHR-app. .973
Sat. 3 Tam not satisfied with the EHR-app’s handling of this particular data breach incident. (reverse coded) .960

Table 3. Operationalization of Measures

As in Study 1, we examine the composite reliability (¢ > 0.7 and CR > 0.7) and the convergent validity (AVE
> 0.5). Since we aim to simultaneously integrate and analyze different constructs in our research model,
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discriminant validity needs to be established. Discriminant validity ensures that theoretically different
constructs are in fact different (Henseler 2015). In short, it assures that no correlations exist that cannot be
justified by the measurement theory. In line with current IS literature, we apply the Fornell-Larcker
Criterion (FL) and the heterotrait-monotrait ratio (HTMT) (Karwatzki et al. 2022; Trenz et al. 2020). The
FL criterion is met if the root of an AVE of a construct is larger than the correlation with all other constructs
in the model (Fornell and Larcker 1981). The HTMT also analyzes the similarity between different latent
variables, it is considered fulfilled if the values are below 0.85 (Henseler et al. 2015). Table 4 demonstrates
that composite reliability, convergent reliability, and discriminant validity are established, indicating a
robust model. We additionally tested for the occurrence of a CMB in our research model. By drawing on
Chin et al. (2013), we performed the measured latent marker variable approach with a predefined marker
construct. Our results indicate that a CMB is not present for our study.

AVE a CR PC. Sat. CC.
PC. 0.952 0.969 0.913 0.956
Un. 0.941 0.957 0.849 -0.482 0.921
Sat. 0.963 0.976 0.932 0.681 -0.578 0.965
CC. n/a n/a n/a 0.353 -0.097 0.163 n/a

PC. = Perceived Control, Un. = Uncertainty, Sat. = Satisfaction, FL criterion highlighted in bold, HTMT shaded grey,
CC. = Compensation Choice

Table 4. Correlation Analysis and Construct Validation

Data Analysis & Results

Having assessed the reliability and validity of our measurement characteristics, we tested our research
model using the partial least squares structural equation modeling (PLS-SEM) approach. PLS-SEM is
gaining considerable attention in the recent years in the IS literature (Guo et al. 2021; Ostermann et al.
2020; Schuetz et al. 2021; Yazdanmehr et al. 2020). We opted for PLS-SEM based on two aspects. First,
our study aims at identifying relationships rather than pinpointing their magnitude (Goodhue et al. 2012).
Second, our model consists of complex relationships between constructs, supporting the application of PLS-
SEM (Hair et al. 2019). We used SmartPLS 3.3.3 for data analysis (Ringle et al. 2015). The bootstrapping
resampling method with 10000 subsamples was used (Hair et al. 2021).

Perceived
Compensation Control over
Choice Hs: .353%** Data Breach H3: -.482%**

Uncertainty Data Breach
induced by Response

Data Breach Satisfaction
Response

**¥p <.001 H4: .525%%*

Figure 3. Structural Model Results

Figure 3 reports the results of our structural model. Our control variables include age, gender, ethnicity,
and EHR experience. We identified significant paths from age on perceived control (8 = .209, p < .001),
and age on uncertainty (8 = -.126, p < .001). A significant negative effect is observed between perceived
uncertainty and customer satisfaction (f = -.325, p < .001). In other words, customers who perceive the
data breach as more uncertain are more dissatisfied with the company's response. Consequently, lending
support to H2 and highlighting the impact of the evaluations of uncertainty of customers on the response
(RQ1). Moreover, we find a negative significant effect of perceived control on uncertainty (8 = -.482, p <
.001). Accordingly, an increase in perceived control in a data breach response context leads to a reduction
in perceived uncertainty (RQ2). Thus, providing empirical support for H3. We further hypothesized that
customers experience higher satisfaction when they sense increased perceived control. We find empirical
evidence for this assumption (Hg4) in the significant positive effect of perceived control on satisfaction
(B = .525, p < .001). The design of the response strategy (choice and no-choice) exhibits a significant impact
on control (8 = .353, p < .001). Consequently, we demonstrate that providing a choice in the data breach
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context leads to higher perceived control, supporting Hs5. The structural model explains 54.3% of the
variance in satisfaction, 23% of the variance in uncertainty, and 12.2% of the variance in perceived control.
We further assessed the effect size f2, i.e., the change in the explained variance of a latent variable after
omitting a specific predecessor (Hair et al. 2021). The effect size is close to medium for choice on control (f2
=.143), medium for control on uncertainty (2= .303), and uncertainty on satisfaction (f2 = .178), and large
for control on satisfaction (f2= .466). A post-hoc analysis further shows that perceived control, in addition
to its direct positive effect, also exerts a positive mediation effect through uncertainty on satisfaction
(Perceived Control — Uncertainty — Satisfaction: g = .157, p < .001). By alleviating the negative effect of
uncertainty on satisfaction and increasing satisfaction through its own positive direct effect, perceived
control yields a positive total effect (8 = .682, p < .001).

Discussion

Although uncertainty is an inherent aspect of data breaches with respect to the compromised customer
information, little empirical work has been conducted on its impact on customers. Informed by
psychological reactance theory, the objective of this study was to investigate the role of uncertainty in the
data breach response process and to fill this void. In two empirical studies, we first confirmed the impact of
data breaches on uncertainty and subsequently investigated its differential effects on customers and
companies.

Theoretical Contributions

Our study offers several contributions to literature and theory. First, our work reveals that the perceived
uncertainty can have negative effects on established business relationships between companies and their
customers. In this regard, recent data breach literature has identified that customers exhibit profoundly
individualized expectations and perceptions towards the company's response (Hoehle et al. 2022; Masuch,
Greve, and Trang 2021). If these customer expectations are surpassed or underperformed, negative effects
can arise (Goode et al. 2017). Uncertainty, viewed as a subjective and customer-specific construct, offers a
novel view for why such divergent demands for a company's response arise. Our findings suggest that higher
perceived uncertainty leads to lower satisfaction with the firm's response to the data breach. Accordingly, a
higher perceived uncertainty can be argued to simultaneously lead to higher expectations regarding the
company's response. Thus, we offer a first explanation for ambiguous findings in prior research.

Second, by integrating perceived control and reactance theory, we introduce a new perspective on a
company's response strategy to data breaches. While previous literature has focused on outcome-based
responses, such as providing compensation (Kude et al. 2017), offering an apology (Chan and Palmeira
2021; Masuch, Greve, Trang, et al. 2021), or promising to introduce new security measures (Gwebu et al.
2018), providing perceived control provides an alternative effort. We show that customers seek control in
data breaches and that this control helps them be more positive towards a company's response. This can be
explained in particular by the unique nature of data breaches, which leads to a loss of control due to
unleashed uncertainty. We thus provide a first approach to analyze and design response strategies not only
at the outcome-based level, but also at the process level of outcome involvement.

Third, we contribute to the privacy and security literature by revealing that uncertainty affects not only
engagement and continuance (Al-Natour et al. 2020; Pavlou et al. 2007), but also disengagement of
business relationships between customers and companies. As a result of stolen user information, data
breaches lead to uncertainty regarding future risks, e.g., misuse of the data or other security incidents (Choi
et al. 2016). According to our findings, customers assess these incidents and incorporate the induced
uncertainty into their evaluation of their relationship with a company. Indeed, our results show that this
internal evaluation causes negative consequences for the company. Given that data breaches can be viewed
in the broader context of security incidents, these findings inform privacy and security researchers about
the potential risk of uncertainty established by security incidents.

Managerial Implications
The management of data breaches can benefit from our findings in three ways. First, we demonstrate that

providing customers with a choice of compensation options has a positive impact. Traditionally,
practitioners offer only one type of compensation to customers. These include predefined services or
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products, such as identity theft protection services or coupons (Greve et al. 2020; Seybold and Sony 2011;
Wang et al. 2022), with which the affected customer has to settle. In our experiment, we contrasted both
one-dimensional, single compensation and compensation with multiple choices. Although customers
received different compensation options, the value of these was identical in both scenarios. Despite this, we
were able to show that customers were more satisfied with the company's response when given the option
to choose, due to the increased perceived control. From a practitioner's perspective, this suggests that
higher levels of customer satisfaction can be achieved by compensation choices even though the financial
input into the data breach response process remains identical. Accordingly, data breach response strategies
should be adapted to meet these needs of customers.

Second, our findings indicate that practitioners should adopt distinct, unambiguous statements in their
data breach response strategy to mitigate the overall perceived uncertainty among customers. Companies
regularly rely on the justification strategy, i.e., trying to whitewash or relativize a data breach (Gwebu et al.
2018; Masuch, Greve, Trang, et al. 2021). However, uncertainty is more likely to be created among
customers as a result of these imprecise statements referring to the critical security incident of data
breaches. Our results contradict this approach and indicate that this strategy may actually have negative
consequences. Instead, our findings recommend that certain, definitive information should be published
containing conclusive results of the company's internal data breach response.

Third, we inform practitioners that customers seek control in the data breach response process and that
this control has positive influences on the customer-company relationship. Our results show that
customers' perceived control is a central pillar in reducing the negative impact of data breaches. In addition
to increasing control through choice, practitioners are encouraged to identify what capabilities they have to
empower customers in this process. For instance, active integration through the ability to have a voice and
provide feedback (Dong et al. 2008; Karande et al. 2007), or the integration of technologies such as
conversational agents (Diederich et al. 2022), may lead customers to sense an increased control over the
data breach response process. Accordingly, companies should utilize data breach responses not as a mere
tool for providing information, but more as a collaborative way of finding solutions.

Limitations and Opportunities for Future Research

Our research also has limitations, which should be addressed by future research. We have situated both of
our experimental scenarios in the context of healthcare. While this is particularly appropriate for our study
due to the high sensitivity of the compromised information (Seh et al. 2020), future studies should replicate
the findings and explore them in different contexts. Moreover, future researcher should adapt the manner
of the data breach notification to assess how it relates to the perceived uncertainty of customers. In
particular, as indicated earlier, the content and framing of the available information requires scrutiny. In
this context, researchers should address the extent to which strategies such as the justification strategy
(Gwebu et al. 2018) increase actual perceived uncertainty. This could provide a new perspective on existing
strategies and further disentangle the role of uncertainty in the context of data breach responses. Reactance
research further suggests that individuals are more likely to feel a loss of freedom (i.e., uncertainty) the
more serious and substantial the perceived threat. Previous data breach research reveals that data breaches
can vary in severity (Martin et al. 2017; Posey et al. 2017). From this point of view, differences in severity
could influence the level of perceived uncertainty. Moreover, based on the observed link between data
breaches and the emergence of uncertainty, future research should further explore this relationship by
incorporating privacy-related mediators such as lack of information or lack of control over the
compromised data. This may provide insights into the differential effects of data breaches on uncertainty.
Additionally, the integration of such privacy related constructs may provide valuable guidance for the
strategic data breach response management of companies.

Conclusion

Data breaches are an everyday phenomenon that cause damage to companies in various aspects. Therefore,
in mitigating these effects, conceptualizing an appropriate communicative data breach response strategy
has become an important part of any companies’ data breach response. By conducting two studies in online
experiments (n=106; n=354), we investigate how uncertainty unfolds in a data breach context and how it
can be mitigated by companies. Informed by data breach literature and reactance theory, we hypothesize
that the uncertainty inherent in a data breach has negative effects on a company, but that these effects can
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be mitigated by providing customers with control. Our results confirm that uncertainty is a key factor in
influencing the satisfaction of data breach responses. However, we demonstrate that perceived control can
reduce these effects and, indeed, exhibits a direct positive effect on customer satisfaction. By
conceptualizing choice as a catalyst for perceived control, we offer practitioners a novel strategy for
responding to data breaches.
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