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Abstract 

This paper examines how individual security inputs i.e., security compliance intention 
and perceived security knowledge, are processed to produce workgroup information 
security effectiveness in the workgroup. Based on the input-process-output framework, 
we investigate the multi-level relationships between focal variables. For the analysis, 
multi-level structural equation model will be used. In particular, the study potentially 
contributes to the understanding of the security management by showing how individual 
compliance intention can be mediated by security knowledge coordination and how this 
mediation works conditionally based on empowering security leadership and perceived 
security knowledge. Further possible contributions are discussed in the paper. 

Keywords:  workgroup security, compliance, empowering leadership, knowledge coordination 

Introduction 

Extant literature on cybersecurity views information security (ISec) as an individual phenomenon under 
the implicit assumption that the organization’s ISec success is determined by individual employees’ security 
behaviors. As a result, a majority of behavioral ISec studies strive to direct an individual employee to comply 
with IS policies in an effort to protect the organization’s information and technology resources. Against this 
backdrop, past research in the area of ISec has primarily focused on individuals’ ISec behaviors or 
deviations and have therefore adopted individual compliance intention as a dependent variable (Cram et 
al. 2019). Perhaps, this would be right approach if the individual employee’s intention is simply added to 
the performance of ISec management at the unit level.  

However, because employees are often considered as weak links and at the same time, as key allies in 
strengthening ISec of an organization (Moody et al. 2018), this assertion may not be necessarily true when 
it comes to measuring the effectiveness of ISec at the workgroup level. Individual security intention, as the 
literature has identified (Chen et al. 2021; D'Arcy et al. 2014), would be highly likely to intertwine and 
interact with many other (supporting and hindering) factors in the workplace, that would have an impact 
on organizations’ actual ISec effectiveness (Da Veiga and Eloff 2010). For example, although an individual 
employee can have compliance intention, when there is little support at the time that knowledge or 
accommodations are needed from colleagues or team leaders, then individual intention can be weakened, 
leading to ISec negligence. An examination of prior ISec literature reveals that, studies that have examined 
these important links between individual compliance intention and achievement of the ISec effectiveness 
at the group level are scarce.   

Organizations are often concerned with the effectiveness of ISec and thus employ value-focused assessment 
through a set of ISec metrics integrating not just individual compliance behaviors but also a process 
executed at the workgroup level to attain desired ISec goals in an organization (Dhillon and Torkzadeh 
2006). Given the importance of individual’s ISec behaviors, it would be natural to expect that group 
processes would play a key role that consolidates members’ individual inputs into collective performance 
(Marks et al. 2001). Johnston et al. (2019) and Yoo et al. (2020) have advanced this view suggesting the 
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importance of workgroup characteristics in ISec management. However, there are few empirical follow-up 
studies regarding which group processes work and how they interact with each other for effective 
workgroup ISec. Specifically, little is known as to how security compliance intention can be materialized 
towards the ISec effectiveness in the workgroup. This, we believe, is a significant omission in the literature 
that calls for developing an understanding about the collective security practices of employees and the 
interactions therein in workgroups. In this paper, we suggest that empowering security leadership and ISec 
knowledge coordination would play instrumental roles in such context as they would guide individual 
employees towards ISec actions that best materialize individuals’ heightened ISec compliance intentions in 
pursuit of the desired workgroup ISec effectiveness.  

Advancing this view, our study fills the gaps in the extant literature of ISec by explicitly and empirically 
examining the link between individual employees’ security compliance intention and the effectiveness of 
ISec at the workgroup level. We view that group properties play a crucial role in materializing individual 
security compliance intentions into the desired effect in attaining the group’s security goals and objectives. 
Taking a multilevel approach, we capture both group and individual properties in pursuit of ISec 
effectiveness. Specifically, using the input-process-output (IPO) model of workgroup effectiveness 
(Mathieu et al. 2008) as an overarching theoretical framework, we develop an integrated model that depicts 
Process (P) mediates inputs (I) of individual security compliance intention and perceived security 
knowledge to outputs (O) of workgroup ISec effectiveness (WISE). Specifically, we examine the effect of 
two mediator variables as process (P) – (a) empowering security leadership, a leadership style whereby 
power is shared with subordinates and that raise their level of intrinsic motivation in the workgroup, and 
(b) security knowledge coordination, an unfolding process of linked security knowledge and interrelated 
actions to realize a collective security performance when delivering the individual employees’ security 
compliance intention to the workplace security effectiveness. The goal of the current study is to answer two 
questions: (1) How does individual employees’ security compliance intention directly affect WISE? (2) How 
do group processes and mechanisms operationalized through empowering security leadership and security 
knowledge coordination mediate and moderated mediate the relationships between security compliance 
intention, perceived security knowledge and WISE? To answer these questions, we plan to conduct a field 
study in a large software development organization in South Korea. More details about the methods, 
analysis and expected contributions will be addressed and discussed in the last section. 

Security Compliance Intention and Security Effectiveness 

Since employees within an organization are often viewed as a cause of ISec (Moody et al. 2018), a plethora 
of ISec studies have mainly been motivated to direct the individual employees’ security compliance 
behaviors in ways to mitigate the security risks (Cram et al. 2019). Consequently, the ISec literature in the 
past decade zeroed in on examining the individual employees’ security compliance intention because 
criminological research widely accepts measures of intention as indicative of a motivation state or 
predisposition to commit an act (Pogarsky 2004). These studies basically assume that the individual 
employees’ heightened security compliance intention would lead to positive security behaviors, which in 
turn determine an organization’s ability to successfully manage ISec incidents (Moody et al. 2018; 
Yazdanmehr and Wang 2016; Yoo et al. 2018).  

While enhancement of individual intentions is an essential starting point for directing individuals’ security 
compliance behaviors, the use of intention as the dependent variable raises various questions.  1) does 
intention indicate actual behavior given the possibility of intention-behavior gap (Sheeran 2002), and 2) 
can individual security compliance intentions simply bring about ISec effectiveness in the course of 
performing individuals’ jobs, for which concerted security response actions of groups of individual 
employees are often expected (Johnston et al. 2019). In order to answer this, we draw on previous studies 
that have pointed out the discrepancies between intention and actual behavior. For example, Sheeran et al. 
(2002) demonstrated through a meta-analysis that 72% of the variance of behavior has not been explained 
by intentions. Cram et al. (2019) pointed out the limitation of using intention in explaining ISec behaviors.  

Consistent with this view, past ISec studies also hint that actual security behaviors are by no means 
guaranteed by security compliance intention due to the employees' deliberate violation or neutralization of 
information security policies (ISPs) when facing with the productivity concerns at work (Chen et al. 2021; 
D'Arcy et al. 2014). For instance, Gwebu et al. (2020) showed that deviating from the premise of deterrence 
theory, individual employees’ violation of ISPs is not always best explained by fear of sanctions because 
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employees may use rationalizations which allow them to minimize the perceived harm of their policy 
violations. It is further exacerbated by conflicting results about prior literature shows for the effectiveness 
of deterrent measures employed to overcome the problem of employees’ negligent security compliance (Li 
et al. 2021). Such cases indicate that, although the literature has made excellent contributions to predicting 
an individual’s security compliance intention, ISec studies with individual employee security compliance 
intention still demands an extension with approaches that empirically attest its clear linkage to the desired 
ISec effectiveness, i.e., the practical goals of ISec management (NIST 2008).  

This paper argues that the relationship between individual security compliance intention and group security 
performance is more complex than a simple aggregation of individual security behaviors. This is in a similar 
vein to recent literature in ISec that has recognized the aforementioned discrepancies and limits of 
individual-level approach in ISec management. An increasing number of ISec researchers have begun 
adopting group-level perspectives to bridge the intention-behavior gap as well as addressing effectiveness 
of ISec at the workplace because the group-level ISec concerns with the ISec performance in the course of 
performing their jobs (Johnston et al. 2019; Kozlowski and Bell 2013; Yoo et al. 2020). Specifically, recent 
studies have identified a set of ecological and social properties of groups such as security collective efficacy 
(Johnston et al. 2019), security coordination (Yoo et al. 2020), empowering leadership (Srivastava et al. 
2006) and extra role behaviors (Hsu et al. 2015) that are salient to the members’ protective ISec actions 
(Boss et al. 2015) and responses (Hsu et al. 2012) for the ISec effectiveness of workgroup as a whole.   

Advancing this view, this paper provides a bridge between individual-level and group-level security 
phenomena by examining the effect of group properties, alongside the individual-level factors, on ISec 
effectiveness. Specifically, the current study explicitly and empirically examines the link between individual 
employees’ security compliance intention and workgroup ISec effectiveness. Drawing on input-process-
output (IPO) model of workgroup effectiveness (Mathieu et al. 2008), we identify appropriate group 
properties and theorize their roles in the group-level process through which the individual employees 
security compliance intention translates into ISec effectiveness at the workgroup level.  

Extended Input-Process-Output Framework 

Since McGrath (1964) advanced an IPO framework for studying group effectiveness, group effectiveness 
studies have long advocated IPO frameworks (Mathieu et al. 2008). While the IPO model has served as a 
valuable guide for researchers over the years, it has also been modified and extended in several ways (Ilgen 
et al. 2005; Mathieu et al. 2008). Most adaptations to the IPO model have either rediscovered more subtle 
aspects of the model that have been overlooked or placed it in an existing complex work arrangement. To 
this end, Ilgen et al. (2005) have suggested that IPO models be expanded to consider “the broader range of 
variables that show important mediational influences with explanatory power for explaining variability in 
team performance and viability” (p. 520). Another extension of IPO framework has also been made to 
embrace the inherent multilevel nature of groups, in which individual members are nested in groups (Klein 
and Kozlowski 2000; Mathieu et al. 2008). Consistent with the extended view of the IPO framework, we 
adopt a multilevel model and propose individual security compliance intention as input, empowering 
leadership and security knowledge coordination as processes combining two categories of mediating 
mechanisms, and workgroup ISec effectiveness (WISE) as output at the group level.  

Input in the IPO framework describes antecedent factors that enable and constrain members’ interactions 
(Mathieu et al. 2008). In this study, we focus on the security compliance intention (SCI) and perceive 
security knowledge (PSK) of individual employees as an input. While the majority of past ISec research has 
primarily focused on understanding how such individual input of security compliance intention can be 
induced, it still has a way to go to match developments in the performance domain. Guided by NIST’s 
practical concerns (NIST 2008), we attempt to answer the generic question of how mediating processes can 
explain the impact of SCI and PSK on ISec effectiveness and viability at the workgroup level, and what 
makes some workgroups more effective or more viable relative to others.  

Process may present a broader range of variables that provide important mediational influences in group 
performance and viability (Ilgen et al. 2005). Thus, process in the extended IPO framework includes both 
classes of mediator variables – group processes and emergent states. Group processes refer to members’ 
actions directed toward task accomplishment, coordinating team members, as well as monitoring and 
backing up their fellow team members whereas emergent states describe other mediating mechanisms 
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conceived of as cognitive, motivational, or affective states (Marks et al. 2001). Although there are a fairly 
large set of emergent states and processes examined in the literature (Kozlowski and Bell 2013), we have 
identified security knowledge coordination (SKC) and empowering security leadership (ESL) as a key 
mediating process and emergent state mechanism that allow the current research model to be conceptually 
and empirically parsimonious and focused.  

Lastly, output (O) includes results and by-products of group activity that are valued by one or more 
constituencies (Mathieu et al. 2008). They may broadly include performance (e.g., quality and quantity) 
and effectiveness (e.g., viability). As a collective agency in an organization, the workgroups are expected to 
effectively manage ISec incidents through collective actions of members within their workgroup boundaries 
(Zohar 2014). Thus, output in the current study corresponds to WISE as a measure for collective ISec 
effectiveness and shows the viability of attaining ISec goals set at the workgroup level.  

Security Knowledge Coordination 

In this study, we propose security knowledge coordination as an important component of group process for 
workgroups. The group performance literature has demonstrated that success of workgroup is not only a 
function of individual members' capabilities and available resources, but also the processes members use 
to interact with each other to accomplish the work (Barrick et al. 2007). Rather, the desired group 
performance is achieved when knowledge is effectively coordinated (Kanawattanachai and Yoo 2007; Rico 
et al. 2008). Knowledge coordination is thus identified as a critical group process because if not properly 
coordinated, the cognitive resources available within a group remains underutilized.  

We define security knowledge as the ISec skills and know-how that an individual brings to the workgroup’s 
task. Coordination refers to workgroup-situated interactions aimed at managing resources and knowledge 
dependencies. Thus, security knowledge coordination entails the workgroup’s awareness of security 
knowledge location dispersed across the workgroup members with group-situated interactions implied for 
managing security knowledge dependencies and knowledge orchestration in order to effectively and timely 
respond to the tasks that require security attention (Gabelica et al. 2016). Having sufficient security 
knowledge is critical for mitigating ISec risks and managing overall organizational security effectiveness. 
Individual employees are typically considered as the principal agents who are expected to possess security 
knowledge and skills so that appropriate security measures should be exercised corresponding to specific 
security incidents and threats (Herath and Rao 2009). However, security knowledge coordination involves 
group processes, as workgroups are known as the foundation upon which its members’ ISec collective 
actions are formed, and thereby realizing its members’ security knowledge and skills into tangible results. 
To this regard, Johnston et al. (2019) empirically illustrated that the practices of using organizational 
memory, and collective induction/reflection in the workgroups positively related to workgroup’s ISec 
response quality and are thus salient to workgroup’ ISec effectiveness. Security knowledge coordination in 
workgroups, thus, engenders the efficient use of security knowledge that resides in workgroup members by 
preventing redundant deployment of security practices or reinvention of the security wheel. Although 
overarching organizational security policies and procedures control individual compliance intention, 
security knowledge coordination in the  workgroup synchronizes individual members’ security intent 
through the workgroup’s own processes and enforcement, thereby collectively achieving workgroup 
information security effectiveness (WISE) (Yoo et al. 2020).  

Empowering Leadership 

Empowering leadership is defined in terms of behaviors whereby power is shared with subordinates and 
that raise their level of intrinsic motivation (Srivastava et al. 2006). Management literature has 
substantiated the role of empowering leadership in group process. Empowering leadership helps develop 
collaborative norms among members, enact subordinates to express opinions and ideas freely, promote 
collaborative decision making and collective information processing in workgroup (Lorinkova et al. 2013). 
We extend the literature and propose empowering leadership as a powerful mechanism by which 
workgroup members’ involvement and motivation is leveraged to become more flexible and responsive to 
security knowledge coordination process. We agree that security knowledge coordination process within 
groups, although critical, may not come in handy without appropriate administrative support (Srivastava 
et al. 2006). Because information security is not a core task of non-security personnel, involvement in the 
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coordinating process of security knowledge itself may come as an extra burden with concerns of 
productivity of business tasks in workgroup. However, as security breaches within the workgroup are 
getting more sophisticated and challenging for an individual member to handle, the leadership is expected 
to properly leverage members’ security skills and expertise available within the group so as to remain 
effective in responding to those incidents (Johnston et al. 2019). To this regard, past studies provide a 
strong indication that empowering leadership would play a pivotal role in nurturing the knowledge 
coordination and sharing in the workgroups (Srivastava et al. 2006; Xue et al. 2011). Therefore, we believe 
that proper group process such as security knowledge coordination occurs when group empowerment is 
present. 

Model and Hypotheses Development 

Drawing on the IPO model, we have developed an integrated model to provide insights into the impacts of 
group process of empowering security leadership and security knowledge coordination on the relationship 
between individual security compliance intention (SCI) and perceived security knowledge on WISE. A 
central premise of the model is that the relationship between SCI and WISE should be mediated by security 
knowledge coordination, and this mediation is also conditioned on the presence of empowering security 
leadership in the workgroups. Lastly, this model tests the 3-way interaction effect of SCI, perceived security 
knowledge and empowering security leadership on security knowledge coordination. As such, the research 
model in Figure 1 depicts the cross-level relationships among variables at either individual or group levels.  
 

 

Figure 1.  The Research Model 

Individual Security Compliance Intention 

Behavioral ISec literature indirectly suggests that employees’ security compliance intention (SCI) would 
help organizations maintain good ISec. We also view that SCI emanated from the personal determination 
and belief that an individual employee wants to protect the organizational ISec from possible threats by 
utilizing specific security technologies or procedures. In this study, SCI is defined as the extent to which an 
employee has a determination to comply with the security policy applicable to the workgroup that she 
belongs to. We think that an individual employee’s compliance intention may lead to protecting information 
assets and technological resources shared in the workgroup although it is not her own individual assets 
because of employees’ sense of belonging and responsibility shared through psychological ownership (Yoo 
et al. 2018). It can be truer when the workgroup is related to software development like this study. 
individual’s threat inducing behavior (e.g., security non-compliance) can harm the whole project as a result. 
In addition, drawing on rational choice theory, Bulgurcu et al. (2010) showed  that SCI is related to 
protecting the informational resources, resulting in safety of informational assets in the organization. 
Therefore, if there are employees who are willing to comply with organizational ISPs within a workgroup, 
we can assume that workgroup is likely to have good ISec effectiveness. Based on the discussion above, we 
postulate that SCI, although being at the individual level, may bring a positive effect on WISE. 
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H1 – Individual employees’ security compliance intention in a workgroup is positively related to 
workgroup information security effectiveness. 

Workgroup Security Knowledge Coordination 

Given the workgroup’s common conditions where members maintain a certain level of heterogeneity in 
skills, knowledge and experiences, the management literature suggests that heedful interactions that 
support the application of the skills and knowledge are important in group-level outcomes (Gupta et al. 
1994; Nidumolu 1995). In this study, security knowledge coordination is defined as the extent to which the 
workgroup ensures the newly constructed necessary security policies and knowledge is put into practice in 
a coordinated way. We believe that knowledge coordination literature can be extended to our study context 
of workgroup security effectiveness. It could be interpreted that security knowledge coordination are 
fundamentally learning processes and is a function of learning mechanisms occurring when workgroup 
members interact and discuss their task and their workgroup. As Whitman and Mattord (2017) pointed out, 
collective ISec at the workgroup level security practices does not happen automatically in a workgroup 
without knowing workgroup-level processes. Coordinating the divergent security knowledge and skills 
within a workgroup would be important so that workgroup becomes an increasingly high-performing 
system (Zellmer-Bruhn and Gibson, 2006). In addition, in the interdependent nature of workgroup ISec, 
security knowledge coordination also functions as a complementary to individual security intention in a 
way to enhance the security effectiveness of workgroup. We posit that members’ heightened security 
compliance intention can be translated into expected outcome when individual employees’ security skills 
and knowledge are well coordinated for the workgroup ISec goals (Preacher et al. 2007). Thus, we posit: 

H2 – Security knowledge coordination mediates the relationship between security compliance 
intention and workgroup information security effectiveness. 

Workgroup Empowering Security Leadership  

An empowering leader who possesses these attributes is seen as a supportive leader who provides guidance 
to followers, develops the workgroup climate for teamwork, shows coaching behaviors, and recognizes the 
value of their input (Locke et al. 1997; Xue et al. 2011). In this study, we narrow down the scope of the 
original meaning of the construct, and apply it to the security management context in the workgroup. 
Empowering security leadership is defined as the extent to which the workgroup leader motivates 
workgroup members to be more participatory, shares the authority, and provides close coaching in the 
workgroup security management. Lorinkova et al. (2013) suggested that empowering leaders promote 
shared learning and the decision-making climate that results in emergence of collective processes, such as 
coordination in teams, enable teams to attain higher levels of performance in the long run. As such, 
workgroup leaders have an important role to play in actualizing workgroup’s potential (Jung and Sosik 
2002). It helps workgroup members to clarify the goals, share the necessary know-hows, exhibit their ability 
and pursue the collective performance (Locke et al. 1997). Consistent with the empowering leadership 
literature (Marks et al. 2001; Van Vugt et al. 2008) and following the view of the extended IPO model 
(Srivastava et al. 2006; Yoo et al. 2020), we think that empowering security leadership alone does not 
directly produce effectiveness of workgroup ISec. Instead, empowerment in a workgroup works with 
individual input to facilitate group-level processes and operate like conditions that make group processes 
happen (Mathieu et al. 2008). Specifically, empowering security leadership can specify a condition when 
the mediating path of SCI - security knowledge coordination - WISE holds. An empowering leader would 
give members a chance to voice their opinions and encourage them to express suggestions regarding a 
member’s ISec issues. Given that members expect to receive fair recognition by an empowering leader for 
their contribution of their ISec, they are likely to be motivated to collaborate with others (Srivastava et al. 
2006). This implies that empowering security leadership in a workgroup may pull a trigger of members’ 
SCI to actual participation in security knowledge coordination, which in turn leads to the attainment of 
collective ISec goals. Based on the arguments above, we hypothesize: 

H3 – Empowering security leadership moderates the mediation effect of security knowledge 
coordination on the relation between employees’ security compliance intention and workgroup 
information security effectiveness.  

In addition, we believe individuals’ security knowledge level plays an important role in developing the 
security knowledge coordination which is the one of core processes in the model. For example, although 
when employee have strong compliance intention, she can have poor security knowledge, and vice versa. 
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Testing the 3-way interaction helps us to understand how employee with poor security knowledge with good 
intention can be benefited by the coordination or slow down the coordination or vice versa. In this study, 
we conceptualize this as perceived security knowledge. Perceived security knowledge is defined as the extent 
which an employee perceive she has good security knowledge regarding the workgroup security policy and 
management. Knowledge coordination literature illustrates that matured knowledge facilitates the 
knowledge coordination (Mathieu et al. 2008) and empowering leadership can be more effective with more 
knowledgeable members (Lorinkova et al. 2013).  Based on the argument above, we posit: 

H4 – The 3-way interaction among security compliance intention, perceived security knowledge 
and empowering security leadership is associated with security knowledge coordination. 

Methods 

Data Collection 

Data will be collected from one large security software development company in South Korea. There are 
several reasons why this targeted organization is appropriate for the data collection. First, there are many 
independent teams that develop different applications or modules for different projects in the organization. 
Hence, by focusing on these teams, we can measure members’ perception about coordination and 
leadership within the teams properly. At the same time, according to the organizational security policies, 
each team pay much attention to security when the teams develop its projects. Therefore, security is not an 
unfamiliar or retrospective topic to most of potential respondents. It is rather an ongoing topic that needs 
employees’ attention. We plan to collect the data from at least 50 different teams, 500 individual employees 
and 20 managers from this organization. Our research model investigates how workgroup processes, i.e., 
security knowledge coordination and empowering security leadership affect individual inputs, i.e., security 
compliance intention and perceived security knowledge. So we will collect the data of security compliance 
intention and perceived security knowledge first from the workgroup members. Then, the data of 
empowering security leadership and security knowledge coordination will be collected from the workgroup 
members. WISE will be measured by managers. The timespan between the first data collection and the 
second data collection will be three months, which is one of the common task cycles of the targeted 
organization. However, details can be changed based on the situation of the organization.  

Measurements 

Measurement items for the focal constructs are based on an extensive literature review of previous research. 
All predictor variables in the survey will be measured using multi-item scales with 5-point Likert rating 
systems. When possible, the measurement items of the constructs were adapted from existing scales in 
extant literature that have proven to be reliable. For example, to capture security compliance intention, we 
consulted Herath and Rao (2009), and Moody et al. (2018)’s works. However, the items were revised to 
reflect the workgroup context. For perceived security knowledge, we developed our own measurement to 
reflect three dimensions including ISP awareness, perceived depth of security knowledge, perceived 
timeliness of security knowledge. For empowering security leadership, Xue et al. (2011)’ work was consulted. 
But items were also revised to reflect the security context. We used Yoo et al. (2020)’s work for security 
knowledge coordination. Lastly, for WISE, Hsu et al. (2015)’s work was consulted. 
In addition, the referent-shift design was employed to ensure that our focal constructs properly capture 
group-level phenomena using group-referent items (Gully et al. 2002; Van Mierlo et al. 2009). As such, the 
group-referent items are intended to capture the respondents’ perceptions of the group’s traits or abilities, 
as opposed to the respondents’ perceptions of their own. Specifically, following Hofmann (2004), the items 
of latent constructs are carefully written with collective terms, such as “our workgroup” instead of “I,” to 
properly shift the referent point of construct from an individual  orientation to a group orientation. Lastly, 
in regard to measurements of WISE, this study examines the manager’s evaluation on workgroup’s overall 
security performance. Measurement items will be provided based upon the request due to the page limit. 

Analysis 

We will collect data at two different levels from two different sources. Although we design to use group-
referent items to measure the group level phenomena, there may exist within-group difference in 
empowering leadership and security knowledge coordination. On the other hand, WISE is measured only 
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for group. As a result, the research model will have a so-called bottom-up relationship between the 
independent variables and the dependent variable. We plan to use the multilevel structural equation 
modeling (MSEM) approach with Mplus to test hypotheses. This method is appropriate to test the latent 
variables with multi-level relationships in which the individual group member’s perception about the group 
impacts group performance (Yoo et al. 2020). This method causes minimal statistical problems because it 
does not aggregate the individual-level predictors to the group-level or disaggregate the group-level 
outcome variables to the individual-level to fit in with a single-level regression. In addition, the approach 
of Kim and Hong (2020) will be used to test the multilevel moderated mediation for H3. 

Expected Contributions 

We want to hear more feedback from the ICIS. The data collection will start after more updates based on 
the feedback. However, the following contributions are expected. First, findings from a multi-level analysis 
via IPO framework will empirically show whether or not the ISec effectiveness at the workgroup can be 
realized as simple aggregate of employees’ security compliance intention (SCI). This finding would be 
particularly meaningful when considering the fact that organization’s effectiveness is achieved through 
efforts of hierarchical nesting and coupling of groups of employees. Second, the results of the mediation 
effect of SKC on the relationship between individual employees’ SCI and workgroup ISec effectiveness will 
shed light on security knowledge sharing research by suggesting that SKC embedded in the group settings 
is a crucial process by which the individual compliance intention is manifested for workgroup’s ISec 
effectiveness. Lastly, our test of the multi-level moderated mediation effect will clearly articulate that 
empowering leadership can play an important role in the relationship of SCI → SKC→ WISE. Although new 
to the ISec context, the role of empowering security leadership in the ISec context confirms its important 
virtue in managing groups, alongside the individual compliance, because it gives autonomy to workgroup 
members and makes them participative. For future studies, it is expected that this study will provide pivotal 
opportunities in investigating potential workgroup processes in the information security research. 
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