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Palavras-chave

Resumo

Complexidade de Kolmogorov, modelos de contexto-finito, compress3o re-
lativa, reconhecimento de padrdes, biometria, sinais eletrocardiograficos

A quantidade de dados recolhidos por sensores e dispositivos inteligentes
que as pessoas utilizam no seu dia a dia tem aumentado a taxas mais
elevadas do que nunca. lIsso possibilita a utilizacdo de sinais biomédicos
em diversas aplicagdes praticas, com o auxilio de algoritmos de reconheci-
mento de padroes. Nesta tese, investigamos o uso de métodos baseados
em compressao para realizar classificacdo de sinais unidimensionais. Para
testar esses métodos, utilizamos, como aplicacdo de exemplo, o problema
de identificagdo biométrica através de sinais electrocardiograficos (ECG).

Em primeiro lugar, introduzimos a no¢ao de complexidade de Kolmogorov
e a forma como a mesma se relaciona com os métodos de compressdo. De
seguida, explicamos como esses métodos s3o Uteis para reconhecimento de
padroes, explorando diferentes medidas baseadas em compressdo, nomea-
damente, a compressdo relativa normalizada (NRC), uma medida baseada
na similaridade relativa entre strings. Para isso, apresentamos os modelos
de contexto finito e explicaremos a teoria por detrds de uma vers3o genera-
lizada desses modelos, chamados de modelos de contexto finito de alfabeto
estendido (xaFCM), uma nova contribuig3o.

Uma vez que a aplicacdo de exemplo para os métodos apresentados na tese
é baseada em sinais de ECG, explicamos também o que constitui tal sinal
e 0os métodos que devem ser utilizados antes que a compressdo de dados
possa ser aplicada aos mesmos, tais como filtragem e quantizac3o.

Por fim, exploramos com maior profundidade a aplicacdo da identificacio
biométrica utilizando o sinal de ECG, realizando alguns testes relativos a
aquisicdo de sinais e comparando diferentes propostas baseadas em métodos
de compressao, nomeadamente os nao fiduciais. Destacamos também as
vantagens de tal abordagem, alternativa aos métodos de aprendizagem com-
putacional, nomeadamente, baixo custo computacional bem como n3o exi-
gir tipo de extracdo de atributos, tornando esta abordagem mais facilmente
transponivel para diferentes aplicacdes e sinais.
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The amount of data being collected by sensors and smart devices that
people use on their daily lives has been increasing at higher rates than
ever before. That enables the possibility of using biomedical signals in
several applications, with the aid of pattern recognition algorithms in several
applications. In this thesis we investigate the usage of compression based
methods to perform classification using one-dimensional signals. In order to
test those methods, we use as testbed example, electrocardiographic (ECG)
signals and the task biometric identification.

First and foremost, we introduce the notion of Kolmogorov complexity
and how it relates with compression methods. Then, we explain how
can these methods be useful for pattern recognition, by exploring different
compression-based measures, namely, the Normalized Relative Compression,
a measure based on the relative similarity between strings. For this purpose,
we present finite-context models and explain the theory behind a generalized
version of those models, called the extended-alphabet finite-context models,
a novel contribution.

Since the testbed application for the methods presented in the thesis is
based on ECG signals, we explain what constitutes such a signal and the
methods that should be used before data compresison can be applied to
them, such as filtering and quantization.

Finally, we explore the application of biometric identification using the ECG
signal into more depth, making some tests regarding the acquisition of
signals and benchmark different proposals based on compresison methods,
namely, non-fiducial ones. We also highlight the advantages of such an
alternative approach to machine learning methods, namely, low computa-
tional costs and not requiring any kind of feature extraction, making this
approach easily transferable into different applications and signals.
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Chapter 1

Introduction

1.1 Context

Data compression techniques surmount to the middle of the 19th century, when the inventor (and
famous painter) Samuel Morse, along with Alfred Vail, proposed a system for transmitting messages
over a telegraph, which was later called the Morse code [1]. The main idea behind this code was
simple: letters more frequent on the English language were represented by shorter codes, and vice-
versa. This meant that it was possible to transmit English messages using less time (at least, on
average). This idea has set the basis to different data compression methods which have emerged
since those days, but where the goal remains the same: minimizing some unit of measure in which
data can be transmitted—usually, bits of data. In this thesis we aim at using some of those ideas,

applied to classification problems, which are usually tackled from a machine learning approach.

Machine learning methods have been used for decades, but are now used on more tasks and
domains of society than ever before, given the amount of data available from wearable devices and
sensors around the world and the need and desire for companies to automate tasks [2]. They are
also commonly used for dealing with biomedical signals, such as the ECG, as identifying patterns
in physiological signals is, undoubtedly, an important tool to understand non-trivial phenomena
on these signals, as well as to aid in clinical practice. However, usually, machine learning methods
require feature extraction to be done, making each problem specific enough to be hard to obtain a
more general solution, apt for different tasks. Parameter free data mining methods, on the other
hand, are reported in the literature as efficient in classification and extraction of information [3]].
Since there is no pre-assumption about the premises, it allows true exploratory data mining. Deep
neural networks, of different architectures, like Multi-Layer Perceptrons [4]], Convolutional Neural
Networks [|5] or Recurrent Neural Networks [6}[7]], as well as other architectures derived from these
ones, can be considered as part of this category methods, as they do not require any kind of feature

extraction and provide good results without much parameter tweaking. However, they rely on high
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computational costs and, usually, high amounts of available data. This makes them not possible to
use under certain scenarios where the computational power available is low or should be minimized
for other reasons, such as minimizing the time of execution of the task at hand (real time scenario)

or battery usage, for example.

Data compression models can be used as an alternative to address several data mining and ma-
chine learning problems, usually by means of a formalization in terms of the information content of
a string or of the information distance between strings [8,/9,|10,|11}|12]]. This approach relies on solid
foundations of the concept of algorithmic entropy and, because of its non-computability, approxima-
tions provided by data compression algorithms [[13]]. The use of Finite Context Model (FCM) based
compressors are examples of such methods. These methods correctly deal with some of the problems
reported in the literature for dealing with biomedical signals, namely, for ECG biometric identifi-
cation, such as: variability, noise, amongst others [[14]. However, data compression algorithms are
symbolic in nature. Text and DNA sequences are well-known examples of symbolic sequences, with
well-defined associated alphabets, where this approach can be directly applied, without any major
transformations. ECG data (or many other types of data, such as sound, images, to name a few), need
to first be transformed into symbols, usually through sampling and quantization, before lossless data

compression can be applied to it.

Early attempts to conciliate compression-based data mining and machine learning with non-
symbolic data [3] relied on the SAX representation [15]], which we will also use in the current thesis.
Notwithstanding, many problems still lack satisfactory solutions, for example, how does time or
space and amplitude changes of scale influence the performance of the data mining and machine
learning algorithms and, how should they be performed in order to maximize the results. In this
work we will experiment with different quantization schemes, evaluate the results and explain the
choices made, as the quantization is one important step to perform classification using non-symbolic

signals.

1.2 Goals

The main goals of this PhD research project are to explore how different lossless compression ideas
can be used for performing pattern recognition on one-dimensional signals. We will be focusing
on ECG signals, to perform biometric identification, as an example, but the final goal is to propose
methods that are agnostic to the signal being used-i.e., that can be translated into different signals

and/or applications, only changing the filtering techniques and parameters of the methods.

In order to do so, we will be focusing on using finite-context model based compressors and using
the Normalized Relative Compression (NRC), a relative compression measure, in order to compute

similarities amongst segments of data. Given that those compression techniques rely on symbolic
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data, we also propose some modifications to existing quantization techniques in order to allow the

usage of finite-context models.

We also aim at making some improvements regarding the compression models used to compute
similarity metrics, so we propose a generalization of finite-context models, that is faster and has
memory advantages over the traditional finite-context models, allowing for the proposed methods
for pattern recognition to execute in a shorter amount of time, without compromising the final

results.

The final and main goal of this project is to discuss the limitations of the proposed approaches
and what should be regarded as useful “lessons”, even while doing a non-compression-based ap-

proach to solve the same issue, i.e., using traditional methods.

1.3 Datasets

During this project different ECG datasets were used, both for biometric identification, emotion
recognition or even more general ECG pattern recognition tasks, like noise/outlier heartbeat detec-

tion, for example. In this section we present the main datasets used.

In order to avoid repeating blocks of text along the thesis, whenever a database from the list
below is mentioned during the rest of the document, we will only refer to its name and link to its

corresponding section on this list to find a more detailed description.

1.3.1 Vital Jacket DB

The database is composed by 67 hours of ECG signal, from which 19 hours (7 signals with 2h40 each,
approximately) correspond to a clean ECG signal. The signals were collected using a simulator with
artificial/synthetic noise added. Values were gathered from the simulator using a Vital Jacket® [16],
a scientifically validated biomedical device, developed by a technological company, called Biodevices
SA, in partnership with researchers from IEETA, from the University of Aveiro, which provides an
ECG signal with a sampling frequency of 500 Hz. The collecting protocol consisted in gradually
increasing and decreasing the heart rate in 20 minute intervals. In total, the signal is composed by

8 heart rate steps in the following order: 60, 80, 100, 120, 140, 120, 100, 80 beats per minute.

The reason for building such a dataset was to know a priori which regions of the ECG contain
noise, which can be useful for building an ECG noise detection algorithm and/or to measure the

impact that the noise has on the overall performance of a certain application.

The noise values were randomly generated using a uniform discrete distribution between the
minimum and maximum values (117 and 159, respectively) of the collected signal. This allowed us

to have a controlled signal with noise in specific zones.
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1.3.2 Biometric Emotion Recognition DB - UA

This database was collected in house [17][18]], where 25 participants were exposed to different exter-
nal stimuli — disgust, fear and neutral. Data were collected on three different days (once per week),

at the University of Aveiro, using a different stimulus per day.

The data signals were collected during 25 minutes on each day, giving a total of around 75
minutes of ECG signal per participant. Before being exposed to the stimuli, during the first 4 minutes
of each data acquisition, the participants watched a movie with a beach sunset and an acoustic guitar

soundtrack, and were instructed to try to relax as much as possible.

The ECG was sampled at 1000 Hz, using the MP100 system and the software AcqKnowledge
(Biopac Systems, Inc.). During the preparation phase, the adhesive disposable Ag/AgCL-electrodes
were fixed in the right hand, as well as in the right and left foot. We are aware that such an intrusive
set-up is not desirable for a real biometric identification system. However, for testing purposes, it

seems appropriate, as this approach is more reliable — produces less noise.

Even though this database was built for emotion recognition, by using a database where the
participants were exposed to different stimuli, it is possible to check if the emotional state of partic-

ipants affects the biometric identification process as well.

The database is publicly available for download atﬂ

1.3.3 PTB Diagnostic ECG Database

This database contains a total of 549 records from 290 subjects (aged from 17 to 87 years old). It was

collected for clinical purposes and it is part of Physionet [19].

Each subject is represented by one to five records. Each record includes the conventional 12
leads as well as the 3 Frank lead ECGs. Each signal is digitized at 1000 samples per second, with 16
bit resolution [20].

Each record includes metadata with the clinical information about the pation, including: age,
gender, diagnosis, medical history, medication and interventions, coronary artery pathology, ven-

triculography, echocardiography, and hemodynamics.

The diagnostic classes are missing for 22 subjects. For the other 268 subjects, the distribution of
diagnosis can be seen in Table

'http://sweet.ua.pt/ap/data/signals/Biometric_ Emotion_ Recognition.zip
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Diagnostic class Number of subjects
Myocardial infarction 148
Cardiomyopathy/Heart failure 18
Bundle branch block 15
Dysrhythmia 14
Myocardial hypertrophy 7
Valvular heart disease 6
Myocarditis 4
Miscellaneous 4
Healthy controls 52

Table 1.1: Diagnostic classes from the 268 subjects available on PTB Diagnostic ECG Database.

1.3.4 UofT ECG Database (UofTDB)

The Uof TDB is an ECG database which was collected in the University of Toronto and contains a
total of 1012 healthy subjects. We would like to thank Prof. Dimitrios Hatzinakos for allowing us

access to the data, after a formal request, for research purposes.

This dataset includes ECG recordings from volunteers in multiple sessions, under exercise condi-
tion and different body postures. For specific volunteers, the ECG was recorded over five additional
recording sessions which spanned over a six-month interval. These recordings are available only

from participants who agreed to participate in follow-up studies.

Each recordings’ length varies from two to five minutes. The database includes ECG recordings

in four different postures: sit, stand, supine and tripod.

The ECG signal was captured from the volunteers’ fingertips, similar to a lead I configuration:
the subjects held a pad with dry AgCL electrodes positioned such that the left thumb was placed
on the positive electrode, the right thumb on the negative electrode and the right index finger was
placed on the reference electrode. The Vernier ECG sensor and the Go!Link interface 1 were used
for recording the ECG signals. The device was configured to 200Hz sampling frequency at 12 bits

per sample resolution [25].

All the subjects who attended the follow-up sessions were recorded in a seated position and, for
that reason, that is the position for which more data is available. Therefore, we have chosen to use

only the 46 participants which have 5 ECG samples collected while they were seating [25].

A more detailed description about the database can found in [25] and [26]].

1.3.5 ECG Collection Protocol

This dataset was acquired in order to develop a study regarding the data collection protocol for ECG

data for biometric identification [27]. The data were collected from twenty healthy participants
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(nine females and eleven males), all between the ages of 20 and 23 years (20.85 + 0.91 years). All
participants were healthy, without any relevant pathology. Two of the participants were smokers.
The collection of this dataset was approved by the ethics council of the University of Aveiro. The
participants, recruited at the same university, gave their written consent, after being explained the
purpose of the data collection. It was also mentioned to them that the data was confidential and that

they could withdraw from the experiment at any time.

Given that the ECG is a vital signal which can be affected by factors such as the skin and the
type of electrodes used [28], both dry electrodes (produced by BITalino) and gel ones (manufactured
by Ambu®) were used. Both types were of Ag/AgCl type.

The data were collected at 500 Hz, using an Android application called DroidJacket, together
with the Vital Jacket®, which allowed to collect data from different devices and redirect them to a

common storage location [29].

The gel from the Ag/AgCl electrodes used improves conductivity and reduces the impedance
of the skin-electrode interface. However, dry electrodes were placed on the fingers with the aim
of making this study close to reality. In daily life, the ideal would be to use dry electrodes in an
easily accessible area, without the need to place gel electrodes, since the latter have a more complex
placement process and they are also subject to the drying of the gel, leading to a drastic decrease in

the quality of the signal, specially when dealing with long acquisition processes [30].

The ECG signals were acquired through a rigorous placement of each electrode in different
regions of the body: fingers from both hands, wrists and chest. In each region of the body that ECG
signal was collected, three electrodes were placed. Its placement was uniform, since for each of the
body locations and for each of the participants, the exact same placement protocol was followed.
These electrodes were attached to the end of the wires with different colors, facilitating the process.
The red and yellow color electrodes were always placed on a high blood flow region, on the right
and left side, respectively. The third electrode, called neutral, was always placed on the right side of
the body - in a place with less blood flow. This way, it was possible to collect signals from different

collection places simultaneously.

Two data acquisition sessions took place. In both collections, each participant underwent an
initial survey with the main objective of evaluating some factors that, according to the literature,
can alter the biometric identification “signature” [31]]: their levels of anxiety and stress, their last
intake of coffee and also if they had any disease. Afterwards, participants watched a documentary,
which showed a neutral feeling, thus not introducing any specific emotion. At the end of each

collection, a satisfaction survey was completed.

In the first data collection session, each participant was asked to remain at rest for ten minutes.
After this period of time, they were asked to perform movements with their hands, feet and torso,

for two minutes each, with a pause of one minute between them. In the second session, participants
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were asked to stay five minutes at rest while signals were being collected.

The two collections carried out had a time spacing of two weeks. This period was rigorously

chosen to assess the impact of the temporal distance of data collection for biometric identification.

1.4 OQOutline

This thesis has a total of five chapters. It starts with an overall introduction about the project.
The second chapter presents some compression topics and show how they can be used for pattern
recognition. On the third chapter, we introduce the concepts needed for preparing ECG signals
before compression can be applied. On the fourth chapter, we merge all the concepts presented on a
real classification application using a one-dimensional signal — biometric identification using ECG.
Finally, on the last chapter, we present some remarks regarding the project and some suggestions

for future work.

1.5 List of Contributions

1.5.1 Publications Indexed by ISI

« Filipa Barros, Claudia Figueiredo, Susana Bras, Jodo M. Carvalho, and Sandra C. Soares. “Mul-
tidimensional assessment of anxiety through the State-Trait Inventory for Cognitive and So-
matic Anxiety (STICSA): From dimensionality to response prediction across emotional con-
texts”. In: PLOS ONE 17.1 (2022). Ed. by Claudio Imperatori, €0262960. por1: 10.1371/journal.
pone.0262960.

« Mariana S. Ramos, Jodo M. Carvalho, Armando J. Pinho, and Susana Bras. “On the Impact
of the Data Acquisition Protocol on ECG Biometric Identification”. In: Sensors 21.14 (2021),
p- 4645. DOI1:|10.3390/521144645.

« Gisela Pinto, Jodo M. Carvalho, Filipa Barros, Sandra C. Soares, Armando J. Pinho, and Susana
Bras. “Multimodal Emotion Evaluation: A Physiological Model for Cost-Effective Emotion
Classification”. In: Sensors 20.12 (2020), p. 3510. 1SsN: 1424-8220. por: |10.3390/s20123510.
URL: |http://dx.doi.org/10.3390/s20123510.

« Susana Bras, Jodo M. Carvalho, Filipa Barros, Claudia Figueiredo, Sandra C. Soares, and Ar-
mando J. Pinho. “An Information-Theoretical Method for Emotion Classification”. In: IFMBE
Proceedings. Springer International Publishing, 2019, pp. 253-261. po1:|10.1007/978-3-030-
31635-8__30.


https://doi.org/10.1371/journal.pone.0262960
https://doi.org/10.1371/journal.pone.0262960
https://doi.org/10.3390/s21144645
https://doi.org/10.3390/s20123510
http://dx.doi.org/10.3390/s20123510
https://doi.org/10.1007/978-3-030-31635-8_30
https://doi.org/10.1007/978-3-030-31635-8_30

8 CHAPTER 1. INTRODUCTION

« Jodao M. Carvalho, Susana Bras, and Armando J. Pinho. “Compression-Based Classification of
ECG Using First-Order Derivatives”. In: Lecture Notes of the Institute for Computer Sciences, So-
cial Informatics and Telecommunications Engineering. Springer International Publishing, 2019,

pp- 27-36. por1: 10.1007/978-3-030-16447-8_3.

« Jodo M. Carvalho, Susana Bras, Diogo Pratas, Jacqueline Ferreira, Sandra C. Soares, and Ar-
mando J Pinho. “Extended-alphabet finite-context models”. In: Pattern Recognition Letters
112 (2018), pp. 49-55. 1ssN: 0167-8655. por: (10.1016/J. PATREC.2018.05.026. URL:
https://www.sciencedirect.com/science/article/pii/S0167865518302095.

+ Jodo M. Carvalho, Susana Brés, Jacqueline Ferreira, Sandra C. Soares, and Armando J Pinho.
“Impact of the Acquisition Time on ECG Compression-Based Biometric Identification Sys-
tems”. In: Pattern Recognition and Image Analysis. IbPRIA 2017. Lecture Notes in Computer
Science, vol 10255. Springer, Cham. Springer, Cham, 2017, pp. 169-176. por: 10.1007/978-3-
319-58838-4_19. URL: http://link.springer.com/10.1007/978-3-319-58838-4_19.

1.5.2 Other Publications and Communications

« Jodao M. Carvalho, Armando J. Pinho, and Susana Bras. “An Exploratory Study on ECG Bio-
metric Bias Using Compression Algorithms”. In: Proceedings of the 27th RecPad. 2021.

« Jodo M. Carvalho, Susana Bras, and Armando J. Pinho. “ECG Biometric Identification using
Relative Compression”. In: 4th Workshop on Maximum Entropy and its Applications. Depart-
ment of Mathematics, University of Aveiro, Portugal. July 2021.

« Jodao M. Carvalho, Susana Brés, and Armando J. Pinho. “Compression-based Tools for Non-

Symbolic Data”. In: Research Summit 2021. University of Aveiro, Portugal. 2021.

« Jodo Carvalho, Susana Bras, and Armando J. Pinho. “Entropy-Based ECG Biometric Identifi-
cation”. In: Proceedings of Entropy 2021: The Scientific Tool of the 21st Century. MDPI, 2021.
DoI: 10.3390/entropy2021-09795.

« Jodao M. Carvalho, Susana Bras, and Armando J. Pinho. “Compression-Based Classification of
ECG Using First-Order Derivatives”. In: Lecture Notes of the Institute for Computer Sciences, So-
cial Informatics and Telecommunications Engineering. Springer International Publishing, 2019,

pp- 27-36. por1: 10.1007/978-3-030-16447-8_3.

« Jodao M. Carvalho, Susana Bras, and Armando J. Pinho. “Myocardial Infarction Detection Using
a Compression-Based Approach”. In: Special Issue - Statistics on Health Decision Making: state

of the art. Vol. 1. 1. May 2019.


https://doi.org/10.1007/978-3-030-16447-8_3
https://doi.org/10.1016/J.PATREC.2018.05.026
https://www.sciencedirect.com/science/article/pii/S0167865518302095
https://doi.org/10.1007/978-3-319-58838-4_19
https://doi.org/10.1007/978-3-319-58838-4_19
http://link.springer.com/10.1007/978-3-319-58838-4_19
https://doi.org/10.3390/entropy2021-09795
https://doi.org/10.1007/978-3-030-16447-8_3

1.5. LIST OF CONTRIBUTIONS 9

« Filipa Barros, C. Costa, C. Figueiredo, Susana Bréas, Jodo M. Carvalho, S. Magano, N. Madeira,
and S. C Soares. “Cognitive and somatic trait anxiety: subjective and psychophysiological

responses.” In: 27th European Congress of Psychiatry, Warsaw, Poland, Apr. 2019.

« Filipa Barros, Claudia Figueiredo, Susana Bras, Jodo M. Carvalho, and Sandra Soares. “The
role of somatic trait anxiety and alexithymia on the physiological and subjective response to

emotional stimuli”. In: 19th WPA World Congress of Psychiatry. Aug. 2019.

+ Jodo M. Carvalho, Susana Bras, Jacqueline Ferreira, Sandra C. Soares, and Armando J. Pinho.
“Impact of the Acquisition Time on ECG Compression-based Biometric Identification Sys-
tems”. In: Encontro com a Ciéncia e Tecnologia em Portugal, Centro de Congressos de Lisboa.

June 2017.

« Jodo M. Carvalho, Susana Bras, Jacqueline Ferreira, Sandra C. Soares, and Armando J Pinho.
“Impact of the Acquisition Time on ECG Compression-based Biometric Identification Sys-

tems”. In: Research Day 2017. University of Aveiro, Portugal. July 2017.

« Jodao M. Carvalho, Susana Bras, and Armando J. Pinho. “The Impact of Noise Removal on a
Compression-based ECG Biometric Identification System”. In: Proceedings of the 23rd RecPad.
2017.

« Jodo M. Carvalho, Susana Brés, Jacqueline Ferreira, Sandra C. Soares, and Armando ] Pinho.
“Impact of the Acquisition Time on ECG Compression-Based Biometric Identification Sys-
tems”. In: Pattern Recognition and Image Analysis. IbPRIA 2017. Lecture Notes in Computer
Science, vol 10255. Springer, Cham. Springer, Cham, 2017, pp. 169-176. po1: 10.1007/978-3-
319-58838-4_19. URL: http://link.springer.com/10.1007/978-3-319-58838-4__ 19|

« Jodao M. Carvalho, Armando J. Pinho, and Susana Bras. “Irregularity Detection in ECG signal

using a semi-fiducial method”. In: Proceedings of the 22nd RecPad. 2016, pp. 75-76.

1.5.3 Awards and Distinctions

Research Summit 2021 - “Compression-based Tools for Non-Symbolic Data” — Best MAP-i
Doctoral Program Pitch Award

Entropy 2021 — “Entropy-Based ECG Biometric Identification” — Wolphram Award (Best ses-

sion Poster)

IbPRIA 20217 - “Impact of the Acquisition Time on ECG Compression-Based Biometric Iden-
tification Systems” — Selected Paper for Best Paper

RecPad 2016 — “Irregularity Detection in ECG signal using a semi-fiducial method” - Selected
Paper for Best Paper


https://doi.org/10.1007/978-3-319-58838-4_19
https://doi.org/10.1007/978-3-319-58838-4_19
http://link.springer.com/10.1007/978-3-319-58838-4_19

10

CHAPTER 1. INTRODUCTION



Chapter 2

Compression Topics for Pattern Recognition

2.1 Introduction

Compression and coding algorithms have been used for decades on a diverse number of domains
and applications. Usually, the motivation for using them is to either reduce the amount of storage
space (normally measured in bits) that certain data requires, the bandwidth necessary to transfer

data for communications, or even both of them combined.

All compressor schemes follow two steps: the compression and the decompression, done by the

encoder and decoder, respectively.

The encoder is responsible for finding patterns on the original data and exploring those patterns
to reduce the amount of data required to represent it using a different structure. The data generated
by this process is called the compressed data. Given the source and nature of the original data, the
reduction of storage needed, denoted by compression ratio, can be of several orders of magnitude
or, in case the original data are random or the compressor is not adequate for those specific data, it
can be close to one — meaning that the original size and the compressed size are approximately the

same.

The decoder is responsible for the inverse process, i.e., it has access to the compressed data
and should be able to transform it into something similar to the original data. In the case this
transformation is perfect (the decoder is always able to rebuild the original data without any errors),
the compressor follows a lossless compression scheme. Otherwise, it follows a lossy scheme. Both
make sense on different scenarios, but we will not elaborate on that and, for the rest of this document,

always assume we are using a lossless compression scheme, unless mentioned otherwise.

11
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2.2 Pattern Recognition

Besides aiming at reducing the size of the data, compression algorithms have recently been used
on several different applications related with pattern recognition. In order to understand how it is
possible to use compression for topics related with pattern recognition and machine learning, we

will rely on some examples to explore how a compressor works by analyzing an example:

Example 1: Compressing a text file (encoded in ASCII) containing the text:

ABABABABABABABABABABABABABABAB

Proposed solution: Given that the text document uses the ASCII representation, each symbol
requires 1 byte (8 bits) to be represented. Given that the length of the string is 30, the total file size

is 30 bytes (240 bits). This will be our baseline for computing the compression ratio at the end.

Now, there are several aspects we could use to compress this string. The first one, and most
obvious, is that the string is just a repetition of the sequence “AB” concatenated fifteen times. So, if

a compressor is able to capture that repetition, it can just store something similar to

AB x 15.

This means that instead of using 30 symbols and 240 bits it is possible, in theory, to store only
the string “AB” (requiring 16 bits) and the number 10 (requiring another 16 bits). Using this repre-

sentation, we would only require a total of 32 bits to represent the original data. This translates into

240

52 = 1.5, Le, the compressed data is 7.5 times smaller than the original one.

a compression ratio of

Assuming we knew beforehand that all strings that would be compressed by this compressor
would only have the symbols “A” and “B”, that would allow the compression to be increased even
further. Even with only the simple modification that the letters were now represented using a binary
form (“A” was transformed into 0 and “B” was transformed into 1, for example), we would save a

total of 7 bits per symbol.

In this example, rebuilding the original data using the compression data would be trivial. How-
ever, such a simple example is not frequent and there are some steps not being taken into account
here, such as the underlying representation scheme used by the compressor, for simplification pur-
poses. Nevertheless, this example should illustrate the basics of what are the main goals of any

compressor: to find redundancy patterns on the data to be compressed and exploit them in order to
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make the data storage requirements smaller.

Example 2: Compressing a text file (encoded in ASCII) containing the first 100 million decimal
digits of 7.

Proposed solution: Following the same calculations made on the previous example, it is easy

to see that this text file would require a total of 800 million bits (approximately 95 megabytes).

Since the distribution of decimal digits from the number 7 seems to be statistically random [49]]
(does not follow any kind of known distribution), it is very difficult for any compressor to find
statistical patterns on this file. A general purpose compressor should achieve a compression ratio
of approximately one, i.e., no compression, as there are no known statistical ways to exploit its

distribution of digits.

It is, however, possible to write a very simple computer program under any program language
that write those digits into a computer file. We could write a computer program, called P, that
computes the arctan(1) with enough precision, multiplies the result by 4 and prints it to a file - lets
call this our decoder. There would be other ways to do this, such as using a Spigot algorithm to

calculate the sequence [50] and print it, but lets only use the former.

For solving this example, we consider the encoder to be a program that counts the number of
digits present in the file and the decoder is the program P. Using both of them, we can achieve the
compression/decompression using only the amount of bits required to write that computer program
P, plus the amount of bits to store the number “100 000 000” (the amount of digits to compute). It
is fair to estimate that this can be done using only a couple of kilobytes, achieving an enormous

compression ratio.

One can argue that this is not a “real compressor” (although theoretically it is), as this computer
program P serves no other useful purpose than producing that sequence — which makes total sense.
This is an unrealistic setting but sets the motivation for introducing the definition of the Kolmogorov

Complexity, in the next section.

2.3 Compression-Based Measures

2.3.1 Introduction

Compression-based distances are tightly related to the Kolmogorov notion of complexity (also known

as algorithmic entropy).

Let x denote a binary string of finite length. Its Kolmogorov complexity, K(x), is the length of
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the shortest binary program x* that computes x in a universal Turing machine and halts. There-
fore, K(x) = |x*|, the length of x*, represents the minimum number of bits from which x can be

computationally retrieved [51].

Simplifying the original definition, one can think of a different one, although less formal, where
the Kolmogorov complexity of the string x is the size of the smallest computer program possible
(in bits), under a specific programming language, that is able to produce the output x. However,
this definition raises one issue: it is not possible to prove that a certain program is the smallest to
produce x — that is why the Kolmogorov complexity is said to be non-computable and therefore

difficult to use in practice.

A way to obtain an estimate for the value of the Kolmogorov complexity of a string is using
compression algorithms. A compressor uses the underlying patterns found on the string x to reduce
its size as much as possible. It is easy to understand that both concepts are related. Let us define
C(x) as the number of bits a certain compressor C requires to represent string x on its compression
version plus the size of the corresponding decoder. A question arises: what is the relationship
between K(x) and C(x)? If we assume that C(x) < K(x), it means the compressor C takes less bits
to produce x than K(x) states. But if we take into consideration that the compressor C is a valid
computer program that can be used to compute x (and halts), we obtain a contradiction: C(x) > K(x)
and C(x) < K(x), proving the initial assumption was invalid. On the other hand, to test whether
C(x) > K(x) is true, we should divide it into two cases: if C is indeed the smallest computer program
that computes x and halts, and if it is not. If it is the former, than the equality takes place (C(x) =
K(x)). Otherwise, it means there is a smaller computer program than C to compute x, so we have
proven that C(x) > K(x). Therefore, we can conclude that compression is a way to obtain an upper
bound for the value of the Kolmogorov complexity of a certain string. The higher the compression
achieved, the most likely the value will be close to its non-computable Kolmogorov complexity’s

value (the more accurate the approximation is).

A different way to approach the Kolmogorov complexity is using the Information Distance (ID)
and its normalized version, the Normalized Information Distance (NID), proposed by Bennett et al.
in 1998 [52]. These two metrics are defined in terms of the Kolmogorov complexity of the strings

involved, as well as the complexity of one when the other is provided. The NID can be defined as

_ max{K(x[y), K(y|x)}
NID(x, y) = max{K(x),K(y)} ~ .

where K(x|y) stands for the Kolmogorov complexity of string x when string y is already provided.
It is easy to realize that if x = y, then K(x|y) = 0, given that the smallest Turing machine that

computes y would also produce x, as they are equal.
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2.3.2 Normalized Compression Distance (NCD)

The Normalized Compression Distance (NCD) is perhaps the most well-known example of how
compression can be used for measuring the similarity between strings. This metric was introduced
by Li et al. [[13] and has been used in a number of different applications: music classification [53]], to
analyze network traffic and to cluster computer worms and viruses [54], authorship attribution [55,
gene expression dynamics [56], predicting useful versus useless stem cells [57]], critical networks

[58]], image registration [59]], question-answer systems [[60]. The NCD is defined as

NCD(xy) = Clry) = miniC(x), C(y)} (2.2)

max{C(x), C(y)}

where, like in the previous examples, C(x) and C(y) represent the number of bits of a compressed

version of x and y, respectively. Besides, C(xy) represents the number of bits of compression of x

and y concatenated.

The NCD is shown to be quasi-universal in the sense that it minorizes every computable simi-
larity distance up to an error that depends on the quality of the compressor’s approximation of the

true Kolmogorov complexities of the files involved [53].

2.3.3 Nornalized Conditional Compression Distance (NCCD)

As it has already been mentioned, the Kolmogorov complexity is non-computable and, therefore, the
NID is also non-computable. However, an approximation for it can be used by using compression,
providing an upper-bound for its real value. Let C(x) be the number of bits used by a compressor to
represent the string x. By replacing the function K by an approximation C we obtain the Normalized

Conditional Compression Distance (NCCD), defined by

max{C(x|y), C(y|x)}
max{C(x), C(y)}

NCCD(x,y) = (2.3)
Here, C(y|x), also called conditional compressed information 53], can be understood as the com-
plexity of a string y with a string x being already known by the compressor, i.e., when the compressor

adds the patterns learned on y to the patterns previously extracted while compressing x.

2.3.4 Normalized Relative Compression (NRC)

In 1993, Jacob Ziv, one of the two authors of the popular LZ77 [61]] and LZ78 [62]] lossless data
compression algorithms, proposed a measure of relative entropy between individual sequences [63]],
which relies on the notions of cross entropy and cross parsing. Using a related approach, Pinho et al.

introduced a more general compression measure, the relative compression [[64], denoted by C(x||y).
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This measure represents the compression of x relatively to y. In other words, it represents the

amount of bits required by a compressor to represent x using exclusively the models learned from
y.

Using this measure, the authors also introduced a measure called the NRC. The NRC of the

binary string x, relatively to the binary string y, is defined as

C(x|ly)
x|~

NRC(x|ly) =

where |x| denotes the length of x.

This measure of relative similarity, C(x||y), obeys the following rules:

« C(x|ly) = 0 iff string x can be built efficiently from y;

+ Cxlly) = [x| iff K(x[y) = K(x).

A more general formula for the NRC of string x, given string y, where the strings x and y are

sequences from an alphabet A = {sy, s, ... 5 4/}, is given by

C(xlly)

NRC =
(xlly) xlog, | A

(2.5)

The reason for normalizing C(x||y) by the denominator |x|log, |.A| is that the denominator rep-
resents the minimum amount of bits required to represent the string x without applying any com-
pression technique, assuming a uniform distribution of the symbols from the alphabet, since log, |A]
is the amount of bits required to represent a symbol from the alphabet A, assuming a uniform dis-

tribution.

So, in case C(x|ly) = |x|log, |-A|, then NRC(x||y) would be equal to one. The more efficiently x
can be built from v, i.e., the lower the C(x||y) and, therefore, the lower the value of NRC(x||y). Since
C(x||y) can only be as low as = 0, so does the value of the NRC(x]|y).

2.4 Finite-Context Models

2.4.1 Definition

A FCM complies to the Markov property, i.e., it estimates the probability of the next symbol of the

information source using the k > 0 immediate past symbols (order-k context) to select the probability
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distribution [|65]. Finite-context modeling has been used for compression in several areas, such as in
text and image [66]. Recent work has shown that they also have the ability to measure similarity (or
dissimilarity), relying on the data entropy [67,(68} |69]. Therefore, assuming that the k past outcomes
are given by x , | = X, k41 Xy, the probability estimates, P(x,41|x) ;) are calculated using

symbol counts that are accumulated while the information source is processed, with

v(slx) ) +a
v(x! )+ al Al

P(slxy_q) = (2.6)

where, like on the previous definition, A = {s, 52, ... 54/} is the alphabet that describes the objects
of interest, v(s|x,’1’_k +1) represents the number of times that, in the past, symbol s € A was found

having x_, . | as the conditioning context and where

v(Xp_jes1) = Z v(alxy_j1) (2.7)

acA

denotes the total number of events that has occurred within context x]_, ;.

balancing between a maximum likelihood estimator and a uniform distribution. Notice that when

The parameter o allows

the total number of events, n, is large, (2.6) behaves as a maximum likelihood estimator [17].

After processing the first n symbols of x, the average number of bits per symbol generated by
an order-k FCM is

1 .
Hin =~ > " log, P(xilx)), (2.8)
i=1

where we assume the convention that xl.o_ i is known to both the encoder and the decoder.

2.4.2 Mixtures of Finite-Context Models

It is also possible to use more than one FCM with different orders, in collaboration.

Hi, (equation can be viewed as a measure of the average performance of model k until
position n [[17]. The overall probability estimate for position n + 1 can be given by the weighted

average of the probabilities provided by each model, according to their individual performance, i.e.,

P(xn+1) = Z P(xn-é-llx;:—k.;.l)wk,na (2'9)
ke

where K denotes the set of |K| models involved in the mixture and,

Wi, = P(k|x7), (2.10)
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i.e., the weights correspond to the probabilities that each model has generated x{. Hence, we have

win = P(k|x{) o< P(x{[k)P(k), (2.11)

where P(x]|k) denotes the likelihood of sequence xj being generated by model k and P(k) denotes
the prior probability of model k [70]]. Assuming P(k) = %, we also obtain

Win < P(xf[k). (2.12)

Calculating the logarithm of this probability we get

log, P(x{|k) = log, H P(xilk, xi") = log, H P(x|x—}) = Z log, P(xi|x=}), (2.13)
i=1 i=1

i=1
which is related to the number of bits that would be required by model & to represent the sequence
x7. Therefore, it is related to the accumulated measure of the performance of model k until position

n [[70].

To facilitate faster adaptation to non-stationarities of the data, instead of using the whole accu-
mulated performance of the model, we adopt a progressive forgetting mechanism. The idea is to let
each model to progressively forget the distant past and, consequently, to give more importance to

recent performance results. To accommodate this, we first rewrite (2.13) as

n—1
log, P(x}|k) = Z log, P(xi|x=}) + log, P(x|x™} (2.14)
i=1
and then,
log, prn = y10g, Pt + log, P(alxi—)), (2.15)

where y € [0, 1) is the forgetting factor and (— log, p ) represents the estimated number of bits that
would be required by model k to represent the sequence x{ (we set pxo = 1), taking into account

the forgetting mechanism [70]]. Removing logarithms, we rewrite (2.15) as

Pin = Py POl ) (2.16)
and, finally, we set the weights to
Dkn
Win = = (2.17)
" Zkelc Pk,n

to enforce normalization [70].
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2.4.3 Extended-Alphabet Finite-Context Models

In this section, we introduce a generalization of the FCMs, called xaFCMs, that calculates the prob-

ability of occurrence of the next d symbols, given the previous k symbols.

Compressing using extended-alphabet finite-context models

An extended-alphabet finite-context model (xaFCM) complies to the Markov property, i.e., it esti-
mates the probability of the next sequence of d > 0 symbols of the information source (depth-d)
using the k > 0 immediate past symbols (order-k context). Therefore, assuming that the k past
outcomes are given by x| = X,_k41 - Xy, the probability estimates, P(xmHd Ix_..,) are calculated

using sequence counts that are accumulated, while the information source is processed,

v(wlx! . ) +a
v(x L)+ al Al

P(wlxy 1) = (2.18)

where A% = {wy, w, - WA, --- W] 4¢} is an extension of alphabet A to d dimensions, v(wlx,_,,)
represents the number of times that, in the past, sequence w € A% was found having X, as the

conditioning context and where

v(xy_jiq) = Z v(alxy_.q) (2.19)

acAd

denotes the total number of events that has occurred within context x)_, ;.

When learning a model from a string, the sequence counts are performed in steps of only one
symbol at each time, instead of d symbols. This is done in order to retain as much information as

possible from the data source.

Parameter « allows controlling the transition from an estimator initially assuming a uniform

distribution to a one progressively closer to the relative frequency estimator.

The theoretical information content provided by the i-th sequence of d symbols from the original

sequence X, is given by

—log, P(t;|x!47}) bits, (2.20)

where t; = Xjg, Xig 41 X(i41)d-1-

After processing the first n symbols of x, the total number of bits generated by an order-k with
depth-d xaFCM is equal to
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n/d
= "log, P(tixi=P, (2.21)
i=1

where, for simplicity, we assume that n (mod d) = 0.

If we consider a xaFCM with depth d = 1, then it becomes a regular FCM with the same order

k. In that sense, we can consider that a FCM is a particular case of a xaFCM.

An intuitive way of understanding how a xaFCM works is to think of it as a FCM which, for
each context of length k, instead of counting the number of occurrences of symbols of A, counts
the occurrences of sequences w € A, In other words, for each sequence of length k found, it counts

the number of times each sequence of d symbols appeared right after it.

Even though, when implemented, this might use more memory to represent the model, an ad-
vantage is that it is possible to compress a new sequence of length m, relatively to some previously
constructed model, making only m/d accesses to the model. This significantly reduces the time of

computation, as shown in the experimental results presented in Appendix

Since, for compressing the first k symbols of a sequence, we do not have enough symbols to rep-
resent a context of length k, we always assume that the sequence is “circular”. For long sequences,
specially using small contexts/depths, this should not make much difference in terms of compres-

sion, but as the contexts/depths increase, this might not be always the case.

Since the purpose for which we use these models is to provide an approximation for the number
of bits that would be produced by a compressor based on them, whenever we use the word “com-
pression”, in fact we are not performing the compression itself. For that, we would need to use an
encoder, which would take more time to compute. It would also be needed to add some side infor-
mation for the compressor to deal with the circular sequences - but that goes out of scope for our

goal.

Example

Let x be the circular sequence AAABCC. Using a regular FCM with k = 2 and @ = 0.01, we would
build the model from Table [2.1]to represent x.

It is easy to notice that this representation can be implemented using an hash-table of strings
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Table 2.1: FCM representation of the sequence AAABCC.

Context ¢ | v(Ale) | v(Ble) | v(Cle) | v(c) =D e 4 v(alc)
BC 0 0 1 1
CA 1 0 1
AB 0 0 1 1
CcC 1 0 0 1
AA 1 1 0 2

Table 2.2: Proposed xaFCM representation of the sequence AAABCC (with d = 1). Notice that this model
has exactly the same information as the one in Table

Context ¢
BC C:1 | Total: 1
CA A:1 | Total: 1
AB C:1 | Total: 1
CC A:1 | Total: 1
AA A: 1l B: 1 Total: 2

to arrays of integers with fixed size (alphabet size +1). However, we propose a different alternative,
which consists of building an hash-table of hash-tables. The reason for doing so is that often the
number of counts of symbols for each context is very sparse, which would be a waste of memory.

To represent exactly the same model, we would build the structure presented in Table

For compressing the sequence x, relatively to itself, we would need C(x||x) bits, where

C(x||x) = C(A|CC) + C(AICA) + C(AJAA) + C(B|AA) + C(C|AB) + C(C|BC)

and
C(AICC) = C(AICA) = C(C|AB) = C(CIBC) = —log, —— 201 _ (0283
= = = = — 0 —_— = .
&2 11 3x001
and
2 +0.01
C(AJAA) = C(B|AA) = —log, —————— = 1.007
(AlA4) = C(B|AA) %82 1 {3001

, which means C(x||x) = 2.1272 or, in other words, it is possible to compress x relatively to the model

learned on itself using just 2.1272 bits.

Using a xaFCM, also with k = 2 and « = 0.01, but with d = 2, we would build the model
presented in Table [2.3|to represent x.

Therefore,
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Table 2.3: Proposed xaFCM representation of the sequence AAABCC (with d = 2).

Context ¢
BC CA:1 | Total: 1
CA AA:1 | Total: 1
AB CC:1 | Total: 1
CcC AA:1 | Total: 1
AA AB:1 | BC:1 | Total: 2

C(x||x) = C(AA|CC) + C(AB|AA) + C(CC|AB), (2.22)

where,

1+ 0.01
C(AA|CC) =C(CC|AB) = -1 —  =0.110 2.23
(AAICC) = C(CCIAB) = ~log, — (223)
and
1+0.01

C(AB|AA) = -1 — = 1.049, 2.24
(ABIAA) %82 5 32 % 001 224)

which means C(x||x) = 1.269 or, in other words, using a xaFCM to represent the sequence x it is

possible to compress it relatively to itself using just 1.269 bits.

Calculating the NRC for both compressors we obtain:

« Using FCM - NRC(x||x) = 62X-Ifg723 = 0.224;
2

« Using xaFCM - NRC(x||x) = éjl-ggjs = 0.110.

Based on this example, we can infer that, at least for some cases, it is possible to obtain better

compression ratios, using xaFCMs instead of traditional FCMs to represent a sequence.

Parameter Selection

Selection of «

Since adjusting the o parameter might not be trivial, as it depends on the choice of d as well as
on the alphabet size. It is, however, possible to choose a based on a certain desired probability p for

a specific outcome.

In our experiments, in order to avoid having one more parameter to “tweak”, we are defining «
automatically, in a way such that, if sequence w € A¢ was only found once after a certain context

¢ = x, ., €x,and no other sequence € A% was found after that context ¢ (in other words, the
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total of that line, in the model, is 1), we want to be 90% sure that the same situation happens when
compressing a sequence relatively to the learned model. In other words, when we calculate the

number of bits,

—log, P(tilc) (2.25)

needed to compress sequence t; = X4, Xjg+1 *** Xid+d—1, we want to choose an « such that

P(tlc) = 0.9¢. (2.26)
But, since (o)
v(wle) + a
P = —— 2.27
(wle) v(c) + al Al (2.27)

where A? is an extension of A to d dimensions and ¢ and w were chosen such that v(c) = v(wlc) = 1.

Therefore,

P(wle) = 0.9¢, (2.28)
which is equivalent to,
1+a d
—F— =0.9". 2.29
1+ alAld (2.29)

Since both the alphabet size |.A| and the depth d are static parameters, it is easy to solve the
equation and choose « in this way. It is also worth mentioning that there is always a possible

solution for the equation, since the denominator of the fraction on the left is never equal to zero.

Selection of d

The parameter d is an integer greater or equal to one. As mentioned in subsection [2.4.3] when
d = 1, we are using a xaFCM which is equivalent to a FCM of the same order k. Therefore, they both

produce exactly the same number of bits.

As d increases, so does the RAM needed to store the xaFCM model — but there is not much of an
impact (for d = 11 the increase in memory usage is about 10%). The reason for the model complexity
to only increase this is that the number of different “leaves” in the hash-tables does not change with

the choice of d — only the size of each string stored does.

Something to take into account when choosing d is that, the greater the value of d, the harder
it would be for an arithmetic encoder to complete its process, given that the produced alphabet

increases exponentially with value of d. Since we only want to compute the NRC, we do not use an
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encoder. However, to avoid unrealistic results, we want to choose a d that produces an alphabet size
of, at most, the MaximumValue(integer)—1 (e.g. 23! — 1) symbols. For that reason, using an alphabet

of size 6, we can say that 1 < d < 11.

Often, we are mostly interested in the time it takes to compress a new target sequence, given an
already built model representing the reference sequence. With this application in mind, we can say
for sure that the d should be as big as possible, since, as mentioned before, less computations need

to be done to compress a new target sequence and, therefore, much less time is needed.

2.4.4 Implementation

We have developed an implementation of the extended-alphabet finite-context models, using Python
3.5, which is publicly available under the GPL v3 license at https://github.com/joaomrcarvalho/
xafcm| This implementation can be used to build the xaFCM models themselves and to compute the
number of bits that would theoretically be required to compress a certain string. It also allows certain
useful methods like printing details about the models (both memory requirements and tables with
the information stored on each model), which might help understand what is happening underneath

the implementation, even for someone not familiar with these methods’ details.

2.5 Conclusion

In this chapter, we addressed the question of how data compression is related with the notion of
the Kolmogorov complexity of strings. Different compression based measures were introduced as a
way to approximate the NID, which is not computable. Examples of such measures include the NCD,
the NCCD and the NRC. The NRC was introduced recently and is based on the notion of relative
entropy — a measure that makes more sense for a “machine learning approach”, as the purpose is to
measure how something is in relation to a certain baseline (its class), and not the other way around.
This approach achieved very good results on different fields and it is the one we are going to use
for most of the experiments presented in this document regarding biometric identification using the
ECG.

Given that the NRC depends on using a compression model able to perform relative compression,
we chose models based on FCMs and have explored both the original FCMs as well as their different
variations: collaborative mixtures, substitution tolerant and extended-alphabet. Since the latter, a
generalization of FCMs, were introduced during this work, we covered them into more detail and
shown that they are useful in cases where there are memory constrains or testing speed is crucial,

specially when dealing with large sequences of data.

Before delving into biometric identification using ECG signal, it is important to understand what


https://github.com/joaomrcarvalho/xafcm
https://github.com/joaomrcarvalho/xafcm

2.5. CONCLUSION

is ECG signal and how it should be processed — the topic of the next chapter.
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Chapter 3

Electrocardiographic Signal

3.1 Overview

With the goal of understanding the processing and data analysis of ECG signals, it is important
to have a general idea of what is an ECG signal, how it is collected and what are some of its key
points, usually denoted as fiducial points (or points of interest). We start this chapter with those
goals. Given that this is not the main topic of the thesis, we do not go into much detail here and just
explain the basics, in order to allow the reader to have a general idea of what an ECG represents.
We also explain the idea behind the filtering techniques used on the preprocessing of an ECG signal

and explain the choices we have done on this regard.

Since in most applications we will be using compression-based tools like the ones defined in
Chapter 2| which operate on symbolic data, we will then define the different typical ways to trans-
form from non-symbolic data, like an ECG, to symbolic data — a process defined in signal processing

as quantization.

The rest of the chapter is dedicated to a method we have developed, that automatically detects

irregularities on an ECG signal, based on quantization.

3.2 Introduction

The organ responsible of the circulation of blood throughout our bodies is the heart. This organ
is mostly comprised of muscle, called the myocardium, which periodically contracts and allows
for that circulation of blood to occur. There are two main structures on the heart: the auricles,
located on the top half of the heart; and the ventricles, located on the bottom half. On the top of the
right auricle we can find the sinus node, commonly called the heart pacemaker. This structure is

responsible for our heart rates, as it is the one emitting the electrical signals that allow the beginning

27
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Figure 3.1: Trajectory of a normal cardiac vector (from ).

of every normal heartbeat, or systole — this wave of electrical current passes through the entire heart,
in a coordinated pattern, which triggers the myocardial contraction. The opposite phenomenon,
called diastole, occurs afterwards. This is the period of the relaxation and expansion of the heart
chambers between two contractions, when the heart fills with blood [72]. The different phases of
this process (see Fig. results in measurable changes in potential differences on our body surface.
The resultant amplified signal is known as the electrocardiogram (ECG or EKG). This is a typical
exam by physicians, part of a complete medical evaluation of a patient, given the importance of
the heart on a person’s health and also because it is a non-invasive, low cost and virtually risk free
exam. For clinical purposes, it is important to notice that ECG signals might be affected by a different
number of factors, such as: abnormalities of cardiac conducting fibers, metabolic abnormalities of
the myocardium and macroscopic abnormalities of the normal geometry of the heart, making this

interpretation sometimes challenging for the clinician [72].

Usually, an ECG signal is collected using 10 electrodes placed on the subject’s body: the Vy, V3,
V3, V4, Vs and Vg, placed on very specific regions of the chest (Fig. [3.2| shows the exact placement)
and the other four electrodes: the RA, placed on the right forearm or wrist; the LA, placed on the
left forearm or wrist; the LL, placed on the left lower leg, proximal to the ankle; and finally, the RL,
placed on the right lower leg, proximal to the ankle. It is worth mentioning that even though this
process uses only 10 electrodes, it is able to capture a total of 12 leads: lead I, lead II, lead IIL, lead IV,
V1, V2, V3, V4, Vs, Vg, aVR, aVL and aVF. These leads are collected and recorded simultaneously and
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Figure 3.2: The typical lead placement of the six chest leads (vq, vz, v3, V4, vs and v;) for collecting an ECG
(from [71]).
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Figure 3.3: A normal ECG recording from an healthy subject, using 12 leads (from [73]).

for clinical interpretations they should be taken into consideration as a whole, as changes in one of
them should reflect on others, on most cases. Fig. shows a recording of an electrocardiogram

from an healthy subject collected on a clinical setting using the approach described.

However, given that our primary goals in this work are not to analyse clinical ECGs, but to
perform biometric identification or emotion classification using those signals, the use of on the

person sensors and a 12-lead configuration may be too intrusive for daily routine data collection.
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Shen and colleagues [74] shown it is possible to identify an individual using only one lead. That
setup makes more sense for a biometric identification perspective, as it does not require so many
electrodes to be placed on the subject. Therefore, in this work we will be using exclusively one lead.
Even in cases where the signal was collected using more than one lead, we choose one and ignore

the others.
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Figure 3.4: Usual features of the electrocardiogram, from an healthy subject (from )

An ECG signal is comprised of different waves and specific points of interest. In Fig. [3.4]it is
possible to see some of those points, as well as the intervals between them. The atrial depolarization
is reflected on the P-wave, which is usually less than 120ms. The ventricular depolarization of the
right and left ventricles is reflected by the QRS complex and lasts around 70 to 110ms, on an healthy
person. Inside the QRS complex, we can also mention three waves: the Q-wave, corresponding
to the first negative deflection; the R-wave, which is the first positive deflection; and the S-wave,
corresponding to the subsequent negative deflection to the R-wave. Beside those waves, there is

also the T-wave, which reflects the ventricular repolarization and lasts around 300ms after the QRS
complex 77].

There are some intervals between the different fiducial points(P, Q, R, S and T), which may be
relevant, depending on the application, but we will only mention the “main one” (as it contains

all others) — the RR interval. The RR interval represents the length of a ventricular cardiac cycle,
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and works as an indicator of ventricular rate. Therefore, it is fundamental in determining a per-
son’s heartbeat and, when there is a constant disparity between consecutive RR intervals, allows

the diagnosis of arrhythmias [[75].
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Figure 3.5: Theoretical power spectrum of the P wave, QRS complex and T wave (from [75]).

However, the ECG signal, like any other biomedical signal, is affected by several artifacts and
noise. Muscle noise is one of such examples — one for which there is still the need to develop signal
processing techniques to deal with [[80]. Respiratory noise is also present on the signal, usually
on the range between 0.12Hz to 0.5Hz (which corresponds to 8 to 30 times per minute). External
electrical interference usually exists in the 50Hz to 60Hz spectrum, while other internal electrical

stimuli (like pacemakers with impedance monitoring), are typically above the 10Hz threshold [81]].

In order to analyse the signals, it is useful to reduce the amount of noise present in the data.

3.3 Pre-Filtering of the Signal

Most hardware for biomedical data collection include an optional pre-filtering of the signals, while
also providing the raw signal. The term “raw signal” refers to a version of the signal in which any
digital preprocessing has been applied. This version of the signal will usually include artifacts and
noise, making it more difficult to either interpret by a clinician or to use on an automatic pattern

recognition system.
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On the case of the ECG, depending on the sensors used to acquire the signal, there might be a
great difference on the signal quality. Usually, wet gel sensors are more reliable than dry sensors.
However, in this work, some databases were collected using dry sensors. The reason for this choice
is that the main application of this work is biometric identification. Therefore, we should include a

database acquired using a more realistic setup.
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Figure 3.6: Plots of two raw ECG signal segments of four seconds each (in green), as well as their filtered
versions (in blue), using a Butterworth low-pass filter of 5th order with a cut-off frequency of
30Hz. Signal 1 (on the left) is an example from the Uof T ECG Database and was collected
at 200Hz; signal 2 (on the right) is an example from the Biometric Emotion Recognition Database
and was collected at 1000Hz.

We will not go into details about which different filters can be used for the ECG, as we will
follow the choices recommended in the literature for the different applications. But it is important
to mention the two main different types of filters that are usually applied to the raw ECG: the low-
pass filters and the high-pass filters.

The low-pass filters allow only low bands to pass while the high-pass filters do the opposite
— they allow most information above the selected frequency (called the cut-off frequency) to pass
through the filter. The values below the cut-off might be attenuated or removed, depending on the
filter used [82]. From these two types of filter we can also derive a third one, which is the usage
of both of them together — commonly called a band-pass filter. These systems provide both high

and low pass filtering, requiring two cut-off frequencies to be specified: one for the high-pass and
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another for the low-pass. They are used when it is needed to either remove or reduce both high and
low frequencies from the signal — usually to remove noise. In the context the ECG, they are useful for
different applications: both for identifying individuals [83]; as well as clinical applications, like heart
rhythm monitoring systems [[84]. The difference between the upper and lower cut-off frequencies
is called the bandwidth of the filter [|85]].

Figure[3.6|shows an example of a Butterworth low-pass filter of 5th order at a cut-off frequency of
30Hz, applied to two different ECG signal segments: one from the Uof T ECG Database (1.3.4), which
was collected at 200Hz using dry electrodes; and another from the Biometric Emotion Recognition
Database (1.3.2), collected at 1000Hz using wet gel sensors. It is interesting to notice that on the first
one the differences between the raw signal and its filtered version are quite obvious, as the original
signal had very noticeable fluctuations, caused by noise. On the second signal, which was collected
using a more intrusive, but less prone to noise setup, the differences are more subtle, but the filtered

signal is a smoothed version of the raw signal.

3.4 R-Peak Detection

The development of a robust automatic R-peak detector is essential for many tasks related with ECG
signals, but it is still a challenging task, due to irregular heart rates, various amplitude levels and

shapes of QRS morphologies, as well as all kinds of noise and artifacts [86].

We have decided to use a partially fiducial method for segmenting the ECG signal and, since
this was not the major focus of the work, we used a preexisting implementation to detect R-peaks,
based on [[86]]. This method detects the R-peak by calculating the average point between the Q and S
points (the QRS complex) — this may not give the real local maximum of the R-peak, but it produces

a very close point.

The process used for detecting the QRS complexes is somewhat similar to the one described in
[86]]. It uses some bandpass filtering and differentiation operations used to enhance QRS complexes
and to reduce out-of-band noise. A nonlinear transformation based on energy thresholding, Shan-
non energy computation, and smoothing processes is used to obtain a positive-valued feature signal

which includes large candidate peaks corresponding to the QRS complex regions.

For more information regarding the process used for detecting the R-peaks check [86]]. The pro-
cess was already validated by its authors using the standard MIT-BIH arrhythmia database, achiev-
ing an average sensitivity of 99.94% and a positive predictivity of 99.96%. It uses bandpass filtering
and differentiation operations, aiming to enhance the QRS complexes and to reduce out-of-band
noise. A nonlinear transformation is used to obtain a positive-valued feature signal, which includes

large candidate peaks corresponding to the QRS complex regions.
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3.5 Quantization

3.5.1 Introduction

Quantization is widely used in signal processing. It is a process that takes a signal (or a numerical
time-series) and produces only a, usually predefined, discrete set of values. It is a very simple process.
However, the design of the quantizer has a significant impact on the amount of compression obtained

and loss incurred in a lossy compression scheme [1]].

A quantizer consists of two opposite mappings: an encoding mapping, which splits the range
of values that the source generates into a number of intervals — each of them represented by a
symbol (or code); and a decoder mapping, which maps from the quantized values into an attempt
of reconstructing the original signal. This process is lossy (loses some of the original information),
as there could be many distinct sample values that can fall in any given output interval. Knowing
the interval does not tell us which of the many values in the interval is the actual sample value - the

decoder can only output a value that, in some sense, best represents all the values in the interval
(1].

We will refer to the number of discrete intervals of the output in a quantization as the alphabet
size — in other words, the maximum number of different symbols produced by the quantizer. There
is a fundamental trade-off to take into account while performing the choice of the alphabet size:
the quality produced versus the amount of data necessary to represent the sequence [87] - if the
alphabet size is higher, both the quality and the amount of data necessary to represent the original

sequence will usually increase.

3.5.2 Uniform Quantization

The simpler quantizers are known as zero memory quantizers, in which the quantization of a sample
is independent of other samples. The signal amplitude is simply represented using a finite number
of bits independently of the sample length. One example of a zero memory quantizer, that is in fact
the simplest one, is the uniform quantizer, in which the transition and reconstruction levels (usually
referred as breakpoints) are all equally spaced [87]]. This is a very simple approach that is useful
when the random variable being quantized follows a uniform distribution — however that is not

usually the case.

Unfortunately, such a quantizer, when applied to ECG signals, for most applications, would not
be appropriate. An easy way to prove this point is to remember that different regions of the ECG have
changes in different proportions - e.g., the region around the R-peak on the ECG changes a lot, while
in other regions such as the the P-wave, the important changes are subtle. Using a zero memory

quantizer on the P-wave, those small changes would probably be lost during the quantization, since
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they could be transformed into the same symbol.

3.5.3 Piecewise Aggregate Approximation

The original Piecewise Aggregate Approximation (PAA) method [88]], performs a re-sampling in the
time series, reducing its length from the original length n to w samples. The idea is to split the data
into w intervals of the same length. The mean value of each of the intervals is then calculated and

each value inside of that interval is replaced by that result. An example can be seen in Fig.
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Figure 3.7: PAA method applied to a time series (from [[15]]).

3.5.4 Nonuniform Quantization

When the random variable to be quantized does not follow a uniform distribution, a nonuniform
quantization should be performed. In order to decrease the average error of the quantization, we
can try to approximate the input better in regions of high probability, perhaps at the cost of worse
approximations in regions of lower probability. We can do this by making the quantization intervals

smaller in those regions that have more probability of occurrence [[1]].

If we want to keep the number of intervals constant, this would mean we would have larger
intervals in the low probability regions, and small intervals in high probability regions. A quantizer

that has nonuniform intervals is called a nonuniform quantizer [1]).

While a nonuniform quantizer provides lower average distortion/error, the design of nonuni-
form quantizers is also somewhat more complex. However, the basic idea is to find the decision

boundaries that minimize the mean squared quantization error, given by

ot = [ G- 0w o 6.

where X is the variable being quantized, fx(x) is the probability density function of X and Q(x) is
the quantization of value x. Two of such examples are the symbolic aggregate approximation [15]

and the Lloyd-Max quantization [89,90].
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Symbolic Aggregate Approximation (SAX)

The SAX method assumes that the original sample distribution follows a Gaussian distribution [91].
The main idea behind the method is to use normalized values in order to produce symbols with
equiprobability. This is done by predefining breakpoints based on the amount of symbols that we
want to use to represent our series. The symbols used to represent the time series are, usually, the

first letters of the alphabet (a, b, c, etc.).

The breakpoint values come from statistics about the Gaussian distribution itself, in order to
produce equal sized areas under Gaussian curves [[92]]. Example breakpoint values for some alphabet

sizes can be seen in Fig.

N $ 3 4 5 6 7 8 9 10

1
[3] -043 | -0.67 | -0.84 | -0.97 | -1.07 | -1.15 | -1.22 | -1.28
B2 0.43 0 -0.25 | -043 | -0.57 | -0.67 | -0.76 | -0.84
B3 0.67 0.25 0 -0.18 | -0.32 | -0.43 | -0.52
B4 0.84 043 0.18 0 -0.14 | -0.25
Bs 097 | 057 | 032 | 0.14 0
Be 107 | 067 | 043 | 025
B? 1.15 0.76 0.52
BS 1.22 0.84
BS} 1.28

Figure 3.8: Lookup table with the breakpoints that divide a normalized Gaussian distribution in an arbitrary
number (from 3 to 10) of equiprobable regions (from [91]]).

After defining the breakpoints, the method obtains the PAA of the time series. The values which
are below the smallest breakpoint are mapped to the first letter, a. All coefficients greater than or
equal to the smallest breakpoint and less than the second smallest breakpoint are mapped to the

second letter, b, and so on [91]. Fig. [3.9|contains an example of the method applied to a time-series.
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Figure 3.9: SAX (letters) and PAA (lines) methods applied to a time series (from [93]).

A more in-depth explanation about SAX, from its original authors, can be found in [91} [15].



3.5. QUANTIZATION 37
Lloyd-Max Quantization

Stuart P. Lloyd and Joel Max, independently proposed an algorithm to compute optimum quantizers
using the mean-square error distortion measure in 1982 [89]] and 1960 [90]], respectively. The algo-
rithm, later called Lloyd-Max algorithm (or quantizer), is still widely used in practice because it can

be easily implemented [94]] and has some interesting properties [[1]):

« The mean values of the input and the output of a Lloyd-Max quantizer are equal.

« For a given Lloyd-Max quantizer, the variance of the output is always less than or equal to the

variance of the input.

« The mean squared quantization error for a Lloyd-Max quantizer is given by

M

ol =02= yiPlbj <X <bjl, (3.2)
j=1

where o2 is the variance of the quantizer input, and the second term on the right-hand side is

the second moment of the output (or variance if the input is zero mean).

« If N is the random variable corresponding to the quantization error, then for a given Lloyd-
Max quantizer,
E[XN] = -0 (3.3)

« For a given Lloyd-Max quantizer, the quantizer output and the quantization noise are orthog-
onal:

E[Q(X)Nbo, by, -+, by] = 0. (3.4)

In sum, the Lloyd-Max is useful when the distribution of the variable to quantize is given by some
complex mathematical function. However, in our applications, it is possible to obtain a normalized

Gaussian distribution — as we will see.

3.5.5 Quantization Applied to ECG

There are many other techniques for quantization, but we covered some of the more commonly
used in the literature. We show in the next sections some real applications where we used different
methods. Since the ECG signal suffers from baseline wander, we have chosen to operate on its
consecutive differences, instead of on the original signal, and use a Lloyd-Max quantization scheme
on top of the signal. As mentioned, the idea is that the quantizer learns breakpoints so that each
symbol on the output will have approximately the same number of samples, meaning that regions

with higher probability will be lower in interval range and vice-versa. The quantizer then replaces
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each of the original samples by the symbol corresponding to the interval it belongs to, meaning that
a sequence of floating numbers becomes a sequence of symbols (in our implementatiorﬂ capital

letters). An example of such a quantization can be seen in Fig.

—— ECG signal
---- Breakpoints

millivolts

T T T T T
4] 250 500 750 1000 1250 1500 1750 2000
milliseconds

Figure 3.10: Quantization scheme example on two seconds of ECG signal from the dataset described in
The ECG signal is represented with a blue line and the red dashes represent the breakpoints
learned by the Lloyd-Max quantizer for this two second interval. The colors on the right are
merely illustrative to help visualise the different intervals. Each interval represents a different
symbol used after the quantization is done, i.e., when each sample on the signal is replaced by
the corresponding symbol from the quantization interval it belongs to.

3.6 Irregularity Detection in ECG Using a Semi-Fiducial Method

3.6.1 Introduction

It is supposed that, at rest, the ECG signal from a complete cardiac cycle is similar to the previous

and to the next cycle. However, due to external or internal interferences, this may not be true

(951 [96]1117].

Developing an algorithm to identify where those interferences occur may be of great interest for
biometric identification, as well as other applications, as it may allow to incorporate that algorithm
into a decision support system, where parts of the signal that contain irregularities may be treated

differently than regular signal.

'The source code for the quantizer was implemented from scratch using Python 3.7 and we made it openly available
on https://github.com/joaomrcarvalho/diffquantizer,


https://github.com/joaomrcarvalho/diffquantizer
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3.6.2 Overview

In [3]], the authors describe a method for finding noise using compression tools. They do this by
computing the dissimilarity distance of a given segment of an ECG against the whole ECG. The

Compression-based Dissimilarity Measure (CDM) between two string x and y [3]] is defined as:

C(xy)
C(x) + C(y)’

where xy represents the strings x and y concatenated and C(x) the number of bits required to

CDM(x, y) = (3.5)

compress x.

Two important facts about the CDM are: (a) it is close to one when x and y are not related; (b)
if x and y are related, as strongly related they are, the lower the CDM(x, y) is, but it never reaches

Z€ro.

In short, what their method does is to measure how well a small local section can match the
global sequence [3]], which can be useful to find irregularities in the signal (assuming they are present

only in some small portions of the signal).

Since the NRC has been shown to work very well on ECG signals [17] and it also respects both
(a) and (b), we did an implementation using it as a replacement for the CDM defined by Keogh et

al. Finally, we compared that approach with our proposed method.

3.6.3 Database

Despite the fact that the proposed algorithm aims at the detection of ECG noise in real signals, we
had to manage a control set of ECG signals to test and validate the algorithm. These were already

acquired on a previous study.

The dataset used for this work was the Vital Jacket DB, described in detail in[1.3.1} The essential
information is that this dataset’s collecting protocol consisted in gradually increasing and decreasing
the heart rate with 20 minutes interval and noise values were randomly generated using a uniform
discrete distribution between the minimum and maximum values (117 and 159, respectively) of the
collected signal. This allowed us to have a controlled signal with noise in specific zones, to test the

algorithm’s behavior in different situations.

3.6.4 Quantization

In order to convert the real-valued ECG signal into a symbolic time series, the first step we had to
perform was to reduce its dimensionality. This was achieved by using a modification of the Piecewise

Aggregate Approximation, PAA, method [[15]].
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Since, in our case, the R-peaks of the ECG signal were already detected, we used this to our
advantage and, instead of splitting the complete signal into w dimensions, as the original method
suggests, we applied it only inside of each RR-interval (intervals between consecutive R-peaks) in-
dividually, with the values inside each of those intervals previously normalized. This means that,
for example, if one heartbea takes more time than another, then the real value obtained by PAA
may correspond to more real values on the original signal. On our case, the number of samples,
w, chosen for each heartbeat was 200. This means that each heartbeat on the ECG, on this phase,
was represented by 200 real values, independently of how many samples that heartbeat contained
originally. As an example, an instantaneous heart rate [97] with 60 beats per minute would have
one second per heartbeat. Since the signal was collected at 1000 Hz, this would correspond to 1000

samples, which would be replaced by its’ average for every 5 samples interval it contained.

After completing this process for all the heartbeats of a signal, since the purpose is to have a
symbolic representation of the series — not a real valued one, the Symbolic Aggregate approXimation

(SAX) was applied to each heartbeat’s PAA series individually.

From this explanation, it is already implicit that one parameter used by this method as input is
the alphabet size (the number of different symbols allowed as output), that we want to use. After
performing several experiments, it was decided to use an alphabet size of six, as it showed a good
trade-off between performance and complexity of the model — based on empirical tests, using more
than six symbols, the performance of the method did not improve (at least significantly), while the
method was computationally more costly. Using the process described, each complete heartbeat is

outputted as a 200 length string. We refer to a string like that as a word or SAX-word.

3.6.5 Proposed Method

The proposed Simple Distance method consists on the Hamming Distance applied to consecutive
SAX-words.

The idea of our approach is to store all the n words (or SAX-words) of an ECG on a size n array
and compute the n—1 distances between those consecutive n words. Since we want to have a sample
of size n, an interpolation from size n — 1 to size n should be performed. After that, some decisions

can be made using the values obtained for that metric.

3.6.6 Discussion

From our experiments, we found that a threshold which produced more consistent results for both
metrics was X — 20 (average value minus two times the standard deviation). We were able to do it by

experimentation, because we knew the zones where noise was supposed to be found beforehand.

IThe term “heartbeat”, in this context, refers to a RR-interval.



3.6. IRREGULARITY DETECTION IN ECG USING A SEMI-FIDUCIAL METHOD 41

2.5

— Simple Distance
— NRCDistance

20

15¢

1L0f

05}

0

.0 1 i L
0 2000 4000 6000 8000 10000 12000 14000 16000 18000

Figure 3.11: The transition between 120 and 100 beats per minute was replaced by 90 seconds of noise (signal
number 5).
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Figure 3.12: In the 140 heart rate step, 15 minutes of noise were introduced (signal number 3).

In Fig. it is possible to see that the Simple Distance measure detects the areas where random
noise was inserted very precisely, while the NRC detects a lot of false positives. In Fig. the NRC
is not able to detect any noise at all, however, the Simple Distance can detect both the zones where
the heart beat rate was changed, which, even tough it is not noise, may be considered a point of

interest, depending on the application. This method outperforms an alternative proposed by Keogh
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et al. in [3]], at least for this specific dataset (dataset[1.3.1).

Even though the threshold choice worked properly for this dataset, it should not be static and,
therefore, some future work can be done in order to adjust it in a dynamic way. It can also make
sense to perform further tests using different datasets, as well as possible changes to the method
itself, namely, by using different quantization methods besides SAX for the initial transformation of

the numerical series into symbols.

3.7 Final Remarks

In this chapter, we have mentioned some techniques commonly using for the preprocessing of ECG
signals, both for clinical purposes and for other applications, such as emotion classification or bio-
metric identification. ECG signal processing is a field of research on its own, so it would be impossi-
ble to cover everything, but we focused on introducing the basics to the understanding of the work

as a whole.

Regarding quantization, we also covered the most common quantization techniques used for
working with biomedical signals (not exclusively the ECG) and have shown some real applications
where we used those methods to obtain useful results. As we have seen, different techniques might
be useful depending on the application at hand, so we will use different quantizers from the ones

covered during the rest of the thesis.

In the next chapter, we will introduce the field of ECG biometrics and use several techniques
from all the previous chapters from this thesis, in order to present some proposals for biometric

identification systems, based on compression.



Chapter 4

ECG Biometrics

4.1 Introduction

To understand pathological characteristics of the ECG, in clinical practice, it is usual to try to re-
duce the subject-dependent inter-variability that characterizes the signal. This inter-variability is
precisely the source of richness that renders the ECG an interesting signal for biometric applica-
tions. Because of its desirable characteristics (universality, uniqueness, measurability, acceptability
and circumvention avoidance [98]), it is worth exploring as an alternative to replace or aid other
biometric identification methods already commonly used nowadays, such as face recognition [99],
fingerprint recognition [[100] or iris recognition [[101], speaker identification using voice [102], gait
recognition [[103], among other less common or more intrusive methods, namely: retina recognition

[104]], hand geometry recognition [105], typing recognition [[106]] and signature recognition [107].

In this chapter, we aim at exploring that ECG inter-variability between individuals using meth-
ods based on compression algorithms and, more specifically, on finite-context model based compres-
sors, in order to propose a possible solution for biometric identification using the ECG. To reach that
outcome, several techniques described in the previous chapters will be used, both to prepare and
transform the signals, as well as to analyse and interpret the results obtained, using the NRC relative

dissimilarity measure.

In order to understand the nuances of such a system, we have performed studies regarding dif-
ferent parts of both the data collection protocol and the validation step of the proposed approaches.
These studies include experiments regarding how much time is required, on average, to correctly
identify someone or understand how noisy segments inside a sample of ECG influence the models

learned by such a system.

43
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4.2 The Impact of Noise Removal on a Compression-based ECG Bio-

metric Identification System

4.2.1 Introduction

ECG signals reflect an individual’s cardiac electrical activity over a period of time. It has the advan-
tage of being a unique aliveness indicator as it is difficult to be spoofed and falsified [109], which
makes it desirable for biometric authentication purposes. However, this signal is prone to irregu-
larities that are originated from several sources: pathological, psychological, noise, artifacts, among

others [95} 96 (110].

For that reason, most ECG applications achieve better results when the signal is cleaned, i.e.,
with noise removal. In this Section, we have extended a method presented in Chapter 3| based on
the Hamming Distance, that has proved able to find noise on an ECG signal. We study its effect
in the accuracy results while performing ECG biometric identification, using a compression-based
approach. This method was only tested in synthetic ECG data. We aim at extending that work, by
using real data, and exploring the consequences of noise removal on a compression-based biometric
identification system. The method is then tested by using finite-context models (FCM) of different

context depths k, as well as a mixture of FCMs for building the models to represent each individual.

4.2.2 Database

The database used in the experiments, was collected in house [[17], where 25 participants were ex-
posed to different external stimuli - disgust, fear and neutral emotional conditions, inducing external
variability to the data. The data signals were collected on three different days (once per week), at

the University of Aveiro, using a different stimulus per day. A more detailed description about this

dataset can be found in[1.3.2]

4.2.3 Method

Even though the signal is already discrete in the time domain, i.e., it is already sampled, we perform
re-sampling using the previously detected R-peaks, using the method described in Section[3.4] based
on [|86].

For the quantization, we have used the Symbolic Aggregate ApproXimation (described in3.5.4)
[15], SAX, in order to quantize the ECG values into a discrete alphabet. There is a fundamental
trade-off to take into account while performing the choice of the alphabet size: the quality produced
versus the amount of data necessary to represent the sequence. From previous experiments, we

found that using an alphabet size of 6 and 200 symbols per each R-R segment (per “heartbeat”)
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Figure 4.1: Overview of the different steps of the method proposed for biometric identification with noise
removal.

produced good results for biometric identification. However, this result does not guarantee that
the same will hold true for a different dataset or application, given that the data might have been
collected under another protocol and other applications might require different resolutions for the

quantization.

4.2.4 Noise Removal

We wanted to propose a simple approach, that could be implemented on an embedded device, for
real applications, for detecting noise “on-the-fly”. The idea of the proposed approach is to store all
the n words (SAX-words) of an ECG on a size n array, compute the n—1 Hamming-distances between
those consecutive n words and remove the words that correspond to an Hamming-distance greater

than x + o, were § is a parameter of the method.

The distance i is given by the distance of the word i to the word i + 1 (see Fig. and, therefore,

if it is greater than the threshold, both words i and i + 1 are removed.

diSl’z

[0] 1 2/§/ 4 .. n4 n3 n2 n-l— Indices
L]

n SAX-words

Figure 4.2: Array representation of SAX-words used to calculate the Hamming-distances.
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4.2.5 Parameter Tuning

In order to tune the parameter §, we ran nearly 100 simulations, changing the parameter from 0.5
up to 3. Since the purpose of this experiment was only to tune the parameter, and not to obtain
an optimal biometric identification accuracy, we used an extended-alphabet FCM based compressor
(xaFCM) [136]).
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78.0 T T T T T
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Figure 4.3: Parameter § tuning.

Because of this result, whenever we use “noise removal” on the results section, a value of § = 1.1

was used.

4.2.6 Results and Discussion

In order to simulate a real biometric identification system, whenever we test the system, we always
reserve one session for testing the data, using only the other two sessions as reference (training).
All tests were performed using only 10 heartbeats as target (test), also to simulate a real scenario,

where the identification should take place in a reasonable time frame.

From the results shown in Table it is possible to notice that the noise removal slightly en-
hances biometric identification when using a single context FCM, specially when that context k is
low (k = 10 or k = 13). For high order FCMs, the noise removal does not seem to have much impact
(k = 20) and, when using a mixture of FCMs, it even seems to be counter productive — which makes
us think that these type of models are highly robust to noise, being able to capture some useful
information, even when great amounts of noise are present. More details regarding these, at first,

non-expected results, can be found in the final discussion of the thesis.
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Table 4.1: Biometric identification accuracy using different sizes of finite-context models, with noise removal
(NR) and without removal (WR). The Mixture used the contexts k = 2,4,8,12,16,20 with a =
1,1,0.5,0.1,0.1,0.001, respectively, with a forgetting factor = 0.99.

Day for Target
FCM context(s) | Day1 | Day 2 | Day 3
k =10 (WR) 77.94% | 78.78% | 78.22%

k=10 (NR) | 79.32% | 80.31% | 77.60%
k=13(WR) | 79.70% | 82.32% | 79.10%
k=13 (NR) | 80.68% | 82.72% | 79.36%
k=16(WR) | 79.93% | 84.33% | 80.76%

k=16 (NR) | 80.60% | 83.73% | 81.87%
(WR) | 79.36% | 84.61% | 81.79%
k=20(NR) | 80.08% | 84.36% | 82.11%
Mixture (WR) | 82.45% | 84.98% | 83.13%
Mixture (NR) | 83.36% | 84.93% | 81.96%

4.3 Impact of the Acquisition Time on an ECG Biometric Identification

System

4.3.1 Introduction

Based on the current literature review, there are no results that evaluate the recommended number of
heartbeats to be used for personal identification using ECG signal. This information is undoubtedly
useful when building a biometric identification system, as a good acceptability rate when identifying
a person for biometry should be fulfilled in as short time as possible. For that, we need to evaluate

the minimal number of heartbeats that is needed to be collected.

In this section, we aim at exploring this topic using the NRC relative similarity measure, with

the use of FCM based compressors to represent each individual on the database.

4.3.2 Database used

The database used was the same as the previous experiments, where signals were collected from
25 participants on three different sessions. The details for the data collection can be found in|[1.3.2]
but it is important to mention that during the preparation phase, the adhesive disposable Ag/AgCL-
electrodes were fixed in the right hand, as well as in the right and left foot. We are aware that such
an intrusive set-up is not desirable for a real biometric identification system. However, for testing

purposes, it is appropriate, as this approach is more reliable — produces less noise.
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4.3.3 Method

Before any attempt was made, in order to extract useful information for the compressors, the signal
was pre-processed using a low-pass filter and quantized using SAX [15]], similarly to the previous
section. We perform re-sampling using the detected R-peaks, with an alphabet size of 6 and a total

of 200 symbols per R-R segment (per heartbeat).

The general workflow can be seen in Fig.
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Figure 4.4: High-level overview of the Biometric Identification process used.

4.3.4 Experimental Results

Since memory usage was not a concern for these preliminary tests, we computed all possible context
orders k from 1 up to 40. Theoretically speaking, the number of possible contexts found by a FCM
of k = 40, with an alphabet size of 6, would be 6*° (higher than 10°!). However, using hash tables,
we do not need to compute all those combinations. In fact, from all the contexts that we computed,
no model used more than 10° different contexts — different participants have a tendency to produce

different contexts, which is in fact what we exploit in order to distinguish amongst them.

In the models’ design, the algorithm takes some time (around one second). However, in testing,
they are characterized by being fast. After the model is built, we found that a regular computer can
run hundreds of similarity evaluations per second, using just one cor In other words, when a small
ECG signal is collected, we can obtain the similarity measures to hundreds of models (one model
per participant, in the case of biometric identification) that are previously built in our database and
loaded into RAM. Another important factor is that this process is easily parallelized, which means

that this computation can scale as much as the hardware allows it.

As mentioned in [|[110], there is an intra-variability for each participant from one day to another,
which makes the biometric identification more challenging. The tests (a) Day 1, (b) Day 2 and (c) Day

3 contained no information of the ECG being tested when building the models for each participant.

!All the experiments were done using Python 3.5 on an Intel(R) Core(TM) i7-6700 CPU @ 3.40GHz, with 32GB of
RAM.
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Test (d) was performed using the baselines of all days (the first 350 heartbeats) and then by running

the biometric identification tests using different segments from all days.
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Figure 4.5: Comparison of accuracies obtained using test segments with (left) 1 heartbeat and (right) 10
heartbeats, for all possible contexts k € {1,...,40}. The area in red represents what we consider
the best choices for k, taking into account the complexity of the models produced.

Given that the goal of this work was to measure the minimal number of heartbeats in which it
was possible to identify subjects, even in situations where they are under the effect of fear or disgust,
we tried different setups: using from just one heartbeat for biometric identification, up to twenty
heartbeats, in order to see the differences obtained in accuracy. The reason for choosing accuracy
as a performance metric had to do with the fact that our data is almost perfectly balanced, given the

protocol used to collect the data (see[1.3.2) i.e., we have the same amount data for each participant

(class).

In Fig. it is possible to observe clear gains in performance from using one heartbeat to using

ten heartbeats, for all possible contexts k € {1, ..., 40}.

However, in order to have a more accurate way of choosing the “ideal” number of heartbeats to
collect for testing, we show a plot with the maximum performance obtained for each of the tests ran
in Fig. It is possible to see that the performance does not improve clearly when using more than
a certain number of heartbeats for testing (area marked in red). In fact, the only test which accuracy
does continue to increase is test (d), which is the only one that includes the baseline for all the days

- even the one we are testing, which does not simulate a real world biometric identification.
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Figure 4.6: (left) Best accuracy obtained using all individual contexts tested (k € {1, ...,40}) for each number
of heartbeats as target (from 1 to 20). (right) Accuracy increase when adding more heartbeats
for the testing segments.

4.3.5 Conclusions

Our results showed that it is possible to identify participants accurately around 75-80% of the time
with only 5 to 12 heartbeats, at least for the database used. Even though the result is lower than
what would be desirable for a real system, each of the experiments was performed using only one

context depth (k € {1, ..., 40}).

4.4 Extended-Alphabet FCMs for Biometric Identification

4.4.1 Overview

In Section [2.4.3] we have introduced the theory behind the xaFCMs, a generalization of the FCMs,

that calculates the probability of occurrence of the next d symbols, given the previous k symbols.

Similarly to the previous sections, we will addressed the topic of ECG based biometric identi-
fication using the Normalized Relative Compression (NRC). To attain the goal, instead of building
finite-context models (FCM) to represent each individual [17, 37], we will use xaFCMs and discuss

its possible advantages.
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4.4.2 Method

In this section, we have followed the approach described in Section [4.3|for both the preprocessing
and quantization. We will compare the results obtained by replacing the compression models from
FCMs for xaFCMs, in order to test if they are suitable for this problem, given both their reduced

testing times and model complexities.

The theory behind xaFCMs can be found in Section [2.4.3] The main idea behind these models is
to predict d symbols at a time by looking at the previous k symbols, instead of making the predictions
one symbol at a time, like a regular FCM. Using xaFCMs instead of FCMs has some advantages for

biometric identification, which we will explore.

Compression-based approaches found in the literature for ECG biometric identification do not
seem to take advantage of the fact that the ECG is a quasi-periodical time-series. Since our method
uses a semi-fiducial approach (it only detects the R-peak), it is trivial to know where the repetition
should happen and take advantage of that fact. From previous results 48], we concluded that,
when consecutive heartbeats present low levels of noise, their quantization is almost identical. As a
consequence of this, we consider that any sequence we analyze is a circular sequence [111]. From
this result, it is possible to infer that, compressing the beginning of an heartbeat using the end
of the same heartbeat, may be identical to compress it using the end of the previous heartbeat.
This may not sound as an advantage, however, this fact allows us to use heartbeats that are not
consecutive, when performing the identification of a participant. That is being taken it into account
when building the models (one of the arguments that the algorithm accepts as input is the length
of the expected repetition - i.e. for this application, how many symbols one heartbeat contains),
because it will be important for building a real system, as we expect more noise to be present and,

therefore, some segments need to be discarded when performing the compression [48].

4.4.3 Experimental Results

After all the already explained preprocessing steps are complete, the process in which we perform

the biometric identification is the following:
1. Use the complete ECG signals from two days, in order to build a xaFCM model that describes
each of the participants;

2. For the remaining day, split the signal, such that each segment has 10 consecutive heartbeats

inside it;

3. “Compress” (compute the NRC) each of the segments obtained in the previous step using each

of the models obtained in the first step;
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Figure 4.7: FCM biometry process: context k changing; the blue line represents the biometry accuracy (in %)
and the red line represents the time of execution (seconds).

4. The model which produces a lowest result is chosen as the candidate for biometric identifica-

tion.

The justification for the first step is that we do not want to use any information from the ECG
of the day where we are trying to perform the ECG biometric identification, since, if we used that

information, our results would not match a real situation.

The number of heartbeats needed for ECG biometric identification is undoubtedly useful when
building a biometric identification system — any system should ask participants to provide data for
identification, using the smallest time interval that is possible, for practical reasons. Based on the
results from a previous study [37]], we concluded that 10 heartbeats is a good trade-off between

collection time (which should be as low as possible) and statistical relevance of the data.

All experiments were implemented and performed using Python 3.5 (Linux 64 bits) on an In-
tel(R) Core(TM) i7-6700 CPU @ 3.40GHz, with 32GB of RAM. For simplicity of code, we have not

parallelized the process — therefore, only one logical core was used for each experiment.

In Fig. it is possible to see a plot with the accuracy obtained for the process described, by
using FCM models, with all possible values of k from 1 up to 20. In the red line, it is also possible
to see how much time does this process take in total. An important fact is that the time taken to

perform the biometry is approximately directly proportional to the size of the context, k, used.

Since the purpose of these experiments is to show the appropriateness of xaFCM models, in
Fig.[4.8 are shown six examples of the same experiment, but instead of changing the context k, we
have chosen a fixed value of k and tested all possible values of d, the depth of the xaFCMs. From

these plots, it is possible to see that the time taken to perform the biometry process for the whole
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database is up to 3-4 times shorter when using high values of d, having, usually, accuracy ratios

comparable with the FCMs of the same order k.

On the experiments using “lower” values for the context k (in this case, k < 14), it is possible to
notice a minor improvement in terms of accuracy as the d increases, at least for the first values of
d (d < 7, more or less). This makes us think that increasing the depth d behaves in a similar way
to increasing the depth k of the xaFCM, without the additional cost in terms of testing speed (quite

the opposite, actually) and the memory needed does not increase so much as it would by increasing
k (Fig.[4.9).

In higher contexts k we get the same advantages in terms of computing time and memory re-
quirements. However, after a certain point, there is just no real benefit from increasing neither the
context k, nor the depth d, since we are looking for “too specific” patterns, that may not appear again
on the segments being tested — which, making an analogy to machine learning, the model would be

overfitting to the training data.

Another aspect we wanted to show, regarding the advantages of using xaFCMs, is the model
complexity. In order for the biometric identification to be executed fast, in practice, it is needed to
have all the participant models previously loaded into memory. This usually does not pose a prob-
lem, if there are not many participants, but it may be useful for building a real biometric identifica-
tion system. In Fig. we can see that by increasing the context k of FCM models, the complexity
of each model increases exponentially. From our interpretation, a way to avoid this exponential
increase is to use a xaFCM with an order slightly lower and increase its depth d. In order to show

this, we display the complexity of such models in Fig.

4.4.4 Conclusions

In this section, we have shown that extended-alphabet finite-context models, a generalized version
of FCMs, are suitable for ECG biometric identification, replacing traditional FCMs with similar re-
sults. However, in some conditions xaFCMs might be preferable. For non-sparse models, FCMs have
shown to increase exponentially in memory usage, while xaFCMs allow to obtain some extra depth
(d) at a linear memory cost. They have also proven to provide faster speeds (up to d times) for test-
ing, i.e., computing the relative bits necessary to compress a certain string. For applications that run

in real time, this might be an important factor to take into account.

These models were developed for the application of biometric identification using the ECG, on
a previously quantized dataset, but they should work for any kind of string. In Appendix [5.3| we
show some results using relative compressions of DNA data with different chromosomes of the
human species and chimpanzee data, in order to show that these models do make sense for different

purposes and applications.
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Figure 4.8: xaFCM biometry process using high contexts k (fixed); depth d is changing from 1 to 11; the blue
line represents the biometry accuracy (in %); the red line represents the time (seconds); the green
line represents the accuracy that a FCM with the same context would obtain.
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4.5 Non-fiducial ECG Biometric Identification

4.5.1 Introduction

We have already used methods based on compression in order to perform biometric identification
using the ECG [17,[37, |36]]. However, the approaches used relied on the detection of a fiducial point
(a “point of interest”) in each heartbeat found in the ECG signal, called the R-peak. The detection
of such points on clean signal is a computationally simple problem, with algorithms attaining ac-
curacies of around 99.9% on clinical signals [|86]. But, as it is well known in biometrics, most times
we need to deal with highly noisy signals, making that detection prone to error and, by transitivity,

partially corrupting the whole process of identification.

In what follows, we present a non-fiducial method for ECG biometric identification, that uses
a Lloyd-Max quantizer |89} 90] on first-order differentiation of the signal (the differences between
consecutive points in the signal). We show that, using this approach, we improve previous results
obtained on the Biometric Emotion Recognition DB ( see [1.3.2), like the name suggests, originally

collected for emotion classification [[18]).

4.5.2 Method

As mentioned in Chapter 3] when the distribution of the variable to quantize is given by some com-
plex mathematical function, like the ECG signal, for which we cannot find a simple mathematical
function that describes the signal, a non-uniform quantizer should be used. In this case, we have
opted to perform the quantization using a Lloyd-Max quantizer, applied to the consecutive differ-
ences between consecutive samples on our signal. We have used an alphabet size of 17, which the
quantizer represents by the symbols corresponding to the first 17 letters of the alphabet: ‘A’, ‘B’, ...
P, Q.

An overview of the method used in this work can be seen in Fig. We start by cleaning the
ECG signals by using a Butterworth low-pass filter of order 5 with a cutoff frequency of 30Hz. The
obtained signal is then transformed into a series of differences (which corresponds to the first-order

derivative of the signal).

Since we want to apply a Lloyd-Max quantizer to this series, we perform a 2-pass process on
the training data: first, for each participant in the database, we learn the breakpoints that optimize
its Lloyd-Max quantization; on the second phase, we apply the corresponding breakpoints to each

participants’ training data, in order to perform the quantization.

From the quantized training data, it is possible to learn a model that describes each participant’s

data by using a context-based compressor, such as a xaFCM. It is important to notice that each
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Figure 4.11: High-level workflow for the ECG biometric identification process used.

model, besides learning the xaFCMs, also takes notice on which participant it is representing—this

is important, because those breakpoints will also be used during the testing phase.

The splitting of the test data into segments of 10 seconds is then performed. At this point, it is
only required to compute the amount of bits it takes to compress each of those segments, by each
of the participants’ models. This step is done in two phases: the first is to perform the quantization
of the segment being tested using the breakpoints corresponding to the model that we are using;
afterwards, the estimation of the amount of bits needed to represent that sequence using the xaFCM
is computed. The model that produces less bits, i.e., the one which has a lower NRC, is our guess as

the correct participant.

4.5.3 [Experimental Results

The database used in this study was the biometric emotion recognition database (1.3.2), used in
most of the works presented so far, providing a good benchmark to compare this approach with the

previous ones.

We tried to replicate as much as possible the experimental setup used in previous works [36}|37]],
in order to have fair benchmarks against those systems. However, since the previous methods used
R-peak detection, the way to measure the size of the ECG samples used for testing was done in com-
plete heartbeat cycles, instead of seconds. In those previous methods, we have used 10 heartbeats
for each test. In order for the results to be comparable, in this work we assumed that one heartbeat

is approximately 1 second. Therefore, each test is performed using 10 seconds of ECG data. Even
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if this approximation is not completely accurate, i.e., if we use a little more data (or less, depending
on the heartbeat rate of each participant) than the previous experiments, it should not impact the

results significantly, as we showed in Section [4.3][37]].

All the experiments were performed on a Amazon AWS EC2 instance (c5.9xlarge), with a 3.0
GHz Intel Xeon Platinum (34 cores) CPU and 72GB of RAM. The operating system used was Ubuntu
Server 16.04, and Python 3.6.4. The process could run on a regular laptop computer with 8GB of
RAM, but we decided to use a cloud instance computer in order to make use of the parallelized code
and have faster results. As mentioned in the previous section, all the base source code is freely

available and can be downloaded from the Github repository.

Using higher values of the depth, d, of the xaFCM, has the advantage of providing very fast
results, at sometimes the possible cost of some decrease in accuracy (the theoretical explanation for
these concepts can be found in [36]). For that reason, we use high values of d for finding the
areas of interest for the parameter k and, afterwards, we start decreasing the value d and reduce the
number of simulations that we need to run in order to find the optimal values of the context, k, in
order to obtain more accurate results. Of course, the optimal values of k also depend on the depth,
d, but using high values of d gives an idea of the region where experiments should be performed

with higher resolution.

Figure shows all the experiments ran for biometric identification on this database, for differ-
ent values for the depth d and context k. As mentioned in Section|4.5.2] all the experiments used two
days for training the models and all the available ten-second samples of ECG from the remaining

day as the tests.

The first phase of tests was ran with d = 10, experimenting contexts k from 1 up to 100. It is
easy to see from the plot marked in green (Fig. [4.12), that the possible area of interest for k lays
somewhere between 15 and 50 — the best value was found for k = 30, with an accuracy of 87.5%.
The second phase (marked as blue) uses d = 5 and narrows down the area of interest for k from
around 25 to 50, with the best results for k = 35, with an accuracy of 88.6%. Then, since we have
a small region of interest, we performed some tests using d = 2 and the best value found was with
k = 38, with an accuracy of 89.3%. Actually, if we look at the differences in accuracy, depending
on the requirements in terms of speed, it might not even be worth using small values of d for this
application. The results in terms of the choice of d are consistent with our previous results ( in ??)
[36]. Regarding the context, k, from these results, we can infer that this new approach requires
higher values of k in order for the model to have a good internal representation of each participant.
This might have an impact in terms of memory usage and time of execution. However, since the
size of the data used is usually not significant (a couple of megabytes), the models also do not grow
exponentially to values that cannot be represented by a regular laptop, as they would with data like

DNA sequences [36]].
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Figure 4.12: Biometric identification accuracy, using d = 10,d = 5and d =
2, as a function of the parameter k.

Besides the accuracy, it is also useful to check a measure that takes into account the precision
obtained. For that reason, and also to have a more clear understanding of the types of error that our
system is having for this dataset (to answer questions like “how many false positives/true negatives
are we obtaining in each class?”), we show the confusion matrix of the predictions made by the sys-
tem, against the true labels. In Fig. we show the confusion matrix obtained for the experiment
using k = 35 and d = 2, for which we obtained an accuracy of 88.5% and F1-score of 0.88.

It is interesting to notice that when testing ECG signal belonging to participants 0, 3, 6, 8, 13,
14, 16 and 21, the system almost does not make any mistake. For the other participants, the system
makes mistakes, but they are “spread” amongst different other participants, i.e., the system never
consistently mistakes one participant by a specific different one. This is a very important feature
on a biometric system, because it makes it harder for someone to fake a specific identity. Our
initial hypothesis was that this usually happens when the amount of training data provided for one
participant is not proportional to the other ones—however, as we will explain in the next section,

this initial hypothesis might not always be true.
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Figure 4.13: Confusion matrix for biometric identification using a xaFCM of context k = 35 and depth d = 2.
This test used two days for training and the other day for testing. Each test was performed using
10 seconds of ECG. This experiment achieved an accuracy of 88.5% and F1-score of 0.88.

4.5.4 Conclusions

We have introduced a compression-based non-fiducial method that works with first order deriva-

tives, instead of the original signal, for performing ECG biometric identification.

This method beats previous state-of-the-art methods using the same database, achieving an ac-
curacy of 89.3%. Moreover, it uses the same amount of training data as the previous methods, that

have attained, at most, around 80% of accuracy (4.3) [37].

We are confident that these results can be further improved. However, since the purpose was
to introduce the main ideas associated to the method, we did not perform an exhaustive search
for optimal parameters, neither experimented with mixtures of finite-context models (collaborative

models), which, on machine learning terms, behave like a dynamic voting system.

While these results seem very promising, future work needs to be done in order to check how
well this approach works when dealing with intruders in the system, for example. For attaining
that goal, the first step is to switch from a classification problem to a real biometric system, where

there should be a threshold value for the NRC, instead of always accepting the minimum value as
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the correct participant.

4.6 A Preliminary Exploratory Study on ECG Biometric Bias Using

Compression Algorithms

4.6.1 Introduction

On most machine learning applications an open issue is how to properly deal with unbalanced
datasets and avoid bias towards some classes in favor of others. This is also a problem on biometric
identification systems, where such a behavior from the system would allow some individuals to
deceive the system, being identified as someone else. In order to solve this problem, it is important

to understand why some individuals are more prone to force this behavior to the system.

We have shown that compression-based methods can be used for the task of ECG biometric
identification. However, biometric identification systems, like any other artificial intelligent sys-
tems, make mistakes. Those mistakes, when examined closely, do not seem to be random by nature,
as they tend to be made when trying to identify a specific subset of participants. In this work, we
start an exploratory study on what errors are made by such a system so that, in the future, they may

be prevented.

In this section, we will use a mechanism to force data imbalance between the classes, in order
to evaluate how it affects the performance of the biometric identification system. We will use the
previous results as a baseline to explore what mistakes are made by the system, as it seems that the
biometric signature of individuals differs in nature. We will then discuss how this might affect real

systems and what can be done to make such systems more robust.

4.6.2 Experimental Results

To perform this study, we used the openly available database Biometric Emotion Recognition DB -
UA (described in detail in . On previous studies, where we used the same database, the test
performed was to use two out of the three sessions of data per participant as the training data
(reference data) and the other session as the test data (target data). Each test segment contained
exactly 10 seconds (see [37] for more information). On the previous study, we could achieve an
accuracy of approximately 89.3% [35]]. The confusion matrix for that problem can be seen in
Fig. This was the ground floor for the tests that we have done.

However, since the purpose of this study was to explore the impact of the data imbalance avail-
able for training each class (subject) in the biometry results obtained and how it might provide bias

towards some participants, we opted for a simpler setup: instead of using all the subjects on each
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Figure 4.14: (Dashes-lines) Measuring the accuracy and f1-score as the percentage of the reference of par-
ticipant one of the participants is trimmed from the end. On the top plot, both performance
measures decrease slowly as expected; on the middle plot it is possible to see an example where
even with only 10% of the reference data the subjects can be easily distinguished; on the bottom
plot is an example where there is another kind of weird behavior by the system — instead of
decreasing the performance measures as on of the reference gets trimmed, the opposite occurs
(until a certain point). (Blue line) Measuring the ratio of reference size available for one par-
ticipant and the other — the further away from 1, the higher the data imbalance.
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test, we used two subjects per test and performed a one-to-one classification — i.e. we performed the
biometric identification between pairs of individuals at each time. This way it was easier to notice
how decreasing the amount of data available for the reference of participants, forcing the problem
to be unbalanced, impacts the biometric identification results. Given the time required for each ex-
periment and also the exploratory nature of the experiment, we have decided to do only 50 of these

tests.

It is important to notice that we never used data from the same recording/session for training
and testing. Since the ECG signal changes substantially from one session to another, using data from
the same session for the training and test would lead to over-optimistic results [37]]. The reason for
this is that there is an intra-variability for each participant from one day to another, which makes

the biometric identification more challenging [[110}[95].

The basis for all tests is to pick two participants randomly, use all the available reference data for
both participants and keep removing parts of the reference for the other participant to see how the
performance measures for the biometric identification are affected as the data imbalance increases
between the classes. Instead of measuring the amount of data we have for each class, we only care
about the ratio between the data available for one class and the other - the further away from one,
the higher the data imbalance. It is also worth mentioning that we measure the amount of data by

the number of samples available and not the file size itself. We performed three different tests:

1. The beginning of the reference (training) data was removed, 5% at each time;
2. The end of the reference data was removed, 5% at each time;

3. The training data was divided into 20 equally sized intervals and the first 5% of the data of

each interval were removed.

The idea behind having three different tests was to evaluate if the results obtained were similar
when removing data from the reference on different regions. Surprisingly, the results were similar
on the three tests for almost all pair of participants evaluated. For that reason, the experiments
suggest that the biometric results depend on the amount of data available for training each class

and it does not seem to be related to a specific part of the signal.

Between all test combinations, three different categories of results were obtained, i.e., three
different types of behaviour were found on the experiments. In Fig. we show one result for
each of those categories, using test number one (removing the beginning of the reference data) and
reporting both the accuracy and f1-scores obtained as the reference data of one of the participants

is removed. From those results we can see clearly the three different categories/behaviors:

(a) A decrease on the performance measures as the information available for the reference (train-

ing) decreases — what was theoretically expected. As the data available for the reference de-



64 CHAPTER 4. ECG BIOMETRICS

creases, the problem becomes more unbalanced and tends towards the class for which more

data is available. Example: top test from Fig.

(b) An almost perfect biometric identification between the two subjects, even when the problem
starts becoming highly unbalanced - it is possible to notice that even without 80%-90% of the
original reference data for one of the participants, the biometric identification is still successful

most of the time. Example: middle test from Fig.

(c) Instead of the results getting worse as the problem becomes more unbalanced, they improve.
This does not happen on most of the tests, but it is worth inspecting these specific cases to get
some insights on what is the mechanism that causes this unexpected behavior — that might
be useful to understand the bias on biometric identification. It is important to mention that

this behavior is the opposite of what was expected. Example: bottom test from Fig.

4.6.3 Discussion and Conclusions

An important insight to take from this exploratory study is that not all people need the same amount
of data to be correctly identified by an ECG based biometric identification system. These results
suggest that the biometric signature of some individuals might be “simpler” than others, which
reinforce the need for improved encryption methods and security protocols to deal with this kind of
application. An example of such an individual is P20 (from the middle test of Fig. [4.14), where even
without 90% of its original data was still successfully identified against P8. In this kind of situation,
where decreasing the amount of reference data does not decrease the performance measures, we
may question if there is the need to collect and use so much data. Probably there is no harm in
collecting it (except for privacy concerns), but future work needs to be done in order to understand
if the data is really necessary for biometric identification, i.e., if it helps discriminate against any

other participant.

We showed that not all participants need the same amount of data for ECG biometric identi-
fication. However, that does not mean that the information content of their signatures is not the
same. Our interpretation, that we plan to test as an extension of the current work, is that this ques-
tion might be related with the Kolmogorov complexity of the ECG signals used for references: if
the complexity of the signals of all participants is similar, they should have approximately the same
information. Otherwise, it is natural that the participants information is unbalanced and we obtain
unexpected behaviors. That might explain why in some cases turning the problem unbalanced ac-
tually helps the results — we are turning it unbalanced in terms of data, not necessarily in terms of
information. We want to further explore this problem from that perspective, as it might be useful
to solve or at least to quantify not only this problem, but also other unbalanced classification prob-
lems. Given that the Kolmogorov complexity of a signal is non computable, we need to obtain an

approximation using appropriate compression algorithms. As a first approach, we plan to use FCM
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based compressors to find an upper bound to that complexity and further test this theory before

doing any kind of classification/biometric identification.

4.7 Conclusions

In this chapter, we presented different schemes to explore and solve the problem of ECG biometric
identification, using compression-based approaches. In order to do so, we have used methods from
all the previous chapters: from pre-processing, to quantization into symbolic data and using finite-

context models to compute the normalized relative compression.

The presented results did not outperform current state of the art results, but they provide some
advantages over most of the commonly used alternatives nowadays, such as deep learning, which
rely on higher computation costs. The approaches described in this work can successfully be re-
produced on low cost devices, such as a Raspberry Pi [112]], which are more commonly found in
a real world scenario in the industry. Another advantage is that these types of models allow for
an incremental learning approach [113], allowing the models to be updated when new signals are
acquired, both for subjects that are already present in the database or for new ones, without the

need to re-build the models from scratch each time.

Furthermore, since we have followed a non-fiducial approach, these methods are agnostic to
what type of signal is being used, i.e., there is no theoretical reason for these methods not to work on
different classification problems, both with ECG signals, or any other 1-dimensional signal, as long
as the pre-processing filters are adjusted and the parameters of the different methods are adjusted

accordingly.
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Chapter 5

Conclusions

5.1 Discussion

During this thesis we have covered parts of different areas of expertise. We started by introducing the
Kolmogorov notion of complexity, as well as some distances based on it — which are not computable,
since the metric itself is not computable. We justified why using compression based metrics is a
reasonable alternative and introduced some of them, namely, the NRC, a measure based on the
notion of relative compression. In order to use that metric in practice, we introduced FCMs and
how they can be applied to compute the NRC. But since the datasets are usually “large”, we ended
up proposing a generalization to FCMs, called xaFCMs (eXtended Alphabet Finite-Context Models),

which can compress d symbols at a time, achieving similar results at a lower execution time.

Even though the ECG biometric identification was only an example for the methods proposed,
and not the goal of the work itself, we have introduced what is an ECG signal and some basic con-
cepts regarding signal processing applied to ECG data, as without applying some pre-processing
techniques and understanding the essentials about those signals it would be difficult to perform any
application. We also mentioned some common quantization techniques and proposed an approach
based on the Lloyd-Max quantization which operates on the differences between consecutive sam-
ples on a signal — an approach that is more suitable to ECG data than operating on the signal directly,

because of baseline wander, which is common while collecting long ECGs.

Using the previous methods, we built some different workflows for performing biometric identi-
fication, which were presented on the previous chapter, as well as some studies regarding the impact
of variables such as noise removal or the acquisition time necessary to successfully identify an indi-
vidual. We finished the chapter with a preliminary study regarding the errors made by our proposed

algorithm — which we believe are key to advance towards a more robust approach.

In this section, we discuss some topics that we believe might be of interest and worth exploring

67



68 CHAPTER 5. CONCLUSIONS

further, but might not have been examined with enough depth. Also, some topics might have been
mentioned but we would like to highlight the reason behind some choices that were made. We will
also mention some limitations of this study and what we would have done differently if this project

would start now as well as the reasons for that.

Biometric Identification and Classification

Along the document, we always refer to ECG biometric identification. However, in the literature,

when that term is used, it might refer to any of the following three situations:

1. A binary problem, where the person being identified is declared as an impostor or as himself;

2. A n-classes (n is the number of subjects in the database) classification problem where the per-
son being identified is assumed to be already in the database (training data) and the classifier

should output which;

3. A n-classes problem, where there is no assumption whether the individual being identified
is on the database or not. The algorithm should output if it corresponds to any individual(s)

from the database.

In this work, whenever the term “biometric identification” is used, it always refers to the second
situation in the previous list. The reason for doing so was that we wanted to make sure that this
type of compression-based approach was able to obtain reasonable results before attempting to use
it as on the third situation, which is clearly more difficult, as it requires the definition of thresholds

for the algorithm to decide if someone is present on the database or not.

Compression versus number of bits

Regarding the “compression phase” of the step for classification presented, although it was men-
tioned that we only compute the number of bits that the compressor would produce, instead of
performing the compression itself, we did not explain how that would have been done. There are
several ways this could be achieved, with one being using an Huffman-encoder together with the
probability table for the next symbol (or d symbols, in the case of an xaFCM), for each context as
the compressor runs trough the sequence being compressed. Because this is a relative compression,
the model was previously learned and “frozen” on a different sequence, so the compression process

is straight-forward, as described.
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It is also important mentioning that the size of the models learned from the references were
not taken into account while computing the NRC values during this work. This might seem like a
huge bias from a compression perspective, however, for the classification/biometric identification
task, it would make no difference on the end result. The reason for this is that, on this approach, the
minimum value for the NRC is always picked as the correct guess — this means that for two different
values for the NRC n;y and ny, if ny < ny = n; + € < ny + €, where € represents the overhead of

the reference model.

Information loss during quantization

Although the different compression schemes used in this work are lossless, we are aware of the loss
of information during the quantization step. There is no complete guarantee that on this step there

is no loss of information that could end up being important for correctly identifying someone.

In [35] we introduced a way to mitigate that information loss or, more specifically, to incorporate
some of the lost information on the models learned. Since FCM based compressors are symbolic,
we performed a modification where each model was learned both from the original data and from
its quantized output — from the original data, the model learned what were the breakpoints used
for optimize a Lloyd-Max quantizer for the training (reference) data; the finite-context models were

learned from the output of the quantization of the same data.

Data Leakage

We had some trouble comparing our methods to some of the results by other methods proposed
in the literature, which sometimes did not report some details regarding how the performance was
evaluated, making it difficult to perform a fair comparison. We plan on writing a more detailed
paper regarding this subject, but would like to report the two main issues we encountered and a

way to avoid them.

First, it is worth mentioning the importance of making sure the train and test dataset do not
belong to the same session, when dealing with physiological signals and, specifically, the ECG.
We have done some tests on biometric identification which show that including a small sample of
the same session as the test data on the training data, provides great results (= 4% error instead
of = 19%) [37]. Of course such a scenario is unrealistic and therefore should not be taken into
account while evaluating any biometric identification system or any other system where the real

problem will deal with data from different sessions. Nonetheless, in the literature it is possible to
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find different studies where the biometric identification is evaluated using databases where only one
sample per subject was collected - a scenario in which, for the reason mentioned, it is not possible
to simulate a “realistic” biometric identification scenario and cannot be directly compared with the

results presented on this thesis.

Another way in which data leakage from the test set into the train set, or even between different
samples on the test set (quantizing a 30 minute ECG as a whole should output different results
from quantizing the consecutive 30 segments of one minute of ECG individually, depending on the
quantizer used) occurs is during the quantization/data transformation step. If the quantization of the
signals is done on each complete signal and part of that signal is split and used for the test dataset,
there is already information being leaked from the train to the test dataset (or, in compression terms,
from the reference to the target data). In order to avoid this issue, we suggest to quantize each test
signal individually, simulating a more realistic scenario. In our case, since the ECG signal suffers
from baseline wander, we have chosen to operate on its consecutive differences, instead of on the
original signal, and use a Lloyd-Max quantization scheme on top of the signal — both on the training

and testing data separately), avoiding data leakage from training to test [114].

Collaborative models

During this work we used different types of compressors based on FCMs in order to compute the
NRC between a test sample and its possible class (or participant, in the case of biometric identifica-
tion). We have also mentioned in Chapter [2| that the theory behind the idea of using compressors
to obtain a (relative) similarity metric is the Kolmogorov complexity, as they can provide an upper
bound for such value, which is not computable in nature. Based on these, the expectation was that
the higher the compression ratio achieved, the more useful and accurate would be the classification
via the NRC. Surprisingly, that does not seem to be the case. Sometimes, simpler models (for exam-
ple, a FCM using a single high order context instead of a mixture of finite-context models), provide

better classification results.

These results which, at first glance, would contradict the theory behind using these methods to
approach the relative Kolmogorov complexity, can actually be possible and not contradict each other.
Our theory regarding how this might occur is that the single context (high order) models capture
some of the variability that is in fact key for distinguishing between different classes. On the other
hand, the mixtures of models require a lower number of bits to compress a certain test string, but
the gain in compression is not being gained by something that discriminates the class it belongs to.
This phenomenon does not only occur when dealing with single context versus mixtures, but also
while using mixtures of exclusively low/middle-order contexts versus mixtures of exclusively high-

order contexts — the latter seem to provide better classification results, even when they do compress
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worse than the former.

5.2 Future Work

Auto-Encoders

Regarding the proposed workflow for biometric identification, some other alternatives could be
explored in order to lose less information during the quantization step or explore that loss further,
but had to be left out as future work—-namely, using auto-encoding neural networks. The idea would
be to use the reference data to “learn” an auto-encoder [115} 116 where the input and the output
data layers were the original ECG data, using a bottleneck with the same dimension as the alphabet
size of our current scheme. Afterwards, using the weights from the learned network in order to
predict the error on the test data. Two options could be done for using these results: either ignore
the “pure” compression based approach, and use this measure for performing classification or, use

this metric on an hybrid (weighted) approach with the methods we have used.

Myocardial Infarction

The automatic classification of myocardial infarction (commonly known as heart attack) is, undoubt-
edly, a useful tool for hospitals, as a decision support tool. In [42] we did a preliminary study, using
the same approach used for biometric identification, in order to validate that the method would be
useful for clinical applications. In this case, the task was infarction detection and the data used were
the PTB Diagnostic ECG Database (Section [1.3.3), obtaining an accuracy of 85.6% for this task. It
would be interesting to test this method for other databases and clinical applications and compare

the results to those obtained in the literature.

5.3 Final Remarks

This document was meant at proposing a possible solution to classify 1-dimensional signals using
a compression-based approach-goal which in our opinion was achieved. Nonetheless, there are
limitations to the approach presented, which were covered in this discussion. We would like, in
the other hand, to highlight some useful insights that compression-based approaches such as these

can have, namely, when dealing with classification problems using one-dimensional signals. There
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is a tendency for machine learning methods to focus on benchmarks and, therefore, to ignore the
computational costs and times involved on the proposed solutions. Unfortunately, on real world
applications, those methods with high computational might not be applicable under most scenarios—
a problem which these methods can solve, as they can easily be implemented on even low-cost
hardware. Another important insight these methods can offer is the possibility of understanding
how related different classes (assuming we are dealing with a classification problem) are, using easy
to interpret measures, such as the normalized relative compression, amongst others, introduced in
the second chapter of this document (Chapter [2). Even if compression-methods for classification
tasks do not provide the state-of-the-art results, they can be a useful way to understand relations

and patterns on data in a straightforward way.



Appendix A — Extended-Alphabet Finite Con-
text models — Experimental Results (DNA

Sequence Relative Similarity)

An approach for computing the similarity of a sequence relatively to other is to calculate the NRC
using one of them as reference and the other as the target. In previous works, this has been done

using FCM compressors [[117,{118}[10L[119].

In order to show that the xaFCMs are also suitable to use in the manner, we ran some simulations
using the human and chimpanzee DNA sequences, removing the unknown symbols (N). The idea
was to use each chromosome of the human species as reference and then compress each chromosome
of chimpanzee as the target, using exclusively the model from the reference. Since we know from
evolution theory that these two species are closely related [[120], it is expected that, when we are

compressing homologous pairs of chromosomes, the NRC should be lower than on the other cases.

Table 1: CPU time and memory usage (RAM) of the experiments with DNA sequences.

Parameters Average Time to | Average Time to | Average Memory Total Time to
(context k and depth d) | Learn the Model Compress per model run the experiment

k=12,d=1 1649.6 sec 1580.5 sec 5043.2 MB 274.4 hours

k=12,d =8 2181.2 sec 269.5 sec 14350.3 MB 59.5 hours

To perform the experiment, we used the assembled human chromosomes 1 to 22, X and Y (3.1GB
of data in total) and assembled chimpanzee chromosomes 1, 2a, 2b, 3 to 22, X and Y (3.2GB of data
in total We ran two different simulations: the first one, with a FCM of context k = 12; the other
with a xaFCM with k = 12 and d = 8. All the experiments ran on a server with 16-cores 2.13GHz
Intel Xeon CPU E7320 and 256GB of RAM, but the implementation used a single core.

Table (1| shows the average times taken by each experiment, as well as the average memory

needed to store the xaFCM model to represent the human chromosomes.

It is clear from these results that the xaFCMs are almost d times faster than a FCM of the same

! All the assembled genome data were downloaded from ftp://ftp.ncbi.nlm.nih.gov/genomes/
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Figure 1: Normalized compression of the chimpanzee (C) chromosomes relatively to the Human (H), using:
(left) FCM (k = 12); (right) xaFCM (k = 12, d = 8).
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Figure 2: Profiles of information content of the chimpanzee chromosome 22 relatively to the human chro-
mosome 22 using different models (FCM and xaFCM).

order k. Another advantage is that the memory needed for the xaFCMs does not increase exponen-
tially with d.

The NRC results for the two simulations, with k = 12, can be seen in Fig.

It is possible to notice that the heatmap corresponding to the FCM shows better compressions
on average. However, using the “perfect” relative compressor, we would expect the NRC values to
be as low as possible on the diagonal of the matrixEI, since they represent related chromosomes. The
other squares should have higher NRC values, as they have more variation. This is exactly what

happens on the xaFCMs test (bottom one in Fig. [1).

This becomes even more clear when we are comparing the compression along the same se-

quence, as can be seen in Fig.

!Not exactly the diagonal, because of the second chromosome of the chimpanzee is split into 2a and 2b, making the
matrix not a square one.
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Discussion

We have shown that xaFCMs, when compared with FCMs with the same memory usage, tend to ob-
tain better accuracy ratios, using up to around 3-4 times less time to compute the NRC (depending
on the choice of d) — an obvious advantage when dealing with large sequences of data. Our exper-
iments show that it is possible to use them for DNA sequence pattern recognition, making them a

suitable alternative to the traditional FCMs.

These are promising results, and it seems appropriate to infer that the xaFCMs can be suitable
to some other applications where FCMs have proven suitable and memory usage or testing speed
are crucial, such as biometric identification using the ECG [17,|121} 37]], image pattern recognition

[8,169,/122] and authorship attribution [64].
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