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ABSTRACT 


Emai/ provides convenience of communicating to such large number of people, 

espec ia/~y lor businessman. Ho}vever. more attacks are launched to target electronic 

communication user in order La harvest credentials in/ormation from them /01' illegal 

purpose used. The most commonly phishing method is initialed by sending QUf email to user 

tends to make the user believe thal they are comm.unicating with trusted entity, and deceive 

them info providing persona! in/orma fion. Recently, there al'e a /OJ of resrarch have been 

done to overcome the phishing emailsproblem. This projectaimLodesignQph ishing e1/l.ail 

detection technique and focLis on feature selection. T71e proposed mClhod contains content

based/ea/tlre, URL-basedfeature and behavior-basedfeafure. which totol nine f eature sets 

The proposed method has beell evaluated all a set 01500 phishil1g emails and 500 legilimale 

emoils. The proposed method obtain overall accuracy 97. 25% with I% jalse negative rate 

and 5%false positive rote. The proposed method able La classifl more accurately them lhe 

hybrid f eature proposed by Hamid el 01.. This evidence that fWO nelV~Y add 011 j eature sets, 

hyperlink/eature and return path fea ture are potential indicator. rite gui le promi..~iJ1g result 

is morivoted future work lO mine the attacker behavior and e.\p!ore more about behavior-

basedlealure. 
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ABSTR AK 


E-mel memudahkan komunikasi ant:lra sebilangan besar orang, tenltamanya peniaga. 

W"a Jau bagaimanapun, banyak seranga n yang dilancarkan menyasarkan pengguna 

komunikasi elecklronik unluk mendapalkan maklumal sen,ilif daripada mereka dan 

digunakan dalam akt ivili yang menyalahi undang-undang. Kaedah phishirtg yang paling 

biasa ialah menghandarkan e -meJ kepada pengguna supaya memujuk pengguna percaya 

bahawa mereka berkomunikasi dengan entity dipercayai, seterusnya memperdayakan 

pengguna memberikan makJ umat sensitir Kebelakangan ini, terdapat banyak penyelidikan 

telah di lakukan untuk mengatasi masalah e-mel phishing. Proj ek ini bertujuan untuk. 

menyed iakan e-meJ phishing teknik pengesanan dan memberi tumpuan kepada pemilihan 

Cili, T eknik yang dicadangkan dalam projek in i mengandungi sembil an ciri) iaitu c iJi 

berasaskan kandungan, Cili berasas kan URL dan ciri berasaskan tingknh laku . Teknik yang 

dicadangkan lelah diniJai dengan 500 e-meJ phishing dan 500 e-mel yang sah. Teknlk yang 

dicadangkan juga mencapaikan 97 .25% ketepalan , 1% kadar negalif pal su dall 5% kadar 

posi tif pa lsu. Teknik yang dicadangkan dapat mengelaskan lebih lepal darifl'lda ciri hi brid 

ya ng dicadan gkan oleh Hami d el a!.. Ini menya lakan bahawa dua set c ili yang baru lo mbab, 

ciri hyperlink da n ciri return path ialah berpolensi indikator. Keputusan tersebut bermotivasi 

kerja depan unluk melombong lin gkah laleu penyerang dan men~roka Icbih lanjul mengenai 

ciri berasaskan Jangkah laku. 
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CHAPTER 1 INTRODUCTION 

Email has provided la rge number of people convenience of communica ting. 

However, Unsolicited Bulk Email (UBE) becom es a huge problem in recent yea rs. 

More and more phi shing emails are flooding in network wo rld to steal consumers' 

personal data like fi nancia l acco unt credentials. These phis hing a ttacks can be sub

divided into two categor ies, whi ch are deceptive phishing and mal ware-based 

phishing. 

Deceptive phi shing is a scheme that employs socia l engi nee ring to des ign 

forged emai l c laims purportedly originally trom legit imate business or agencies, and 

send it to users . Subsequently, ema il will receive an embedded link whic h atte mpts 

to redirect the user to a co unterfeit website, that are designed to fraud ulentl y o btain 

personal fina ncia l data like credit ca rd num ber, identi ty information and login 

credentia ls. Ma lware-based phishing is a technical subterfuge schem e that relies on 

ma lic ious code or mal"are. It attempts to obta in the vi ctim ' s online account 

information by detecting and using securit y holes in victi m' s computer Or m isdi rect 

the user to a legitimate website but monitored by proxies. 

Phishing activ ity is growing at an alarnling rate. Accordi ng to An ti-Phishing 

Work Group (APWG) phishing attack trend s reports (20 13), the num ber of phis hing 

ema il reports submi tted to AP WG show su bstantiall y inc rease, from 2R,S97 uniqu e 

phishing reports in December 2009 to 45 ,628 unique phishing reports in December 

20 12. Phishing email causes a serious threat to information secu rit y and internet 

privacy. Forrester Research claims that 20 percent of consumers refuse to open ema il 

o r attaclunent even the email look legi timate, due to their loss o f tnIst (Lawton, 
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2005). The bogus email always persuade users to provide their personal credentials 

in order to correct some alleged problem supposedly found with an account, else the 

particular account maybe suspended. It can lead to fraudulent changes against c redit 

cards, withdrawals from bank accounts, or other undesirable effects . Some user 's 

unfamiliarity w ith browser security indicato rs can be the victim in th ese cases. Since 

the phishers able to convince the users by create replica of a site that nearl y identical 

to the ori ginal legitimate websites. According, to tvlcCall (2007), the Gartner survey 

estimated that phi shing attacks cos ts businesses $3.2 billLon in losses and 3.3 percent 

o f consumers claim that they lost money because of email-based phishing attacks. 

Many machine-learning techniques have been proposed in the literature to 

detect and filter phishing email. For example, phishing a ttack detection tools at the 

network level, encryption-based approaches, black listing and white li sting 

approaches, multi c lassifiers algorithms approaches, models based features 

approaches, clustering approaches, hybrid system approaches and evolving 

connec tionis t system approaches. Each classifiers technique for phish ing emails 

detec tion above is not suffic ient enough to protect consumers from the threat. A ll 

existing approaches have their limitation on consumes memory, consumes time, 

weak detection of zero-day attack, less accuracy, higher cos t and need feed 

continuously (Almomani, Gupta , Atawneh , Meulenberg, and Almomani , 2013). On 

the other hands, phishing has become more and more sophisticated because phishers 

always apply new tricks to defeat or bypass th e filter set by ClInent anti-phi shing 

techniques . 

Hence, a hybrid sel ection feature which combines URL-based, content-based 

and behavior-based fea tures is proposed in thi s project. This hybrid selection feature 

2 




focus on email header and body-bascd content. Behavior-based feature in phishing 

emails cannot be disgui sed by an attacker. Besides that, emai l header is glob"Uy 

unique identifi cation which is not visib le to most users, but is a useful indicator in 

dc tenmining phishing emails. The hybrid feature approac h is expected can be 

effective to identify and classify the phishing emails through eva luation of attacker 

behaviors. 

1.0 Problem St.at.ement. 

Current email server systems cannot effectively authentica te the genuineness 

of incoming emai ls. Although there are many anti-phishing techniques have been 

proposed to so lve the phi shing email attacks problem, but the rapidly gro wi ng of 

phishing acti vity illustrate that existing anti-phishing techniques is insufficient to 

fi lter phishing em"il s. In additio na l, a number of attacks and tecllniques might be 

easily developed by phishers, the robustness of recentl y proposed anti-phi shing 

attacks approaches are under challenge (Florencio and l-Jerl ey, 2006). High changing 

rate o f attacks inc rease the difficulty of detecting and fi ltenng phish ing email attacks. 

Phishers are more advance to overco me the challenge of existing anti

phi shing teclmiques by introduc ing sophisticated teclll1iques from tim e to time in 

order to break awa y from the checking and detection o f phi shing ema il filler. This 

look like a battle betwecn the anti-phishing attacks and the phishll1g attacks, anti

phishing effort to detect and filter the phishing ema il attacks, at the same time 

phishing attacks try hard to bypass the pbisbing email filter. Unfortunately, the 

updating rate of filters alwa ys defeated by the changing rate o f attacks, du e to each 

recently proposed anti-phishing attacks approaches has weakness in handlin g 
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phishing attacks. Therefore, a more effective anti-phishing approach is needed to 

protec t users from ema il-based phishing a ttacks. 

1.1 Object ives 

The main objecti ve o f the project is to design a ph ishing email filterin g 

technique. In ord er to achi eve that, thi s projec t includes method: 

1. To analyze the header information of p,hishing emails. 

11. To diffe rent iate an em ails as either phishing email or legi timate email. 

1.2 Brief Methodology 

The basic system components and general processing steps of the proposed 

phishing emai ls filter is divided into three processing phases. They are feature 

selection, classi fica tion, and evalua tion of th e classifica tion result (as shown in 

figure 1.1). 

During fea ture selection phase, a component o f potential features is generated 

through rev iew and ana lysis existi ng wo rks. Besides tha t, a set of datasets that 

include phish ing emails and ham email s are co llected lo r testing and trami ng 

purpose. The da ta sets will then be divided into testing and tra ining datasets. T raining 

data sets is used to tra in the classifier, whil e testing datasets is used to es timate the 

elTor rate of training classifi er. 

Nex t, the classification is performed using WEKA (Waikato Enviro nment for 

Knowledge Analysis). C lass ifier is us ed to classify each dataset as either phishing 

emai l or legitimate email. Lastly, the classification result will be evaluated based on 

the accuracy, false positi ve and fal se nega ti ve rate . 
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Figure 1.1: System Model 

1.3 Scope 

The proposed phishing attacks filtering tectulique will help user 10 identify 

the phishing emails more effectively . The datasets input o f the proposed phishing 

attacks filteri ng technique is limited to emails. 

The scope of this project is focusing on deceptive email phishing detection, 

since deceptive phishing is one of the popular ways of phishing attacks. The main 

purpose of thi s proj eci is feature se lection. The phishing attacks filtering technique is 

identifyi ng phishing email based on selected feature sets. 

1.4 Significant of Project 

More and more people are suffering from email-based phishing attacks over 

the past years, ye t the problem st ill lacks of a better so lution. Hybrid selection 

fea ture tha t evaluate the UR L-based feature, content-based feature and behavioral 

feature can be a more effective wayan filter phishing email attacks. Since behavioral 

fea ture canno t be disguised by an attacks by analyzing the email header information, 
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like send er email and email .s message-IDtags. this allow consideration on whether 

the sender send email from mo re than one domain message-ID or same domain 

message-ID is used by more than one send er be made. This approach is expected to 

be more helpful in identifying and c lassifying phishing emails. 

1.5 Project Schedule 

The project schedule is used as guidance for th e progress ion o f the proposed 

project In completing o f this project, all progress will be done throughout first and 

second semes ter of th e academic year of 20 13/2014. Fo ll owing are th e GanU chart 

fo r FYP I and FYP 2: 
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Figure 1.3: Gantt chart for FYP 2 

1.6 Expected Outcome 

The main outcome of thi s project is a working prototype of phishing email 

filtering which can be applied on exi sti ng emails server system. The proposed 

phishing ema il fil tering technique has function to identify the o'igin of emai l 

whether it is phishing email or legitimate ema il. The filterin g technique serves as 

security guard to protect users from phishing email attacks. 

1.7 Project Outline 

This project consis ts of six chapters . Chapter I introduce the projec t, it 

includes introduction to phishing email s attacks, p roblem statement, objectives, brief 

methodo logy, scope, significance of project, project schedul e and expected o utcome. 

Chapter 2 rev iew the existing works, it includes details infonna tion abo ut phishing 

emails life cycle, structure of phishing emails, difference between phishing and spam, 

related works and classifiers. Chapter 3 cover system design and methodOlogy, it 

includes genera l framework of email fi lter, fea ture selection, class ification, 

eval ua tion, flow chart and sequence diagram. Chapter 4 explains the project 
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experi mental setup , it includes description of im plemented program files and fea ture 

extrac tion al goritlun of each proposed fea ture sets. Chapter 5 analyze th e 

classifi cation results of the projec t, it includes da tasets, datasets processing, 

performance metric and result analys is. Chapter 6 co nclude the pro ject, it inc ludes 

contribution , li mi tation and future direc tion. 

8 



CHAPTER 2 LITERATURE REVIEW 


2.0 introdnction 

This chapter includes detail s of how phishers a[lack victim, what are the 

techniques that usuall y employed by phishers and how the anti-ph ishing techniques 

do wo rks in order to detect the phishing attacks. 

There are total 6 existing works have been rev iew, includ ing webpage leve l 

and emails level o f ex isting anti-phishing techniques. Some discussion and 

comparison have been done based On each se lected paper 's proposed methodology 

and result outcome. 

2.1 Phishing Emails Life Cycle 

Process of phishing attack can 

planning, attack, coll ection and identi

phishing attack life cycle. 

be 

ty theft 

cate

Please 

gorized into 

refer 

f

to 

o ur stages, 

Figure 2.1 

which 

for 

are 

the 

At planning and setup stage, the phishers compromise a host and installs a 

phishing website and mass-mailer in victim web scrver. After that, the phishers start 

to plan and target the potential victim by co llecting their em" JI addresse s. At second 

stage, phishers star1 to attack by sending huge amount o f phishing emails to potential 

vic tim Those phishing emails always lure the victim through emp loyed some 

phishing techniques. Please refer to Section 2.3 for fu rihel' discussions of the 

structure of phishing emails. Normally, the phishing email s will persuade the users 

to provide their credential information, sllch as credit cards numbers , identity 

information or account logi n credentials in order to so lve the issue. Some number of 
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victims will trap in this kind of attack by providing requested infonnation. If there 

are victims be spoo fed and submits requ es ted info l1llation , then the phishing process 

is at the third stage now, which is co llection. The phi she rs will collec t a ll the 

credential in foffila tion from the vic tims. At the la st stage, phishcrs used a ll co llected 

data to do some ill egal works, such as fraudul ent charges against credit cards, 

withdrawals trom bank acco unts, or o ther und esirable e ffects . 

Pl anning and 

Setup 


Identity Theft and 
Attack 

Fraud 

Co ll ection 

Figure 2.1: Phi shmg A ttack Li fe Cycle 

2.2 Spam versus Phishing 

Spam ema ils are different from phishing emails. Spam ema ils is unsolicited 

email s that sent to user's ema il accou nt adverting goods and services that user ha ve 

no t requested . While phi shing emails is email that tlies to trick user into giving their 

personal information, which is then used for ill egal purpose wil.h out user's 

knowledge or permission. Therefore, spam filt ering techniques may be a reference 

but is not suitable compl etely apply as phish ing emails filt ering techniques. Sin"" ll ,e 

phi shing techniques that employ by phishers is differ h om the teChniques that 

employ by spammer. Figu re 2.2 illustrate the general framewo rk of anti-pbish ing 

teclUl iques. 
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