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SNS use reduction: A two-facet privacy concern perspective

Abstract

Purpose: While social networking sites (SNS) have many positive aspects, they can have several
adverse outcomes, among which privacy violations are a vital concern. We first posit that
concerns regarding privacy violations can drive attempts to reduce SNS use. Next, we note that
these violations can have two sources: peers and the social media provider. Thus, there is a need
to understand how this complex system of privacy concerns affects use reduction decisions. To
do so, this paper aims to examine the separate and joint roles of institutional and peer privacy
concerns in driving SNS use reduction.

Design/methodology/approach: Based on privacy calculus theory, we propose a theoretical
model to explain SNS use reduction, with institutional and peer privacy concerns as independent
variables. The authors empirically examine the research model using a sample of 258 SNS users.
Findings: This study reveals that institutional and peer privacy concerns independently increase
one's intention to reduce SNS use and that institutional privacy concern strengthen the relation
between peer privacy concern and the intention to reduce SNS use.

Originality: Research thus far has not examined how the two facets of privacy work in tandem
to affect 'users' decisions to change their behaviors on SNS platforms. Considering the unique and
joint effect of these facets can thus provide a more precise and realistic perspective. This paper

informs theories and models of privacy and online user behavior change.

Keywords: social networking sites (SNS), use reduction, peer privacy concern, institutional

privacy concern, user behavior
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1. Introduction

Social networking sites (SNS) allow sharing and reading of textual and visual posts and
connecting with others. They have become a commonly used tool connecting individuals and
companies without geographical limits or time constraints. For instance, Facebook has more than
2 billion daily users (about 30% of the world's population) (Vaghefi ef al., 2020). Despite their
many benefits, recent studies suggest that social media platforms can adversely affect users,
including problematic and excessive use (Turel and Qahri-Saremi, 2016), fatigue, distraction, and
stress (Tarafdar et al., 2020). Such negative consequences have led many users to quit (Cho,
2015; Turel, 2015; York and Turcotte, 2015) or to at least try to reduce their SNS use (Osatuyi
and Turel, 2020). Motivators of SNS use reduction include fatigue, overload, and techno-stress
(Maier et al., 2015). Specifically, we posit that changing one's behavior on SNS can also, beyond
the known factors, be motivated by privacy concerns. This hypothesis is rooted in the idea that
privacy is something that people care about, and that people will change their behavior or pick
behaviors to ensure their private information is protected (Dinev and Hart, 2003; Hong and
Thong, 2013; Malhotra et al., 2004). Such concerns exist and may be accentuated on SNS
platforms (Choi and Land, 2016) because SNS platforms allow the collection of personal
information on a big scale, raising users' and the public's concerns about privacy (Ozdemir et al.,
2017).

Because privacy concerns on social media are multifaceted and complex, our focus on privacy
concerns as motivators of SNS use reduction enriches research in this domain. It highlights new
opportunities for research on privacy concerns online. Specifically, the majority of extant studies
on online privacy concerns have typically focused on concerns that the platform, website, or
organization behind them will exploit the data (Bansal et al., 2016; Cheng et al., 2021; Ozdemir
et al., 2017; Wang and Herrando, 2019; Yu ef al., 2020). This facet of privacy concern is called

institutional privacy concern. However, that is an incomplete point of view since, with the use of
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SNS, peers are also a source of privacy threat and loss; they can take one's information and share
it without permission. This facet of concern is called peer privacy concern (Ozdemir et al., 2017).
Research thus far has not examined how these two facets work in tandem to affect users' decisions
to change their behaviors on SNS platforms. Considering the unique and joint effects of these
facets can thus provide a more precise and realistic picture of reality. We hence seek to address
this gap with the hope that this informs theories and models of privacy and online user behavior
change and provides essential practical insights.

Overall, our study fills three gaps in the literature. First, the need to identify more theory-based
drivers of use reduction as a way to correct SNS use behavior. Second, the need to study how
privacy concerns might drive SNS corrective behaviors. Finally, the need to examine the effect
of both facets of privacy concern (institutional and peer) and their interrelation on SNS users'
behavior to study this two-facet privacy concern view in other IS use domains. Thus, the main
research questions we aim to address are: (1) Can privacy concerns motivate intended SNS use
reduction? ; (2) How do the two facets of privacy concerns work in tandem to impact SNS use
reduction?

To understand the intricate association between privacy concerns and use reduction on SNS
platforms, we theorized a model and tested it with a sample of 258 Instagram users. The findings
show that institutional and peer privacy concerns motivate intended use reduction (unique
effects), and institutional privacy concern moderates the effect of peer privacy concerns on
intended use reduction (jointly dependent effect). Thus, considering the simultaneous effects of
both facets presents a broader perspective than before on the role of institutional privacy concern
in motivating user behavior.

Consequently, our study makes four key contributions. First, it extends research by considering a
more nuanced and realistic perspective of privacy concerns. As we show, at least in the SNS use
context, it includes two facets: institutional and peer concerns. We hope this conclusion might be
helpful for other theories and privacy models, especially in online use behavior. Second, it shows
that focusing only on one of these two facets of privacy depicts a partial picture, as both facets
and their interaction affect use reduction intentions; that is, the effect of one is contingent on the

3
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level of the other. This means it is essential to consider the peers' threat to privacy and not only
the SNS provider threats since there is a significant interaction effect between the two facets that
strengthens the intention to reduce SNS use. Each facet alone does not capture the whole effect
of privacy concerns. Including both facets has an extra tandem effect on reduction intentions is
essential. Third, it discovers the motivational potency of two facets of privacy concerns in driving
intended SNS use reduction. This highlights the power of privacy considerations in motivating
corrective behaviors on SNS. Lastly, the results can serve as a basis for interventions to help social
media platforms to better cater to 'users' privacy needs and expectations. We do all this while
exploring more profound and essential yet primarily ignored behavior - SNS use reduction, which
merits further research (Osatuyi and Turel, 2020; Soliman and Rinta-Kahila, 2020).

The rest of the paper is structured as follows. Section 2 provides the theoretical background about
SNS corrective behaviors and privacy concerns. Section 3 outlines the research model and
hypotheses. Section 4 presents the methodology used and describes the data. Section 5 contains
the data analysis and results. Section 6 offers a discussion of the results, as well as some

limitations and future research directions. Finally, Section 7 provides the conclusion of the work.

2. Theoretical Background

2.1. SNS use reduction

When an individual faces actual or potential negative consequences stemming from the use of
SNS, they are motivated to take corrective behaviors aimed at reducing or eliminating the actual
or potential adverse effects (Osatuyi and Turel, 2020). Common corrective behaviors include
quitting, temporary discontinuance, and reduction behaviors. Quitting is an aggressive attempt to
curtail one's problems (Osatuyi and Turel, 2020), as it eliminates the source of the problem
(Lugman et al., 2018; Turel, 2014; Vaghefi and Qahri-Saremi, 2017). However, it is taxing
because it also eliminates all the benefits the IS can provide. Taking a temporary break from using
a system represents a similar approach, though it allows for a quick solution; one's problems will
likely persist after resuming the system. Nevertheless, it is more realistic and practical than

entirely quitting system use (Ravindran et al, 2014; York and Turcotte, 2015). Lastly, use
4
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reduction is a less aggressive approach, which seems more doable compared to the
abovementioned approaches; it is thus a more realistic long-term solution that many (and certainly
not all) users adopt to address actual or potential problems associated with SNS use (Osatuyi and
Turel, 2020). It reflects attempts to decrease the use of the SNS to levels with which one can still
feel comfortable, but that also reduces the potential for problems. Entirely quitting SNS use is the
most studied corrective behavior on SNS. The other two approaches, taking a break from use and
use reduction, received much less attention in the extant literature, despite the lower realism and

attractiveness of entirely quitting social media (Osatuyi and Turel, 2020; Ravindran et al., 2014).

Notably, for our study, known predictors of use reduction include addiction, peer use reduction,
and the realization that one's use pattern is problematic and deviates from their expectations
(Osatuyi and Turel, 2020). SNS fatigue is the most commonly used driver to explain
discontinuance (Fu and Li, 2020; Niu ef al., 2020; Ravindran et al., 2014; Shokouhyar et al.,
2018). Even though very few studies have focused on understanding SNS use reduction. Table |
shows some of the most important ones and the drivers they explored. Our review suggests that
existing models overlook or oversimplify the potential role of privacy concerns in motivating
corrective behaviors, despite the natural tendency of humans to pursue behaviors that will protect
and retain their privacy (Dinev and Hart, 2003; Hong and Thong, 2013; Malhotra ef al., 2004).
Overall, we conclude that despite the prevalence, potential, and importance of use reduction, it
did not receive sufficient attention, and there is potential to extend our understanding of the
drivers of this behavior by considering the privacy angle. We aim to address these two gaps in

the current study.

Specifically, among the few studies that focused on use reduction, insufficient emphasis has been
given to a significant concern on social media, namely regarding one's privacy. This is a common
concern that motivates various behaviors on social media, as it is integrated into the decision
calculus of social media users (Chen, 2018; Gruzd and Hernandez-Garcia, 2018; Jozani ef al.,
2020). Thus, we theoretically develop an argument that it can also influence decisions to reduce

one's use of social media.
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Source Theory/framework Drivers Outcome
Lazarus and Folkman's ~ Global pandemic Stressors, COVID-19 .
Islam et al. . . . SNS reduction
(2022) theory of stress and obsession, Emotional support seeking through intentions
coping SNS, SNS exhaustion

Osatuyi and

Turel Social identity theory, ~ SNS addiction, Realization, Peer reduction of ~ SNS reduction

(2020) Social cognitive theory ~ SNS use intentions
Shokouhyar Information overload, System feature Controlled
etal (2018) overload, Social overload, SNS fatigue SNS activities*
Niu et al. Stimulus-Organism- Information overload, Negative social SNS reduction
(2020) Response comparison, SNS fatigue intentions
(Fuand Li Social cognitive theor Technology overload, Information overload, Reduced usage
(2020) & Y Social overload, SNS fatigue, Dissatisfaction ~ behavior
Platform-related factors, Community-related
Ravindran factors (social dynamics, content, life cycle), Controlled

Factors relating to self (immersive,
tendencies), Individual experiences resulting
in negative emotions

etal. (2014) SNS activities*

Table I. Summary of SNS use reduction studies
* The SNS activities are performed in a controlled way, namely in terms of use duration. Very similar to use reduction
in the sense that it is measured by asking the intentions to use less SNS than today

2.2. Privacy concerns

Privacy concerns are considered in 'users' mental calculus, given the massive amount of personal
information that is in digital format that can be easily collected, stored, copied, and used by others
(Choi et al., 2018; Hong and Thong, 2013; Malhotra et al., 2004). The prevalence and magnitude
of SNS use give rise to new privacy-related challenges. Users can see their information exposed
on the internet and realize that they have lost control over their information: they have no way, in
many cases, to know who it is shared with, for what purposes, and if it was shared beyond the

initial post (Bright et al., 2015; Choi et al., 2018).

At the elementary level, users need to trust the SNS provider to agree to share their personal
information on the platform. This is because users become vulnerable when they post personal
information (Ayaburi and Treku, 2020). However, privacy breaches by SNS (e.g., Cambridge
Analytica and Facebook scandal in 2018, used the information about 50 million users as a way to
identify the personalities of the American voters and manipulate their behavior (“Facebook and

Cambridge Analytica: What You Need to Know as Fallout Widens”, 2018)) have ignited concerns
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in many users regarding the way their private information is handled, thereby creating an
increased privacy concern on social media (Ayaburi and Treku, 2020; Zhou and Li, 2014). This
is because the majority of users expect to have control over the information they share (Kuenzler,
2022), which some studies refer to as the "personal information sphere" (Eskens, 2020). However,
this does not typically happen, and many users see their private information exposed in

unexpected ways.

Research on privacy in the SNS use context is, to some extent, contradictory. Even when users
say they care about their privacy, at the same time, they do not act to protect their information;
this is known as the privacy paradox (Chen, 2018). Other scholars affirm that people who care
about their privacy change their behavior to ensure that their information is kept private, following
the privacy calculus theory (Cain and Imre, 2021; Jiang et al., 2013). As such, there is a need for
more research in this area. Thus, this study will also try to evaluate the role of privacy concerns

in motivating corrective behavior on SNS.

The privacy calculus theory suggests that when users experience a violation of their privacy, they
will respond with a privacy-seeking behavior using strategies such as refusal, complaining, or
disengagement (Adjerid et al., 2018; Ayaburi and Treku, 2020). The theory of planned behavior
(TPB) (Ajzen, 2012) can also explain user responses (e.g., discontinuance intentions) to
technology that threatens people's privacy expectations and desires (Yu et al., 2020). The third
lens of analysis used in this domain is the communication privacy management theory. It explains
the process of self-disclosure. When users decide to disclose information online, they weigh costs
vs. benefits, and the balance determines what information should be considered public vs. private
(Chennamaneni and Taneja, 2015). From this perspective, users create boundaries to determine
the contexts and circumstances that specific information should be disclosed (Morlok, 2016). As
such, individuals expect that information disclosed will be protected such that their privacy
expectations are met. When those boundaries are breached or are expected to be breached, for
example, through privacy violations, individuals attempt to seek a way to solve the situation and

mitigate the problem (Xu et al., 2011).
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One way to cope with privacy concerns, which users at least often contemplate, is behavior change
on the platform that concerns them (Cheng et al., 2021; Wang and Herrando, 2019). Indeed,
privacy concerns negatively impact 'users' intention to use or continue using a specific SNS
(Ayaburi and Treku, 2020; Cain and Imre, 2021; Desimpelaere et al., 2020; Dhir et al., 2019).
This is because users who feel that their data privacy expectations may not be met will likely take
measures to mitigate the problem; this can be achieved partly by altering their use pattern (Choi
et al., 2018; Zhang et al., 2020). For example, discontinuance will eliminate privacy concerns
regarding new information one can share. In contrast, the risk of SNS uses reduction decreases
(but does not eliminate). Because social media use often involves sharing information. Even when
it is not done explicitly (e.g., when people do not post), there is implicit information sharing on
one's activities online (e.g., login location, device, browsing history) (Ruths and Pfeffer, 2014),
reducing one's use is a reasonable strategy for alleviating privacy risks and consequent concerns.
It is a compromise that affords reducing privacy risks but maintains SNS benefits. In contrast, full
discontinuance will eliminate the risk, but for many people, it will not afford normal social

functioning (Osatuyi and Turel, 2020).

Without discounting the importance and impact of this line of work, one of its limitations is that
most of the studies on privacy concerns have focused on understanding intentions to disclose
personal information as an outcome. Few studies have focused on the ability of privacy concerns
to motivate behavior change, especially in the form of use reduction (as opposed to total
discontinuance). Another limitation of extant works on privacy on SNS is that they have focused
mainly on the institutional perspective of privacy concerns (Cheng et al., 2021; Yu et al., 2020).
This is an overly simplistic view because privacy threats on SNS can stem from the institutions
(the social media platforms) and the users (i.e., peers who have access to at least some aspects of
one's information). Moreover, as we theorize in the next section, one concern can moderate the
effect of the other. Thus, commonly observed effects of single-facet privacy concerns might be
contingent on the levels of the other privacy concern facet. Ultimately, there is a need to focus on

the two facets of privacy concerns (institutional and peer) because this can depict a more nuanced
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and precise picture regarding how privacy concerns motivate behavior change on SNS. Here, we

seek to make first strides toward bridging these gaps.

To this end, we note that privacy concerns do not only relate to or stem from sharing information
with the SNS organizations but can also relate to or stem from sharing information with peers on
social media (Jozani et al., 2020; Ozdemir et al., 2017). This distinction has been highlighted in
recent studies pointing to two facets of privacy concerns: institutional privacy concern, related to
the misuse of personal data entrusted to an institution, and peer privacy concern, associated with
the misuse of personal data entrusted to peers of an individual (Raynes-Goldie, 2010). Extending
these works, we suggest that both perspectives need to be included in studies about SNS use
reduction because when a user shares something on the SNS, that information becomes co-owned.
The risk of what peers can do with the data they are given access to is higher (Ozdemir et al.,
2017). Examples of possible misuse of personal information by peers can be when someone tags
photos of a user on Instagram or Facebook without consent or identifying a user on Instagram
stories showing where they are and what they are doing without permission when peers post
something on a user's Facebook profile without consent, or when peers use the user's data
inappropriately accessed through SNS (Chen et al., 2015; Marwick and Ellison, 2012; Ozdemir

et al.,2017; Vitak, 2012).

Such behaviors can drive peer privacy concern and are not captured by the often-studied
institutional privacy concern. How peers use the user's private information also influences how
users might share information and SNS use levels. Following the work of Hogan (2010), users
may deal with a context collapse by sharing the appropriate information according to the peers
that can access that information. The information transmitted must be suitable for all peers to see
(the closest ones and the others) without putting the users at risk. Therefore, SNS use levels can
be influenced by institutional privacy concern and peer privacy concern. We posit and later show
that moving forward, there is merit to including both privacy concern facets in information

systems studies, also because the effect of one is contingent on the other.

3. Research model and hypotheses
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Figure 1 shows the proposed research model. It hypothesizes that peer privacy and institutional
privacy concerns motivate (increase) one’s intention to reduce SNS use. It further suggests that
institutional privacy concern has a broader effect on behavior change: not only do they motivate
behavior change directly, but also, they increase the emphasis on peer privacy concern in users'
privacy calculus leading to adjusting one's behavior on the SNS. Next, the justification for the

hypotheses in the research model is provided.

: Gender 1
I Age :
i .
1 SNS Experience ]
]
]
- i
]

Institutional SNS use frequency
Privacy Concern { SNS addiction

g & [

Peer Privacy H1 Intention to
Concern "| reduce SNS use

Figure 1- Research model

3.1. Effects of Peer Privacy Concern

Peer privacy concern captures worries related to the possible misuse of personal data entrusted to
an individual's peers (Raynes-Goldie, 2010). For example, peers can share personal
correspondence (pictures, text, emotions, insights) on social media that was intended only for
them. Like other concerns, worries regarding peers violating one's privacy expectations, as
manifested in higher levels of peer privacy concern, drive users to respond with a mitigation
behavior, including avoiding SNS use or reducing one's exposure to SNS ((Ozdemir et al., 2017).
As such, users concerned with peers violating their privacy expectations will likely try to reduce
their interaction with their peers to a level that will allow them to still communicate with them,
but that will also put their privacy risk exposure at an acceptable level to them. Thus, users will
likely perceive use reduction as a practical compromise approach that allows them to retain social

ties but still reduce privacy violation risks (Ozdemir et al., 2017). We therefore hypothesize:

H1: Peer privacy concern will increase one's intention to reduce SNS use.

10
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3.2. Effects of Institutional Privacy Concern

The level of concern that the users have about the misuse of their personal information by SNS
organizations is another essential motivator of use reduction in the SNS use context. Similar to
the argument behind H1, we posit that one reasonable response to such concerns would be use
reduction. This compromise approach allows users to maintain social ties online (this would not
be afforded with total discontinuance) but controls (or reduces) their risk exposure. The risk
exposure is diminished because use reduction will result in fewer data collected about the user by
the SNS provider, reducing the opportunity for information misuse (Zhang et al., 2020). Indeed,
institutional privacy concern reduces the level of engagement and information disclosure on SNS
(Dhir et al., 2019; Jozani et al., 2020; Zhou and Li, 2014). Here, we suggest that a "compromise"
corrective behavior in the form of use reduction (Osatuyi and Turel, 2020) is a reasonable
response to privacy calculus beliefs about risks, including those stemming from the potential
misuse of one's information by the SNS provider (Lin ef al., 2020; Wang et al., 2021). Thus, we

hypothesize:

H2: Institutional privacy concern will increase one's intention to reduce SNS use.

We next posit that the two facets of privacy concerns may act in tandem to drive intended use
reduction. We specifically suggest synergy between them. The effect is more than the mere sum
of'the facets when both exist. The reason is that institutional privacy concern reflects lower control
of the SNS provider over information handling matters and lower motivation to control internal
(institutional) and external (peer) privacy threats (Kehr et al., 2015; Lutz and Ranzini, 2017).
Such lower care about privacy matters can attenuate the impact of privacy concerns on user
responses (Taylor et al., 2009). This is akin to the trust transfer process: trustworthy websites
signal their users are reliable (Stewart, 2003). The difference is that here we hypothesize on

"privacy concern transfer" from the SNS provider to peers on the SNS.

Specifically, we expect that when institutional privacy concerns are low, people perceive higher

assurances that the SNS is competent and motivated to preserve their privacy. In this case,

11
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1
2
3 concerns about privacy violations by peers may be less influential in the privacy calculus. That
4
Z is, they may believe that the SNS provider can and is willing to protect them against privacy
; violations by peers. In contrast, when the value of institutional privacy concern is high, the
9 o . . .
10 prevailing perception would be that the users are on their own and no one will help them or protect
11 . . . . . e .
12 them against privacy violations by peers. Consequently, we posit that institutional privacy
13
14 concern moderates the effect of peer privacy concern on SNS use reduction and not the other way
15
16 around. This is because, following the "privacy concern transfer process" described above, the
17
18 organization typically shields against privacy concerns related to users and not the other way
19
20 around. The reverse is usually unlikely—peers often have no control over the service and its
21
22 privacy policies. As such, we expect that:
23
24
25 H3: Institutional privacy concern will moderate (increase) the effect of peer privacy concern on
26
27 one's intention to reduce SNS use.
28
29
30 4. Methods
31
32
33 4.1. Measurement
34 ]
35 Items were adapted from validated scales to the context of Instagram. We focus on Instagram,
36
37 given its popularity and potential to drive privacy concerns (Liang et al., 2015; Ranzini et al.,
38
39 2020; Shane-Simpson et al., 2018). The items were included in an online questionnaire after pilot
40
41 testing with 50 Instagram users. The pilot test corrected some linguistic mistakes, and some of the
42
43 questions (socio-demographic) were reorganized. See Table II. In line with prior studies, we
44
22 controlled for age, gender (Osatuyi and Turel, 2020), use frequency, SNS use time per day
2; (minutes), SNS experience (years using SNS) (Vaghefi et al., 2020), and SNS addiction (Turel
49 . . . . .
50 and Qahri-Saremi, 2016b), because these may impact one's intention to reduce the SNS use.
51
52
53
54 Construct Items Sources
55 PPCI: I am concerned that the information I share through Instagram with people I know
56 could be misused by them.

PPC2: I am concerned about sharing information through Instagram with people I know,
57 p . PPC because of what they might do with it. (Ozdemir et al.,
58 eer privacy concern ( ) PPC3: I am concerned about sharing information through Instagram with people I know 2017)
59 because they could use it in a way I did not foresee.
60 PPC4: I am concerned that when I share information through Instagram with people that I

know, those people may share it with others whom I did not intend.

12
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PPC5: I am concerned that the information I share through Instagram with people I know
could be misinterpreted by them.

Page 14 of 35

Institutional privacy
concern (IPC)

IPC1: I am concerned that the information I share through Instagram could be misused by
Instagram and 3rd party affiliates.

IPC2: 1 am concerned about sharing information through Instagram, because of what
Instagram and 3rd party affiliates might do with it.

IPC3: I am concerned about sharing information through Instagram, because Instagram
and 3rd party affiliates could use it in a way I did not foresee.

IPC4: I am concerned that when I share information through Instagram, they and 3rd party
affiliates may share it with others whom I did not intend.

IPCS: 1 am concerned that the information I share through Instagram could be
misinterpreted by Instagram and 3rd party affiliates

(Ozdemir et al.,
2017)

Social effect
(SE)

SNS
addiction
(ADD)

SE1: How often do your grades or schoolwork suffer because of the amount of time you
spend on Instagram?

SE2: How often do you snap, yell, or act annoyed if someone bothers you while you are
on Instagram?

SE3: How often do you try to hide how long you've been on Instagram?

SE4: How often do you choose to spend more time on Instagram over going out with
others?

SES: How often do you feel depressed, moody or nervous when you are not on Instagram,
which goes away once you are back on Instagram?

SE6: How often do you try to cut down the amount of time you spend on Instagram and
fail?

SE7: How often do you check your Instagram before something else that you need to do?

SE8: How often do you block out disturbing thoughts about your life with soothing
thoughts of Instagram?

Compulsion
(COM)

COMP1: How often do you find yourself anticipating when you will go on Instagram
again?

COMP2: How often do you fear that life without Instagram would be boring, empty, and
joyless?

COMP3: How often do you lose sleep due to late night logins to Instagram?

COMP4: How often do you find yourself saying just a few more minutes" when on
Instagram?

(Kircaburun and
Griffiths, 2018)

Intention to reduce SNS use
(RED)

REDI: I intend to reduce using Instagram in the next 3 months.
RED2: I predict I would reduce using Instagram in the next 3 months.

RED3: I plan to reduce using Instagram in the next 3 months.

(Osatuyi and
Turel, 2020)

Table Il. Measurement instrument

4.2. Procedure Sample

We created an online survey in English. It was distributed via a class announcement to a group of

university students in Portugal. Extra credit in a course motivated participation. Of the 280

invitees, 258 were Instagram users who provided valid responses. To check the extent of non-

respondent bias, we used the comparison method between the two populations. Main

characteristics such as age, gender, SNS use, and experience were very similar between the

respondents and non-respondents. As such, we concluded that no significant non-response bias

was present. All participants used Instagram. The students were enrolled in a program of studies

delivered in English. Thus, all were reasonably fluent in English. For the purpose of the study,

we focused on Instagram because, among the millennials and Generation Z (aged from 18 to 35),

Instagram is the most popular SNS, with a high utilization rate compared with other SNS such as

http://mc.manuscriptcentral.com/intr
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Facebook. This range of ages also captures a large segment of SNS users (Turel, 2016; Turel and

Serenko, 2012). Table III shows the key characteristics of the sample.

Sample Characteristics (n=258)

Gender 67% female / 33% male
Age (years) 23.5(18-52), Std Dev. =5.5
SNS experience (years) 6.1 (0.5-15), Std Dev.=2.2
SNS usage (minutes per day) 67.3 (0-233), Std Dev. = 46.5
SNS use frequency (per week) 1 day or less: 5.4%

2-3 days: 2.7%
3-5 days: 6.2%
Almost daily: 85.7%

Table Ill. Sample Characteristics

5. Results

5.1. Preliminary analysis

First, we examined common method bias risk with a marker variable (Lindell and Whitney, 2001).
The variable used refers to the level of familiarity/knowledge about the university where this
study was conducted. This variable was expected to be unrelated to the key variables used in the
study. Results showed 2.9% maximal shared variance with other variables. This value is
considered low (Johnson et al., 2011). Thus, the risk of common method bias was deemed to be
minimal. Second, the validity and reliability of the measurement instruments were examined.
Reliability was acceptable with all constructs present a > 0.9 [a(peer privacy concern)= 0.94,
a(institutional privacy concern)= 0.97, a(SNS addiction)= 0.90, and a(intention to reduce SNS
use)= 0.94). Furthermore, a confirmatory factor analysis (CFA) model in AMOS 27 revealed
acceptable fit indices (Baumgartner and Homburg, 1996; Doll et al., 1994)(y2 /df =2.24, RMSEA
= 0.07 (90% CI [0.06, 0.08]), SRMR = 0.06, CFI = 0.92, IFI = 0.92, RFI = 0.84, NFI =0.86,
GFI=0.85, AGFI=0.8). The GFI, AGFI, NFI, and RFI were slightly below the 0.9 thresholds, but
they exceeded the recommended cut-off value of 0.80 (Baumgartner and Homburg, 1996; Chang
and Chen, 2009; Doll et al., 1994; Kim et al., 2004; Lin, 2013, 2008; Liu ef al., 2005; Pontiggia

and Virili, 2010).
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A measurement model was created to verify the reflective constructs' internal consistency,
convergent reliability, and discriminatory validity. Table IV demonstrated that all constructs are
internally consistent since the composite reliability (CR) results are higher than 0.7. Adequate
convergent validity was demonstrated with average variance extracted (AVE) scores above 0.5
(see Table IV). In addition, all loadings were above 0.7, except the items COM2 and SE11, which
are very close to 0.7 (see Table V), which suggests a good loading pattern. The items between 0.4
and 0.7 need to be deleted if they affect other measures, such as the AVE and composite reliability,
which does not happen in this study (Hair, 2017). Discriminant validity was established with
three methods. Firstly, the Fornell-Larcker criterion (Fornell and Larcker, 1981). To support this
criterion, the AVE square root of each construct should be higher than the correlation between
the constructs, which is verified in this study (see Table IV). The simple exception is the
correlation of SNS addiction (ADD) with Compulsion (COM) and with Social-effect (SE). This
was expected since SNS addiction is a second-order construct composed of Compulsion (COM)
and Social-effect (SE) constructs. Secondly, the loadings should be higher than the cross-loadings
(Hair, 2017), which happens in this study (see Table V). Finally, the heterotrait-monotrait ratio
(HTMT) should be below 0.9. Based on Table VII, these criteria are met. Thus, we conclude that
all constructs have reasonable discriminant and convergent validity. They can therefore be used

in the structural model.

Constructs Mean  SD CR PPC IPC COM SE ADD RED
Peer privacy concern (PPC) 3.83 1.68 0953 (.895

Institutional privacy concern (IPC) 4.61 1.66 0975 (0467 0.942

Compulsion (COM) 2.7 141 0886 (21 0095 0.812

Social-effect (SE) 3 141 0878 (0294 0241 0731 0.769

SNS addiction (ADD) 2.74 126 0912 (275 0.188 0917 0942 0.733

Intention to reduce SNS use (RED) 3.54 1.83 0961 (357 0275 0237 0462 0387 0.944

Table IV. Descriptive statistics, correlations, composite reliability (CR), and average variance extracted (AVE)
Notes: Values in diagonal (bold) are the AVE square root; SD = standard deviation

Constructs Item PPC IPC COM SE RED
PPCl1 0.902 0.368 0.252 0.316 0.316
PPC2 0.901 0.364 0.229 0.267 0.319
Peer privacy concern (PPC) PPC3 0.931 0.412 0.172 0.244 0.297
PPC4 0.894 0.5 0.135 0.221 0.35
PPC5 0.846 0.435 0.169 0.279 0.309
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IPCI 0.448 0.943 0.08 0.226 0.248
o . IPC2 0.472 0.964 0.1 0.253 0.248
gllft(‘;)““"“al privacy concern IPC3 0.444 0.971 0.123 0.24 0.262
IPC4 0.43 0.957 0.129 0.24 0.294

IPCS 0.407 0.871 0.129 0.216 0.23

COMI 0.178 0.09 0.8 0.603 0.179

Compuision (COM) com2 0.127 -0.048 0.668 0.461 0.071
CcoM3 0.201 0.139 0.843 0.589 0.209

COM4 0.17 0.111 0.873 0.671 0.293

SE4 0.274 0.161 0.611 0.761 0.325

SE6 0.178 0.116 0.598 0.791 0.356

Social-effect (SE) SE9 0.284 0.256 0.605 0.864 0.491
SE10 0.181 0.277 0.47 0.733 0323

SE11 0.209 0.127 0.576 0.68 0.268

REDI 0.355 0.261 03 0.518 0.961

zgg"“ to reduce SNS use RED2 0.282 0.207 0.168 0.353 0.905
RED3 0.364 0.3 0.271 0.449 0.964

Table V. Loadings and cross-loadings

Constructs PPC IPC COM SE RED
Peer privacy concern (PPC)

Institutional privacy concern (IPC) 0.489

Compulsion (COM) 0.237 0.133

Social-effect (SE) 0.333 0.272 0.874

Intention to reduce SNS use (RED) 0.376 0.283 0.255 0.513

Table VI. Heterotrait-Monotrait Ratio (HTMT)

5.2. Structural model

Before assessing the structural model, we used the variance inflation factor (VIF) to test the
multicollinearity of all constructs. The VIF values were below 3 (range from 1 to 1.39) (Hair,
2017), which indicates low and reasonable multicollinearity. After establishing validity and
reliability, factor scores were extracted, and the model was tested using regression and the
PROCESS macro in SPSS 27 (Hayes, 2013). The variable entry order in the hierarchical
regression was: [block 1] -- six control variables (gender, age (years), SNS experience (years),
SNS usage (minutes per day), SNS use frequency (per week), and SNS addiction); [block 2] --
the main predictors, that is institutional privacy concern and peer privacy concern; and [block 3]
-- interaction of institutional privacy concern with peer privacy concern. Table VII shows the
results of the hierarchical regression. The results support all three hypotheses. The moderation

model explained 26.3% of the variance in intention to reduce SNS use.
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Model Indices

Main Model
Base (Controls) Main Effect Moderation Model
Model Model (IPCxPPC)
R*=0.172; R? R?=0.252; R? R*=0.263; R?
¢ change = 0.172; change = 0.080; change = 0.016;
Predictors p<0.001 p<0.001 p<0.001

Gender (male:1, female: 0)

Institutional privacy concern

Institutional privacy concern x Peer privacy concern

-0.155 (0.009) -0.151 (0.008) -0.150 (0.007)

Age (years) 0.013 (0.823) 0.016 (0.778) 0.027 (0.585)
SNS experience (years) 0.062 (0.297) 0.050 (0.388) 0.055 (0.363)
SNS usage (minutes per day) 0.116 (0.086) 0.097 (0.137) 0.093 (0.119)
SNS use frequency (per week) -0.002 (0.978) 0.017 (0.772) 0.023 (0.689)
SNS addiction 0.298 (<0.001) 0.224 (<0.001) 0.221 (0.001)
Peer privacy concern 0.219 (<0.001) 0.219 (0.001)

0.120 (0.058) 0.139 (0.045)

0.120 (0.022)

Table VII. Path coefficients and model indices
Note: p<0.10 coefficients are bolded

Specifically, peer privacy concern statistically significantly predicted use reduction intentions in
both the main effect and moderation models (ﬁ’=0.219, p <0.001). Thus, H1 was supported - Peer
privacy concern increased one's intention to reduce SNS use. Institutional privacy concern was
also statistically significant in the main effects model ([320.120, p < 0.10) and the moderation
model (3=0.139, p <0.05). Thus, H2 was also supported - Institutional privacy concern increased
one's intention to reduce SNS use. The moderator effect of institutional privacy concern on peer
privacy concern effect (ﬁ=0.120, p < 0.05) was also statistically significant. Therefore, H3 is
supported - Institutional privacy concern moderates (increased) the effect of peer privacy concern
on one's intention to reduce SNS use. This is depicted in Figure 2. It demonstrates that when the
level of institutional privacy concern of a user is high, the weight that peer privacy concern
receives in one's mental calculus is greater, which ultimately leads to a greater intention to reduce
SNS use. Further analysis showed that peer privacy concern influences intention to reduce SNS
use only at medium (average) and high (+1 standard deviation above the mean) values of
institutional privacy concern. At low levels of institutional privacy concern (-1 standard deviation

below the mean), peer privacy concern did not affect the intention to reduce SNS use. This
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contingent effect, and the fact that both facets drive corrective behaviors, behooves scholars to
focus on both privacy aspects in future studies. Focusing on one aspect can lead to wrong or

partial conclusions.

4.5 -

3.5 1 T

Intention to reduce SNS use

Low PPC High PPC

Figure 2. Moderation chart

Regarding the control variables, age, SNS use frequency, SNS experience, and SNS usage were
not statistically significant (p > 0.10). They did not predict the intention to reduce SNS use.
However, SNS addiction increased the intention to reduce use, which is consistent with prior
findings on the motivating effect of addiction (Turel, 2015). In addition, gender was significant:
males had lower use reduction intentions than females. This may be attributed to more severe
body image effects Instagram can have on women, which can increase their use reduction
motivation compared to males (Sherlock and Wagstaft, 2019). Such claims, though, merit further

research.

6. Discussion

Overall, this study concludes that institutional privacy and peer privacy concern work in tandem
to increase one's intention to reduce SNS use. We show direct effects and that institutional privacy
concern moderates (strengthens) the relation between peer privacy concern and one's intention to

reduce SNS use. Finally, the findings demonstrate that males are significantly less likely than
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females to reduce SNS use and that SNS addiction increases one's intention to reduce SNS use.
These findings represent essential extensions of the existing literature regarding and scholarly
understanding of SNS corrective behaviors, mainly use reduction behavior. An important
extension our results provide is the integration of the two facets of privacy concerns (institutional
and peer) in one model and hypothesizing and testing their unique and joint effects on use
reduction intentions. Considering the unique effects and the "privacy concern transfer" effect, our
model explained 26.3% of the variation in intention to reduce SNS use.

The results first directly confirm that the level of concern that users have about the misuse of their
personal information by SNS organizations (institutional privacy concern) increases 'users'
intentions to reduce SNS use. This conclusion aligns with other studies that found that high levels
of institutional privacy concern lead users to avoid SNS use (Zhang et al., 2020), and to become
less active, engaged, and prompt to disclose information on SNS (Ayaburi and Treku, 2020;
Bansal et al., 2016; Desimpelaere et al., 2020; Dhir et al., 2019; Jozani et al., 2020; Zhou and Li,
2014). This shows that when users are aware of and understand the privacy risks associated with
SNS use, they endorse behavioral adjustment (i.e., corrective behaviors) that will help them
reduce their privacy risk exposure while still enjoying the benefits of using the SNS. This finding
can inform research beyond SNS, for example, works on online banking, interactions with
artificial intelligence, and other contexts in which the potency for privacy violation is high, as our
findings imply that privacy concerns can motivate behavior changes in the form of use reduction.
Our second finding relates to users' concerns about the potential misuse of personal data entrusted
to their peers (peer privacy concern). We show that this concern motivates corrective action by
endorsing a reduction in SNS use. This is consistent with prior research findings about the
motivating potential of peer privacy concern (Ozdemir et al., 2017). Users aware of and concerned
about what their peers might do with the information they share on social media will attempt to
reduce SNS use to diminish their risk.

Even though it seems that the effect of peer privacy concern is more significant or in the direction
of being more prominent in explaining SNS use reduction, confidence intervals suggest no
significant difference. This means that the effects of peer privacy and institutional privacy
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concerns are similar. This highlights the importance of focusing on both facets of privacy
concerns which at least have identical effects on intentions to reduce SNS use. The literature, thus
far, has typically considered only one facet at a time.

Third, we hypothesized and observed a moderating effect. This suggests that the effect of peer
privacy concern on use reduction intention is contingent on the level of peer privacy concern. It
supports our "privacy concern transfer" argument by showing that concerns about the SNS
platform inform the weight of peer privacy concern in one's mental calculus. In line with our
expectations, the data showed that institutional privacy concern strengthened the relationship

between peer privacy concern and the intention to reduce SNS use.

6.1. Theoretical Implications

Overall, our study makes several significant contributions to the theory. Importantly, it highlights
the need to include the two facets of privacy concerns (institutional and peer) in IS studies on
corrective behaviors in contexts where peers and institutions can threaten one's privacy. Such
contexts are abundant because many modern technologies include social interaction elements. For
example, through gamification, websites can encourage social compassion and healthy
competitions to promote desirable behaviors such as learning, exercising, information security
compliance, and saving money (Klock et al., 2020; Silic and Lowry, 2020; Tu et al., 2019; Zhang
et al., 2021). At the same time, such social elements and interactions can drive peer privacy
concern, as one exposes their information to others (think about dating websites, social commerce
websites, and multiplayer video games). Our findings emphasize the need to consider the threat
to users’ privacy posed by peers, and not only by the website provider.

Thus, we pave the way for integrating peer and institutional concerns in such models and contexts.
We show that scholars need to consider the unique effects of each and their interaction because
there is a process of "privacy concern transfer." From a unique effects perspective, we show that,
at least in our contexts, peer privacy concern and institutional privacy concern have similar effects
on one's mental calculus. There is an opportunity to examine if the balance is equal in another

context, or perhaps there are situations where one facet of privacy concerns can be more
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influential. We hence call for future studies to consider both facets of privacy simultaneously.
Our findings provide the needed theoretical arguments (transfer process) and measures to do so
and to extend privacy models from focusing only on the institutional facet, to including peer
privacy concern.

Considering the significant interaction, we support the "privacy concern transfer" view and show
that privacy concerns about the website inform the weight privacy concerns about peers receive
in mental calculus. When the provider is seen as ineffective at catering to one's privacy needs,
concerns about peer behavior become more alarming. They are more potent in driving use
reduction and perhaps other corrective behaviors. The contingent effect we found here, and the
"privacy concern transfer" perspective can be used for extending research in other contexts in
which both peers and institutional privacy concerns are at play. For example, one may expect that
on dating websites, there is an opportunity for data mistreatment by both peers and the website
operator (Lutz and Ranzini, 2017). Thus, future research can examine whether our ideas can help
explain why some people change their use patterns of dating websites. It is also essential that
future research examines the weight of each privacy facet individually. In this study, we showed
that the two facets obtained similar weights in one's mental calculus. However, this may differ in
other types of applications (e.g., dating apps), where one factor may have a more considerable
weight than the other.

Our findings also allowed us to expand the existing body of knowledge regarding SNS use
reduction. With this work, it was possible to evaluate a new perspective on this behavior.
Specifically, it was possible to understand the overlooked better by using the two privacy concern
facets and assessing their relationship in affecting the SNS use reduction behavior. It understudied
SNS corrective behavior of use reduction (Osatuyi and Turel, 2020). This behavior, so far, has
received less attention than other types of corrective behaviors (e.g., quitting (Lin et al., 2020;
Lugman et al., 2017, 2020; Vaghefi and Qahri-Saremi, 2017)). However, this behavior is essential
and can have different drivers and outcomes than more frequently studied behaviors, such as total
discontinuance. Our findings thus point to a need to investigate further what motivates the use
reduction to correct one's status quo. In line with prior works (Osatuyi and Turel, 2020),we show
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that SNS use reduction seems like a reasonable course of action to users. We add to the body of
knowledge about the drivers of such behaviors.

Nevertheless, by no means is our model exhaustive. It took just one specific angle to explain this
critical behavior. As such, our findings present an opportunity for further studying SNS use
reduction and pave the way for understanding the reduction in the use of other IS. Such reduction
attempts are dangerous for service providers or internal IT departments, as they may eventually
lead to the discontinuance of the use of applications (Furneaux and Wade, 2011). Thus, we call
for more research on the drivers of use reduction and for extending our model by considering how
the privacy angle can be integrated with other theoretical accounts that might explain use

reduction and behavior change.

6.2. Practical Implications

Our study indicates that awareness of the two privacy facets is the key to motivating behavior
change (use reduction). Thus, users can be informed by our findings, reflect on the levels of
privacy they can live with, and adjust their behavior from an informed standpoint. Because this
depends on user awareness of privacy issues, users need to increase privacy literacy. This literacy
is insightfully high (Bartsch and Dienlin, 2016). Hence, users can benefit from various training
programs that might ensure reasonable levels of privacy literacy (Wissinger, 2017). This privacy
literacy can be provided by schools for younger users and by mass media (e.g., television) for all
users, especially adults beyond school years. Even governments could intervene by providing the
necessary means to allow reaching the most significant number of SNS users. It is crucial that this
training touch not only the institutional perspective but also the peer privacy perspective. Users

must be aware of all risks they incur when uploading data about themselves.

While it may seem counterproductive, SNS institutions can also provide such training because it
might portray them as more caring about users and their need. They may want to mitigate privacy
breaches to satisfy their users and guarantee they will continuously use their services. In addition,

they need to ensure sufficient privacy protection. As such, the SNS institutions must reduce both
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peer and institutional privacy concerns. While we did not explore ways to do so, based on prior
research, we can suggest methods such as increasing privacy information transparency and
simplicity (e.g., by using privacy labels, warnings, and seals) and using technologies and policies
to ensure that privacy violations are minimized (Larose and Rifon, 2007; Lwin et al., 2007; Milne
and Culnan, 2004). For example, SNS institutions might consider additional settings allowing
users to control better what is shared about them. It is also essential that SNS institutions start
involving users in the process of personalizing the privacy settings in a way that guarantees their
expectations about privacy protection (Eskens, 2020). With those measures, users may feel safer

and have lower privacy concerns.

6.3. Limitations and further research

Despite the contribution of this work, it has significant limitations that point to future research
directions. First, this study focused on young adults using a single IS in one country, specifically
university students from Portugal that use Instagram. Generalizing to other contexts can be
achieved through replication in future research. Second, since this study focused on a privacy
angle, possible future studies can extend this view by integrating it with other perspectives on use
reduction. Lastly, developing our model and ideas for other dependent variables (behaviors), such

as total discontinuance or taking a break from SNS, would be interesting.

7. Conclusion

We revealed here that users decide to reduce their use of SNS through, among other
considerations, a mental calculus of their privacy violation risks. These include concerns about
peers sharing their information and service providers mistreating their information. We show here
that both factors are essential and that the effect of peer privacy concern can depend on one's
institutional privacy concern. We call for future research to further examine how complex sets of

privacy concerns influence information system user behaviors.
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