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ALTERDROID:DifferentialFaultAnalysisof
ObfuscatedSmartphoneMalware

GuillermoSuarez-Tangil,JuanE.Tapiador,FlavioLombardi,RobertoDiPietro

Abstract—Malwareforsmartphoneshasrocketedoverthelastyears.Marketoperatorsfacethechallengeofkeepingtheirstores

freefrommaliciousapps,ataskthathasbecomeincreasinglycomplexasmalwaredevelopersareprogressivelyusingadvanced

techniquestodefeatmalwaredetectiontools.Onesuchtechniquecommonlyobservedinrecentmalwaresamplesconsistsofhiding

andobfuscatingmodulescontainingmaliciousfunctionalityinplacesthatstaticanalysistoolsoverlook(e.g.,withindataobjects).In

thispaper,wedescribeALTERDROID,adynamicanalysisapproachfordetectingsuchhiddenorobfuscatedmalwarecomponents

distributedaspartsofanapppackage.ThekeyideainALTERDROIDconsistsofanalyzingthebehavioraldifferencesbetweenthe

originalappandanumberofautomaticallygeneratedversionsofit,whereanumberofmodifications(faults)havebeencarefully

injected.Observabledifferencesintermsofactivitiesthatappearorvanishinthemodifiedapparerecorded,andtheresulting

differentialsignatureisanalyzedthroughapattern-matchingprocessdrivenbyrulesthatrelatedifferenttypesofhiddenfunctionalities

withpatternsfoundinthesignature.Athoroughjustificationandadescriptionoftheproposedmodelareprovided.Theextensive

experimentalresultsobtainedbytestingALTERDROIDoverrelevantappsandmalwaresamplessupportthequalityandviabilityofour

proposal.

IndexTerms—Computersecurity,Malware,Mobilecomputing

✦

1 INTRODUCTION

Smartphonespresentanumberofsecurityandprivacy
concernsthatare,inmanyrespects,evenmorealarming
thanthoseexistingintraditionalcomputingenviron-
ments[1].Mostsmartphoneplatformsareequippedwith
multiplesensorsthatcandetermineuserlocation,ges-
tures,movesandotherphysicalactivities,tonameafew.
Smartphonesalsofeaturehigh-qualityaudioandvideo
recordingcapabilities.Sensitivepiecesofinformation
thatcanbecapturedbythesedevicescouldbeeasily
leakedby malwareresidingonthesmartphone.Even
apparentlyharmlesscapabilitieshaveswiftlyturned
intoapotential menace.Forexample,accesstothe
accelerometerorthegyroscopecanbeusedtoinferthe
locationofscreentapsand,therefore,toguesswhatthe
useristyping(e.g.,passwordsormessagecontents)[2].
Similarly,theRadioDataSystem(RDS)embeddedin
mostAM/FMchannelscanbeexploitedtoinjectattacks
onSoftwareDefinedRadio(SDR)systems[3].
A majorsourceofsecurityproblemsispreciselythe

abilitytoincorporatethird-partyapplicationsfromavail-
ableonlinemarkets.Thus,securitymeasuresatthemar-
ketlevelconstituteaprimarylineofdefense[4]. Many
marketoperatorscarryoutarevisionprocessoversub-
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mittedappsthatinvolvessomeformofsecuritytesting.
Officialdetailsaboutsuchrevisionsremainunknown,
buttheconstantpresenceofmalwareinmanymarkets
andrecentresearchstudies[5]suggestthatoperators
cannotaffordtoperformanexhaustiveanalysisover
eachappsubmittedforreleasetothegeneralpublic.
Thisisfurthercomplicatedbythefactthatdetermining
whichapplicationsare maliciousandwhicharenotis
stillaformidablechallenge,particularlyfortheso-called
grayware—namely,appsthatarenotfullymaliciousbut
thatconstituteathreattotheusersecurityandprivacy.

1.1 ObfuscatedSmartphoneMalware

Therapidgrowthofsmartphonesaleshascomehand
inhand withasimilarincreaseinthenumberand
sophisticationofmalicioussoftwaretargetingtheseplat-
forms.Forexample,accordingtothemobilethreatreport
publishedbyJuniper Networksin2012,thenumber
ofunique malwarevariantsforAndroidincreasedby
3325.5%during2011andby614%between2012and
2013[6].Smartphone malwarehasbecomearather
profitablebusinessduetotheexistenceofalargenumber
ofpotentialtargetsandtheavailabilityofreuse-oriented
malwaredevelopmentmethodologiesthatmakeexceed-
inglyeasytoproducenewsamples.
Malwareanalysisisathrivingresearcharea witha

substantialamountofstillunsolvedproblems[7],[6],
[8].Inthecaseofsmartphones,theimpressivegrowth
bothinmalwareandbenignappsismakingincreasingly
unaffordableanyhuman-drivenanalysisofpotentially
dangerousapps.Thishasconsolidatedtheneedfor
intelligentanalysistechniquestoaidmalwareanalystsin



2

their daily functions. Furthermore, smartphone malware 
is becoming increasingly stealthy [9] and recent specimes 
are relying on advanced code obfuscation techniques to 
evade detection by security analysts [10]. For instance, 
DroidKungFu has been one of the major Android mal-
ware outbreaks. It started on June 2011 and has already 
at least six known different variants. It has been mostly 
distributed through official or alternative markets by 
piggybacking the malicious payload into a variety of 
legitimate applications. Such a payload is encrypted into 
the app’s assets folder and decrypted at runtime using 
a key stored in a local variable and located at one class. 
Another remarkable example is GingerMaster, the first 
malware using root exploits for privilege escalation on 
Android 2.3. The main payload was stored as PNG and 
JPEG pictures in the assets file, which were interpreted 
as code once loaded by a small hook within the app.
More sophisticated obfuscation techniques, particu-

larly in code, are starting to materialize (e.g., stego-
malware [11]). These techniques and trends create an 
additional obstacle to malware analysts, who see their 
task further complicated and have to ultimately rely 
on carefully controlled dynamic analysis techniques to 
detect the presence of potentially dangerous pieces of 
code.

1.2 Overview and Contributions

In this paper we describe ALTERDROID, a tool for de-
tecting, through reverse engineering, obfuscated func-
tionality in components distributed as parts of an app 
package. Such components are often part of a malicious 
app and are hidden outside its main code components 
(e.g. within data objects), as code components may be 
subject to static analysis by market operators. The key 
idea in ALTERDROID consists of analyzing the behavioral 
differences between the original app and an altered ver-
sion where a number of modifications (faults) have been 
carefully introduced. Such modifications are designed to 
have no observable effect on the app execution, provided 
that the altered component is actually what it should be 
(i.e., it does not hide any unwanted functionality). For 
example, replacing the value of some pixels in a picture 
or a few characters in a string encoding an error message 
should not affect the execution. However, if after doing 
so it is observed that a dynamic class loading action 
crashes or a network connection does not take place, it 
may well be that the picture was actually a piece of code 
or the string a network address or a URL.
At high level, ALTERDROID has two differentiated 
major components: fault injection and differential ana-
lysis. The first one takes a candidate app—the entire 
package—as input and generates a fault-injected one. 
This is done by first extracting all components in the 
app and then identifying those suspicious of containing 
obfuscated functionality. Such an identification is done 
on an anomaly-detection basis by comparing specific 
statistical features of the component’s contents with a

predefinedmodelforeachpossibletypeofresource(i.e.,
code,picturesandvideo,textfiles,databases,etc.).Faults
aretheninjectedintocandidatecomponents,whichare
subsequentlyrepackaged,together withtheunaltered
ones,intoanewapp.Thisprocessadmitssimultaneous
injectionofdifferentfaultsintodifferentcomponents
anditisdrivenbyasearchalgorithmthatattemptsto
identify wheretheobfuscatedfunctionalityishidden.
Boththeoriginalandthefault-injectedappsarethenexe-
cutedunderidenticalconditions(i.e.,contextanduser
inputs),andtheirbehaviorismonitoredandrecordedin
theformoftwobehavioralsignatures.Suchsignatures
are merelysequentialtracesoftheactivitiesexecuted
bytheapp,suchasforexampleopeninganetwork
connection,sendingorreceivingdata,loadingadynamic
component,sendinganSMS,interacting withthefile
system,etc.Bothbehavioralsignaturesarethentreated
asinastring-to-stringcorrectionproblem,insuchaway
thatcomputingtheLevenshtein(edit)distancebetween
themreturnsthelistofobservabledifferencesintermsof
insertions,deletions,andsubstitutions.Suchalist,called
thedifferentialsignature,isfinally matchedagainsta
rule-setwhereeachruleencodesarelationshipbetween
thetypeofpresumablyhiddenfunctionalityandcertain
patternsinthedifferentialsignature.
OurprototypeimplementationofALTERDROIDbuilds
onanumberofAndroidopensourcetoolsthatfacilitate
taskssuchasextractingcomponents[12],repackaging
thembackintoanapp[13],andanalyzingdynamic
behavior[14].ThepresentALTERDROIDbaseplatform
doesnothaveafullycomprehensivesetoffaultinjection
operatorsanddifferentialrules.Infact, ALTERDROID
isdesignedandbuilttoalloweaseoftailoringand
flexibilityinfunctionalityaddition.Requiredextensions
dependonthekindofusagetheproposedsystemisbuilt
for.Inordertobuildaproductionsystem,ofcourse,
theentiresetofpossibleoperatorshastobecreated.
However,thisisoutofthescopeofpresentpaper,aimed
atshowinganddiscussingbenefitsandlimitationsofthe
proposedapproachratherthanprovingitscompleteness
ofsuitabilityforproductionusageinitspresentshape.
Themaincontributionsofthispapercanbesumma-

rizedinwhatfollows:

• Weintroducethenotionofdifferentialfaultanalysis
fordetectingobfuscated malwarefunctionalityin
smartphoneapps.

• Weprovidesimpleyetpowerfulenoughmodelsfor
faultinjectionoperators,behavioralsignaturesand
rule-basedanalysisofdifferentialbehavior.

• WedescribethefunctionalcomponentsofALTER-
DROID,aprototypeimplementationofourdiffe-
rentialfaultanalysismodelforAndroidapps.The
systemincludesinstantiationsforkeytaskssuch
asidentifyingcomponentstobefault-injectedand
asearch-basedapproachtotrackdownobfuscated
componentsinanapp. Moreover, ALTERDROID’s
functionalarchitecturesupportsdistributeddeploy-
mentofdifferent modules, whichallowsrunning
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variousanalysistasksinparallelandalsopoten-
tiallyoffloadingthemtothecloud.

• Weillustrateourapproachbyprovidingastep-
by-stepanalysisofthreerelevant Android mal-
waresamplesthatincorporatehiddenfunctionality
inrepackagedapps:DroidKungFu,AnserverBot,
andGingerMaster.

• Weevaluatetheperformanceofourapproachover
anumberof malwaresamplesfoundinthewild.
Specifically,weuseALTERDROIDtoanalyzearound
10000appsfromamalwarerepository(VirusShare),
anunofficialAndroidMarket(Aptoide),andGoogle
Play(GP).

• Finally,weprovideanopen-sourceversionofAL-
TERDROID1tofosterfurtherresearchinautomated
toolsforadvancedsmartphonemalwareanalysis.

Therestofthispaperisorganizedasfollows.In
Section2 weintroducetheformal modelsforfault
injectionanddifferentialanalysis.Section3describes
ALTERDROID’sarchitectureanditskeyfunctionalcom-
ponents,andprovidesanoverviewofourproof-of-
conceptimplementation.SubsequentlyinSection4we
discusstheanalysisofthreeAndroidmalwaresamples
withALTERDROIDandpresentaperformanceevalua-
tion.Section5providesanoverviewofrelatedworkin
thisareaandcomparesALTERDROIDtootherproposals
targetingtheproblemof Android malwaredetection.
Finally,inSection6weconcludethepaperbysumma-
rizingourmaincontributionsanddiscussinglimitations
anddirectionsforfutureresearch.

2 ADIFFERENTIALFAULTANALYSISMODEL

Thissectionintroducesthetheoreticalbackgroundused
inALTERDROIDto:

• injectfaultsintoapps;
• representbehavioraldifferencesbetweenapps;
• deducepropertiesfromsuchbehavioraldifferences
consideringinjectedfaultsandobserveddifferences.

Theoveralldynamicsofthedifferentialfaultanalysis
process(i.e.,themechanismgoverningwhichfaultsare
injectedandwhere)isexternaltothismodelandwillbe
discussedinSection3.

2.1 FaultInjectionModel

AnappPcanbeseenasacollectionofcomponents

P={c1,c2,...,ck}. (1)

Acomponentcanbecomposedofanumberofclasses
(i.e.,code),butalsootherresourcesthataredynamically
accessed,suchasforexampleassetfiles.Components
haveatype,suchasforexamplecode,picture,video,
database,etc.Atypefunctionτ(c)canbedefinedthat
returnsthetypeofcomponentc.

1.Codeanddocumentationcanbedownloadedfromhttp://www.
seg.inf.uc3m.es/∼guillermo-suarez-tangil/Alterdroid/

Faultconditionscanbeinjectedintoanappbyaltering
oneor moreofitscomponents.IfCisthesetofall
possibleappcomponents,aFaultInjection Operator
(FIO)isatransformation

Ψci:2C→2C

Ψci(P)=P\{ci}∪{Ψ(ci)}.
(2)

Thatis,Ψci(P)returnsamodifiedversionofPwhere
componentcihasbeenreplacedbyΨ(ci).Depending
onthefunctionalityofcandonthenatureofthe
modificationsintroducedbyΨ,replacingcbyΨ(c)may
(ormaynot)translateintoobservabledifferencesinthe
executionofP.

Inthispaper,werestrictourselvestoFIOsthatmake
alterationstodatacomponentsonly,nottoinstructions.
Datacomponentsincludethevalueofvariablesfoundin
thecodeandalsoassetfilessuchasdatabases,pictures,
andaudioandvideofiles. Wewillabusenotationand
writeτ(Ψci)forτ(ci);i.e.,weconsiderthatthetypeof
aFIOisthetypeofallcomponentsitcanbeappliedto.

FIOscanbearbitrarilycomplexand,insomecases,
theiroperationmaydependonthetypeand/orcurrent
valueofthecomponenttobealtered.However,some
simpleFIOstreatcomponentsasbitstrings,suchasfor
example:

• rrepc(·):replacesthevalueofcomponentcfora
randomlychosenbitstring.

• zeroc(·):replacesthevalueofcomponentcfora
stringofzerosofthesamelength.

• rmutcj(·):flipsthej-thbitofofcomponentc.

TheaboveFIOsarerathergeneric.Insomecases,
we might wanttodefinedatatype-specificoperators.
These willallow modifyingspecificdataobjects(e.g.,
multimediafiles)inasyntax-preservingway,whenthe
focusisonchangingthecontentwithoutrenderingthe
objectunusable.

2.2 ModelingDifferentialBehavior

Akeytaskinoursystemistheanalysisofthebehavioral
differencesbetweenanoriginalappandaslightlymodi-
fiedversionofitafterapplyingaFIO.Wenextintroduce
amodeltorepresenttracesofactivitiesanddifferences
betweensuchtraces.

2.2.1 BehavioralSignatures

Anappinteractswiththeplatformwhereitisexecuted
byrequestingservicesthroughanumberofsystem
calls.Thesedefineaninterfaceforappsthatneedto
read/writefiles,send/receivedatathroughthenetwork,
placeaphonecall,etc.Ratherthanfocusingonlow-
levelsystemcalls,inthispaperwewilldescribeanapp’s
behaviorthroughtheactivitiesitexecutes(seealso[15]).
Insomecases,therewillbeaone-to-onecorrespondence
betweenabehavioralactivityandasystemcall,whilein
othersabehavioralactivitywillencompassasequenceof
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system calls executed in a given order. In what follows, 
we assume that

A={a1,a2,...,an} (3)

isasetofallrelevantandobservableactivitiesanapp
canexecute.
TheexecutionflowofanappPmayfollowdifferent

pathsdependingonitsinputs. Wegroupsuchinputs
intotwomainclasses:

• Asequenceuofuser-providedinputs,suchasfor
examplethoseacquiredthroughthetouchscreen.

• Asequencetofcontexts,definingthestateofthe
environmentwhentheexecutiontakesplace.Each
context(state)isrepresentedbyasetofvariables
thatprovidetheappwithinformationsuchascur-
rentlocation,time,energylevel,temperature,etc.

Wewilldenoteby P(u|t)theexecutionofPwithuser
inputsuincontextt.
Theobservablebehaviorresultingfromtheexecu-

tionofP(u|t)issummarizedinabehavioralsignature
σ[P(u|t)],thisbeingatimeseriesgivenby

σ[P(u|t)]=s1,s2,...,sn, si∈A. (4)

Noticethattheadoptedsignaturemodeldoesnottake
intoaccountthedurationofeachbehavioralactivityor
thetimeelapsedbetween(eachtwoof)them,butonly
theirrelativeordering. Wewillabusenotationandomit
theassociatedappanditsinputswhenitisirrelevantor
clearfromcontext.
Finally,wewilldenotebylen(σ)thelengthofsigna-

tureσ,definedasthenumberofactivitiesintheseries.

2.2.2 DifferentialSignatures

Weareinterestedinanalyzingthedifferencesbetween
twoobservedbehaviorsgivenbytheirrespectivebe-
havioralsignatures. Weapproachthisproblemasone
ofstring-to-stringcorrection, wheredifferencesarere-
spresentedastheminimumnumberofeditoperations
neededtotransformonesignatureintotheother.Given
abehavioralsignatureσ= s1,s2,...,sn,wedefinethe
nextthreefamiliesofsignaturetransformationoperators
(STO)foralla∈Aandi∈[1,n]:

• Insai(σ)=s1,...,si,a,si+1,...,sn
• Delai(σ)=s1,...,si−1,si+1,...,sn
• Subai(σ)=s1,...,si−1,a,si+1,...,sn

Let

O=
i,a

Insai∪Del
a
i∪Sub

a
i (5)

bethesetofallpossibleSTOs.Giventwobehavioral
signaturesσ1andσ2,wedefinethedifferentialsignature
∆(σ1,σ2)asanorderedsequenceofSTOs

∆(σ1,σ2)=o1,o2,...,ok oi∈O (6)

suchthat

ok◦ok−1◦···◦o1(σ1)=σ2, (7)

whereoi◦ojdenotesdecompositionofSTOsoiandoj.In
otherwords,thedifferentialsignature∆(σ1,σ2)provides
asequenceofinsertions,deletions,andsubstitutionsthat
transformsσ1intoσ2.Noticethat,ingeneral,∆(σ1,σ2)=
∆(σ2,σ1).
Forthepurposesofthis work, weareinterestedin

minimaldifferentialsignatures,i.e.,sequencesof mini-
mumlength.Themoststraightforwardwaytocompute
the minimaldifferentialsignatureisbycomputingthe
Levenshteindistance[16](alsoknownaseditdistance)
betweenσ1andσ2,assumingthatalloperatorshave
equalcost[17].Thiscomputationreturnsnotonlythe
distance,butalsotheoptimaldifferentialsignature.

2.3 AnalyzingDifferentialSignatures

Let
P =Ψ(P)=Ψcrr ◦Ψ

cr 1

r−1◦···◦Ψ
c1
1(P) (8)

betheappresultingafterthesequentialapplicationof
FIOsΨ1,...,Ψrtocomponentsc1,...,crofappP.Let
σ[P]andσ[Ψ(P)]bethebehavioralsignaturesobtained
afterexecutingPandΨ(P)underthesameconditions2,
andlet∆(σ[P],σ[Ψ(P)])betheirdifferentialsignature.
Theanalysis modelusedinthispaperisbasedon
deducingpropertiesofPfromthepresenceorabsence
ofcertainpatternsin∆(σ[P],σ[Ψ(P)])andtheproperties
oftheFIOΨ. Wenextdescribethesetwoelementsin
detail.

2.3.1 FIOClasses

WeidentifytwobroadclassesofFIOs:

• A FIO Ψci is saidto beindistinguishableif
∆(σ[P],σ[Ψci(P)]) =∅forallappsPcontaining
componentci.Inother words,aFIOisindistin-
guishableifitdoesnotaffecttheexecutionflow
ofanyappand,therefore,thebehavioralsignatures
beforeandafterapplyingitcoincide.

• A FIO Ψci is said to bedistinguishable if
∆(σ[P],σ[Ψci(P)])= ∅forallappsPcontaining
componentci.Thus,distinguishableFIOsalways
manifestasnonemptydifferentialsignatures.

In whatfollows,thepredicateind(Ψci)modelsthis
property:

ind(Ψci)=
true ifΨciisindistinguishable
false otherwise

(9)

2.3.2 PropertiesofDifferentialSignatures

Patternsindifferentialsignaturesare modeledasfirst-
orderlogicalpredicatesuponwhichBooleanformulae
canbedefined.Thus,analyzingadifferentialsignature
reducestoevaluatinganumberofBooleanformulae
linkedtopropertiesoftheappandtheFIO,i.e.,

Phaspropertyx⇐⇒ ΦxΨ,∆(σ[P],σ[Ψ(P)])=true.
(10)

2.Thatis,thesamesequenceofuserinputsandcontexts.
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Weconsidertwobasicpredicates:

• equal(∆1,∆2)=trueiff∆1=∆2,where∆1and∆2
aredifferentialsignatures.Noticethattheemptyset
isavaliddifferentialsignature.

• contains(∆,o) =trueiff∆ = o1,o2,...,ok and
∃oj∈∆suchthatoj=o.

StandardsymbolswillbeusedforBooleanformulae,
includingquantifiers(∃,∀),negation(¬),conjunction(∧),
anddisjunction(∨).

2.3.3 Examples

Wenextillustratetheconceptsintroducedabovethrough
anumberofexamples.
Example1.Assumethatciconisaniconimageused
byanappP inthe GUI. Modifyingsomepixelsof
suchanicon,orevenreplacingitbyanothervalid
iconshouldnotaffectatalltheexecutionflowofP.If
nonethelesstheiconisreplacedandthe modifiedapp
behavesdifferentlyfromtheoriginalappunderexactly
thesameconditions,itcanbededucedthattheoriginal
iconcontainedsomefunctionality,forinstanceapieceof
compiledcode masqueradedasanicon.Thisintuition
canbegeneralizedthroughthefollowingrule(hidden
functionalityincomponent,orHFC):

RHFC :c∈Pcontainshiddenfunctionality ⇐⇒
ind(Ψc)∧¬equal∆(σ[P],σ[Ψc(P)]),∅,

where Ψc(P)istheFIOthatreplacesiconcinPby
anothervalidicon.
Example2.Amorespecificcaseofthesituationdis-

cussedinthepreviousexampleoccurswhenmodifying
acomponentcresultsintheabsenceofadynamic
loadingaction,whichisusedtoloadcodepiecesinto
memory.Insuchacase,itmaybepossiblethatccontains
hiddencodethatisdynamicallyloaded.Thefollowing
rulecapturesthis:

RCDC :c∈Pcontainsdynamiccode ⇐⇒

ind(Ψc)∧∃i:contains∆(σ[P],σ[Ψc(P)]),Deldexloadi .

Example3.Letvbeavariablesuchthatitscontent
shouldhavenoinfluenceontheprogramflow.For
example,vcouldbeastringcontaininganerrormessage
thatmaybedisplayedatsomepoint.Suchstringshave
beenbroadlyusedinexisting malwaretohideURLs
thatpointtoservicesfrom wherethe malwarecan
downloadfurthercode,receiveinstructions,senddata,
etc.Toavoiddetection,thestringisoftenobfuscated
andtheURLisonlyrevealedatexecutiontimeafter
applyingsometransformation.Thus,any modification
ofthestringsuchthattheURLisdamagedwilllikely
resultontheimpossibilityofestablishingaconnection.
Thefollowingrulecapturesthisintuition:

RURL :v∈PcontainsanURL ⇐⇒
ind(Ψv)∧∃i:contains∆(σ[P],σ[Ψv(P)]),Delneti .

Example4.Similarlytothecasesdiscussedabove,it
maybepossibletofindoutwhetheracomponentcleaks

informationfromanumberofsensors(e.g.,accelerom-
eter, GPS,etc.)if,after modifyingit,thedifferential
signaturelacksanaccesstosuchasensorandanetwork
connection:

RSDL :c∈Pleakssensordata⇐⇒ ind(Ψc)∧

∃i1 :contains∆(σ[P],σ[Ψ
c(P)]),Delacci1 ∨

∃i2 :contains∆(σ[P],σ[Ψ
c(P)]),Delgpsi2 ∨

...

∧∃j:contains∆(σ[P],σ[Ψc(P)]),Delnetj .

3 ALTERDROID:DIFFERENTIALFAULT ANA-
LYSISOFOBFUSCATEDAPPS

WenextdescribeALTERDROID,ourapproachtostudy-
ingobfuscated malwarecodebasedonthedifferential
faultanalysis modeldiscussedabove.Thehighlevel
architectureofALTERDROIDisshowninFig.1(see[18]).
Therearetwodifferentiatedmajorblocks:

1)Thefirstonegeneratesanumberoffault-injected
apps.Thisprocessiscarriedoutbyfirstextrac-
tingallappcomponentsandidentifyingthoseof
interest(CoIS3),i.e.,thosecomponentssuspicious
ofcontaininghiddenfunctionality. Aniterative
processthenselectscandidateCoIs andinjects
faultsintothem.Both modifiedandunmodified
componentsarethenrepackagedtogetherintoa
newapp4.

2)Thesecondblockgeneratesstimuli(userinputs
andcontext)forbothappsandexecutesthem,
generatingapairofbehavioralsignatures.Thedi-
fferentialsignatureisthencomputedandmatched
againstadatabaseofpatternstoidentifythepres-
enceofhiddenfunctionality.

Wenextprovideadetaileddescriptionofthekey
modulesofALTERDROIDandthecurrentprototypeim-
plementation.

3.1 IdentifyingComponentsofInterest

Thefirststepintheanalysisofanappisidentifyingcom-
ponentsofinterest(CoIs),i.e.,partsofanappsuspicious
ofcontaininghiddenfunctionality.Suchcomponentswill
belaterfaultinjectedaccordingtosomestrategyinorder
toanalyzetheresultingbehavior.
Wesaythatacomponent coftypeτ(c)inanappP

isofinterestifitdoesnotfita modelMτ(c)defined
forallcomponentsoftypeτ(c).Inourcurrentversion
ofALTERDROID,modelsmeasurestatisticalfeaturesonly,
suchasforexampletheexpectedentropy,thebytedistri-
bution,ortheaveragesize.Suchfeaturesarecomputed
fromadatasetofcomponentsofthesametype,such

3. WedenoteasCoIS(withcapitalS)thesetofComponentsof
InterestCoIs
4.Notethisdoesnotrequirethesourcecodeoftheapptobe

available
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Fig.1.ALTERDROIDarchitecture.

astextfiles,pictures,code,etc.ForeachmodelM,we
assumeaBooleanfunctiontest(c,M)thatreturnstrueif
ccomplieswithM,andfalseotherwise.Forexample,
ifM isabytedistribution,thentest(c,M)couldbea
goodness-of-fittest(e.g.,χ2)betweenM andc’sbyte
distribution.Moreformally

c∈CoIS(P)⇐⇒ test(c,Mτ(c))=false. (11)

Inourexperience,suchsimple modelssufficeto
spotthemostcommon—andrathersimple—obfuscation
methodsobservedinsmartphone malware,including
codecamouflagedassupplementary multimediafiles,
connectiondatahiddenintextvariables,etc.

ALTERDROID alsosupportsanexhaustiveanalysis
modeinwhichsomeadditionalcomponentsmaybecon-
sideredCoIseveniftheycomplywiththeirtypemodel.
Inthismode,acomponentisconsideredCoIifitisCoI
asdefinedabove,orifthereexistsanindistinguishable
operatorforit.Formally

c∈CoIS(P) ⇐⇒ test(c,Mτ(c))=false or
∃Ψc :ind(Ψc).

(12)
Therationaleforincludingthis modeistoalsocheck
componentsforwhich weknowinadvancethatalte-
rationsdonottranslateintonoticeabledifferences.This
isveryusefulfordetecting moresophisticatedobfus-
cationmethodsthattrytoevadedetectionbycarefully
modifyingthecodesothatitfitsthestatisticalmodelof
thecomponent.Asasideeffect,however,theexhaustive
analysis mode mayendup withalargesetofCoIs
(CoIS).

ThealgorithmshowninFig.2describestheprocess
discussedabovetoidentifytheCoISinALTERDROID.

Input:
App:P={c1,c2,...,ck}
Setoftypenormalitymodels:{M1,M 2,···,M n}
SetofFIOs:{Ψ1,Ψ2,···,Ψm}
Mode:normal/exhaustive
Procedure:
1.CoIS←∅
2.Foreachc∈Pdo
3. if[test(c,M τ(c))=false]or

[(mode=exhaustive)and(∃Ψi:τ(Ψi)=τ(c))]then
4. CoIS← CoIS∪{c}
5.returnCoIS

Fig.2.AlgorithmforobtainingCoISfromanapp.

3.2 GeneratingFault-injectedApps

Componentsofinterestsidentifiedinthepreviousstage
areinjectedwithfaultsandreassembled,togetherwith
theremainingappcomponents,togenerateafaultyapp
P.Thisprocesscangenerateseveralfault-injectedapps,
astherearemultiplewaysofapplyingdifferentFIOsto
differentcomponentsinthesetofCoIs.InALTERDROID,
fault-injectedappsaregeneratedoneatatimeand
sentfordifferentialanalysis.Ifnoevidenceofmalicious
behaviorisfoundinthedifferentialanalysis,thefault
injectionprocessisinvokedagaintogenerateadifferent
faultyapp,andsoon.
Assumethat CoIS= {c1,...,cn}andthatforeach

ci∈CoISthereisasetofFIOsFi= {Ψ
ci
i1
,...,Ψciimi

}

thatcanbeappliedtoci.(RecallthatFIOscanbequite
specificand,therefore,notallFIOsareapplicableto
allcomponents.)Allpossiblefault-injectedappscanbe
generatedbyanäıvestrategythatapplieseachFIOto
eachcomponentoneatatime,producingthesequence
ofapps

Ψc1i1(P),...,Ψ
c1
im1
(P),...,Ψcni1(P),...,Ψ

cn
imn
(P). (13)
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Fig. 1.ALTERDROIDarchitecture.

as text files, pictures, code, etc. For each modelM, we
assume a Boolean functiontest(c,M)that returnstrueif
ccomplies withM, andfalseotherwise. For example,
ifM is a byte distribution, thentest(c,M)could be a
goodness-of-fit test (e.g.,χ2) betweenM andc’s byte
distribution. More formally

c∈CoIS(P)⇐⇒ test(c,Mτ(c))=false. (11)

In our experience, such simple models suffice to
spot the most common—and rather simple—obfuscation
methods observed in smartphone malware, including
code camouflaged as supplementary multimedia files,
connection data hidden in text variables, etc.

ALTERDROID also supports an exhaustive analysis
mode in which some additional components may be con-
sideredCoIseven if they comply with their type model.
In this mode, a component is consideredCoIif it isCoI
as defined above, or if there exists an indistinguishable
operator for it. Formally

c∈CoIS(P) ⇐⇒ test(c,Mτ(c))=false or
∃Ψc :ind(Ψc).

(12)
The rationale for including this mode is to also check
components for which we know in advance that alte-
rations do not translate into noticeable differences. This
is very useful for detecting more sophisticated obfus-
cation methods that try to evade detection by carefully
modifying the code so that it fits the statistical model of
the component. As a side effect, however, the exhaustive
analysis mode may end up with a large set ofCoIs
(CoIS).

The algorithm shown in Fig. 2 describes the process
discussed above to identify theCoISin ALTERDROID.

Input:
App:P={c1,c2,...,ck}
Set of type normality models:{M1,M 2,···,M n}
Set of FIOs:{Ψ1,Ψ2,···,Ψm}
Mode:normal/exhaustive
Procedure:
1.CoIS←∅
2.For eachc∈Pdo
3. if[test(c,M τ(c))=false] or

[(mode =exhaustive) and (∃Ψi :τ(Ψi)=τ(c))]then
4. CoIS← CoIS∪{c}
5.returnCoIS

Fig. 2. Algorithm for obtaining CoIS from an app.

3.2 Generating Fault-injected Apps

Components of interests identified in the previous stage
are injected with faults and reassembled, together with
the remaining app components, to generate a faulty app
P. This process can generate several fault-injected apps,
as there are multiple ways of applying different FIOs to
different components in the set ofCoIs. In ALTERDROID,
fault-injected apps are generated one at a time and
sent for differential analysis. If no evidence of malicious
behavior is found in the differential analysis, the fault
injection process is invoked again to generate a different
faulty app, and so on.
Assume that CoIS= {c1,...,cn}and that for each

ci∈CoISthere is a set of FIOsFi= {Ψ
ci
i1
,...,Ψciimi

}

that can be applied toci. (Recall that FIOs can be quite
specific and, therefore, not all FIOs are applicable to
all components.) All possible fault-injected apps can be
generated by a näıve strategy that applies each FIO to
each component one at a time, producing the sequence
of apps

Ψc1i1(P),...,Ψ
c1
im1
(P),...,Ψcni1(P),...,Ψ

cn
imn
(P). (13)
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Input:
App:P
CoIS={c1,c2,...,cn}
SetofFIOs:F={Ψ1,Ψ2,···,Ψm}

Procedure:
1.maliciousComp← null
2.ForeachFIOΨjdo
3. Pj← P

4. Foreachci∈CoISdo
5. ifΨjisapplicabletocithen
6. Pj=Ψ

ci
j(P)

7. ifDiffAnalysis(P,P,Ψj)=∅then
8. maliciousComp← SearchComponent(Ψj,P,CoIS,1,n)
9.returnmaliciousComp
FunctionSearchComponent(Ψj,P,CoIS,min,max)
1.Pj← P

2.Fori=mintomaxdo
3. ifΨjisapplicabletocithen
4. Pj=Ψ

ci
j(P)

5.ifDiffAnalysis(P,P,Ψj)=∅then
6. ifmin=maxthen
7. returncmin
8.else
9. SearchComponent(Ψj,P,CoIS,min,(max−min)/2)
10. SearchComponent(Ψj,P,CoIS,(max−min)/2),max)

Fig.3. Algorithmforinjectingfaultsandsearchingfor
maliciouscomponentsafterdifferentialanalysis.

Thus,thereare
n
j=1mjpossiblefault-injectedapps,one

foreachpossiblecomponent-FIOpair.

AlthoughALTERDROIDimplementsseveraldistingui-
shableFIOs,allFIOstestedinourexperimentsare
indistinguishable.Thisallowsforamoreefficientfault
injectionprocessbasedonthefactthatthecomposition
ofindistinguishableFIOsisanindistinguishableFIO.
Consequently,ifthesameFIOisappliedto multiple
componentsandthereishiddenfunctionalityinjustone
ofthem,theresultingappwillbehaveexactlyasifjust
themaliciouscomponentwouldhavebeenfaultinjected.
Theresultingfaultinjectionprocessisasfollows:

1)ForeachFIOΨj,generatePjbyapplyingittoall
ci∈CoIS

Pj=Ψj(P)=Ψ
c1
ij
◦Ψc2ij◦···◦Ψ

cn
ij
(P), (14)

whereΨcijistheidentityoperatorifΨjisnotappli-
cabletoci.TheresultingPjissentfordifferential
analysiswithrespecttotheoriginalP.

2)IfthereisonePjsuchthatthedifferentialanalysis
spotsmaliciousbehavior,thecomponentresponsi-
bleforitcanbeidentifiedbysearchingoverall
ci ∈ CoISwithjustthecorrespondingFIO Ψj.
Thisprocesscanbedoneinlogarithmictimeby
orderingallcomponentsandrecursivelyapplying
Ψjtohalfofthem,ratherthaninlineartimeby
justapplyingΨjtoeachci∈CoISinturn.

Theoverallprocess,whichisentwinedwiththedi-
fferentialanalysisstagediscussedlater,issummarized
inthealgorithmshowninFig.3. Noticethatinthis
descriptiontheprocessstopswhenjustone malicious
componentisidentified.Extendingthealgorithmsothat
itsearchesforallofthemisstraightforward.

Input:
Apps:PandP
FIOΨ
Setofrules:R={R1,R2,...,Rp}

Procedure:
1.(u,t)← GenUsagePatterns(P)
2.σ← GenBehavioralSig(P,u,t)
3.σ← GenBehavioralSig(P,u,t)
4.∆(σ,σ)← ComputeDiffSig(σ,σ)
5.matchingRules←∅
6.ForeachRi∈Rdo
7. ifmatch(Ri,Ψ,∆(σ,σ))then
8. matchingRules← matchingRules∪{Ri}
9. end-if
10.end-for
11.returnmatchingRules

Fig.4. AlgorithmDiffAnalysisforgeneratingdifferential
signaturesandidentifyingmatchingrules.

3.3 ApplyingDifferentialAnalysis

Differentialanalysisbetweenacandidatefault-injected
appandtheoriginalappiscarriedoutfollowingthe
modeldescribedinSections2.2and2.3.Theprocess
comprisesthefollowingsteps:

1) Generateanappropriateusagepatternuandcon-
textt[19],[20]tofeedbothappsandextracttheir
behavioralsignatures,σ[P(u|t)]andσ[P(u|t)].
Boththeoriginalandthefault-injectedappare
testedunderthesameconditionsandusingthe
sameinputs.Notethatthisassumesthattheexe-
cutionofanappiscompletelydeterministic.

2) Generate the differential signature
∆(σ[P(u|t)],σ[P(u|t)]) from the behavioral
signaturesobtainedabove.

3) Apply sequentially all rules Ri over
∆(σ[P(u|t)],σ[P(u|t)]) and return those for
whichamatchisobtained.

TheprocessissummarizedinthealgorithminFig.4.

3.4 Implementation

WenextdescribeourprototypeimplementationofAL-
TERDROID,includingthecurrentlyavailableoperators
forextractingthecomponentsofinterest,generating
faultinjectedapps,andarule-setusedfordifferential
signaturematching.

3.4.1 PrototypeImplementation

ALTERDROIDisimplementedusingJavaandPython
componentsandreliesonanumberofAndroidopen
sourcetoolsforspecifictasks. Appcomponentsare
extractedusingAndroguard[12].Afterfaultinjection,
componentsarerepackagedintoamodifiedappusing
ApkTool[13].Monkey[21]isusedtogenerateacom-
monsequenceofeventstointeractwithboththeoriginal
appandthefault-injectedapp.Theseeventsshould
begeneratedspecificallyforeachtesttointelligently
drivetheGUIexploration[19],[20],i.e.,totestcode
implementingdifferentfunctionalitiesoftheapp.Inits



8

current version, ALTERDROID uses Monkey to generate 
5 classes of input events: activity launch, service launch, 
action buttons, screen touch, and text input.
Each app is then executed in a controlled environment 

using the stream of events generated above. For this 
purpose, we use Droidbox [22], a sandbox that allows 
monitoring various features related to the execution 
during a fixed, user-given amount of time. In order to 
generate behavioral signatures, ALTERDROID monitors 
the execution of 11 different activities:

• crypto:generated whencallstothecryptographic
APIareinvoked;

• net-open,net-read,net-write:associatedwithnetwork
I/Oactitivites(openingaconnection,receiving,and
sendingdata);

• file-open,file-read,file-write:associatedwithfilesys-
temI/Oactivities(opening,reading,andwriting);

• sms,call:generatedwheneveratext messageora
phonecallissentorreceived;

• leak:generatedwhenevertheappleaksprivatein-
formation,asdeterminedbyTaintdroid[23];and

• dexload:generatedwhenanapploadsnativecode.

Finally,our prototypeallows performinganalysis
tasksinparallel. Wepresentlylimitourimplementation
toasmallnumberofCoImodels,FIOoperators,and
differentialmatchingoperators.Nonetheless,ourarchi-
tectureallowssecurityexpertstofurtherextendthisand
configuretheirownoperatorsbasedontheirexperience.

3.4.2 CoIModels

ALTERDROIDcurrentlysupportsthefollowing models
foridentifyingCoIs:

• EXEFileMatch.Thismodelanalyzescomponentsof
typeDalvikExecutableFormat(DEXFileMatch),Ap-
plicationPackagefileformat(APKFileMatch),and
ExecutableandLinkableFormat(ELFFileMatch),
i.e.,τ(c)=DEX,APK,ELF .Themodeldefined
forthesecomponentsisbasedonthemagicnumber
definedinthefileheader.

• ImgFileMatch.Thismodelanalyzescomponentsof
typepicture,suchasPNG,JPG,orGIFimages,i.e.,
τ(c)=PNG,···,JPG.Thismodelisbasedonthe
magicnumberdefinedinthefileheader,similarly
tothemodelabove.

• EncryptedOrCompressedMatch.Thismodelmatches
anyfilewhoseentropy,measuredatthebytelevel,
exceedsagiventhreshold.Insuchacase,thefile
isconsideredtocontainrandomorencryptedinfor-
mationand,therefore,isselectedforfaultanalysis.
Wesetthecurrentthresholdto 3.9.Suchvaluewas
chosenaftermeasuringtheentropyofseveralfiles
beforeandafterbeingencryptedwithDES.

• ExtensionMismatch.Thismodelidentifiesfilessuch
thattheir magicnumbersdonot matchthefile
extension.Forinstance, wefoundseveralAPK
files with DB extensionandseveralencrypted
files with JPGextension. Wecurrentlysupport

FIO Type TargetedCoIs ind.

GenericFMutation Anyfile
ImgExtensionMismatch
EncryptedOrCompressed
APKFExtensionMismatch

–

ImgFileChange Anyimage ImgFileMatch

ScriptFileChange
Non-
compiled
program

TextScriptMatch ×

APKFileChange Androidapp APKFileMatch ×

DEXFileChange
Dalvik
executable

DEXFileMatch ×

ELFFileChange
Executable
andlinkable

ELFFileMatch ×

TABLE1
FIOsimplementedinALTERDROID’scurrentversionand
theircorrespondingCoIs(ind.=indistinguishable).

twosubmodels:ImgFileExtensionMismatchand
APKFileExtensionMismatch.

• TextScriptMatch.Thismodelanalyzescomponents
thatmatchanyASCIItextexecutablefile,i.e.,τ(c)=
Script.Thismodelisalsobasedonthemagicnum-
berdefinedinthefileheader.

AllCoIsdescribedaboveareimplementedinPython.
Thesetcanbeeasilyextendedtoincorporateadditional
modelsbysimplyaddingthecorrespondingmodule.

3.4.3 FaultInjectionOperators

FIOsinALTERDROIDarestronglytyped.Thispevents
syntacticerrorsduringtheexecutionofthe modified
app.Forinstance,ifagenericFIOrandomly modifies
chosenbitsofaJPEGwithoutconsideringthefilestruc-
ture,itmayendupwithamalformedpicturethatcould
causetheapptocrashduringexecution. Wecurrently
supportthefollowingFIOs(seealsoTable1):

Name Contains Rule

RNBC

Network
Behavior
Component

∃i1:contains∆(σ[P],σ[Ψc(P)]),Del
net−open
i1

∨∃i2:contains∆(σ[P],σ[Ψc(P)]),Del
net−read
i1

∨∃i3:contains∆(σ[P],σ[Ψc(P)]),Del
net−write
i2

RFBC

File
Behavior
Component

∃i1:cont∆(σ[P],σ[Ψc(P)]),Del
file−open
i1

∨∃i2:contains∆(σ[P],σ[Ψc(P)]),Del
file−read
i1

∨∃i3:contains∆(σ[P],σ[Ψc(P)]),Del
file−write
i2

RDLC DataLeak ∃i:contains∆(σ[P],σ[Ψc(P)]),Delleaki

RSBC SMSBehav. ∃i:contains∆(σ[P],σ[Ψc(P)]),Delsmsi

RPBC Payload ∃i:contains∆(σ[P],σ[Ψc(P)]),Deldexloadi

RUPC
Update
Payload

∃i1:contains∆(σ[P],σ[Ψc(P)]),Del
net−read
i1

∧∃i:contains∆(σ[P],σ[Ψc(P)]),Deldexloadi

RCBC Crypto ∃i:contains∆(σ[P],σ[Ψc(P)]),Delcryptoi

RCPC
Crypto
Payload

∃i1:contains∆(σ[P],σ[Ψc(P)]),Del
crypto
i1

∧∃i:contains∆(σ[P],σ[Ψc(P)]),Deldexloadi

RHFC HiddenFunc. ¬equal∆(σ[P],σ[Ψc(P)]),∅

TABLE2
Basicindistinguishabledifferentialrulesimplemented.

• ImgFileChange.ThisFIOchangesanumberofpi-
xelsofimagefilecomponents.TheFIOtypematches
componentsoftypeImgFileMatch.Thisisanindis-
tinguishableFIOduetothenatureofthechanges
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andthetypeofcomponent.Thus,althoughthe
imageresultingfromtheinjectionwillbedifferent,
thischangeshouldnotaltertheappexecutionflow.

• EXEFileChange.ThisFIOreplacesthefile witha
well-formedAPK,DEXorELFfilethateffectively
doesnothing,equivalenttoaNOP(no-operation)
injection.Thischangeshouldcauseadifferentbe-
haviorintheresultingdifferentialsignatureasthe
formerEXEfilehasbeenreplaced.Thus,thisFIOis
distinguishable.

• ScriptFileChange.ThisFIOreplacesthefilewith
avalidNOPscript.Itonlymatchescomponentsof
typeScriptFileChange.ThisFIOisalsodistingui-
shable.

• GenericFileMutation.Itrandomlychangesseve-
ralbytesofa file. ThisFIOisapplied when
thereisnoinformationaboutthefiletypeandits
structure,e.g., wheninjectingfaultstoencrypted
files(EncryptedOrCompressedMatch)or whenthe
fileextensiondoesnot matchits magicnumber
ExtensionMismatch.ThisFIO mightbedistingui-
shableorindistinguishable,dependingonthefile.

AsinthecaseofCoImodels,FIOsareimplemented
inPythonandprovided with ALTERDROID’scurrent
version. Again,thesetcanbeeasilyextended with
additionalFIOsbyaddingthecorrespondingmodule.

3.4.4 DifferentialRules

ThebasicsetofdifferentialrulesincorporatedinAL-
TERDROIDcomprisesthe9rulesshowninTable2.They
allapplytoindistinguishableFIOsandcoverthemost
commonexamplesofobfuscatedfunctionality:network
activity,fileactivity,dataleakage,SMSactivity,hidden
payloads,updateattacks,cryptographicactivity,crypto-
graphicpayloads,andgenerichiddenfunctionality.
Toreducethecomplexityofthesearchspace,allbasic
rulesapplytoindistinguishableFIOs.However,forthe
sakeofcompletenessourimplementationincorporates
severaldistinguishableFIOs,andnewrulescanbefur-
theraddedto matchthem.Forinstance,givenanapp
thatincorporatesaDEXprogramusedtoenhancephotos
takenfromthecamera, wecanusearuletocheck
whetherthisCoIactuallydoesjustthatornot.
Thus,ifafterapplyingaFIOoverthiscomponent

thedifferentialsignatureshows,forinstance,changesin
networkactivity,wemaysuspectthattheCoIcontained
otherfunctionalitypiggybackedontheDEX.
Formally,givenDEXFileMach∈CoISanditscorre-

spondingdistinguishableFIO(i.e.,DEXFileChange),the
followingrulecapturesthisintuition:

RDEX :dex∈PcontainsNETactivity⇐⇒
¬ind(Ψdex)∧∃i:contains∆(σ[P],σ[Ψv(P)]),Delneti .

4 EVALUATION

Wenextreportanumberofexperimentalresultsob-
tained withourprototypeimplementationof ALTER-
DROID.Theseresultsillustratehowoursystemcan

beusedby marketoperatorsandsecurityanalyststo
facilitatetheanalysisofcomplexobfuscatedmobilemal-
ware.WefirstpresenttheresultsoftestingALTERDROID
againsttwodatasetsofsmartphone malwaresamples
foundinthewild,includingaperformanceanalysisof
theentiredifferentialfaultanalysisprocess. Wefinally
discussinmoredetailthreerepresentativecasestudies.

4.1 AnalyticalResults

WetestedALTERDROIDagainstadatasetcomposedof
around10000appsretrievedfromthefollowingreposito-
ries:Aptoide(AP)alternativemarket5,VirusShare(VS)6

andGooglePlay(GP)7.Everyappwasexecutedovera
timespanof120seconds—currentmalwareisgenerally
quiteeagertoruntheirpayloadspromptly[18],sothis
timesufficestoactivatemostmaliciouspayloads.

Table3providesasummaryoftheobtainedexperi-
mentalresults,includingtheaveragetimerequiredfor
analyzingoneapp(thisincludesthetimeforextracting
CoISandinjectingfaultsintoeachcomponent).Further,
repackagingtime,testingtimeas wellasdifferential
signaturecreationandanalysisareincludedaswell.

Whenanalyzingthedistributionof CoIs through-
outtheappsinourdatasets, weobservedthatsome
appshaveafairlylargeamountofCoIs.Forinstance,
someappscontainover5Kpictures(ImgFileMatch).
Conversely, wefound manyothers withlessthan10
CoIs.Onaverage,ourexperimentsshowthatthereare
about146,284,410CoIsperappinVS,AP,andGP
respectively,asshowninTable3.Notethatthenumber
ofCoIsfrom APistwicethenumberofCoIsfrom
VS.Similarly,thenumberofCoIsinGPissignificantly
higherthaninVSand AP.Inanycase,theamount
ofpotentially maliciouscomponentsissignificantand
thetimerequiredtomanuallyanalyzeeachofthemis
affordable.

Finally,ourresultsreportthenumberofappsmatch-
ingagainsttherulesimplementedinourprototype.For
instance,wecouldidentify220appsreportingcompo-
nentscontainingSMSfunctionality(RSCC)fromall2.9K
samplesinVS.Conversely,wecouldnotfindanyRSBC
ruleinAptoidenorinGP(seeTable3).Onealarming
resultisthatwefoundasignificantnumberofapps(669)
reportingcomponentscontainingdataleakagefunction-
ality(RDLC)inAP.However,ourresultsshowthatGP
containsa muchlowernumberofappsreportingdata
leakagefunctionality.

OneinterestingaspectofALTERDROIDisthatitcanin-
jectallselectedFIOsatonce.Furthermore,ALTERDROID
allowsperformingseveralanalysesconcurrently.Infact,
ourcurrentexperimentalsetupallowstheexecution
of15Androidinstancesinparallel.Thus,thissimple
optimizationstrategyreducestheaverageexecutiontime

5.http://aptoide.com/
6.http://virusshare.com/
7.http://play.google.com/apps/
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VS AP GP
S
u
m. No.Apps 2913 2994 4000

Avg.No.CoIS 145.6 284.4 409.9
Avg.No.FIOs 138.3 273.5 397.3

C
oI
S

ImageFileMatch 397248 813754 1586379
EncOrCompressed 16687 35293 45781

ImgExtensionMismatch 5771 5246 3130
DEXFileMatch 2827 2995 4007
APKFileMatch 1087 58 220

APKExtensionMismatch 517 39 183

FI
Os ImageFile 397248 813754 1586379

GenericMutationFile 5714 5237 2698

R
ul
es

No.RFBC 2802 2962 3961
No.RNBC 2773 2929 3950
No.RHFC 1971 669 95
No.RSBC 220 0 0

– AverageOverhead 584.51s 666.67s 567.99s

TABLE3
AnalysisoftheVS(VirusShare),AP(Aptoide),andGP
(GooglePlay)datasets.ThenumberofCoIsandFIOsis
summarized(Sum.)onaverageperappandalsogiven
onabsolutevalue.Thenumberofrulesmatching(NAC
andDLC)isalsogiveninabsolutevalue,andthe
overheadisgiveninsecondsonaverageperapp.

#Apps TP TN TPR TNR

DKF 34 33 n/a 97.06% n/a
ASB 187 186 n/a 99.47% n/a
GM 4 3 n/a 75% n/a
GM+ 4 4 n/a 100% n/a

Gray 16 16 n/a 100% n/a

Good 81 n/a 81 n/a 100%

TABLE4
Accuracyevaluationagainstexistingmalware,grayware,
andgoodwareapps.TruePositives,TrueNegatives,and

theirratiosaredefinedasexpected.

perappat32.62,44.44and37.87secondsforVS,AP,and
GPrespectively.
OnechallengewefacedwhenanalyzingappsfromAP

isidentifyingwhethersomebehaviors were malicious
ornot. Manylegitimateappsarenotfully malicious
butcarryoutactivitiesthat mayconstituteaprivacy
riskforsomeusers. Duringouranalysis, mostsuch
suspiciousbehaviorswererelatedwithaccessinglocal
dataandexfiltratingitoverthenetwork. Wedidnot
analyzeindetailwhetherthiswasanintrinsicbehavior
oftheappcausedbythefault-injectionprocess,for
examplebecausetheappcontainedanintegritycheck.
Nonetheless,thisindicatesthattheappwasbehaving
suspiciouslyandthereforeitisworthanalyzing.

4.2 Accuracy

Fromallappstestedabove, weselected300known
obfuscatedmalicioussamples,grayware[6],andgood-
wareandevaluatedtheaccuracyofALTERDROID.More
precisely,wetestedmorethan200variantsofDKF,ASB,
andGMandabout100legitimateappsfromGP.Every

appwasexecutedoveratimespanof120secondsexcept
fortheGM+ones,requiring1200seconds.Table4sum-
marizestheexperimentalresultsobtainedandshowsthe
detectionrates.Ausualmeasureofaccuracy(sensitivity)
istheTruePositiveRate(TPR);thatis,thepercentageof
functionality-hidingapps(malware,grayware)correctly
identifiedassuch.Anotherrelevantmeasureofaccuracy
(specificity)istheTrue NegativeRate(TNR), which
accountsforthepercentageofgoodwareappscorrectly
identifiedasnotcontaininghiddenfunctionality.

Ourexperimentsshowthat ALTERDROIDperforms
verywell,especiallywhendealingwithobfuscatedmal-
ware(DKF,ASBandGM).Infact,asignificantnumber
ofrulesperappmatchedtheaforementioneddifferential
signaturescontainingsuspiciousbehaviors,suchasnet-
work(RNBC)ordataleakage(RDLC)activity(seetables
2and3).Additionally,nofalsepositivewasproduced
intheabovetestsongoodware(i.e.TNRreached100%).
Theoverallaccuracy(i.e.(TP+TN)/(Total#Apps))was
around99%.TheonlycasewhereTPRdropsbelow97%
(GM) wasrelatedtotheshorttimegiventodynamic
analysis.Thiswascorrectedbyjustincreasingit.Inpar-
ticular,whentheincreasedtimewindowwasadopted
(GM+),theTPRachieved100%.

4.3 Performance

Thetimetakenbytheentiredifferentialanalysisprocess
dependsonthenumberofdifferentfault-injectedappsto
beexplored,thetimerequiredtogenerateeachofthem,
andthetimetakenbythedifferentialanalysisovereach
one:

t=nfaultApps·tgenFaultApp·tdiffAnalysis (15)

Asforthefirstterm,if|CoIS|=nandtherearemFIOs,
thefaultinjectionalgorithmshowninFig.3generates
O(m+logn)differentfault-injectedappstobeanalyzed.
Eachoneofthoseappshasbeeninjectedwithatmost
nfaults,onepercomponent.ThetimetFIOrequiredto
injectonefaultdependsonthespecificFIO,although
mostofthemruninconstanttimeorarelinearinthesize
ofthecomponenttobefault-injected.Finally,differential
analysisrequires:

• Executingthetwoapps.InALTERDROIDthisisdone
byacomponent whichadmitsasinputthetime
texecduringwhichtheappwillbeexecuted.Inour
experiments,wedeterminedthataround2minutes
sufficeformostmalwaresamplesinourdataset.

• Obtainingthedifferentialsignature,whichreduces
tocomputinganeditdistancebetweenthetwobe-
havioralsignatures.Ifthesesignatureshavelengths
s1ands2,thenthisprocesstakesO(s1·s2)steps.

• Pattern-matchingthedifferentialsignaturewiththe
rule-set,whichtakesO(|R|).

Apartfrom texec,thetwo mostcriticalparameters
affectingthetotalanalysistimearenandm,asdefined
above(i.e.,thenumberofCoIsandFIOs,respectively).
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Fig.5.AverageexecutiontimeoftheSearchComponent
algorithmfordifferentnumberofFIOsanddynamicana-
lysistime.

Fig.5showstheaverageexecutiontimeoftheSearch-
ComponentidentificationalgorithmatthecoreofAL-
TERDROIDfordifferentvaluesofn,m,andtexec.For
example,theanalysisofanappcontaining100CoIsfor
which10FIOsareapplicable,andexecutingeachfault-
injectedapp120s,willrequirearound5minutes.This
timeincreasesto2.5hoursand4.5hoursiftheapp
contains1Kor10KCoIS,respectively.If wedecrease
thedynamicexecutiontimeofeachappto60s,these
figuresreduceto2.7minutes,1.3hours,and2.9hours,
respectively.

4.4 CaseStudies

Wefinallyprovidea moredetaileddiscussiononthe
analysisofthreerelevantmaliciousappsfoundinAn-
droidmarkets.Thesethreesamplesconstituterepresen-
tativecasesastheyincorporateobfuscationtechniques
ofvariousdegreesofsophistication[10],aswellassome
maliciousfeaturescommoninmalwareforsmartdevices
[6]suchasaggressiveprivilegeescalationexploits,C&C-
likefunctions[24]andinformationleakage.
Forthesethreecases,weanalyzetheirCoIS,weinject

variousfaultsintosuchcomponents,andperformthe
resultingdifferentialanalysis.Thefindingsdiscussedbe-
lowaboutthesethreemalwarefamiliesareinaccordance
withpreviousreports,includingthoseundertakenby
JiangandZhouin[10].
Finally,wediscussseveralcasesofrecentappsthat

usedifferentobfuscationtechniques.

4.4.1 DroidKungFu(DKF)

DKF’smaingoalistocollectdetailsabouttheinfected
Androiddevice,includingtheIMEI(International Mo-
bileStationEquipmentIdentity)number,phonemodel,
andOSversion.Itismostlydistributedthroughopenor

alternativemarketsviarepackaging—thatis,bypiggy-
backingthe maliciouspayloadintovariouslegitimate
applications. Appsinfected with DKFaredistributed
together witharootexploithidden withintheapp’s
assets,namely,RageAgainsttheCage(RAC)[25].To
hinderstaticanalysis,thisencryptedpayloadisonly
decryptedatruntime.
WefedoneDKFvarianttoALTERDROID,whichfirst
extractedthevariant’sCoIS,injectedvariousfaultsinto
thesecomponents,andthenapplieddifferentialanalysis
byexecutingtheresultingappandcomparingittothe
original.Thesamplecontainedabout170resourcefiles,
including153PNGfiles,6MP3files,2XMLfiles,1DEX
file,andanRSAkeyfile.Alltheseassetswere,inprin-
ciple,suspectedofcontainingobfuscatedfunctionality.
Figure6(topleft)showsthedifferentialbehavior

reportedby ALTERDROID overatwo-minuteperiod.
Activitieslaunchedbytheoriginalpiggybackedapp
correspondtothefullplot,whilethebehaviorafterfault
injectionisindicatedbythegreen(legitimateapp)and
black(DKF)squares.ALTERDROIDrevealedthatatext
filepertainingtotheassetswasrandomlymodified. We
lateridentifiedthisfileasthecomponentcontainingthe
RACexploitandfoundthatdisablingthe malware’s
accesstosuchfunctionalitypreventeditfromestablish-
inganetworkconnection(net-open,net-write),leaking
informationthroughit(leak),andlaterperformingsome
I/Ooperations(fileread).Thisanalysisagrees with
previouslyreportedresultsaboutDKF.
InthecaseofDKF,applyingstandalonestaticdetec-

tiontechniques wasnotsufficientbyitselftoidentify
maliciouspayloads withouthuman-driveninspection.
Thisisduetothewaythemalwareobfuscatesitscore
components.Specifically,eachvariantusesadifferent
encryptionkeyhiddenthroughoutthecode.Evenwhen
weattemptedtoapplystandalonedynamicanalysis,
thistechniqueonlygavearoughnotionoftheapp’s
holisticbehavior.Infact,thebehaviorintroducedby
DKFisstronglyentwinedwiththeoriginalcodeofthe
repackagedappsuchthatsomeofitskeyactivities,like
networkconnections,mightbeeasilyseenasnormal.

4.4.2 AnserverBot(ASB)

TheASBspecimenweanalyzedissimilartothefirstver-
sionsofDKFintermsofsophisticationanddistribution
strategy.However,ASBintroducesanupdatecomponent
thatenablesittoretrieveatruntimesecondarypayloads
andthelatestC&C URLsfrompublicblogs.Italso
incorporatesadvancedanti-analysis methodstoavoid
detection:ontheonehand,ASBintroducesanintegrity
componenttocheckiftheapphasbeenmodified,while
ontheother,itpiggybacksthemainpayloadinnative
runnablecode.Furthermore,ASBobfuscatesitsinternal
classesand methods,andpartitionsthe mainpayload
intotwodifferentparts:whileoneisinstalled,theother
isdynamicallyloadedwithoutactuallybeinginstalled.
Specifically, ASBhidesoneofthesecomponentsinto
theassetsfolderunderthenamesanservera.dbor
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Fig.6.ActivitiesofDKF,GMandASBduringatimespanof120seconds.

anserverb.db.Inaddition,itinsertsanewcompo-
nentnamedcom.sec.android.provider.drmthat
executesarootexploitknownasAsroot.
Asinthecaseof DKF, weobservedthatall ASB

variantscontainanon-negligibleamountofcandidate
CoIs.Thespecimenweexaminedhadabout78resource
files,including54imagefiles,1databasefile,1DEXfile,
andaZIPfile.Afterafewiterationsofthefaultinjection
process, ALTERDROID positivelyidentifiedtheactual
payloadwithinthedatabasefile,aswellasthebehavior
relatedtothiscomponent. Moreprecisely,ittriggered
thisCoIafterobservingamismatchbetweenthemagic
numberofthefile(APK)andtheactualextensionof
thedatabase.Infact,whenafaultisinjectedintothe
databasefile,ASB’sintegritychecknaturallyabortsits
executionandproducesaresultsimilartothatexpected
fromtheoriginalapp.
Figure6(bottom)showstheexhibiteddifferentialbe-

haviorovertwominutes.ASBfirstestablishesanetwork
connection(net-open,net-write)afterloadingthemain
payload(file-read,dex-load). Afterthat,itcontinues
readingdatathatitfinallyleaksout.Interestingly,the
legitimateappusesthenetworkaswell,althoughitdoes
notleakanypersonalinformation.

4.4.3 GingerMaster(GM)

GMisthefirstknownmalwaretouserootexploitsfor
privilegeescalationonAndroid2.3.Itsmaingoalisto
exfiltrateprivateinformationsuchasthedeviceID(IMEI
number,MSInumber,andsoon)orthecontactliststored
inthephone.GMisgenerallyrepackagedwitharoot
exploitknownasGingerBreak[26],[27],whichisstored
asaPNGandaJPEGassetfile.Rightafterinfectingthe
device,GMconnectstotheC&Cserverandfetchesnew
payloads.

Weanalyzeda GMsample witharound60asset
resources,30ofwhichwerephotosindifferentformats.
Ofthoseimages,ALTERDROIDidentifiedfourasstrongly
suspicious.Adetailedanalysislaterrevealedthatthey
weremalformedPNGsthatalsocontainedseveralASCII
scripts. ALTERDROIDwasalsoabletodeterminethat
such malformedimagefilesplayakeyroleintrigger-
ingthepayloadspiggybackedintothelegitimateapp,
includingtheASCIIscripts.
Figure6(topright)showsthedifferentialbehavior

exhibitedoveratwo-minuteperiodwhenAlterdroidin-
jectedsuchimageswithfaults.GMstartedexecutionofa
servicethatperformssomeI/Ooperations(file-read,file-
write)beforefinallyleakingprivateinformationthrough
thenetwork(net-write,leak). Again,even whenthe
maliciouscomponentswerehidden,Alterdroidwasable
todifferentiatethemandhelpidentifytheunderlying
maliciousbehavior.

4.4.4 OtherRecentSpecimens

Wehaveanalyzedsomeofthe mostrecentspecimens
hittingbothofficialandunofficial markets. Although
obfuscationtechniquesandalgorithms mightvary,re-
sultsconfirmthatmalwarekeepshidingpayloadswithin
appresourcessuchasimagesorXMLfiles.The most
significantanalyzedspecimenswere:

• Emmental:this malwaresampletargetsusersof
severalbanksworldwide,collectingone-timepass-
wordsusedtoauthorizetransactions.Appsinfected
withEmmentalaredistributedtogetherwithanini-
tialconfigurationcontainingaphonenumberwhere
certainSMSsaresentandseveralCommandand
Control(C&C)URLs.Tohinderstaticanalysis,this
configurationisonlydecryptedatruntimeusing
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Blowfish.AccordingtoareportfromTrend Micro
[28],Emmentalwasstillactiveasof2014.

• Gamex:thisspecimenintroducesanupdatecom-
ponentthatenablesittoretrievenewpayloads,at
runtime,fromaC&Cserver.Its maingoalisto
exfiltrateprivateinformationsuchasthedeviceID
(IMEInumber,MSInumber,andsoon).Gamex[29]
obfuscatesthemainpayloadusingXORoperations
whilehidingitintotheappresources—specifically,
afilecalledlogos.png.

• SmsSpy:this malwareissimilartoEmmentalin
termsofsophisticationanddistributionstrategy
[30].ItalsousesBlowfishtoencryptitspayloadand
hinderanalysis.Thepayloadisgenerallystoredin
afilecalleddata.xmlandthedecryptionkeyishard-
codedintheappcode.

4.5 Discussion

Althoughcurrent malwareisrelativelynäıve, more
sophisticated obfuscationtechniques—particularlyin
code—arestartingto materialize. Cryptographyis
onerecurrenttechniqueusedby malwaredevelopers.
Nonetheless,webelievethatmalwarecouldbealready
usingotheradvancedtechniquesforhidingtheircom-
ponentssuchas,forinstance,steganography[11].This
techniquewouldallowthemtoconcealtheirmalicious
components withinotherobjectsofthecode.Thisis
speciallycritical whenthesecomponentsarehidden
withindistinguishablecomponents.
Inpractice,anydetectionmechanismcanbeevaded,

especiallyifitsinternalsare wellknown.Inthecase
of ALTERDROID,anattackercanrunitonhisown
malwareandthenprogressivelyadaptthesamplesoas
tominimizethechancesoftheobfuscatedpayloadbeing
detected.Forinstance,theattackercantrytomodifythe
payloadinsuchawaythatthecomponentwhereitis
includedisnotidentifiedasaCoI.Inaddition,itiswell
knownthatdormantortargetedfunctionality/malware
istheAchille’sheelforanyapproachinvolvingdynamic
analysis.Inthisregard, webelievethattheapproach
introducedin ALTERDROIDisrelevantinthecontext
ofthenever-endingbattlebetweenmalwaredevelopers
anddetection mechanisms.However,addressingsome
limitationsofcurrentdynamicanalysistechniquesisleft
forfuturework.

5 RELATEDWORK

Asubstantialamountofrecentworkhasaddressedthe
problemofanalyzingmalwareinsmartphonesusinga
varietyoftechniques[6].Staticanalysistechniquesare
wellknownintraditionalmalwaredetectionandhave
recentlygainedpopularityasefficient mechanismsfor
marketprotection[15],[31],[32].However,thesetech-
niquesfailtoidentifymaliciouscomponentswhenthey
areobfuscatedorembeddedseparatelyfromthecode
(e.g.,hiddenintoanimage)[33],[34],[35].Approaches
basedondynamiccodeanalysis[36]arepromising,

butcurrent works[37],[20],[38],[39]onlyprovide
anholisticunderstandingofthebehaviorofanapp.
Thisfeaturechallengestheidentificationofgrayware
andtheattributionof maliciousbehaviortocompo-
nentsoftheapp.Thus,theseapproachestendto miss
theiridentificationandfurtherhuman(costly)effortsare
requiredtodissecteach malwaresample,understand
itsrationale,andidentifytheirpayloadsasshownby
ZhouandJiangin[10],[40].Forinstance,XManDroid
[41]extendsAndroid’ssecurityarchitecturetoprevent
privilegeescalationattacksatruntimebasedonsecurity
policies.Malwaredetectiondependsonsuchpreviously
definedpolicies.Thus,inadequatepolicyrulescanresult
inbothoverlookinggraywareandaffectingfunctionality
oflegitimateapplications.Furthermore,thedefinition
ofthesepoliciesdoesnotallowidentifyinghiddenor
obfuscatedfunctionalityaswedointhispaper.
Recentworkaimsatdetectingobfuscatedmalwareby

miningidentifiablestaticfeaturessuchascryptographic
functions[42].However,Schrittwieseretal.[43]demon-
stratetheincompletenessoftheseandothersemantic-
awaredetectors[44]bymeansof“covertcomputation.”
Asforthevariouswaystoobfuscateorlocateobfuscated
codeinbinarydata,[45]describesthe mostrelevant
steganographicandsteganalytictechniques,including
active[46],[47]andpassive wardens.Thesewardens
areusedinthispapertodeploysemantic-awareFIOs
tosanitizeCoIs,eliminatinghiddeninformationand
detectingwhereitishidden.
FuzzTestingorFuzzingisatechniquecommonlyused

forprovidinginputswhentestingsoftwareforsecurity
purposes[48].Fuzzinghasbeenrecentlygainingpop-
ularityforautomatingthedynamicanalysisofappsin
smartphones[19],[20],[49],[38].Basically,Fuzzingaims
atprovidingdifferentstreamsofeventstotheappfor
furthermonitoringthebehaviorofthedevice.Fuzzing
wasoriginallyproposedtofindsoftwarecrashesor
unexpectedbehaviorsbydeliberatelyintroducingfaulty
inputs.OurapproachissimilartoFuzzing,butfocuses
onthemanipulationofaprogram’scomponentsrather
thanitsinputs.
Faultinjectionanalysishasbeenwidelyusedforsoft-

wareassuranceagainstfaulttolerance[50],[51].This
paperextendsanearlyversionofthiswork[18],where
differentialfaultinjectionanalysisisintroducedand
discussed.Togetherwithourpreviouswork,differential
faultanalysisisanovelapproachcomparedtoexisting
worksaimingatanalyzingmalwareinsmartphones.
Finally,ourdifferentialfaultanalysisapproachcan

beintegratedontopofanysystemaimingatrecon-
structingapps’behavior,suchasCopperDroid[39]or
Targetdroid[52].Astheseapproaches werenotavail-
ableduringtheinitialphaseofourdevelopment, we
insteadimplementedseveralstate-of-the-arttechniques
toautomaticallyextractthebehaviorofmonitoredapps.
Nonetheless,other monitoringsystemscanbefurther
pluggedinto ALTERDROID toextendthenumberof
monitoredfeaturesortobetterdetectreactivemalware
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[52].

6 CONCLUSIONS

In this paper we have presented ALTERDROID, a frame-
work for malware analysis based on the notion of di-
fferential fault analysis. We have described its archi-
tecture and provided a formal model of differential 
fault analysis. Additionally, we have presented an open-
source prototype implementation of ALTERDROID with a 
versatile design that can be the basis for further research 
in this area.
Differential fault analysis in the way implemented by 
ALTERDROID is a powerful and novel dynamic analysis 
technique that can identify potentially malicious com-
ponents hidden within an app package. Additionally, 
empowering dynamic analysis with a fault injection 
approach can be used to differentiate “gray” from le-
gitimate behavior when analyzing grayware. This is a 
good complement to static analysis tools, more focused 
on inspecting code components but possibly missing 
pieces of code hidden in data objects or just obfuscated. 
Finally, we believe that differential fault analysis is an 
effective technique to detect stegomalware—malware us-
ing advanced hiding methods such as steganography. As 
future work, we are currently extending ALTERDROID to 
support differential fault analysis over distinguishable 
components such as those involving Dex bytecode.
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