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s the engineering world embraces model based system engineering (MBSE), the system

safety discipline needs to be an integral part of this approach. The need for model based
functional safety (MBFS), as part of the established system safety and software safety pro-

cess, is becoming apparent due to system complexity.

MBFS may utilize use cases, structural ar-
chitecture models, activity diagrams, sequence
diagrams, functional flow diagrams and state/
mode models to depict safety attributes and to
influence explicit safety requirements. MBSE
tools suites and effective subset tools, such
as ANSYS Medini, can be used effectively to
model functional safety aspects of the functional
decomposition of requirements with complete
traceability and allocation to software. SysML
may be used to depict critical functions, func-
tional threads, safety features and expected be-
havior. Such augmented safety models can also
be used to analyze potential off-nominal failure
conditions and system behavior for various
scenarios when conducting functional hazard
assessments (FHA) and subsequently detailed
system and software safety analyses. This paper
will provide a functional example of the MBSE
framework and concepts for tool use in the
analysis of safety aspects and the use of attrib-
uted models and artifacts to supplement system
safety documentation.

Functionality of MBSE

Using models can improve accuracy during the
functional hazard analyses and can help validate
fault tree analyses (FTA), as well as subsequent
system safety analysis (SSA) processes because
the model focuses on the architecture, the
physical system and the computer system, as
well as the applicable software/middleware/
programmable logic devices. This paper is in-
tended to show how valuable MBFS approaches
can be for complex software-intensive integrat-
ed systems in the evaluation of safety significant
systems/functions.
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Safety-critical systems and safety-critical
functions (SCF) must be the focus when con-
ducting functional hazard analyses and FHAs.
FHAs have become the prerequisite for soft-
ware safety analyses because the behavior of the
software and its system interfaces must be well
understood in the safety domain. Functional
safety models should focus on how the archi-
tecture and the physical system, the computer
system and embedded software contributions
ensure correct and predictable system behavior.
On complex systems with software-intensive
SCFs, MBSE functional analyses and functional
safety subsets should focus on the many com-
plex interactions in software, and functional
failure and fault conditions and situations that
can lead to hazards. Functional safety tasks as
part of, and beyond, the FHAs and software
safety analyses should be integrated into models
producing safety use cases, safety activity dia-
grams and functional flow diagrams to influence
system and explicit safety requirements, design
safety features, hazard mitigation, safety verifi-
cation and risk reduction actions in the design
and operations leading to system certification.
The use of MBSE tools at the safety level is vital
to properly capture and depict safety attributes
and contributions to correct system behavior.

Model Based Functional Safety

Unlike previous papers on the subject, includ-
ing those prepared by A-P-T Research, Inc.
[Refs. 1 and 2], that try to convince and per-
suade based on need and value, the precept is
now advocating the essential value of MBFS as
part of the established MBSE beyond accep-
tance into the actual use of tools. Model based



Figure 1 — Model Based Functional Safety.

tools can be used effectively to depict the facts, safety
attributes, safety requirements, documentation of safe-
ty mitigations, traceability, objective safety evidence
and all parts of the process.

In 2012, MIL-STD-882E promulgated task 208
Functional Hazard Analyses (FHA) [Ref. 3]. FHAs
always focus on the safety-significant domain of SCFs
and safety-related functions, especially those functions
and behaviors of the embedded application software
instruction set at the system level. FHAs have been part
of the SAE ARP-4761 process since 1996 and became
the central focus of system safety and software safety
that has in recent years evolved into functional safety
per IEC 61508 [Ref. 4]. Other standards, such as the
DO-178C [Ref. 5], focused on avionics software verifi-
cation, but lacked modeling tasks.

The new augmented DO-331 Model Based Devel-
opment and Verification [Ref. 6] added the process for
ensuring functional safety aspects are modeled as part
of the integrated safety analysis process. Each standard
requires a common outcome for systems to be proven
with acceptable, known and documented risks. Model-
ing of all aspects is possible regardless of the subtle ap-
proaches and differences. Tools and processes can adapt
to meet the objectives of the standard.

Safety models should be developed to make safety
engineering documentation easy to read and inter-

pret (see Figure 1). These models can be any formal
constructive method to accurately depict the various
aspects and attributes of functional safety. The mod-
els can be constructed to augment existing FHAs. The
focus should be on modeling the system to identify
hazards such that safety requirements can be allocated
throughout the system. The functional decomposition
of explicit safety requirements, especially derived safety
requirements during the safety analysis process, can be
included in the functional safety model. Highly inte-
grated and complex software-intensive systems func-
tions with many interactions must be broken down and
depicted with functional flow charts and safety activity
diagrams to ensure the system is well understood from
a safety perspective. Models make this a reality.

These functional models should focus on safety
behavior at the system, subsystem and software levels.
MBSE models and safety subsets should integrate and
support system requirements, design safety, safety anal-
ysis, safety verification and certification.

For Department of Defense (DoD) systems, mod-
els should support the Defense Architecture Frame-
work (DoDAF) tools for depicting and documenting a
system’s functional and physical architectures. DoDAF
defines a common approach for models describing and
presenting principles, assumptions and all viewpoints
(CONOPS; capability, functional, system, operational).
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Figure 2 — Medini Toolset for Safety Analyses.

Figure 3 — Medini Toolset Compatibility with Other Software Tools/Products.

A Functional Example Using ANSYS Medini ibility of SysML models with other tools and soft-
MBSE tools have many facets that support func- ware products.

tional safety analysis and production of safety ar- Figures 4 through Figure 8 show the system
tifacts. Figure 2 shows the SysML Models support architecture for an example of a missile system and
safety analyses, and Figure 3 displays the compat- MIL-STD-882E task application. The ANSYS Medini
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Figure 4 — Example Missile System Functionality.

Figure 5 — Task 201 Preliminary Hazard List.

tool can support generation and tracing of hazard

analyses, failure modes, mitigation, requirements, etc.

The MBSE toolset contributes to the genera-
tion of MIL-STD-882E safety artifacts as defined in
the MIL-STD-882E tasks. Continuing with the mis-

sile system example in Figure 4, Figures 5 through 7
show a subset of the MIL-STD-882E task artifacts
producible using the ANSYS Medini tool.

Other safety and system analyses, such as FTA, can
also be implemented and tracked in the toolset (Figure 8).
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Figure 6 — Task 202 Preliminary Hazard Analysis.

Figure 7 — Task 208 Functional Hazard Analysis.

Some Crucial Defense Top-Level Event Functions
Ideal for Safety Modeling (Non-Aviation)
Civil aircraft agencies have detailed safety-critical
functions, loss-of-function conventions, failure con-
ditions and hazards for aircraft functions requiring
safety analyses. However, non-aviation military often
lacks standardization. The following list includes
some — but not all — crucial defense top-level event
functions that are ideal for safety modeling:
e Total systems integration using use cases, activity
diagrams, functional flow, states/modes
e SCFs that directly impact top-level catastrophic
hazards/events
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Inadvertent launch models

Fratricide prevention models for weapons command
and control

Inadvertent movement of launchers or sensors mod-
els

Inadvertent radiation models

Loss of positive sustained communications of Com-
mand and Control (C2) models

Loss of, or malfunction of, any messaging or crucial
inputs to C2 models

Hazardously misleading information on graphical
user interfaces (GUIs) or displays, erroneous dis-
plays and false alerts models



Figure 8 — Fault Tree Analysis.

Figure 9 — Functional Safety Model Supporting Processes and Documentation.

e Software safety complex interaction and behav-
ioral models

e Safety verification of off-nominal behavior of
software-controlled SCF models

e System of system interoperability of SCF models

The DoDAF with safety preferences in Figure 9 il-
lustrates the vital areas highly recommended to be part of
the functional safety model for any military/defense sys-
tem requiring system safety and software safety. Specifi-
cally, when generating a safety assessment report or safety

case, this process provides the required functional archi-
tecture. DoD has made it clear in many other documents
MBSE tools must have the ability to use the models for
the transition from system design to software design and
the complex functional decomposition of higher-level
requirements in software into lower-level requirements in
software and all the functional threads and paths, down
to the lowest unit level functions and scripts. The ability
to analyze safety activities and ensure SCFs and function-
al threads in software from the system level to the CSCI
to CSCs to CSUs to class and types can be modeled is
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part of the modern functional safety and software safety
process.

Conclusion

Using MBSE toolsets, such as ANSYS Medini, provides
efficient and cohesive functional safety assessments. The
ability to trace, track, integrate and assess the requirements,
design, and system/subsystem models provides functional
and comprehensive contributions. MBSE becomes a real
safety functional toolset when using an MBSE tool de-
signed to support safety analyses and required artifacts.
The ability to use modern and powerful tools as part of
the safety analysis and review process greatly enhances
the safety documentation showing precisely how a system
behaves under credible failure conditions and hazardous
situations. Capturing the comprehensive safety data with
models to provide objective safety evidence is a major
breakthough from previous methods where such evidence
could not be depicted in precise detail.
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