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Abstract 

Applied Cybersecurity is a domain that interconnects people, processes, 

technologies, usage environment and vulnerabilities in a complex manner. As a 

cybersecurity expert at CTI Renato Archer- a research institute from Brazilian Ministry 

of Science, Technology and Innovations, author developed novel approaches to help 

solve practical and practice-based problems in applied cybersecurity over the last ten 

years. The needs of the government, industry, customers, and real-life problems in five 

categories: Privacy, Encryption, Web Credentials, Security Systems and Education, 

were the research stimuli. Based on prior outputs, this thesis presents a cohesive 

narrative of the novel approaches in the mentioned categories consolidating fifteen 

research publications. 

The customers and society, in general, expect that companies, universities, and 

the government will protect them from any cyber threats. Fifteen research papers that 

compose this thesis elucidate a broader context of cyber threats, errors in security 

software and gaps in cybersecurity education. This thesis's research points out that a 

large number of organisations are vulnerable to cyber threats and procedures and 

practices around cybersecurity are questionable. Therefore, society expects a periodic 

reassessment of cybersecurity systems, practices and policies. 

Privacy has been extensively debated in many countries due to personal 

implications and civil liberties with citizenship at stake. Since 2018, GDPR has been 

in force in the EU and has been a milestone for people and institutions' privacy. The 

novel work in privacy, supported by four research papers, discusses the private mode 

navigation in several browsers and shows how privacy is a fragile feeling.   

The secrets of different companies, countries and armed forces are entrusted to 
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encryption technologies. Three research papers support the encryption element 

discussed in this thesis. It explores vulnerabilities in the most used encryption 

software. It provides data exposure scenarios showing how companies, government 

and universities are vulnerable and proposes best practices.  

Credentials are data that give someone the right to access a location or a system. 

They usually involve a login, a username, email, access code and a password. It is 

customary to have a rigorous demand for security credentials a sensitive system of 

information. The work on web credentials in this thesis, supported by one research 

paper, examines a novel experiment that permits the intruder to extract user credentials 

in home banking and e-commerce websites, revealing common cyber flaws and 

vulnerabilities.    

Antimalware systems are complex software engineering systems purposely 

designed to be safe and reliable despite numerous operational idiosyncrasies. 

Antimalware systems have been deployed for protecting information systems for 

decades. The novel work on security systems presented in the thesis, supported by five 

research papers, explores antimalware attacks and software engineering structure 

problems.  

Cybersecurity's primary awareness is expected through school and University 

education, but the academic discourse is often dissociated from practice. The 

discussion-based on two research papers presents a new insight into cybersecurity 

education and proposes an IRCS Index of Relevance in Cybersecurity (IRCS) to 

classify the computer science courses offered in UK Universities relevance of 

cybersecurity in their curricula.  

In a nutshell, the thesis presents a coherent and novel narrative to applied 
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cybersecurity in five categories spanning software, systems, and education. 

. 
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1. Introduction 

Some principles of cybersecurity are elementary and accompany modern 

society in all its activities. During the ten years of research synthesized in these theses, 

the author analysed some principles and their foundations that include chapters in these 

works where they are raised. 

Business rules imbibed in software can affect privacy. Cybersecurity is an 

essential part of computer science, and in the beginning, it was the goal of the first 

published articles by the author.  

To (Rosa, et al., 2018) there are various kinds of 

tests, e.g., Functional, Penetration, Fuzzing, Fault or Defect Injection, and 

Exploratory. Verification is the activity aimed at verifying whether a requirement is 

present without a test of the functionality. This kind of verification is conducted in this 

work. 

This research intends to present the candidate’s prior publications 

demonstrating a coherent, connected, and in-depth line of selected outputs that affect 

privacy and cybersecurity. Those published work studies cybersecurity considering the 

technical, environment, process, and social aspects.  This research also explains how 

the relevant papers form a coherent body of work, demonstrates methodological and 

conceptual rigor, and articulates the original academic contribution to the field of 

cybersecurity and the importance of contribution to British society. 

To show the relevance of work will be provided with a list of outputs, abstracts, 

contributions, and citations in the cybersecurity field. Also, it presented the results 

delivered to society. 

The publications below always explore the technical, environmental, process, 



15 

 

and social aspects of cybersecurity. 

Technical: The software and tools themselves, their code, and their 

functionality are analysed according to what their manuals define;  

Environment: Analysing the environment is fundamental. Military, public, 

business, or personal. Each has its needs and challenges; 

Process: The processes define the way each element is connected and is a 

fundamental part of the use of any software; 

Social: Social or personal aspects are the key to everything. After all, processes 

and technology are developed by people for people. Besides, people control, modify, 

and are directly affected by the environment. 

The current cybersecurity paradigm is the training of more and more 

cybersecurity specialists. Every year around the world, new courses are created to form 

cybersecurity specialists. This work confronts this reality by proposing different 

applied cybersecurity approaches in education, privacy, and systems.  

This thesis intends to facilitate the understanding and organization of all 

academic and professional works in the author's cybersecurity areas. For this, will be 

presented the following  Chapters: Privacy; Encryption; Web Credentials; Security 

Systems; Cybersecurity Education: 

Also are presented Prior Outputs Tabulation; Prior Outputs 

Summarization and Individual Contribution; Analysis and Discussion of Results 

and Citations; Other Contributions and Conclusion. Besides explaining how the 

relevant papers form a coherent body of work, demonstrating methodological and 

conceptual rigor and articulating the original contribution to cybersecurity. 

For this reading, it is necessary to present how my name may have been 
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published in several works: Rodrigo Ruiz, R. de S. Ruiz, Rodrigo de S. Ruiz, 

Rodrigo de Souza Ruiz, Natasha de Souza Ruiz or Natasha Ruiz. 

Suppose we consider that the most critical, most prosperous, and most 

influencer companies in the software market as involved in my research expose. And 

these companies seek to hire the best professionals. And even though these 

professionals, in general, come from the best universities. It makes perfect sense to 

question your concepts and curricula. In analyzing the relation of the interdependence 

between entities of the cyber cosmos presented in Figure 1, I would like to explore two 

points of vulnerability: 

The first is a historical and financial issue that has been with us since the first 

software until today. The fact is that all bases of current software were created in an 

insecure manner. The concept of security was to emerge much later. This original 

vulnerability in the DNA of every operating system and software based on that OS has 

been maintained since the beginning and without a real evolution, Mainly due to the 

financial impacts of starting over. 

The second reflection is the inertia in our universities and their inability to look 

at the origins and propose a safe restart. This is due to pressure from the big software 

companies that, like a lamp, attract insects' attention, which is blinded by the light and 

cannot fly in other directions. We cannot blame the pioneers for having developed 

unsafe systems. This was not its objective, and the threats came to exist organically 

with the opportunities created by the new software and mainly with the popularization 

of these systems. The creators and directors of two of the biggest security software 

companies have publicly declared that their products are useless (Gibbs, 2014) 

(McAfee, s.d.). The choice of an inverted pyramid Figure 1 aims to reinforce all these 

small cosmos' instability and the responsibility of the educational system for a better 
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future in the cybernetic area. Cybersecurity in the first line of the first code is our best 

choice for better cyber-cosmos in the next decades. 

 

1.1. Research Problem 

This research focused on exploring cybersecurity topics like privacy, 

encryption, web credentials, security systems, and cybersecurity education to find 

answers and ways to respond to the question: Are our cybersecurity foundations safe?  

1.2. Motivations 

The motivation behind this research is the need for a cyber-cosmos more safety. 

Today our own life is influenced by a lot of software, our business, our health, our 

education, our communications, our fun time, the defenses and economy of the Globe. 

Computer science is a new field and was start without cybersecurity content. This kind 

of concept appeared years later, and since then, we have been patching each of the 

various holes that appear without ever promoting structural change. 

 

1.3. Contribution to Knowledge 

In 15 prior publications presented in Table 1, the author provides 10 Methods 

and 8 Scenario Analysis distributed in Privacy, Security Systems, Military, and 

Cybersecurity Education.  

Table 1 contains citations by Google Scholar, as seen in Figure 24 and 

researchgate.net, and excludes self-citations. The order of table consider by first the 

non-self cited, Google Scholar1 , and after Researchgate2.   

                                                 
1 https://scholar.google.com/citations?user=CrlNQVwAAAAJ&hl=pt-BR&oi=sra 
2 https://www.researchgate.net/profile/Natasha_Ruiz 
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Another kind of relevance is economical and social relevance. The work was 

responsible for changing several Brazilian banks' home banking, with millions of 

customers being protected. The works about bypass in cryptography (Ruiz & Winter, 

2016) (Rodrigo de S. Ruiz et al., 2014) (Ruiz & Winter, 2016) (Ruiz & Winter, 2016); 

private browsing (Rodrigo de S. Ruiz et al., 2012) (Ruiz, et al., 2014) (Ruiz, et al., 

2015) (Ruiz, et al., 2017) and antivirus systems, (Ruiz, et al., 2015) (Winter & Ruiz, 

2016) (Winter & Ruiz, 2017) (Winter & Ruiz, 2017) (Montes, et al., 2014) were 

responsible for the invitation, to speak at various professional and academic events, 

including postgraduate courses.  

These works also help vendors to improve more security and efficiency in their 

software for their users. It is possible to see contributions for the Brazilian Army and 

Brazilian Government in the process of software purchase with an honorable mention 

by the Brazilian Federal Court of Accounts3. Other work here is used to improve more 

privacy and security by vendors (Ruiz, et al., 2014) (Rodrigo Ruiz, 2017). 

 

  

                                                 
3 https://tcu.jusbrasil.com.br/jurisprudencia/316046265/3733820110/inteiro-teor-316046287 search for 

keyword CCOMGEX 

https://tcu.jusbrasil.com.br/jurisprudencia/316046265/3733820110/inteiro-teor-316046287
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2. Literature review 

As this work addresses different cybersecurity aspects, it became more 

appropriate for each chapter to have its literature review. In this chapter, the review 

intends to introduce the reader to the themes that will be addressed and deepened in 

the following chapters. 

According (Sadok & Bednar, 2015) (Maclean, 2011) (Cebula & R.Young, 

2010), the excessive use of technical focus is one of the reasons for deficiencies of 

cybersecurity and systems are composed of people, processes, and technology. IT 

system is human interaction systems to (Sadok & Bednar, 2015) 

The interaction of Process, Technology, Environment, and People is symbiotic 

and does not occur separately. (Rogério Winter et al., 2018)  

It is more common that authors from cybersecurity and other areas include just 

three of these elements: Technology, Process, and People. (Lewis & Nguyen, 2020) 

(Andress, 2013) (Cox, 2006) 

To this work, the fourth element, the environment, is very relevant. The same 

cybersecurity issue has different consequences if in a corporate, personal, or 

governmental environment. The total amount of damage when the issue affects an 

individual is low. Still, for the individual, the damage in your finance or private life 

can be devastating, including leading to suicide. (AJ Willingham, CNN, 2019) (Tim 

Fitzsimons, NBC News, 2019) (Chris Baraniuk, BBC News, 2015) When the 

environment is corporative, the damage is about money; industrial hacking is big 

business in the world. Banks and innovative industries are the preferred victims. (Ruiz, 

et al., 2017) About the government environment, the damage can be the control of the 

state, money, or military. (Ruiz & Winter, 2016) (Ruiz, et al., 2015) (Rogério Winter 
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et al., 2018) (Rodrigo de S. Ruiz et al., 2014) (Rogério Winter et al., 2018) 

In this research, the term “cyber cosmos” takes others' place as the cyber world 

or cyberspace. While space can define an area in a room, cosmos represents the entire 

multiverse and its complexity—Cyber-cosmos including us, including process, 

environment, technology, abstract concepts that affect any piece. Also include 

economics and geopolitics that define how this cyber cosmos works.  

Why is society having a sensation of an insecure cyber cosmos? It is possible 

to answer it, looking for some data and news.  

In 2019 24,610,126 unique malware are identified. Note it just the number that 

antivirus companies can identify. (CSO, 2020) It is a big number, and according 

(Crane, 2020) USD3.5Billions were lost by the world in 2019. 

Uk Government has produced an essential survey in 2019 (Department for 

Digital, 2019) about cybersecurity and got some anonymous comments: 

“Cybersecurity is one in a long list of costs of doing business, so no-one's going 

to get excited about it unless you have regulatory focus.” Large business 

“I would not say that I am the most informed person. It's not information I go 

out and seek unless I am aware of a specific threat then absolutely we do the research.” 

Large business 

“I don't think news stories [on cyber attacks] have any impact on a day-to-day 

basis because not every company is being hacked and is subject to cyber attacks all 

the time. It's like general crime, you don't think about it. It's not you, is it.” Medium 

business 

"We just trust them. They have been in business for a long time. They run huge 

events. They are world-renowned and respected. We have faith-based on that." 
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Microbusiness 

These comments show that no one likes to spend on cybersecurity. The feeling 

is of someone who needs to pay a security guard to walk on the street. Executives do 

not have real involvement, and the micro-business is having blind faith in vendors of 

cybersecurity. They have no option and are moved by fear, and in this scenario, the 

vendors can be compared like a “mafia” selling protection. It is a legal business, but 

micro and small business have no choice and is very fragile in this cyber cosmos. 

In Table 2 it is possible to see how much money the UK spent on cybersecurity. 

Micro and small businesses spent money with much more difficulty.  

Table 2 Average investment in cybersecurity in the last financial year (UK). Source (Department for 

Digital, 2019) 

 All 

businesses 

Micro/ 

small 

businesses 

Medium 

businesses 

Large 

businesses 

Mean 

Spend 

£5,100  £3,490 £25,100 £277,000 

Median 

Spend 

£200  £200 £5,000 £42,600 

% spending 

£0 

33%  33% 18% 16% 

Base 1,272  933 204 135 

 
One critical question in this survey (Department for Digital, 2019) is: How 

much do you agree or disagree with the following statement? Do the people dealing 

with cybersecurity in our organisation have the right cybersecurity skills and 

knowledge to do this job effectively? Answered: 46%  Strongly agree 31% Tend to 

agree. 

The same survey (Department for Digital, 2019) asked: Who is responsible for 

cybersecurity? Medium and large firms have specialist staff dealing with 

cybersecurity. It indicates that the major or companies do not have access to 

cybersecurity specialists. It is relevant in this research. When IT professionals are more 
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capacitated in general cybersecurity skills, these micro and small companies will have 

more security. 

In 2019, 40% of small companies and 28% of Microbusiness had experienced 

cybersecurity breaches in the UK in 2019 according (Statista.com, 2020). For 61% of 

large companies had to, but this kind of company has the best teams, the best software, 

and the best equipment that money can pay. Microbusiness just has faith. 

According (Acunetix, 2019) 87% of websites having medium security 

vulnerability, among 46% having serious vulnerabilities.  

The skill gap is a UK problem according to the UK Government (UK 

Department for Digital, Culture, Media & Sport, 2020), see below some data from this 

report. 

▪ Around 653,000 businesses (48%) have a fundamental skills gap. The most 

common of these skills holes are configuration, storing or custody personal data, and 

detecting and removing malware. 

▪ 30% have more advanced skills gaps; 

These gaps are also common in cybersecurity companies. It extends to both 

technical and non-technical skills, being that technical skills gaps are relatively high 

in areas like threat assessment or information risk management; assurance, testing; 

cybersecurity research and implementing secure systems. (UK Department for Digital, 

Culture, Media & Sport, 2020) 

If the number of new cybersecurity specialists growing each year (Wang, et al., 

2019), why the number of threats is so significant, and the number of vulnerabilities is 

too high, and companies feel that they do not have sufficient cybersecurity skills in 

their companies? 
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We are certainly doing something inefficiently. This research aims to 

demonstrate that the format chosen by our society to educate our IT professionals must 

be changed. We are creating more and more cybersecurity experts to save us from the 

problems we make.  

We are using a straightforward analogy that everyone knows, residential waste. 

Imagine that we stop teaching our children that they must properly handle and dispose 

of household waste and start investing all society's effort in training and hiring 

professional and specialized street sweepers. Drawing a parallel with cybersecurity is 

what we are doing when we let IT professionals trained in Computer Science receive 

their degrees without basic cybersecurity training. (Ruiz, 2019) 

Reading about cybersecurity education can get many studies, but always to 

improve quality or new processes into cybersecurity specialized undergraduate 

courses. Dr. Matt Bishop is an enthusiast of cybersecurity education with many articles 

about it. (Bishop, 2000) 

Computer security includes analyzing a situation to figure out what constitutes 

security, specify requirements, and design a system to implement the system or 

program correctly. (Bishop, 1997) 

“Undergraduates who wish to study computer security are generally relegated 

to graduate courses or independent study courses. Very few undergraduate computer 

security courses are taught now.” (Bishop, 1997) It is a scarce reference in opposition 

to a wave of specialization. 

The late and optional security education for computer science students causes 

many students to graduate without any cybersecurity base or knowledge. “The 

“security as an afterthought” mindset is a natural consequence of the way in which 
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security is taught.” (Zatko, 2016) 

Other authors discuss cybersecurity education in graduation courses, again 

discussing specialization (Taylor, 2006). 

A critical discussion is provided by (Bishop & Elliott, 2011) when trace 

relations with “secure programming” and “security” to propose more robust software. 

Too (Taylor, 2013) students who learn about secure programming are myths 

and this research disagrees. Taylor’s paper has three references in two pages, and does 

this affirmation based on personal experience or feelings. For sure, we have no studies 

that can measure the results of sere programming education. But certainly, by analogy 

with other areas and studies, we can say that education always produces beneficial 

effects and support that teaching early is the best manner for our brain absorbed 

knowledge. (Bloom, 1956) 

 “Myth #2. If students learn to write secure programs, the state of software and 

system security will dramatically improve. Programs rely on an operating system, 

library, and other services. Further, system security relies on systems being set up and 

configured as required for the particular environment in which the system is used; the 

size of the gap between this and practice is unknown but probably large. Companies 

must also provide support for the use of these skills. Whether organizations that 

develop software and systems will be willing to pay this price in practice is unclear, as 

is whether customers will be willing to pay higher prices, and endure longer 

development times.” (Taylor, 2013)  

This study completely disagrees with (Taylor, 2013). Teaching more, better, 

and at the right time about cybersecurity may not be the solution to all problems 

according to the experiences verified in other studies (Bloom, 1956) (Bishop & al., 
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2019) (Schneider, 2013)  and each individual's life point to the great importance of 

teaching more, better, and at the right time. 

“Designing robust and secure systems is of paramount 

importance to protect digital assets and limit the attack surface 

available to the adversary.” (Modesti, 2020) 

 
For (Bishop & al., 2019) the lack of basic teachings about cybersecurity in the 

curriculum and the almost complete absence of advanced instructions makes the 

student feel that he should not attach any importance to security. In the same work 

about robust tech programming, the authors said: “it is clear that the effect of the secure 

programming clinic on students” (Bishop & al., 2019). 

Your six-year kid does not need to be a master chef, but you need to teach him 

early about staying safe close to the stove. It is common sense. Why is it so different 

about teaching cybersecurity?  “An educated workforce is essential to building 

trustworthy systems” (Schneider, 2013) 

Researches exist in the opposite way to include more social sciences content 

into specialized cybersecurity courses. (Kessler & Ramsay, s.d.) (Ghemri & Bouras, 

2018) (Zoto, et al., 2018) 

If the European Commission says that members need to increase awareness of 

citizens and businesses on cybersecurity issues, it does not make sense that computer 

science students have a low cybersecurity education level. (European, 2017) 

In India, insecure coding practices cause many problems, and cybersecurity 

education is not part of the undergraduate curriculum. (Joshi, et al., 2012) 

Cybersecurity is so relevant that it is how ALL software should be developed. 

“It should be taught in almost every course in a computer science curriculum because 

cybersecurity affects every major software component in any computing system.” 
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(Lodgher, et al., 2008) 

In the next chapters, many kinds of cybersecurity issues will be discussed, and 

these four elements will be intrinsic and present, Technology, Environment, Process 

and Social aspects. 
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3. Privacy 

3.1. Introduction 

 
Does privacy exist? 

We need to consider that the rich and most influencer corporations inside the 

software market are concerned with the problems that this research exposes. Those 

organizations are looking for first-class experts. Besides, even though these experts in 

trendy come from satisfactory universities. It makes the best feel to question your 

standards and curricula in analyzing the interdependence among entities of the cyber 

cosmos. To exemplify, this chapter will discuss the “incognito mode” or “in-private 

mode” used in web browsers. 

Before, everything is an ancient and monetary difficulty that has been with us 

since the first software until today. The truth is that the basis of present-day software 

was created in an insecure manner. The concept of safety turned into to require a whole 

lot later. This original vulnerability in the DNA of each running system and software 

program based on that Operational System has been maintained considering since start 

and without an actual evolution especially because of the economic impacts of starting 

over. 

The second reflection is the manner that our universities are looking at the 

problem. This is due to pressure from the big software companies that conduct the 

actions uniquely. We cannot blame the pioneers for having developed unsafe systems. 

This was not objective, and the threats came to exist posteriorly with the popularization 

of these systems. Public declarations by big software companies that their products are 

useless explicitly the growth of the problem. (Gibbs, 2014) (McAfee, s.d.).  
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An inverted pyramid Figure 1 intends to present the instability of all these small 

cosmos and the educational system's responsibility for a better future in the cybernetic 

area. Cybersecurity in The First Line of the First Code is our best choice to have a 

better cyber cosmos in the next decades.  

 
Figure 1 Relation of dependence. This inverted pyramid presents how cybersecurity education 

sustains the entire system.  

 

 

3.2. Literature Review About Privacy 

Currently, privacy concerns have gained an important place in people's lives; 

however, behavior concerning privacy is different. (Dienlin & Trepte, 2014) Discusses 

in depth the privacy concerns that people have and actions relating to privacy that are 

adopted. 

According (Sadok & Bednar, 2015) (Maclean, 2011) (Cebula & R.Young, 

2010), the massive focus of technical aspects is one of the reasons for deficiencies of 

cybersecurity, and systems are composed of people, processes, and technology. 

Users are more and more concerned about confidentiality and privacy in web-

related operations, presses companies to present more secure solutions that respect the 

Users, Commerce, Finacial, Society

Protection Systems

All other systems

Operational System

Privacy/Security

Education
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right to individual privacy, including regulations in some countries. Conceptually, trust 

is the firm belief that one has concerning another person or a company. Several security 

incidents start in the confidence that software and hardware would not fail under 

certain conditions. However, as some sources show, the most common browsers on the 

market cannot maintain adequate privacy, even with the adoption of in-private or 

incognito browsing mode. (Ruiz, et al., 2012) (Ruiz, et al., 2014) (Ruiz, et al., 2015)  

It is an opportunity for law enforcement agents and criminals too.  

“…security practices and strategies have not adequately kept up with dynamic 

and challenging attacks that are highly complex and difficult to detect.” (Sadok & 

Bednar, 2015). 

“The protagonist of technology in data leakage and loss of privacy is evident, 

but Technology is not the only responsible for data leakage.” (Sadok & Bednar, 2015) 

(Delamaro, et al., 2007) Users are influenced by marketing campaigns that reaffirms 

the quality of products and services. This work explores the design structure and old 

vulnerabilities, which are still present in recent software that allows data leakage and 

privacy loss in a general way. The humans behind creating the software are responsible 

for the process, environment, and technical elements that cause these vulnerabilities. 

Browsers are the platform for E-banking systems and other financial 

applications providing service. However, the browsers and many e-banking systems 

fail to provide the requisite confidentiality level (Ruiz, et al., 2017). During the last 

ten years, this research improved the methods to identify on the vendor manual how 

the software works and verify if it fulfills what the vendor promises using conventional 

and unconventional system tests and reviews of security best practices. Blind faith in 

the promises of vendors can be dangerous for all society. 
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The relevance of software testing is to show the defects if they exist (Delamaro, 

et al., 2007). This work is to identify possible weaknesses in browsers that can 

compromise the privacy of customers. 

The Quality of Software in terms of security, it leaves something to be desired. 

The hypothesis investigated in this work is that the cause may be in software 

development professionals' training model. In Private Web Navigation, the first point 

investigated in this research tested traces of navigation using virtual machines (Ruiz, 

et al., 2012), (AGGARVAL, 2010). Started general questions about real privacy in the 

private mode navigation but having no success to find local storage. (Ruiz, et al., 2014) 

(Ruiz, et al., 2015) Bringing more and more elements that compromise the “in private” 

(Microsoft, 2014) or “incognito” mode. Tests were performed in Virtual Machines and 

Bare Metal Hardware. Four different sets of actions were tested on the browsers at the 

standard guest virtual machine (Ruiz, et al., 2014) (Ruiz, et al., 2012) (Ruiz, et al., 

2015). The results were to be analysed and structured to show how it was possible to 

recover full HTML pages and images. 

In all four types of tests performed in the browsers: shutdown, freeze, kill the 

process and power-down (Ruiz, et al., 2015) (Ruiz, et al., 2012) (Ruiz, et al., 2014),  is 

verified that all browsers tested presented flaws in their private browsing feature. 

Those issues allow the identification of pages visited and, in some cases, to partially 

or rebuild them.  

 “Security is a feeling of protection, necessary and indispensable to society and 

each of its members, against threats of any kind”. The defense is a capable action to 

sustain security feeling (Escola Superior de Guerra, 2013). 

Aggarwal et al. (Aggarwal , et al., 2010), establishes an attack model between 
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site attackers and web attackers. Also, the study is based on a technique where they 

discoverer how to remotely test if a browser is in private browsing mode. They 

describe the deepest analysis was conducted in Firefox 3.5.  

In (Mahendrakar, et al., 2010) the tests were performed to do some standard 

tests. They analysed the existing content in virtual memory after using the browsers 

Firefox, Internet Explorer, Chrome, and Safari in virtual machines. 

Now (Chivers, 2014) presents an Internet Explorer 10 study, especially about 

InPrivate Browsing. The author pointed out that Internet Explorer showed in Windows 

8 marked a shift in how internet history and cache memory data are stored within the 

file system. The system was replaced with a high-performance database technology 

known as the Extensible Storage Engine (ESE). The prospect of recovery of evidence, 

together with its potential forensic relevance, raises ask. Where and when such 

evidence can be retrieved? 

In (Ohana & Shashidhar, 2013), Internet Explorer 8 among other browsers are 

studied and relate residual artefacts from private and portable web browsing sessions 

and their tests were conducted based on Microsoft Internet Explorer, Mozilla Firefox, 

Apple Safari, and Google Chrome, but they used Microsoft Windows 7 Professional 

64 bits. 

Analysis of private browsing functionality by (Aggarwal , et al., 2010), lists 

the profiles of probable aggressors, models of security to be checked and the goals to 

be met by private browsing implementations. 

Privacy is important; any element related to the resources used may be the key 

for leaking data. All browser plugin must be compliant with the security policies in 

use:  
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“Browser plug-ins and extensions add considerable complexity to private 

browsing. Even if a browser adequately implements private browsing, an extension 

can completely undermine its privacy guarantees” (Aggarwal , et al., 2010) 

The attackers may be local or remote. Locals attackers have physical access to 

the user´s machine while in the second one can only launch attacks through network 

connections. According to (Aggarwal , et al., 2010)  is possible to classify the changes 

caused by the user´s navigation actions in four different categories: 

Changes caused by web site independent of the user actions, e.g. caching. 

Changes caused by Web site but dependent on the user actions, e.g. adding a 

certificate. 

Changes caused directly by user actions, e.g. adding data to a form field. 

Changes are caused by other sources, e.g. updating the browser. 

Changes in any category could be the source of a breach of private browsing. 

This work starts from the methodological framework presented by (Aggarwal , 

et al., 2010), constructing the following methodological model: Assuming that attacker 

has local access to the user machine. Attempts to circumvent the system of private 

browsing will occur from an image taken from the machine's hard drive. 

As the focus of the evaluation is the private browsing feature, considering that 

the user does not adopt other security tools or techniques that can cause some influence 

in navigation as an example of such influence, (Casey & Stellatos, 2008) considers the 

impacts on forensic evaluation caused by the adoption of cryptographic methods. 

Given the circumstances, (Casey & Stellatos, 2008) points out that forensic analysts 

should consider performing live system forensic when possible in systems where FDE 

(Full Disk Encryption) is applied. 
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Forensic analysis of browsers: One can consider the specific objects such as 

files and data structures or characteristics of each of them or execute a browser-

separable forensic examination of the entire file system searching for important data. 

In (Oh , et al., 2011) are proposed a new tool for forensic analysis in the browser 

presenting a list of browser structures, such as history, cookies, download lists, 

bookmarks, cache, and index.dat file that could be targeted. Also, they propose a 

method to get a record of search engines used in the browsers using signatures. 

This research focuses on searching the fragments of data from which images 

or text that brings information about visited pages can be restored. The specific 

analysis of files used by browsers such as history, cookies, cache, and certificates was 

not considered. This analysis of those characteristics can be found in (Aggarwal , et 

al., 2010), (Oh , et al., 2011), and (Mahendrakar, et al., 2010). 

Today, many schools and universities recommend usingvate browsing in their 

labs (University of Michigan, 2018) (Wake Forest University School of Business, 

2018). The use of the private mode gives a false sense of security, leaving people even 

more vulnerable. 

Non-technical issues often increase the lack of Information security. Certainly, 

several security incidents start in the excessive confidence that software and hardware 

would not fail. 

The social process of confidence turns security breach in the private mode 

function of browsers a severe problem. Logically, the information provided by the 

developer is considered usually not questioned or simply accepted as true. 

- Can privacy be guaranteed when the browsers are used “in-private mode” or 

“incognito mode”? 
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As mentioned earlier, trust is a social process that may, at some point, be 

abused.  

From this concept, we can derive issues on technology, process quality, 

environments and people that need to protect sensitive information. The complexity 

and connectivity of critical infrastructure systems grow; the risk of cybersecurity fails.  

 

3.3. Author’s Contributions to Privacy 

For the study, the collected vendors’ promises on private browsing and 

exploring aspects of the user’s privacy.  

This paper summarizes the following: 

 Turning Public the private navigation at The Seventh International 

Conference On Forensic Computer Science - Icofcs 2012, Brasilia, 

Brasil (Ruiz, et al., 2012); 

 Opening the “ Private Browsing “ Data – Acquiring Evidence of 

Browsing Activities at Proceedings of the International Conference on 

Information Security and Cyber Forensics, 2014 Kuala Terengganu, 

Malaysia (Ruiz, et al., 2014); 

 Overconfidence: Personal Behaviors Regarding Privacy that Allows the 

Leakage of Informations in Private Browsing Mode at International 

Journal of Cyber-Security and Digital Forensics (IJCSDF), 2015 (Ruiz, 

et al., 2015); 

 Privacy in The First Line of the First Code, Science Magazine, 2020 

(Ruiz, et al., 2020); 
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The privacy issue on the internet is challenging to solve because privacy is not 

about software tools. It depends on attitude change.  

This change in attitude is the cornerstone to achieve the desired privacy. When 

seeking anonymity or privacy on the internet, the principle goes beyond the use of 

technological tools. People when browsing on the internet is subject to the following 

elements that can monitor their habits and customs: Internet service provider, LAN 

administrator, operating system, and other software on the computer and sites visited: 

Software is always subject to failure by incorrect coding. Developers often 

include telemetry routines that sometimes can be sent user data to the developer 

without user consent. A malicious developer may use this information in an abusive 

manner or even sell it to interested third parties. Thus, access monitoring is a 

mandatory activity to establish consumer habits and geographic users' locations. 

Bandits and law enforcement exploit system failures simultaneously. By user 

is important to verify the functionality of such a feature, if available implementations 

provide the degree of confidentiality promised, or if there are flaws that allow the 

retrieval of online activity data. 

This study executes two different tests. In the first batch, four different sets of 

actions were performed on the browsers Internet Explorer (Microsoft, 2014), Firefox 

(Mozilla Contribuitors, 2014), Google Chrome (Google Inc., 2014) and Safari (Apple 

Inc., 2014). 

Internet Explorer browser was tested on bare metal hardware with the use of 

four notebooks equipped with Windows 7 Pro SP1. 

For the other tests performed, a standard guest virtual machine was created 

with the operating system Windows 7 Pro - in the host operating system - Windows 7 
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Pro - using the virtualization software Virtual Box (Oracle , 2014). 

An export (snapshot) of the newly installed Windows machine was created, 

considering the possible need to compare the base guest machine with guest machines 

running the different browsers tested. 

The browsers tested were Internet Explorer 10, Firefox 24.0_1, Google Chrome 

30.0.159969M_1  and Safari 5.1.7_1. The guest virtual machine for each browser was 

replicated 4 times, each to be used in the four different tests performed on each 

browser. 

Based on those configurations, the four different sets of actions were applied 

for each browser in private browsing mode: 

The second test batch waspplied one set of actions, represented by Test S, for 

the browsers TOR Browser Windows 3.6.6 (Tor Project, 2014) and Safari 6.0.3 

(8536.28.10). 

The TOR browser test was escorting on a guest operating system Windows 7 

Pro SP1 running over a Virtual Box (Oracle , 2014) virtual machine. 

The Safari test performed on MAC OS Mountain Lion, 10.8.3 running as guest 

on a VMWare (VMmare, 2014) virtual machine. 

For each test executed, the image generated of the virtual machine was 

analysed through the application of the program Strings (Die.net, 2009) found in 

different Linux distributions. This program used for the search of strings inside the 

virtual machine images that could present relation to the webpage visited. 

The images of the virtual machines are also analysed to search graphic files 

associated with the visited web page through the Foremost programs (Kornblum, et 

al., 2002), a renowned forensic tool for extraction of files - "data carving" - of different 
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formats. 

A study about data analysis inside the Windows pagefile (Lee , et al., 2007) 

points out that for data extraction the two approaches represented by both tools (Strings 

and Foremost) have differences but are considered standard inside the forensic analysis 

field. About the process of file carving, one can generalize the method as: 

“By using a database of headers and footers (essentially, strings of bytes at 

predictable offsets) for specific file types, file carvers can retrieve files from raw disk 

images, regardless of the type of filesystem on the disk image.” (Richard III & 

Roussev, 2005) 

Foremost tool works as follows: It reads a block of data - memory, disk or files 

- and looks for signatures (headers or footers) related to files of well-known formats. 

The existence of many known problems associated with the use of tools aiming for 

"data carving”, for example, limitations to the treatment of non-contiguous data. Thus, 

it is possible for an image whose sequence of bytes is dispersed to not be fully 

recovered, despite its possible existence in the data analysis block. 

It is also possible to measure its acceptance and support in the digital forensic 

community about the Foremost software through the analysis of many studies where 

it was applied. In (Vaughan, 2004) the discussion is about the use of Foremost could 

speed up the carving of data of XBOX executable files (“xbe” type).  

Forensic techniques for mobile Windows phone analysis are discussed by 

(Grispos, et al., 2011) that compares the carving performance of the data carving 

programs Scalpel, Foremost, Simple File Carver and Phone Image Carver. 

Comparing file carvers (Courrejou & L. Garfinkel, 2011) chooses the following 

tools: Foremost, Scalpel, PhotoRec, and Adroit, concluding that the best approach is 
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to use many tools to explore the strong points of each one.  

As any forensic evidence that could potentially be used in a court of law, 

“…open source tools may more clearly and comprehensively meet the guideline 

requirements than would closed source tools.” (Carrier, 2002) 

The WinHex tool (X-Ways Software Technology AG, 2014) was also used to 

search for keywords found in the navigated webpage. 

A random selection was made, aiming to simulate an actual visit to any website 

available on the internet, and the sites chosen for the experiment were (Discovery 

Channel, 2012) and (History Channel, 2014). Since some site information is 

proprietary, the figures recovered during the test will be only partially reproduced in 

the present work.  

First Batch of Tests – Four Different Set of Actions as describes in Table 3. 

Table 3: Test Types 

Test Type Action 

S (Shutdown) 

Include visiting a web site available on the 

internet, making operations to interact with the site, 

finishing the browser's execution correctly, and 

generating the virtual machine image for analysis. 

This test is the most favorable for both the operating 

system and the browser because the user follows the 

steps expected for the shutdown of the machine. 

F (Freeze) 
It consists of visiting a web site available on 

the internet, making operations to interact with the 
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site and with the browser still active, generating the 

virtual machine image for analysis. 

K (Kill process) 

Incorporate visiting a web site available on 

the internet, making operations to interact with the 

site, requesting that the operating system interrupt 

the browser execution and generate the virtual 

machine image for analysis. 

P (Power down) 

Involve visiting a web site available on the 

internet, making operations to interact with the site, 

and requesting the virtualizer to turn off the virtual 

machine - simulating a power outage - generating the 

virtual machine image for analysis. 

 
The results obtained for the Safari browser tests are grouped in Table 4. The 

result can be Yes when data is found, No when data was not found, and n/a when the 

test is cannot be applied: 
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Table 4 - In private mode test results. 

 

 Recovery 

 

F Test 

 

K Test 

 

P Test 

 

S Test 

Browser 

 

Page 

address 

Yes Yes Yes Yes Safari 

Yes Yes Yes Yes Firefox 

Yes Yes Yes Yes Chrome 

n/a n/a n/a Yes 

Tor 

Browse 

n/a n/a n/a Yes 

Chrome/A

ndroid 4.0.3 

Yes Yes No Yes IE10 

 

Picture 

No Yes Yes Yes Safari 

No Yes Yes Yes Firefox 

No Yes Yes Yes Chrome 

n/a n/a n/a Yes 

Tor 

Browse 

n/a n/a n/a Yes 

Chrome/A

ndroid 4.0.3 

No No Yes No IE10 

 

After the tests using the proposed method, we can return to the issues that gave 

rise to the current chapter. Can the data acquisition method used for testing be 
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considered efficient for evaluating privacy aspects? The answer is yes, and the method 

is being used and cited by other authors. Can privacy be guaranteed when the browsers 

are used in private mode? The answer is, not according to the results presented in Table 

4. A sample can be found in Figure 2 and Figure 3. 

In this context, we can discuss two possibilities of responsibility: the effects of 

the operating system in private mode browsing and the functionality itself in the 

browsers. Inside the first case, the software is constructed upon the working device 

abstraction layers, and numerous functions and device calls required for browsers are 

imported from the operational device itself. In this way, memory control and i/o 

operations are below the operational gadget domain, disposing of the browser's power 

to determine what ought to be recorded and wherein on. Without complete 

manipulation of these moves, the browser depends on the os to hold the consumer’s 

privacy. 

Inside the second case, the browser's area, the developer creates an expectation 

of privacy in users after they claim that their software program has functions that might 

prevent others from reconstructing the stairs the users took all through their online 

activities. For example, Firefox and tor package browsers rely upon unique features to 

the home windows working machine. 

But, with the opportunity of user's privacy loss, as shown in the effects accrued 

on this work, the builders' statements about the insurance of consumer’s privacy appear 

misleading and, consequently, can induce the users to mistakes.  

Then again, in the IE, chrome, and safari browsers, builders are the same 

builders of the operational system. Because of this, the builders have a situation to 

control and change the machine conduct. However, what we see is a situation just like 
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that included in the preceding paragraph. Even in favorable conditions, browsers 

conduct is equal, leaving residues that would allow a few forms of the identity of 

customers' web browsing habits. The present research about private mode browser 

functionality demonstrates that "in-private" or "Incognito" navigation is not sufficient 

to guarantee users' privacy when tested with the proposed method and boundary 

conditions.  

The method used to collect and analyze the data is valid to evaluate the 

implementation aspects of private browsing. It permits the build of a privacy model 

that supported the discussions and elucidated the key elements analysed that ultimately 

presented problems in implementing various browsers' private-browsing functions and 

operational systems' resources. 

Concluding, it is possible to verify that all browsers tested presented flaws in 

their private browsing mode. 

Those flaws permit data that remain available in the system and expose not 

only the identification of pages visited but, in some cases, also allows to partially or 

rebuild them. 

Vendors promise to leave no traces of the navigation activities of users. This 

work shows that privacy, as advertised, is not provided. 

As a final recommendation, this research suggests the developers explicitly 

alert the users about the limitations of the private browsing functionality 

implementation. “We need to teach about privacy importance since the first day of 

class.” (Ruiz, et al., 2020) 
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Figure 2 - Discovery Channel web page accessed with Windows Edge in private mode navigation. 

 

Figure 3 - Data recovered after a system reboot. All data on the Discovery Channel web page was 

recovered. 
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3.4. Summary 

The concept of privacy is very new in humankind's history, and it is becoming 

more and more relevant the more significant the society and group where the person 

lives. A different culture is having other concepts of what needs to be private. In Brazil, 

the government provides the full name and salary of your public servant on the 

internet. But commercial transactions is more private than the US that show the full 

history of property transactions and recommend that your citizens hide their social 

security number. 

Typically an unfaithful husband needs to be their affair. A cheating husband 

needs to hide his unfaithfulness from his wife, but he feels a strident need to tell his 

friends about his adventures. Bragging about your affairs to your friends can be more 

pleasurable than your relationship with your lover. 

This chapter intended to show how we can lose our privacy and sensitive data 

on the internet with false vendor promises and wrong orientations. Also, this chapter 

explores test software issues and the relation between teaching and harmful software 

developed. 
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4. Encryption 

4.1. Introduction 

Relevant aspects of protecting secrets include cryptography algorithms, 

software application, and Attitude. 

Cryptography algorithms - The algorithms are based on math and expend much 

effort to be attacked. Advanced Encryption Standard (AES) is an example of 

cryptography algorithms. 

Software Application – Software allows users to use various algorithms. 

Samples of software are Symantec Encryption Desktop (SED), Truecrypt, Veracrypt, 

Ciphershed, Microsoft Bitlocker, and Bitdefender Total Security 2015 File Encryption. 

Attitude – Individuals want to guarantee confidentiality, integrity, and 

availability. On the other hand, they are responsible for their actions, and they must 

follow the security policies not to weaken the information security. 

This work present methods to bypass famous cryptographic programs to gain 

access to private data. Possible scenarios will be presented, and the origins of the 

failures are discussed. 

 

4.2. Literature Review About Encryption 

A survey conducted by Insight Express and Cisco (CISCO, 2014) keen out 

what Information professionals observe about corporations’ data loss incidents and 

reply why we need to protect our secrets: 

“70% of IT professionals believe unauthorized programs resulted in as many 

as half of their companies‘ data loss incidents.” (CISCO, 2014) 
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“44% of employees share work devices with others without supervision” 

(CISCO, 2014) 

“39% of IT professionals said they have dealt with an employee accessing 

unauthorized parts of a company’s network or facility.” (CISCO, 2014) 

“46% of employees admitted to transferring files between work and personal 

computers when working from home.” (CISCO, 2014) 

“18% of employees share passwords with co-workers. That rate jumps to 25% 

in China, India, and Italy”. (CISCO, 2014) 

Furthermore, creators often exaggerate with promises ensuring highly efficient 

protection, perhaps outside real security. Underneath certain conditions, this assurance 

can hide threats. Some faults are difficult to detect, such as enabling revoked users in 

cryptosystems.  

“Investigators in the United States and Europe say they have spent almost a 

year pursuing the case involving attacks on computer systems serving the American 

military, NASA- National Aeronautics and Space Administration and research 

laboratories.” (The New York Times, 2005). 

The 2011 CWE/SANS Top 25 Most Dangerous Software Errors is a list of the 

most widespread and critical errors that can lead to severe software vulnerabilities 

(Christey, 2011). Frequently permit attackers to completely take software control, steal 

data, or prejudice the correct software work. This work focus to explore Incorrect 

Authorization and Authorization Bypass Through User-Controlled Key - CWE 639 

(Christey, 2011). 

Both agencies and governments are difficulties with such infiltration. Crook 

groups are allocating their representatives in strategic positions for the motive of 
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illicitly acquiring valuable interior information. Criminals pass so far as to sponsor 

people in their research to fulfill this aim. (G1, 2013) 

A survey by the Ponemon institute presents thrilling and alarming records on 

the harm brought about to companies. The theft of a pc can value as much as $ one 

hundred fifteen,000 in strategic statistics loss. The same survey suggests that the 

encryption notably reduces the robbery's price: while the theft of a system with 

unencrypted HD fees $US  56,165, one that becomes encrypted offers the lack of u. S. 

$ 37. (Moreira, 2009). 

A document in Computerworld mag's internet site has attracted attention by 

citing actual instances of its specialists thoroughly placed in huge and authentic 

agencies, using their positions of belief to dedicate crimes. This record also affords 

studies, which suggests that one in three it; specialists’ secret agent systems of the 

organization and his colleagues, accessing statistics inclusive of contracts, wages, 

emails, and other strategic data. (COMPUTERWORLD, 2007). 

Encrypting documents is an ancient need and has been widely used by all 

armies since the beginning of the great civilizations and certainly since the first 

children who wanted to communicate without their parents' interference. 

A constant concern to increase the complexity of encryption algorithms has 

been moving researchers and the industry ever since; a historically recent example that 

has affected our lifestyle until today was the enigmatic machine's ingenuity, widely 

used in the Second World War by the Nazis.  

Cryptography is an area studied as a two-way road. If, on the one hand, more 

and more efficiency is sought to protect the information, the same intent of resources 

is used in the study of breaking these codes because the opponent also hides his 
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information in an endless battle. 

Enigma's base code had already been broken by three Polish researchers 

(Baker, 2018) Marian Rejewski (NSA, 2014), Jerzy Różycki (Tytus, s.d.) and Henryk 

Zygalski (Tytus, s.d.) as early as 1933 and served as the basis for Alan Turing's studies. 

As important as mathematics, it was espionage techniques (DW, 2015) and the 

human factor that helped overcome the Nazi Enigma. This work follows this line of 

reasoning in the quest to overcome modern cryptographic programs, leaving 

mathematics to mathematicians. This study uses software implementation failures and 

characteristics of human behavior to gain access to information protected by 

cryptography. This work looks for methods and techniques to bypass de key and does 

not intend to break the cryptographic algorithm explained by  (KNUDSEN, 1999). 

Others author describes a variety of attack scenarios.  

In (Thomas, 2003)  he classifies the possible attacks attempts based on the data 

that an attacker can procure: Ciphertext-only attack; Know plaintext attack; Adaptively 

chosen-plaintext attack; Chosen ciphertext attacks, also (Thomas, 2003)  divides 

possible attacks into two categories: Practical attacks and Theoretical attacks, that 

focus on the mathematical aspects of the chosen cypher algorithms. Besides (Thomas, 

2003) presents the attack tree, a structure that describes system security using different 

attack possibilities as parameters.  

Under  (KNUDSEN, 1999) and (Thomas, 2003) classification system, 

proposed attack 1.3 would be a ciphertext-only and practical instead of theoretical. 

This work methodology is based on this attack type. 

To (GALLIANO, 1979),  P.6, the method is the "set of steps, neatly arranged, 

to be overcome in the search for truth, in the study of a science or to achieve a 
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particular purpose”. 

According (Delamaro, et al., 2007) software testing is to show the presence of 

defects if they exist 

As the focus is to evaluate the functionality of password protection of a 

Truecrypt container, other aspects such as the type of encryption used and the use of 

full protection of the disk will not be addressed in this work. 

Record in this container some information that only you know and change the 

password of the container to a complex password of your choosing, and resubmit the 

container for us. This test is limited to the first 6 valid received files. The following 

procedure was applied to the received containers. 

When the trainee configures the Truecrypt or similar software to an executive, 

politician, general, or researcher, installing the software with the password “123” all 

of these persons are inducted to change the password and type a “Strong Password”. 

This procedure is standard and puts the power of billions of dollars in the hands of the 

trainee (IT Services, The University of Manchester,, 2014) (University of Exeter, 

2014) (Wake Forest University, 2014). The way to gain access to the new data with the 

old password is to change values in the reader of the container file mixing old and new 

files. (Ruiz, et al., 2014) 

A large Brazilian oil company reported that the theft of equipment containing 

sensitive information about the discovery of new oil wells affected the value of its 

shares negotiated on the stock market (G1, 2013). 

Software testing ( E. DENNING, 1987) declares that major systems have 

vulnerabilities.  
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4.3. Author’s Contributions to Encryption 

Another point investigated was the use of cryptographic software as detailed in 

the papers: 

 Security Issue on Cloned TrueCrypt Containers and Backup Headers, 

The International Conference on Cyber-Crime Investigation and 

Cybersecurity (ICCICS2014), 2014, Kuala Lumpur, Malaysia  (Ruiz, 

et al., 2014); 

 Corrosive Secrecy And Confidence: The Paradox Among Bypassing 

Cryptographic Software, Cybersecurity Review Magazine, 2016 (Ruiz 

& Winter, 2016); 

 Lazarus: Data Leakage with PGP and Resurrection of the Revoked 

User, Journal of Cybersecurity and Mobility, 2016 (Ruiz & Winter, 

2016). 

4.3.1. Truecrypt 

In (Ruiz, et al., 2014), (Ruiz & Winter, 2016) and (Ruiz & Winter, 2016) was 

demonstrated how it is possible to verify that attackers can gain full access to the 

encrypted files enabling revoked credentials. A wide range of cryptographic software 

is tested. Truecrypt (Foundation, 2013), Veracrypt (IDRIX, 2018), Ghostcrypt 

(Ghostcrypt , 2018) and PGP Symantec Encryption Desktop (Symantec, n.d.). 

All Truecrypt deviants provide a unique password that permits access to data 

by the user.  The problem is that it doesn’t matter how many times the user changes 

the password. All of them always will open the container and exposes the data. 
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Worldwide famous and with much acceptance among IT professionals, this 

open-source software is used by individuals, governmental and companies.  

The development of TrueCrypt was ended in May 2014. A strange fact is that 

all the material of Truecrypt was excluded, including the Wayback Machine. But is 

still in use around the word with a lot of forks versions. Figure 4 is showing the 

Truecrypt screen. 

 

Figure 4 Truecrypt screen to generate encrypted volume. 

 

In the same way in other output (Winter & Ruiz, 2016) the method is similar 

to explore the case BitLocker that was the weakening of the security system with a 

weaker recovery password equal regardless of the change of container password. 

While the situation of Bit Defender Total Encryption 2015 is a little different. The use 

of misconceptions affects the security of customer information that believe in the 

reputation of the company. We merged two encrypted containers and opened the 

resulting container with the password used in creation. This is possible because when 

we create a container, the original password acts as a master key for all other container 
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versions regardless of the password change. Also, the software allows the 

implementation of different parts to be joined without checking the integrity of the 

container. 

To gain assess the data is needed two files; the first file is empty with password 

123; this original header was saved and later merged to the TrueCrypt container after 

it went through the password change. 

To manipulate the files we applied the following code written in Perl. 

 
#! / usr / bin / perl 

#cut.pl 

file1 = $ $ argv [0]; 

$ file2 = $ ARGV [1]; 

$ source = $ ARGV [2]; 

$ size = $ ARGV [3]; 

open (FILE, "$ file1"); 

binmode FILE; 

open (QRA, "> $ file2"); 

binmode QRA; 

seek ARQ, $ origin, 1; 

read ARQ, $ buffer, $ size; 

QRA print $ buffer; 

close (FILE); 

close (QRA); 

 
REM Extract header from D0 to H0 

perl cut.pl original_file H0 0512 

Resulting file: 163ed3c23f65cadab78c409ef8bb2f5b 

 

REM Extract data from D1 to OD1 

perl cut.pl file_with_data_and_new_password OD1 512 

299008 

Resulting file: 96e0fbef4764293681f814b1c2fb00a1 

 

REM UNION H0 + OD1 INTO ND1 

type H0> new_file_merged 

type OD1 new_file_merged >> 

Resulting file: 875a17624f0760af55c4e8bf89b08fec 

 
The result was the ability to open both files using the old password. Access to 

new data was allowed using the password stored in the old file header. The user can 
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change the password infinite times, and the old password will still open the new files. 

4.3.2. Bitlocker and BitDefender Total Encryption 

 
Microsoft Bitlocker was enhanced for Windows 7 and available in Ultimate 

and Enterprise editions. BitLocker protects documents and passwords by encrypting 

full Windows drive on where your data is. When BitLocker is enabled, any file saved 

on drive is encrypted automatically, according to Microsoft.  

BitLocker To Go – is a feature in Windows 7, allows blocking USB flash drives 

and external hard drives. 

Bitdefender is a Romania-based Software Company offer the BitDefender 

Total Encryption 2015 to create a secure and encrypted environment according to the 

vendor using the logical representation of a file extension BVD (BitDefender Virtual 

Drive). Figure 5 shows the screen of Vile Vault creation in BitDefender. 
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Figure 5 Bit Defender Total Encryption 

 
Truecrypt forks and BitDefender having different designs in their files, but the 

same principle. Figure 6 as showing a file comparison of BitDefender 2 files. At the 

top, a file was created with the password 123456789 and having no files encrypted. At 

the bottom, we have the same file with data encrypted inside and a new password. 

Figure 7 shows the encrypted data exposed after the bypassing. 

 

 
Figure 6 - BitDefender footers file comparison. In the top empty file with the password 123456789 

and at bottom encrypted data with another password. 
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Figure 7 - The figure shows an encrypted data was exposed by using the method with a deprecated 

password. 

 

 
BitDefender Test has created a BVD file named. The file had its password 

changed to 987654321 and added text file with sensitive information Bit02.bvd. After 

these steps, we have two files with different passwords and content.  

It was merging the known password Bit01.bvd with data session Bit02.bvd file 

resulting in a third Bit01_Frankestein.bvd file. As a result, it was possible to having 

access to the data of Bit02.bvd with password Bit01.bvd Figure 7. 

This technic permits the owner of any later release of Bit02.bvd file, and the 

password used in the creation of Bit01.bvd will have access to the encrypted file 

content. 
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In the cybersecurity, according are "Ten Immutable Laws of Security" 

according (Microsoft Corp., s.d.) and some of these laws can be discussed.  

“Law #1: If a bad guy can persuade you to run his program on your computer, 

it's not solely your computer anymore”; 

“Law #2: If a bad guy can alter the operating system on your computer, it's not 

your computer anymore”; 

“Law #3: If a bad guy has unrestricted physical access to your computer, it's 

not your computer anymore”; 

“Law #4: If you allow a bad guy to run active content on your website, it's not 

your website any more”; 

“Law #5: Weak passwords trump strong security”; 

“Law #6: A computer is only as secure as the administrator is trustworthy”; 

“Law #7: Encrypted data is only as secure as its decryption key”; 

“Law #8: An out-of-date antimalware scanner is only marginally better than no 

scanner at all”; 

“Law #9: Absolute anonymity is not practically achievable, online or offline”; 

“Law #10: Technology is not a panacea”. 

Microsoft BitLocker was the flagging off the security system with a feebler 

recovery password equal regardless of the change of password. This is inconsistent to 

Law #7 because a weakened password gives a higher probability of success to an 

attacker. Likewise, we can detect the additional time when Law #5 was cracked 

because developers intentionally create a much weaker recovery key (section 6). 

Similar state occurred Security weaknesses LM hash (Sanders, 2010), when the 
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weakening password enabled attacks with great effectiveness with breakable 

protection. BusinessWeek in January 2011 shows among other information that about 

30% of help desk calls refer to resetting keywords (Bloomberg Business, 2011). 

Encryption software is deployed insecurely. The main differences between the 

information presented during the process of sale and security of the product concerning 

what the user will receive. The management of identities and passwords is not secure. 

Microsoft created its “Ten Immutable Laws of Security” to clarify users of the need to 

take care of information security. When we compare “Ten Immutable Laws of 

Security” with BitLocker, does Microsoft advertising hurt some of its laws? 

4.3.3. PGP Symantec Encryption Desktop SED  

The PGP Symantec Encryption Desktop SED (Symantec Corporation, 2015) 

remained chosen in this investigation the following motives:   

 The SED is founded on PGP, which is well known and has high 

reliability and security; 

 The Symantec developed SED to ease multi-user collaborative work; 

 The SED creates a secure virtual encoded drive as a simple logical drive 

f:\ or a flash drive. Access control of this file with PGP to manage 

cryptographic keys is a secure protection method.      

 

SED file has two parts: header and data unit. The header section has severe 

difficulties because this enables the mixing of different file versions and permit to gain 

access to a new file version. The reader store all passwords for all users and it is the 

vulnerability exploited. 

This software permits that the company creates workgroups that can access the 
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container at the same time. Each user has a credential linked with the PGP account. An 

administrator can include and revoke any user. In (Ruiz & Winter, 2016)  I describe 

the resurrection of the user revoked by the system and show a diagram of steps to gain 

access with a risen user using different versions of the container. The same paper shows 

all codes to reproduce this situation and propose the scenario attack. The representation 

of the method is presented in Figure 8 when as possible, to see the creation of 

Frankensfile Figure 8, reference to Marry Shelley novels, Frankenstein. With parts of 

an old file addicted to an actual file, we can open the data with old credentials. 

 
Figure 8 - Visual representation of a method to use deleted user to having access to actual 

encrypted data with PGP. 

This software as used by NASA and after our contact the vendor as opened a 

security case to fix the problem with the number SSG15-044.  

To Forbes (Greenberg , 2010), Symantec paid $300Million for PGP 

technology. Symantec Company was notified about this research by protocol SSG15-

044. National Aeronautics and Space Administration (NASA, 2012) uses the encode 

system of Symantec PGP Figure 9 and also be notified, (Corbin, 2016), mentions that 

compliance is not the only way to ensure the security of systems. 
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Figure 9 - NASA screenshot with instructions about use PGP file encryption. 

Symantec Company becomes a world leader in the cybersecurity market, and 

its systems are used in thousands of government agencies, businesses, and military 

(Ellacott, 2014). 

Cybersecurity is more complicated than the simple use of cryptographic 

software, and people are living with a wrong logic of security using a vulnerable 

system with an unsafe attitude. 

4.4. Summary 

The purpose of this chapter was to explore failures in credential management 

used in the most famous and prestigious encryption software available in the global 

market.  

Beyond software problems, it is visible problems in the environment, process, 

and people training. Universities define unsafe process sharing passwords of crypto 

containers and induce the researchers and students to create unsafe memories that will 

be used in other kinds of software and processes in their lives.  

Billionaires industry and government secrets are unsafe too when the process 

is transported from the university experiences for companies where university students 

are working and will be future collaborators. 

There is a direct relationship between the way we train our students that directly 
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affects society's whole. And at this point, we are only talking about students from other 

areas and not necessarily from the areas of computer science where the problem is 

even greater. 

For a biochemistry student, the effect of a loss of sensitive data can affect 

himself or his company. Nevertheless, the effects of a computer science student's low 

and inadequate training in the safe use and safe programming techniques can have 

damaging effects in all areas of knowledge. These professionals create the tools used 

by all other areas of society, significantly raising their responsibility. 

This research does not discuss the excellent mathematical algorithms. It 

focuses on identifying and exploring programming flaws in the management of the 

credentials necessary to use these mathematical algorithms. In summary, this work 

does not break into the safe; it simply uses techniques to locate where the user keeps 

the keys. Published articles demonstrate that this has been done with considerable 

success. 
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5. Web Credentials 

5.1. Introduction 

 
The investigation sequence occurs when the internet's standard user uses any 

kind of credentials on the web. Each day, people put their credentials in social media, 

at e-commerce, to buy since flowers, food to vehicles, and company shares in New 

York Stock Exchange and home banking to pay bills and do other bank transactions. 

It is the other technical goal of this research—more than user privacy, more than 

software vulnerability.  

 

5.2. Literature Review About Web Credentials 

The function of credentials, according (Smith, et al., 2020) is “to certify the 

identity and the institutional status (including certain rights) of individuals”. The cyber 

cosmos is very extensive a complex, it is a natural unsafe place to do anything. Play in 

this place needs to observe the entire environment and all parts need to check all safety 

rules to turn it more usable. Blind faith is not a choice.  

On the internet, we have much malware made to get your credentials like 

(Kuraku & Kalla, 2020), normally banking malware is not generic and is made for 

each bank and country. This fact turns more relevant to each bank's responsibility to 

improve the best code and practices to develop their home banking sites. 

 
“The challenge of introducing security in a sensible and 

useful manner can be addressed by considering the contextual 

perspectives”. (Sadok & Bednar, 2015).  

 
In discussing authentication problems, (FU, 2001) presents three categories of 

attack in the first one, called existential forgery, an attacker can forge an authenticator 
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for some unspecified user, which means that he cannot target one specific user. In the 

second class, called selective forgery, a specific user can be targeted. In the third and 

final class, called a total break, an attacker can recover the user key and is, therefore, 

able to build valid authenticators at will. The research discussed herein points to the 

existence and importance of attacks targeting authentication data. Also, (OH, 2011) 

analyses a vast class of information about the navigation activities that browsers save 

to disk. 

Incessant assessment of operating systems, browsers, and cryptographic 

programs have disclosures many failures found (AGGARVAL, 2010) and (CARRIER, 

2005). 

"A taxonomy also allows for previous knowledge to be applied to new attacks 

as well as providing a structured way to view such attacks." (HANSMAN, 2004). 

About it (LOUGH, 2001) presents a taxonomy of computer attacks named VERDICT 

acronyms to Verification, Exposure, Randomness, and Deallocation and in the same 

work proposes a new taxonomy based on dimensions: 

The base dimension is applied to categorize the attack based on its vector or 

closest class if there is no specific vector. 

The second dimension is applied to categorize the attack based on its target. 

The third dimension is applied to categorize the attack based on the 

vulnerabilities and exploits. 

The fourth dimension is applied to categorize the attack based on payloads and 

secondary effects. Episodes can focus on information acquisition for further attacks. 

Also, inside the third dimension, (HOWARD, 1997) presents password 

vulnerabilities categories and in the same topic, (HOWARD, 2010) presents the 
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vulnerability called “Failure to protect stored data”, (SEACORD, 2005) presents the 

CERT taxonomy for user interface and others implementations vulnerabilities. While 

(SOOD, 2006) explores malware taxonomy. 

About cookies (KHU-SMITH, 2002) describes Malicious application 

deployment through cookies. Confidentiality of data stored and monitoring user´s 

browsing habits through cookies. 

Discussing authentication issues (FU, 2001) shows three categories that an 

attacker could achieve. In the first one, called existential forgery, an attacker can forge 

an authenticator for some unspecified user, which means that he cannot target one 

specific user. In the second class, called selective forgery, a specific user can be 

targeted, Besides, (OH, 2011) analyses navigation activities that browsers on non-

volatile memory. 

Client-side credential management is the focus of this research.  Diverse from 

presented in (OH, 2011), this work focus only on the analysis of authentication data 

found on a hard disk. 

Data carving is how this study deep dive for bypass banking credential 

management system and it can be generalized as: 

“By using a database of headers and footers (essentially, strings of bytes at 

predictable offsets) for specific file types, file carvers can retrieve files from raw disk 

images, regardless of the type of file system on the disk image.” (RICHARD III, 2005) 

“…open source tools may more clearly and comprehensively meet the guideline 

requirements than would closed source tools.” (CARRIER, 2002)  

To (Nelson & Jeske, 2013) a third part software helping web browser to encrypt 

data is a solution to protect bank transactions on WEB, however, in Brazil, a similar 
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method was used by Caixa Econômica Federal (Caixa Econômica Federal, s.d.), a 

Brazilian bank that use a third party software to protect bank transactions on the web. 

This study bypassed this system because while the system was concerned with strongly 

encrypting the key transmitted over the web, it forgot that the browser recorded the 

key in clear text on the victim's computer. 

Today some big companies like Google, Microsoft, LinkedIn, Facebook, and 

many others have offered the service to provide authentication (Google, s.d.). This 

kind of service is used in an attempt to disclaim the responsibility for maintaining and 

storing user credentials using the name and credibility of an internet giant. But this 

method succumbs to the one proposed in this work where some of these companies 

have been tested and failed. 

While works like this thesis point out flaws and look for a common source of 

software quality problems and propose a general solution to increase security, other 

works attack the effects like an acetylsalicylic acid acting on the impact. In this case, 

the solution presented is to turn more and more difficult for users to get access to your 

bank account and other services. In some cases, banks request the user to have a cell 

phone to run an app to provide temporary codes and memorize three different 

passwords (Boonkrong, 2017).  

When looking for WEB credentials, most studies are focused on how browsers 

store users and passwords for the sites where these users browse. It is necessary to 

make it clear that the research that this thesis is about has nothing to do with this 

specific and widely studied situation. 

While authors (Ahmad, et al., 2015) compile studies towards the standard 

password storage provided and consciously managed by browsers, this thesis is based 
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on the unknown and unconscious storage produced as a waste of processes poorly 

conceived by the programmers of the operating system, browser, and the page visited. 

 

5.3. Author’s Contributions to Web Credentials 

 
This chapter is based on one article: 

 The Leakage of Passwords From Home Banking Sites: A Threat to 

Global Cybersecurity? At Journal of Payments Strategy & Systems, 

2017. (Ruiz, et al., 2017) 

 
When all standard user is affected, the bulk gains global proportions. The 

research focuses on treating user login information (usernames and passwords) by 

major websites that provide services such as search, home banking, e-mail and e-

commerce to provide important details about how sites manage their users’ passwords 

at the client-side (Ruiz, et al., 2017). Many different bank and retail websites have 

been tested and found to be vulnerable to password leakage.  

This research (Ruiz, et al., 2017) explores the third class (OH, 2011), 

generating signatures for the visited websites and show how credentials are found as 

clear text in non-volatile memory. These signatures permit that it makes it possible to 

find the usernames, bank accounts, e-mails, and password for the cataloged websites. 

(Ruiz, et al., 2017) 

When the site failed to hide its login data, it was possible to extract the 

password. This occurred with all browsers tested, which means that Gmail, Amazon, 

eBay, Santander, Hotmail, Caixa, and Citi bank websites showed the same 

vulnerability. (Ruiz, et al., 2017) 



67 

 

This research produced a signature database that permits recovery of the entire 

credentials of home banking, e-commerce, social media, e-mails, and government and 

military web-based systems around the world. 

Figure 10 shows the user's password as clear “SENHACITI” equivalent to 

“PASSWORDCITI” in English. The method to discover the signatures consists of 

access to the website and a known user and password. And find this keyword in the 

machine. When we found the keyword, we can analyze the key to establish a signature. 

It permits locate unknown credentials when you have access to any machine that the 

victim was used the target website. In a real experiment, I can able to get access to my 

sister Santander bank account and transfer one dollar to my account for the good of 

science. She was received instructions to make secure transactions after this and give 

me the dollar as a donation. 

In Figure 11 as seeing Gmail4 full opened credentials. Suppose the company 

that is a model for all in internet stuff have this kind of security problem. How is it 

possible to expect security from small and medium-sized companies and even from 

governments? 

 

                                                 
4 Gmail. 
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Figure 10 - Citi bank home banking 
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Figure 11 - Gmail full opened credentials. 

Some relevant national Army and Law enforcement agencies are tested and fail 

too. It is not safe and fair to list these agencies for the nationals and me, but it is 

important that all of them provide revision and test in their systems. 
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Table 5, the present research focuses on the treatment of credentials by relevant 

websites such as search, home banking, e-mail, and e-commerce. Table 5 was based 

on the UK Standard Industrial Classification (UK SIC) Codes (Office for National 

Statistics UK, 2016) 

 

Table 5 - Tested sites. 

Domain Economic Activity 

gmail.com Information and communication 

hotmail.com Information and communication 

yahoo.com Information and communication 

amazon.com Retail trade 

paypal.com Financial and insurance activities 

ebay.com Retail trade 

santander.com.br Financial and insurance activities 

walmart.com.br Retail trade 

bradesco.com.br Financial and insurance activities 

citibank.com.br Financial and insurance activities 

citibank.com Financial and insurance activities 

jpmorgan.chase.com Financial and insurance activities 

particulares.gruposantander.es Financial and insurance activities 

 

The results showing interesting vision about how those sites manage their user's 

credentials on the client-side. Many different websites have been tested, and it are 

possible to leakage of passwords—this worklist just some samples. 

About private browsing (Ruiz, et al., 2014) apply signatures and string 

matching to extract data related to visited websites after in private navigation. 
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What happens if a notebook is stolen? 

Also, consider this basic HTML form: 

 

How easy is to gain access to user credentials? All tests setups are summarized 

in Table 6. To find answers this study were performed seven different testes in some 

browsers: Internet Explorer 10, Firefox 24.0_1, Google Chrome 30.0.159969M_1, 

Safari 5.1.7_1, Opera 27.0.16.89.69, Robot 4.0.3 and Tor Browser 4.0.4. 

HTML code 

 <form method="POST" action=""> 

    <br>User : <input type="text" name="user" size="20"> 

    <br>Password: <input type="password" name="password" size="20"> 

    <br><input type="submit"> 

</form>      
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Table 6 Setup test 

Test name Description Sites Tested 

A Consists, on a virtual machine with Safari 

5.1.7_1 installed, to access and sign in 

gmail.com, hotmail.com, yahoo.com, 

amazon.com, paypal.com, ebay.com, 

santander.com.br, walmart.com.br 

and caixa.com.br 

F Consists, on a virtual machine with Firefox 

24.0_1, installed, to access and sign in 

gmail.com, hotmail.com, yahoo.com, 

amazon.com, paypal.com, ebay.com, 

santander.com.br, walmart.com.br 

and caixa.com.br 

G Consists, on a virtual machine with Google 

Chrome 30.0.159969M_1 installed, to access 

and sign in 

gmail.com, hotmail.com, yahoo.com, 

amazon.com, paypal.com, ebay.com, 

santander.com.br, walmart.com.br 

and caixa.com.br 

M Consists, on a real machine with Internet 

Explorer 10 installed, to access and sign in 

gmail.com, hotmail.com, yahoo.com, 

amazon.com, paypal.com, ebay.com, 

santander.com.br, walmart.com.br 

and caixa.com.br 

AC Consists, on a virtual machine with Android 

4.0.3 and web browser Robot installed, to 

access and sign in 

gmail.com, hotmail.com, yahoo.com, 

amazon.com, paypal.com, ebay.com, 

santander.com.br, walmart.com.br 

and caixa.com.br 

O Consists, on a virtual machine with Opera 

27.0.16.89.69 installed, to access and sign in 

gmail.com, hotmail.com, yahoo.com, 

amazon.com, paypal.com, ebay.com, 

santander.com.br, walmart.com.br 

and caixa.com.br 

T Consists, on a virtual machine with  Tor 

Browser, installed, to access and sign in 

gmail.com, hotmail.com, yahoo.com, 

amazon.com, paypal.com, ebay.com, 

santander.com.br, walmart.com.br 

and caixa.com.br 

 

During the tests, the private browsing function was turned on. Was activated 

Internet Explorer´s “InPrivate”, Firefox´s “Private Browsing”, Chrome´s “Incognito”, 

Safari´s “Private Browsing”, Opera´s “Private Browsing” and Robot “Incognito” 

functions. TOR Browser comes with default private browsing. 

In (CARRIER, 2005) data analysis technique is essential and seeks information 

in byte or sector address of the data unit is called by (CARRIER, 2002) Data Unit 

Viewing. 
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Signatures are the other way to find a data proceeding search with Logical File 

System Level Searching. 

This study chose the Logical File System Level Searching and started looking 

for pardons and creating signatures. 

Forensic tools for data carving (Foremost, s.d.) and (WinHex, s.d.) were used 

to search for information related to credentials. 

To create each signature as seen in Table 7, this research has opened the disk 

with WinHex and a search for a unique and easy identifiable password earlier defined 

and used to logon in to the site tested.  

Table 7 - Signatures 

Web Site Signature to search credentials 

Hotmail login= 

Gmail google.com/ServiceLoginAuth 

Ebay kgct=&userid= 

Santander hdnPluginOK=&txtNome= 

Amazon &mail= 

 

Were also tested many Army and Government sites, and all they leave the 

user´s password as cleartext.  

In Internet Explorer´s case, the following directories and files contained the 

recovered information about authentication: 

\users\user\appdata\local\microsoft\internet Explorer\recovery\last active\ 

\users\usuário\appdata\local\microsoft\windows\temporary internet 

files\low\content.ie5\ 

\Pagefile.sys 

 

It is possible to visualize four levels of responsibility: Operating System, Web 

Browser, Frameworks, and Web developer. 

The OS ought to be modified to use cryptographic features to control the switch 
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memory. 

The Web Browser operations having a conscience about the OS vulnerability 

and need to be modified to protect the user. 

Frameworks must be changed to allow the login and password fields to be 

secured with encryption and to save the user's credentials. 

Most important, web developers need to consider cybersecurity in the First 

Line of code and provide solutions to fix OS, Browser, and Framework problems, 

imputing a secure code into the program.  

 

5.4. Summary 

In this chapter, the side effect most directly applied to the fears of society and 

ordinary citizens was presented. It was explained how an attacker can obtain 

credentials and have access to your bank account, make improper purchases in your 

name, have access to your emails, and recover many other accounts for access to 

various services. 

In more specific and targeted cases, access to specific systems of government, 

companies, and even the military and law enforcement can be done, generating 

irreparable damage for the whole of society. 

A worrying fact was the attitude of the contracted companies, which mostly 

preferred to ignore the fact. This may be due to a standard postponement procedure for 

any image damage. If a bank were to suffer a similar attack, it would resort to the 

insurance system, reimburse the client individually by covering up the case and 

avoiding the expenditure of thousands of pounds to correct the systems, train its staff 

and run the risk of mere vulnerability information leaking to the market. . Denying 
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costs less. 
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6. Security Systems 

6.1. Introduction 

 In 2014 to meet the needs of the Brazilian Army, The Brazil Method (Montes, 

et al., 2014) (SIGE)5.  To provide the Brazilian Army with a national method to 

validate and measure the antimalware efficiency and performance without foreign 

manipulation. 

The Army's anti-malware project received an honourable mention from the 

Brazilian Federal Court of Accounts for the Brazilian State's software purchase 

processes. This work caused interest in innovating in the anti-malware tests that are 

described below: 

When the human body is an inspiration, this research remembered of 

autoimmune diseases to use this concept for the first related time into a cyber cosmos. 

“Autoimmune diseases result from a loss of self-tolerance and the consequent immune 

destruction of host tissues” (Zhao, et al., 1998) pp 1344. Exists some suspects that viral 

infection can induce or aggravate autoimmune diseases (Zhao, et al., 1998).   

To confront this threat, the most famous group of security software is the 

antivirus that was created based on the observation of the human immune system. As 

the evolution of the test methods developed for the Brazilian Army (Montes, et al., 

2014) was created Apoc@lypse Technique.  (Ruiz, et al., 2015) (Winter & Ruiz, 2017) 

(Ruiz, et al., 2016) (Ruiz & Winter, 2015) The technique uses the human body, natural 

virus, and bacteria analogy. It is based on the injection of any DNA fragment of a 

computer virus in benign files, without necessarily interfering with these files' 

                                                 
5 https://www.sige.ita.br/?lang=en 
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functionality. Within the Apoc@lypse Technique can use three forms of viral DNA 

injection in a file: Injection with total replacement of the file contents, injection at the 

beginning of the file, and injection at the end of the file.  

  

 

6.2. Literature Review About Security Systems 

 
“Viruses are the most abundant parasites on Earth” (National Science 

Foundation, 2011)  and to Cohen that defined "computer virus," it is very similar to a 

biological virus. The infection process and the comparison with the similarity with 

biological systems is part of (Filiol, 2005) work that made this deep characterization. 

"Computer Viruses, Artificial Life and Evolution" is a book that describes the 

possibility that computers can simulate life or an artificial life (Ludwig, 1993). Also 

(Ludwig, 1995) introduce the best approach and opens the door to Darwinian evolution 

to a computer virus. For (Gould, et al., 2020) is necessary to trace a parallel with our 

algorithms and biology to the evolution of cybersecurity. 

The treats are faster than protection (Ford, 2004) “While the antivirus industry 

has been steadily improving over the years, it may come as a surprise for some to 

realize that the fundamental technology used for detecting and removing viruses has 

changed very little over time”. 

To (Department Homeland Security, 2009), pp.38 “Malware refers to a broad 

class of attack software or hardware that is loaded on machines, typically without the 

knowledge of the legitimate owner, that compromises the machine to the benefit of an 

adversary”  
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Misuse detection is based on signatures (Mohsen Damshenas, 2013), (Farid 

Daryabar, 2011), and 100,000 new malware were catalogued every day in 2013 

(McAfee Company, 2013), the concept of signature is questionable. Many samples of 

massive damages are in the new ). Stuxnet (Weinberger, 2011) (Langner, 2013), I Love 

You, and many others like a virus that erased data on three-quarters of Saudi Aramco 

computers (Lasiello, 2015).  

In (Tadmor, et al., 2011) statistically reduce of detection when the virus was 

specifically associated with the host, linking the host, injecting its DNA into the host, 

and embodying into the host as a prophage (a viral genome inserted and integrated into 

the DNA of bacteria).  

(Parry, 2012) used a virus called "Lambda", which performs extremely quick 

changes, and can infect a bacterium through a new door. Typically, the lambda virus is 

capable of infecting E. coli cells. 

This research was inspired by biological research of (Zhao, et al., 1998), 

(Tadmor, et al., 2011), and (Parry, 2012) that inspired the tests to explore the antivirus 

systems. 

Security is a protection feeling (Escola Superior de Guerra, 2014). Based on 

the concept; questions may be derived to address information technology and software 

so necessary to environments and systems that need quality and efficiency to safeguard 

critical information. Cyber threats exploit the increasing complexity and connectivity 

of essential systems of infrastructure, putting security at risk. In the context of cyber 

threats, malware is trending in various productive sectors. According to the company's 

report (Check Point Sofware Technologies Ltd, 2014) , almost 84% of the 

organizations surveyed were infected with malware. 
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According to estimates by (Check Point Sofware Technologies Ltd, 2014) experts, 2.2 

unknown malware hits companies once every hour. An anti-malware system gains 

special importance because it represents the last element of defence before an attack is 

consummated, and the cyber virus is similar to biological systems (Filiol, 2005) 

(Ludwig, 1993) (Ludwig, 1995) 

(Nissim, et al., 2014) provides a method to improve detection while the nature 

of technology changes quickly, equally, the nature of malware. The various anti-

malware software manufacturers announce new and efficient technologies that aim to 

provide better performance and cheaper responses in malware security incidents 

within organizations. 

The purpose of software testing is to show the presence of defects if they exist. 

(DELAMARO, et al., 2007) Similarly, the purpose of anti-malware software testing is 

to identify possible weaknesses in systems and assign values with key performance 

indicators that allow classifying systems appropriately through these attributes. The 

version of the Brazil Method was presented at the Symposium on Operational 

Applications in Defence Areas. 

Tests of antimalware systems are provided by magazines that make money with 

adds by the same companies that they evaluate:  VB100 (Virus Bulletin, 2014); AV-

Comparatives  (AV COMPARATIVES, 2014) ; Anti-malware  Test (Anti-

Malware-Test.com, 2012); AV-TEST (AV Test, 2014); ICSA Lab (ICSA Labs, 2014); 

NSS Labs (NSS Labs, 2018); West Coast Labs (West Coast Labs, 2014) and EICAR 

(EUROPEAN EXPERT GROUP FOR IT-SECURITY, 2020). This kind of relation is 

partial and not recommended to serve as the base of public purchases. (FLEISHMAN, 

2018) (Consumer Watch, 2015) (Hachman, s.d.) 
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A theoretical model is presented in 2018, four years after Brazil Method by 

(Nurhayati, et al., 2018), but without real tests having been carried out. Other test 

methods are published after Brazil Method (Bai, et al., 2019), (Valdi, et al., 2015), and  

(Shevchenko, et al., 2019).  

 

6.3. Author’s Contributions to Security Systems 

 
This chapter is based on five publication: 

 Apoc@lypse: The End of Antivirus, book published in 2015 and 

indexed by ACM (Ruiz, et al., 2015); 

 Apoc@lypse: when the antimalware is sick at Cyber Defense 

Magazine, 2015 (Ruiz & Winter, 2015); 

 Apoc@lypse: The End of Antivirus. When The Antivirus is The Threat 

at Cybersecurity Review Magazine, 2016 (Winter & Ruiz, 2016); 

 Cybersecurity, Cyber Weapons And Cyber-Attacks: Responsibility and 

Different Reflections at Critical Infrastructure Protection Review 

Magazine, 2017 (Winter & Ruiz, 2017); 

 Cyber Autoimmune Disease When the Virtual Life Imitates the Real 

Life at International Journal of Cyber-Security and Digital Forensics, 

2107 (Winter & Ruiz, 2017). 

  



81 

 

 

6.3.1. Apoc@lypse Technique 

The Apoc@lypse technique intent to demonstrate how antimalware systems 

can be used to improve several damages to the Operational System, and it provides 3 

methods of operation, T, E, and B, and each one having different effects in Operational 

System: 

Method T - the operation is performed to replace the entire contents of the 

file system with any malware's DNA. Thus, as the entire file contents are 

replaced with a virus's DNA, any virus protection provisions of a virus 

signature in your database will delete the infected file. 

Method B – the operation is performed to inject the beginning of a file 

system of the computer malware into any DNA. 

Method E – the operation is performed to inject the end of a file of the 

computer system the DNA of any malware. 

In Figure 12 schematically represents the methods of injection. (T), (B) and 

(E). Note that in this case, the DNA virus is the EICAR TM (EICAR, 1998), an 

inoffensive string of characters created in principle to test if the antivirus works or not. 

When the antivirus finds this string into the computer, the file that contains this string 

was considered infected and destroyed. But that file does not harm the user's system 

or files. Any part of a string by any known virus can be used, and every as used just 

parts, no harm will be done by the DNA.  

The problem occurred when the antivirus was found this DNA in the files. This 

causes a very serious autoimmune reaction that leads the antivirus protection system 

to destroy files, the system and the antivirus itself in many cases. 
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Figure 12 - Injection methods. 

Antivirus companies classify malware in different ways and using proprietary 

technologies to compose a new signature. In this way, depending on the chosen virus 

DNA some antivirus will be affected and others not. Various virus DNAs were used in 

the tests, which, as mentioned above, were more effective in certain brands of a virus. 

However, a specific DNA is known as EICAR ™ (EICAR, 1998) and the Apoc@lypse 

Technique it is possible to bypass with great success the antivirus protection and to 

destroy the operating system and users’ data. It can be used as a military cyberweapon 

(Winter & Ruiz, 2016).  

Today we have more than 150 antivirus software in the market. However, no 

more than a dozen nucleus core of malware detection. This dozen of vendors license 

their core to other interface manufacturers. (Ruiz, et al., 2015) 

All of the antivirus software is affected by Apoc@lypse technique: 

“That also happened with the current antivirus software, because 

all of them have the common ancestors, the first antivirus software 

written and popularized by John McAfee and Peter Norton” 

(Ruiz, et al., 2015) 

 
The modus operandi of all old antivirus software was replicated to all current 

systems of anti-malware. In other words, by definition, all of the anti-malware systems 

work the same way in the detection and fighting viruses and malware since the 
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beginning. 

This research separated the common aspects generally visualized by the 

industry, the market, and other investigators. New technologies and the most 

sophisticated techniques are employed to detect malware. Those things, however, are 

external to the antivirus nucleus. Our research went back to the basic beginnings, to 

the DNA of the antivirus. We questioned the paradigms now consolidated in the 

software through four decades, revised the history of this software development, and 

started to study the common core carefully. 

Bioinspiration makes us verify that the fault is in the DNA of the modern 

antivirus software ancestors. The basic form with which the antivirus software was 

created since the first one; it has transmitted its genes for generations to now. It is the 

equivalent of a defective chromosome passed from father to son generation after 

generation. Thus, the only way of preventing the disease in a new generation does not 

have more descendants. (Ruiz, et al., 2015) 

To demonstrate the efficiency of the method, (Ruiz, et al., 2015) was created 

the prototype using no more than operational system native tools, like a simple text 

editor, batch files and macro substitution. The prototype can execute all task to 

inoculate the DNA (inoffensive fragment of the virus) into files by complete hidden. 

After the inoculation, the antivirus panics and begins to delete all files with the mark. 

At the same time, the antivirus destroys the system and sends a message to the user 

saying that everything is fine and the antivirus is protecting the user, as seeing in Figure 

13. After some minutes, the system does not exist anymore, as seen in Figure 14 and 

Figure 15. 
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Figure 13 - In Portuguese, the Avast shows the message "The module Files of Avast! 

was blocked a Theat. No actions are necessary" free translation by the author. 

 
Figure 14 - In Portuguese, after Avast conclude the service " The computer can't be 

initialized." 
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Figure 15 - In this case, Norton has destroyed all program files. 

There are some similarities between the human immune system and antivirus 

programs. The main similarity is the use of signatures, but the human immune system 

uses very complex processes. As an example of intruder detection, we can observe the 

activities of T cells. As possible to identify these similarities seen in Figure 16 and 

Figure 17. 

 

 
Figure 16 - Human system of protection resume.  (Ruiz, et al., 2015) 
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Figure 17 - Correlation of human protection system with cyber protection system. 

(Ruiz, et al., 2015) 

All antivirus system uses a signature system to identify a threat; the heuristics 

are just used at the vendor’s lab to produce the signature6. In Table 8 is possible to 

understand each action of the antivirus system when exposed to Apoc@lypse method 

and the results.  

“The big problem of antivirus is the wrong use of the signature 

concept to distinguish between malicious and benign files. Thus, 

with this kind type of classification, the antivirus system defines 

the actions that it will execute, such as clean, erase the file, or do 

nothing.” (Ruiz, et al., 2015) 

 
Table 8 Apoc@lypse method, a sequence of events: an antivirus action. 

Element/ 

action 
Biological name 

Cyber 

Equivalence  

Antivirus 

action: to 

remove or 

to do 

nothing 

The 

attitude of 

the 

antivirus: 

right or 

wrong 

 

Virus Malware Remove Correct 

 

Harmless 

bacterium type 

lactobacillus 

Commands 

archive in share 

BAT 

Let go Correct 

                                                 
6 Signatures are sequences of codes of varied sizes that identify one or more malicious 

archives, something that seemed a good idea up to the arrival of Apoc@lypse. A signature 

might be a sequence of codes in computer language. “9B 37???? 57 83 CD.” Another code 

might be any sequence of the type “IAMACOMPUTERVIRUS.” (Ruiz, et al., 2015) 

Resident 
Protection

Antivirus 
Engine

Signature Absent

Absent

Absent
Comparizon 

Signature 
System

Delete 
Command

Correct virus 
eliminated
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Bacterium infected 

to transport DNA 

of a virus 

Commands 

archive BAT that is 

transporting 

malicious code 

Let go Wrong 

 Host Any lawful 

program used for 

transport of the 

bacterium BAT 

Let go Correct 

 Infected host A program that 

overdoes when 

BAT built in the 

code of a 

bacterium infected 

with virus DNA 

Let go Wrong 

 

Healthy cell An archive of the 

user, programs, or 

operating system 

Let go Correct 

 

Bacterium 

transmitting the 

DNA of the virus 

for the cell in a 

way not invasive 

Commands 

archive BAT that is 

being executed and 

writing the code of 

the virus at the end 

of an archive of 

the user, your plan, 

or of the system 

Let go Wrong 

 

Bacterium 

transmitting the 

DNA of the virus 

for the cell in an 

invasive way 

Commands 

archive BAT that is 

being executed and 

substituting 

completely the 

code of the archive 

for that of the virus 

in the interior of an 

archive of the user, 

your plan, or of the 

system 

Let go Wrong 

 

A cell infected 

with the virus in a 

noninvasive way 

An archive of the 

user, programs, or 

operating system 

that had the code 

of the virus 

annexed to the end 

of the archive 

Remove Wrong 

 

A cell infected 

with the virus in an 

invasive way 

An archive of the 

user or operating 

system that had his 

content completely 

substituted by the 

code of the virus 

Remove Correct 

 
This kind of cybersecurity problem can be used in commercial competition and 

as a military weapon. (Ruiz, et al., 2015) (Rogerio Winter et al., 2020) (Ruiz & Winter, 
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2015) (Winter & Ruiz, 2017) (Winter & Ruiz, 2016) 

60% of US small businesses that suffer some type of cybercrime go bankrupt 

within six months. (Miller, 2016) The term “Cyber autoimmune disease” (Ruiz, et al., 

2015) indicates, and the tests were demonstrated that the core of antivirus is just a slot 

machine. In Table 9 as possible to verify the impact in some G20 nations. 

 
Table 9 Spent on Cybercrime as a Percentage of the GDP (Source: Intel Security 

(Studies, 2014)) 

Country % of GDP Confidence * G20 PIB (billion US$) 

Australia 0.08% M X 1530 

Brazil 0.32% M X 2240 

Canada 0.17% M X 1826 

China 0.63% M X 9240 

France 0.11% L X 2806 

Germany 1.60% H X 3730 

India 0.21% L X 1876 

Italy 0.04% L  2149 

Japan 0.02% L X 4919 

Russia 0.10% M X 2096 

United Kingdom 0.16% L X 2678 

United States 0.64% H X 16768 

 
* Label: L = Low, M = Medium and H = High 

As a cyber weapon or tool for antivirus industry improvement, the Apoc@lypse 

technique is the first proof of cyber autoimmune disease. 

 

 

6.4. Summary 

 

 
The society is having loss much money, security, and tranquillity because 

security vendor does not dare to confront the reality. All of our systems are patched 

patchwork unsafe. A new generation must have the courage to redesign everything 

from scratch in the future, without patches. Also, we need to teach security to our 
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students today so that that day can come true.  
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7. Cybersecurity Education 

7.1. Introduction 

 
The previous chapters intent to demonstrate that software companies give 

credential management, security and privacy at a poor level. Many researchers will 

focus on the technological aspects of these cases, like program and project errors. 

Some people can study the environment implicit in the companies, and governments 

and others will point that the process can be corrupted. This chapter proposes a 

common point that links the problems presented in the early chapters.  

In the chapter about Encryption, Privacy, Web Credential, and Security 

Systems this research explores how failures in programming and process can destroy 

efforts to keep secrets safe. The technology already promises quantum cryptographic, 

but if the vendors and users continue to manage the credentials similarly as today, it is 

like a locked car with the key in the doors car. 

 

7.2. Literature Review About Cybersecurity Education 

 
People are always at the centre of problems caused by Process, Technology, or 

the Environment. People create Process, Technology, and Environment to give 

something to people. We, the people, are in the centre of all. To (Dawson, 2017), is 

necessary to understand the requirements for the national and regional or accredited 

cybersecurity programs. For the first time, Cybersecurity is at the top of threats second 

(World Economic Forum, 2018). 

“From a socio-technical perspective, it is claimed that a 

viable system would be more user-centric by accommodating and 

balancing human process rather than entertaining an expectation of 

a one-sided change of behaviour of the end-user.” (Sadok & Bednar, 
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2015).  

 
If all cybersecurity problems derive from people, it is clear that people are not 

learning correctly. 

The National Security Agency (NSA) provides Cybersecurity courses 

accreditation in the scope of the National Initiative for Cybersecurity Education 

(NICE) Framework (Shoemaker, et al., 2016). But, this covers just Cybersecurity 

specialist courses.  

There were 79,480 students enrolled in Computer Science courses in the UK 

in 2016/17, according to (HESA, 2018). This study analyses the G400 courses 

discarding any specialized cybersecurity courses. Intending to that is necessary to form 

computer science people that know, respect, and use cybersecurity in the base of any 

software and environment.  

What can we expect about cybersecurity and privacy when our Universities 

teach a user to share their credentials?  See below some examples of it: 

"We use TrueCrypt in a corporate/enterprise environment. Is 

there a way for an administrator to reset a volume password or pre-

boot authentication password when a user forgets it (or loses a key 

file)? Yes. Note that there is no "back door" implemented in 

TrueCrypt. However, there is a way to "reset" volume passwords/key 

files and pre-boot authentication passwords” (Wake Forest 

University, 2014) 

 
“If necessary, eg when someone who knows the password 

leaves the University, you should choose a new password (using the 

guidelines for choosing a strong password) and then contact us for 

advice on how to change the password”. (University of Exeter, 2014) 

 
“If someone needs to access an encrypted file or a shared 

encrypted laptop, the encryption password will need to be shared, 

unlike your University password which should always be kept 

private. If you forget the encryption password for a file or USB stick, 

then the data will be inaccessible. In the case of laptops encrypted 

by the University, IT Services will store a recovery disk that will 

http://www.exeter.ac.uk/ig/infosec/encryptionforlaptops/
http://as.exeter.ac.uk/it/helpdesk/
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enable the laptop password to be reset.” (IT Services, The University 

of Manchester,, 2014) 

 

 
In the same line, when Universities orient their user to use “in private” 

navigation that this research explains in the chapter about Privacy, we have to stop and 

review what we teach about security and privacy. (University of Michigan, 2018) 

(Wake Forest University School of Business, 2018) 

“…two reasons could potentially explain the poor 

effectiveness of the implemented security solutions and procedures: 

the boundary problem of risk analysis scope and the background of 

involved actors in risk assessment and security policy design.” 

(Sadok & Bednar, 2015)  

 
Austria, Australia, Finland, France, Germany, Ireland, Italy, Japan, Lithuania, 

Portugal, Republic of Korea, South Africa and Spain intent to include Computer 

Science in secondary education as compulsory (Passey, 2017). 

According (Ferrari, 2013) The European Commission proposed that each 

student know cybersecurity as a beginner, intermediate and advanced in progressive 

learning. This concept presupposes that or docents are prepared to do this task. It is 

another example that cybersecurity has been teaching as separated. This research 

proposes that cybersecurity needs to be part of students´ daily lives. An 

disproportionately technical focus is one of the main reasons for lacks in cybersecurity 

(Sadok & Bednar, 2015).  

“While information security risks have involved and 

financial costs of cybercrime have increased, security practices and 

strategies have not adequately kept up with dynamic and challenging 

attacks that are highly complex and difficult to detect.” (Sadok & 

Bednar, 2015) 

 
To (Reza & Shareeful Islam, 2013)  human factors are important and the 

relevance of education in information security is presented in incidents verified in 
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financial organizations. 

One-third of the pieces of software tested exhibited vulnerabilities during a 

two-year study, According to statistics from the Russian Information Security 

Certification System. (Barabanov, et al., 2018) In previous chapters, this research 

brings to light some of these vulnerabilities and how it can affect society. 

Public, infrastructure, business, and general, according to (Ramirez, 2017) are 

categories of cybersecurity. Cyber threats are present in the fundamental aspects of 

modern life. Introduce cybersecurity into student daily make sense. Just broadening 

the knowledge of security experts do not solve the issue.  

“From a socio-technical perspective, it is claimed that a 

viable system would be more user-centric by accommodating and 

balancing human process rather than entertaining an expectation of 

a one-sided change of behaviour of the end-user.” (Sadok & Bednar, 

2015).  

 
(Gal-Ezer, et al., 1995) declares that security is among the key aspects in the 

field of computing. In (Alexandron, et al., 2017) are suggested a new curriculum for 

teaching programming to teenagers, but without security or privacy elements.  

The National Centres of Academic Excellence in Cyber Defense Education 

(CAE-CDE)  in the United States jointly NSA are improving criteria of quality of 

cybersecurity education, but still focused in a specialized field (Wang, et al., 2019). 

New Zealand is leaving out privacy and cybersecurity in their discussions about 

Computer Science on the High School curricula (Bell, et al., 2010). 

The UK is concerned about Computer Science teaching is to produce more 

programmers from the secondary level onwards (BROWN, et al., 2014) (Brown, et al., 

2013) (Sentance, et al., 2012).  

“The challenge of introducing security in a sensible and 
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useful manner can be addressed by considering the contextual 

perspectives”. (Sadok & Bednar, 2015)  

 
A study by (Modesti, 2020) proposes a course structure based in four pillars, 

Learning needs, Purpose, Activities, and Learning Outcomes: 

Learning needs: As students may have varied backgrounds and prior 

knowledge, it is important to use the basics, assuming that everyone is at the minimum 

level for cybersecurity and to evolve gradually; 

Purpose: It is essential to focus the relations between the students and the 

cybersecurity involvement for the best use of the few hours available; 

Activities: Teach in practice, use labs; 

Learning outcomes: Be sure to reinforce the basic principles of secure design 

and secure encryption, as well as concepts of privacy and the use of encryption. 

 
Cybersecurity and privacy concepts must be teaching in early education (ACM; 

IEEE-CS; AIS SIGSEC; IFIP WG 11.8, 2017), (Ruiz, 2019).  

 

 

7.3. Author Contribution to Cybersecurity Education 

 
This chapter is based on o two publications: 

 

 A Study of the UK Undergraduate Computer Science Curriculum: A 

Vision of Cybersecurity, A Study of the UK Undergraduate Computer 

Science Curriculum: A Vision of Cybersecurity, 2019, London. (Ruiz, 

2019); 

 Cybersecurity Index For Undergraduate Computer Science Courses in 
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the UK at the Journal of Applied Security Research, 2020. (Ruiz, et al., 

2020) 

 
This work proposes a cybersecurity index that can demonstrate how 

cybersecurity is teaching in Computer Science (G400) courses in the UK (Ruiz, et al., 

2020). 

 
The concern about Privacy Issues is closely linked to cybersecurity issues and 

(Ruiz, et al., 2020) explores these questions relating many studies involving privacy 

to the educational system. 

We need to rethink the grade for graduation degree courses for “System 

Analysis” and similar courses. We are analyzing the discipline grade of two principal’s 

courses of graduation degree in Brazil. UNICAMP (UNICAMP, 2017) and Federal 

Institute of São Paulo (IFSP, 2017), we can’t find relevant hours that discipline that 

form the students to understand cybersecurity, physiology, sociology, discourse 

analysis, or other human factors disciplines for cybersecurity. UNICAMP course of 

Technology in Analysis and System Development has Zero hours of cybersecurity 

specific discipline and has 30 hours of Society and Technology discipline. (Silva, 

2012) 

Brazilian Federal Institute of Education (Prof. Alencar de Melo Júnior, 2017) 

has in his course of Analysis and System Development graduation degree 80 hours of 

cybersecurity (in the last semester). This is poor in hours and is the last discipline is a 

big problem. The student learns to develop systems during years without specific 

orientation about secure programming. 
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7.3.1. Cybersecurity Education in UK Computer Science Courses  

 
To understand how the universities in the UK are thinking about cybersecurity 

is necessary to analyze the curriculum of the offered courses. However, we need to see 

the common basis courses and discard cybersecurity courses. The intention is not to 

evaluate cybersecurity specialists; however, study the impact of the lack of study 

of the discipline base with computer science knowledge. 

After reading the discipline components of 100 UK Computer Science courses 

G400 or similar to extract valuable information about cybersecurity priority in the UK. 

(Ruiz, 2019) Table 10 shows the resume of the dataset. While Figure 18 shows that 

39% of G400 in UK Universities still have no mandatory cybersecurity content. Figure 

19 considers the total contents 189 under 100 G400 to demonstrate that 54% of courses 

have mandatory cybersecurity elements on the curriculum and 40% have optional 

security content. Finally, Figure 20 shows that 60% of cybersecurity content is 

concentrated in the third year or later. 

To teach at the end of the course and leave it optional is the biggest problem 

that this work likes to expose. The first stage in the process of acquiring knowledge is 

to “remember” (Bloom, 1956). Important to verify that UK students are not being 

exposed to cybersecurity since the beginning. According (Chrysikos, et al., 2017), UK 

students of computer science undergraduate prefer to be explicitly identified about 

content expectations and instructors so that to support them in a laboratory. How to do 

it about cybersecurity if this content is not explicit on curricula? 
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Table 10 - Collected data extracted by reading course descriptions provided by each institution on 

their own curricula description. (Ruiz, 2019) 

Totals Amount 

Courses 100 

Security content 189 

Optional security content 81 

Mandatory security content 108 

Courses without security content 13 

Courses without mandatory security content 39 

Security content in the year 1 of courses 32 

Security content in the year 2 of courses 43 

Total security content in year 3 or later of courses 114 

 

 



98 

 

 
Figure 18 Considering 100 Computer Science Courses, Security as an optional discipline or an 

element of other disciplines on the UK computer science courses. 61% have security on the 

curriculum and 39% have no security on the curriculum. (Ruiz, 2019) 
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Figure 19 Considering the total contents 189 under 100 Computer Science Courses, Security as a 

mandatory discipline or an element of other disciplines on UK computer science courses. 6% of 

courses have no security content on the curriculum and 54% of courses have mandatory 

cybersecurity elements on the curriculum and 40% have optional security content. (Ruiz, 2019) 
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Figure 20 Considering the total 189 security content, Security discipline’s distribution by year on UK 

computer science courses. 17% focus on security content in the first year, 23% in the second year, 

60% in the third year or later. (Ruiz, 2019) 

 

7.3.2. IRCS (Index of Relevance in Cybersecurity)  

To help society to improve more quality into cybersecurity education and 

receive more quality in software development this research proposes an index to 

qualify G400 courses in the UK. 

Based on G400 public curricula provided by UK Universities, this research was 

found word or expression linked to security was found during the reading of a 
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discipline’s menu. 

Annotations have also been made by the author also made to identify at which 

point in time, the safety element was addressed, as well as whether the subject 

discipline was mandatory or optional. 

This IRCS (Index of Relevance in Cybersecurity) index proposes to privilege 

the mandatory content and the content given at the beginning of the course. The more 

mandatory cybersecurity content and the more cybersecurity content in the first year 

of the course, the higher the index. 

MC = Mandatory content; 

OC = Optional content; 

FYC=First year content; 

SYC=Second year content; 

LYC=Latest year content 3 or more. 

We can calculate the IRCS following the formula below: 

 

𝐈𝐑𝐂𝐒 = ∑ 𝑀𝐶 ∗ 1 + ∑ 𝑂𝐶 ∗ 0.2 + ∑ 𝐹𝑌𝐶 ∗ 1 + ∑ 𝑆𝑌𝐶 ∗ 0.3 + ∑ 𝐿𝑌𝐶 ∗ 0.15 

 

Table 11 provides a list with 100 UK Universities that offer G400 or very 

similar course. Column (a) show the UK ranking, (b) World Ranking according 

(Cybermetrics, 2018); (c)IRCS (Index of Relevance in Cybersecurity), (d) University; 

(e) Total of cybersecurity content; (f) Total of cybersecurity content taught as optional; 

(g) Total of mandatory cybersecurity content; (h) Total of cybersecurity content in the 

first year; (i) Total of cybersecurity content in the second year; (j) Total of 

cybersecurity content in the third year; (k) Total of cybersecurity content in the fourth 
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year; (l) Total of cybersecurity content in the fifth year; (m) Total of cybersecurity 

content in the sum of last 3 years. 

 
Table 11 IRCS - Index of Relevance in Cybersecurity 2019, dataset. 

Ranking   

University T
o

ta
l 

O
p

ti
o

n
al

 D
is

ci
p

li
n

e 

M
an

d
at

o
ry

 D
is

ci
p

li
n

e 

Year of Course   

UK W
o

rl
d

 

IR
C

S
 

1 2 3 4 5 3
+

4
+

5
y

ea
r 

a b c d e f g h i j k l  m 

97 1505 9,2 Robert Gordon University  8 0 8 0 0 8 0 0 8 

114 2251 5,1 University of Winchester  4 1 3 1 3 0 0 0 0 

35 361 4,6 University of Liverpool  4 0 4 0 0 4 0 0 4 

83 1090 3,65 Lincoln University  3 1 2 1 1 1 0 0 1 

47 617 3,45 Bangor University  3 0 3 0 0 3 0 0 3 

52 669 3,45 University of Portsmouth  3 0 3 0 0 3 0 0 3 

67 846 3,3 De Montfort University  2 0 2 1 1 0 0 0 0 

94 1447 3,3 University of 

Bedfordshire  

2 0 2 1 1 0 0 0 0 

79 1047 3,15 University of Bradford  2 0 2 1 0 1 0 0 1 

39 420 2,65 University of Kent  3 1 2 0 0 3 0 0 3 

98 1512 2,6 University of Derby 2 0 2 0 2 0 0 0 0 

32 342 2,45 University of Reading  2 0 2 0 1 1 0 0 1 

102 1738 2,45 Edge Hill University 2 0 2 0 1 1 0 0 1 

1 7 2,3 University of Oxford  2 0 2 0 0 1 1 0 2 

41 521 2,05 University of Plymouth  5 5 0 0 2 3 0 0 3 

69 866 2 University of Central 

Lancashire  

1 0 1 1 0 0 0 0 0 

72 899 2 Bournemouth University  1 0 1 1 0 0 0 0 0 

89 1359 2 London Metropolitan 

University  

1 0 1 1 0 0 0 0 0 

109 2000 2 University of Abertay  1 0 1 1 0 0 0 0 0 

110 2135 2 University of Sunderland  1 0 1 1 0 0 0 0 0 

12 138 1,9 Bristol University  3 3 0 1 0 2 0 0 2 

95 1471 1,9 Staffordshire University  3 3 0 1 0 0 2 0 2 

17 177 1,65 University of Birmingham  2 1 1 0 1 1 0 0 1 

62 795 1,65 University of Salford  2 1 1 0 1 1 0 0 1 

9 97 1,5 University of Leeds  2 1 1 0 0 2 0 0 2 

56 713 1,5 University of Ulster  2 1 1 0 0 1 0 1 2 

57 718 1,5 University of 

Hertfordshire  

2 1 1 0 0 2 0 0 2 

50 641 1,4 University of Stirling  4 4 0 0 0 0 4 0 4 

http://www.rgu.ac.uk/
http://www.winchester.ac.uk/
http://www.liverpool.ac.uk/
http://www.lincoln.ac.uk/
http://www.bangor.ac.uk/
http://www.port.ac.uk/
http://www.dmu.ac.uk/
http://www.beds.ac.uk/
http://www.beds.ac.uk/
http://www.bradford.ac.uk/
http://www.kent.ac.uk/
http://www.derby.ac.uk/
http://www.reading.ac.uk/
http://www.edgehill.ac.uk/
http://www.ox.ac.uk/
http://www.plymouth.ac.uk/
http://www.uclan.ac.uk/
http://www.uclan.ac.uk/
http://www1.bournemouth.ac.uk/
http://www.londonmet.ac.uk/
http://www.londonmet.ac.uk/
http://www.abertay.ac.uk/
http://www.sunderland.ac.uk/
http://www.bristol.ac.uk/
http://www.staffs.ac.uk/
http://www.birmingham.ac.uk/
http://www.salford.ac.uk/
http://www.leeds.ac.uk/
http://www.ulster.ac.uk/
http://www.herts.ac.uk/
http://www.herts.ac.uk/
http://www.stir.ac.uk/
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2 10 1,3 University of Cambridge  1 0 1 0 1 0 0 0 0 

18 185 1,3 University of Exeter  1 0 1 0 1 0 0 0 0 

64 825 1,3 Oxford Brookes 

University  

1 0 1 0 1 0 0 0 0 

73 914 1,3 University of 

Huddersfield  

1 0 1 0 1 0 0 0 0 

88 1295 1,3 University of South Wales 

(Glamorgan & Wales 

Newport)  

1 0 1 0 1 0 0 0 0 

93 1443 1,3 Teesside University 1 0 1 0 1 0 0 0 0 

99 1583 1,3 Birmingham City 

University (University of 

Central England)  

1 0 1 0 1 0 0 0 0 

54 700 1,2 Keele University  1 1 0 1 0 0 0 0 0 

7 78 1,15 King's College London  1 0 1 0 0 1 0 0 1 

26 304 1,15 Lancaster University  1 0 1 0 0 1 0 0 1 

58 720 1,15 Aston University  1 0 1 0 0 0 1 0 1 

63 814 1,15 Goldsmiths University of 

London  

1 0 1 0 0 1 0 0 1 

90 1381 1,15 University of East 

London  

1 0 1 0 0 1 0 0 1 

92 1408 1,15 London South Bank 

University  

1 0 1 0 0 0 1 0 1 

108 1961 1,15 Cardiff Metropolitan 

University (University of 

Wales Institute Cardiff)  

1 0 1 0 0 0 1 0 1 

37 391 1,05 Loughborough University  3 3 0 0 0 3 0 0 3 

40 443 1,05 Brunel University 3 3 0 0 0 3 0 0 3 

44 536 1,05 City University London  3 3 0 0 0 3 0 0 3 

5 56 0,7 Imperial College London  2 2 0 0 0 0 2 0 2 

13 145 0,7 University of 

Southampton  

2 2 0 0 0 2 0 0 2 

15 148 0,7 Newcastle University 

Newcastle upon Tyne  

2 2 0 0 0 2 0 0 2 

16 167 0,7 University of Sheffield  2 2 0 0 0 1 1 0 2 

22 208 0,7 Cardiff University  2 2 0 0 0 2 0 0 2 

76 945 0,5 Kingston University 

London  

1 1 0 0 1 0 0 0 0 

6 65 0,35 University of Manchester  1 1 0 0 0 1 0 0 1 

10 120 0,35 University of Warwick  1 1 0 0 0 1 0 0 1 

11 136 0,35 University of Nottingham  1 1 0 0 0 1 0 0 1 

14 146 0,35 Queen Mary University of 

London  

1 1 0 0 0 1 0 0 1 

23 246 0,35 University of Leicester  1 1 0 0 0 1 0 0 1 

24 269 0,35 University of Saint 

Andrews  

1 1 0 0 0 1 0 0 1 

29 319 0,35 University of Surrey  1 1 0 0 0 1 0 0 1 

30 322 0,35 Queen's University 

Belfast  

1 1 0 0 0 1 0 0 1 

55 705 0,35 University of the West of 

England  

1 1 0 0 0 1 0 0 1 

60 749 0,35 Manchester Metropolitan 

University  

1 1 0 0 0 1 0 0 1 

http://www.cam.ac.uk/
http://www.exeter.ac.uk/
http://www.brookes.ac.uk/
http://www.brookes.ac.uk/
http://www.hud.ac.uk/
http://www.hud.ac.uk/
http://www.southwales.ac.uk/
http://www.southwales.ac.uk/
http://www.southwales.ac.uk/
http://www.tees.ac.uk/
http://www.bcu.ac.uk/
http://www.bcu.ac.uk/
http://www.bcu.ac.uk/
http://www.keele.ac.uk/
http://www.kcl.ac.uk/
http://www.lancaster.ac.uk/
http://www.aston.ac.uk/
http://www.gold.ac.uk/
http://www.gold.ac.uk/
http://www.uel.ac.uk/
http://www.uel.ac.uk/
http://www.lsbu.ac.uk/
http://www.lsbu.ac.uk/
http://www.cardiffmet.ac.uk/
http://www.cardiffmet.ac.uk/
http://www.cardiffmet.ac.uk/
http://www.lboro.ac.uk/
http://www.brunel.ac.uk/
http://www.city.ac.uk/
http://www.imperial.ac.uk/
http://www.southampton.ac.uk/
http://www.southampton.ac.uk/
http://www.ncl.ac.uk/
http://www.ncl.ac.uk/
http://www.sheffield.ac.uk/
http://www.cardiff.ac.uk/
http://www.kingston.ac.uk/
http://www.kingston.ac.uk/
http://www.manchester.ac.uk/
http://www.warwick.ac.uk/
http://www.nottingham.ac.uk/
http://www.qmul.ac.uk/
http://www.qmul.ac.uk/
http://le.ac.uk/
http://www.st-andrews.ac.uk/
http://www.st-andrews.ac.uk/
http://www.surrey.ac.uk/
http://www.qub.ac.uk/
http://www.qub.ac.uk/
http://www.uwe.ac.uk/
http://www.uwe.ac.uk/
http://www.mmu.ac.uk/
http://www.mmu.ac.uk/
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103 1787 0,35 University of Chester  1 1 0 0 0 1 0 0 1 

3 19 0 University College 

London  

0 0 0 0 0 0 0 0 0 

4 41 0 University of Edinburgh  0 0 0 0 0 0 0 0 0 

8 92 0 University of Glasgow  0 0 0 0 0 0 0 0 0 

20 201 0 Durham University  0 0 0 0 0 0 0 0 0 

21 206 0 University of York  0 0 0 0 0 0 0 0 0 

25 283 0 University of Aberdeen  0 0 0 0 0 0 0 0 0 

27 309 0 University of East Anglia  0 0 0 0 0 0 0 0 0 

28 310 0 University of Sussex  0 0 0 0 0 0 0 0 0 

31 323 0 University of Bath  0 0 0 0 0 0 0 0 0 

36 386 0 University of Strathclyde  0 0 0 0 0 0 0 0 0 

42 526 0 Heriot-Watt University  0 0 0 0 0 0 0 0 0 

43 528 0 University of Essex  0 0 0 0 0 0 0 0 0 

45 557 0 Swansea University 0 0 0 0 0 0 0 0 0 

46 579 0 Royal Holloway 

University of London  

0 0 0 0 0 0 0 0 0 

48 634 0 Aberystwyth University / 

Prifysgol Aberystwyth  

0 0 0 0 0 0 0 0 0 

49 637 0 Cranfield University 0 0 0 0 0 0 0 0 0 

51 644 0 Birkbeck University of 

London  

0 0 0 0 0 0 0 0 0 

53 681 0 University of Hull  0 0 0 0 0 0 0 0 0 

59 731 0 Northumbria University  0 0 0 0 0 0 0 0 0 

61 785 0 University of Brighton  0 0 0 0 0 0 0 0 0 

65 829 0 Sheffield Hallam 

University  

0 0 0 0 0 0 0 0 0 

66 841 0 Liverpool John Moores 

University  

0 0 0 0 0 0 0 0 0 

68 855 0 Nottingham Trent 

University  

0 0 0 0 0 0 0 0 0 

71 895 0 University of Greenwich  0 0 0 0 0 0 0 0 0 

74 934 0 Middlesex University  0 0 0 0 0 0 0 0 0 

77 967 0 Coventry University  0 0 0 0 0 0 0 0 0 

78 973 0 University of Westminster  0 0 0 0 0 0 0 0 0 

80 1068 0 University of 

Wolverhampton  

0 0 0 0 0 0 0 0 0 

84 1137 0 Glasgow Caledonian 

University  

0 0 0 0 0 0 0 0 0 

85 1238 0 Anglia Ruskin University  0 0 0 0 0 0 0 0 0 

86 1248 0 Napier University 

Edinburgh  

0 0 0 0 0 0 0 0 0 

91 1386 0 Leeds Beckett University 

(Leeds Metropolitan 

University)  

0 0 0 0 0 0 0 0 0 

104 1810 0 Canterbury Christ Church 

University  

0 0 0 0 0 0 0 0 0 

105 1849 0 University of Bolton  0 0 0 0 0 0 0 0 0 

106 1916 0 University of 

Gloucestershire  

0 0 0 0 0 0 0 0 0 

107 1948 0 University of 

Northampton  

0 0 0 0 0 0 0 0 0 

http://www.chester.ac.uk/
http://www.ucl.ac.uk/
http://www.ucl.ac.uk/
http://www.ed.ac.uk/
http://www.gla.ac.uk/
http://www.dur.ac.uk/
http://www.york.ac.uk/
http://www.abdn.ac.uk/
http://www.uea.ac.uk/
http://www.sussex.ac.uk/
http://www.bath.ac.uk/
http://www.strath.ac.uk/
http://www.hw.ac.uk/
http://www.essex.ac.uk/
http://www.swansea.ac.uk/
http://www.royalholloway.ac.uk/
http://www.royalholloway.ac.uk/
http://www.aber.ac.uk/
http://www.aber.ac.uk/
http://www.cranfield.ac.uk/
http://www.bbk.ac.uk/
http://www.bbk.ac.uk/
http://www.hull.ac.uk/
http://www.northumbria.ac.uk/
http://www.brighton.ac.uk/
http://www.shu.ac.uk/
http://www.shu.ac.uk/
http://www.ljmu.ac.uk/
http://www.ljmu.ac.uk/
http://www.ntu.ac.uk/
http://www.ntu.ac.uk/
http://www.gre.ac.uk/
http://www.mdx.ac.uk/
http://www.coventry.ac.uk/
http://www.westminster.ac.uk/
http://www.wlv.ac.uk/
http://www.wlv.ac.uk/
http://www.gcu.ac.uk/
http://www.gcu.ac.uk/
http://www.anglia.ac.uk/
http://www.napier.ac.uk/
http://www.napier.ac.uk/
http://www.leedsbeckett.ac.uk/
http://www.leedsbeckett.ac.uk/
http://www.leedsbeckett.ac.uk/
http://www.canterbury.ac.uk/
http://www.canterbury.ac.uk/
http://www.bolton.ac.uk/
http://www.glos.ac.uk/
http://www.glos.ac.uk/
http://www.northampton.ac.uk/
http://www.northampton.ac.uk/
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111 2172 0 University of Worcester  0 0 0 0 0 0 0 0 0 

Totals     118 55 63 13 22 69 13 1 83 

 
The propose of (Nance, et al., 2012) teaches cybersecurity early, into k-12 

courses in the US also (Taylor & Azadegan, 2005) are developing a prototype of 

curricula into Computer Science course at Towson University do improve 

cybersecurity content and (Yue, 2016) more specifically propose that cybersecurity 

researchers consult with the instructors of non-security courses, identify the relevant 

cybersecurity topics, and discuss the corresponding topics in the classes. 

If we infer a 5-star classification as seen in Table 11, using the IRCS index like 

this (1 Star IRCS <1, 2 Stars IRCS between 1 to 1,99, 3 Stars IRCS between 2 to 2,99,  

4 Stars IRCS between 3 to 3,99 and 5 Stars IRCS >= 4)  we will have this position in 

the UK with the 2019 data according to (Ruiz, et al., 2020): 

1 Star represents 54% of UK selected courses; 

2 Stars represent 26% of UK selected courses; 

3 Stars represent 11% of UK selected courses; 

4 Stars represent 6% of UK selected courses; 

5 Stars represent 3% of UK selected courses. 

This research concludes that we need to improve more cybersecurity into G400 

courses in the UK as an alternative to improve more quality in software and turn the 

cyber cosmos more safe for all society. 

 

 

 

7.4. Summary 

Studying how cybersecurity is offered to computer science students in the UK 

http://www.worcester.ac.uk/
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by reading the subject and content grades provided by a hundred British universities 

has co-confirmed suspicions raised since the beginning of the first published article 

that made up this thesis. 

The data presented demonstrate that teaching cybersecurity content is flawed 

in the UK. Offering these subjects as a subject and optional content at the end of the 

course would be the equivalent of providing a child broccoli after they have had lunch 

and eat dessert ice cream.  

We know it is very important, but the order and manner of the offer are 

completely wrong according to common sense that we apply to our children in basic 

teachings and according to the most renowned educators' neuroscience and guidelines. 

We cannot expect quality and efficiency in software security requirements 

when our students are encouraged to despise these contents. Only a few interested in 

specializing in the field attend these classes and, in general, are already looking for 

specialized courses to train cybersecurity specialists. 

It is important to emphasize that this study intends to demonstrate the need for 

us to be aware that we must all know about cybersecurity, whether as mere users, as 

specialists, or mainly in this study's focus as software developers. 

Trying to change this reality, this study offers the community an evaluation 

index that can indicate the universities most committed to a curriculum rich in 

cybersecurity, able to return to society, less vulnerable software and mainly a culture 

of security and privacy instilled in the habits of their students that will be disseminated 

throughout British society. 
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8. Prior Outputs Submitted for Ward Tabulation  

During each reading, ten fields are filled into Table 1. with the legend:  

Id - Identification number attributed by reading order;  

Submitted for Ward – Yes or no if the output is the part of the thesis; 

Title -  Refers to the title of the published article; 

Year - The year of publication;  

Type- Publication type:  

(C) The conference, (J) Journal, (B) Book, (M) Magazine or (BC) Book 

Chapter;  

Contribution: This field intends to show the principal contribution as 

(MD) Method  or (SA) Scenario Analysis;  

Citations by: Google, Researchgate and extracted Self Citation 

Language - Language refers to the language in which the article was 

published: (P) Portuguese language or (E) English language;  

Reference – Reference citation. 

Table 1 permits visualization of my published work in the cybersecurity 

field, and it is ordered by publish year to easy location when referred in text and to 

demonstrate the evolution of the research during my career. The summarization is 

presented during the text. Only outputs selected for submission for the award are 

displayed in Table 1. 
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8.1. Prior Outputs Summarization and Individual Contribution 

In this step, I hope to show the synthesis of articles and contributions to the 

work and my specific contribution to the publication. 

8.1.1. Privacy in The First Line of the First Code (Ruiz, et al., 

2020) 

This paper explores the relations of privacy issues whit Computer Science 

courses in the UK. For this purpose, the text use citations of many previously published 

works linked in the same scope. 

 Individual contribution: Principal researcher and writer advised by Prof. 

Kazemian and Dr. Shukla. 

 

8.1.2. A Study of the UK Undergraduate Computer Science 

Curriculum: A Vision of Cybersecurity (Ruiz, 2019) 

The motivation to start this work was the perception that something in common 

could be at the origin of the problems verified and presented in most of the previous 

texts that I published. This work has examined a hundred of computer science 

undergraduate courses in the UK, to assess the capability of the software developers 

in the Country to create secure pieces of software. Was evaluated to what extent the 

UK Engineering and System Design students are being taught about the relevance of 

security issues when developing software. This theme is treated as just an voluntary 

element at the end of their professional education. Some of those principles are highly 

relevant to this work: Firstly, it is easier for students when they establish a firm 

foundation on cybersecurity before adding new knowledge. 

 Individual contribution: Unique writer of the article. 
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8.1.3. Cybersecurity Index For Undergraduate Computer Science 

Courses in the UK (Ruiz, et al., 2020) 

This research proposes the creation of an index to classify UK Universities by 

the relevance that each institution teaches cybersecurity content. This work analyses 

the education of UK students who are responsible for developing software based on 

cybersecurity standards in G400 courses. Considering 100 UK universities to represent 

a relevant sampling in the universe of the UK. We can infer an easy 5 stars 

classification based on the index rating. The results display that 1 and 2 Stars represent 

80% of the UK and 3, 4 or 5 stars was received just 20%. This work aims to raise 

awareness among British universities to pay more attention to teaching information 

security in computer science courses. We cannot act like Americans who invest 

millions in Olympic athletes and at the same time have the most obese population on 

the planet. We must teach cybersecurity at the base. It is better than most people know 

how to use a match than to train a large number of firefighters. 

 Individual contribution: Principal writer, with the advisor of Dr. Pancham 

Shukla and Professor Hassan Kazemian. 

 

 

8.1.4. Cybersecurity, Cyber Weapons And Cyber-Attacks: 

Responsibility And Different Reflections (Winter & Ruiz, 

2017) 

The motivation for this article was a request from ResearchGate(see appendix 

O) to provide analysis of recent attacks in Ukrainian power plants.  We may conclude 

that all governments are contributing to insecure cyber cosmos.  We have no victims 
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in this game.  All of our countries are responsible for global cyber-attacks.  All 

countries will continue to improve their cyber weapons.  The  DOD  should continue 

to prioritize its cyber investments and develop the capabilities required to defend the 

US, and the other countries may invest in this kind of active protection. 

 Individual contribution: Write 50% of text and revision. 

8.1.5. Cyber Autoimmune Disease When the Virtual Life Imitates 

the Real Life (Winter & Ruiz, 2017) 

This academic paper presents the full disclosure of the method to induce a 

previously partial disclosure of a cyber-autoimmune disease in previous works. This 

work demonstrates that antivirus software is being implemented using inefficient 

methods and techniques to combat complex threats. In this paper, we show how 

inoffensive fragments of malware files can induce the abnormal reaction of antivirus 

systems destroying the operations system. 

 Individual contribution: Creation of method of cyber autoimmune disease and 

30% of the text. 

8.1.6. Apoc@lypse: The End Of Antivirus. When The Antivirus Is 

The Threat  (Winter & Ruiz, 2016) 

The military field was the motivation for this work. The utilization of a cyber-

weapon is one way to conduct a cyber-attack. Any person can learn about and create 

operative cyber weapons. To do it, it is needed a computer, Internet connection,  the 

time and persistence to study about software,  hardware,  and network vulnerabilities. 

This work proposes a scenario and method to create a cyber weapon to be used in the 

cyber cosmos with effects in the physical world. 

https://www.researchgate.net/publication/321443706_Cyber_Autoimmune_Disease_When_the_Virtual_Life_Imitates_the_Real_Life?_iepl%5BviewId%5D=OLkB4fT8ISvDK06ozg7wXrwt&_iepl%5BprofilePublicationItemVariant%5D=default&_iepl%5Bcontexts%5D%5B0%5D=prfpi&_iepl%5BtargetEntityId%5D=PB%3A321443706&_iepl%5BinteractionType%5D=publicationTitle
https://www.researchgate.net/publication/321443706_Cyber_Autoimmune_Disease_When_the_Virtual_Life_Imitates_the_Real_Life?_iepl%5BviewId%5D=OLkB4fT8ISvDK06ozg7wXrwt&_iepl%5BprofilePublicationItemVariant%5D=default&_iepl%5Bcontexts%5D%5B0%5D=prfpi&_iepl%5BtargetEntityId%5D=PB%3A321443706&_iepl%5BinteractionType%5D=publicationTitle
mailto:Apoc@lypse:%20The%20End%20Of%20Antivirus.%20When%20The%20Antivirus%20Is%20The%20Threat
mailto:Apoc@lypse:%20The%20End%20Of%20Antivirus.%20When%20The%20Antivirus%20Is%20The%20Threat
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 Individual contribution: Creation of method of cyber autoimmune disease and 

40% of the text. 

8.1.7. Apoc@lypse: when the anti-malware is sick (Ruiz & Winter, 

2015) 

Terms similar infection, incubation, and disease in the context of information 

security suggests a similarity between computers and biological viruses, a logical 

parallel. In this way, we can establish a metaphor between the human body and cyber 

systems, particularly of system protection. Autoimmune disease happens when the 

human immune system has a fault, and it attacks cells and tissues of the organism itself 

in the same way as a virus or a bacterium tries to infect a human body. Vendors do not 

solve these issues yet. 

 Individual contribution: Creation of method of cyber autoimmune disease and 

30% of the text. 

 

 

8.1.8. Apoc@lypse: The end of antivirus  (Ruiz, et al., 2015) 

This ACM (ACM, 2020) indexed book presents a method capable of inducing 

a cyber-autoimmune disease that makes the antivirus system destroy the operational 

system look like human autoimmune diseases. It was news on the websites of the 

Brazilian Ministry of Science and Technology as well as on the portal of the Federal 

Government of Brazil; it also received notes from several specialized nationals such 

as Computer World magazine that also commented on the book in its subsidiary in 

Portugal. Currently ranks number 40 in the Computer Security and Cryptography 

category from Amazon, and the months after its launch, it came to occupy position 44 

on Amazon American, tenth place on Amazon Germany, and first place on Amazon 

mailto:Apoc@lypse:%20The%20end%20of%20antivirus
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Brazil. 

 Individual contribution: Creation of method of cyber-autoimmune disease, 

coordination of workgroup, and write 50% of the text. 

8.1.9. Turning Public the private navigation (originally published 

in Portuguese as Tornando Pública a Navegação  "In Private") 

(Rodrigo de S. Ruiz et al., 2012) 

As the focus is to assess the functionality of private browsing in isolation, it is 

considered that the user does not adopt security techniques that could potentially 

influence access to the data generated during navigation. In the four types of tests 

performed, it is possible to verify that the tested version of Internet Explorer has 

serious flaws in its private browsing functionality by making available in the system a 

series of information that would make it possible not only to identify visited pages but 

also to reconstruct them. Thus, it can be concluded that for the methodology adopted, 

the private browsing functionality implemented in Firefox is more adequate than that 

found in Internet Explorer. 

 Individual contribution: Production of 60% of the text, creation of forensic 

method and conduction of laboratory tests. 

8.1.10. Security Issue on Cloned TrueCrypt Containers and 

Backup Headers (Rodrigo de S. Ruiz et al., 2014) 

Truecrypt is open programming that guarantees security utilizing cryptographic 

calculations and perceived worldwide and with much acknowledgement among IT 

experts, this free programming is utilized both by people and by different 

administrative and undertakings worried about the privacy of their information. The 

work proposes a strategy to sidestep the key administration arrangement of Truecrypt, 
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propose a potential situation, and show by tests the accomplishment of the technique. 

The outcomes got with the proposed procedure show that Truecrypt's sharing holders 

aren't training that can be approved as protected since the substance inside can be 

gotten by any individual who approaches the first header.  

 Individual contribution: Production of 60% of the text, creation of forensic 

method and conduction of laboratory tests. 

8.1.11. Opening the " Private Browsing " Data - Acquiring 

Evidence of Browsing Activities (Ruiz, et al., 2014) 

After the repercussion of the first work of private browsing, this work present 

adjusts of the method and improve the tests in a real machine to resolve any doubts 

about possible differences between a virtual machine and a real machine. Criticisms 

of previous work maintain that the behaviour of browsers on virtual machines would 

be questionable. 

 Individual contribution: Production of 60% of the text, creation of forensic 

method and conduction of laboratory tests. 

8.1.12. Overconfidence: Personal Behaviors Regarding 

Privacy that Allows the Leakage of Information in Private 

Browsing (Ruiz, et al., 2015) 

Many lectures later, some citations and new products in the market were the 

motivation for this work. New improvements are imputed in this new version of the 

method to test private browsing, make operations to interact with the site, and finish 

the browser's execution correctly and abnormal, including simulating a power outage 

- generating the virtual machine image for analysis. The famous TorBrowser and Opera 

browser, IE10 and Android Chrome were added, tested and failed like others.  
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 Individual contribution: Production of 60% of the text, creation of forensic 

method and conduction of laboratory tests. 

8.1.13. Corrosive Secrecy And Confidence: The Paradox 

Among Bypassing Cryptographic Software (Winter & Ruiz, 

2016) 

After the good repercussion of the paper about Truecrypt (Rodrigo de S. Ruiz 

et al., 2014), we find security flaws in other renowned encryption systems in the 

international market – Bitlocker (Microsoft) and Bit Defender Total Encryption 2015 

(Bitdefender). Likewise, the R2K test method's goal is to identify possible weaknesses 

in the cryptographic systems that undermine the availability, integrity, confidentiality, 

and authenticity of the information. The method used in the tests can be applied 

generally and consists of four stages: research, test, test result and dissemination. 

 Individual contribution: Production of 30% of the text, creation of forensic 

method and conduction of laboratory tests. 

8.1.14. Lazarus: Data Leakage with PGP and Resurrection of 

the Revoked User (Ruiz & Winter, 2016) 

It is the last text of the series of bypassing of the cryptographic system to 

complete the verifications of all the most relevant cryptographic software in the 

market. In the name of this work, “Lazarus: Data Leakage with PGP and Resurrection 

of the Revoked User”. The title is a biblical comparison Lazarus history, concerning 

his arrival from death after a miracle. By the same way, we can resuscitate a user 

revoked by the system owner. In this intricate sociotechnical environment of 

cybersecurity, this paper describes a method and discloses a flaw in Symantec 

Encryption Desktop (SED). In this situation, as an sample, the National Aeronautics 
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and Space Administration (NASA) usages the Symantec Pretty Good Privacy (PGP) 

Encryption Desktop (SED). After our contact with NASA, the vendor contacted us to 

help them to reproduce the bypassing and open the case SSG15-044. 

 Individual contribution: Production of 50% of the text, creation of forensic 

method and conduction of laboratory tests. 

 

8.1.15. The leakage of passwords from home banking sites: A 

threat to global cybersecurity? (Ruiz, et al., 2017) 

E-banking frameworks depend on programs and other money-related 

applications to offer safe support. As this paper appears, nonetheless, numerous e-

banking frameworks neglect to give the imperative degree of classification. This paper 

centres around vulnerabilities identified with the spillage of login data from the 

customer side. It shows that it was conceivable to obtain login-related information 

from a few sites by utilizing legal strategies and instruments. It shows that significant 

validation information utilized in route exercises stay on a circle, representing a 

reasonable danger to privacy. The technique introduced in this work can discover as 

clear content, all client accreditations as clear content, including the secret word. 

Before the distribution of this paper, numerous Brazilian banks were fixed the issue 

after our contact. 

 Individual contribution: Production of 60% of the text, creation of forensic 

method and conduction of laboratory tests. 
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8.2. Analysis and Discussion of Results and Citations 

The total of publications in the specific area of cybersecurity that none appears 

in other Ph.D. thesis areas is 15. This number affirms the time dedication for 

cybersecurity studies. It is possible to verify the concentration in the correlated areas 

like Privacy, Protection Systems, Military operations, and Software. 

The Main Contribution reveals the kind specific research the suite of work 

provides for Computer Science and pears. The number very important to guide the 

author and supervisors during the analysis of the work. Delivering methods to bypass 

security systems the author contributes to customers, researchers, vendors, and 

governments to improving more security and conscience, to preserve privacy, financial 

resources and lives. 

This compendium of the published work submitted for an award is distributed 

in four kinds of publications: magazines, International Academic Conferences,  

contributions in academic journals, and a book.  

As seen in Figure 21 the outputs are classified horizontally and vertically by 

the number of these words and expressions in the text. It is a way to easily identify the 

specific them used by the authors in the text. Top and right indicate more relevance in 

the specific use of a term like “security, system or antivirus”. Besides, at the bottom, 

we can observe fields that represent new opportunities to study, taking into account 

that these 16 articles reviewed hundreds of other articles by other authors and the 

words and expressions used to reflect this analysis, the term “Cybersecurity 

Education” is in the centre of this work. 
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Figure 21 - Heat map of words and expressions used in the outputs.  
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Below we can see the 22 exclude self-citations in languages like English, 

Japanese, Russian and Portuguese, including the title, authors, local, and the text of 

citation when it is available.  

 

8.2.1. Citations of (Ruiz, 2019) 

1. A UK Case Study on Cybersecurity Education and Accreditation (Tom Crick, 

2019) 

o “The UK situation is distinctly different: 61% of UK courses offer 

mandatory cybersecurity content, and this research was based on web 

scraping [35, Table 1]. As such it represents a lower bound since not 

all coverage will necessarily be clearly articulated in publicly available 

documentation online. It is at least plausible to attribute this difference 

to differences in the accreditation regimes, as the external 

circumstances, governmental pressures, and professional body/learned 

society curricula are all similar. “ 

2. Challenges in Information and Cybersecurity program offering at Higher 

Education Institutions (Seapei Nozimbali Mogoane, 2019) 

o “These findings reaffirm Ruiz’s (2019) position that cybersecurity 

courses need to be transformed towards a multidisciplinary direction 

that involves…”  

3. A Multi-Discipline Approach for Enhancing Developer Learning in Software 

Security (Wen, 2020)  

o  “Many computer science courses such as programming and system 

development leave software security out of their mandatory curricula” 

8.2.2. Citations of (Ruiz, et al., 2017) 

1. Cybersecurity Competency Model Based on Learning Theories and Learning 

Continuum Hierarchy (Yaokumah, 2019) 

2. Козачок В. И. Социологическая оценка персонала как фактор 

обеспечения информационной безопасности корпорации // Вестн. Том. 

гос. ун-та. Философия. Социология. Политология. Sociological 

Assessment Of Personnel As A Factor For Security Of Corporation). (Vasiliy, 

2018) 

o “For all recorded incidents, a common trend is revealed during the 

investigation: almost 37% of violations occurred through the fault of 

employees, but not intentionally (consciously), but because of 

inattention or as a result of errors [5–8] “ 
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8.2.3. Citations of (Park, et al., 2012) 

1. A Comparative Analysis of Classifiers in the Recognition of Packed 

Executables (Cecília Regina Oliveira Assis et al., 2019) 

o “Based on the methodology proposed by [3], the BinStat tool [4], [5] 

aims to detect packed executables by extracting information about such 

files and then applying data mining methods” 

o  

8.2.4. Citations of (Park, et al., 2011) 

 

1. (Malware analysis in Windows) Análise De Malware Em Ambiente Windows 

(Vitorino, 2013) 

o “The number of different targets combined with the different objectives 

of the attacks committed by malicious software in conjunction with the 

vast arsenal of tools available to developers generates an amount of 

malware that requires the maximum amount of automation of analysis 

and prospecting tasks. One of the problems to be treated for static 

analysis is packaging. In this context, Park et al. (2011) present a 

methodology for the recognition of executable packaging, by means of 

the use of statistical calculations and information theory. “ 

2. A Comparative Analysis of Classifiers in the Recognition of Packed 

Executables (Cecília Regina Oliveira Assis et al., 2019) 

o “Based on the methodology proposed by [3], the BinStat tool [4], [5] 

aims to detect packed executables by extracting information about such 

files and then applying data mining methods” 

8.2.5. Citations of (Winter & Ruiz, 2017) 

1. Ransomware Prevention and Mitigation Techniques (Hesham Alshaikh, 2020) 

o “Different perspectives adopted by, Winter et al. [19] they emphasize 

that technology is not improving as fast as the complexity of threats. 

They have started a cyber-autoimmune disease where an antivirus 

system is responsible for destroying the computer's operating system 

after they infected system files with malicious code. To draw interest to 

flaws in protection systems which, allow attackers to reach their targets 

more easily causing serious damage.” 

o “Contribution: Started a cyber-autoimmune disease; Pros: Emphasize 

that technology is not evolving as fast as the complexity of threats; 

Cons: There is no specific solution proposed other than requesting 

anti-virus companies to update their inefficient methods and 

techniques.” 
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8.2.6. Citations of (Ruiz, et al., 2014) 

1. Security and Tor Forensics (MJC Huang, 2018) 

2. A Study of the Internet Privacy in Private Browsing Mode (Jing-Chiou Liou*, 

2016) 

 

8.2.7.  Citations of (Ruiz, et al., 2015) 

 

1. Is Private Browsing in Modern Web Browsers Really Private (Shoeb, 2017) 

2. Exploring the protection of private browsing in desktop browsers (Nikolaos 

Tsalis Et al., 2017) 

o “Ruiz et al., (2015) focused on recovery techniques for page related 

data (i.e., text and graphics) created during private browsing. The 

authors performed their tests within 4 individual phases: shutdown, 

freeze, kill process and power down, while each phase indicated the 

way the browser was terminated (e.g., kill process - browser 

interruption). Their results showed that all phases included flaws 

regarding user’s privacy, in terms of acquiring browsing artefacts. In 

addition, Montasari and Peltola, (2015) analysed both system’s 

locations and RAM, in all browsers except Opera. Although the 

selected operating system is not clarified, it is implied that the authors 

used Windows for their experiments. Their results showed that Chrome 

is the most secure browser, since there are no artefacts available after 

private browsing, while Firefox only included low risk artefacts.” 

3. An Analysis of Inadvertent Data Disclosure Incidents (Coffey, s.d.) 

o “Ruiz  et  al  [7]  state  that  inadvertent  data disclosures  can  

sometimes  occur  when  end-users  have  some  expectation  of  privacy,  

as in  browsing  in  a  private  browsing  mode. They   enumerate   four   

different   potential gatherers  of  information in  the  browsing chain 

that  could  compromise  privacy  and cause   unintended   disclosures. 

One   might consider this situation to be another example of  human  

error,  although  this  time  the  error lies   in trusting   software   rather   

than   in outright dangerous behaviors or negligence.” 

4. Forensic Analysis of Edge Browser In-Private Mode (Shumaila Alam, 2016) 

o “However, few researchers [2], [9], [10] practically proved that mostly 

web browsers were not efficient to maintain sufficient protection, even 

with the implementation of private browsing mode.” 

5. Online Accounts Management Method Using Risk-Based Approach 

(Kakizaki, 2016) 

o “Ruiz et al . [17] researched personal behaviors regarding privacy that 

allows the leakage of information.” 

6. Exposing security and privacy liabilities in modern browsers (Tsalis, 2017) 

o “Ruiz et al., (2015) focused on recovery techniques for page related 

data (i.e.,text and grap-hics)  created  during  private  browsing.  The  

authors  performed  their  tests  within  4  individual phases: shutdown, 

freeze, kill process and power down, while each phase indicated the 

way the browser wasterminated (e.g.,kill process –browser 
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interruption). Their results showed that all phases included flaws 

regarding user’s privacy, in terms of acquiring browsing artefacts.” 

7. An Investigation into Possible Attacks on HTML5 (Kimak, 2016) 

o “Data privacy and information leakage is, therefore, a serious 

concern(Ruiz et al. 2015).” 

8. A comparative forensic analysis of privacy enhanced web browsers  (Gabet, 

2016) 

o “In their 2015 paper, researchers Ruiz, Amatte, Park, and Winter 

(2015)explored a method to capture data that had been created in a 

private browser.Contrary to much of the previously reviewed 

literature, this research did not seek to identify issues with private 

browsing modes or test the anonymity of private browsers.  Instead this 

research identified a process for collecting artifacts that would 

disprove the alleged privacy of browser vendors (Ruiz et al.,  2015).  If 

successful, the process would have served as a method for assessment 

and validation of private browser techniques (Ruiz et al.,  2015).  The 

methodology that Amatte et al.  used tested the browsers Internet 

Explorer 10, Firefox version 24, Google Chrome version 30, and Safari 

version 5 on a virtual machine using a four part test. The test SFKP is 

an acronym for the following; S for shutdown, F for freeze, K for kill 

process and P for power down.  Each of these tests involved generating 

specific browser data then capturing an image of the virtual machine 

at a different state to see what happened to the artifacts and if they 

could be recovered.  The results of this study showed that during 

different machine states, different artifacts were recoverable from each 

browser.  The researchers concluded from this study that the privacy 

that is being guaranteed in private browsers by browser vendors is not 

actually being delivered, presenting a much larger problem in a society 

where web privacy is becoming a large demand (Ruiz et al.,  2015)” 

o “What this study found was that not only did all of the browsers 

analysed by the author produce recoverable artifacts, based on 

research completed by others, every other browser analysed produces 

recoverable artifacts as well.  While this scenario is favorable for 

investigators or law enforcement seeking to use this information for 

investigative purposes, as Ruiz et al.  (2015) states, claims of complete 

privacy by web browser  vendors is still not being delivered” 

9. Forensic Analysis of Edge Browser InPrivate (Shumaila Alam, 2017) 

o “However, few researchers [2], [9], [10] practically proved that mostly 

web browsers were not efficient to maintain sufficient protection, even 

with the implementation of private browsing mode.” 

10. Investigating Google Chrome 66.0.3359 Artefact: Internet Forensics Approach 

(Morris et al., 2018) 

o “This study is similar to the one carried out by [15, 16, 17, 18, 19, 20, 

21, 22] which investigated how artefacts are mined in private browsers. 

The researchers however did not address artefacts left on lifeless 

imaging. The researcher did also not address the use of extensions to 

clear browsing data on chrome and their implications to chrome 

forensic artefacts investigation” 

11. Analysis of Private Browsing Activities (Md Saidi Raihana et al., 2017) 
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o “Forensic examinations of private and portable web browsing artifacts 

are extremely valuable only if prior research gain de lack significant 

findings or does not provide suficient answers (Oh and Lee 2011; Ruiz 

et al. 2015)” 
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9. Other Academic and Social Contributions 

The peer reviews and these citations, in special citations in a thesis, helps to 

improve relevance for author publications during the last ten years, including the entire 

work of the author. The classic way to measure the relevance of academics is the 

citations. In this way, the work of the author can prove 60 citations in Researchgate 

and 42 at Google Scholar with H-index 4 and I10 Index 1. When extracted all self-

citations, the number is 22 just for submitted outputs for this thesis.  

Another academic contribution is to work as a volunteer at conferences and 

Journals. I work as a Reviewer for the Journal of Homeland Security and Emergency 

Management (De Gruyter, 2018). I am Industry Solutions Chair at Second South 

American International Conference on Industrial Engineering and Operations 

Management, São Paulo, April 2020. (Anon., 2020)  

Below is a list of other publications that do not direct relation that this thesis or 

are republished work.  

 

9.1.1. Application of the Brazilian anti-malware assessment 

method and the repercussions for cyber defence (originally 

published in Portuguese as -Aplicação do método Brasil de 

avaliação de anti-malware e as repercussões para a defesa 

cibernética) (Montes, et al., 2014) 

The method consists of the following test elements: a) Scan - identify and 

verify scanning techniques, including file types and extensions. c) 

Cleaning/removal/quarantine rate is a process that aims to separate the malicious part 

from the non-malicious part of a file, whereas the removal process aims to delete the 
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file, while the quarantine aims to make an inaccessible file the user or other programs. 

e) Installation/update indicators - identify how the product manages its updates, 

including details of base size and frequency of updates. f) Usability of the software - 

identify the ease of use of the system and the generation of reports of the system under 

analysis. g) Stability indicators - identify possible problems related to product stability 

during use. h) Security indicators - identify possible security flaws that compromise 

the effectiveness and efficiency of the software. 

 Individual contribution: Design of method. 

9.1.2. Method and Tool for Generating Table of Relevance, 

presented at London Metropolitan Conference, April 2020 

DOI: 10.13140/RG.2.2.14360.62725 

Nowadays, software engineering solutions for supporting the scientific 

research process are needed. As we have many articles in thousands of scientific 

sources, methods to improve and ease the selection and prioritization of research works 

are demanded, mainly in systematic or quasi-systematic literature reviews. We can 

increase the productivity of software engineering researchers by using structured 

relevance tables in literature reviews. In this paper, a method and its software tool are 

presented aiming at generating relevance tables. From the content of the papers (Title, 

Abstract, etc.), word clouds are generated for selecting and organizing the works, and 

a heat map based relevance table arises aiming at prioritizing the works to be used in 

the literature review. The main contributions are i) the method for generating relevance 

tables in literature reviews (MTTR); ii) a software tool for supporting MTTR. The 

method and software tool is meant to be useful for researchers who need to organize 

and prioritize works in comprehensive literature reviews. 

https://www.researchgate.net/publication/342449543_Method_and_Tool_for_Generating_Table_of_Relevance?_sg=BoiDPYCRuDCoCpqGU-OB4OKp057R_zJTeUrBVLlKSIb86YNMJTIplYxJWI2Muja4okisNpCCVfMseDhXtV3uyEgAe0nQVUR9b-r-s_0F.VbQ014mBhl3IT1saC8nKLgVp-TsE78pxcn0X4QldxjpgzHTGGxBzT--b4bcU_YZd6SdLTjwbliVeDdjgVj87bw
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 Individual contribution: Creation of method for heat map table for literature 

review, creations of software and write 50% of the paper. 

 

9.1.3. Cyber Mission Operations: A Literature Review (Rogerio 

Winter et al., 2020) 

Besides, we used a new process to perform this survey which has some 

advantages over other processes: objective classification of papers, a significant 

reduction in execution time, fast visualization of results, fast refinement of research, 

and validation of relevance of the papers. The main contribution is a quasi-systematic 

and updated literature review of cyber mission operations, pointing out gaps in the 

literature and research problems to be addressed by researchers. This work finds the 

state of art in cyber mission operations and explores the military world to review, 

classify and comment the most relevant published work in this area. 

 Individual contribution: Creation of method for heat map table for literature 

review. 

 

 

9.1.4. A little about security (originally published in Portuguese as 

Um pouco sobre segurança) (Ruiz, 2013) 

This chapter book that discusses security aspects during ERP software 

development. In Brazil, we can verify one of the more complex tributary systems at 

the World and the principal concern of the owner of any small company is the diary 

sales and the register for the government. Delivery correct reports are the principal 

objective of all developer. Accuracy is equivalent to business security. 

 Individual contribution: Unique writer of the chapter. 
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9.1.5. Who is afraid of the sea monsters? (Ruiz, 2016) 

This short opinion paper discusses the fear about Dark web, the symbiosis 

between fear and the security market and neglect of people in password management. 

As a result of this short text, I received an invitation to speak at Inside Dark Web 

November 1st-2nd, 2016 Army Navy Club Washington, DC. 

 Individual contribution: Unique writer of the article. 

9.1.6. Symbiosis and Fear, Evolutionary Benefits of Cybersecurity 

(Ruiz, 2017) 

This opinion paper is a criticism about the vendors and professionals of 

cybersecurity and explores the dubious relations between the fear and the sale of 

protection. The importance of security is dependent on the existence and criticality of 

the treat.  

 Individual contribution: Unique writer of the article. 

9.1.7. Brazilian Cybersecurity – The Challenge Among Technology, 

Processes, People And Environment (Rogério Winter et al., 

2018) 

In this effort, we offer and apply a method to analyse Brazilian government 

web infrastructure. Method: The development of this study used the following 

methods: 1.1  Information gathering from  Brazilian government domains(federal, 

state and municipal level); 1.2   To query each government domain to get information 

about HTTP headers; 1.3 To search for pieces of evidence on open source databases 

about attacks on Brazilian government domains;1.4  Information gathering from data 

leaks on the  Internet relating to Brazilian government;1.5  To analyze https protocol 
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use in government portals to identify the status of digital certificates.   

 Individual contribution: Revision and coordination of the working group. 

9.1.8. Trigona Honey-Client Technical Comparison Report (Ruiz, 

2014) 

One of my duties here test software and the result of the test of Trigona that is 

a medium interaction honeypot deserved full detail. This work proposes a new simple 

method to verify and compare the results proposed by Trigona. As a means of 

collecting the artefacts, Trigona presented unsatisfactory due primarily to the final 

results of the collections and the time for detached analysis.  

 Individual contribution: Unique writer of the article. 

9.1.9. Lazarus: Data Leakage With Cryptographic Systems 

(Rodrigo Ruiz, 2017) 

This is a resume of  Lazarus: Data Leakage with PGP and Resurrection of the 

Revoked User did for US cyber defence public. This text summarizes a method to 

bypass a cryptographic program, recovering credentials from the deleted user. 

 

 Individual contribution: Production of 60% of the text. 

9.1.10. Apoc@lypse: O fim do antivírus (Ruiz, et al., 2016) 

This book is the translation from English to the Portuguese language of the 

original book Apoc@lypse: The end of Antivirus (Ruiz, et al., 2015) 

 Individual contribution: Creation of method of cyber-autoimmune disease, 

coordination of workgroup, and write 50% of the text. 
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9.1.11. Reprint: Lazarus: Data Leakage with PGP and 

Resurrection of the Revoked User (Ruiz & Winter, 2016) 

This is a reprint for the military public of the original paper (Ruiz & Winter, 

2016) 

 Individual contribution: Production of 60% of the text. 

9.1.12. Brazilian "Car Wash" Task Force: Cybersecurity 

Lessons (Ruiz & Winter, 2017) 

Opinion short paper about the correct use of cryptographic systems by 

criminals. This paper remembers the famous case of a banker that was suspect and use 

Truecrypt and PGP to protect his alleged illegal business. Neither the Federal Police 

of Brazil nor the FBI was able to open the files, and the banker ended up acquitted for 

lack of evidence and procedural flaws. In 2019 in another case, another famous 

Brazilian businessperson was arrested but your data still protected by cryptographic 

software. 

 Individual contribution: Production of 60% of the text. 

9.1.13. Spying Across Borders in the Age of Email (Ruiz & 

Winter, 2017) 

This Scenario Analysis shows a spy case suffered by author by the UK Ministry 

of Defence with the collaboration of Microsoft Corp. After the author has a paper 

classified in the anti-terrorism category of an international conference we were able to 

confirm in our periodic access log checks that there was improper access to our emails. 

After a few months of monitoring, we were able to map and track your digital steps 

from Brazil to Redmond, Washington to London in the UK Ministry of Defence 
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building. The article contains the official and evasive responses from Microsoft and 

the British government. They do not confirm and do not deny the allegations.  

 Individual contribution: Production of 70% of the text, creation of forensic 

method and conduction of laboratory tests. 

9.1.14. Credentials (UN)Management in home banking. (Ruiz 

& Winter, 2017) 

This is a resumed version of the paper  (Ruiz, et al., 2017) and uses common 

language to professional programmers’ persons. 

It is about how as possible to opponent to access credential data of bank 

account, e-commerce and other web-based systems. 

 

 Individual contribution: Production of 60% of the text, creation of forensic 

method and conduction of laboratory tests. 

9.1.15. Is Brazil taking advantage of COVID-19 to promote 

age and social extermination? (Ruiz, 2020) 

 
It is social criticism of the Brazilian Government after the disastrous 

pronouncement on the national network on March 24, 2020, the Brazilian president 

and a good part of his team, leave little doubt that the death of a significant portion of 

the elderly from the lower classes, could be the solution to social security problems.  

 Individual contribution: Opinion and full text. 

9.1.16. Brazil, the pandemic, the specialization of species and 

the globalized market (Ruiz & Ganzert, 2020) 

E-letter in Science Magazine about specialization risks in Brazil production 

https://www.researchgate.net/publication/320617316_Credentials_UNManagement_in_home_banking?_sg=lCHPdD_K0oHop99ecnSSDQRpBW-zZ3jYke_gCkf-E1cZdQi6xjayQO4W95-PXWmetMVQgMzzsA-4rIkKSX5kw1Jwm9wZ5O60V5mVdNOY.tW9SIoQSwzj6oGcpdui6JkHzDnXy93heLF0GDlzMIV-inf3se3PLLdY60mSt_JbZy1hTWbssky4h9skeSbswkQ
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infrastructure. Existence a specialized species, although it is compensations, it has 

been shown a risky path and that it increases the chance of extinction. (1) Brazil, 

decided through its councils and society itself, to focus on being a breadwinner of 

foods, distributing H2O to the world. Brazil are one of the major world producers of 

grains, and we don't produce a sole farm machine. Our natural and nutritious germs 

are being substituted for transgenic with no taste and without nutrients coming from 

the exterior. Practically a vassal that plants the seed of the feudal lord.  

 Individual contribution: Opinion and 50% of the text. 

9.1.17. REPRINT: Brazil, the pandemic, the specialization of 

species and the globalized market (Ruiz & Ganzert, 2020) 

Reprint in Critical Infrastructure Review Magazine from the original E-letter 

in Science Magazine about specialization risks in Brazil production infrastructure.  

 Individual contribution: Opinion and 50% of the text. 

9.1.18. A Consumer-Centric Conceptual Framework for Trust 

Assessment in Cloud Computing (Balcao, et al., 2019) 

A framework to measure customer satisfaction in the cloud market. 

 

 Individual contribution: Some parts of the text and validation in calculus. 

9.1.19. A Study on Trust Models in Cloud Computing (Balcao, 

et al., 2020) 

Literature review on Trust Models in Cloud Computing. 

 

 Individual contribution: Automation of Literature review tabulation. 
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9.1.20. Um cara, 6 passaportes ( A guy with 6 passports) 

(Rodrigo Ruiz et al., 2019) 

A book about genealogy using police and cybersecurity investigations 

techniques to discover the past. 

 

 Individual contribution: 80% of the text. 

9.1.21. BinStat - Ferramenta para Reconhecimento de 

Executáveis Empacotados (Park, et al., 2011) 

Tool for recognition of packed executable files  

 

 Individual contribution: Automation of process. 

9.1.22. BinStat Tool for Recognition of Packed Executables 

(Park, et al., 2012) 

Tool for recognition of packed executable files  

 

 Individual contribution: Automation of process. 

 

9.1.23. Researchgate and Google Scholar 

 
Specifically to the School of Computing of London Metropolitan University, I 

contribute with my index in Researchgate as seen in Figure 22. I figure in march/2020 

in the top 10 of a popular member for reading my articles. I also contributed by taking 

the name of the University in on-line publications at Science Magazine. (Ruiz, et al., 

2020) (Ruiz & Ganzert, 2020). In Figure 23 we can see the Reseachgate Score. Even 

with some questions, the Researchgate score serves as a good indicator of the reach 
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and relevance in transmitting the knowledge developed in the researcher's articles. 

Even the Google Scholar H Index Figure 24 is also subject to criticism. The number 

of citations does not necessarily indicate the impact of research on society and the 

researcher's ability to pay for open access to articles, and whether the researcher acts 

as a teacher can create wide disparities.  

 

 
Figure 22 - Researchgate statistics of the School of Computing of London Metropolitan University. 
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Figure 23 The Researchgate score is indicative of the paper's relevance. 

 

 

Figure 24 Google Scholar statistics 
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10. Conclusion and Future Work 

10.1. Conclusion 

 

According to the research presented by the British Government discussed in 

the introduction of this thesis, we can see that society is fully confident that companies, 

universities, and the government will protect them from any cyber threat. 

A substantial set of cybersecurity publications was presented, discussed, and 

analysed in Privacy, Encryption, Web Credentials, Security Systems, and Education. 

Common sense was confronted in this research and concludes that the low quality in 

implementing business rules in the analysed software is directly related to the blind 

faith in consolidated software, companies, and methods. 

The research points out that society has built on compromised foundations and 

that we should periodically ask to reassess the condition of our cybersecurity 

structures. 

The university is primarily responsible for the connection between society and 

the fundamental principles of cybersecurity. Currently, in an analogy, we train more 

and more firefighters and do not teach ordinary people how to use a match safely. 

The yearning for specialist training has neglected the importance of teaching 

cybersecurity principles to everyone, especially computer science students in the UK. 

Our cybersecurity foundations are not so safe, and it is a big business. 

Companies found a way to gain billions selling infinite solutions to infinite problems 

over an old and compromised foundation.  We will have secure systems when the first 

line of the first algorithm has been programmed with cybersecurity concepts.  

This work proposes ten methods and presents fifteen research papers in five 
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elements of cybersecurity: Privacy, Encryption, Web Credentials, Security Systems, 

and Cybersecurity Education, including the change of cybersecurity paradigm, 

including the cybersecurity disciplines as mandatory in all semesters of G400 courses 

in the UK. Education and training is a more accessible way to improve more quality 

in cyber-cosmos. 
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10.2. Future Work 

A draft of the post-doctoral project is on the line with the title Handling 

Credentials on Military Websites. Like private sector companies, all governments and 

military forces worldwide use the internet for their communications, training and 

logistics systems, and other controls. The purpose of this project is to search for 

vulnerability patterns on these websites 
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Resumo — A crescente preocupação dos usuários com o sigilo 
dos dados gerados pelas atividades desenvolvidas no decorrer 
da navegação pelas páginas web fomentou o desenvolvimento de 
opções de navegação que ofertassem maior grau de segurança e 
sigilo para estes dados.
Se por um lado tal recurso, em caso de funcionamento perfeitamente 
alinhado as diretrizes de segurança, fornece ao usuário privacidade 
em suas atividades online, por outro lado fica claro que em caso de 
ilícitos cometidos, os agentes da lei têm que lidar com mais esta 
dificuldade para obter dados que forneçam provas necessárias 
durante uma investigação.
Independente do caso é importante verificar se as diferentes ofertas 
de mecanismo de navegação privada realmente funcionam.
A metodologia proposta mostrou que, dependendo do navegador 
utilizado, é possível recuperar dados em formato de texto sobre 
páginas visitadas durante a navegação sigilosa e até mesmo 
figuras que constituem essa página, em clara violação ao requisito 
funcional básico deste recurso.
Palavras-chave: Navegação sigilosa, Segurança de navegadores, 
Análise forense em navegadores.

Abstract — The growing concern of users about the confidentiality 
of data generated by web browsing activities made browser 
developers include options for safer and confidential browsing in 
their products.
For users those options, when functionally compliant with data 
security guidelines, guarantee online privacy. For law enforcement 
agents, this functionality introduces another obstacle for data 
acquisition towards evidence gathering.
It is important to assess and validate private browsing techniques 
no matter which case.
The presented methodology shows that for some browsers it is 
possible to recover text and graphical data related to pages visited 
during private navigation, in clear violation of this tool basic 
functional requirement.
Keywords: Private browsing, Browser safety, Browser forensics.

I. Introdução
A crescente preocupação dos usuários com o sigilo dos 

dados gerados pelas atividades desenvolvidas no decorrer da 
navegação pelas páginas web fomentou o desenvolvimento de 
opções de navegação que ofertassem maior grau de segurança 
e sigilo destes dados.

A promessa dos desenvolvedores em relação ao funcionamento 
desse recurso é impedir que outros consigam reconstruir os 
passos que o usuário tomou durante suas atividades online.

Se por um lado tal recurso, em caso de funcionamento 
perfeitamente alinhado as diretrizes de segurança, fornece ao 
usuário privacidade em suas atividades online, por outro lado 
fica claro que em caso de ilícitos cometidos, os agentes da lei 
têm que lidar com mais esta dificuldade para obter dados que 
forneçam provas necessárias durante uma investigação.

Em ambos os casos, é importante verificar a funcionalidade 
real de tal recurso, se as implementações disponíveis 
realmente oferecem o sigilo ofertado, ou se existem falhas 
que possibilitem a obtenção de dados das atividades online 
mesmo com esta opção em uso.

Assim, o presente trabalho se estrutura nos seguintes 
tópicos: 

Metodologia de Testes, onde se apresenta a metodologia 
aplicada aos testes efetuados da funcionalidade de navegação 
privada.

Resultados e Discussão, onde se apresenta os resultados 
obtidos pelos testes adotados e discute-se o tratamento 
apresentado para esses resultados.

Finalizando, seguem as conclusões e referências 
bibliográficas utilizadas.

II. Metodologia de Testes
Ao testar uma funcionalidade de segurança, faz-se 

necessário definir os requisitos funcionais da mesma, além 
do perfil do atacante que tentará desabilitar ou sobrepujar tal 
funcionalidade.

Em um trabalho sobre análise da funcionalidade de 
navegação privada, [1] lista os perfis de possíveis atacantes, 
além dos modelos de segurança a serem verificados e 
os objetivos a serem cumpridos pelos navegadores que 
implementam a navegação privada.

No presente trabalho, parte-se do arcabouço metodológico 
apresentado por [1], para a construção do seguinte modelo 
metodológico:

O perfil do atacante considerado parte do pressuposto que 
este possui acesso local a maquina do usuário. Portanto, as 
tentativas de burlar o sistema de navegação privada ocorrerão 
a partir de uma imagem extraída da máquina do usuário. 

DOI: 10.5769/C2012011 or http://dx.doi.org/10.5769/C2012011
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Como o foco é avaliar a funcionalidade de navegação 
privada de modo isolado, considera-se que o usuário não adota 
técnicas de segurança que potencialmente influenciariam 
no acesso aos dados gerados durante a navegação. Assim, 
considera-se a não utilização de métodos criptográficos no 
disco da máquina do usuário.

Além disso, o presente trabalho foca a prospecção de 
dados na máquina do usuário em formato de texto ou figuras 
que tragam informações a respeito de páginas visitadas por 
este. Portanto, não é efetuada análise específica de alterações 
em arquivos utilizados por navegadores tais como histórico, 
cookies, cache, certificados e outros, cuja análise pode ser 
observada em [1] e [2].

Para os testes efetuados, criou-se uma máquina virtual 
“guest” padrão, com a instalação do sistema operacional 
Windows XP SP3 sobre uma máquina “host” executando 
o sistema operacional Ubuntu 10.04 e o virtualizador 
VirtualBox [3]. 

Um “snapshot” da máquina Windows recém instalada foi 
criado, considerando a possível necessidade de comparação 
futura da máquina base com as máquinas que executam os 
diferentes navegadores instalados.

Os navegadores testados foram o Internet Explorer 8 e o 
Firefox 8.0.1. Após cada teste, a máquina virtual Windows é 
levada ao seu estado inicial, imediatamente após a instalação 
do navegador em questão. Dessa forma, garante-se que todos 
os testes são efetuados sobre a mesma base.

Com base nestas premissas, efetuaram-se quatro testes 
diferentes para cada um dos navegadores em modo de 
navegação privada:

Teste 1: Visitar um site disponível na internet, sem efetuar 
operações de interação com o site. Finalizar corretamente o 
navegador, gerar a imagem da máquina virtual para análise.

Teste 2: Visitar um site disponível na internet, sem efetuar 
operações de interação com o site. Com o navegador ainda 
ativo, gerar a imagem da máquina virtual para análise.

Teste 3: Visitar um site disponível na internet, sem efetuar 
operações de interação com o site. Requisitar que o sistema 
operacional interrompa o navegador, gerar a imagem da 
máquina virtual para análise.

Teste 4: Visitar um site disponível na internet , sem 
efetuar operações de interação com o site. Requisitar que o 
virtualizador desligue a máquina virtual, simulando uma 
queda de energia, gerar a imagem da máquina virtual para 
análise.

Entende-se por imagem da máquina virtual, os arquivos 
separados de memória e disco da mesma.

Para cada teste efetuado, a imagem da máquina virtual 
gerada será analisada através da aplicação do programa strings 
[4] encontrado nas distribuições Linux, para a prospecção de 
cadeias de caracteres que tenham relação com a página web 
visitada.

Além disso, a imagem da máquina virtual também será 
analisada para a prospecção de arquivos gráficos associados 
à página visitada, através da utilização do programa scalpel 
[5], uma reconhecida ferramenta forense para extração de 
arquivos (“data carving”) de diferentes formatos.

Esta ferramenta funciona da seguinte forma: Ela lê um 
bloco de dados - memória, disco ou arquivos - e procura por 
assinaturas relacionadas a arquivos de formatos conhecidos.

Como essas assinaturas são uma seqüência de bytes, existe 
a chance de ocorrência de falso-positivos e, portanto, a não 
captura do arquivo correto.

Além disso, é importante salientar a existência de diversos 
problemas conhecidos relacionados ao uso de ferramentas 
de “data carving”, como, por exemplo, suas limitações para 
o tratamento de dados não contíguos. Assim, é possível que 
uma imagem cuja seqüência de bytes esteja dispersa não seja 
recuperada integralmente, apesar de sua possível existência 
no bloco de dados analisado.

III. Resultados e Discussão
Visando simular uma visita real a um site qualquer 

disponível na internet, uma seleção aleatória foi realizada, e o 
site escolhido para o experimento foi o [6]. Dado que algumas 
informações do site são proprietárias, as figuras recuperadas 
durante o teste, mesmo aquelas que foram completamente 
recuperadas serão reproduzidas apenas parcialmente no 
presente trabalho. O status de recuperação (parcial / total) 
será indicado na legenda associada à figura.

Para o navegador Internet Explorer 8, parte dos resultados 
obtidos foram:

A. Teste 1

1) Strings

<title>Simpsons.com.br </title> 

<link rel=”stylesheet” href=”http://www.simpsons.com.
br/wp-content/themes/the_simpsons_theme/style.css” 
type=”text/css” media=”screen” /> 

<link rel=”alternate” type=”application/rss+xml” 
title=”Simpsons.com.br RSS Feed” href=”http://www.
simpsons.com.br/?feed=rss2” /> 

<link rel=”pingback” href=”http://www.simpsons.com.br/
xmlrpc.php” /> 

<link rel=”stylesheet” type=”text/css” href=”http://www.
simpsons.com.br/wp-content/themes/the_simpsons_theme/
style.css” /> 

<link rel=”stylesheet” type=”text/css” href=”http://www.
simpsons.com.br/wp-content/themes/the_simpsons_theme/
style_ie.css” /> 
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<link rel=”stylesheet” type=”text/css” href=”http://www.
simpsons.com.br/wp-content/themes/the_simpsons_theme/
style_ie6.css” /> 

<link rel=”stylesheet” href=”http://www.simpsons.com.br/
wp-content/plugins/share-buttons/css/share-buttons-user.
css” type=”text/css” /> 

 seu voto:.. ..http://thesimpsons.com/nedna/...” /> 

 seu voto:.. ..http://thesimpsons.com/nedna/...” /> 

<script type=’text/javascript’ src=’http://www.simpsons.com.
br/wp-includes/js/l10n.js?ver=20101110’></script> 

<script type=’text/javascript’ src=’http://www.simpsons.
com.br/wp-content/plugins/share-buttons/js/share-buttons.
js?ver=3.2.1’></script> 

Theme Name: The Simpsons Theme 

Description: The Simpsons Theme is a unique Widget ready 
WordPress theme with 2 columns, right sidebar and fixed 
width. Tested on Firefox, Internet Explorer 6, 7 and Opera. 

É possível verificar que o navegador, mesmo em modo de 
navegação privada, deixou no sistema informações a respeito 
da página visitada. Ao analisar o conteúdo completo gerado 
pelo programa strings, percebe-se que existe a possibilidade 
de reconstrução uma fração considerável da página visitada 
apenas com esses dados.

2) Figuras

Figura 1 – Figura Parcialmente Recuperada do Sistema pelo Scalpel

Figura 2 – Parte da Figura Original Encontrada na Página Visitada

Figura 3 – Parte da Figura Totalmente recuperada do Sistema pelo Scalpel

Figura 4 – Parte da Figura Original Encontrada na Página Visitada

Novamente, é possível verificar que o navegador, mesmo em 
modo de navegação privada, deixou no sistema informações 
suficientes a respeito de figuras existentes na página visitada 
para possibilitar a identificação e até mesmo recuperação de 
algumas delas.

B. Teste 2

3) Strings

Simpsons.jpg HTTP/1.1 

 _simpsons_` 

ww.simpsonsE 

www.simpsonsF 

simpsons@- 

eferer: http://www.simpsons.com. 

simpsons.com.br/ 

simpsons@- 

simpsons.com.br/ 

simpsons@- 

simpsonsF 

erer: http://www.simpsons.com.br 

www.simpsons.com.br 

simpsons.# 

.simpsons.com.br%2F&amp;extra_2= 

: www.simpsons.c 

simpsons.com.br 
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_simpsons_th@ 

http:www.simpsons.com.br 

simpsons@[ 

_url=”http://www.simpsons.com.br /?p=148”>S@ 

Os Simpsons 

simpsons.com.br 

simpsons@- 

http://www.simpsons.com.br/favic 

simpsons.# 

Simpsons 

Simpsons 

www.simpsonsI 

tp://thesimpsons.com/nedna/c 

sidades sobre os Simpsons’ class 

w.simpsons.com.br%2F&amp;extr 

Os Simpsons 

simpsons@- 

Os Simpsons 

simpsons@- 

simpsons@- 

Pode-se observar que seria possível recuperar informações 
suficientes para identificar a página visitada.

4) Figuras

Figura 5 - Figura Parcialmente Recuperada do Sistema pelo Scalpel

Figura 6 - Parte da Figura Original Encontrada na Página Visitada

Figura 7 - Parte da Figura Totalmente recuperada do Sistema pelo Scalpel

Figura 8 - Parte da Figura Original Encontrada na Página Visitada

Novamente, é possível verificar que o navegador, mesmo em 
modo de navegação privada, deixou no sistema informações 
suficientes a respeito de figuras existentes na página visitada 
para possibilitar a identificação e até mesmo a recuperação 
de algumas delas.

C. Teste 3

5) Strings

w.simpsonsDr 

ww.simpsonsE 

simpsons.&W 

 _simpsons_` 

simpsons@R 

simpsons@- 

www.simpsonsK 

www.simpsonsE 

p://www.simpsons.com.br/ 

www.simpsonsF 

: http://www.simpsona 

Referer: http://www.simpson 

: http://www.simpsonsE 

Simpsons.jpg HTTP/1.1 

.simpsons.com.br%2F&amp;extra_2= 

dades sobre os Simpsons</b>. 
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simpsons.# 

sidades sobre os Simpsons’ class 

w.simpsons.com.br%2F&amp;extra_2 

www.simpsons.com.br 

src=”http://thesimpsons.com/nedn 

www.simpsonsHu 

ia Simpsons tem 3 re ( 

www.simpsons@( .br/?p=129 

Os Simpsons 

www.simpsons.com.br 

Simpsons 

Os Simpsons 

%2F%2Fwww.simpsons.com.br 

mporada dos Simpsons</b>. 

re Steve Jobs e Homer Simpson</b 

www.simpsons.com.br 

www.simpsons.com.br 

www.simpsonsA 

simpsons 

http://www.simpsons.com.br/wp-co 

title>Simpsons.com.br </ 

simpsons@- 

dios de &quot;Os Simpsons 

simpsons@- 

de Homer Simpson e sua fam 

simpsons@- 

u <b>Simpsons - Escolha</b>. 

Novamente, pode-se observar que seria possível recuperar 
informações suficientes para identificar a página visitada.

6) Figuras

Figura 9 - Figura Parcialmente Recuperada do Sistema pelo Scalpel

Figura 10 - Parte da Figura Original Encontrada na Página Visitada

Figura 11 - Parte da Figura Totalmente recuperada do Sistema pelo Scalpel

Figura 12 - Parte da Figura Original Encontrada na Página Visitada

É possível verificar que o navegador, mesmo em modo 
de navegação privada, deixou no sistema informações 
suficientes a respeito de figuras existentes na página visitada 
para possibilitar a identificação e até mesmo a recuperação 
de algumas delas.

D. Teste 4

7) Strings

Theme Name: The Simpsons Theme 

Description: The Simpsons Theme is a unique Widget 
ready WordPress theme with 2 columns, right sidebar and 
fixed width. Tested on Firefox, Internet Explorer 6, 7 and 
Opera. Theme is XHTML/CSS valid and SEO friendly. 

curtiu <b>Globo adapta &quot;Os Simpsons&quot; para hor 
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e outras 2 pessoas curtiram isso.</span><span class=”connect_
widget_not_connected_text”>2 curtiram. <a href=”/campaign/
landing.php?campaign_id=137675572948107&amp;partner_
id=simpsons.com.br&amp;placement=like_button&( 

<link rel=”EditURI” type=”application/rsd+xml” title=”RSD” 
href=”http://www.simpsons.com.br/xmlrpc.php?rsd” /> 

<link rel=”wlwmanifest” type=”application/wlwmanifest+xml” 
href=”http://www.simpsons.com.br/wp-includes/wlwmanifest.
xml” /> 

<link rel=’index’ title=’Simpsons.com.br’ href=’http://www.
simpsons.com.br’ /> 

<h1><a href=”http://www.simpsons.com.br/” title=”Simpsons.
com.br”>Simpsons.com.br</a></h1> 

s dos Simpsons</div> 

<h2><a href=”http://www.simpsons.com.br/?p=148” 
rel=”bookmark” title=”Permanent Link to Ned 
Flanders e Edna Krabappel”>Ned Flanders e Edna 
Krabappel</a></h2> 

<div class=”post-title-info”>Autor: Felipe &nbsp;|&nbsp; 
Categoria: <a href=”http://www.simpsons.com.br/?cat=5” 
title=”Ver todos os posts em Informa 

<p><ahref=”http://thesimpsons.com/nedna/”><img 
src=”http://thesimpsons.com/nedna/collectibles/pro-
nedna-facebook-icon01.jpg” alt=”A favor” /></a> <a 
href=”http://thesimpsons.com/nedna/”><img src=”http://
thesimpsons.com/nedna/collectibles/no-nedna-facebook-
icon01.jpg” alt=”Contra” /></a></p> 

<p><a href=”http://thesimpsons.com/nedna/”>http://
thesimpsons.com/nedna/</a></p> 

<div class=’twitter-none’><a rel=’nofollow’ title=’Post to 
Twitter’ href=’http://twitter.com/share’ data-url=’http://
www.simpsons.com.br/?p=148’ data-text=’Ned Flanders 
e Edna Krabappel’ class=’twitter-share-button’ data-
count=’none’ data-via=’’>Tweet</a></div><div class=”fb-
share-button”><a rel=’nofollow’ title=’Post to Facebook’ 
name=”fb_share” type=”button” share_url=”http://www.
simpsons.com.br/?p=148”>Share to FB</a></div><div 
class=’google-buzz’><a rel=’nofollow’ title=’Post to Google 
Buzz’ class=”google-buzz-button” href=”http://www.
google.com/buzz/post” data-button-style=”small-button” 
data-locale=’pt’></a></div><!--End Share Buttons http://
sbuttons.ru --> 

<iframe src=”http://www.facebook.com/plugins/like.
php?href=http://www.simpsons.com.br/?p=148&amp;la
yout=standart&amp;show_faces=1&amp;width=450&a
mp;action=like&amp;font=tahoma&amp;colorscheme=
light&amp;height=70” scrolling=”no” frameborder=”0” 
style=”border:none; overflow:hidden; width:450px; 
height:70px;” allowTransparency=”true”></iframe> 

Pode-se verificar que neste teste, o resultado gerado pelo 
programa strings gera informações que permitiriam não 

apenas identificar como também reconstruir parcialmente a 
página visitada.

8) Figuras

Figura 13 - Figura Parcialmente Recuperada do Sistema pelo Scalpel

Figura 14 - Parte da Figura Original Encontrada na Página Visitada

Figura 15 - Parte da Figura Totalmente recuperada do Sistema pelo Scalpel

Figura 16 - Parte da Figura Original Encontrada na Página Visitada
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Novamente, é possível verificar que o navegador, mesmo em 
modo de navegação privada, deixou no sistema informações 
suficientes a respeito de figuras existentes na página visitada 
para possibilitar a identificação e até mesmo a recuperação 
de algumas delas.

Para o navegador Firefox, alguns dos resultados obtidos 
foram:

E. Teste 1

9) Strings

Nenhum resultado relevante

10) Figuras

Nenhum resultado relevante

F. Teste 2

11) Strings

Simpsons.com.br 

thesimpsons 

www.simpsons.com.br 

http://thesimpsons.com/nedna/ 

www.simpsons.c 

www.simpsons.com.br/wp-( 

 thesimpson 

www.simpsons.com 

www.simpsons.com.br 

www.simpsons.com.br/?feed=rss2 

simpsons@- 

http://www.simpsons.com.br/wp-co 

simpsonsC, 

http://thesimpsons.com/nedna/col 

HTTP:http://www.simpsons.com.br/ 

HTTP:http://www.simpsons.com.br/ 

simpsons@- 

http://www.simpsonsAX!Q 

dio dos Simpsons demor 

www.simpsons.com.br 

simpsons@- 

/www.simpsons.com.br/wp-content/ 

www.simpsons.com.br/wp-includ% 

a tema dos Simpsons. 

www.simpsonsF 

www.simpsons.com.br 

www.simpsons.com.br 

www.simpsonsC 

ost: thesimpsons.com 

/03/RockBottomSimpsons.jpg 

www.simpsonsD[ 

r: http://www.simpsons.com.br/ 

www.simpsonsA; 

www.simpsons.com.br 

Pode-se observar que seria possível recuperar informações 
suficientes para identificar a página visitada.

12) Figuras

Figura 17 - Figura Parcialmente Recuperada do Sistema pelo Scalpel

Figura 18 - Parte da Figura Original Encontrada na Página Visitada

É possível verificar que o navegador, mesmo em modo 
de navegação privada, deixou no sistema informações 
suficientes a respeito de figuras existentes na página visitada 
para possibilitar a identificação das mesmas.
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G. Teste 3

13) Strings

www.simpsons.com.br 

Referer: http://www.simpsona; 

 .simpsons. 

www.simpsonsD` 

Referer: http://www.simpsonsAY 

 thesimpsons.com 

www.simpsons.com.br 

Referer: http://www.simpsonsA; 

simpsons@- 

Referer: http://www.simpsonsA; 

content/uploads/2010/03/simpsons 

Host: www.simpsons.com.br 

simpsonsA 

simpsons@- 

r: http://www.simpsons.com.br/ 

Pode-se observar que seria possível recuperar informações 
suficientes para identificar a página visitada.

14) Figuras

Não foram recuperadas figuras relativas a página visitada.

H. Teste 4

15) Strings

Não foram recuperadas strings de texto referentes a página 
visitada.

16) Figuras

Não foram recuperadas figuras referentes a página visitada.

Agrupando os resultados obtidos, tem-se:

Tabela 1 – Resultados para o navegador Internet Explorer

  Teste 1 Teste 2 Teste 3 Teste 4

Recuperação de 
endereço da página 

visitada
Sim Sim Sim Sim

Recuperação de 
figuras parciais Sim Sim Sim Sim

Recuperação de 
figuras completas Sim Sim Sim Sim

Tabela 2 – Resultados para o navegador Firefox

  Teste 1 Teste 2 Teste 3 Teste 4

Recuperação de 
endereço da página 

visitada
Não Sim Sim Não

Recuperação de 
figuras parciais Não Sim Não Não

Recuperação de 
figuras completas Não Não Não Não

Pode-se verificar que a função de navegação privada, tal 
como implementada, apresenta-se funcionalmente mais 
adequada no navegador Firefox.

IV. Conclusão
Nos quatro tipos de testes realizados, é possível verificar 

que a versão testada do Internet Explorer possui sérias 
falhas em sua funcionalidade de navegação privada, ao 
deixar disponível no sistema uma série de informações que 
possibilitariam não apenas identificar páginas visitadas como 
também reconstruí-las.

Já o navegador Firefox apresenta dados relativos à página 
visitada apenas nas análises desenvolvidas tanto com o 
navegador executando (teste 2) quanto logo após o sistema 
ter interrompido sua execução (teste 3). 

Assim, pode-se concluir que para a metodologia adotada, 
a funcionalidade de navegação privada implementada no 
Firefox mostra-se mais adequada que aquela encontrada no 
Internet Explorer.

Se por um lado isso representa um ponto negativo 
para o usuário, por outro facilita o trabalho de perícia dos 
navegadores por agentes da lei nos casos em que esta tarefa 
se faz necessária.
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Abstract — The growing concern of users about the 

confidentiality of data generated by web browsing 

activities made browser developers include options 

for safer and confidential browsing in their 

products. 

 For users those options, when functionally 

compliant with data security guidelines, guarantee 

online privacy. For law enforcement agents, this 

functionality introduces another obstacle for data 

acquisition towards evidence gathering. 

 No matter which case, it is important to 

assess and validate private browsing techniques. 

 The presented method shows that for some 

browsers it is possible to recover text and graphical 

data related to pages visited during private 

navigation, in clear violation of this tool basic 

functional requirement. 

Keywords: Private browsing, Browser safety, 

Browser forensics. 

 

1 INTRODUCTION 

The growing concern of users with the 
confidentiality of the data generated by the 
activities developed in the course of navigation 
through web pages fostered the development of 
navigation options that offer greater degree of 
security and confidentiality of the data. 

The promise of the developers regarding the 
operation of this feature is to prevent others to 
reconstruct the steps the user took during his 
online activities. 

On Mozilla’s page we found this commercial 

text about privacy and private browsing: 

“Sometimes it’s nice to go undercover: 

Open a private window and protect your 

browsing history. You can switch 

between private and normal windows 

quickly, so it’s easy to go back to 

what you were doing before. This 

feature is great if you’re doing your 

online banking on a shared computer or 

checking email from an Internet café.” 

[1] 

 

On Chrome’s browser, when the user enable 

incognito mode, the new tab opened displays 

the following message: 
“You came in incognito mode. Pages you 

view in this window will not appear in 

your browser history or search history 

will not leave other traces, like 

cookies, on your computer after you 

close all incognito windows open. 

However, all the downloads you make or 

bookmarks you create will be 

preserved.” 

 

On Safari’s page we found this commercial 

text about privacy and private browsing: 
“...Safari can keep your browsing 

history private. When you turn on 

Private Browsing, Safari does not 

remember the pages you visited, your 

search history, or your AutoFill 

information...”[2] 

 

On IE’s page we found this commercial text 

about privacy and private browsing: 
“While you are surfing the web using 

InPrivate Browsing, Internet Explorer 

stores some information—such as 

cookies and temporary Internet files—

so the webpages you visit will work 

correctly. However, at the end of your 

InPrivate Browsing session, this 

information is discarded...”[3] 
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On the one hand such a feature, if operating 
perfectly aligned with security guidelines, 
provides the user privacy in their online 
activities, on the other hand it is clear that in 
case of unlawful behavior, law enforcement 
officers have to deal with this layer of protection 
to obtain the necessary data to provide evidence 
during the course of an investigation. 

In both cases, it is important to verify the 
actual functionality of such a feature, if 
available implementations actually provide the 
degree of confidentiality offered, or if there are 
flaws that allow the retrieval of online activity 
data. 

This paper is an extended version of a work 
previously presented by the authors [4], with 
additional results and analysis, and is structured 
in the following topics: 

Method and Tests, which presents the 
method applied to tests performed in various 
browsers with the private browsing feature 
enabled. 

Results and Discussion, which presents the 
results obtained by the tests adopted and 
discusses these results. 

Finally, follow the conclusions, further 
studies and references used. 

2 METHOD AND TESTS 

When testing a security feature, it is 
necessary to define its functional requirements 
and the profile of the attacker who will try to 
disable or override this feature. 

In a paper on the analysis of private browsing 
functionality, [5] lists the profiles of potential 
attackers, security models to be checked and the 
objectives to be met by browsers that implement 
private browsing. In this work, we start from the 
methodological framework presented by [5], for 
the construction of the following 
methodological model: 

The profile of the attacker considered 
assumes that he has local access to the user 
machine. Consequently, attempts to circumvent 
the system of private browsing will occur from 
an image taken from the user's machine hard 
drive. 

As the focus of the evaluation is the private 
browsing feature, we considered that the user 
does not adopt other security tools or techniques 
that could exert influence on the access of the 
data generated during navigation. Thus, we did 
not conduct any test with the adoption of 
cryptographic methods in the disk of the user's 
machine. 

Furthermore, this paper focus on searching 
the user's machine for fragments of data from 
which text or images that brings information 
about pages visited could be extracted. 
Therefore, the specific analysis of changes to 
files used by browsers such as history, cookies, 
cache and certificates was not performed. Such 
analysis can be found in [5] and [6]. 

We tested Internet Explorer browser on bare 
metal hardware with the use of four notebooks 
equipped with Windows 7 Pro SP1. 

For the other tests performed, we created a 
standard guest virtual machine - with the 
operating system Windows 7 Pro - in the host 
operating system - Windows 7 Pro - using the 
virtualization software Virtual Box [7]. 

An export (snapshot) of the newly installed 
Windows machine was created, considering the 
possible need for future comparison of the base 
guest machine with guest machines running the 
different browsers tested. 

The browsers tested were Internet Explorer 
10, Firefox 24.0_1, Google Chrome 
30.0.159969M_1  and Safari 5.1.7_1. The base 
guest virtual machine for each browser was 
replicated 4 times, each to be used in the four 
different tests performed on each browser. 

Based on those configurations, four different 
tests for each browser in private browsing mode 
were applied: 

Test S (Shutdown): Consists of visiting a 
web site available on the internet, making 
operations to interact with the site, finish the 
execution of the browser correctly and 
generating the virtual machine image for 
analysis. 

Test F (Freeze): Consists of visiting a web 
site available on the Internet, making operations 
to interact with the site and with the browser 
still active, generating the virtual machine image 
for analysis. 
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Test K (Kill process): Consists of visiting a 
web site available on the internet, making 
operations to interact with the site, requesting 
that the operating system interrupt the browser 
execution and generating the virtual machine 
image for analysis. 

Test P (Power down): Consists of visiting a 
web site available on the internet, making 
operations to interact with the site, requesting 
the virtualizer to turn off the virtual machine - 
simulating a power outage - generating the 
virtual machine image for analysis.  

For each test performed, the virtual machine 
image generated will be analyzed through the 
application of the program strings [8] found in 
many different Linux distributions. 

This program is used for the search of strings 
inside the virtual machine images that could 
present relation to the webpage visited. 

The images of the virtual machines will be 
analyzed for the search of graphic files 
associated with the visited webpage, through the 
usage of the foremost program [9], a renowned 
forensic tool for extraction of files - "data 
carving" - of different formats. 

This tool works as follows: It reads a block 
of data - memory, disk or files - and looks for 
signatures related to files of well-known 
formats. It is noteworthy that in the present 
research we investigated only the persistent 
memory (i.e. physical and virtual disk). 

Since these signatures are a sequence of 
bytes, there is the chance of occurrence of false 
positives and therefore the capture of incorrect 
file. 

Furthermore, it is important to note that there 
exist several known problems associated with 
the use of tools aiming for "data carving”, for 
example, limitations to the treatment of non-
contiguous data. Thus, it is possible that an 
image whose sequence of bytes is dispersed will 
not be fully recovered, despite its possible 
existence in the block of data analyzed. 

The WinHex tool was also used to search for 
keywords found in the navigated webpage. 

 3 RESULTS 

Aiming to simulate an actual visit to any 
website available on the internet, a random 

selection was made, and the site chosen for the 
experiment was the [10]. Since some site 
information is proprietary, the figures recovered 
during the test will be only partially reproduced 
in the present work. We would like to 
acknowledge that those information are 
copyright of their respective owners. 

 

SAFARI Browser 

For the Safari browser, the following results 
were obtained: 

F test (freeze) 

Figure 1- “storage.discovery.com” string located in 
virtual machine´s image. 

No image fragments were found on the 
virtual machine´s hard disk image. 

K  Test (kill process) 

Figure 2- “discovery.com” string located in virtual 
machine´s image. 

Images related to the webpage visited were 
found on the virtual machine hard disk image 
analysis: 

 

Figure 3 – Image recovered on hard disk image 
analysis and found on Discovery.com website. 

The strings utility could also recover text 
references in the virtual machine hard disk 
image analysis that indicated the webpage was 
visited: 

p://dsc.discovery.com/videos 

Proceedings of the International Conference on Information Security and Cyber Forensics, Kuala Terengganu, Malaysia, 2014

ISBN: 978-1-941968-01-7 ©2014 SDIWC 74



http://store.discovery.com/?ecid=PRF-DSC-

101345&pa=PRF-DSC-101345 

 

P Test (Power down) 

Images related to the webpage visited were 
found on the virtual machine hard disk image 
analysis: 

 

Figure 4 –Image recovered on hard disk image 
analysis and found on Discovery.com website. 

The strings utility could also recover text 
references in the virtual machine hard disk 
image analysis that indicated the webpage was 
visited: 

http://store.discovery.com/discovery/layout/favicon.ico 

http://dsc.discovery.com/ 

http://games.dsc.discovery.com/ 

http://dsc.discovery.com/tv-shows 

http://store.discovery.com/discovery/layout/favicon.ico 

 

S Test (Shutdown) 

Images related to the webpage visited were 
found on the virtual machine hard disk image 
analysis:  

 

Figure 5 – Image recovered on hard disk image 

analysis and found on Discovery.com website. 
 

The strings utility could also recover text 
references in the virtual machine hard disk 
image analysis that indicated the webpage was 
visited: 

http://dsc.discovery.com/tv-shows 

http://dsc.discovery.com/ 

http://store.discovery.com/discovery/layout/favicon.ico 

http://dsc.discovery.com/videos 

america.discovery.com.edgesuite.net 

velocity.discovery.com 

metrics.discovery.com 

orate.discovery.com 

animal.discovery.com.edgesuite.net 

 

The results obtained for the Safari browser 

tests are grouped in table 1: 
 

Table 1 – Results for Safari Browser  

  F Test K Test P Test S Test 

Page address 
recover 

Yes Yes Yes Yes 

Picture recover 
No Yes Yes Yes 

 

 

FIREFOX browser: 

 

F Test (freeze) 

 

Figure 6 –“sc.discovery.com/video-topics” string 
located in the virtual machine´s  image. 

No images related to the webpage visited 
were found on the virtual machine hard disk 
image analysis. 

K Test (kill process) 

 

Figure 7 – “discovery.com” string located in the 
virtual machine´s image. 

Images related to the webpage visited were 
found on the virtual machine hard disk image 
analysis: 

 

Figure 8 – Image recovered on hard disk image 
analysis and found on Discovery.com website. 

The strings utility could also recover text 
references in the virtual machine hard disk 
image analysis that indicated the webpage was 
visited: 
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C:\Program Files\Mozilla Firefox\firefox.exe 

ttp://games.dsc.discovery.com/ 

/ttp://dsc.discovery.com/videos 

http://games.dsc.discovery.com/word-games 

http://games.dsc.discovery.com/sport-games 

https://securestore.discovery.com/cart.php 

https://securestore.discovery.com/cart.php 

store.discovery.com 

http://games.dsc.d 

 

P Test (Power down) 

Images related to the webpage visited were 
found on the virtual machine hard disk image 
analysis: 

 

 

Figure 9 – Image recovered on hard disk image 
analysis and found on Discovery.com website. 

The strings utility could also recover text 
references in the virtual machine hard disk 
image analysis that indicates the webpage was 
visited: 

investigation.discovery.com.edgesuite.net 

netstorage.discovery.com.edgesuite.net 

netstorage.discovery.com 

netstorage.discovery.com.edgesuite.net 

netstorage.discovery.com.edgesuite.net 

netstorage.discovery.com.edgesuite.net 

games.dsc.discovery.com 

 

S Test (Shutdown) 

Images related to the webpage visited were 
found on the virtual machine hard disk image 
analysis: 

 

Figure 10 – Image recovered on hard disk image 
analysis and found on Discovery.com website. 

The strings utility could also recover text 
references in the virtual machine hard disk 
image analysis that indicated the webpage was 
visited. A fraction of strings retrieved in this test 
follows: 

Fdsc.discovery.com%2Fvideo-
topics%2Fadventure&u=oeu1381760545360r0.43558277
74372748&wxhr=true&t=1381760579498&f=34093708
6 

http://dsc.discovery.com/ 

h;e++)if(a[e].name=="keywords")if(b=="")b=a[e].c
ontent;else b+=", "+a[e].content;else 
if(a[e].name=="description")c=a[e].content;if(!(b.length
+c.length>eb)){z("dmk",b);z("dmd",c)}}function ub(){var 
a="__cmb",b=[];for(var c in 
aa)c.indexOf(a)==0&&b.push(c 
s_sess=%20s_cc%3Dtrue%3B%20s_campaign%3DPRF-
DSC-101345%3B%20s_sq 

 

Table 2 – Results for Fire Fox Browser 

  F Test K Test P Test S Test 

Page address  
recover 

Yes Yes Yes Yes 

Picture recover 
No Yes Yes Yes 

 

 

GOOGLE CHROME Browser 

 

F Test (freeze) 

Some strings related to the webpage were 
also found in hard disk analysis: 

 

Figure 11- “http://dsc.discovery.com” string 
located in the virtual machine´s image. 

 

Figure 12- “discovery.com< /domain>” string 
located in the virtual machine´s image. 

K Test (kill process) 
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Figure 13 – “discovery.com/tv-shows” string 
located in the virtual machine´s image. 

Images related to the webpage visited were 
found on the virtual machine hard disk image 
analysis: 

 

Figure 14 – Image recovered on hard disk image 
analysis and found on Discovery.com website. 

 

Figure 15 – Image recovered on hard disk image 
analysis and found on Discovery.com website. 

 

P Test (Power down) 

Images related to the webpage visited were 
found on the virtual machine hard disk image 
analysis: 

 

Figure 16 – Image recovered on hard disk image 
analysis and found on Discovery.com website. 

The strings utility could also recover text 
references in the virtual machine hard disk 
image analysis that indicated the webpage was 
visited. A fraction of strings retrieved in this test 
follows: 

//dsc.discovery.com/ 

://static.ak.facebook.com/connect/xd_arbiter.php?vers

ion=27#cb=fdde13148&domain=dsc.discovery.com&ori

gin=http%3A%2F%2Fdsc.discovery.com%2Ff2a7e0cd34

&relation=parent&error=unknown_user 

/dsc.discovery.com/tv-shows 

://dsc.discovery.com/ 

://dsc.discovery.com/ 

://dsc.discovery.com/ 

http://dsc.discovery.com/tv-shows 

http://dsc.discovery.com/tv-shows 

http://dsc.discovery.com/ 

 

S Test (Shutdonw) 

Images related to the webpage visited were 
found on the virtual machine hard disk image 
analysis: 

 

 

 

Figure 17 - Image recovered on hard disk image 
analysis and found on Discovery.com website. 

 

The strings utility could also recover text 
references in the virtual machine hard disk 
image analysis that indicated the webpage was 
visited. A fraction of strings retrieved in this test 
follows: 

":"Survivorman Videos","srtUrl":"","uuid":"8e18dcd9-

8d1d-11e2-a7b7-06a90ff35868","bdat":"must 

watch","keywords":"survivorman,10 days,ten,days,must 

watch,mexico,tiburon,deserted,island,les 

stroud,survival,survivor,man,water,pool,algae,fresh,cane

,reed,sludge","mediaType":"lift","mp4":[{"bitrate":"110

k","src":"http://discsmil.edgesuite.net/digmed/hdnet/07/a

7/13776400801197_102MissingPiece-

110k.mp4"}f.akamaihd.net/i/digmed/hdnet/98/9a/137764

01201197_104Stove-

,400k,110k,200k,600k,800k,1500k,3500k,.mp4.csmil/mast

er.m3u8","networkId":"DSC","thumbnailURL":"http://ne

tstorage.discovery.com/feeds/brightcove/asset-

thumbnails/dsc/0a5dbdfa893fec1f556a7d81c5b28bc470e

cbb0e_0a5dbdfa893fec1f556a7d81c5b28bc470ecbb0e.jp

g"  

 

Table 3 – Results for Chrome Browser 

  F Test K Test P Test S Test 

Page address  
recover 

Yes Yes Yes Yes 

Picture recover 
No Yes Yes Yes 

 

 

INTERNET EXPLORER Browser 
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F Test (freeze) 

 

Figure 18 – “discovery.com” string located in the 
virtual machine´s image. 

No images related to the webpage visited 
were found on the virtual machine hard disk 
image analysis. 

 

K Test(kill process)  

 

Figure 19– “http://store.discovery.com/js/ajax/” 
string located in the virtual machine´s image. 

No images related to the webpage visited 
were found on the virtual machine hard disk 
image analysis. 

P Test (Power down) 

Images related to the webpage visited were 
found on the virtual machine hard disk image 
analysis: 

 

 

Figure 20 – Image recovered on hard disk image 
analysis and found on Discovery.com website. 

S Test (Shutdown) 

On this test, another step taken was the 

analysis of log files generated by the Internet 

Explorer browser. It is easy to see that the page 

address is easily visible inside a log file: 

 
Figure 21 – Log file found using only the explorer 

and notepad. They demonstrate the system failure 

(string http://dsc.discovery.com found) in the private-

IE10. 

 

 

Table 4 – Results for IE10 

  F Test K Test P Test S Test 

Page address  
recovery 

Yes Yes No Yes 

Picture recovery 
No No Yes No 

 

Further analysis to prospect the files and 

directories involved in the data leakage 

generated the following results: 

In all browsers, some of the data associated 

with the navigation could be extracted from the 

file pagefile.sys. This proves that part of the 

data is leaking through the paging process´s 

storage mechanism used by the operating 

system. 

In Internet Explorer´s case, more data could 

be found in a file located at the directory: 

\user\<username>\appdata\local\microsoft\wi

ndows\temporary internet 

files\low\content.ie5\ndm4l4gv\ 

On Chrome´s case, more data could be found 

in the file: 

\user\administrador\appdata\local\microsoft\

windows\webcache\webcachev01.dat 

Those files points to the fact that navigation 

data is leaking from cache files used by the 

browsers. 
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4 DISCUSSION 

From the data generated by the tests, it is 

possible to assume that every implementation of 

the private browsing functionality in all 

browsers tested demonstrate some type of 

failure. 

In some cases, those flaws allow an attacker 

to identify the pages visited by the user. In other 

cases, they generate enough data to allow the 

partial reconstruction of the pages visited. 
 

We contact the developers about the results 

and obtained some mixed comments. 

Microsoft answer to our request for 

comment: 
“...We do encourage security 

researchers we are working with to 

present their research at events... 

...The issue is still being scoped 

and researched.  I will let you know 

once that has finished and a servicing 

decision has been made” 

 

From the information about the private 

browsing functionality and the answers 

received, it is possible to extract that the 

average user is not well informed of the 

limitations inherent to the implementations of 

the service. 

5 CONCLUSION 

In all four types of tests performed, it is 

possible to verify that all browsers tested 

presented flaws in their private browsing 

feature. 

Those flaws generates data that remains 

available in the system and allow not only the 

identification of pages visited but in some cases 

also to partially rebuild them. 

Browsers promises to leave no traces of the 

navigation activities of users. This work proves 

that privacy as advertised is not provided. 

In face of the results obtained, we would like 

to recommend the developers to explicitly alert 

the users about the limitations of the private 

browsing functionality implementation. 

We would like to praise Microsoft´s answer 

because they both acknowledged the 

information received and approved the release 

of the study. 

If on one hand this is a negative point for the 

user, on the other hand those flaws facilitate the 

work of law enforcers in cases where there is 

need for the data related to the navigation 

activity. 

 

 6 FURTHER STUDIES 

In future researches, we plan to analyze the 

mechanisms and data structures - both browser 

and operating system related - involved in the 

browsing activities data leakage in-depth. This 

line of study could bring forth new techniques 

to avoid the problems presented in this paper on 

the implementations of the private browsing 

functions. 
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VHFXULW\�VRIWZDUH�

)LJXUH� �� � $WWDFN� 7UHH� $JDLQVW� 3*3�� 6RXUFH�� >�@�
6&+1(,(5�������

$V� WKH� DXWKRU� SRLQWHG�� WKH� SUHYLRXV� DWWDFN�
WUHH�FDQ�HDVLO\�EH�H[WHQGHG�WR�LQFOXGH�PRUH�DWWDFN�
IRUPDWV�

$OWKRXJK�WKH�WUHH�LV�EDVHG�RQ�3*3��LW�FRXOG�
HDVLO\�ILW�WKH�7UXH&U\SW�VRIWZDUH��%HVLGHV�WKDW��RQ�
WKH� SUHYLRXV� H[DPSOH�� RQH� SRVVLEOH� LQFOXVLRQ�
XQGHU� LWHP� �� RI� WKH� WUHH� FRXOG� EH� LWHP� ���� ±

3URFHHGLQJV�RI�WKH�,QWHUQDWLRQDO�&RQIHUHQFH�RQ�&\EHU�&ULPH�,QYHVWLJDWLRQ�DQG�&\EHU�6HFXULW\��.XDOD�/XPSXU��0DOD\VLD������
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³([SORLW� VRIWZDUH� LPSOHPHQWDWLRQ� ZHDNQHVV´��
7KLV� NLQG� RI� DWWDFN� ZRXOG�� WKURXJK� WKH� DFWLYH�
H[SORLWDWLRQ� RI� WKH� VRIWZDUH� GHVLJQ� LVVXHV� RU�
YXOQHUDELOLWLHV�� OHDG� WR� IXOO� PHVVDJH� GHFU\SWLRQ��
8QGHU�>�@�DQG�>�@�FODVVLILFDWLRQ V\VWHP��SURSRVHG�
DWWDFN ��� ZRXOG� EH� D� FLSKHUWH[W�RQO\� DQG�
SUDFWLFDO� LQVWHDG� RI� WKHRUHWLFDO� 7KLV� SDSHU�
PHWKRGRORJ\�LV�EDVHG�RQ�WKLV�DWWDFN�W\SH�

� 35(6(17$7,212)758(&5<37

)RU� WKH� SUHVHQWDWLRQ�� ZH� WRRN� WKH� OLEHUW\� RI�
UHSURGXFLQJ�VRPH�ZRUGV�IURP�WKH�GHYHORSHUV�

³7UXH&U\SW LV� VRIWZDUH� IRU� HVWDEOLVKLQJ� DQG�
PDLQWDLQLQJ� DQ� RQ�WKH�IO\�HQFU\SWHG� YROXPH� �GDWD�
VWRUDJH� GHYLFH��� 2Q�WKH�IO\� HQFU\SWLRQ� PHDQV� WKDW�
GDWD� LV� DXWRPDWLFDOO\� HQFU\SWHG� ULJKW� EHIRUH� LW� LV�
VDYHG�DQG�GHFU\SWHG�ULJKW�DIWHU�LW� LV� ORDGHG��ZLWKRXW�
DQ\� XVHU� LQWHUYHQWLRQ�� 1R� GDWD� VWRUHG� RQ� DQ�
HQFU\SWHG� YROXPH� FDQ� EH� UHDG� �GHFU\SWHG�� ZLWKRXW�
XVLQJ� WKH� FRUUHFW� SDVVZRUG�NH\ILOH�V�� RU� FRUUHFW�
HQFU\SWLRQ�NH\V��(QWLUH�ILOH�V\VWHP�LV�HQFU\SWHG��H�J��
ILOH�QDPHV��IROGHU�QDPHV��FRQWHQWV�RI�HYHU\�ILOH��IUHH�
VSDFH��PHWD�GDWD��HWF��´>�@

5HFRJQL]HG� ZRUOGZLGH� DQG� ZLWK� PXFK� DFFHSWDQFH�
DPRQJ� ,7� SURIHVVLRQDOV�� WKLV� IUHH� VRIWZDUH� LV� XVHG�
ERWK�E\�LQGLYLGXDOV�DQG�E\�YDULRXV�JRYHUQPHQWDO�DQG�
EXVLQHVV�YHQWXUHV�FRQFHUQHG�ZLWK�WKH�FRQILGHQWLDOLW\�
RI�WKHLU�GDWD�

7KH�)HGHUDO�3ROLFH�RI�%UD]LO�LQ�SDUWQHUVKLS�ZLWK�WKH�
)%,� WULHG� IRU� PRUH� WKDQ� RQH� \HDU� WR� EUHDN� WKH�
FU\SWRJUDSKLF�FRGH�ILOHV�JHQHUDWHG�E\�7UXHFU\SW�DQG�
VHL]HG� LQ� DQ� LQYHVWLJDWLRQ� RI� EDQN� IUDXG� ZLWK�
LQWHUQDWLRQDO�UHSHUFXVVLRQV��7KH�1DWLRQDO�,QVWLWXWH�RI�
&ULPLQRORJ\� �,1&�� XVLQJ� WKH� PRVW� DGYDQFHG�
WHFKQLTXHV�FRXOG�QRW�GHFRGH�WKH�SDVVZRUGV�RI�WKRVH�
ILOHV��7KH�%UD]LOLDQ�JRYHUQPHQW�DOVR�DQQRXQFHG�WKDW�
WKHUH�DUH�QR� OHJDO� LQVWUXPHQWV� WKDW�FRXOG�EH�XVHG� WR�
IRUFH� GHYHORSHUV� WR� UHYHUVH� WKH� FRGH� DQG� JLYH� IUHH�
DFFHVV�WR�WKH�LQIRUPDWLRQ�>�@

7KLV� IDPRXV� OHJDO� FDVH� ZLWK� KLJK� YLVLELOLW\� ZDV�
SUHVHQWHG� E\� WKH� VRIWZDUH� GHYHORSHUV� DV� D� SURRI� RI�
WKH� VRIWZDUH� LPSRUWDQFH�� ZLWK� WKH� PHVVDJH� WKDW�
QHLWKHU� WKH� %UD]LOLDQ� )HGHUDO� 3ROLFH� QRU� WKH� )%,�
PDQDJHG�WR�EUHDN�WKH�VHFXULW\�RI�7UXHFU\SW�

� 98/1(5$%/( 86(5352),/(

,W� LV D� NQRZQ� IDFW� WKDW� WKH� FKRLFH� RI� SURIHVVLRQDOV�
ZKR�SURYLGH� WHFKQLFDO� VXSSRUW� WR�D� ODUJH�SRUWLRQ�RI�
SROLWLFLDQV�� EXVLQHVVPHQ� DQG� SURIHVVLRQDOV� IURP�
YDULRXV� VHFWRUV� LV� GRQH� E\� FRQFHSWV� WKDW� H[FOXGH�
WHFKQLFDO�FRPSHWHQFH��ZKLFK�LV�UHSODFH�E\�GHJUHH�RI�
FRQILGHQFH�� ,Q� H[WUHPH� FDVHV�� WKLV� OHDGV� WR�
UHFUXLWPHQW� RI� XQSUHSDUHG� HPSOR\HUV�� XQDEOH� WR�
SURYLGH� WKH� FRUUHFW� VROXWLRQV� WR� WHFKQRORJLFDO�
SUREOHPV�

6XFK� EHKDYLRU� KDV� WKH� SRWHQWLDO� WR� FUHDWH� VHFXULW\�
KROHV�WKDW�FDQ�EH�H[SORLWHG�E\�ERWK�FULPLQDOV�DQG�WKH�
SROLFH�

7RJHWKHU� ZLWK� WHFKQLFDO� LQHSWLWXGH�� XQODZIXO� DQG�
XQHWKLFDO� EHKDYLRU� DUH� DOVR� FDXVHV� RI� GDWD� VHFXULW\�
EUHDFKHV�

$�ODUJH�%UD]LOLDQ�RLO�FRPSDQ\�UHSRUWHG�WKDW�WKH�WKHIW�
RI�HTXLSPHQW�FRQWDLQLQJ�VHQVLWLYH�LQIRUPDWLRQ�DERXW�
WKH�GLVFRYHU\�RI�QHZ�RLO�ZHOOV�DIIHFWHG WKH�YDOXH�RI�
LWV�VKDUHV�QHJRWLDWHG�RQ�WKH�VWRFN�PDUNHW��>�@

$� VXUYH\� E\� WKH� 3RQHPRQ� ,QVWLWXWH� SUHVHQWV�
LQWHUHVWLQJ�DQG�DODUPLQJ�GDWD�RQ�WKH�GDPDJH�FDXVHG�
WR�EXVLQHVVHV��ZKHUH�WKH�WKHIW�RI�D�ODSWRS�FDQ�FRVW�XS�
WR�����������LQ�VWUDWHJLF�LQIRUPDWLRQ�ORVV�

7KH� VDPH� VXUYH\� VKRZV WKDW� WKH� HQFU\SWLRQ�
VLJQLILFDQWO\�UHGXFHV�WKH�FRVW�RI�WKH�WKHIW��ZKLOH�WKH�
WKHIW�RI�D�PDFKLQH�ZLWK�XQHQFU\SWHG�+'�FRVWV�8�6��
����������RQH�WKDW�ZDV�HQFU\SWHG�SUHVHQWV�WKH�ORVV�RI�
8�6�����������>�@

7KH� ULVN� RI� LQILOWUDWLRQ� E\� FULPLQDO� HOHPHQWV� LQ�
EXVLQHVV� DQG� LQ� WKHLU� RZQ� JRYHUQPHQWV� PDNHV� WKH�
SRSXODWLRQ� YXOQHUDEOH� WR� PDQLSXODWLRQ� DQG� ORVV� RI�
FRQILGHQWLDO�GDWD�

%RWK�EXVLQHVVHV�DQG�JRYHUQPHQWV�DUH�VXEMHFW�WR�VXFK��
LQILOWUDWLRQ�� &ULPLQDO� RUJDQL]DWLRQV� DUH� DOORFDWLQJ�
WKHLU� UHSUHVHQWDWLYHV� LQ� VWUDWHJLF� SRVLWLRQV� IRU� WKH�
SXUSRVH� RI� LOOLFLWO\� REWDLQLQJ� SUHFLRXV� LQVLGH�
LQIRUPDWLRQ��&ULPLQDOV�JR�VR�IDU�DV�WR�VSRQVRU�SHRSOH�
LQ�WKHLU�VWXGLHV�WR�IXOILOO�WKLV�JRDO��>�@�>�@�

$�UHSRUW�LQ�&RPSXWHU:RUOG�PDJD]LQH
V�ZHEVLWH�KDV�
DWWUDFWHG�DWWHQWLRQ�E\�EULQJLQJ�XS�DFWXDO�FDVHV�RI�,7�
SURIHVVLRQDOV�YHU\�ZHOO�SODFHG�LQ�ODUJH�DQG�UHSXWDEOH�
FRPSDQLHV�� XVLQJ� WKHLU�SRVLWLRQV� RI� WUXVW� WR� FRPPLW�
FULPHV�� 7KLV� UHSRUW� DOVR� SUHVHQWV� UHVHDUFK�� ZKLFK�
VXJJHVWV� WKDW� RQH� LQ� WKUHH� ,7� SURIHVVLRQDOV� VS\�
V\VWHPV� RI� WKH� FRPSDQ\� DQG� KLV� FROOHDJXHV��
DFFHVVLQJ�GDWD�VXFK�DV�FRQWUDFWV��ZDJHV��HPDLOV��DQG
RWKHU�VWUDWHJLF�LQIRUPDWLRQ��>��@
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� 0(7+2'2/2*< )257(67,1*

:KHQ� WHVWLQJ� D� VHFXULW\� IHDWXUH�� LW� LV� QHFHVVDU\� WR�
GHILQH� WKH�IXQFWLRQDO� UHTXLUHPHQWV�RI� WKH� VDPH��DQG�
WKH�SURILOH�RI� WKH�DWWDFNHU� WKDW�ZLOO� WU\� WR�GLVDEOH�RU�
RYHUULGH�WKLV�IHDWXUH�

,Q� WKLV� ZRUN�� ZH� VWDUW� IURP� WKH� PHWKRGRORJLFDO�
IUDPHZRUN�SUHVHQWHG�E\�>��@�IRU�WKH�FRQVWUXFWLRQ�RI�
WKH�IROORZLQJ�PHWKRGRORJLFDO�PRGHO�

7KH�SURILOH�RI�WKH�DWWDFNHU�DVVXPHV�WKDW�LW�KDV�DFFHVV�
WR� WKH� XVHU
V� 7UXHFU\SW� FRQWDLQHU� DW WZR� GLIIHUHQW�
WLPHV��:KHQ� LW� ZDV ILUVW� FUHDWHG� DQG� DIWHU� WKH� XVHU�
VWRUHG� YDOXDEOH� LQIRUPDWLRQ� RQ� LW� DQG� FKDQJHG� LWV
SDVVZRUG�

$V� WKH� IRFXV� LV� WR� HYDOXDWH� WKH� IXQFWLRQDOLW\� RI�
SDVVZRUG�SURWHFWLRQ�RI�D�7UXHFU\SW� FRQWDLQHU�� RWKHU�
DVSHFWV� VXFK�DV� WKH� W\SH�RI�HQFU\SWLRQ�XVHG�DQG� WKH�
XVH� RI� IXOO� SURWHFWLRQ� RI� WKH� GLVN� ZLOO� QRW� EH�
DGGUHVVHG�LQ�WKLV�ZRUN�

)XUWKHUPRUH��WKLV�SDSHU�IRFXVHV�RQ�H[WUDFWLQJ�GDWD�LQ�
WKH� FRQWDLQHU� XVHG� WR� DFFHVV� WKH� XVHU� FRQILGHQWLDO�
LQIRUPDWLRQ� ZLWKRXW� DFFHVV� WR� WKH� SDVVZRUG� RI� WKH�
FRQWDLQHU�DQG�ZLWKRXW�WKH�XVH�RI�D�SDVVZRUG�FUDFNLQJ�
VRIWZDUH��SXUH�EUXWH�IRUFH�RU�GLFWLRQDU\�DWWDFN��

)RU�WKH�WHVWV�SHUIRUPHG� ZH�XVHG�WKH�IROORZLQJ�WRROV�
DQG� VRIWZDUH�� $ QRWHERRN� HTXLSSHG� ZLWK� ,QWHO� ��
3HQWLXP���'XDO�&RUH�ZLWK�����*%�RI�PHPRU\��

7UXHFU\SW� ���� VRIWZDUH� UHOHDVHG� RQ� IHE���������
GRZQORDGHG� IURP�
KWWS���ZZZ�WUXHFU\SW�RUJ�GRZQORDGV� RQ� �����������
DQG�3(5/�SURJUDPPLQJ�ODQJXDJH�

7KH�WHVWV�ZHUH�FRQGXFWHG�DV�IROORZV�

:LWK�7UXHFU\SW�LQVWDOOHG��ZH�FUHDWHG�D�FRQWDLQHU�ZLWK�
VL]H�RI����.%��$(6�HQFU\SWLRQ�ZLWK�6+$�����KDVK�
DOJRULWKP�

)LJXUH�� � &UHDWLRQ�RI�FRQWDLQHU�

)LJXUH�� � &UHDWLRQ�RI�FRQWDLQHU

)LJXUH�� ± &KRRVLQJ�ILOH�QDPH�

)LJXUH�� ± &KRRVLQJ�HQFU\SWLRQ�VFKHPHV

3URFHHGLQJV�RI�WKH�,QWHUQDWLRQDO�&RQIHUHQFH�RQ�&\EHU�&ULPH�,QYHVWLJDWLRQ�DQG�&\EHU�6HFXULW\��.XDOD�/XPSXU��0DOD\VLD������
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)LJXUH�� � 6HOHFWLQJ�WKH�ILOH�VL]H�

)LJXUH�� ± &KRRVLQJ�SDVVZRUG��7KH�FRQWDLQHU�ZDV�
FUHDWHG�ZLWK�SDVVZRUG�HTXDO�WR�����

)LJXUH�� � )RUPDWWLQJ�FRQWDLQHU�

7KLV� FRQWDLQHU� ZDV� VHQW� WR� VHYHUDO� SHRSOH� ZLWK�
GLIIHUHQW� SURILOHV�� HQWUHSUHQHXUV�� UHVHDUFKHUV��
SROLWLFLDQV�DQG�RWKHU�SURIHVVLRQDOV ZLWK�WKH�IROORZLQJ�
WH[W�

³'HDU�6LU�

:H�DVN�\RX�NLQGO\� WR�SDUWLFLSDWH�DQRQ\PRXVO\� LQ�D�
VXUYH\� DERXW� WKH� VHFXULW\� RIIHUHG� E\� WKH� GDWD�
HQFU\SWLRQ�SURJUDP�7UXHFU\SW�

,I�\RX�DFFHSW� LW��ZH�JXDUDQWHH�WKH�FRQILGHQWLDOLW\�RI�
\RXU�SDUWLFLSDWLRQ�DQG�DVN�WKDW�\RX�RSHQ�WKH�DWWDFKHG�
ILOH� LQ� \RXU� 7UXHFU\SW SURJUDP� WKH� SDVVZRUG� IRU�
DFFHVV�LV�����

5HFRUG�LQ�WKLV�FRQWDLQHU�VRPH�LQIRUPDWLRQ�WKDW�RQO\�
\RX�NQRZ�DQG�FKDQJH�WKH�SDVVZRUG�RI�WKH�FRQWDLQHU�
WR� D� FRPSOH[� SDVVZRUG� RI� \RXU� FKRRVLQJ� DQG�
UHVXEPLW�WKH�FRQWDLQHU�IRU�XV�

%\�DJUHHLQJ�WR�SDUWLFLSDWH�LQ�WKH�UHVHDUFK�\RX�DJUHH�
ZLWK�RXU�DWWHPSW�WR�ORFDWH�DQG�DFFHVV�WKH�LQIRUPDWLRQ�
DGGHG�WR�WKH�FRQWDLQHU�´

:H� OLPLWHG� WR� WKLV� UHVHDUFK� WR� WKH� ILUVW� �� YDOLG�
UHFHLYHG�ILOHV�

7KH�IROORZLQJ�SURFHGXUH�ZDV�DSSOLHG�WR�WKH UHFHLYHG�
FRQWDLQHUV�

7R� YDOLGDWH� WKH� ILOHV�� ZH� DWWHPSWHG� WR� DFFHVV� WKH�
FRQWDLQHU� XVLQJ� WKH� GHIDXOW� SDVVZRUG� ����� ,Q� FDVHV�
ZKHUH� WKLV� SDVVZRUG� ZDV� DFFHSWHG�� WKH� ILOH� ZDV�
LPPHGLDWHO\�GLVFDUGHG�

,I�WKH�SDVVZRUG�����ZDV�UHMHFWHG�WKH�ILOH�ZHQW�WR�WKH�
VDPSOH�VHW�

7KH�ILOHV�UHFHLYHG�DQG�LQFOXGHG�LQ�WKH�VDPSOH�VHW�DUH�
OLVWHG�EHORZ�

7DEOH�� � )LOHV�YDOLGDWHG�DQG�VWRUHG�LQ�WKH�VDPSOH�VHW

)LOHV 'DW
D�
ILOH

HDH�D�����E���I�I�I�E���G������D�� '�
E�F�E�D�D�F��HGIH��������I�����G�� '�
�IE�������GD��F�������H�����H����� '�
D�I��H���GED�H�����HG�D�I���E�I��� '�
�G�G���������EG����H��FGHI�E��F��� '�
E�II������HH������D���������HH���� '�
�DI�H�E�����F�HD�GD�DH�IEI�HG�HE�� '�

1RWH� WKH� DGGLWLRQ� RI� WKH� ILOH� LGHQWLILHG� DV� '���
ZKLFK� LV� WKH� RULJLQDO� HPSW\� ILOH� VHQW� WR� DOO�
SDUWLFLSDQWV�

� 5(68/76 $1'',6&866,21

7KH� K\SRWKHVLV� WR� EH� WHVWHG� HPHUJHG� IURP� WKH�
DQDO\VLV� RI� WKH� KH[� FRGH� RI� D� ILOH� FUHDWHG� E\�
7UXHFU\SW�DQG�WKH�FRPSDULVRQ�RI�WKH�KH[�FRGH�RI�WKH�

3URFHHGLQJV�RI�WKH�,QWHUQDWLRQDO�&RQIHUHQFH�RQ�&\EHU�&ULPH�,QYHVWLJDWLRQ�DQG�&\EHU�6HFXULW\��.XDOD�/XPSXU��0DOD\VLD������
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VDPH�ILOH�DIWHU�H[HFXWLQJ�WKH�SURFHGXUH�WR�FKDQJH�WKH�
XVHU
V�SDVVZRUG�WR�DFFHVV�WKH�FRQWDLQHU�

6LQFH� WKLV� SUHOLPLQDU\ DQDO\VLV� VKRZHG� WKDW� WKH�
FRQWDLQHU� GLG� QRW� FKDQJH�� XQOLNH� WKH� KHDGHU��ZKLFK
SUHVHQWHG� REYLRXV� FKDQJHV�� WKH� SRVVLELOLW\� RI�
PDQLSXODWLQJ� WKH� 7UXHFU\SW� ILOH� WR� DFFHVV� WKH�
FRQWDLQHU� ZLWKRXW� DFFHVV� WR� WKH� FXUUHQW� XVHU
V�
SDVVZRUG�LQ�FDVH�RI�SRVVHVVLRQ�RI�RQH�SUHYLRXV�YDOLG�
KHDGHU�ZLWK�NQRZQ�SDVVZRUG�ZDV�WHVWHG��

7R� DVVHVV� WKLV�� WKH RULJLQDO� KHDGHU� ZDV� VDYHG� DQG�
ODWHU�PHUJHG�WR�WKH�7UXH&U\SW�FRQWDLQHU DIWHU�LW�ZHQW�
WKURXJK�WKH�SDVVZRUG�FKDQJH�

7R� PDQLSXODWH� WKH� ILOHV� ZH� DSSOLHG� WKH� IROORZLQJ�
FRGH�ZULWWHQ�LQ�3HUO�

��)HUQDQGR�3RPSHR�$PDWWH
�����DEU�����
�����XVU���ELQ���SHUO
ILOH�� �����DUJY�>�@�
��ILOH�� ���$5*9�>�@�
��VRXUFH� ���$5*9�>�@�
��VL]H� ���$5*9�>�@�
RSHQ��),/(�����ILOH����
ELQPRGH�),/(�
RSHQ��45$���!���ILOH����
ELQPRGH�45$�
VHHN�$54����RULJLQ����
UHDG $54����EXIIHU����VL]H�
45$�SULQW���EXIIHU�
FORVH��),/(��
FORVH��45$��

7KLV� FRGH� LV� FDSDEOH� RI� UHPRYLQJ� VSHFLILF� VHFWLRQV�
RI� D� ELQDU\� ILOH� DQG� ZULWH� WKH� UHPRYHG� GDWD� LQ� DQ�
LQGLFDWHG�ILOH�

7DEOH���� $UFKLYHV�EHIRUH�WKH�PHUJH�SURFHGXUH�
)LOH +HDGHU 'DWD
$� $�KHDGHU $�GDWD
$�& $�&KHDGHU $�&GDWD

7KH�PHUJH� RI� WKH� ILOHV�ZDV� DFFRPSOLVKHG� E\� XVLQJ�
WKH�3(5/�FRGH�SUHYLRXVO\�SUHVHQWHG�DQG�UHVXOWHG�LQ�
WKH�IROORZLQJ�ILOHV�

7DEOH���� )LOHV�DIWHU�WKH�PHUJH�SURFHGXUH�
)LOH +HDGHU 'DWD
1$� $�KHDGHU $�&GDWD
1$�& $�&KHDGHU $�GDWD

7KH� UHVXOW�ZDV� WKH� DELOLW\� WR�RSHQ�ERWK� ILOHV�� XVLQJ�
WKH�SDVVZRUGV�UHIHUHQFHG�E\�WKH�KHDGHUV��$FFHVV�WR�
$�GDWD� ZDV� DOORZHG� XVLQJ� WKH� SDVVZRUG� VWRUHG� LQ�
$�&KHDGHU�� DQG� DFFHVV� WR� $�&GDWD� ZDV� SRVVLEOH�
XVLQJ�WKH�SDVVZRUG�VWRUHG�LQ�$�KHDGHU�

7KH� VDPH�PHWKRG�ZDV� DSSOLHG� WR� ILOHV� UHWXUQHG� E\�
RXU� FROODERUDWRUV�� SHUIRUPHG� E\� WKH� DSSOLFDWLRQ� RI�
WKH�IROORZLQJ�FRPPDQGV�

5(0�([WUDFW�KHDGHU�IURP�'��WR�+�
SHUO�SHGDFR�SO�'��+������
5HVXOWLQJ� ILOH��

���HG�F��I��FDGDE��F���HI�EE�I�E

5(0�([WUDFW GDWD�IURP�'��WR�2'�
SHUO�SHGDFR�SO�'��2'������������
5HVXOWLQJ� ILOH��

��H�IEHI����������I���E�F�IE��D�

5(0�81,21�+����2'��,172�1'�
W\SH�+�!�1'�
W\SH�2'��1'��!!
5HVXOWLQJ� ILOH��

���D�����I����DI��F�H�EI��E��IHF

5(0�([WUDFW�GDWH�IURP�'��WR�2'�
SHUO�SHGDFR�SO�'��2'������������
5HVXOWLQJ� ILOH��

������G�IGI��G�����H��HG�EH��F�E

5(0�81,21�+����2'��,172�1'�
W\SH�+�!�1'�
2'��W\SH�1'��!!
5HVXOWLQJ� ILOH��

DG��DH����G�����H�D�E���DH�F��F�

5(0�([WUDFW�GDWH�IURP�'��WR�2'�
SHUO�SHGDFR�SO�'��2'������������
5HVXOWLQJ� ILOH��

I��F�E����H��ID�E���F�I��GFI����

5(0�81,21�+����2'��,172�1'�
W\SH�+�!�1'�
W\SH�2'��1'��!!
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Abstract — A growing concern of users about 

confidentiality and privacy in web related tasks presses 

companies to present more secure solutions that respect 

the right to individual privacy. However, as some 

sources show, the most common browsers on the 

market are not able to maintain adequate privacy, even 

with the adoption of private browsing mode. For law 

enforcement agents this vulnerability may give a 

chance to acquire evidence during an investigation. 

Information security or lack of it solidifies into issues 

that often are not technical. The first concept is the 

confidence. Conceptually, trust is the firm belief that 

one has in relation to another person or something. 

Certainly, several security incidents began in the 

confidence that software and hardware would not fail 

under certain conditions. This paper presents a data 

capture method of browsers related activities and 

argues that it is possible to recover text and graphics 

data related to pages visited during private browsing 

sessions. The observations, reported in this article, 

show a clear violation of the functional requirement to 

maintain user’s privacy. Overall, it is important to 

assess and validate private browsing techniques. 

Keywords: Privacy, Private browsing, Browser 

safety, Browser forensics. 

1.  INTRODUCTION 

“Security is a feeling of protection, necessary and 

indispensable to a society and each of its members, 

against threats of any kind”. Defense is the capable 

action to sustain security feeling [1]. 

From this concept, we can derive issues pertaining 

to technology, software, quality and reliability of 

the environments and systems that need to protect 

critical information. Information security depends 

on the reliable operation of the infrastructure, 

which in its nature is critical. Cyber threats exploit 

the growing complexity and connectivity of 

critical infrastructure systems, putting safety at 

risk.  

Information security or lack of it solidifies into 

issues that often are not technical. The first 

concept is the confidence. Conceptually, trust is 

the firm belief that one has in relation to another 

person or something. Certainly, several security 

incidents began in the confidence that software 

and hardware would not fail under certain 

conditions. 

On this point, the paper discusses a security breach 

in the private mode function of browsers, which 

starts as social process of confidence. Logically, 

the information provided by the developer is 

considered reliable. It is usually not questioned or 

simply accepted as true. 

Therefore, this article is aimed at answering the 

following questions:  

- Can privacy be guaranteed when the browsers are 

used in private mode? 
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- Can the data acquisition methodology used for 

testing be considered efficient for evaluating 

privacy aspects? 

Our work focuses on checking the status of 

privacy provided by browsers. As mentioned 

earlier, trust is a social process that may at some 

point be abused. For the study, we collected 

statements of developers on the use of private 

browsing and the consequences of its adoption to 

user’s privacy.  

In this work, we present the following 

contributions in the privacy area of research: a 

collection and analysis method for data generated 

by browsers and web navigation and fault 

identification in the chain of privacy. The generic 

method of collection and analysis contributed 

significantly to the given conclusions about the 

limits of the private browsing functionality. 

Moreover, we could analyze and identify possible 

flaws in the chain of privacy, from aspects ranging 

to the knowledge collected by the operating 

system through the implementation and use of the 

private browsing mode in browsers.  

This paper is an extended version of a work 

previously presented by the authors [2], with 

additional results and analysis, and it is structured 

in the following topics: introduction, our 

contribution, related works, method and tests, 

results, discussion, conclusion, and references. 

2. CONCEPT ABOUT PRIVACY 

Currently, privacy concerns have gained a 

prominent place in people's lives; however, the 

behavior in respect to privacy is different. 

Dienlin’s work [3]  discusses in depth the privacy 

concerns that people have and behaviors relating 

to privacy that are adopted. 

The privacy issue on the internet is sometimes 

controversial and difficult to solve. Therefore, 

privacy is not only achieved with the use of 

software tools, but also with a change of attitude 

on how to access information on the internet.  

This change in attitude is the cornerstone to 

achieve the desired privacy. When seeking 

anonymity or privacy on the internet the principle 

goes beyond the use of technological tools. A user 

when browsing on the internet is basically subject 

to the following elements that can monitor their 

habits and customs: LAN administrator, internet 

service provider, operating system and other 

applications on the computer and site services: 

1. Local network administrator - a network 

administrator can identify internet users 

habits due to the available technological 

resources in a router and other net devices. 

This way, the administrator can trace user 

profiles, monitor network traffic and other 

operations. 

2. Internet service provider – in the same way 

as the LAN administrator, the service 

provider can access information from users 

and their preferences. 

3. Computer operating system - There is no 

software immune to errors caused by 

incorrect coding or hardware failure. With 

that in mind, software developers many 

times include software routines to measure 

and store telemetry related data based on 

the software execution. This information 

sometimes can be sent to the developer 

independent of the will of the user. A 

malicious developer may use this 

information in an incorrect manner or may 

even sell this information to interested third 

parties. 

4. Site on the internet - for a service to be 

profitable on the internet, the owner of the 

system must constantly assess the profile of 

its customers. Thus, access monitoring is a 

mandatory activity to establish consumer 

habits and geographic users' location. 

The goal of software testing is to show the 

presence of defects if they exist [4]. Similarly, the 

goal of our work is to identify possible weaknesses 

in browsers that can compromise the privacy of 

users. 

On the one hand, such a feature, if operating 

perfectly aligned with security guidelines, provides 

the user privacy in their online activities. On the 

other hand, it is clear that in case of unlawful 

behavior, law enforcement officers have to deal 

with this layer of protection to obtain the necessary 

data to provide evidence during the course of an 

investigation. 
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In both cases, it is important to verify the actual 

functionality of such a feature, if available 

implementations actually provide the degree of 

confidentiality offered, or if there are flaws that 

allow the retrieval of online activity data.  

 

3. RELATED WORKS 

Aggarwal et al. [5], establishes a definition of the 

attack model between site attacker and web 

attacker. Moreover, the study is based on a 

technique where they discoverer how to remotely 

test if a browser is currently in private browsing 

mode. Finally, they describe an automated 

technique to identify failures in private browsing 

implementations and used it to discover a few 

weaknesses in the Firefox browser. The deepest 

analysis was conducted in Firefox 3.5. They 

primarily focus their analysis on the Firefox 

browser where the testing of private browsing 

mode has been done by conducting the MozMill 

tests.  

In Mahendrakar et al. [6], the analysis was 

performed to collect evidence of some standard 

tests. They created a website that contained 

individual pages which required the browser to 

interact with some forms. The authors used virtual 

machine VMWare Workstation 6.5 to perform the 

tests. They analyzed the existing content in virtual 

memory after using the browsers Firefox, Internet 

Explorer, Chrome and Safari. 

Chivers [7] presents a study based on Internet 

Explorer 10, particularly about the InPrivate 

Browsing. The author pointed out that this version 

of Internet Explorer marked a profound shift in the 

way internet history and cache memory data are 

stored within the file system. The system was 

replaced with a high performance database 

technology known as the Extensible Storage 

Engine (ESE). This paper reports the results of the 

experiment performed on the Windows desktop 8. 

He discusses some implications for seizure tactics 

where the evidence can be found on the 

increasingly complex data structures used to 

record the activity on the internet. The prospect of 

recovery of such evidence, together with its 

potential forensic importance, raises questions, 

including where and when such evidence can be 

retrieved, so you can prove that a recovered 

artifact originated of an InPrivate browsing 

session.  

In their article Ohana and Shashidhar [8], also 

working with Internet Explorer 8 among other 

browsers discovered residual artifacts from private 

and portable web browsing sessions. Portable web 

browsing artifacts are primarily stored where the 

installation folder is located (removable disk). 

Their testbed was composed of Microsoft Internet 

Explorer, Mozilla Firefox, Apple Safari, and 

Google Chrome, but they used Microsoft 

Windows 7 Professional 64 bits. 

4. METHOD AND TESTS 

When testing a security feature, it is necessary to 
define its functional requirements and the profile of 
the attacker who will try to disable or override this 
feature. 

A paper on the analysis of private browsing 
functionality [5], lists the profiles of potential 
attackers, security models to be checked and the 
objectives to be met by browsers that implement 
private browsing. 

One must understand that when privacy is 
important, any element pertaining to the set of 
resources used could be responsible for leaking 
private data. In this respect, any browser plug in 
must be compliant with the security policies in use: 

“Browser plug-ins and extensions add considerable 
complexity to private browsing. Even if a browser 
adequately implements private browsing, an 
extension can completely undermine its privacy 
guarantees” [5] 

Also noteworthy is that attackers could be either 
local or remote. In the first case, one has physical 
access to the user´s machine while in the second 
one can only launch attacks through network 
connections. 

Furthermore, according to [5]  we can classify the 
changes caused by user´s navigation actions in four 
different categories: 

1. Changes caused by web site independent 
of the user actions, e.g. caching. 

2. Changes caused by web site but 
dependent of the user actions, e.g. 
adding a certificate. 

3. Changes caused directly by user actions, 
e.g. adding data to a form field. 

4. Changes caused by other sources, e.g. 
updating the browser. 

Changes pertaining to any category could be the 
source of a breach on private browsing. 
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In this work, we start from the methodological 
framework presented by [5], for the construction of 
the following methodological model: 

The profile of the attacker considered assumes that 
he has local access to the user machine. 
Consequently, attempts to circumvent the system 
of private browsing will occur from an image taken 
from the user's machine hard drive. 

As the focus of the evaluation is the private 
browsing feature, we considered that the user does 
not adopt other security tools or techniques that 
could exert influence on the access of the data 
generated during navigation.  

As an example of such influence, [9] considers the 
impacts on forensic evaluation caused by the 
adoption of cryptographic methods in the disk of 
the user's machine. In the case of file level 
cryptography (or the use of encrypted containers), 
as those mechanisms are not fully integrated with 
the operational system, they are not able to prevent 
activities from generating sensitive data outside the 
containers or files protected, such as application 
data found on temporary files or even on swapping 
and paging structures on the file system. 

This level of protection is only achieved with the 
adoption of full disk encryption (FDE). In this case, 
turning off the target machine and cloning it´s hard 
drive may not be the best approach, because the 
entire hard drive contents will be protected and the 
forensic analyst will need the passphrase or 
cryptographic key to access then. Given the 
circumstances, [9] points that forensic analysts 
should consider performing live system forensic 
when possible in systems where FDE is applied. 

When performing forensic analysis of browsers, 
one can consider the specific artifacts such as data 
structures and files or implementation 
characteristics of each one of them or perform a 
browser independent forensic analysis of the entire 
file system searching for significant data. 

Proposing a new tool for browser forensic analysis, 
[10] present a list of browser structures that could 
be targeted, such as history, cookies, download 
lists, bookmarks, cache and index.dat file. 
Furthermore, they propose a methodology to 
extract search history of search engines used in the 
browsers by users through the application of 
signatures derived from the study of HTTP URL 
generated from those searches. 

However, this paper focus on searching the user's 
machine for fragments of data from which text or 
images that brings information about pages visited 

could be extracted. Therefore, the specific analysis 
of changes to files used by browsers such as 
history, cookies, cache and certificates was not 
performed. Specific analysis of those 
characteristics can be found in [5], [10], and [6]. 

We performed two different test batches. In the 
first batch, four different set of actions were 
performed on the browsers Internet Explorer [11], 
Firefox [12], Google Chrome [13] and Safari [14]. 

We tested Internet Explorer browser on bare metal 
hardware with the use of four notebooks equipped 
with Windows 7 Pro SP1. 

For the other tests performed, we created a 
standard guest virtual machine - with the operating 
system Windows 7 Pro - in the host operating 
system - Windows 7 Pro - using the virtualization 
software Virtual Box [15]. 

An export (snapshot) of the newly installed 
Windows machine was created, considering the 
possible need for future comparison of the base 
guest machine with guest machines running the 
different browsers tested. 

The browsers tested were Internet Explorer 10, 
Firefox 24.0_1, Google Chrome 30.0.159969M_1  
and Safari 5.1.7_1. The base guest virtual machine 
for each browser was replicated 4 times, each to be 
used in the four different tests performed on each 
browser. 

Based on those configurations, the four different 
set of actions were applied for each browser in 
private browsing mode: 

Table 1: Test Type 
Test Type Action 

S 

(Shutdown) 

Consists of visiting a web site available on 

the internet, making operations to interact 

with the site, finish the execution of the 

browser correctly and generating the virtual 

machine image for analysis. This test is the 

most favorable for both the operating 

system and the browser because the user 

follows the steps expected for the shutdown 

of the machine. 

F (Freeze) 

Consists of visiting a web site available on 

the internet, making operations to interact 

with the site and with the browser still 

active, generating the virtual machine image 

for analysis. 

K (Kill 

process) 

Consists of visiting a web site available on 

the internet, making operations to interact 

with the site, requesting that the operating 

system interrupt the browser execution and 

generating the virtual machine image for 

analysis. 

P (Power 

down) 

Consists of visiting a web site available on 

the internet, making operations to interact 
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with the site, requesting the virtualizer to 

turn off the virtual machine - simulating a 

power outage - generating the virtual 

machine image for analysis. 

In the second test batch, we only applied one set of 
actions, represented by Test S, for the browsers 
TOR Browser Windows 3.6.6 [16] and Safari 6.0.3 
(8536.28.10). 

The TOR browser test was conducted on a guest 
operating system Windows 7 Pro SP1 running over 
a Virtual Box [15] virtual machine. 

The Safari test happened on MAC OS Mountain 
Lion, 10.8.3 running as guest on a VMWare [17] 
virtual machine. 

For each test performed, the virtual machine image 
generated is analyzed through the application of the 
program Strings [18] found in many different 
Linux distributions. 

This program is used for the search of strings 
inside the virtual machine images that could 
present relation to the webpage visited. 

The images of the virtual machines are also 
analyzed for the search of graphic files associated 
with the visited webpage, through the usage of the 
Foremost program [19], a renowned forensic tool 
for extraction of files - "data carving" - of different 
formats. 

A study about data analysis inside the Windows 
pagefile, [20] points out that for data extraction the 
two approaches represented by both tools (Strings 
and Foremost) have differences but are considered 
standard inside the forensic analysis field. 

About the process of file carving, one can 
generalize the method as: 

“By using a database of headers and footers 
(essentially, strings of bytes at predictable offsets) 
for specific file types, file carvers can retrieve files 
from raw disk images, regardless of the type of 
filesystem on the disk image.” [21] 

In other words, the foremost tool works as follows: 
It reads a block of data - memory, disk or files - 
and looks for signatures (headers or footers) related 
to files of well-known formats. It is noteworthy 
that in the present research we investigated only the 
persistent memory (i.e. physical and virtual disk). 

Since these signatures are a sequence of bytes, 
there is the chance of occurrence of false positives 
and therefore the capture of incorrect file. 

Furthermore, it is important to note the existence of 
several known problems associated with the use of 

tools aiming for "data carving”, for example, 
limitations to the treatment of non-contiguous data. 
Thus, it is possible for an image whose sequence of 
bytes is dispersed to not be fully recovered, despite 
its possible existence in the block of data analyzed. 

About the Foremost software, it is also possible to 
measure its acceptance and support in the digital 
forensic community through the analysis of many 
studies where it was applied. 

In one such paper about the forensic analysis of the 
XBOX videogame system, [22] discusses that the 
use of Foremost could speed up the carving of data 
of XBOX executable files (“xbe” type).  

While discussing different forensic techniques for 
mobile Windows phone analysis, [23] compares 
the carving performance (with comparing metric 
given by numbers of artifacts detected, partially or 
fully recovered) of the data carving programs 
Scalpel, Foremost, Simple File Carver and Phone 
Image Carver. 

To test a proposed methodology to compare file 
carvers, [24] chooses the following tools: 
Foremost, Scalpel, PhotoRec and Adroit. Their 
conclusion based on the results obtained was that 
the best approach is to use various tools in order to 
explore the strong points of each one and to 
perform file validation tests after the data carving 
tools processing. 

One last important comment about the choice of 
Foremost is that it is an open source tool. As any 
forensic evidence that could potentially be used in 
a court of law, it is of paramount importance for 
the evidence to be deemed as legally valid. To that 
end, the tools used in the process should clearly 
follow any legal guidelines pertinent to evidence 
reliability. And as one study points out, under the 
Daubert test guidelines, “…open source tools may 
more clearly and comprehensively meet the 
guideline requirements than would closed source 
tools.” [25] 

The WinHex tool [26] was also used to search for 
keywords found in the navigated webpage. 

5. RESULTS 

Aiming to simulate an actual visit to any website 
available on the internet, a random selection was 
made, and the sites chosen for the experiment was 
[27] and [28]. Since some site information is 
proprietary, the figures recovered during the test 
will be only partially reproduced in the present 
work. We would like to acknowledge that those 
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information are copyright of their respective 
owners. 

First Batch of Tests – Four Different Set of 
Actions 

SAFARI Browser 

For the Safari browser, the following results were 
obtained: 

F test (freeze) 

 

Figure 1 - “storage.discovery.com” string located in 
virtual machine´s image. 

No image fragments were found on the virtual 
machine´s hard disk image. 

K  Test (kill process) 

 

Figure 2 - “discovery.com” string located in virtual 
machine´s image. 

Images related to the webpage visited were found 
on the virtual machine hard disk image analysis: 

 

Figure 3 – Image recovered on hard disk image analysis 
and found on Discovery.com website. 

The strings utility could also recover text 
references in the virtual machine hard disk image 
analysis that indicated the webpage visited: 

p://dsc.discovery.com/videos 

http://store.discovery.com/?ecid=PRF-DSC-

101345&pa=PRF-DSC-101345 
 

P Test (Power down) 

Images related to the webpage visited were found 
on the virtual machine hard disk image analysis: 

 

Figure 4 – Image recovered on hard disk image 
analysis and found on Discovery.com website. 

The strings utility could also recover text 
references in the virtual machine hard disk image 
analysis that indicated the webpage was visited: 

http://store.discovery.com/discovery/layout/favi

con.ico 

http://dsc.discovery.com/ 

http://games.dsc.discovery.com/ 

http://dsc.discovery.com/tv-shows 

http://store.discovery.com/discovery/layout/favi

con.ico 

 
S Test (Shutdown) 

Images related to the webpage visited were found 
on the virtual machine hard disk image analysis:  

 

Figure 5 – Image recovered on hard disk image 

analysis and found on Discovery.com website. 
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The strings utility could also recover text 
references in the virtual machine hard disk image 
analysis that indicated the webpage visited: 

http://dsc.discovery.com/tv-shows 

http://dsc.discovery.com/ 

http://store.discovery.com/discovery/layout/favic

on.ico 

http://dsc.discovery.com/videos 

america.discovery.com.edgesuite.net 

velocity.discovery.com 

metrics.discovery.com 

orate.discovery.com 

animal.discovery.com.edgesuite.net 

 

The results obtained for the Safari browser tests 

are grouped in table 1: 

Table 2 – Results for Safari Browser  

  F Test K Test P Test S Test 

Page address 

recover 
Yes Yes Yes Yes 

Picture recover No Yes Yes Yes 

 

 

FIREFOX browser: 

 

F Test (freeze) 

 

 

Figure 6 – “sc.discovery.com/video-topics” string 
located in the virtual machine´s  image. 

No images related to the webpage visited were 
found on the virtual machine hard disk image 
analysis. 

K Test (kill process) 

 

Figure 7 – “discovery.com” string located in the 
virtual machine´s image. 

Images related to the webpage visited were found 
on the virtual machine hard disk image analysis: 

 

Figure 8 – Image recovered on hard disk image 
analysis and found on Discovery.com website. 

The strings utility could also recover text 
references in the virtual machine hard disk image 
analysis that indicated the webpage visited: 

C:\Program Files\Mozilla Firefox\firefox.exe 

ttp://games.dsc.discovery.com/ 

/ttp://dsc.discovery.com/videos 

http://games.dsc.discovery.com/word-games 

http://games.dsc.discovery.com/sport-games 

https://securestore.discovery.com/cart.php 

https://securestore.discovery.com/cart.php 

store.discovery.com 

http://games.dsc.d 

 
P Test (Power down) 

Images related to the webpage visited were found 
on the virtual machine hard disk image analysis: 
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Figure 9 – Image recovered on hard disk image 
analysis and found on Discovery.com website. 

The strings utility could also recover text 
references in the virtual machine hard disk image 
analysis that indicates the webpage visited: 

investigation.discovery.com.edgesuite.net 

netstorage.discovery.com.edgesuite.net 

netstorage.discovery.com 

netstorage.discovery.com.edgesuite.net 

netstorage.discovery.com.edgesuite.net 

netstorage.discovery.com.edgesuite.net 

games.dsc.discovery.com 

 
S Test (Shutdown) 

Images related to the webpage visited were found 
on the virtual machine hard disk image analysis: 

 

Figure 10 – Image recovered on hard disk image 
analysis and found on Discovery.com website. 

The strings utility could also recover text 
references in the virtual machine hard disk image 
analysis that indicated the webpage visited. A 
fraction of strings retrieved in this test follows: 

Fdsc.discovery.com%2Fvideo-

topics%2Fadventure&u=oeu138176054536

0r0.4355827774372748&wxhr=true&t=138

1760579498&f=340937086 

http://dsc.discovery.com/ 

h;e++)if(a[e].name=="keywords")if(b=

="")b=a[e].content;else b+=", 

"+a[e].content;else 

if(a[e].name=="description")c=a[e].content

;if(!(b.length+c.length>eb)){z("dmk",b);z("d

md",c)}}function ub(){var 

a="__cmb",b=[];for(var c in 

aa)c.indexOf(a)==0&&b.push(c 

s_sess=%20s_cc%3Dtrue%3B%20s_campai

gn%3DPRF-DSC-101345%3B%20s_sq 
 

Table 3 – Results for FireFox Browser 

  F Test K Test P Test S Test 

Page address  

recover 
Yes Yes Yes Yes 

Picture recover No Yes Yes Yes 

 

GOOGLE CHROME Browser 

F Test (freeze) 

Some strings related to the webpage were also 
found in hard disk analysis: 

 

Figure 11 - “http://dsc.discovery.com” string located in 
the virtual machine´s image. 

 

 

Figure 12 - “discovery.com< /domain>” string located 
in the virtual machine´s image. 

K Test (kill process) 
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Figure 13 – “discovery.com/tv-shows” string located in 
the virtual machine´s image. 

Images related to the webpage visited were found 
on the virtual machine hard disk image analysis: 

 

Figure 14 – Image recovered on hard disk image 
analysis and found on Discovery.com website. 

 

Figure 15 – Image recovered on hard disk image 
analysis and found on Discovery.com website. 

P Test (Power down) 

Images related to the webpage visited were found 
on the virtual machine hard disk image analysis: 

 

Figure 16 – Image recovered on hard disk image 
analysis and found on Discovery.com website. 

The strings utility could also recover text 
references in the virtual machine hard disk image 
analysis that indicated the webpage visited. A 
fraction of strings retrieved in this test follows: 

//dsc.discovery.com/ 

://static.ak.facebook.com/connect/xd_arbi

ter.php?version=27#cb=fdde13148&domain

=dsc.discovery.com&origin=http%3A%2F

%2Fdsc.discovery.com%2Ff2a7e0cd34&rel

ation=parent&error=unknown_user 

/dsc.discovery.com/tv-shows 

://dsc.discovery.com/ 

://dsc.discovery.com/ 

://dsc.discovery.com/ 

http://dsc.discovery.com/tv-shows 

http://dsc.discovery.com/tv-shows 

http://dsc.discovery.com/ 

 
S Test (Shutdown) 

Images related to the webpage visited were found 
on the virtual machine hard disk image analysis: 

 

 

Figure 17 - Image recovered on hard disk image 
analysis and found on Discovery.com website. 

The strings utility could also recover text 
references in the virtual machine hard disk image 
analysis that indicated the webpage was visited. A 
fraction of strings retrieved in this test follows: 

":"Survivorman 

Videos","srtUrl":"","uuid":"8e18dcd9-8d1d-

11e2-a7b7-06a90ff35868","bdat":"must 

watch","keywords":"survivorman,10 

days,ten,days,must 

watch,mexico,tiburon,deserted,island,les 

stroud,survival,survivor,man,water,pool,alg

ae,fresh,cane,reed,sludge","mediaType":"lift

","mp4":[{"bitrate":"110k","src":"http://disc

smil.edgesuite.net/digmed/hdnet/07/a7/1377

6400801197_102MissingPiece-

110k.mp4"}f.akamaihd.net/i/digmed/hdnet/9

8/9a/13776401201197_104Stove-

,400k,110k,200k,600k,800k,1500k,3500k,.mp

4.csmil/master.m3u8","networkId":"DSC","t

humbnailURL":"http://netstorage.discovery.

com/feeds/brightcove/asset-

thumbnails/dsc/0a5dbdfa893fec1f556a7d81c
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5b28bc470ecbb0e_0a5dbdfa893fec1f556a7d

81c5b28bc470ecbb0e.jpg"  
 

Table 4 – Results for Chrome Browser 

  F Test K Test P Test S Test 

Page address  

recover 
Yes Yes Yes Yes 

Picture recover No Yes Yes Yes 

INTERNET EXPLORER Browser 
 

F Test (freeze) 

 

Figure 18 – “discovery.com” string located in the 
virtual machine´s image. 

No images related to the webpage visited were 
found on the virtual machine hard disk image 
analysis. 

K Test (kill process)  

 

Figure 19 – “http://store.discovery.com/js/ajax/” string 
located in the virtual machine´s image. 

No images related to the webpage visited were 
found on the virtual machine hard disk image 
analysis. 

P Test (Power down) 

Images related to the webpage visited were found 
on the virtual machine hard disk image analysis: 

 

 

Figure 20 – Image recovered on hard disk image 
analysis and found on Discovery.com website. 

S Test (Shutdown) 

On this test, another step taken was the analysis of 

log files generated by the Internet Explorer 

browser. It is easy to see that the page address is 

easily visible inside a log file: 

 
Figure 21 – Log file found using only the explorer and 

notepad. They demonstrate the system failure (string 

http://dsc.discovery.com found) in the private-IE10. 

 

 

 

Table 5 – Results for IE10 

  F Test K Test P Test S Test 

Page address  

recovery 
Yes Yes No Yes 

Picture recovery No No Yes No 

 

Second Batch of Tests – One Set of Actions 

TOR Browser 
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Figure 22 – “discovery.com” string located in the 
virtual machine´s image. 

 

Figure 23 – “discovery: science, history, space, tech, 
sharks” string located in the virtual machine´s image. 

Images related to the webpage visited were found 
on the virtual machine hard disk image analysis: 

 
Figure 24 – Image recovered on hard disk image 

analysis and found on Discovery.com website. 

SAFARI Browser 
 

 
Figure 25 – “http://www.history.com/favicon.ico” 

string located in the virtual machine´s image. 

 
Figure 26 – “http://www.history.com/videos” string 

located in the virtual machine´s image. 

No images related to the webpage visited were 
found on the virtual machine hard disk image 
analysis. Further analysis to prospect the files and 
directories involved in the data leakage generated 
the following results: 

In all browsers, some of the data associated with 

the navigation could be extracted from the file 

pagefile.sys. This proves that part of the data is 

leaking through the paging process´s storage 

mechanism used by the operating system. 

In Internet Explorer´s case, more data could be 

found in a file located at the directory: 

\user\<username>\appdata\local\microso

ft\windows\temporary internet 

files\low\content.ie5\ndm4l4gv\ 

On Chrome´s case, more data could be found in 

the file: 

\user\administrador\appdata\local\micros

oft\windows\webcache\webcachev01.dat 

Those files points to the fact that navigation data is 

leaking from cache files used by the browsers. 

In Table 5, we can see a summary of all tests. 

 

Table 6 – Summary 

 Recovery 
F 

Test 

K 

Test 

P 

Test 

S 

Test 
Browser 

Page 

address 

Yes Yes No Yes Safari 

Yes Yes Yes Yes Firefox 

Yes Yes Yes Yes Chrome 

n/a n/a n/a Yes 
Tor 

Browse 

n/a n/a n/a Yes 

Chrome/

Android 

4.0.3 

Picture 

No Yes Yes Yes Safari 

No Yes Yes Yes Firefox 

No Yes Yes Yes Chrome 

n/a n/a n/a Yes 
Tor 

Browse 

n/a n/a n/a Yes 

Chrome/

Android 

4.0.3 

6. DISCUSSION 

After the tests carried out using the proposed 

methodology, we can return to the issues that gave 

rise to the current research. Can privacy be 

guaranteed when the browsers are used in private 

mode? Can the data acquisition methodology used 

for testing be considered efficient for evaluating 

privacy aspects? 

In this context, we can discuss two possibilities: 

the effects of operating system in private mode 

browsing and the particularities on the 

implementation of the functionality itself. We 

understand that certain beliefs may be proven 

wrong under those two approaches. 
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In the first case, the software is built upon the 

operating system abstraction layers, and various 

functions and system calls required for browsers 

are imported from the operational system itself. In 

this way, memory management and I/O operations 

are under the domain of the operational system 

removing the browser's power to determine what 

should be recorded and where on. Without full 

control of those actions, the browser is dependent 

on the OS to maintain user’s privacy. 

In the second case, the browser's domain, the 

developer creates expectation of privacy in users 

when they declare that their software has features 

that are able to prevent others to reconstruct the 

steps the users took during their online activities. 

As an example Firefox and TOR Bundle browsers 

rely on functions that are specific to the Windows 

operating system. 

However, with the possibility of user’s privacy 

loss, as shown in the results gathered on this paper, 

the statements by the developers about the 

insurance of user’s privacy seem misleading and, 

therefore, can destroy the trust between the parties.  

On the other hand, in the case of the IE, Chrome 

and Safari browsers developers are the same 

developers of the operational system, Windows, 

Android and Mac OS, respectively. For this 

reason, the developers have condition to fully 

control and change the system behavior. However, 

what we see is a situation similar to that covered 

on the previous paragraph, because even in 

favorable condition browsers behavior is the same, 

leaving residues that could allow some form of 

identification of web browsing habits of users.  

All things considered and returning the 

assumptions that led to the present research, 

private mode browser functionality is not 

sufficient to guarantee users' privacy when tested 

with the article proposed method and boundary 

conditions.  

Finally, we argue that the methodology used in 

collecting and analyzing the data is valid to 

evaluate the implementation aspects of private 

browsing. It allowed the construction of a privacy 

model that supported the discussions and 

elucidated the key aspects and assumptions 

analyzed that ultimately proved problems not only 

in the implementation of various browsers private 

browsing functions but also on the management of 

resources by the operational systems. 

7. CONCLUSION 

In all four types of tests performed, it is possible to 

verify that all browsers tested presented flaws in 

their private browsing feature. 

Those flaws generates data that remain available in 

the system and allow not only the identification of 

pages visited but in some cases also to partially 

rebuild them. 

Browsers promises to leave no traces of the 

navigation activities of users. This work proves 

that privacy as advertised is not provided. 

In face of the results obtained, we would like to 

recommend the developers to explicitly alert the 

users about the limitations of the private browsing 

functionality implementation. 

If on one hand this is a negative point for the user, 

on the other hand those flaws facilitate the work of 

law enforcers in cases where there is need for the 

data recovery related to the navigation activity. 
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ANTIVIRUS THREAT

INTRODUCTION
A anti attack can be related to the context of 

asymmetric conflict where the asymmetric actors have 
power(s) that differ significantly, divergent political and 
military objectives. With that in mind, they seek strategic 
advantage to counterbalance their own weaknesses, 
and compensate for the technological superiority of its 
opponent. The utilisation of a cyber weapon is one way 
to conduct a cyber attack. Anyone can learn about and 
create effective cyber weapons. For this, it is necessary 
a computer, Internet connection, the time and  
patience to learn about software, hardware, and 
network vulnerabilities. 

The unpredictability of cyber attacks often creates 
cascading effects that were outside the original 
intentions of the attacker, effecting results that were 
not in the initial planning.

In his article, Clay Wilson (Wilson 2015) mentions the 
recent studies regarding cyber attacks, which revealed 
common features that describe a cyber weapon:      

a. A malware attack campaign can combine multiple 
malicious programs for espionage, data theft or 
sabotage.

b. The stealth capability allows you to maintain the 
secrecy of the operation for a long period.

c. The attacker has detailed knowledge about the 
operation of the target system.

d. There is a special kind of computer code to bypass 
cybersecurity protection technologies.

Moreover, another striking and present  
characteristic of the cyber weapon is the possibility 
of the concepts reuse that are also part the cyber 
weapon. In the other words, a malware analysis 
can find a number of features that will be learned 
and will used in the counterattack. In contrast, a 
kinetic weapon will be certainly destroyed if a defect  
or fault occur during the launch. As well as, if 
a kinetic weapon is found in the battlefield a  
specialized military unit will destroy it.

APOC@LYPSE: THE END OF ANTIVIRUS. 
WHEN THE ANTIVIRUS IS THE THREAT
By Rodrigo Ruiz, researcher at CTI Renato Archer and 
Rogério Winter, Colonel at Brazilian Army

We present the proof of concept of a new cyber weapon that has the potential to paralyze an entire nation with irreversible 
damage, caused by nation state-sponsored attacks (Ministry of Justice of Georgia 2011) or terrorists. Apoc@lypse 
Technique removal of pages in the book ‘Apoc@lypse: The End of Antivirus’ (Ruiz, et al., 2015) clearly demonstrates the 
fragility of our defences. We were taught for more than 30 years  that in the digital age, we should trust our antivirus system 
and always keep it updated. You can control the antivirus market and turn it against your opponent, since to do so protects 
your family photos, even those that protect our trade, finance and military strategies. Undetectable, fast and devastating 
for the computer data hit.
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Wilson’s work (Wilson 2015) helps us to  
introduce the Apoc@lypse. The Apoc@lypse 
Technique was discovered in tests for verification 
of the effectiveness of antivirus1 and its resilience 
in case of attack. The DOD (US Department of 
Defense 2010) developed the following concept of  
Mission Assurance: 

“A process to protect or ensure the continued 
function and resilience of capabilities and assets 
– including personnel, equipment, facilities, 
networks, information and information systems, 
infrastructure, and supply chains – critical to the 
execution of DoD mission-essential functions in 
any operating environment or condition.”

The concept of Mission Assurance involves 
not only military structures, but also adjusts itself 
perfectly in Business, Government and, Research 
and Development (R&D). In this context, the 
use of the antivirus has been emphasised as an 
information security dogma. In addition, it has been 
repeated as a best practice in almost all information  
security policies.

CYBER ATTACKS AND KINECTIC ATTACKS 
With the evolution of computing systems, many 
critical infrastructures (Command & Control, Air Traffic 
Management, Power Plants, Weapon Systems, etc.) 
use advanced automation making modern society 
technologically dependent. This dependence makes 
the Cyberspace a new way to conduct wars as in 
ground, air or sea combat. 

A successful Israeli fighter aircraft attack to a 
suspicious nuclear plant in Eastern Syria sparked up 
the expert’s curiosity about the failure of the Syrian 
radar system (Adee 2008). Supposedly, the Russian-
built radar system was state-of-the-art to warn and it 
was not able to detect Israeli fighter aircraft invading 
the Syrian territory.

To protect cyberspace during a war, it is  
necessary to identify the main events in space and 
time, and to understand how Cyber Threats could 

ANTIVIRUS THREAT

59cybersecurity-review.com

produce damage to critical infrastructure that are  
used for operations.

For now on, imagine a hypothetical situation where 
your enemy can be able to take control of the antiaircraft 
missiles system avoiding your reaction. Now, think 
about a protection system that instead of protecting 
your territory destructs itself. Interestingly, it is possible 
and actually occurs in nature. We will explain how this 
phenomenon can occur in protecting a system, more 
specifically with an antivirus system.

An antivirus system has an important role in cyber 
defence, but an unfortunate finding was obtained after 
an analysis of the attacks carried out in recent years. 
Invariably, antivirus detection of errors is present in 
almost everyone. We have believed that our antivirus 
systems are capable to identify and fight against the 
cyber threats. Indeed, the reality is quite different. For 
instance, as it is mentioned in (Ministry of Justice of 
Georgia, 2011), the attack strategy against Georgian 
Government was to use Unknown Malicious Program 
that none Antivirus Products could identify the threat, by 
the time of discovery. In this case, the failure of malware 
detection contributed in decisive way for the success of 
the cyber attack.

As mentioned earlier, there is a possibility of a 
protection system to fail and destroys itself. If we 
establish a metaphor with the human body this situation 
is called autoimmune disease. Autoimmune disease 
is a disease in which a person’s immune system 
wrongly attacks its own healthy tissues. In addition, 
immunological body systems attacks its own cells  
and tissues. 

In our research, we identified some similarities 
between the human body and the cyber body thus; 
we tried to simulate certain conditions. Consequently, 
we managed to establish the first autoimmune cyber 
disease and thus the antivirus system is able to attack 
the computer system, which it is defending. 

Apoc@lypse: The End of Antivirus (Ruiz, et 
al., 2015) clearly demonstrates the fragility of our 
defences. The Apocalypse Technique is a generic and 
extremely efficient way to bypass the protection of the 

1   In this paper, we will use antivirus and antimalware intercangably because antivirus is a well-known word.  



antivirus system. The technique explores undisclosed 
vulnerability of the system’s antivirus and allows infection 
in the furtive form a machine target and to destroy the 
operating system and stored data. We implemented the 
Apocalypse Technique in software and it can choose 
among several existent forms of infection. The signatures  
concept has been “copy and pasting” since 
the first antivirus, but it has an error inside the  
protection concept.

THE CYBER WEAPON
We present the proof of concept of a new cyber weapon 
with the potential to paralyze many information systems 
and different operational systems causing damage 
irreversible form. In this paper, we considered the 
following definition of the cyber weapon:
 “a computer code that is used, or designed to 

be used, with the aim of threatening or causing 
physical, functional, or mental harm to structures, 
systems, or living beings”. (Lasiello 2015).

The cyber weapon can be classified by type:  
physical and logical weapon. Physical weapons 
are malicious artifacts found in the hardware of a 
computer or other devices under the management of a 
computerized system. More recently, this type of cyber 
weapon has received greater attention because of the 
great difficulty of detection.
 “Cyberwarfare analysts argue that while most 

computer security efforts have until now been 
focused on software, tampering with hardware 
circuitry may ultimately be an equally dangerous 
threat”. (Markoff 2009).

On the other hand, the logical weapon is a cyber 
weapon crafted from a failure or an error in a software, 
which puts it in a vulnerable situation, allowing cyber 
exploitation. More accurately, the Apoc@lypse 
Technique exploits a vulnerability in the concept of 
misuse detection in the antivirus system. The misuse 
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detection is a fundamental concept of all antivirus 
systems, from the earliest to the current ones.

In an antivirus system, we have two different 
approaches: misuse detections and anomaly detection. 
Misuse detection is based on signatures or patterns 
of attacks to the computational system. Some actions 
directed at the objects of the system are considered as 
threatening, such as file deletion, hard disk formatting 
or attempts to modify privileged access files. Well-
defined and known actions to the weak points of a 
system form the signature of the attacks. The detection 
of attacks happens by observing such actions occurring 
with specific objects. Conversely, anomaly detection is 
based on the definition of the expected behaviour of a 
host computer or its network. Therefore, a profile of the 
normal behaviour is captured using statistical methods 
and association rules, for example; and the detection of 
attacks then takes place by spotting actions that were 
unexpected according to the profile.

The Apoc@lypse Technique is based on injection of 
any DNA fragment of virus (Figure 1) in benign files, 
without necessarily interfering with the functionality 
of these files. Depending on chosen virus DNA some 
antiviruses will be affected and others not because 
antivirus companies have different methods of handling 
viruses. However, a special DNA affects all. In fact, the 
technique is very simple to be implemented with the 
use of a string similar to the EICAR, the Anti-Malware  
Test file. 

In the first place, EICAR stands for European 
Institute for Computer Antivirus Research. They defined 
a test file, which it has been provided as the “EICAR  
Standard Anti-Virus Test File” (Figure 1). According  
to the EICAR, this string is safe to pass around because 
it is not a virus and does not include any fragments  
of viral code. 

For instance, imagine the calculator on your Windows 
operating system™ receiving pieces of virus within the 
same executable file. From this standpoint, we have a 
calculator marked for death.

Figure 1: The Anti-Malware Test file (source http://www.eicar.org/86-0-Intended-use.html).



This piece of virus that we introduced in the calculator 
is harmless and does not represent any risk to the 
system. We deployed the Apoc@lypse technique in 
150 different antivirus brands and after the process of 
injection, all products began to identify the executable 
file of the calculator a great and terrible threat. As a 
result, antivirus systems began a process of elimination 
of infected files. In this case, the enemy is not the DNA 
fragment of the malware, but the antivirus system that 
attacks all inject files. This concept now presented, is 
a trigger for the start of a large-scale phenomenon, 
which we call Cyber Autoimmune Disease. 

A very important aspect in this type of operation is 
a secrecy. In this case, camouflage techniques are 
more indicated to obtain total operation secrecy and 
facilitate access to the target. With the Apoc@lypse 
Technique, it is possible bypass with great success 
the antivirus protection and create a prototype of the 
Cyber Weapon. We use the concept of the transporter 
of malware DNA in the cloaked form.

This transporter, metaphorically, is called 
“bacterium”. Many bacteria live in the human body 
symbiotically and are recognised as beneficial to our 
body, such as the Lactobacilli. Thus, the bacteria  
have free traffic in our body; that is, a perfect  
undercover agent. Our prototype allows the 
programming of the bacteria to locate target files 
and inoculate the DNA of the malware beyond other 
tasks, such as data exfiltration, espionage, data theft,  
or sabotage.

The bacterium concept is taught in biology in  
primary education, but it is extremely effective when 
combined with a computer game, such as the old  
Tetris2. In Figure 2, we present the technical 
step-by-step of Apoc@lypse that is able to destroy the  
computer system.

FINANCIAL IMPACT ON THE CORPORATE WORLD
The assessment of the economic impact is an open 
question in cyberspace. Specialised reports of security 
companies point to an adverse scenario where certainty 
of the attack itself is accompanied by unpredictability of 
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the day and place of the cyber attack.
The reports carried out by the security companies 

often present economic impacts in the several 
economic sectors. However, the fact is that each new 
report of security invariably we can identify a binding 
with a marketing campaign to launch new products  
and services of that company. 

There are several discussions about how to assess 
the economic loss caused by a cyber attack. However, 
this assessment depends on two key factors: first, 
the companies need to know the size of the loss 

Figure 2:  Apoc@lypse Technique - cyber weapon step-by-step.

2   http://www.download3k.com/Install-Tetris.html



and secondly, they need to disclose that information.  
Therefore, the key problem with this finding is that the 
companies need to develop a situational awareness 
about what really was affected by the attack.

When we visualise cyberspace, four information 
assets are mandatory to consider in terms of mitigating 
risks and planning the defence: technology, people, 
processes and environment. In this way, we need to 
consider them when we estimate the economic impact 
before, during and after a cyber-attack. The ability to 
measure the damage caused by a cyber attack allows 
us to invest with great efficiency in cybersecurity. 

Prior to 2010, the largest information security concern 
was with the theft of banking information. However, in 
2010 a successful cyber attack established a change of 
thought in information security. We are referring to the 
Stuxnet. Stuxnet is a malware that was used for the first 
large-scale attack on SCADA systems, in Iran. A cyber 
event so sophisticated that it was able to break the 
pillars of cyber security: technology, people, processes 
and environment. With a very complex code, the 
Stuxnet, used 04 zero-days, and explored technological 
resources. This cyber attack resulted in the theory of a 
new weapon constructed by secret services to damage 
the Iranian nuclear program. We can imagine the 
economic impact in the Iran nuclear program.

The economic issue is important to society, not 
least because several wars were initiated by economic 
disagreements. It seems that everyone wants to have 
some value to use for many different purposes. The 
press show us amazing news, some vendors use 
Fear, Uncertainty, and Doubt, and to compare to other 
infections. The following lists the most emblematic 
attacks of the virus/malware that caused the greatest 
economic damage:
a. Chernobyl -CIH (1988) between $20 million and $ 

80 million; in addition, it destroyed data.
b. Melissa (1999) caused damage estimated at  

1 billion euros.
c. ILOVEYOU (2000) the estimate of the financial 

damage caused was between $10 billion and  
$15 billion.

d. Code Red (2001) estimates a million infected 
computers, and damages of $ 2.6 billion.
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e. SQL Slammer (2003) infected 75.000 computers in 
10 minutes and messed up the online traffic.

f. BLASTER (2003) the estimated damage was 
between $2 billion and $10 billion.

g. Sobig. F (2003) the estimated damage was 
between $ 5 to $ 10 billion, with more than a million 
infected PCs.

h. Bagle (2004) the estimated damage was at tens of 
millions of dollars.

i. Mydoom (2004) decreased by 10% global Internet 
performance and increased the loading time of 
50% sites.

j. Sasser (2004) Sasser caused tens of millions of 
dollars in damage.

k. Conficker (2009) The Cyber Secure Institute 
estimated the economic loss due to the Conficker 
worm could be as high as $9.1 billion. According 
to Conficker Working Group, this was 35 Million 
unique IP’s.

Malware detection systems are gradually becoming 
objects of criticism from security experts, in particular 
in terms of detection rate. The criticisms are directed 
to use the old technology-based signature approach to 
fighting recent threats. Currently, several specialized 
publications realizing efficiency tests on anti-malware 
systems. The results are very encouraging, but they 
do not match the reality of current threats. Maybe 
the blind spot in the process is the methodology 
employed, which does not allow a complete 
understanding of how the various anti-malwares are 
tested. In 2012, Brazilian scientists from the Center 
for Information Technology Renato Archer (Brazil) 
have applied the Brazil Method of Anti-malware  
Test (Filho, et al., 2014) for anti-malware systems 
sold on the Brazilian market. The result obtained 
was a detection rate different from those informed 
by magazines and specialised consultancies around  
the world. The tests were focused on the Brazilian 
internet domain and the average detection was  
only 50%. 

For nearly four decades, since the invention of the 
first antivirus, we thought that were safe; but in fact, 
in each new virus or malware we are surprised at the 



time to defend ourselves. Cybersecurity depends on 
reliable operation of an infrastructure, which by its 
nature is critical.

HOW SHOULD WE DEFEND OURSELVES? 
How does to defend yourself from an enemy that 
has this type of cyber weapon? An engineer from 
a big antivirus company, who declined to identify  
himself, wrote: 

“Inserting parts of viruses in benign files is 
quite ingenious and I recognise the failure of 
all AV engines… It’s a structural behaviour and 
probably impossible to ignore with the current
architecture.”

The rhetorical question to the problem: what is the 
solution? The answer is easier said than done. In 
cybersecurity, technology, environment, people, and 
process are inseparable. We believe that the time has 
come to have in hands a pen and a blank piece of 
paper, and rewrite every line of code again. In other 
words, structure the defence with a vision to fight 
against the recent threats. 

CONCLUSION
Archimedes3 used to say, in the Doric speech of 
Syracuse: “Give me a place to stand and with a lever 
I will move the whole world.” The current paradigm is 
a computer and an internet access point to change the 
history of the world. 

Security is a feeling of protection; necessary and 
indispensable to a society and each of its members, 
against threats of any kind. Defence is the capable 
action to sustain security feeling (Escola Superior de 
Guerra 2013). Many current systems are designed 
based on are past knowledge and concepts, but 
economic issues have not been updated. In 1987, 
Denning wrote:

 “… on existing systems with known flaws are 
not easily replaced by systems that are more 
secure-mainly because the systems have 
attractive features that are missing in the more-
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secure systems, or else they cannot be replaced 
for economic reasons (Denning 1987)”. 

The technologies that we trust to provide protection 
against cyber threats must be adapted to the context, 
in which they are used, as well as processes, people, 
environment of usage. In this context, the weapon 
that defends is the same that destroys the system. All 
information security standards insist that a best practice 
includes an installed and updated antivirus. The 
current time is the cybersecurity and the computation is 
ubiquitous in people’s lives. According to (Ford 2004):

“While the antivirus industry has been steadily 
improving over the years, some might be 
surprised to learn that the fundamental 
technology used for detecting and removing 
viruses has changed very little over time.”

It is amazing that after a decade of Ford’s statement, 
we can demonstrate that the technology has changed 
very little in combating existing cyber threats. The 
Apoc@lypse Technique is a proof of concept. Besides 
the discrete evolution, a serious flaw in the detection 
system allows it to be exploited as a cyber weapon.

We can demonstrate that is possible to take control 
of an anti-malware system and to command operating 
system destruction. The Apocalypse Technique proof 
of concept is more effective in Windows Operational 
System, but for the other operational systems 
(Linux, Android, UNIX e Mac) the effects can be  
less catastrophic.

The Apocalypse Technique explores undisclosed 
vulnerability in the anti-malware systems. Technical 
efficiency of Apocalypse was successfully tested in 
150 anti-malware system existing in the international 
market. The Apoc@lypse Technique is undetectable, 
fast and devastating for the computer data.

The big question is that all nations defend themselves 
with the same vulnerable systems. This vulnerability 
can be used to attack the enemy with a similar system 
that can protect it.

How does the antivirus industry see this situation?

3   http://www.math.nyu.edu/~crorres/Archimedes/Lever/LeverQuotes.html



a. Denial: It is extremely difficult for the industry to 
admit the problem publicly.

b. Affliction: The antivirus companies do not know 
how to solve the problem.

c. Laziness and Money: For security software, the 
complete solution of cyber problems represents 
the need to find another product to sell.

What will you do? ■
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ENCRYPTION SYSTEMS

INTRODUCTION
We introduce this paper with a citation from the 

Holy Bible, Luke 8:17 [1] “For there is nothing hidden 
that will not be disclosed, and nothing concealed that 
will not be known or brought out into the open”. The 
scientific findings reported in this article do not focus on  
religious subjects, but a proper truth to the current 
environment of information security.

In this article, we find security flaws in renowned 
encryption systems in the international market – 
Bitlocker (Microsoft) and Bit Defender Total Encryption 
2015 (Bitdefender). We were able to prove that 
outdated concepts are still being used to protect the 
information of people, companies and governments. 

Cryptography is not the only means of providing 
information security, but rather one set of techniques.”[2]

The cryptographic algorithms are developed over a 
mathematical foundation that proves the correctness 

of such algorithms based on how much computational 
power would be needed in order to break them. In other 
words, the attack on effective cryptographic algorithms 
requires a large time consumption of computers,  rather 
than trivial techniques, to be effective.

 All things considered, an attack on such system is 
virtually impossible or uneconomical.

However, cryptographic algorithms are implemented 
in software products designed to facilitate the use 
of single users or corporations. Unquestionably, 
therefore, the problem is not in the algorithm but in how 
it is used in the software. Using outdated libraries and 
software implementation errors ends up weakening the 
protection of the information. Let us remember that a 
chain is only as strong as its weakest link.

The 2011 CWE/SANS Top 25 Most Dangerous 
Software Errors is a list of the most widespread and 

CORROSIVE SECRECY AND CONFIDENCE:
THE PARADOX AMONG BYPASSING CRYPTOGRAPHIC 
SOFTWARE, LOSS OF PRIVACY AND INFORMATION SECURITY
By Rogério Winter, Brazilian Army – Cyber Defense and
Rodrigo Ruiz, Center for Information Technology Renato Archer (CTI)

The security of information has grown in importance worldwide. When businesspersons travel, they transport sensitive 
company data among offices, cities and even countries. It is noteworthy that many mobile devices are stolen each year 
and with that, information confidentiality of company’s strategic information confidential can be compromised. Our work 
has evolved to an analysis of two existing consecrated encryption systems on the market: Bitlocker (Microsoft) and Bit 
Defender Total Encryption 2015 (Bitdefender). We were able to prove that outdated concepts are still being used to protect 
the information and guarantee the privacy. We show how failures in their development, commercial inconsistencies and 
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critical errors that can lead to serious vulnerabilities 
in software [3]. They are dangerous because they will 
frequently allow attackers to completely take over 
the software, steal data, or prevent the software from 
working at all. We can classify errors in this way: 
Insecure Interaction between Components, Risky 
Resource Management and Porous Defences. In this 
paper, we focus on two errors: Incorrect Authorisation 
and Authorisation Bypass Through User-Controlled 
Key - CWE 639 [4].

In this context, we will discuss the security 
process, because it goes beyond the specific use 
of the encryption algorithm. Security is wide and 
should be considered in a systemic view, with all the  
details involved.

This work is built over the hypothetical answer to the 
following question: Is the Hard Disk Encryption software 
effective under the proposed test circumstances?

FINANCIAL IMPACT ON THE CORPORATE AND 
MILITARY WORLD
Nowadays, the choice of professionals who provide 
technical support to a large portion of politicians, 
businesspersons and in the military area is one of the 
great challenges in information security management.

Therefore, the best-qualified person is rarely the 
leading technical support. Instead, IT crew is frequently 
selected by the criterion of confidence. Such behaviour 
has the potential to create security holes that can be 
exploited by criminals and competitors. Nevertheless, 
technical disability and unethical behaviour are also 
causes of data security breaches.

The risk of infiltration by criminal elements in 
business and in their own governments makes the 
population vulnerable to manipulation and loss of 
confidential data.

Both businesses and governments are subject 
to such infiltration. Criminal organisations are 
allocating their representatives in strategic positions 
for the purpose of illicitly obtaining precious inside 
information. Criminals go so far as to sponsor people 
in their studies to fulfil this goal [5] [6].

A Brazilian oil company reported that the theft of 
equipment containing sensitive information about the 
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discovery of new oil wells affected the value of its 
shares negotiated on the stock market [7]. 

A survey by the Ponemon Institute presents 
interesting and alarming data on the damage caused 
to businesses, where the theft of a laptop can cost up 
to $115,000 in strategic information loss. The same 
survey shows that the encryption significantly reduces 
the cost of the theft while the theft of a machine with 
unencrypted HD costs U.S. $56,165; one that is 
encrypted presents the loss of U.S. $37,443[8].

A report in ComputerWorld magazine’s website 
has attracted attention by bringing up actual cases 
of IT professionals very well placed in large and 
reputable companies, using their positions of trust to 
commit crimes. This report also presents research, 
which suggests that one in three IT professionals spy 
systems of the company and his colleagues accesses 
data such as contracts, wages, emails, and other 
strategic information[9].

The various stories about theft and loss of computers 
outline a target profile attack where the victim (person 
or business) are part of campaigns obtaining vital 
information to feed some business strategy.

Several Hard Disk Encryption solutions can reduce 
the impact of the executive computer theft. When a 
company security policy considers the adoption of 
Hard Disk Encryption, they implicitly place trust in the 
reputation of the supplier of the safety solution and the 
robustness of the encryption solution adopted.

CONTEXT
Cryptanalysis is the study of the procedures 
necessary to attempt to compromise the cryptographic 
techniques, and, more generally, the security services 
of information[10]. Thus, cryptanalysis is the art of 
trying to figure out the ciphertext and/or the logic 
used in their encryption. Encryption solutions use 
very complex algorithms, such as: AES, Serpent and 
Twofish, etc.

However, the cryptanalysis process is based on 
the search of patterns in the encrypted data. Indeed, 
when a computer is analysed by forensic perspective, 
the data recorded on hard disk are used to assemble 
the image files. 



This work proves that in some circumstances, 
with simple information and little time available, it is 
possible to extract the clear text from the encrypted 
content. This is because during the implementation 
of the security solution, some errors give hints of 
methods, keys and ciphers used to encrypt messages. 

RELATED WORK
On the discussion of Block Ciphers,[11] classifies the 
possible attacks attempts based on the data that an 
attacker can procure:

Ciphertext-only attack, where an attacker has 
access only to ciphered information. He knows of 
plaintext attack, where an attacker has access to 
plaintext messages and its ciphered counterparts. 
Chosen plaintext attack is where the attacker chooses 
a specific set of plaintext messages and is able to 
acquire its ciphered counterparts. Adaptively chosen 
plaintext attack is where an attacker chooses the 
plaintext messages based on the cipher result of 
the previously chosen plaintext message. Chosen 
ciphertext attacks are where an attacker chooses 
different ciphered messages and is able to acquire 
its deciphered counterparts. Furthermore,[12] divides 
possible attacks into two categories: First, practical 
attacks, that focus on implementation and usage 
issues; second, theoretical attacks, that focus on the 
mathematical aspects of the chosen cipher algorithms. 
However, this attack has a practical character. 
Proposing a methodology to evaluate a given system 
security,[12] presents the attack tree, a structure that 
describes a system security using different attack 
possibilities as parameters. It also gives an example 
attack tree on the PGP email security software. As the 
author indicates, the previous tree attack can easily be 
extended to include more attack formats. 

Although the tree is based on PGP, it could easily 
fit another software. Besides that, in the previous 
example, one possible inclusion under item 1 of the tree 
could be item 1.3 – “Exploit software implementation 
weakness”. This kind of attack would, through the 
active exploitation of software design issues or 
vulnerabilities, lead to full message decryption.  
Under[11] and[12] classification system, proposed 
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attack 1.3 would be a ciphertext-only and practical 
instead of theoretical. This paper methodology is 
based on this attack type.

ABOUT ENCRYPTION SOFTWARE
The OPSWAT[13] report, in September 2011, about 
Hard Disk Encryption Market Share, indicates that the 
market was divided among Microsoft (92.94%) and 
other manufacturers (7.6%) (Figure 1). In addition to 
the market division, there are other manufacturers 
involved, as shown in Figure 2. In this article, we will 
focus on Microsoft and BitDefender due to the software 
user’s preferences, among those, which are available 
on the market (Table 1).

  
  
  
  
  

Table 1: Tested software.

Software Developer

BitLocker Microsoft

Bit Defender Total 
Encryption 2015 Bitdefender

Figure 1: Disk Encryption Market Share Worldwide. 
Source: OPSWAT Report.



Bitlocker
According to the Microsoft website, Bitlocker was 
enhanced for Windows 7 and is available in the 
Ultimate and Enterprise editions. BitLocker protects 
documents and passwords by encrypting the 
entire Windows drive on where your data is. When 
BitLocker is enabled and any file saved on drive is  
encrypted automatically. 

BitLocker To Go is a new feature in Windows 7, which 
allows blocking of portable storage devices easily left 
in the wrong places, such as USB flash drives and 
external hard drives.
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Bit Defender Total Encryption 2015
Bitdefender antivirus software is a suite developed 
by Romania-based software company Softwin. 
Bitdefender has a software component for encryption 
of files and folders called BitDefender Total  
Encryption 2015. The file encryption function is 
responsible, according to the manufacturer, to create 
a secure and encrypted environment.

The system provides the user with an encrypted 
virtual drive, which is the logical representation of a file 
extension BVD (BitDefender Virtual Drive) as shown  
in Figure 3.

The basic structure of a BVD file consists of two 
segments, namely: data and footer. The data segment 
stores the encrypted user data while the footer holds 
records needed to validate the file and protection  
of SALT.

METHODOLOGY R2K AND MATERIALS FOR  
THE TEST
According to Galliano[14], method is the “set of steps, 
neatly arranged, to be overcome in the search 
for truth, in the study of a science or to achieve a  
particular purpose”.

Software testing is the process of verifying that 
the product complies with certain specifications and 
that it works properly for the function it was designed 
to fulfil. Denning[15] observes that the major part of 
existing systems have vulnerabilities which make 

Figure 2: Hard Disk Encryption Market share.  
Source: OPSWAT Report. Figure 3: Bit Defender Total Encryption.  

Source: Bit Defender Software.



them susceptible to attacks, invasions and other  
kinds of abuse; moreover, the maintenance to avoid 
all such deficiencies is not viable technically nor 
economically.

The goal of software testing is to show the presence 
of defects if they exist[16]. Likewise, the goal of R2K 
test method is to identify possible weaknesses 
in the cryptographic systems that undermine the  
availability, integrity, confidentiality and authenticity of 
the information.

The method used in the tests can be applied 
generally and consists of four stages presented in 
Figure 4: research, test, test result and dissemination.

Research – we study documentation to analyse the 
operation of software and usage guidance, promises of 
its manufacturers and finally the security solution files. 
Although they have the same goal, each software uses 
technology and distinct methods.

Software implementations can expose encryption 
break possibilities for various reasons, such as errors 
in development, failure in mathematical interpretation 
of the algorithms, disability in file structures, headers, 
backups, compromised passwords and mistakes over 
the management guidelines.

Test – for the tests performed, we used the following 
tools and software. A notebook equipped with Intel© 
Pentium© Dual Core with 3.0 GB of memory. 
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When testing a security feature, it is necessary to 
define the functional requirements of the same, and the 
profile of the attacker that will try to disable or override 
this feature.

In this article, we start from the methodological 
framework presented by[17] for the construction of the 
following methodological model. 

The profile of the attacker assumes that it has access 
to the user’s BitLocker and BitDefender container at 
two different times. When it was first created and after 
the user stored valuable information on it and changed 
its password.

The hypothesis to be tested emerged from the 
analysis of the hex code of a file created by BitLocker 
and BitDefender the comparison of the hex code of 
the same file after executing the procedure to change 
the user’s password to access the container. The 
software tools used to study the software behaviour  
BitLocker and BitDefender are available as low-cost or 
free software.

BitLocker Test
We created four virtual drives and sent them to 
BitLocker users, along with the original password.  
We asked volunteers to add personal information, 
change the password and then send us back the 
virtual drive.

In the tests performed, we found that no matter how 
many times the user modified the container password 
protected by BitLocker, the recovery key was always 
the same as presented in Figure 5. With the recovery 
key, it was possible to open all virtual drives and 
access all the information added by the users.

With the use of a recovery key, which is a second 
password available to open the encrypted data, the 
manufacturer reduces the security of their system, 
increasing the attack surface and the chances of 
a possible opponent achieving success during an 
attack. Unquestionably, on a recovery key composed 
by 48-digit (0-9), the combinatorial possibilities of 
give a large space of distinct valid recovery keys, 
but it is clearly much lower than the one given by the 
password, which can be built with 100 characters 
including all characters of the ASCII table.

Figure 4:  Methodology R2K.



BitDefender Test
We have created a BVD file named Bit01.bvd with 
password 123456789. Then a copy of the file was 
performed (Figure 6), named Bit02.bvd. The file had 
its password changed to 987654321. We enabled the 
virtual drive and added text file with sensitive information 
in Bit02.bvd. After those initial procedures, in theory, we 
have two files with different passwords and content. 

We then applied the following technique in Bit02.
bvd file. We merged the known password Bit01.bvd 
with data session Bit02.bvd file resulting in a third  
Bit01_Frankestein.bvd file. In Figure 8 we can see 
the stretch of 2 BVD files passwords where one was 
mixed with each other to create a third file containing a 
password known Bit01.bvd (123456789) and encrypted 
data from Bit02.bvd. As a result, it was possible to 
open the contents of Bit02.bvd with password stored in 
Bit01.bvd (Figure 8). 

With this simple technical procedure, the owner of 
any later release of Bit02.bvd file and the password 
used in the creation of Bit01.bvd will have access to 
the encrypted file content. The vulnerability found is 
similar to that reported in the article “Security Issue on 
Cloned TrueCrypt Containers and Backup Headers”[21]. 
Although the article emphasized the TrueCrypt 
problem, we explored the vulnerability of Bitdefender 
the same way.

RESULTS AND DISCUSSION
In the present study, it was possible to identify the 
weakness of software Hard Disk Encryption BitLocker 
and BitDefender. The software has been selected 
among those present in the market and preferred by 
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Figure 5: Bitlocker key recovery.

Figure 6: Backup file Bit01.bvd

Figure 7: Password in file BVD.

Figure 8: Opened files.



users who are more concerned with security. After the 
tests performed with the software tools we can return to 
our premise at the beginning of the paper: Is the Hard 
Disk Encryption software effective under the proposed 
test circumstances? The answer is NO.

Businesspersons often move around the offices, 
cities and even countries. It is a well-known fact that 
airports, railway stations and subway stations are 
places where bags containing notebooks, smartphones 
and other electronic devices are often lost or stolen. 
The loss or theft both intentional and accidental create 
opportunities for sensitive data of one company to be 
disclosed. With proper techniques, as reported in this 
paper, the disclosure of information is almost inevitable. 

Many companies concerned with data security 
adopt cryptographic solutions, such as BitLocker 
and BitDefender. Indeed, the adoption of security 
solutions is deeply influenced by a good marketing 
campaign and the suitability that the developer has in 
the market. Obscurity in the implementation of security 
software just weakens the entire information security 
management. Another aspect to be considered is file 
sharing on projects that can neglect safety principles of 
information in the companies.

In the information security world there are “Ten 
Immutable Laws of Security”[18], which are an 
interesting reference for the discussion, because they 
can be used in the composition of a security policy to 
mitigate risks in the information tract: 

“Law #1: If a bad guy can persuade you to run his 
program on your computer, it’s not solely your 
computer anymore;

Law #2: If a bad guy can alter the operating system 
on your computer, it’s not your computer anymore;

Law #3: If a bad guy has unrestricted physical access 
to your computer, it’s not your computer anymore;

Law #4: If you allow a bad guy to run active content in 
your website, it’s not your website anymore;

Law #5: Weak passwords trump strong security;
Law #6: A computer is only as secure as the 

administrator is trustworthy;
Law #7: Encrypted data is only as secure as its 

decryption key;
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Law #8: An out-of-date antimalware scanner is only 
marginally better than no scanner at all;

Law #9: Absolute anonymity is not practically 
achievable, online or offline.

Law #10: Technology is not a panacea.” [17]

In our study, a dangerous paradox emerges between 
what is promised by the companies and the failure 
found in BitLocker (Microsoft) and Defender Total 
Encryption 2015 (BitDefender). Marketing campaigns 
to both softwares gives an image of total security, but 
the reality is somewhat different. 

When dealing with information security, two 
concepts are evident: security and usability. Quantities 
are inversely proportional; the higher the security 
requirement, the lower the ease of use. According to 
the CWE/SANS Top 25 Most Dangerous Programming 
Errors[3], in particular Missing Encryption of Sensitive 
Data, we identify an attacker to seek unorthodox 
ways to achieve success in their purposes. Often, the 
systems are equipped with usability requirements to 
earn the preference of users, but the impact of these 
requirements is not adequately addressed from the 
perspective of security.

In BitLocker’s case, one problem arises from the 
weakening of the security system with a weaker 
recovery password that is always the same regardless 
of the change of the container’s password. This is 
paradoxical to Law #7, because a weakened password 
gives a higher probability of success to an attacker. 
Moreover, we can observe another time when the 
Law #5 was broken, because developers intentionally 
create a much weaker recovery key. As we mentioned 
earlier, a chain is only as strong as its weakest link. 
The same situation occurred on Security weaknesses 
LM hash[19], when the weakening password enabled 
attacks with great effectiveness With a fragile 
protection, an attack using specific techniques to the 
container becomes a more viable step. A report from 
BusinessWeek in January 2011 depicts among other 
information that about 30% of help desk calls refer to 
resetting passwords[20].

The situation of Bit Defender Total Encryption 2015 
is a different. The use of misconceptions affects the 
security of the customer’s information. We merged 



two encrypted containers and were able to open 
the resulting container with the password used in its 
creation. This is possible because when we create a 
container, the original password acts as a master key 
for all other versions of containers regardless of the 
password change. In addition, the software allows 
merging of different parts without checking the integrity 
of the container. The vulnerability is transmitted to all 
containers weakening the system and compromising 
the cyber security and the privacy of information.

CONCLUSION
We present facts in this article that clearly show the 
encryption software is deployed insecurely. There 
are important differences between the information 
presented during the process of sale and security 
of product in relation to what the user will actually 
receive. Independently, free software or paid software 
all presented similar problems. The management 
of identities and passwords is not secure. Microsoft 
created its “Ten Immutable Laws of Security” in 
order to make users aware of the need to take care 
of information security. Nevertheless, are they being 
applied to their security software?

As mentioned early, in “Security Issue on Cloned 
TrueCrypt Containers and Backup Headers”[21] 

researchers have presented a different and little 
explored approach to access information inside 
containers encrypted through the usage of Truecrypt 
software.

Strangely, the TrueCrypt developers abandoned the 
project and among many other existing products, they 
advised its members to use BitLocker. However, we 
emphasize two interesting issues. The first, the legacy 
of truecrypt continues influencing directly others 
software project, as Bitdefender. Bitdefender allow 
the manipulation of headers to perform the password 
bypass as shown in this research. Secondly, the 
advice to use Bitlocker there is also no guarantee that 
all information will be security. Because, there is an 
immutable master key (recovery key) over the life of 
each Bitlocker partition.

The information security vision must be systemic, 
because cybercrimes try to take advantage of 
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operating system and protection systems failures. 
Security flaws can cause distrust and financial losses 
for both users as well as companies. Clearly, we can 
see that an old flaw is still present. In a world where 
a great competitive disadvantage can bring a harmful 
result for a company and depending on the degree of 
exposure can lead to business bankruptcy. Nowadays, 
the protection of information is vital for a companies, 
government, armed forces and people. Any failure 
of products must be properly addressed, regardless 
of implementation, deployment and management of 
security components. ■

BIBLIOGRAPHY
[1]   “Holy Bible, New International Version,” 1993. [Online]. 

Available: https://www.biblegateway.com/passage/?searc

h=Luke+8%3A17&version=NIV. [Accessed 26 December 

2014].

[2]   A. J. Menezes, . P. C. v. Oorschot and S. A. Vanstone , 

“Chapter 1 Overview of Cryptography,” in Handbook of 

Applied Cryptography, London - England, CRC Press, Inc., 

1996, pp. 1 - 48.

[3]   S. Christey, “CWE/SANS Top 25 Most Dangerous Software 

Errors,” 13 September 2011. [Online]. Available: http://cwe.

mitre.org/top25/. [Accessed 20 December 2014].

[4]  The MITRE Corporation, “Common Weakness 

Enumeration,” 30 July July. [Online]. Available: http://cwe.

mitre.org/data/definitions/639.html. [Accessed 23 January 

2015].

[5]   D. F. S. Cunha, “Criminalidade Organizada: antigos 

padrões, novos agentes e tecnologias,” [Online]. 

Available: http://www.pontourbe.net/edicao8-cirkula/186-

criminalidade-organizada-antigos-padroes-novos-agentes-

e-tecnologias. [Accessed 21 February 2014].

[6]   Instituto Marconi, “Como funciona o PCC - Primeiro 

Comando da Capital,” [Online]. Available: http://www.

institutomarconi.com.br/pcc.htm. [Accessed 21 February 

2014].

[7]   G1 - Rio de Janeiro, “Petrobras afirma que informações 

sigilosas foram furtadas,” Globo.com, 14 Feburary 

2008. [Online]. Available: http://g1.globo.com/Noticias/

Economia_Negocios/0,,MUL298824-9356,00-INFORMAC

OES+SIGILOSAS+SAO+FURTADAS+DA+PETROBRAS.

html. [Accessed 21 February 2014].



[8]   Ponemon Institute. “The Cost of a Lost Laptop” INFO 

Online, 09 February 2009. [Online]. Available: http://www.

intel.com.au/content/dam/doc/whitepaper/enterprise-

security-the-cost-of-a-lost-laptoppaper.pdf. [Accessed 21 

February 2014].

[9]   COMPUTERWORLD, “Pesquisa: Gestores de  TI admitem 

vasculhar e-mails privados de funcionários,” 26 May 

2007. [Online]. Available: http://computerworld.com.br/

seguranca/2007/05/29/idgnoticia.2007-05-29.8374230723/. 

[Accessed 21 February 2014].

[10]  P. Q. d. Almeida, “Códigos e Criptografia,” 10 September 

2010. [Online]. Available: http://www.mat.uc.pt/~pedro/

lectivos/CodigosCriptografia1011/. [Accessed 20 

December 2014].

[11]  L. R. KNUDSEN, “Block Ciphers — A Survey,” in State of 

the Art in Applied Cryptography, Belgium, Springer Berlin 

Heidelberg, 1999, pp. 18 - 48.

[12]  R. Thomas, “Attacks on PGP: A User’s Perspective,” 2003. 

[Online]. Available: https://www.sans.org/reading-room/

whitepapers/vpns/attacks-pgp-users-perspective-1092. 

[Accessed 2014].

[13]  OPSWAT, “OPSWAT,” [Online]. Available: https://www.

opswat.com. [Accessed 01 March 2015].

[14]  A. G. GALLIANO, “O método científico: teoria e prática,” 

São Paulo, Editora Mosaico, 1979, p. 6.

[15]  D. E. DENNING, “An Intrusion-Detection Model,” IEEE 

TRANSACTIONS ON SOFTWARE ENGINEERING, pp. 

222 - 232, FEBRUARY 1987. 

[16]  M. E. Delamaro, J. C. Maldonado and M. Jino, Introdução 

ao Teste de Software, 1 ed., vol. 1, Rio de Janeiro: 

Elsevier, 2007. 

[17]  G. Aggarwal, E. Bursztein, C. Jackson and D. 

Boneh, “An Analysis of Private Browsing Modes in  

Modern Browsers,” USENIX, 11 - 13 August 2010. 

[Online]. Available: http://crypto.stanford.edu/~dabo/pubs/

papers/privatebrowsing.pdf. [Accessed 30 June 2012].

[18]  Microsoft Corp., “Ten Immutable Laws Of Security,” 

[Online]. Available: https://technet.microsoft.com/en-us/

library/hh278941.aspx. [Accessed 22 February 2014].

[19]  C. Sanders, “How I Cracked your Windows  

Password (Part 1),” 20 January 2010. [Online].  

Available: http://www.windowsecurity.com/articles-tutorials/

authentication_and_encryption/How-Cracked-Windows-

Password-Part1.html. [Accessed 20 February 2014].

ENCRYPTION SYSTEMS

74 CYBER SECURITY REVIEW, Spring 2016

[20]  Bloomberg Business, “The Problem with Password,” 27 

January 2011. [Online]. Available: http://www.bloomberg.

com/bw/magazine/content/11_06/b4214036460585.htm. 

[Accessed 25 March 2013].

[21]  R. de S. Ruiz, F. P. Amatte and K. J. B. Park, “Security 

Issue on Cloned TrueCrypt Containers and Backup 

Headers,” in Proceedings of the International on Cyber-

Crime Investigation and Cyber Security, Kuala Lumpur, 

Malaisia, 2014. 

ABOUT THE AUTHORS

Rogério Winter is a Colonel in 
the Brazilian army with more than 
25 years experience in military 
operations and information 
security. He received a Master’s 
degree in Electronic Engineering 
and Computation Aeronautics 
Institute Technological-ITA and 

is a member of the SDIWC (The Society of Digital 
Information and Wireless Communications). Today, he 
is dedicated to cyber warfare, command and control, 
and decision-making process and coauthor of the book  
“Apoc@lypse: The End of Antivirus”.
Email: rogwinter@gmail.com

Rodrigo Ruiz is a researcher 
at CTI – Information Technology 
Center - Renato Archer, Campinas, 
Brazil. He is also a member 
of the SDIWC (The Society of 
Digital Information and Wireless 
Communications) and co-author of 
the book “Apoc@lypse: The End of 

Antivirus” and many papers about privacy and security 
(https://www.researchgate.net/profile/Rodrigo_Ruiz3). 
Email: rodrigosruiz@outlook.com



Lazarus: Data Leakage with PGP
and Resurrection of the Revoked User

Rodrigo Ruiz1 and Rogério Winter2

1CTI Renato Archer, Campinas, Brazil
2Brazilian Army, Campinas, Brazil
E-mail: rodrigosruiz@outlook.com; rogwinter@gmail.com

Received 8 September 2016; Accepted 10 November 2016;
Publication 19 November 2016

Abstract

The cybersecurity is the issue on the international agenda. The abuse of com-
munication and faulty software is a common practice that brings the decade of
70. Invariably technology is the great protagonist of data leakage and loss of
privacy. However, issues related to cybersecurity are founded on sociotechni-
cal approach: technology, people, processes and environment, which interact
indistinctly in a sensitive relationship. In this intricate sociotechnical envi-
ronment of cybersecurity, this paper discloses a flaw in Symantec Encryption
Desktop (SED), which can allow the leakage of sensitive information from
governments, military and research centers around the world. In this context,
as an example, the National Aeronautics and Space Administration (NASA)
uses the Symantec Pretty Good Privacy (PGP) Encryption Desktop (SED).
The Technology is not the main culprit for data leakage. Sometimes, the users
are influenced by sophisticated marketing campaigns, which reaffirms the
quality of products and services. In practice, this work is focused in the design
errors and past vulnerabilities which are still present in recent technological
solutions and allow data leakage and loss of privacy in a general way.

Keywords:Data Leakage, Privacy, Data Loss, Drive Encryption, Encryption,
PGP, Symantec, NASA.
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1 Introduction

First of all, we would like to explain the name of our article “Lazarus: Data
Leakage with PGP and Resurrection of the Revoked User”. We used the
biblical metaphor Lazarus history, regarding his return from death after a
miracle. By the same token, we can resurrect a user revoked by the system
administrator – as a miracle. However, user revoking resurrection have not
the same consequence joy, as Lazarus resurrection.

Data leakage and Loss of Privacy are often used interchangeably to
refer to a type of security breach that traditionally causes great financial
losses and moral damages. The privacy issue and data loss in the digital
world are sometimes controversial and difficult to solve because the cause
is not so easy to detect. The intricate environment of cyber security is
contaminated by issues that go beyond technology, gathering a quaternary
structure composed by processes, people, environment, and technology. The
reliability of a security system is based on temporally human knowledge
concepts which are renewed, ratified or rectified day to day. In this paper,
we test Symantec Pretty Good Privacy (PGP) Symantec Encryption Desktop
(SED) and identified a vulnerability which permit information leakage. In
this way, it is possible to show that the SED does not protect as it should,
research laboratories, governments, agency, industry, armed forces etc. The
cybersecurity is a complex problem and technology is not always accountable.
The guiding principles behind information security are summed up in the
acronym CIA, standing for Confidentiality, Integrity andAvailability. We want
our information to be read by only the right people (confidentiality), only be
changed by authorised people or processes (integrity) and, be available to read
and use whenever we want (availability).

Everybody needs to keep safety secrets, such as account password, state
secrets, trade secrets, weapons project, aerospace projects, and new technolo-
gies. As a solution aiming keeping secrets – protection against cybercriminals,
the user acquires cybersecurity solutions software & hardware, since any loss
or leakage of information may cause serious damages such as reputation,
financial losses etc.

Cybercriminals have stolen passwords from internet users. . .A survey
conducted by InsightExpress and Cisco (CISCO, 2008), pointed out what
IT professionals perceive about companies’ data loss incidents and answer
why we need to protect our secrets:

70% of IT professionals believe the use of unauthorized programs
resulted in as many as half of their companies’ data loss incidents.
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44% of employees share work devices with others without super-
vision.

39% of IT professionals said they have dealt with an employee
accessing unauthorized parts of a company’s network or facility.

46% of employees admitted to transferring files between work and
personal computers when working from home.

18% of employees share passwords with co-workers. That rate
jumps to 25% in China, India, and Italy.

Surveys such as conducted by the DSS Company (Filatovs, 2014) are very
common and normally highlight special product features. A Symantec report
presents that 10% of employees lost company devices such as computers and
flash drives, however, 32% did not report these losses.

The above researches show the existence of an environment which is
dark and uncertain. Moreover, manufacturers often exaggerate with promises
ensuring highly efficient protection, perhaps beyond real security. Under cer-
tain circumstances, this assurance can hide threats. Some faults are difficult to
detect, such as enabling revoked users in cryptosystems. In this case, attackers
can enable revoked users allowing them to have access to cryptosystem again.
Research Institute are attacked by hackers due to the nature of his activity.

“Investigators in the United States and Europe say they have spent almost
a year pursuing the case involving attacks on computer systems serving
the American military, NASA and research laboratories.” (The New York
Times, 2005).

Recent publications on failures in many cryptographic applications sys-
tems allow access to private data. According to Security Issue on Cloned
TrueCrypt Containers and Backup Headers (Ruiz, Amatte, & Park, 2014)
and (Winter & Ruiz, Corrosive Secrecy and Confidence: the Paradox Among
Bypassing Cryptographic Software, Loss of Privacy and Information Security,
2016) it is noteworthy how failures can compromise information security and
privacy of people.

This paper is organized into the following sections: Introduction, Method,
Attack Scenario, Results, and Discussion. In the introduction we contextualize
the subject within the cybersecurity. In the Method section is shown in a didac-
tic way the techniques used to explore the SED failure. In the Attack Scenario,
we propose a plausible attack scenario due to the form of use indicated by
Symantec. In the Results section, we present the results of operations of the
SED and in the Discussion section we address some possibilities to fix the
problem.
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2 Method

Basically, we need three things to guarantee a privacy and protect the secrets
from people or organizations: cryptography algorithms, application software,
and people attitude.

a. Cryptographic algorithms – This is the strongest resource. The algorithms
are based on mathematical proofs which guarantee the maturity and
system consistency. We may consider an attacker aiming to break an
algorithm, he must expend much effort. The PGP and the Advanced
Encryption Standard (AES) are good examples of cryptographic
algorithms.

b. Application Software – Cryptographic algorithms are used in conjunction
with software application. Software application facilitates the usability,
and allows deploy various algorithms. Examples of software application:
Symantec Encryption Desktop (SED), Truecrypt, Veracrypt, Cipher-
shed, Microsoft Bitlocker, and Bitdefender Total Security 2015 File
Encryption.

c. People attitude – People need to guarantee principles behind information
security, such as: confidentiality, integrity and availability. On the other
hand, they must use secure methods to store the information and to reduce
the number of people that know a particular information. Moreover, a
security policy will determine the rules for people and which features
allowed.

An analysis of the items above – a, b, c – we consider that the major
weaknesses may be found in application software and people attitude. A
sociotechnical approach to cybersecurity seems more appropriate. Thus, the
SED (Symantec Corporation, 2015) was chosen in this research the following
reasons:

• The SED is based on PGP which is well-known algorithm and it has a
high reliability and security.

• The Symantec developed SED as a user-friendly interface to a collabo-
rative multi-user work. According to (CISCO, 2008), the humans are
also responsible by exploration of software vulnerabilities. The SED
facilitates collaborative work with security, but users need to follow a
few security rules;

• The SED creates a protected virtual encrypted drive as a simple logical
drive f:\. However, the access control of this PGP drive is assured by
means of the management of cryptographic keys.
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We highlight in this paper some software application and it is possible to note
that all software share the same characteristic as SED. All tested application
software use the same principle that is, the header section where it is stored
user information and cryptographic keys. In this case, the software application
allows the header to be manipulated to insert and revoke users. However, the
vulnerability discovered on SED multi-user (Figure 1) permits full access in
files even after PGP key was revoked by administrator user.

The method used in this article was the manipulation of the virtual
encrypted drive header. The same method was applied to the software applica-
tions, such as: TrueCrypt (Ruiz, Amatte, & Park, 2014) and Bitdefender Total

Figure 1 SED file with user segment permit the replacement. It is possible to make the
revoked user returns.
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Encryption 2015 (Winter & Ruiz, Luke 8:17 – Errors that Compromise the
Privacy and Information Security, 2015).

In the mentioned article, all cryptographic system use a header to open the
encrypted data. Basically, the SED file has two sections: header section and
a data section. The header section has serious problems because this enables
mixing of different file versions and permit to gain access to new file version.
As SED is a multi-user system it needs to save in the same file all users’ keys
and encrypted data.

In this point, we show how to replace of headers of different versions of
SED file. The method used to exploit the vulnerability exists in SED follows
operation sequence below. Schematically the method follows as Figure 2
and Table 1:

Figure 2 Process of file handling to create Frankensfile.pgd and information disclosure.

Table 1 Files, users and data type
File Users Data
PGPOrigin.pgd user1, user2, user3 none
PGPcopy.pgd user1, user2, user3 none
PGPsedWork1.pgd user1, user2, user3 Secret text
PGPsedWork2.pgd user1, user2 Secret text
Frankensfile.pgd user1, user2, user3 Secret text
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(a) Generate PGPOrigin.pgd file and create users (user1, user2 and user3);
(b) Make a copy of PGPOrigin.pgd into PGPcopy.pgd.
(c) Save the information inside the PGPsedWork1.pgd file. User1, user2

and user3 have access;
(d) Delete the user3 according SED user manual (Symantec, s.d.) from

PGPsedWork1.pgd file. In theory, only user1 and user2 will have access
to encrypted data.

(e) Make the Frankensfile.pgd file, which has the header section of PGP-
copy.pgd and data section from PGPOrigin.pgd (Figure 2). Based on
Figure 3, it is possible to reproduce the experiment using following file:
Perl script dexter.pl and bat script brokepgp.bat.

Figure 3 Perl script dexter.pl and bat script brokepgp.bat description.

Figure 4 MD5 hash PGPOrigin.pgd, PGPcopy.pgd and Frankensfile.pgd.
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(f) The script Perl dexter.pl is responsible for divide files in two equal
parts: header and data. On the other hand, the bat script brokepgp.bat is
responsible for making the junction of header PGPcopy.pgd with data
PGPOrigin.pgd file. This scripts works in specific SED file conditions
of size, file system and Encryption algorithm, but the principle is the
same for all file configuration.

3 Attack Scenario

When starting an important project security administrators of the fictitious
ACME Company configured a SED (PGPorigin.pgd) for the following
users involved with the project: Peter, Tom and Sarah. From then on,
they can save on the security of important project information within the
SED file.

On the first day of the project, Sarah back up the SED file (PGPcopy.pgd)
in a flash memory.

The three users (Peter, Tom and Sarah) working for months on the impor-
tant ACME project saving the files within the SED (PGPsedWork1.pgd).

After six months, the user Sarah is fired from ACME Company and your
login is deleted from the SED file (PGPsedWork2). However, it should be
emphasized that Sarah still has the SED file (PGPcopy.pgd) which it was
back up on the first day of the project and she can access the information.
The logins of other users (Tom and Peter) are changed. In this case, the
security issues are in compliance with the guidelines of the manufacturer,
because the Saha user credentials do not allow access to the SED file
(PGPsedWork2).

After his resignation, Sara is hired by a competing company ACME which
it has interests in the same area of ACME project. As mentioned above,
the cybersecurity has an engagement areas that extend beyond technologi-
cal issues of software solution. In the Cisco Report (CISCO, 2008), 39%
of companies surveyed had problems with employees who had access to
unauthorized parties network or other service company. In addition, the same
survey showed that 44% of employees share work devices with others without
supervision.

In this way, it is reasonable to imagine that the file from ACME Company
can be obtained by an unauthorized person. In this case, the SED file
(PGPsedWork2), in which Sarah user does not have access credentials, but
based on the information in the section Method, Sarah again get access to
SED file.
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Figure 5 Frankensfile can open PGP1 file secrets with user3 revoked in pgp1.pgd.

4 Results

After of the steps method (Figure 2), user3 gained to the encrypted file
Frankensfile.pgd Remembering that the user3 had their rights revoked
earlier. The delete operation represented the resignation or termination of an
employee from a project. In this case, a former employee (user3) who not had
access to PGPsedWork2.pgd file now can read the encrypted information
(Frankenstyle.pgd) with a simple file operation mixing.

5 Discussion

The cybersecurity is often weakened by beliefs, marketing advertisements or
human behavior.

According to the article published in the CIO Magazine (Corbin, 2016),
mentions that compliance is not the only way to ensure the security of
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systems. Today’s attacks are extremely sophisticated and exploit the weak
protection systems, which was designed for more than a decade. The goal
of software testing is highlighted defects if they exist. However, the results
can be subject to modification, which depends on the method and the way
that tests are performed. According to Forbes (Greenberg, 2010), Symantec
paid $300Million for PGP technology. Since then, Symantec has been using
the algorithm in their security products. The fame of PGP has been used to
give a reliability of cryptographic systems. However, as described above it
is possible to access the contents of the files encrypted with PGP, regardless
of the date of creation. We discovered the flaw in the SED, it is a flaw in the
application software that uses PGP to encrypt the files. Probably the failure
reported in this article is related a bug SED project, in the same way as in
other systems mentioned above.

As a proposal to resolve this failure would be an encryption operation of
the SED data file, when the user is deleted. In this way, it is possible to prevent
the Header manipulation, as shown in the section Method.

The cybersecurity is based on people, technology, process and environ-
ment and the SED is basically a system that is subject to interference from
4 dimensions. Denning (E. Denning, 1987) observes that the major part of
existing systems have vulnerabilities which make them susceptible to attacks,
invasions and other kinds of abuse; moreover, the maintenance to avoid all
such deficiencies is not viable technically nor economically.

After we discover this vulnerability, the Symantec Company was notified
by protocol SSG15-044. In addition, we have identified that the National
Aeronautics and Space Administration (NASA, 2012) uses the encryption
system of Symantec PGP (Figure 6). Immediately, the NASA was informed
by email about this vulnerability.

6 Conclusion

In this article our main goal is to alert scientists, governments and businesses
around the world, just as we have done for Symantec and NASA on the risks
of this type of security breach. According to TechNavio (Ellacott, 2014), the
Symantec Company appears as a world leader in cybersecurity market and
certainly the systems are used in thousands of government agencies, businesses
and military.

Although Symantec video (Symantec Corporation, 2014) share the SED
security premises, unfortunately we need to review the practice of information
security. People, Companies and Research Labs around the world are feeling
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Figure 6 NASA screenshot with instructions about use PGP file encryption.

more secure when deploy cryptographic software to protect their information.
The cybersecurity is more complex than the simple use of a cryptographic
software. Scientists, governments and public institutions are living with a
false sense of security using a vulnerable systems.

It is recommended that vendor require the SED to redo encryption
whenever a user is deleted. This simple measure would prevent parts of an old
file was used as a key to opening new files.
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WKDW� FRXQWHUDWWDFNV� FDQ� EH� GLUHFWHG� WR� VWUXFWXUHV� RI�

FRPPXQLFDWLRQV�ZLWK� F\EHUQHWLF� ZHDSRQV� DV� DJDLQVW�

SK\VLFDO� VWUXFWXUHV� ZLWK� WKH� XVH� RI� NLQHWLF� ZHDSRQV��

$OOLHG� WR� WKLV� DPELJXLW\� RI� WKH� HQYLURQPHQW� EHWZHHQ�

GHIHQFH�DQG�DWWDFN�F\EHUQHWLF�ZHDSRQV�KDYH�WKH�JUHDW�

DGYDQWDJH�RI�UHXVH�RI�WKH�ZHDSRQ��2Q�WKH�RWKHU�KDQG��

HYHQ�LI�\RX�FDQQRW�UHXVH�D�F\EHU�ZHDSRQ�WR�LWV�IXOOHVW��

XVLQJ� UHYHUVH� WHFKQLTXHV�� \RX� FDQ� LGHQWLI\� ZKLFK�

YXOQHUDELOLWLHV�WKH�ZHDSRQ�WULHV�WR�H[SORLW��7KH�6WX[QHW�

XVHG�PXOWLSOH�]HUR�GD\V��ZKLFK�DOORZHG�RWKHU�DWWDFNV�

DURXQG�DIWHU�WKH�DWWDFN�RQ�1DWDQ]�

&<%(56(&85,7<��&<%(5�:($3216�$1'�
&<%(5�$77$&.6��5(63216,%,/,7<�$1'�',))(5(17�
5()/(&7,216�21�7+(�68%-(&7

%\�5RJpULR�:LQWHU��&RORQHO��%UD]LOLDQ�$UP\
DQG�5RGULJR�5XL]��UHVHDUFKHU��&7,���,QIRUPDWLRQ�7HFKQRORJ\�&HQWHU�5HQDWR�$UFKHU

��FULWLFDOLQIUDVWUXFWXUHSURWHFWLRQUHYLHZ�FRP



$Q� DWWDFN� WKDW� HQGDQJHUV� FULWLFDO� LQIUDVWUXFWXUH��

ERWK�PLOLWDU\�DQG�FLYLO��ZLOO�UHTXLUH�UHWDOLDWLRQ�RU�D�SUH�

HPSWLYH�VWULNH�DJDLQVW�WKH�ULVN�RI�LPPLQHQW�DWWDFN��LQ�D�

GLVFULPLQDWRU\�DQG�SURSRUWLRQDO�PDQQHU�����

³&\EHUVSDFH��WKH�QDPH�JLYHQ�WR�WKH�JOREDO�DQG�

G\QDPLF�GRPDLQ�FRPSRVHG�RI�WKH�LQIUDVWUXFWXUHV�

RI�LQIRUPDWLRQ�WHFKQRORJ\�±�LQFOXGLQJ�WKH�,QWHUQHW�±�

QHWZRUNV�DQG�LQIRUPDWLRQ�DQG�WHOHFRPPXQLFDWLRQV�

V\VWHPV��KDV�EOXUUHG�ERUGHUV��LQYROYLQJ�WKHLU�XVHUV�

LQ� DQ� XQSUHFHGHQWHG� JOREDOLVDWLRQ� WKDW� SURYLGHV�

QHZ�RSSRUWXQLWLHV�EXW�DOVR�HQWDLOV�QHZ�FKDOOHQJHV��

ULVNV�DQG�WKUHDWV�´ >�@

D��1R�FRQVWUDLQWV�RI�SK\VLFDO�VSDFH
7KH� ODFN� RI� SHUFHSWLRQ� RI� SK\VLFDO� ERXQGDULHV� LQ�

WKH� GLJLWDO� ZRUOG� KDPSHUV� DFWLRQV� WR� FRPEDW� F\EHU�

WHUURULVP�DQG�F\EHUFULPH�DV�FRPPXQLFDWLRQ�QHWZRUNV�

WR�FRQWURO�ZKHUH�LQIRUPDWLRQ�WUDYHOV�

E��$XWKRUVKLS�DVVLJQPHQW

LV� GHWHUPLQDQW� VR� WKDW� DQ� HIIHFWLYH� UHVSRQVH� FDQ� EH�

LPSRVHG��+RZHYHU��LQ�F\EHUVSDFH�WKH�DWWULEXWLRQ�RI�DQ�

URXWHV�EHWZHHQ�FRPPXQLFDWLRQ�QHWZRUNV�

F��3RZHU�DV\PPHWULHV
2QH�RI�WKH�PRVW� LQWHUHVWLQJ�IHDWXUHV�LQ�F\EHUVSDFH�LV�

WKH� SRZHU� DV\PPHWULHV�� :KHUH� FOHYHUQHVV�� VXEWOHW\��

DQG� FXQQLQJ� DUH� DV� LPSRUWDQW� DV� WKH� HFRQRPLF� DQG�

PLOLWDU\�SRZHU�WR�FDUU\�RXW�D�F\EHU�DWWDFN�

GRPDLQ� WKDW� WUDQVFHQGV� DOO� H[LVWLQJ� GRPDLQV�� HDUWK��

VHD��DLU�DQG�VSDFH�� ,Q�-XO\�������GXULQJ� WKH�:DUVDZ�

6XPPLW>�@

DQ� RSHUDWLRQDO� PLOLWDU\� GRPDLQ�� 7KLV� PHDQV� WKDW� WKH�

1$72�DOOLDQFH�ZLOO�UHVSRQG�ZLWK�FRQYHQWLRQDO�ZHDSRQV�

GXULQJ�WKH�HYHQW�RI�D�F\EHU�DWWDFN��,Q�WKLV�ZD\��1$72�LV�

&<%(56(&85,7<��&<%(5�:($3216�$1'�&<%(5�$77$&.6

�� &ULWLFDO�,QIUDVWUXFWXUH�3URWHFWLRQ�5HYLHZ���$XWXPQ�����

H��9RODWLOLW\�
7KH�YRODWLOLW\�ZKHUH�WKH�QDWXUH��VSHHG��DQG�G\QDPLFV�RI�

FKDQJH�DUH�SHUVLVWHQW�

I��8QFHUWDLQW\
7KH�XQFHUWDLQW\�WKDW�OHDGV�WR�WKH�ODFN�RI�SUHGLFWDELOLW\��

VXUSULVH�DQG�D�VHQVH�RI�DZDUHQHVV�DQG�XQGHUVWDQGLQJ�

RI�LVVXHV�DQG�HYHQWV�

J��&RPSOH[LW\�

FKDLQ� RI� FDXVH� DQG� HIIHFW� DQG� WKH� FRQIXVLRQ� WKDW�

VXUURXQGV� WKH� RUJDQLVDWLRQ�� &\EHUVSDFH� LV� DQ�

HQYLURQPHQW� ZLWK� D� KLJK� OHYHO� RI� DEVWUDFWLRQ� DQG� DQ�

HYHQWV�DQG�HVWDEOLVKLQJ� WKHLU�PHDQLQJV� LQ� WKH� NLQHWLF�

�SK\VLFDO��VSDFH�

K��$PELJXLW\

PHDQLQJV� DQG� OHDGV� WR� WKH� FRQIXVLRQ� RI� FDXVH�

DQG�HIIHFW�

:+$7�,6�$�&<%(5�:($321"

7KRPDV� 5LG� DQG� 3HWHU� 0F%XUQH\>�@�� ³F\EHU� ZHDSRQ�

LV� D� FRPSXWHU� FRGH� WKDW� LV� XVHG�� RU� GHVLJQHG� WR� EH�

XVHG��ZLWK�WKH�DLP�RI�WKUHDWHQLQJ�RU�FDXVLQJ�SK\VLFDO��

IXQFWLRQDO�� RU�PHQWDO� KDUP� WR� VWUXFWXUHV�� V\VWHPV�� RU�

OLYLQJ�EHLQJV��7KH�XVH�RI�D�F\EHU�ZHDSRQ� LV�RQH�ZD\�

WR�FRQGXFW�D�F\EHU�DWWDFN��&OD\�:LOVRQ>�@� LQ�KLV�DUWLFOH�

PHQWLRQV� WKH� UHFHQW� VWXGLHV� UHJDUGLQJ� F\EHU�DWWDFNV��

ZKLFK� UHYHDOHG� FRPPRQ� IHDWXUHV� WKDW� GHVFULEH�

D�F\EHU�ZHDSRQ������

D� $�PDOZDUH�DWWDFN�FDPSDLJQ�FDQ�FRPELQH�PXOWLSOH�

PDOLFLRXV� SURJUDPV� IRU� HVSLRQDJH�� GDWD� WKHIW� RU�

VDERWDJH�

E� 7KH� VWHDOWK� FDSDELOLW\� DOORZV� \RX� WR�PDLQWDLQ� WKH�

VHFUHF\�RI�WKH�RSHUDWLRQ�IRU�D�ORQJ�SHULRG�

F� 7KH� DWWDFNHU� KDV� GHWDLOHG� NQRZOHGJH� DERXW� WKH�

RSHUDWLRQ�RI�WKH�WDUJHW�V\VWHP�

G� 7KHUH�LV�D�VSHFLDO�NLQG�RI�FRPSXWHU�FRGH�WR�E\SDVV�

F\EHUVHFXULW\�SURWHFWLRQ�WHFKQRORJLHV�



%\�WKH�ZD\��WKH�F\EHU�ZHDSRQ�KDV�VRPH�DGYDQWDJHV�

RYHU�NLQHWLF�ZHDSRQV��VXFK�DV�

D�

EH�SURGXFHG�

E� ,W� LV� SRVVLEOH� XVH� WKH� VDPH� F\EHU� ZHDSRQ� WR�

DWWDFN� GLIIHUHQW� FRXQWULHV�� RUJDQLVDWLRQV� DQG�

JRYHUQPHQWV�

F�

G� ,W� LV�UHDVRQDEOH� WR�UHXVH�D�F\EHU�ZHDSRQ�DJDLQVW�

WKH�DWWDFNHU�

H� 7KH�HIIHFWV�RI�D�F\EHU�ZHDSRQ�FDQ�WUDQVFHQG�F\EHU�

VSDFH�DQG�FDXVH�NLQHWLF�HIIHFWV�

&<%(5�675$7(*,(6
&XUUHQWO\��ZH�FDQ�REVHUYH�WKDW�F\EHUVHFXULW\�DFWLRQV�DUH�

IXQGDPHQWDOO\�EDVHG�RQ�WKH�YHUVDWLOLW\�DQG�G\QDPLVP�WR�

VROYH�WKHVH�SUREOHPV��WKXV��WKH�PXOWLGLVFLSOLQDU\�WHDPV�

LQYROYHG� LV� D� SUHSRQGHUDQW� IDFWRU� RI� VXFFHVV�� ,Q� WKLV�

DVSHFW��WKH�DELOLW\�WR�DWWULEXWH�DQG�DVVLJQ�WKH�DXWKRUVKLS�

RI� D� F\EHU�DWWDFN� KDV� LQWULJXHG� SROLFH� DXWKRULWLHV��

JRYHUQPHQWV�DQG�VHFXULW\�FRPSDQLHV��7KH�DVVLJQPHQW�

LV�QRW�DOZD\V�UHDGLO\�DYDLODEOH��EXW�HYHQWXDOO\�GHIHQGHUV�

FDQ�REWDLQ�HQRXJK�LQIRUPDWLRQ�WR�WDNH�DFWLRQ�

5HFHQWO\�� WKHUH� LV�HYLGHQFH�WKDW�PLQRU�DWWDFNV�ZHUH�

SHUIRUPHG�DV�SDUW�RI�D�PDLQ�DWWDFN��7KLV�W\SH�RI�DFWLRQ�

LV� SDUW� RI� PLOLWDU\� VWUDWHJLHV�� )RU� LQVWDQFH�� 5XVVLD¶V�

RSHUDWLRQDO�PLOLWDU\�GRFWULQH�LV�EDVHG�RQ�WKH�SULQFLSOH�RI�

³FRPELQHG�ZHDSRQV´��ZKHUHE\�HDFK�ZHDSRQ�RI�PLOLWDU\�

VHUYLFH� LV� XVHG� LQ� D� FRPSOHPHQWDU\� UHODWLRQVKLS�� VR�

WKDW� ZHDSRQV� FDQ� EH� EURXJKW� WR� YLFWRU\�� 6XFFHVVLYH�

PLOLWDU\� OHDGHUV� WKURXJKRXW�KLVWRU\�XVHG� WKH�SULQFLSOHV�

RI�ZDU��7KH�EHVW�NQRZQ�RI�WKH�HDUO\�VWUDWHJLVWV�ZDV�WKH�

OHJHQGDU\� &KLQHVH� JHQHUDO� DQG�PLOLWDU\� WKHRULVW�� 6XQ�

7]X��ZKR�OLYHG�DURXQG���������%�&��,Q�WKLV�VHQVH��WKH�

VDPH� WDFWLFV�RI� FRQYHQWLRQDO�ZDUIDUH� FDQ�EH�DGDSWHG�

IRU� F\EHUVSDFH�� 7KH� )0� ������ 2SHUDWLRQV>�@� LV� DQ�

LPSRUWDQW� UHIHUHQFH� LQ� WHUPV� RI� PLOLWDU\� PDQRHXYUH��

'LVWUDFWLQJ�DQG�FRQIXVLQJ�WKH�HQHP\�LV�D�YHU\�ROG�DQG�

HIIHFWLYH�RSHUDWLRQ�WR�UHGXFH�WKH�GHIHQFHV�RI�WKH�PDLQ�

WDUJHW��7KH�GLJLWDO�ZRUOG�WHQGV�WR�LPLWDWH�WKH�UHDO�ZRUOG��

IRU� LQVWDQFH��$SRF#O\SVH��WKH�HQG�RI�DQWLYLUXV>�@� LV�WKH�

ERRN�ZKHUH�D�ELRLQVSLUHG�WHFKQLTXH�FDQ�EH�XVHG�DV�D�

F\EHU�ZHDSRQ�

&<%(56(&85,7<��&<%(5�:($3216�$1'�&<%(5�$77$&.6

��FULWLFDOLQIUDVWUXFWXUHSURWHFWLRQUHYLHZ�FRP

*29(510(17�5(63216,%,/,7,(6
7R� GHIHQG� DJDLQVW� F\EHU� WKUHDWV�� FRXQWULHV� DURXQG�

WKH� ZRUOG� DUH� EXLOGLQJ� WKH� PRVW� YDULHG� W\SHV� RI�

SDUWQHUVKLSV�� VXFK� DV� WUDLQLQJ�� OHJDO� DJUHHPHQWV��

WHFKQRORJLFDO�GHYHORSPHQW�LQ�F\EHU�FDSDELOLWLHV��7KHVH�

SDUWQHUVKLSV�DUH�FRQVWUXFWLQJ�D�QHZ�FRQFHSW�ZLWK�JRDOV�

WR� SUHSDUH� DQG� FRQGXFW� FRPELQHG� F\EHU� RSHUDWLRQV��

L�H��WR�UHVSRQG�HIIHFWLYHO\�DJDLQVW�F\EHU�WKUHDWV�DQG�WR�

GHWDLQ�DQG�WR�GHIHDW�DJJUHVVLRQ�LQ�F\EHUVSDFH�

7KH� JRYHUQPHQWV� RI� WKH� GLIIHUHQW� FRXQWULHV� KDYH�

PRVW� UHFHQWO\� EHHQ� GHPDQGLQJ� F\EHU� VROXWLRQV��

ZKHWKHU�IRU�PRQLWRULQJ�WHUURULVWV��FRPEDWLQJ�F\EHUFULPH�

RU� HVSLRQDJH�� 6RPH� FRPSDQLHV� OLNH� +DFNLQJ� 7HDP��

)LQ)LVKHU� *PE+�� (OELW� 6\VWHPV� DQG� 9XSHQ� 6HFXULW\�

KDYH� GHYHORSHG� VROXWLRQV� RI� DWWDFN� DQG� VXUYHLOODQFH�

IRU� JRYHUQPHQWV�DQG�DUPHG� IRUFHV��+RZHYHU�� EX\LQJ�

F\EHU�VROXWLRQV�IURP�FRPSDQLHV�PD\�QRW�EH�WKH�VDIHVW�

VWUDWHJ\�EHFDXVH� FRPSDQLHV� FDQ�KDYH� WKHLU� V\VWHPV�

KDFNHG�DQG�DWWDFNHUV�FDQ�H[SRVH�EX\HUV¶�LQIRUPDWLRQ��

7KLV�KDSSHQHG�ZLWK�+DFNLQJ�7HDP��)LQ)LVKHU�*PE+��

(OELW�6\VWHPV�DQG�9XSHQ�6HFXULW\�

,QWHOOLJHQFH� DJHQFLHV� DUH� DSSDUHQWO\� GHYHORSLQJ�

WKHLU� RZQ� F\EHU� ZHDSRQV� DUVHQDO� LQ� RUGHU� WR� WDNH�

DGYDQWDJH� LQ� WKH� YDULRXV� RSHUDWLRQV�� 6LQFH� ������

(GZDUG� 6QRZGHQ� KDV� GLVFORVHG� GHWDLOV� DERXW� 16$�

F\EHU� RSHUDWLRQV� DJDLQVW� LWV� HQHPLHV� DQG� 16$� DUH�

XVLQJ� H[SHUWV� WR� LGHQWLI\� IDLOXUHV� LQ� VRIWZDUH� DQG�

KDUGZDUH��7KLV�LV�GHPRQVWUDWHG�LQ�WKH�UHSRUWV�UHOHDVHG�

E\�:LNLOHDNV�DQG�'R'¶V�RZQ�UHSRUWV�

,Q� ������ 1$6$� ZDV� LQIRUPHG� WKDW� LWV� HQFU\SWLRQ�

V\VWHP� ZDV� YXOQHUDEOH>�@�� DQG� LW� LV� EHOLHYHG� WKH�

YXOQHUDELOLW\� SHUVLVWV�� 7KH� VXEMHFW� LV� UHSRUWHG� LQ� WKH�

DUWLFOH� ³/D]DUXV�� 'DWD� /HDNDJH� ZLWK� 3UHWW\� *RRG�

3ULYDF\�DQG�5HVXUUHFWLRQ�RI�WKH�5HYRNHG�8VHU´�

2Q�0D\� ������ WKH�ZRUOG�ZLWQHVVHG� D� F\EHU�DWWDFN�

WKDW� DIIHFWHG� PRUH� WKDQ� �������� FRPSXWHUV� LQ� ����

FRXQWULHV>�@��7KH�DWWDFNHUV��DQ�DQRQ\PRXV�JURXS�FDOOHG�

6KDGRZ�%URNHUV��EDVHG�F\EHU�ZHDSRQ��:DQQDFU\��RQ�

1DWLRQDO�6HFXULW\�$JHQF\��16$��OHDNHG�YXOQHUDELOLWLHV�

LQ�$SULO�

,Q� 0DUFK� ������ :LNL/HDNV� UHOHDVHG� LQIRUPDWLRQ�

OHDNHG� IURP� 8�6�� &HQWUDO� ,QWHOOLJHQFH� $JHQF\�

�&,$��� FRGH�QDPHG� ³9DXOW� �´�� ,W� ZDV� WKH� ODUJHVW� HYHU�
>�@�



,Q� 6HSWHPEHU� ����� WKH� DUWLFOH� ³7KH� OHDNDJH� RI�

SDVVZRUGV�IURP�KRPH�EDQNLQJ�VLWHV��$�WKUHDW�WR�JOREDO�

F\EHU� VHFXULW\"´>��@� GHVFULEHG� WKH� YXOQHUDELOLW\� LQ� WKH�

FUHGHQWLDO� FRQWURO� V\VWHP� RI� VHYHUDO� EDQNV� DURXQG�

WKH�ZRUOG��7KLV� IDLOXUH�DOORZV� WKH�KRPH�EDQNLQJ�XVHU�

LQIRUPDWLRQ�WR�EH�VWRUHG�RQ�WKH�FRPSXWHU�LQ�FOHDU�WH[W�

VR�WKDW�DQ�DWWDFNHU�FDQ�UHWULHYH�WKHP�DQG�SHUIRUP�EDQN�

FUHGHQWLDOV�DUH�UHWULHYHG�LQ�FOHDU�WH[W��7KLV�YXOQHUDELOLW\�

FDQ�DOVR�EH�IRXQG�RQ�VHYHUDO�H�FRPPHUFH�VLWHV��H�PDLO��

LQWUDQHW�V\VWHPV��JRYHUQPHQW�VHUYLFHV�DQG�WKH�PLOLWDU\�

&\EHU� WKUHDWV� WKUHDWHQ� QRW� RQO\� SXEOLF� LQVWLWXWLRQ�

EXW� DOVR� VRFLHW\�� EXVLQHVV�� JRYHUQPHQW�� DQG� WKH�

PLOLWDU\��7KLV� EHFRPHV�PRUH� FULWLFDO� ZKHQ�ZH� UHDOLVH�

WKDW� JRYHUQPHQWV� KDYH� QRW� \HW� WDNHQ� D� FRQFUHWH�

VWHS� WRZDUGV� LPSURYLQJ� F\EHUVHFXULW\� RI� VRFLHW\��

,V� F\EHUVHFXULW\� D� PDWWHU� WR� EH� HYDOXDWHG� DQG�

GLVFXVVHG� IURP�WKH�SRLQW�RI�YLHZ�RI�VWDWH"�2U�VRFLHW\�

RU�PD\EH�ERWK"

)URP�WKH�H[DPSOHV�FLWHG�DERYH�� WKHUH� LV�D�PDUNHG�

QHHG� IRU� JRYHUQPHQWV� WR� SDUWLFLSDWH� LQ� JXLGLQJ� WKH�

YDULRXV� SURWHFWLYH� DFWLRQV� RI� VRFLHW\�� ,Q� WKLV� FRQWH[W��

WKH� 8QLWHG� 1DWLRQV� 6HFXULW\� &RXQFLO� LV� WKH� ERG\� RI�

WKH� 8QLWHG� 1DWLRQV� ZKRVH�PDQGDWH� LV� WR� HQVXUH� WKH�

&<%(56(&85,7<��&<%(5�:($3216�$1'�&<%(5�$77$&.6

�� &ULWLFDO�,QIUDVWUXFWXUH�3URWHFWLRQ�5HYLHZ���$XWXPQ�����

PDLQWHQDQFH� RI� LQWHUQDWLRQDO�

SHDFH� DQG� VHFXULW\�� 7KH� 8QLW�

6HFXULW\� &RXQFLO� FRQVLVWV� RI�

SHUPDQHQW� PHPEHUV� ZLWK�

YHWR�SRZHU�� WKH�8QLWHG�6WDWHV��

)UDQFH�� WKH� 8QLWHG� .LQJGRP��

DQG� WKH� 3HRSOH¶V� 5HSXEOLF� RI�

&KLQD�� :H� HPSKDVLVH� LQ� WKLV�

UHJDUG� WKDW� $UWLFOH� ��� RI� WKH�

&KDUWHU� RI� WKH� 8QLWHG� 1DWLRQV�

DOORZV� SHUPDQHQW� PHPEHUV�

WR� XVH� WKHLU� ULJKW� RI� YHWR� WR�

EORFN�GHFLVLRQV�RI� WKH�6HFXULW\�

&RXQFLO�� +RZHYHU�� ZDU� LV� D�

OXFUDWLYH� EXVLQHVV�� $FFRUGLQJ�

WR� 6WRFNKROP� ,QWHUQDWLRQDO� 3HDFH� 5HVHDUFK��� ZRUOG�

PLOLWDU\� H[SHQGLWXUH� ZDV� HVWLPDWHG� DW� ������ ELOOLRQ�

LQ� ������ HTXLYDOHQW� WR� ���� SHU� FHQW� RI� JOREDO� JURVV�

GRPHVWLF� SURGXFW� RU� ����� SHU� SHUVRQ�� 7KH� VDPH�

UHSRUW� SUHVHQWV� WKH� WHQ� FRXQWULHV� WKDW�PRVW� H[SRUWHG�

ZHDSRQV�� 86$�� 5XVVLD�� &KLQD�� )UDQFH�� *HUPDQ\��

8.��6SDLQ�� ,WDO\��8NUDLQH��DQG� ,VUDHO��+HUH�D�SDUDGR[�

LV� HVWDEOLVKHG�� VLQFH� WKH� FRXQWULHV� WKDW� KDYH� WKH�

UHVSRQVLELOLW\� WR�PDLQWDLQ�ZRUOG� SHDFH� DUH� WKRVH� WKDW�

H[SRUW�PRVW�DUPV�

:KHQ�D�ZDU�DUWLIDFW�LV�ODXQFKHG�DQG�IDLOV�WR�UHDFK�D�

WDUJHW��WKH�PLOLWDU\�SURWRFRO�HVWDEOLVKHV�WKH�GHVWUXFWLRQ�

RI� DUWLIDFW�� ,Q� WKH�PLOLWDU\�XQLW�� WKHUH� LV� D�SURIHVVLRQDO�

(2'� WHDP�� UHVSRQVLEOH� IRU� DVVHVVLQJ� WKH� VLWXDWLRQ�

DQG� GHVWUR\LQJ� WKH� GHYLFH� WKDW� IDLOHG�� ,Q� D� UHFHQW�

H[DPSOH� LQ� *HUPDQ\��� WKRXVDQGV� RI� UHVLGHQWV� ZHUH�

IRUFHG� WR� HYDFXDWH� D� )UDQNIXUW� GLVWULFW� RQ� 6XQGD\�

�6HSWHPEHU� ���� ������ EHIRUH� H[SHUWV� EHJDQ� WKH�

RSHUDWLRQ� DW� D� FRQVWUXFWLRQ� VLWH� ZKHUH� WKH� GHYLFH�

ZDV� IRXQG�HDUOLHU� LQ� WKH�ZHHN��+RZHYHU�� LQ� WKH�F\EHU�

HQYLURQPHQW� WKH� VLWXDWLRQ� LV� VRPHZKDW� GLIIHUHQW�� 7R�

FRQGXFW� D� GLVUXSWLYH� RU� GHVWUXFWLYH� F\EHU� RSHUDWLRQ�

DJDLQVW� D�PLOLWDU\� V\VWHP�RU� LQGXVWULDO� FRQWURO� V\VWHP�

UHTXLUHV� RQO\� H[SHUWLVH� DQG� D� SRWHQWLDO� DGYHUVDU\�

)LJXUH����8VHU�FUHGHQWLDOV�UHFRYHUHG�IURP�&LWL�FRP�LQ�FOHDU�WH[W�

�� ([SORVLYH�2UGQDQFH�'LVSRVDO��(2'�7HDP��(2'�WHDP�KDYH�H[SHUW�NQRZOHGJH��VNLOOV�DQG�HTXLSPHQW�
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UDWKHU� WKDQ� VSHQGLQJ� ��� ELOOLRQ� GROODUV� WR� GHYHORS� DQ�

RIIHQVLYH� FDSDELOLW\�� 7R� EXLOG� D� F\EHU� ZHDSRQ� QHHGV�

PRUH� RI� SHRSOH¶V� LQWHOOLJHQFH� DQG� OHVV� LQYHVWPHQW�

WKDQ�D�NLQHWLF�ZHDSRQ��7KLV�FDQ�HTXLOLEUDWH� WKH�ZRUOG�

ZDU�JDPH��,Q�DGGLWLRQ��D�F\EHU�ZHDSRQ�FDQ�EH�UHXVHG�

DJDLQVW� DQ� DWWDFNHU� ZLWK� VRPH� LPSURYHPHQWV��$FWLQJ�

VKUHZGO\� LV� DV� LPSRUWDQW� DV� HFRQRPLF� DQG� PLOLWDU\�

SRZHU� WR� FDUU\� RXW� D� F\EHU�DWWDFN��$Q\RQH� FDQ� OHDUQ�

KRZ�WR�FUHDWH�HIIHFWLYH�F\EHU�ZHDSRQV��)RU�WKLV��DOO�WKDW�

LV�QHFHVVDU\�LV�D�FRPSXWHU��,QWHUQHW�FRQQHFWLRQ��WLPH�WR�

OHDUQ�DERXW�VRIWZDUH��KDUGZDUH�QHWZRUN�YXOQHUDELOLWLHV��

LW�LV�SRVVLEOH�WR�LGHQWLI\�WKH�FRQWULEXWLRQ�RI�JRYHUQPHQWV�

WR�SURGXFLQJ�DQ�LQVHFXUH�F\EHU�HQYLURQPHQW��+RZ�DUH�

JRYHUQPHQWV�GHDOLQJ�ZLWK�WKLV"
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VHFXULW\� FRPSXWHU� V\VWHPV�� +RZHYHU�� ZH� UHDOLVH�

WKDW�JRYHUQPHQWV�KDYH�QRW�\HW� WDNHQ�D�FRQFUHWH�VWHS�

WRZDUG�FRRUGLQDWLQJ�WKH�F\EHUVHFXULW\�LQ�RXU�VRFLHW\��,Q�

DGGLWLRQ�WR�WKH�DVSHFWV�PHQWLRQHG�LQ�WKLV�DUWLFOH��WKHUH�

LQWHUQHW� FHQVRUVKLS�� DQRQ\PLW\� RQ� WKH� LQWHUQHW� DQG�

DWWULEXWLRQ� RI� DWWDFNV�� DSSOLFDELOLW\� RI� H[LVWLQJ� ODZV� RI�

SURWHFWLRQ�RI�LQWHOOHFWXDO�SURSHUW\�

%HWZHHQ� WKH� ����V� DQG� ����V�� WKH� ZRUOG� KDG� D�

JHRJUDSKLFDOO\� GHOLPLWHG� ±� RQO\� QDWLRQV�ZDV� HQJDJHG�

LQ�ZDUIDUH��&ULWLFDO� LQIUDVWUXFWXUH�FRQWURO�V\VWHPV�ZHUH�

QRW� UHOLDQW� RQ� WHFKQRORJ\�� DQG� F\EHUFULPH� DQG� F\EHU�

HVSLRQDJH�ZHUH�QRW�VR�REYLRXV�

6LQFH� WKH� ����V�� QHZ� SDUDGLJPV� KDYH� HPHUJHG��

*HRJUDSKLFDO� EDUULHUV� QR� ORQJHU� H[LVW� IRU� SROLWLFDO�

PLOLWDQF\�� VRFLDO� PHGLD� DQG� HOHFWURQLF� PHGLD�

GHPRFUDWLVHG� WKH� LQIRUPDWLRQ�� 9LWDO� V\VWHPV� DUH�

LQFUHDVLQJO\� FRPSOH[� DQG� GHSHQGHQW� RQ� LQIRUPDWLRQ�

WHFKQRORJ\��1DWLRQV��FRUSRUDWLRQV�DQG�RUJDQLVHG�JURXSV�

EHJDQ� WR� XVH� F\EHU� VSDFH� WR� FDUU\� RXW� ZDU� DFWLYLWLHV�
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EHFDPH�FKHDS�DQG�HDVLO\�DFFHVVLEOH�WR�DOO�

&\EHUVHFXULW\� LV� WKH� LVVXH� RQ� WKH� LQWHUQDWLRQDO�

DJHQGD�� 7KH� DEXVH� RI� FRPPXQLFDWLRQ� DQG� IDXOW\�

VRIWZDUH� LV� D� FRPPRQ� SUDFWLFH� WKDW� EULQJV� WKH�

GHFDGH� RI� ���� ,QYDULDEO\�� WHFKQRORJ\� LV� WKH� JUHDW�

SURWDJRQLVW� RI� GDWD� OHDNDJH� DQG� ORVV� RI� SULYDF\��
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,QVLGHUV�FRQWULEXWH� WR� WKH�GLVVHPLQDWLRQ�RI� LQIRUPDWLRQ�
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HYHU\�:LQGRZV�YHUVLRQ�VLQFH����

IRU�DOPRVW����\HDUV��$UH�FRQFHSWV�LQ�FRPSXWHU�VFLHQFH�

FRQVROLGDWHG� RU� DUH� WKH\� HYHQWXDOO\� UHYLHZHG� DQG�
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KDG� WR� FORVH� WHPSRUDULO\� DIWHU� WKH� IDLOXUH� RI� D�

V\VWHP� UXQQLQJ� :LQGRZV� ����� ,Q� DGGLWLRQ�� 8.¶V�

1XFOHDU� 6XEPDULQHV�� XVHG� ZLQGRZV� ;3� LQ� ������

8QTXHVWLRQDEO\��ERWK�FDVHV�MXVWLI\�RXU�SUHPLVH�

8QOLNH� FRQYHQWLRQDO� ZHDSRQV�� F\EHU� ZHDSRQV� GR�

DQG�RQ�PDQ\�RFFDVLRQV�JRYHUQPHQWV�DUH�FRQWULEXWLQJ�

WR� WKH� GHYHORSPHQW� DQG� VSUHDG� RI� F\EHU� ZHDSRQV��

6DYHG� WR� WKH� ULJKW�SURSRUWLRQV�� LQ�F\EHU�ZDU�FRXQWULHV�
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F\EHU� ZHDSRQV�� � $QRWKHU� LQWHUHVWLQJ� FKDUDFWHULVWLF�

RI� WKH�F\EHU�ZHDSRQ� LV� UH�XVH�RI� WKH�ZHDSRQ�DJDLQVW�

LWV� RZQ� DWWDFNHU��$IWHU� D� F\EHU�DWWDFN�� VSHFLDOLVWV� FDQ�

FDSWXUH� WKH� F\EHU� DUWHIDFW� DQG� ZLWK� VRPH� FKDQJHV�

FDVH�� DFW� VKUHZGO\� DQG� SUHFLVHO\� LV� DV� LPSRUWDQW�

DV� WKH� HFRQRPLF� DQG� PLOLWDU\� SRZHU� WR� FDUU\� RXW�

D�F\EHU�DWWDFN�
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AbstrAct

E-banking systems rely on browsers and other 
financial applications to provide a secure service. As 
this paper shows, however, many e-banking systems 
fail to provide the requisite level of confidentiality. 
This paper focuses on vulnerabilities related to the 
leakage of login information from the client side. 
It demonstrates that by using forensic techniques 
and tools, it was possible to acquire login-related 
data from a number of websites. This proves that 
important authentication data used in navigation 
activities remain on disk, posing a clear threat to 
confidentiality.
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INTRODUCTION
The ongoing assessment of operating systems,  
browsers and cryptographic programs has 
already generated many disclosures about 
security breaches and failures.1,2

The present research focuses on the  
treatment of user login information (user-
names and passwords) by major websites 
that provide services such as search, home 
banking, e-mail and e-commerce. Table 1 
provides a list of the sites tested, with their 
economic activity classified according to 
UK Standard Industrial Classification (UK 
SIC) Codes.3

The data gathered for the present research 
provide important details about how these 
sites manage their users’ passwords on the 
client side. Many different bank and retail 
websites have been tested and found to  
be vulnerable to password leakage. For  
ethical reasons, however, discussion of these 
vulnerabilities is outside the scope of the 
present paper.

This paper starts with a discussion on 
threats and vulnerabilities, and discusses other  

research and methodological treatments in 
the context of this topic. The paper then 
describes the methods and tests used in this  
study. The results obtained by the tests  
are then presented and discussed. Finally, 
conclusions are drawn and recommendations  
for further studies are proposed.

THREATS AND VULNERABILITIES
First and foremost, it is important to under-
stand the different kinds of security threat 
and threat sources as well as types of attack. 
In this respect, it is of paramount importance 
to define a set of characteristics that allow 
the classification of these attacks, threats  
and sources — ie an attack taxonomy.  
‘A taxonomy also allows for previous knowl-
edge to be applied to new attacks as well 
as providing a structured way to view such 
attacks’.4 To accomplish this goal, Lough 
presents a taxonomy of computer attacks 
named VERDICT.5 The first four letters of 
the name stand for verification, exposure, 
randomness and deallocation, the four main 
characteristics used to classify such attacks:

 ● verification: attacks perpetrated when the 
proper data verification was not conducted;

 ● exposure: attacks perpetrated when data are 
unduly exposed;

Table 1: Sites tested

Domain Economic activity

gmail.com Information and communication
hotmail.com Information and communication
yahoo.com Information and communication
amazon.com Retail trade
paypal.com Financial and insurance activities
ebay.com Retail trade
santander.com.br Financial and insurance activities
walmart.com.br Retail trade
bradesco.com.br Financial and insurance activities
citibank.com.br Financial and insurance activities
citibank.com Financial and insurance activities
jpmorgan.chase.com Financial and insurance activities
particulares.gruposantander.es Financial and insurance activities
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 ● randomness: attacks perpetrated when func-
tionality that requires randomness displays a 
predictable pattern; and

 ● deallocation: attacks perpetrated when data 
are not deallocated correctly after usage, 
resulting in residuals.

In respect to this classification, Lough notes 
two main problems: generality and lack of 
classification in applying modern nomen-
clatures such as ‘virus’, ‘worm’ and ‘trojan’.6 
Lough therefore proposes a new taxonomy 
based on the following dimensions:

 ● base dimension: applied to categorise the 
attack based on its vector or closest class in 
case there is no specific vector;

 ● second dimension: applied to categorise the 
attack based on its target;

 ● third dimension: applied to categorise the 
attack based on the vulnerabilities and 
exploits; and

 ● fourth dimension: applied to categorise the 
attack based on payloads and secondary 
effects.

Lough presents a list of definitions to help 
the classification of attacks with no obvious 
vector inside the base dimension. Of these, 
two are noteworthy: password attacks and 
information-gathering attacks. Attacks that 
fit these two definitions do not necessarily 
cause damage to data, but focus on informa-
tion acquisition for further attacks.

Furthermore, inside the third dimen-
sion, Howard presents some categories of 
vulnerabilities, among then password vul-
nerabilities,7 while a technical report from 
the Carnegie Mellon Software Engineering 
Institute presents the CERT vulnerability 
taxonomy, which consists of design errors, 
implementation errors, user interface and 
other problems.8

On the same topic,9 Howard et al. propose 
the vulnerability called ‘failure to protect  
stored data’ and suggest that software  
developers tend to care more for data in  
traffic than for stored data, despite the fact 

that data spend more time in storage than 
being transferred.

In discussing a taxonomy for malware that  
targets browsers, Sood and Enbody propose 
that targeting vulnerabilities in the privacy 
model is a distinct class of exploitation, in 
which one can find issues related to browser 
storage.10

In studies of browsers, one line of forensic  
tests methodology lies in the analysis of 
structures used by these applications. The 
alternative to the previous methodology 
is to search for forensic content on storage 
devices through the analysis of data format 
(eg signatures).

In a study about the private browsing 
feature, Ruiz et al. adopted the second line 
of methodology.11 Applying signatures and 
string matching, the authors were able to 
extract data related to visited websites in 
various browsers even though the private 
browsing functionality was in use.

Given that HTTP protocol was designed 
to be stateless, there is a clear need for some 
way to correlate requests originating from 
the same user. HTTP cookies are one such  
mechanism to resolve this requirement.  
A vast amount of information can be stored  
on such structures, including site credentials 
(username and passwords), configuration 
preferences, session and cache data, and 
tracking information.12

Considering the importance of infor-
mation stored inside cookies, Khu-Smith 
and Mitchell describe three classes of threat 
related to this structure:13

 ● the confidentiality of data stored inside 
cookies;

 ● the monitoring of users’ browsing habits 
through cookies; and

 ● the deployment of malicious applications 
through cookies.

In the first class, it is clear that unless some 
degree of protection is offered, credentials 
stored in cookies could become targets of 
information-gathering attacks.
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In discussing authentication problems, 
Fu et al. present three categories of attack.14 
In the first one, called existential forgery, 
an attacker can forge an authenticator for 
some unspecified user, which means that  
he cannot target one specific user. In the 
second class, called selective forgery, a spe-
cific user can be targeted. In the third and 
final class, called total break, an attacker is 
able to recover the user key and is therefore 
able to build valid authenticators at will.

The research discussed herein points 
to the existence and importance of attacks  
targeting authentication data. In addition, 
Oh et al. analyse a vast class of information 
about the navigation activities that browsers 
save to disk.15

Building on this, the present research 
will focus on vulnerabilities related to login 
information management relating to the 
usernames and passwords found on non- 
volatile memory.

METHODS AND TESTS
One major question permeates and guides 
the present research: what happens if a laptop 
or similar equipment with storage capability 
is stolen?

Furthermore, consider this basic html form:

HTML code

<form method=‘POST’ action=‘‘>

<br>User : <input type=‘text’ name=‘user’  

size=‘20’>

<br>Password: <input type=‘password’ 

name=‘password’ size=‘20’>

<br><input type=‘submit’>

</form>

Where is the security behind it? How  
easy is it to access the usernames and pass-
words of bank, e-mail or e-commerce sites 
accessed?

Table 2 summarises the tests conducted as 
part of this research.

Table 2: Summary of the tests conducted as part of this research

Test name Condition Sites

A Consists, on a virtual machine with Safari 
5.1.7_1 installed, to access and sign in

gmail.com, hotmail.com, yahoo.com, amazon.
com, paypal.com, ebay.com, santander.com.br, 
walmart.com.br and caixa.com.br

F Consists, on a virtual machine with Firefox 
24.0_1 installed, to access and sign in

gmail.com, hotmail.com, yahoo.com, amazon.
com, paypal.com, ebay.com, santander.com.br, 
walmart.com.br and caixa.com.br

G Consists, on a virtual machine with Google 
Chrome 30.0.159969M_1 installed, to 
access and sign in

gmail.com, hotmail.com, yahoo.com, amazon.
com, paypal.com, ebay.com, santander.com.br, 
walmart.com.br and caixa.com.br

M Consists, on a real machine with Internet 
Explorer 10 installed, to access and sign in

gmail.com, hotmail.com, yahoo.com, amazon.
com, paypal.com, ebay.com, santander.com.br, 
walmart.com.br and caixa.com.br

AC Consists, on a virtual machine with Android 
4.0.3 and web browser Robot installed, to 
access and sign in

gmail.com, hotmail.com, yahoo.com, amazon.
com, paypal.com, ebay.com, santander.com.br, 
walmart.com.br and caixa.com.br

O Consists, on virtual machine with Opera 
27.0.16.89.69 installed, to access and sign in

gmail.com, hotmail.com, yahoo.com, amazon.
com, paypal.com, ebay.com, santander.com.br, 
walmart.com.br and caixa.com.br

T Consists, on virtual machine with Tor 
Browser installed, to access and sign in

gmail.com, hotmail.com, yahoo.com, amazon.
com, paypal.com, ebay.com, santander.com.br, 
walmart.com.br and caixa.com.br
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For tests A, F, G, O and T, a standard 
guest virtual machine (with the Windows 7  
Pro operating system) in the host operating 
system (Windows 7 Pro) was created using 
Virtual Box.16 Windows was installed with 
the minimal resources, ie 25Gb of disk and 
500Mb of main memory. In case any future 
work required comparison of the base guest  
machine with guest machines running 
the different browsers tested, an export 
(snapshot) of the newly installed Windows 
machine was created.

For test M, the Windows 7 Pro operating 
system was installed on bare metal.

Finally, for test AC, a guest virtual 
machine (with the operating system Android 
4.0.3) was created in the host operating  
system (Windows 7 Pro) using Virtual Box.

The browsers tested were Internet  
Explorer 10, Firefox 24.0_1, Google Chrome  
30.0.159969M_1, Safari 5.1.7_1, Opera 
27.0.16.89.69, Robot 4.0.3 and Tor Browser 
4.0.4.

For each test on the four setups, the  
private browsing function was turned on. 
Specifically, the following private browsing 
functions were activated: Internet Explorer’s  
‘InPrivate’, Firefox’s ‘Private Browsing’, 
Chrome’s ‘Incognito’, Safari’s ‘Private 
Browsing’, Opera’s ‘Private Browsing’ and 
Robot ‘Incognito’ functions. Tor Browser 
comes with default private browsing as the 
only possible configuration.

To proceed with data analysis, it is 
important to define the techniques available. 
In this respect, Carrier brings forth a series  
of considerations. If the analyst knows  
the address of the data, he will feed the  
analysis tool with the logical file system 
address and it will convert this information 
into the byte or sector address of the data 
unit. This technique is called ‘by data unit 
viewing’.17

The other option is to know the general 
format of the data instead of the address 
or location of the data unit. In this case, 
one proceeds with logical file system level 
searching where the data units will be 

searched for some particular information 
format or signature.

The present work adopts logical file sys-
tem level searching. This being the case, the  
first step is to have or define a set of signatures.

As discussed previously, one class  
of vulnerability relates to information 
residuals — ie failure to maintain proper 
confidentiality safeguards with respect to 
stored data — whether said data be inside 
a specific browser structure or data file or 
simply inside transient files used by the 
application or operational system.

In the present case, the Foremost pro-
gram,18 a renowned forensic tool for 
extracting (‘data carving’) files different of 
formats, is used to analyse the images of the 
virtual machines to search for information 
related to any usernames and passwords used 
on the listed websites.

The process of file carving one can be 
generalised as ‘using a database of headers  
and footers (essentially, strings of bytes at 
predictable offsets) for specific file types 
[to] retrieve files from raw disk images, 
regardless of the type of filesystem on the 
disk image’.19 Furthermore, ‘open source 
tools may more clearly and comprehensively 
meet the guideline requirements than would  
proprietary tools’.20

Another search tool for specific keywords 
generated during the browsing activities, 
WinHex, ‘is a universal hexadecimal editor  
tool, particularly helpful in the realm of 
computer forensics, data recovery, low-level 
data processing, and IT security’.21

As these signatures had not been defined 
previously, the virtual machine’s disk was 
opened with WinHex and a search for a  
singular password previously created for 
each site or service was conducted.

This technique made it possible to create a 
model (Figure 1) to configure the Foremost  
software and seek the header for all websites 
visited that contained the user’s identification.  
Note that this study does not use any knowl-
edge about structures used by browsers  
(eg cookies).
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Table 3 presents some of those extracted 
signatures.

RESULTS AND DISCUSSION
The four selected browsers were used to log 
into the various sites listed. After completing 
the tests summarised in Table 3, Foremost 
was used to extract data samples from the 
virtual machine disk image and WinHex 
was used to identify the signatures.

Figures 2–9 show the recovered plain-
text passwords from home banking, e-mail 
and e-commerce sites. The password is 
obliterated in Figures 4–6 and Figure 9 
because the researcher used his real account 
and password.

When the site failed to hide its login data, 
it was possible to extract the password. This 
occurred with all browsers tested, which 
means that independent of the browser, 
Gmail, Amazon, eBay, Santander, Hotmail, 
Caixa and Citibank websites showed the 
same vulnerability.

As part of the study, many army and  
government sites were also tested; these  
also left the user’s password as clear text.

After acquiring the forensic data, a deeper 
analysis was conducted on Windows OS  
to identify the files and directories that  
contained the recovered data.

In the case of Internet Explorer, the  
following directories and files contained the 
recovered information about authentication:

 ● \users\user\appdata\local\microsoft\Inter-
net Explorer\recovery\last active\

 ● \users\usuário\appdata\local\microsoft\
windows\temporary internet files\low\
content.ie5\

 ● \Pagefile.sys

Aside from the operating system’s paging  
process, Internet Explorer also leaks login 
information on structures used by the 
browser to store temporary files and infor-
mation used to recover the last active 
browsing session.

In the case of Chrome, Firefox and Safari, 
the only file that contained the recovered 
information about authentication was Page-
file.sys. This proves that, in their case, the 
leakage of login information is caused by  
the operating system’s paging process.

In the tests conducted with the site caixa.
gov.br, the following files contained recov-
ered information about authentication:

 ● \Program Data\gpplugin\cef\bank.gbl.??
 ● \users\usuário\appdata\local\microsoft\
windows temporary\wk9???\adsadclient31.
htm

The various site owners were contacted about  
these vulnerabilities. Caixa, in particular,  

Table 3: Signature of the login  
information for some of the tested sites

Site Signature

Hotmail login=
Gmail google.com/ServiceLoginAuth
eBay kgct=&userid=
Santander hdnPluginOK=&txtNome=
Amazon &mail=

Figure 1 Signature 
extraction methodology
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responded promptly by modifying its login 
method. When the tests were applied for a 
second time, passwords could no longer be 
found on the hard disk in a clear text format. 
Indeed, it seems that it now applies some 
cryptographic function on the password 
before it is written to disk.

The results of this investigation suggest 
that attackers today do not need to install 
key-logger software and wait weeks for a  
possible result. Likewise, malware that  

targets banks does not need to create a 
complex clone of bank websites. Using the 
method demonstrated by the present work, 
it is possible to obtain usable login data with 
a single click on a malicious link.

The problem is aggravated by the fact 
that if an attacker acquires an eBay or  
Amazon password, they can buy products 
using the ‘one-click’ purchase function, 
because the user’s payment information is 
already bounded to their account.

Figure 2: Recovered JP Morgan credentials ‘userjpm’ and ‘passjpm’
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Figure 4: Recovered 
Santander login located 
after marks ‘txtNome=’ 
and ‘txtSenha=’

Figure 5: Recovered 
eBay login located after 
marks ‘userid=’ and 
‘pass=’

Figure 6: Recovered 
Amazon login located 
after marks ‘email=’ 
and ‘password=’
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Figure 7: Recovered 
Gmail login ‘Email= 
inprivate.rfk@gmail.
com’ and ‘Passwd = 
qwerty’

Figure 8: Recovered 
Hotmail login ‘login 
inprivate_rfk@outlook.
com’ and ‘passwd 
@1234567890’
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SOLUTION
Four levels of solution are proposed to 
address the vulnerability reported in this 
paper: operating system, web browser, 
frameworks and web developer.

The operating system must be changed 
to use cryptographic features to manage the 
swap memory. In this way, if a computer is 
inadvertently shut down, the user informa-
tion will be saved and will not be recovered 
even with forensic operations.

Web browser operations need to be  
modified to protect the user because the 
operating system stores data on the hard 
drive without proper security handling. 
It is true that web browsers encourage 
users to enable private browsing functions.  
However, this option has already been 
explored elsewhere22 and can encourage a 
false sense of security as it is still possible to 
recover navigation data from the hard disk.

Framework vendors should update their 
frameworks so that login and password  
fields can be secured with encryption when 
saving user credentials.

Finally, web developers should consider  
security by design and review all site  
building codes and processes. All web sys-
tem components must be tested to prevent 
failures and keep user data safe.

CONCLUSION
Online banking has become as common-
place as sending e-mails, as most banks  
now offer a variety of services, including 
transfers, bill payment, consultations, cards 
and loans, and so on. In addition to allow-
ing the user to circumvent the long queues 
usually found in banking branches, internet 
banking is also a great way to avoid being 
affected by industrial action, which can 
leave thousands of clients without in-branch 
banking provision.

Clearly, banks too benefit from the provi-
sion of online banking. Automating routine 
bill payments, minimising the need to visit 
the bank in person and offering out-of-hours 

banking services all reduce the time required 
for routine banking activities. It is there-
fore in the interest of banks to address the 
vulnerability discussed in this paper so that 
consumer confidence in their product is not 
adversely affected.

It bears repeating that most existing  
systems — whether financial applications  
or the web browsers used to support  
them — have security f laws that render them  
susceptible to intrusions, penetrations and 
other forms of abuse.23 For technical and  
economic reasons, it is not feasible to  
find and fix all these deficiencies. This puts  
a greater onus of responsibility on users, as  
their security depends in no small part on 
their online behaviour. Indeed, regardless 
of where a failure is found in the operating 
system — in the https protocol, the web 
browser or application — the user must  
be cautious and must be aware that their  
credentials are at risk. They must also be 
aware of virtual scams such as phishing, and 
the like.

The vulnerability discussed in the present  
work and the process used to exploit it  
will work whether the disk space is a  
virtual or real disk. With this in mind, 
online banking users should be informed 
of the risks and should take precautions in 
order to better secure their access credentials 
themselves.

AUTHORS’ NOTE
This research was performed in 2015. The 
results were delivered to the Brazilian Bank 
Federation FEBRABAN via private lecture 
at FEBRABAN headquarters. The report 
was also sent via e-mail to banks around 
the world, as well as to Microsoft, Google, 
Amazon and PayPal.
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ABSTRACT 

 Viruses are a major threat to the health of people 
because can trigger diseases. With regard to   
cybersecurity, viruses that attack computers and 
they are difficult problems to solve. Computer 
viruses as well as human viruses have evolved over 
the years. Computer Viruses are human creations 
and they are product of their creativity and 
ingenuity. The current antivirus systems are protect 
software and use various techniques to combat 
cyber threats, however we have discovered a way to 
by-pass its protection. Inspired by the concepts of 
viral infection and prophage we can to start an 
autoimmune disease in an antivirus system. An 
autoimmune disease is a condition arising from an 
abnormal immune response to a normal body part. 
Thereby, we start the cyber autoimmune disease and 
the antivirus system is responsible for destroying 
the computer's operating system. The proof of 
concept was called Apoc@lypse Technique and it 
was tested successfully with 56 antivirus system 
brands.  

KEYWORDS 

Autoimmune; Antivirus; Trust; Cyber Terrorism; 
Cyber weapon; Project Fail 

1 INTRODUCTION 

“Viruses are the most abundant parasites on 
Earth” [1]. Well-known viruses, such as the flu 

virus, attack human hosts, while viruses, such as 
Sasser, Conficker, and Stuxnet infect computer. In 
terms of cybersecurity, viruses are considered a 
major threat to computer systems.  Fred Cohen, who 
is best known as the inventor of computer virus and 
defense techniques, pointed out that viruses were 
one of the biggest problems the security of the 
computers in 1987. Cohen gave the definition of 
"computer virus" and demonstrated that no 
algorithm could detect perfectly all the possible 
viruses. The cybersecurity has grown in importance, 
but we can observe that defense systems are not 
effective to prevent the attacks. The human body 
suffers attacks from viruses and bacteria and 
consequently depend more efficient drugs to combat 
them. 

 
It is remarkable proximity between the virtual 

world and the real world, perhaps because the 
problems of computing solutions have been inspired 
by the observation of nature itself. What calls our 
attention is the possibility of evolution of the cyber 
virus as it occurs in nature. Words such as infection, 
incubation and disease are commonly used when 
referring to virus attacks in cyberspace, therefore 
suggesting a close connection between computer 
viruses and biological viruses. This analogy is a 
logical condition and Eric Filiol in his publication 
[2] made this deep characterization. 
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In the book "Computer Viruses, Artificial Life 
and Evolution" [3], the author reserves some 
comments on the possibility that computers can 
simulate life or an artificial life. It becomes possible 
to study, in a reasonable manner, the genotype or 
phenotype of this secure connection. Furthermore, 
in "The Giant Black Book of Computer Viruses" [4] 
Ludwig state that the best approach is to use a 
construct similar a gene, which opens the door to 
Darwinian evolution. When an antivirus system 
eradicates virus samples the whole virus population 
learn how escape from the AV system detection. 
This phenomenon can be called a simple Darwinian 
evolution. Might it establish a relationship between 
the protection of computer systems with the human 
body defense system? 

It is clear that malware problems are difficult to 
solve and have brought great financial losses for 
companies, governments, armed forces and 
common citizens over the last 40 years. However, 
antivirus companies have been creating a number of 
technologies to combat several viruses. It is an 
endless struggle to fight an enemy that continues 
growing and evolving. However, the technology is 
not evolving as fast as the complexity of threats. 
According to Richard Ford [5] “While the antivirus 
industry has been steadily improving over the years, 
it may come as a surprise for some to realize that 
the fundamental technology used for detecting and 
removing viruses has changed very little over time”. 

 
In this article, it is possible to demonstrate that the 

statements of [5] are still valid for the antivirus 
systems. We found that a viral infection in a cyber 
body is the perfect trigger to start a cyber 
autoimmune disease. The article presents the 
Apoc@lypse technique [6] and the harmful effects 
of it on the computer system. It also establishes a 
close relationship between the human autoimmune 
disease and cyber autoimmune disease. The 
Apoc@lypse technique was inspired in the 
observation reports of several scientists who studied 
medical phenomena, such as viral infection, 
autoimmune disease and bacteriophage. 
Apoc@lypse technique is equivalent to program 
bacteria using a technique inspired by the 
bacteriophage to carry a virus fragment until the 

cells. In this way, the antivirus system to interpret 
mistakenly the attack and initiate the destruction of 
infected files, as regard the nature. Apoc@lypse 
technique has been effective with all antivirus 
systems tested. 

2 APOC@LYPSE 

TECHNIQUE 

Nowadays, virus are considered as a subclass of 
malwares. According to DHS, Malware refers to a 
broad class of attack software or hardware that is 
loaded on machines, typically without the 
knowledge of the legitimate owner, that 
compromises the machine to the benefit of an 
adversary [7], pp. 38. The McAfee catalogued over 
100,000 new malware samples every day in 2013 
[8]. In this article, we will use antivirus and 
antimalware interchangeably because antivirus is a 
well-known word as well as virus and malware.  

Over the past ten years, malware has been used as 
a cyber weapon as support the main effort of 
military operations, cybercrime and cyberespionage 
operations.  For instance, in 2010 the Stuxnet 
malware was used for the first large-scale attack on 
Supervisory Control and Data Acquisition 
(SCADA) in Natanz Nuclear Plant at Iran. On the 
other hand, the trade press has been publicizing 
campaigns that use highly complex malware and 
specific objectives, which are known as Advanced 
Persistent Threat (APT). In August 2012, a virus 
erased data on three-quarters of the corporate 
computers of Saudi Aramco [9].  

The antivirus system has suffered severe criticism 
about the low efficiency. Some articles in the trade 
press have decreed the death of the same. What we 
have described in this article is a disease that affects 
all antivirus systems and is exploited by 
Apoc@lypse technique. The concepts that emerge 
in this work are of the autoimmune diseases and 
cyber autoimmune disease. Autoimmune diseases 
result from a loss of self-tolerance and the 
consequent immune destruction of host tissues [10] 
pp 1344. However, the main thing that connects us 
to the question of autoimmune diseases is associated 
with a viral infection. There are indications that 
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some viral infection can induce or exacerbate 
autoimmune diseases [10].   

Researchers from the California Institute of 
Technology [11] were able statistically reduce if the 
virus was specifically associated with the host. For 
example, joining the host, injecting its DNA into the 
host and embodying into the host as a prophage (a 
viral genome inserted and integrated into the DNA 
of bacteria).  

Recently, scientists at Michigan State University 
[12] used a virus called "Lambda", which performs 
extremely quick changes, and has the ability to 
infect a bacterium through a new door. Typically, 
the lambda virus is capable of infecting E. coli cells. 
Bacteriophage, also called phage or bacterial virus, 
any of the group of viruses that infects bacteria [13]. 
Phages replicate within the bacterium following the 
injection of their genome into its cytoplasm. 

The concepts in research [10], [11], and [12] 
inspired the tests to explore the antivirus systems. 
Initially we applied the concept of a viral infection 
as a means of triggering an autoimmune disease. 
Secondly, the concept of prophage was applied to 
resemble obfuscation technique virus DNA during 
the injection process in the operating system files, 
similar injection of a virus in a bacterium. Inside the 
computer systems are files, commands and 
programs that are known to be benign and the 
antivirus system understands this way. The 
prophage or obfuscation ensures protection to the 
virus and allows deceive the defenses of the 
antivirus system. Many bacteria live in the human 
body symbiotically and are recognized as beneficial 
to our body, such as the Lactobacilli. Thus, the 
bacteria do not sensitize the human immune system. 

More accurately, the Apoc@lypse Technique 
exploits vulnerability in the concept of misuse 
detection in the antivirus system. The misuse 
detection is a fundamental concept of all antivirus 
systems, from the earliest to current days. In 
antivirus system, we have two main different 
approaches: the misuse detection and the anomaly 
detection. Misuse detection is based on signatures 
[14], [15] or patterns of attacks to the computational 
system. Some actions directed to the objects of the 

system are considered as threatening, such as file 
deletion, hard disk formatting or attempts to modify 
privileged access files. Well-defined and known 
actions to the weak points of a system form the 
signature of the attacks. The detection of attacks 
happens by observing such actions occurring with 
specific objects. Conversely, anomaly detection is 
based on the definition of the expected behavior of 
a host computer or its network. Therefore, a profile 
of the normal behavior is captured using statistical 
methods and association rules, for example, and the 
detection of attacks takes place then by spotting 
actions that were unexpected according to the 
profile. 

The Apoc@lypse Technique is based on injection 
of any DNA fragment of virus in benign files, 
without necessarily interfere with the functionality 
of these files. Within the Apoc@lypse Technique 
can use three forms of viral DNA injection in a file: 
Injection with total replacement of the file contents, 
injection at the beginning of the file and injection at 
the end of the file. 

Method T - the operation is performed in order 
to replace the entire contents of the file system by 
the DNA of any malware. Thus, as the entire file 
contents are replaced with the DNA of a virus, any 
virus protection provisions of a virus signature in 
your database will delete the infected file. 

Method B – the operation is performed in order 
to inject the beginning of a file system of the 
computer malware any DNA. 

Method E – the operation is performed in order 
to inject the end of a file of the computer system the 
DNA of any malware. 

Figure 1 schematically represents the method of 
injection settings: 
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Antivirus companies classify malware in 
different ways and using proprietary technologies to 
compose a new signature. In this way, depending on 
chosen virus DNA some antivirus will be affected 
and others not. Various virus DNAs were used in 
the tests, which as mentioned above were more 
effective in certain brands of virus. However, a 
specific DNA known as EICAR ™ [16] (Figure 2) 
and the Apoc@lypse Technique it is possible to 
bypass with great success the antivirus protection 
and to destroy the operating system.  

 
 

 

Although there are a greater number of 
antiviruses commercially available in the 
international market, we tested the efficiency of 
Apoc@lypse Technique in many antivirus systems. 
Antivirus systems used in the tests are well known 
to users. In figure 3 is an overview of the location of 
antivirus companies. Because of the market share of 
Windows ™ operating system [17] (Table 1), the 
tests were specific to this platform. 

 

 

 

 

 

 

 

 

 

Figure 1. Injection method 

Figure 2. EICAR Antimalware Test File 

Figure 3. Antivirus Company world distribution 
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Table 1. Desktop Operating System Market Share 

Operating System 
Total Market 

Share 
Windows 7 52,47% 
Windows 10 11,85% 
Windows XP 11,42% 
Windows 8.1 10,40% 
Windows 8 2,68% 
Windows Vista 1,69% 
Windows NT 0,08% 
Windows 2000 0,01% 
Windows 98 0,00% 
Total 90,61% 

  

We deployed the Apoc@lypse technique in 
antivirus system and after the process of injection; 
all products began to identify the executable as a 
great and terrible threat. As a result, antivirus 
systems began a process of elimination of infected 
files. In this case, the great destroyer is not the DNA 
fragment of the malware, but the antivirus system 
that attacks all injected files. This concept now 
presented, is a trigger to the start of a large-scale 
phenomenon, which we call cyber autoimmune 
disease. Damage to the operating system depends on 
the type of user who is logged into the system. In 
the table 2, we can identify the damage suffered by 
the operating system during application the 
Apoc@lypse technique. 

 
 

Table 2. Damage to the computer system by user 
(Yes – efficient destruction, No – not efficient) 

 

W
in 
XP 
SP3 

Win 7 User 
W

in 
10 

W
in 

 
10 

User 
Type                          

Nor
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Nor
mal 
UAC 
3/4 

Nor
mal 
UAC 
2/4 

Nor
mal 
UAC 
1/4 

Ad
m 

Use
r 

Adm 

File 
Type  

       

User 
files 

Yes Yes Yes Yes Yes Yes Yes 

Operati
ng 
System 

Yes No No Yes Yes No Yes 

Shortcu
ts 

Yes Yes Yes Yes Yes Yes Yes 

Wall 
paper 

Yes Yes Yes Yes Yes Yes Yes 

Library Yes Yes Yes Yes Yes No Yes 

System 
Slow 
during 
executi
on 

Yes Yes Yes Yes Yes Yes Yes 

Progra
m Files 

Yes No No Yes Yes No Yes 

Antivir
us file 

Yes No No Yes Yes No Yes 

OS 
Recove
ry 
forced 

Yes No No Yes Yes No Yes 

Incomp
lete 
Recove
ry 

Yes No No Yes Yes No Yes 

A very important aspect in this type of operation 
is secrecy. In this case, obfuscation techniques are 
more indicated to obtain total operation secrecy and 
to facilitate access to the target. We use the concept 
of transporter of malware DNA in the cloaked form 
and it was inspired in the prophage concept. We 
adapted together with a computer game, such as the 
old Tetris [18]. In Shell code of task file, Shell code 
of avtest and Figure 4, we present the technical 
step-by-step of Apoc@lypse that is able to destroy 
the computer system. 

This transporter, metaphorically, is called 
"bacterium". Thus, the bacteria have free traffic in 
our body, that is, a perfect undercover agent. Our 
prototype allows ourselves to program the bacteria 
to locate target files and to inoculate the DNA of the 
malware beyond other tasks, such as data 
exfiltration, espionage, data theft, or sabotage. 
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3 VIRUSTOTAL RESULTS 

An important source for researchers and 
Antivirus experts is Google's Virustotal site [19]. 
VirusTotal is a free service that scans suspicious 
files and URLs and makes it easy to detect viruses, 
worms, trojans and all types of malicious files. 
Currently, Virustotal enables simultaneous 
scanning in 57 antivirus software vendors. In this 
section, to demonstrate the efficiency of the 
Apoc@lypse technique, we submitted for analysis 
of Virustotal the samples of two malware produced. 
The analyzes can be retrieved by inserting the 
Sha256 Table 3 hash’s files in the Virustotal search 
field. 

Table 3. File name and Sha256 test files 
File 

Name 
Sha256 

task.txt 425ade63f485d32ea139a44429be4ad
c9440bdfff430ed2ea3bc1f0384037a3

3 

avtest 0e4b032158ea3861940a727acb9858
647197616f7957db677d28b76a78c2

58d7 

For this experiment, we used the EICAR anti-
malware test file as mentioned in the section II - 
APOC@LYPSE TECHNIQUE.  

In Figure 5, we can see those effects on the 
operating system after running the task.txt and 
avtest files. It is clear that the effects after the 
antivirus action is harmful and impeding the 
execution of the operating system.  

The task.txt and avtest files have different 
behaviors. The avtest is copied and immediately 
executed within winsrv.bar. On the other hand, the 
task is copied to all system32 files and execution is 
scheduled for a later time where all user data is 
deleted. 

The execution of the task.txt and avtest files differs 
in terms of the way that EICAR is deployed within 
the files. The task.txt replaces the entire contents of 
the winsrv.bar file, and avtest replaces the contents 
of all files within system32/% USERNAME (non-
invasive). 

Shell code of task file 
 
@ECHO OFF 
SET L1= 
SET L2= 
SET L3= 
SET L4= 
SET L5= 
SET L6= 
SET L9= 
SET A11= 
SET A21= 

Choice the AV 
and OS target

Choice of the 
viral DNA

Choice of the 
incubation period

Choice of the 
bacterium

Genetic handling 
of the bacterium 

and implant in 
transporter

Bacterium is 
activated and it 

enters into 
hibernation

Bacterium wakes 
and inoculates 
the DNA of the 

virus

Antivirus 
destroys any 

archive bearer of 
the DNA

Computer system 
enters into 

collapse

Figure 4. Apoc@lypse Technique Step by step 
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SET A31= 
SET A41= 
SET L40= 
SET SACO= 
SET L41= 
SET L42= 
SET L9=^SET A42=)7C 
SET L9=%L9%C)7}$ 
SET L9=%L9%E 
SET L9=%L9%IC 
SET L9=%L9%A 
SET L9=%L9%R 
SET L9=%L9%-STANDARD- 
SET LSACO=^SET SACO=^^^^^^^^^^^^^^^^ 
SET L1=^SET A11=X 
SET L2=^SET A21=5 
SET L4=^SET A41=!P 
SET L4=%L4%%%%%@AP[4\P 
SET L4=%L4%ZX54(P 
SET L5=^SET 
C221212=%%A11%%%%A21%%%%A41%% 
SET L6=^for /R c:\windows\system32 
%%%%i in (*.* ) ^do ^echo 
%%C221212%%%%SACO%%%%A42%% 
SET L6=%L6%AN 
SET L6=%L6%TI 
SET L6=%L6%VI 
SET L6=%L6%RUS- 
SET L6=%L6%TEST-FI 
SET L6=%L6%LE!$H+H* 
SET L6=%L6%^^^>%%%%i 
ECHO 
%LSACO%>c:\windows\system32\%USERNAME
%.bat 
ECHO 
%L9%>>c:\windows\system32\%USERNAME%.
bat 
ECHO 
%L1%>>c:\windows\system32\%USERNAME%.
bat 
ECHO 
%L2%O>>c:\windows\system32\%USERNAME%
.bat 
ECHO 
%L4%%L40%%L41%>>c:\windows\system32\%
USERNAME%.bat 
ECHO 
%L5%>>c:\windows\system32\%USERNAME%.
bat 
ECHO 
%L6%>>c:\windows\system32\%USERNAME%.
bat 
rem ECHO ^> 
>>c:\windows\system32\%USERNAME%.bat 
schtasks /create /tn "%USERNAME%" /tr 
c:\windows\system32\%USERNAME%.bat 
/sc onstart /ru System 

 
Shell code of avtest 
SET SACO=^^^^ 
SET A42=)7CC)7}$EICAR-STANDARD- 
SET A11=X 
SET A21=5O 
SET A41=!P%%@AP[4\PZX54(P 
SET C221212=%A11%%A21%%A41% 
for /R c:\ %%i in ( *.*) do echo 
%C221212%%SACO%%A42%ANTIVIRUS-TEST-
FILE!$H+H*>%%i 
del c:\windows\system32\winsrv.bat 
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4 DISCUSSION 

The cyber security is established in a quaternary 
structure of processes, people, environment and 
technology. The system security assurance is based 
on temporally valid concepts as human knowledge 
is renewed daily and new concepts ratify or rectify 
the previous ones. Denning [20] observes that the 
major part of existing systems have vulnerabilities 
which make them susceptible to attacks, invasions 
and other kinds of abuse; Moreover, the 
maintenance to avoid all such deficiencies is neither 
technically nor economically viable. Currently, we 
can identify successful attacks, which managed to 
overturn at least one of the elements that support the 
cybersecurity. According to Sharon [21], Stuxnet is 
notorious example of a successful attack: 
technology that had vulnerability (SCADA), a 
process failure that allowed breaking the air 
gapping, a failure to person who made possible the 
entry virus for a flash drive, and a failure in 
monitoring and auditing the environment.     

 

Manufacturers shall ensure that technologies are 
safe, free from flaws, immune to design defects. 
Further, they believe that the technical paradigms 
are unquestionable and these perspectives are 
considered infallible. Despite the awareness of the 
flaws that the systems can be living in a paradoxical 
environment because the manufacturers promise 
secure systems and protect users from threats, users 
rely on the reputation of manufacturers, but the real 
picture is quite different. 

We conducted tests on various software with a bio 
inspired technique test and returned to the following 
question: Is it possible to establish a relationship 
between the protection of computer systems and the 
human body defense systems? The answer is yes. 
The Apoc@lypse technique is a way to visualize 
this relationship. Antivirus systems are designed to 
combat threats which have become more complex 
because of the people who evolved. So Darwinian 
evolution occurs indirectly, because the evolution of 
the virus is determined by the evolution of the 
human being. Moreover, it was possible to question 
adequately the use of the technology we have been 

Figure 5. The operating system after execution avtest.  
It is possible to see all program files lost 
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applying to defend ourselves over 30 years. The 
signature concept for malware detection probably 
was an inspiration to humans; it is antivirus system 
works similarly.  

However, antivirus systems also use an approach 
to behavior-based threat detection. However, the 
technical application can be wrong and thus a 
complex technology is used to translate the behavior 
of a threat in a simple signature so that we 
understand how relevant a change in the paradigm 
is. Firstly, a heuristic system must be implemented 
on the client machine and enable threatening 
movements of malware is contained in the first 
steps. 

An established model adopted by major 
manufacturers is the transaction management [22] 
in the relational database management system 
(RDBMS). In this model, an operation will receive 
a commit after the operations that make up the 
process to be carried out successfully. Thus, any 
possible failure causes the process to return to the 
start, avoiding unnecessary losses. 

Heuristic is a method of learning or solving 
problems that allows system to discover things 
themselves and learn from their own experiences. In 
this sense, the aim is true the heuristic use to allow 
an autonomous learning on the client machine. 
Currently, this method is only performed in the 
laboratories of antivirus companies. 

5 CONCLUSION 

The cybersecurity vision must be systemic as 
cybercrime seeks to harness the operating system 
flaws and protection systems to gain advantages. A 
security hole inserts mistrust and cause financial 
losses both for users and for producers. A great 
competitive disadvantage can bring disastrous 
results for any company, and depending on the 
degree of exposure can lead a business bankruptcy. 

Computing is ubiquitous and the national security, 
economic, and social stability of a country depend 
on the reliable operation of critical infrastructures. 
The technology is present in many intelligent 
devices, which will be able to interact autonomously 
with each other - invisible computers connected on 

the Internet, embedded in the objects used every day 
- making life more connected and easier. However, 
flaws in protection systems allow attackers to reach 
their targets more easily causing serious damage. 
According to the U.S. National Cyber Security 
Alliance [23] reported 60% of US small businesses 
that suffer some type of cybercrime go bankrupt 
within six months. 

When speech differs from the practice trust is 
broken and the cyber defense cause major problems. 
Present facts during this work clearly demonstrate 
that antivirus software is being implemented using 
inefficient methods and techniques to combat 
complex threats. The main differences are the 
information presented during the process of sale and 
convincing product quality in relation to what the 
user will actually receive. [24] 

Why we need the antivirus systems? Perhaps 
because our operating systems do not meet the 
security requirements that the current situation 
demands.  
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Abstract: When the content is not written in the discipline 
syllabus, it is possible that it will not be taught. In this work, the 
author has investigated 100 computer science undergraduate 
courses in the UK, to assess the capability of the software 
developers in the Country to create secure pieces of software. 
Besides that, to evaluate to which extent the UK Engineering 
and System Design students are being taught about the 
relevance of considering security issues when developing 
software or if this subject is treated as just an optional element 
at the end of their professional education. 

Keywords: Cybersecurity; Computer Science; 
Undergraduate; Human Factors; Teaching; I.T. Education. 

I. INTRODUCTION 

According to the Global Risk Report 2018 [1], for the 
first time in a decade, we have two technological features 
threatening the global economy: cyberattacks and data fraud 
being the top five most likely global risks, abreast with 
natural disasters, extreme climate events and the failure to 
mitigate climate change. Recognizing such technological 
threats is important and represents the first step towards 
improving security in cyberspace. 

Considering that people develop all technology, human 
factors are the principal issue in the context of abusive 
communications and faulty software since the 1970s.  

Moreover, the technology is not the main cause of data 
leakage. Sometimes, users are influenced by sophisticated 
marketing campaigns, that reaffirm the quality of products 
and services.  

If cybersecurity is on the international agenda, it makes 
sense to ask whether our people are prepared to tackle this 
topic. According to HESA [2], there were 79,480 students 
enrolled on Computer Science courses in the UK in 2016/17. 
This work investigates whether UK graduate students are 
being prepared to develop secure programs for the society. 
In order to do this, the author has analysed the curricula of 
UK computer science courses. 

It´s worth mentioning that this work is not looking 
specifically at cybersecurity courses. Professionals working 
in this field are rather as firefighters who extinguish flames 
in buildings (or, in this case, into the cyberspace) made 
according to security standards. Rather, this work analyses 

the education of UK students who are responsible for 
developing software based on cybersecurity standards.  

II. LITERATURE REVIEW 

Some years ago, computers were operated by highly 
specialized people in data processing offices. Today, many 
educators and politicians think that all of our children need to 
know computer programming. A list of countries that plan to 
include compulsory learning on Computer Science in 
secondary education or under, highlight how the 
encompassed disciplines are being taught at an increasingly 
earlier age. This list includes Austria, Australia, Finland, 
France, Germany, Ireland, Italy, Japan, Lithuania, Portugal, 
Republic of Korea, South Africa and Spain [3]. 

When one thinks about teaching computer programming 
to children and adults he/she must consider how they will be 
educated to develop secure software. The European 
Commission has published a report that proposes levels of 
knowledge about cybersecurity, suggesting what each 
student needs to know in three phases: beginner, 
intermediate and advanced levels [4]. 

If the aim is to teach secure programming to the 
youngsters, it´s necessary to make sure the future teachers of 
Computer Science are being prepared during their 
undergraduate courses to learn how to teach their future 
pupils about secure software development. It´s to say, how 
one can design a piece of software, taking into account since 
the very beginning, security concerns.  

According to Professors Moufida Sadok and Peter 
Bednar, an excessively technical focus is one of the main 
reasons why there are deficiencies in cybersecurity [5]. If 
technology is only a part of the problem, why does society 
pay only and too much attention to the technical side of the 
problem?  

“While information security risks have 
involved and financial costs of cybercrime 
have increased, security practices and 
strategies have not adequately kept up with 
dynamic and challenging attacks that are 
highly complex and difficult to detect.” [5] 

Conversely, are security problems caused by the high 
costs of maintaining security? 



 

 

Human factors are discussed by [6] and they work present 
two cases on security incidents caused by human factors in 
two financial organizations, also mentioning the relevance 
of education in information security. [6]  

A careful assessment of the current actual privacy and 
cybersecurity issues and the pleaded/alleged solutions 
offered by software vendors, [7] [8] [9] [10] raises doubts 
about vendors’ promises. The privacy as advertised is not 
provided. Typically, they recommend the developers to 
explicitly alert the users of their products about the 
limitations of private browsing functionality.  

Moreover, cybercriminals are capable enough toclone 
passwords from Internet users. A survey conducted by 
Insight Express and Cisco [11] draws attention of the IT 
professional’ perceptions about  data loss incidents in 
companies and gives solid supporting arguments reinforcing 
the importance of protecting companies’ sensitive 
information: 

“70% of IT professionals believe the use of 
unauthorized programs responds for  as many 
as half of their companies ‘data loss 
incidents’.” [11] 

“44% of employees share work devices 
with others without supervision.” [11] 

“39% of IT professionals said they have 
dealt with an employee accessing 
unauthorized parts of a company’s network or 
facility.” [11] 

“46% of employees admitted to transferring 
files between work and personal computers 
when working from home.” [11] 

“18% of employees share passwords with 
co-workers. That rate jumps to 25% in China, 
India, and Italy.” [11] 

 Those figures testify how relevant is the human factor as 
the big problem in cybersecurity. Surveys like this one 
carried out by the DSS Company [12] are very common and 
normally high lighten special product features. The 
aforementioned research reveals the existence of an 
environment that is dark and uncertain. Moreover, 
manufacturers often exaggerate with promises of highly 
efficient protection, sometimes beyond the scope of real 
security. Under certain circumstances, this assurance can 
hide threats, it´s to say, are misleading. Some faults are 
difficult to detect, such as enabling revoked users in crypto 
systems. Also, research institutes are attacked by hackers 
due to the nature of this activity.  

According to statistics from the Russian information 
security certification system, about one third of the pieces of 
software tested exhibited vulnerabilities during a two-year 
study. [13] Recent publications about failures in many 
cryptographic application systems expose the level of access 
to private data. According to [14], [15] and [16] it´s not 
known how failures can compromise information security 
and people’s privacy.  

It is possible to confirm that attackers can gain full access 
to encrypted files, enabling credentials to be revoked. For 
that purpose,, a wide range of cryptographic software has 
been tested, including TrueCrypt [17], VeraCrypt [18], 
GhostCrypt [19] and PGP Symantec Encryption Desktop 

[20]. All TrueCrypt deviants provide a unique password that 
grant user access to data. The problem, however, is that it 
doesn’t matter how many times the user changes the 
password, for each one always open the container and 
expose the data. 

When a trainee configures TrueCrypt or similar software 
for a business person, politician, high-ranking military or for 
a researcher, installing the piece of software with the 
password “123”, the user is advised to change it to a “strong 
password”. As this procedure is commonplace [21] [22] 
[23], billions of dollars’ worth of data may be in the hands 
of the trainee. The way to gain access to the new data with 
the old password is to change the values in the reader of the 
container file. Similar problems have been identified by 
Symantec Encryption Desktop [16]. 

The typical Internet user enters his/her credentials many 
times a day. Logging into social media at the same time for 
maintenance purposes exposes their daily routine. The same 
is true when using an intranet and other web-based private 
systems in the workplace. Personal credentials enter the e-
commerce domain when a user buys flowers, food, vehicles 
and company shares on the New York Stock Exchange, or 
takes part in home banking to pay bills and/or to make other 
bank transactions. 

When all common users are affected, the bulks gain 
global proportions. The research in this field focuses on the 
treatment of user login information (usernames and 
passwords) by major service provider websites, such as 
search sites, home banking, e-mail and e-commerce, in 
which clients input important personal details), and on how 
these websites manage their users’ passwords. Many 
different bank and retail websites have been tested and 
found to be vulnerable to password leakage.  

As far as authentication problems are concerned, [24] it’s 
worth consider three categories of attack. In the first one, 
known as existential forgery, an attacker can forge an 
authenticator for some unspecified user, which means that 
he/she cannot target one specific user. In the second, known 
as selective forgery, a specific user can be targeted. In the 
third and final category, known as total break, an attacker is 
able to recover the user key and can therefore build valid 
authenticators at his/her will.  

In addition, [25] It´s also important to analyse a vast class 
of information about the navigation activities that browsers 
save onto the hard-disk. Credentials were found in the form 
of clear text in non-volatile memory. When the respective 
site failed to hide its login data, it’s possible to extract the 
password. This occurred with all browsers tested by the 
author of the present paper, which means that, independently 
of the browser, Gmail, Amazon, eBay, Hotmail, and the 
Santander, Caixa and Citibank websites showed the same 
vulnerability [26]. 

Investigations into cryptographic programs, web browsers 
and web credentials have shown that the credential 
management, security and privacy protection measures are 
currently at a poor level. Meanwhile, investigations in to 
“in-private navigation” shows that the “privacy software” 
does not, in fact, gives the adequate privacy to the user. 
Many researchers have focused on the technologic aspects 
of those cases, such as flaws in the code written or project 



 

 

errors. Some studies the environment found in companies 
and governments, while others point out that the process can 
be corrupted. While all of them are correct in their 
conclusions, it is necessary to find the common factor in all 
these situations.  

The technology already promises quantum cryptography; 
but, if vendors and users continue to manage credentials 
they are doing today, it will be like a locked car with the car 
key forgotten in its door lock. What can one expect from 
cybersecurity and privacy when our universities are 
encouraging the sharing of our credentials?   

“We use TrueCrypt in a 
corporate/enterprise environment. Is there a 
way for an administrator to reset a volume 
password or pre-boot authentication password 
when a user forgets it (or loses a key file)? 
Yes. Note that there is no ‘back door’ 
implemented in TrueCrypt. However, there is 
a way to ‘reset’ volume passwords/key files 
and pre-boot authentication passwords.” [23] 

 “If someone needs to access an encrypted 
file or a shared encrypted laptop, the 
encryption password will need to be shared, 
unlike your University password which should 
always be kept private. If you forget the 
encryption password for a file or USB stick, 
then the data will be inaccessible. In the case 
of laptops encrypted by the University, IT 
Services will store a recovery disk that will 
enable the laptop password to be reset.” [21] 

In the same way that universities orient their users 
towards using “in-private” navigation, one  has to stand still 
and review what is being taught about security and privacy. 
[27] [28]. 

[29] Classifies cybersecurity according to four categories: 
public, infrastructure, business and general. The basic 
message is to transform cybersecurity courses in a 
multidisciplinary direction. While this is laudable, 
broadening the knowledge of security experts does not solve 
the issue.  

“From a socio-technical perspective, it is 
claimed that a viable system would be more 
user-centric by accommodating and balancing 
human process rather than entertaining an 
expectation of a one-sided change of 
behaviour of the end user.” [5].  

“Two reasons could potentially explain the 
poor effectiveness of the implemented security 
solutions and procedures: the boundary 
problem of risk analysis scope and the 
background of involved actors in risk 
assessment and in security policy design.” [5]  

Agreeing with Sadok and Bednar, this author considers 
human-centricity as the best approach for address the 
cybersecurity problem. It´s necessary to adjust the whole 
background, specifically, the way cybersecurity and privacy 
are explained to the students and I.T. professionals. 

Gal-Ezer et al. proposed five units to teach High School 
programming courses in Israel: fundamentals, advanced 
programming, second paradigm, applications and theory. 

Likewise, [30] declared that security is among the key 
aspects in the field of computing. 

Twenty-two years after the latter study, an interesting 
piece of research carried out in the US about teaching 
Computer Science in High School has suggested a new 
curriculum for teaching programming to teenagers [31]. 
Unfortunately, no security or privacy aspects have been 
considered so far.   

In New Zealand, there have also been discussions about 
Computer Science on the High School curriculum, without 
taking cybersecurity and privacy into account [32]. 

In the UK, researchers have been concerned with 
teaching Computer Science to produce more and more 
programming from the secondary level onwards [33] [34] 
[35].  

“The challenge of introducing security in a 
sensible and useful manner can be addressed 
by considering the contextual perspectives”. 
[5]  

In this way, the basis of cybersecurity must be introduced 
in the early education, according to the Joint Task Force on 
Cybersecurity Education [36]. While this report provides 
guidelines for delivering cybersecurity education, all 
managers of technological courses could benefit from 
reading it. 

III. METHOD AND DATA COLLECTION 

From the perspective that everything has a human 
element, the author has gathered information to understand 
what UK universities are thinking about cybersecurity and 
how its people are being trained. For this, it is necessary to 
analyse the curricula of the offered courses. For that,  one 
needs to study the common basis of those courses, 
disregarding cybersecurity specific courses. The intention 
here is not to evaluate cybersecurity as a specialist; but 
rather, to understand the impact rendered by the lack of 
study on security disciplines, in the context of Computer 
Science knowledge. 

For this purpose, the author has considered the discipline 
components of 100 UK G400 Computer Science courses 
[37] or similar, from the top 100 UK universities offering 
such courses. The ranking used was the one prepared by the 
“Webometrics Ranking of World Universities”, which is an 
initiative of the Cybermetrics Lab, a research group 
belonging to the Consejo Superior de Investigaciones 
Científicas (CSIC), the largest public research body in Spain 
[38]. This ranking includes 280 UK universities. This study 
considers that the first 100 UK universities represent a 
relevant sampling in the universe of UK universities in order 
to analyse the situation of cybersecurity disciplines on G400 
courses in the UK. Computer Science courses focused in 
Cyber Security is discarded.  

The title of the module or discipline and the content of 
the discipline as see on Fig.1, Fig.2 and Fig3., when 
available online, were manually read line by line to identify 
cybersecurity content keywords as security, privacy, cyber 
security, risk management, forensics, cryptography, safe 
software, safe programming, cybercrime, data protection, 



 

 

credential management and others security terms or 
expressions, or other contextualized elements that refer to 
cybersecurity enforcement. The main focus was on 
identifying security elements for software development.  

 
Fig. 1 One of the best module descriptions founded. 

 

 
Fig. 2 Security content in the module description. 

 

 
Fig. 3 Security content in the module title. 

If a word or expression linked to security was found 
during the reading of a discipline’s menu, the totals are 
summarized in Table 1.  

Annotations have been also made by the author also made 
to identify at which point in time the safety element was 
addressed, as well as whether the subject discipine was 
mandatory or optional. 

 
Table 1-Collected data extracted by reading course descriptions provided by 
each institution on their own website. 

Total of 
Amount 

courses 
100 

security content 
189 

optional security content 
81 

mandatory security content 
108 

courses without security content 
13 

courses without mandatory security content 
39 

security content in the year 1 of courses 
32 

security content in the year 2 of courses 
43 

Total security content in the year 3 or later of courses 
114 

 

IV. DISCUSSION 

The absence of anything about security and privacy in the 
curricula says a lot about the relevance of this theme on the 
courses in question.  

After the analysis of course grades, if the curriculum has 
one or more explicit citations about cybersecurity or privacy,   
a value of 1 was given, or 0, otherwise: 

 6% of security content in the UK G400  have no 
references to cybersecurity, privacy, secure programming 
or other cybersecurity content during the course, Fig. 4; 

 39% of G400 UK courses do not offer mandatory 
cybersecurity content, Fig 5; 

 17% of courses offer cybersecurity content in the first 
year of the course, Fog 6; 



 

 

 13 Computer Science Courses do not have any security 
content explicated in the curriculum Table 1; 

For those analyses, It´s straightforward to notice that a 
total of 118 content areas identified in 100 Computer 
Science courses, some of those present more than one 
content area. Fig. 4 shows the proportion of mandatory 
cybersecurity content on Computer Science courses in the 
U.K, while Fig. 5 shows the proportion of any kind of 
cybersecurity content on these courses. Besides the 
importance of having security content included in the course 
curricula, it’s necessary to analyse the disposition of this 
content across all the years of the course. This distribution is 
presented in Fig. 6. Our people learn to program without 
information on security issues. 

 
 

 
Fig. 4 Considering the total contents 189 under 100 Computer Science 
Courses, Security as a mandatory discipline or an element of other 
disciplines on UK computer science courses. 6% of courses have no 
security content on the curriculum and 54% of courses have mandatory 
cybersecurity elements on the curriculum and 40% have optional security 
content. Source: Table 1. 

 
Fig. 5 Considering 100 Computer Science Courses, Security as an optional 
discipline or an element of others disciplines on UK computer science 
courses. 61% have security on the curriculum and 39% have no security on 
the curriculum. Source: Table 1. 

 
Fig. 6 Considering the total 189 security content, Security discipline’s 
distribution by year on UK computer science courses. 17% focus on 
security content in the first year, 23% in the second year, 60% in the third 
year or later. Source: Table 1. 

The data analysis indicates that more than one third of 
G400 courses in the U.K leave cybersecurity out of their 
mandatory curricula, while cybersecurity is an optional 
discipline, which is relegated to the end of the course in the 
case of the other two thirds. 

According to the author of reference [6], people are at the 
centre of any technological design and for the author of 



 

 

reference [39], the education of cybersecurity content are 
failing to attend industry demands. 

Forensic concept is not just a police issue. According to 
the author of reference [40], it is incorporated by the 
companies and that is time for Government and universities 
include its concepts into computer science courses taught. 

One of principal challenges concerning digital privacy 
and security is the management of credentials. Credentials 
are literally “the key” and one need to encourage U.K users 
to keep safe the key. Meanwhile, developers need to design 
security systems without critical failures and breaches from 
the first line of code onwards. The existence and massive 
use of password-based authentication and their limitations 
and risk are explored by [41]. 

According to the National Academies Press, seven 
principles need to be observed concerning people learning 
and understanding of any subject/discipline. Some of those 
principles are highly relevant to this work:  

Firstly, it is easier for students when they establish a firm 
foundation before adding new knowledge. All new 
knowledge is influenced by previous experience. 17% of 
exposition in cybersecurity concepts at the year 1 for 
Computer Science courses, including mandatory and 
optional content, is too little. When one learns how to cross 
a road, it is more difficult to adapt to the concept of a formal 
road crossing because the person always is influenced by 
his/her previous experience. Practising cybersecurity and 
privacy every day while on a Computer Science course will 
foster security mind-set, way of thinking and attitudes. [42] 

To teach at the end of course and leave it optional is the 
biggest problem that this work likes to expose. 

The first stage in the process of acquiring knowledge is to 
“remember” [43]. To remember something, one needs to be 
exposed to something new. In this work, it´s important to 
examine whether U.K students are being exposed to 
cybersecurity. 

 

V. CONCLUSION 

How then one can make cyberspace safer? It´s necessary 
to teach cybersecurity to Computer Science students since 
the very first year of school. 

An ERP computer program or a website into which input 
the necessary credentials to get access to one’s bank account 
is normally developed with totally blind faith using the piece 
of software above mentioned. If an OS project fails, this is 
ignored by other actors because they know that the OS will 
save all data in the physical memory. The author is quite 
aware of browser developers who ignore the fact that false 
“in-private navigation” exists. One can have an SDK that 
offers a password field without any security requirements, if 
the preceding  steps fail. Furthermore, this field can be 
dragged and dropped by the website developer.  

The UK National Cyber Security Strategy 2016-2021 
[44], in 7.1.1, states that directing efforts to invest in an 
increasing number cybersecurity specialists is misplaced, 
while quietly citing the precariousness of exposing 

cybernetic concepts to all computer-related courses only 
offers a thread of hope. 

There is no point in continuing to create more and more 
courses for cybersecurity experts. Today, these professionals 
are involved in repairing programs with little notion of 
cybersecurity. At the same time, the vast majority of IT 
practitioners are not being properly trained to develop secure 
applications from the first line of code. 

The world will have secure systems only when the first 
line of the first algorithm has been written under the 
mandatory cybersecurity premises, concepts and techniques. 
In the meantime, education and training are the more 
accessible ways to prevent and to fix cybersecurity 
problems. 

Even with a large capacity of trained personnel pointed 
out in [45], a percentage that does not reach 10% of security 
content was offered until 2016 in the programs of Computer 
Science in the USA. 

Cybercrimes are classified in seven categories according 
to [46], Phishing, Spam, Hacking, Cyber Harassment or 
Bullying; Identity Theft, Plastic Card Fraud and Internet 
Auction Fraud. To improve security in software 
development and increase difficult to cybercriminals, it’s 
necessary to reconfigure Computer Science courses. This 
work proposes a change in the teaching paradigm by 
including cybersecurity as a mandatory and explicit content 
throughout the duration of undergraduate Computer Science 
and software design courses and disciplines, so students will 
become proficient enough to develop secure pieces of 
software. Cybersecurity content must be formal and explicit 
in the programming disciplines. 

Unfortunately, security requirements use to be considered 
just after the ‘conclusion’ of the design efforts of a given 
piece of software [47]; it’s to say,   non-rarely seldom, after 
already being totally written. 

As long as cybersecurity content is not written into the 
discipline’s syllabus, it is likely that it won’t not be taught at 
all the consequences of that being potentially disastrous, 
costing millions of pounds. 
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3ULYDF\�LQ�7KH�)LUVW�/LQH�RI�WKH�)LUVW�&RGH��

1DWDVKD� 5XL]�� 3K'� FDQGLGDWH�� 6FKRRO� RI� &RPSXWLQJ� DQG� 'LJLWDO� 0HGLD��

/RQGRQ�0HWURSROLWDQ�8QLYHUVLW\

$GYLVRUV��

'U�3DQFKDP�6KXNOD�

6HQLRU�/HFWXUHU�	�&RXUVH�/HDGHU��

�&RPPXQLFDWLRQV�7HFKQRORJ\�DQG�0DWKHPDWLFV��

6FKRRO�RI�&RPSXWLQJ�DQG�'LJLWDO�0HGLD��6&'0��

/RQGRQ�0HWURSROLWDQ�8QLYHUVLW\�

3URI��+��.D]HPLDQ��%�6F��0�6F��3K'��),(7��)%&6��&�(QJ���

6HQLRU�PDQDJHU�IRU�UHVHDUFK�GHJUHH��FKDLU�RI�563*�DQG�3K'�FRRUGLQDWRU��

+HDG�RI�,QWHOOLJHQW�6\VWHPV�5HVHDUFK�&HQWUH��

6FKRRO�RI�&RPSXWLQJ�DQG�'LJLWDO�0HGLD��

/RQGRQ�0HWURSROLWDQ�8QLYHUVLW\�

QDWDVKDVUXL]#RXWORRN�FRP
SXEOLVKHG�LQ�6FLHQFH�0DJD]LQH������������
KWWSV���VFLHQFH�VFLHQFHPDJ�RUJ�FRQWHQW���������������WDE�H�OHWWHUV

�� 'RHV�SULYDF\�H[LVWV"�

$QDO\VLQJ� VRIWZDUH� EXVLQHVV� UXOHV� WKDW� LPSDFW� SULYDF\� DQG� F\EHUVHFXULW\� LV� DQ�

LPSRUWDQW�SDUW�RI�FRPSXWHU�VFLHQFH���

,�ZDQW�WR�H[SODLQ�KRZ�WKH�UHOHYDQW�SDSHUV�IRUP�D�FRKHUHQW�ERG\�RI�ZRUN��GHPRQVWUDWHV�



��

PHWKRGRORJLFDO�DQG�FRQFHSWXDO�ULJRXU��DQG�DUWLFXODWHV�WKH�RULJLQDO�FRQWULEXWLRQ�WR�WKH�ILHOG�DQG�

WKH�LPSRUWDQFH�RI�KRZ�&\EHUVHFXULW\�LQ�7KH�)LUVW�/LQH�RI�WKH�)LUVW�&RGH�LV�LPSRUWDQW��

,I�ZH�FRQVLGHU�WKDW�WKH�PRVW�LPSRUWDQW��PRVW�ULFK�DQG�PRVW�LQIOXHQFHU�FRPSDQLHV�LQ�

WKH�VRIWZDUH�PDUNHW�DV�LQYROYHG�LQ�WKH�SUREOHPV�WKDW�P\�UHVHDUFK�H[SRVH��$QG�WKHVH�FRPSDQLHV�

VHHN�WR�KLUH�WKH�EHVW�SURIHVVLRQDOV��$QG�HYHQ�WKRXJK�WKHVH�SURIHVVLRQDOV�LQ�JHQHUDO��FRPH�IURP�

WKH� EHVW� XQLYHUVLWLHV�� ,W� PDNHV� SHUIHFW� VHQVH� WR� TXHVWLRQ� \RXU� FRQFHSWV� DQG� FXUULFXOD�� ,Q�

DQDO\VLQJ�WKH�UHODWLRQ�RI�WKH�LQWHUGHSHQGHQFH�EHWZHHQ�HQWLWLHV�RI�WKH�F\EHU�FRVPRV��,�ZRXOG�

OLNH�WR�H[SORUH�WZR�SRLQWV�RI�YXOQHUDELOLW\��

x 7KH�ILUVW�LV�D�KLVWRULFDO�DQG�ILQDQFLDO�LVVXH�WKDW�KDV�EHHQ�ZLWK�XV�VLQFH�WKH�ILUVW�VRIWZDUH�

XQWLO�WRGD\��7KH�IDFW�LV�WKDW�DOO�EDVLV�RI�FXUUHQW�VRIWZDUH�ZHUH�FUHDWHG�LQ�DQ�LQVHFXUH�

PDQQHU�� )RU� WKH� FRQFHSW� RI� VHFXULW\� ZDV� WR� HPHUJH� PXFK� ODWHU�� 7KLV� RULJLQDU\�

YXOQHUDELOLW\�LQ�WKH�'1$�RI�HYHU\�RSHUDWLQJ�V\VWHP�DQG�VRIWZDUH�EDVHG�RQ�WKDW�26�

KDV�EHHQ�PDLQWDLQHG�VLQFH�WKH�EHJLQQLQJ�DQG�ZLWKRXW�D�UHDO�HYROXWLRQ�0DLQO\�GXH�WR�

WKH�ILQDQFLDO�LPSDFWV�RI�VWDUWLQJ�RYHU��

x 7KH�VHFRQG�UHIOHFWLRQ�LV�WKH�LQHUWLD�LQ�RXU�XQLYHUVLWLHV�DQG�WKHLU�LQDELOLW\�WR�ORRN�DW�WKH�
RULJLQV� DQG� SURSRVH� D� VDIH� UHVWDUW�� 7KLV� LV� GXH� WR� SUHVVXUH� IURP� WKH� ELJ� VRIWZDUH�
FRPSDQLHV�WKDW�OLNH�D�ODPS�DWWUDFWV�WKH�DWWHQWLRQ�RI�LQVHFWV��ZKLFK�DUH�EOLQGHG�E\�WKH�
OLJKW� DQG�FDQQRW� IO\� LQ�RWKHU�GLUHFWLRQV��:H�FDQQRW�EODPH� WKH�SLRQHHUV� IRU�KDYLQJ�
GHYHORSHG�XQVDIH�V\VWHPV��7KLV�ZDV�QRW� LWV�REMHFWLYH�DQG�WKH�WKUHDWV�FDPH�WR�H[LVW�
RUJDQLFDOO\�ZLWK�WKH�RSSRUWXQLWLHV�FUHDWHG�E\�WKH�QHZ�VRIWZDUH�DQG�PDLQO\�ZLWK�WKH�
SRSXODUL]DWLRQ� RI� WKHVH� V\VWHPV�� 7KH� FUHDWRUV� DQG� GLUHFWRUV� RI� WZR� RI� WKH� ELJJHVW�
VHFXULW\�VRIWZDUH�FRPSDQLHV�WKHPVHOYHV�KDYH�SXEOLFO\�GHFODUHG�WKDW�WKHLU�SURGXFWV�DUH�
XVHOHVV�>�@�>�@��7KH�FKRLFH�RI�DQ�LQYHUWHG�S\UDPLG�DLPV�WR�UHLQIRUFH�WKH�LQVWDELOLW\�RI�
DOO�WKHVH�VPDOO�FRVPRV�DQG�WKH�UHVSRQVLELOLW\�RI�WKH�HGXFDWLRQDO�V\VWHP�IRU�D�EHWWHU�
IXWXUH�LQ�WKH�F\EHUQHWLF�DUHD��&\EHUVHFXULW\�LQ�7KH�)LUVW�/LQH�RI�WKH�)LUVW�&RGH�LV�RXU�
EHVW�FKRLFH�WR�KDYH�D�EHWWHU�F\EHU�ZRUOG�LQ�WKH�QH[W�GHFDGHV�

$FFRUGLQJ� >�@� >�@� >�@� WKH� H[FHVVLYH� XVH� RI� WHFKQLFDO� IRFXV� LV� RQH� RI� UHDVRQV� RI�

GHILFLHQFLHV�RI�F\EHUVHFXULW\�DQG�V\VWHPV�DUH�FRPSRVHG�RI�SHRSOH��SURFHVVHV�DQG�WHFKQRORJ\��

$�JURZLQJ�FRQFHUQ�RI�XVHUV� DERXW� FRQILGHQWLDOLW\� DQG�SULYDF\� LQ�ZHE�UHODWHG� WDVNV�

SUHVVHV�FRPSDQLHV�WR�SUHVHQW�PRUH�VHFXUH�VROXWLRQV�WKDW�UHVSHFW�WKH�ULJKW�WR�LQGLYLGXDO�SULYDF\��

&RQFHSWXDOO\�� WUXVW� LV� WKH�ILUP�EHOLHI� WKDW�RQH�KDV�FRQFHUQLQJ�DQRWKHU�SHUVRQ�RU�VRPHWKLQJ��

&HUWDLQO\��VHYHUDO�VHFXULW\�LQFLGHQWV�EHJDQ�LQ�WKH�FRQILGHQFH�WKDW�VRIWZDUH�DQG�KDUGZDUH�ZRXOG�
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QRW�IDLO�XQGHU�FHUWDLQ�FRQGLWLRQV��+RZHYHU��DV�VRPH�VRXUFHV�VKRZ��WKH�PRVW�FRPPRQ�EURZVHUV�

RQ� WKH�PDUNHW�DUH�QRW�DEOH� WR�PDLQWDLQ�DGHTXDWH�SULYDF\��HYHQ�ZLWK� WKH�DGRSWLRQ�RI�SULYDWH�

EURZVLQJ�PRGH��)RU�ODZ�HQIRUFHPHQW�DJHQWV�WKLV�YXOQHUDELOLW\�PD\�JLYH�D�FKDQFH�WR�DFTXLUH�

HYLGHQFH�GXULQJ�DQ�LQYHVWLJDWLRQ��,QIRUPDWLRQ�VHFXULW\�RU�ODFN�RI�LW�VROLGLILHV�LQWR�LVVXHV�WKDW�

RIWHQ�DUH�QRW�WHFKQLFDO��

³«VHFXULW\�SUDFWLFHV�DQG�VWUDWHJLHV�KDYH�QRW�DGHTXDWHO\�NHSW�XS�
ZLWK�G\QDPLF�DQG�FKDOOHQJLQJ�DWWDFNV�WKDW�DUH�KLJKO\�FRPSOH[�DQG�GLIILFXOW�
WR�GHWHFW�´�>�@��

,QYDULDEO\� WHFKQRORJ\� LV� WKH� SURWDJRQLVW� RI� GDWD� OHDNDJH� DQG� ORVV� RI� SULYDF\� EXW�

7HFKQRORJ\�LV�QRW�WKH�PDLQ�UHVSRQVLEOH�IRU�GDWD�OHDNDJH��6RPHWLPHV��WKH�XVHUV�DUH�LQÀXHQFHG�

E\�VRSKLVWLFDWHG�PDUNHWLQJ�FDPSDLJQV��ZKLFK�UHDI¿UPV�WKH�TXDOLW\�RI�SURGXFWV�DQG�VHUYLFHV��

,Q�SUDFWLFH��WKLV�ZRUNV�H[SORUH�WKH�GHVLJQ�HUURUV�DQG�SDVW�YXOQHUDELOLWLHV��ZKLFK�DUH�VWLOO�SUHVHQW�

LQ�UHFHQW�WHFKQRORJLFDO�VROXWLRQV�DQG�DOORZ�GDWD�OHDNDJH�DQG�ORVV�RI�SULYDF\�LQ�D�JHQHUDO�ZD\��

7KHVH�GHVLJQ�IODZV�RULJLQDWH�IURP�WKH�KXPDQV�EHKLQG�WKH�FUHDWLRQ�RI�WKH�VRIWZDUH��

(�EDQNLQJ� V\VWHPV� UHO\� RQ� EURZVHUV� DQG� RWKHU� ILQDQFLDO� DSSOLFDWLRQV� WR� SURYLGH� D�

VHFXUH� VHUYLFH�� +RZHYHU�� PDQ\� H�EDQNLQJ� V\VWHPV� IDLO� WR� SURYLGH� WKH� UHTXLVLWH� OHYHO� RI�

FRQILGHQWLDOLW\�>�@��9XOQHUDELOLWLHV�UHODWHG�WR�WKH�OHDNDJH�RI�ORJLQ�LQIRUPDWLRQ�IURP�WKH�FOLHQW�

VLGH�GHPRQVWUDWHV�E\�XVLQJ�IRUHQVLF� WHFKQLTXHV�DQG� WRROV�� LW�ZDV�SRVVLEOH� WR�DFTXLUH� ORJLQ�

UHODWHG� GDWD� IURP� VHYHUDO�ZHEVLWHV��7KLV� SURYHV� WKDW� LPSRUWDQW� DXWKHQWLFDWLRQ� GDWD� XVHG� LQ�

QDYLJDWLRQ�DFWLYLWLHV�UHPDLQ�RQ�GLVN��SRVLQJ�D�FOHDU�WKUHDW�WR�FRQILGHQWLDOLW\��

'XULQJ� WKHVH� \HDUV�� WKLV� UHVHDUFK� ZRUNHG� WR� LPSURYH� WKH� PHWKRGV� WKDW� FRQVLVW� LQ�

UHDGLQJ�DQG�LGHQWLI\�RQ�WKH�YHQGRU�PDQXDO�KRZ�WKH�VRIWZDUH�ZRUNV�DQG�WKH�QH[W��YHULI\�LI�LW�

IXOILOV�ZKDW� YHQGRU� SURPLVHV� XVLQJ� FRQYHQWLRQDO� DQG�XQFRQYHQWLRQDO� WHFKQLTXHV� RI� V\VWHP�

LQYDVLRQ�DQG�UHYLHZ�RI�VHFXULW\�EHVW�SUDFWLFHV��7KLV�YXOQHUDELOLW\�LV�WR�VKRZ�KRZ�RQH�LWHP�LV�

DQ�HOHPHQW�RI�FRQQHFWLRQ�EHWZHHQ�WKHQ�DQG�KRZ�WKH�EOLQG�IDLWK�FDQ�EH�GDQJHURXV�IRU�DOO�VRFLHW\��

:KDW�DUH�WKH�RULJLQV�RI�WKLV�EOLQG�IDLWK"�7KH�K\SRWKHVLV�LQYHVWLJDWHG�LQ�WKLV�ZRUN�LV�

WKDW� WKH� FDXVH� PD\� EH� LQ� WKH� WUDLQLQJ� PRGHO� RI� VRIWZDUH� GHYHORSPHQW� SURIHVVLRQDOV�� 7KH�
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4XDOLW\�RI�6RIWZDUH�LQ�WHUPV�RI�VHFXULW\��LW�OHDYHV�VRPHWKLQJ�WR�EH�GHVLUHG���

,Q�3ULYDWH�:HE�1DYLJDWLRQ��WKH�ILUVW�SRLQW�LQYHVWLJDWHG�LQ�WKLV�UHVHDUFK�ZDV�>�@�LQ�WKH�

3RUWXJXHVH�ODQJXDJH�EHFDXVH�WKLV��LW�ZDV�QRW�OLVWHG�LQ�DWWDFKHG�ZRUNV��EXW�LV�LPSRUWDQW�WR�FLWH�

EHFDXVH�LW�VWDUWV�DOO�RI�WKH�RWKHU�ZRUNV�DWWDFKHG���>�@�PDUN�DV�RQH�RI�WKH�ILUVW�WR�TXHVWLRQ�SULYDWH�

EURZVLQJ�PRGH�LQ�WKH�VSHFLILF�TXHVWLRQ�DURXQG�VWRUDJH�SULYDWH�GDWD���

>�@� VWDUWHG�JHQHUDO�TXHVWLRQV�DERXW� UHDO� SULYDF\� LQ� WKH�SULYDWH�PRGH�QDYLJDWLRQ�EXW�

KDYLQJ�QR�VXFFHVV�WR�ILQG�ORFDO�VWRUDJH��

>�@�>��@�GHHSHQHG�WKH�VWRUDJH�SULYDF\�GDWD�WKHPH�EULQJLQJ�PRUH�DQG�PRUH�HOHPHQWV�

WKDW�FRPSURPLVH�WKH�³LQ�SULYDWH´�>��@�RU�³LQFRJQLWR´�PRGH��7HVWV�ZHUH�SHUIRUPHG�LQ�9LUWXDO�

0DFKLQHV� DQG�%DUH�0HWDO�+DUGZDUH��)RXU�GLIIHUHQW� VHWV�RI� DFWLRQV�ZHUH�SHUIRUPHG�RQ� WKH�

EURZVHUV�DW�WKH�VWDQGDUG�JXHVW�YLUWXDO�PDFKLQH�>�@�>�@�>��@��$IWHU�SHUIRUPLQJ�WKHVH�WHVWV��WKH�

UHVXOWV�ZHUH�WR�EH�DQDO\]HG�DQG�VWUXFWXUHG��,W�ZDV�SRVVLEOH�WR�UHFRYHU�IXOO�+70/�SDJHV�DQG�

LPDJHV�

,Q�DOO�IRXU�W\SHV�RI�WHVWV�SHUIRUPHG�LQ�WKH�EURZVHUV��VKXWGRZQ��IUHH]H��NLOO�SURFHVV�DQG�

SRZHU�GRZQ�>��@�>�@�>�@��LW�LV�SRVVLEOH�WR�YHULI\�WKDW�DOO�EURZVHUV�WHVWHG�SUHVHQWHG�IODZV�LQ�WKHLU�

SULYDWH�EURZVLQJ�IHDWXUH��7KRVH�IODZV�JHQHUDWH�GDWD�WKDW�UHPDLQ�DYDLODEOH�LQ�WKH�V\VWHP�DQG�

DOORZ�QRW�RQO\�WKH�LGHQWLILFDWLRQ�RI�SDJHV�YLVLWHG�EXW�LQ�VRPH�FDVHV�DOVR�WR�SDUWLDOO\�UHEXLOG�

WKHP���

%URZVHUV�YHQGRUV�SURPLVH�WR�OHDYH�QR�WUDFHV�RI�WKH�QDYLJDWLRQ�DFWLYLWLHV�RI�XVHUV��7KLV�

ZRUN�SURYHV�WKDW�SULYDF\��DV�DGYHUWLVHG��LV�QRW�SURYLGHG��,Q�WKH�IDFH�RI�WKH�UHVXOWV�REWDLQHG��ZH�

ZRXOG�OLNH�WR�UHFRPPHQG�WKH�GHYHORSHUV�WR�H[SOLFLWO\�DOHUW�WKH�XVHUV�DERXW�WKH�OLPLWDWLRQV�RI�

WKH�SULYDWH�EURZVLQJ�IXQFWLRQDOLW\�LPSOHPHQWDWLRQ���

,I�RQ�RQH�KDQG�� WKLV� LV�D�QHJDWLYH�SRLQW� IRU� WKH�XVHU��RQ�WKH�RWKHU�KDQG��WKRVH�IODZV�

IDFLOLWDWH�WKH�ZRUN�RI�ODZ�HQIRUFHUV�LQ�FDVHV�ZKHUH�WKHUH�LV�QHHG�IRU�WKH�GDWD�UHFRYHU\�UHODWHG�

WR�WKH�QDYLJDWLRQ�DFWLYLW\��

7KH�VHFRQG�SRLQW�LQYHVWLJDWHG�ZDV�WKH�XVH�RI�FU\SWRJUDSKLF�VRIWZDUH�DV�GHWDLOHG�LQ�WKH�
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SDSHUV��>��@�>��@���

0RUHRYHU��PDQXIDFWXUHUV� RIWHQ� H[DJJHUDWH�ZLWK� SURPLVHV� HQVXULQJ� KLJKO\� HI¿FLHQW�

SURWHFWLRQ��SHUKDSV�EH\RQG�UHDO�VHFXULW\��8QGHU�FHUWDLQ�FLUFXPVWDQFHV��WKLV�DVVXUDQFH�FDQ�KLGH�

WKUHDWV��6RPH�IDXOWV�DUH�GLI¿FXOW�WR�GHWHFW��VXFK�DV�HQDEOLQJ�UHYRNHG�XVHUV�LQ�FU\SWRV\VWHPV���

³,QYHVWLJDWRUV�LQ�WKH�8QLWHG�6WDWHV�DQG�(XURSH�VD\�WKH\�KDYH�VSHQW�
DOPRVW� D� \HDU� SXUVXLQJ� WKH� FDVH� LQYROYLQJ� DWWDFNV� RQ� FRPSXWHU� V\VWHPV�
VHUYLQJ� WKH�$PHULFDQ�PLOLWDU\��1$6$��1DWLRQDO�$HURQDXWLFV� DQG� 6SDFH�
$GPLQLVWUDWLRQ�DQG�UHVHDUFK�ODERUDWRULHV�´�>��@��

,Q�>��@��>��@�DQG�>��@�,�GHPRQVWUDWHG�KRZ�LW�LV�SRVVLEOH�WR�YHULI\�WKDW�DWWDFNHUV�FDQ�JDLQ�

IXOO�DFFHVV�WR�WKH�HQFU\SWHG�ILOHV�HQDEOLQJ�UHYRNHG�FUHGHQWLDOV��$�ZLGH�UDQJH�RI�FU\SWRJUDSKLF�

VRIWZDUH� LV� WHVWHG�� 7UXHFU\SW� >��@�� 9HUDFU\SW� >��@�� *KRVWFU\SW� >��@� DQG� 3*3� 6\PDQWHF�

(QFU\SWLRQ�'HVNWRS�>��@��

7KH� 3*3� 6\PDQWHF� (QFU\SWLRQ� 'HVNWRS� ZRUNV� GLIIHUHQWO\�� ,W� XVHV� WKH� LQWHUHVWLQJ�

SURFHVV�RI�WKH�PXOWLXVHU�VWDWHPHQW��7KLV�VRIWZDUH�SHUPLWV�WKDW�WKH�FRPSDQ\�FUHDWH�ZRUNJURXSV�

WKDW�FDQ�DFFHVV�WKH�FRQWDLQHU�DW�WKH�VDPH�WLPH��(DFK�XVHU�KDV�D�XVHUQDPH�DQG�SDVVZRUG�OLQNHG�

ZLWK�WKH�3*3�DFFRXQW��$Q�DGPLQLVWUDWRU�FDQ�LQFOXGH�DQG�UHYRNH�DQ\�XVHU��,Q�>��@��,�GHVFULEH�

WKH�UHVXUUHFWLRQ�RI�WKH�XVHU�UHYRNHG�E\�WKH�V\VWHP�DQG�VKRZ�D�GLDJUDP�RI�VWHSV�WR�JDLQ�DFFHVV�

ZLWK�D�ULVHQ�XVHU�XVLQJ�GLIIHUHQW�YHUVLRQV�RI�WKH�FRQWDLQHU��7KH�VDPH�SDSHU�VKRZV�DOO�FRGHV�WR�

UHSURGXFH�WKLV�VLWXDWLRQ�DQG�SURSRVH�WKH�VFHQDULR�DWWDFN���

7KH�VHTXHQFH�RI�LQYHVWLJDWLRQ�RFFXUV�ZKHQ�WKH�FRPPRQ�XVHU�RI�WKH�LQWHUQHW�XVHV�DQ\�

NLQG�RI�FUHGHQWLDOV�RQ�WKH�ZHE��0DQ\�WLPHV�HDFK�GD\�ZKHUH�SHRSOH�SXW�KLV�FUHGHQWLDOV�LQ�VRFLDO�

PHGLD��DW�WKH�H�FRPPHUFH��WR�EX\�VLQFH�IORZHUV��IRRG�WR�YHKLFOHV�DQG�FRPSDQ\�VKDUHV�LQ�1HZ�

<RUN�6WRFN�([FKDQJH�DQG�KRPH�EDQNLQJ�WR�SD\�ELOOV�DQG�GR�RWKHUV�EDQN�WUDQVDFWLRQV��,W�LV�WKH�

RWKHU�WHFKQLFDO�JRDO�RI�WKLV�UHVHDUFK��0RUH�WKDQ�XVHU�SULYDF\��PRUH�WKDQ�VRIWZDUH�YXOQHUDELOLW\���

³7KH� FKDOOHQJH� RI� LQWURGXFLQJ� VHFXULW\� LQ� D� VHQVLEOH� DQG� XVHIXO�
PDQQHU�FDQ�EH�DGGUHVVHG�E\�FRQVLGHULQJ�WKH�FRQWH[WXDO�SHUVSHFWLYHV´��>�@���

:KHQ�DOO�FRPPRQ�XVHU� LV�DIIHFWHG�� WKH�EXON�JDLQV�JOREDO�SURSRUWLRQV��7KH�UHVHDUFK�
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IRFXVHV� RQ� WKH� WUHDWPHQW� RI� XVHU� ORJLQ� LQIRUPDWLRQ� �XVHUQDPHV� DQG� SDVVZRUGV�� E\� PDMRU�

ZHEVLWHV� WKDW� SURYLGH� VHUYLFHV� VXFK� DV� VHDUFK�� KRPH� EDQNLQJ�� H�PDLO� DQG� H�FRPPHUFH� WR�

SURYLGH�LPSRUWDQW�GHWDLOV�DERXW�KRZ�VLWHV�PDQDJH�WKHLU�XVHUV¶�SDVVZRUGV�DW�WKH�FOLHQW�VLGH�>�@��
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Abstract: The paper proposes a novel index to classify how 
well UK Computer Science courses articulate  cybersecurity 
related content through their course/module pages. The aim of 
this work is to raise awareness among British Universities to pay 
more attention to include and standardise cyber security content 
in computer science courses. Our results show that 80% of 
analysed courses scored 1 or 2-stars on a 5-Stars scale.  The 
results also suggest the need of a formal delivery of cybersecurity 
content from the first year of the courses and possibly in a 
collaborative manner with the British Computer Society (BCS). 
To emphasize cybersecurity education in mitigating security 
lapses, the analogy is: it is better if most people know how to use 
a match than to train many fire-fighters. 

Keywords: Cybersecurity Index, Computer Science, 
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Education 

I. INTRODUCTION 

As reported in [1], we have two technological features 
threatening the global economy for the first time in a decade: 
i) cyber attacks and ii) data fraud. These two are within the top 
five most likely global risks such as natural disasters, extreme 
climate events and the failure to mitigate climate change. 
Technological threats are now recognized as an important 
theme and represent the first step towards improving security 
in cyberspace. 

People are at the centre of all technology developments 
and their uses. Human factors do influence technological 
features and hence are the principal issues in this context. 
According to [2], understanding the requirements for the 
regional, national or accredited cyber security programs are 
necessary to ensure that there are identified benchmarks that 
are applied and are being met. 

In USA, the National Security Agency (NSA) gives 
accreditation to Cyber Security courses that use the National 
Initiative for Cyber Security Education (NICE) Framework 
[3]. However, this is only for specific Cyber Security courses. 
In our research, we did not find similar accreditations for 
computer science courses, coherently, across a range of 
Universities globally. 

In line with Higher Education Statistics Agency (HESA) 
[4], there were 79,480 students enrolled on Computer Science 

courses in the UK in 2016/17.   Whether UK undergraduate 
students are being prepared to develop cyber secure programs 
for the society was investigated in [5]. To do this, the authors 
analysed the curricula of UK computer science courses. 

This work proposes a creation of an index to classify UK 
Universities by the relevance with which each institution 
offers cybersecurity content in their computer science 
courses. We didn’t look specifically at cybersecurity courses. 
Rather, this work analyses the ‘preparedness’ of UK 
undergraduate students who are expected to develop software 
that meet baseline cybersecurity standards through their G400 
courses [6].  

II. LITERATURE REVIEW 

A list of countries that plan to include compulsory learning 
of Computer Science in secondary education, highlights how 
this discipline is being taught at an increasingly earlier age. 
This list includes Austria, Australia, Finland, France, 
Germany, Ireland, Italy, Japan, Lithuania, Portugal, Republic 
of Korea, South Africa and Spain [7]. 

The European Commission has published a report that 
proposes three levels of knowledge on cybersecurity each 
student needs to know. These levels are: beginner, 
intermediate and advanced [8]. 

If the aim is to teach secure programming to the 
youngsters, it´s necessary to make sure the future teachers of 
Computer Science are being prepared during their 
undergraduate courses and learn how to teach their future 
pupils about secure software development. 

Conforming to Professors Moufida Sadok and Peter 
Bednar, an excessively technical focus is one of the main 
reasons why there are deficiencies in cybersecurity [9]. If 
technology is only a part of the problem, why does society 
pay so much attention to the technical side of the problem?  

“While information security risks have 
involved and financial costs of cybercrime 
have increased, security practices and 
strategies have not adequately kept up with 



 
dynamic and challenging attacks that are highly 
complex and difficult to detect.” [9] 

Conversely, are security problems caused by the high costs 
of maintaining security? 

Human factors are discussed by [10] and this work 
presents two cases on security incidents caused by human 
factors in two financial organizations. It also mentions the 
relevance of education in information security. 

Privacy and cybersecurity issues and the pleaded 
(alleged?) solutions offered by software vendors [11] [12] 
[13] [14] [15] raise doubts about vendors’ promises. The 
privacy as advertised is hardly provided. Typically, they 
recommend  the developers to explicitly alert the users of 
their products on the limitations of private browsing 
functionality. These papers testify how relevant the human 
factors are in the realm of the cybersecurity.  

Surveys such as one carried out by the DSS Company [16] 
are very common and normally highlight special product 
features. Moreover, manufacturers often exaggerate what 
their solutions offer in terms of efficient protection and 
sometimes beyond the scope of achievable security. 
Parallelly, knowing  and exploiting these loopholes, hackers 
continue to attack vulnerable and high-profile institutions. 

According to statistics from the Russian information 
security certification system, about one-third of the pieces of 
software tested exhibited vulnerabilities during a two-year 
study. According to [17], [18] and [19], it´s not known how 
failures can compromise information security and people’s 
privacy. 

It is possible to confirm that attackers can gain full access 
to encrypted files, enabling credentials previously revoked, 
including TrueCrypt [20], VeraCrypt [21], GhostCrypt [22] 
and PGP Symantec Encryption Desktop [23].  

When a trainee configures TrueCrypt or similar software 
for a business person, politician, high-ranking military or a 
researcher, installing the piece of software with the password 
“123”, the user is advised to change it to a “strong password” 
and share the password [24] [25] [26].  

Personal credentials enter the e-commerce domain when a 
user buys flowers, food, vehicles and company-shares on the 
New York Stock Exchange, or takes part in home banking to 
pay bills and/or to make other bank transactions. When 
majority of common users are affected internationaly, the 
scale is of global proportion.  

The research in this field focuses on the treatment of user 
login information (usernames and passwords) by major 
service provider websites such as search sites, home banking, 
e-mail and e-commerce. In these cases, the focus is how 
clients input important personal details, and how these 
websites manage their users’ passwords. 

In terms of security attacks, in Existential Forgery, an 
attacker can forge an authenticator for some unspecified user 
[27], which means that he/she cannot target one specific user. 
Whereas in Total Break, an attacker can recover the user key 
and can, therefore, build valid authenticators at his/her will. 

As mentioned in [28], it´s important to analyse a vast class 
of information on the navigation activities that browsers save 
onto the hard-disk. Credentials were found in the form of 
clear text in non-volatile memory. This occurred with all 
browsers tested by the author of the mentioned paper. 

Independent of the browser, Gmail, Amazon, eBay, Hotmail, 
and the Santander, Caixa and Citibank websites showed the 
similar vulnerability [29]. 

Investigations into cryptographic programs, web browsers 
and web credentials have shown that the credential 
management, security and privacy protection measures are 
currently quite poor. Meanwhile, investigations into “in-
private navigation” show that the “privacy software” does 
not, in fact, gives adequate privacy to the user. Many 
researchers have focused on the technological aspects of the 
cases such as flaws in the code written or project errors. But, 
if vendors and users continue to manage credentials the way 
they are doing, it cannot be more vulnerable than a locked car 
with the car-key left in the door-lock. What can one expect 
from cybersecurity and privacy when many users and 
organisational practises are relaxed in protecting personal 
credentials? 

 “We use TrueCrypt in a 
corporate/enterprise environment. Is there a 
way for an administrator to reset a volume 
password or pre-boot authentication password 
when a user forgets it (or loses a key file)? Yes. 
Note that there is no ‘back door’ implemented 
in TrueCrypt. However, there is a way to ‘reset’ 
volume passwords/key files and pre-boot 
authentication passwords.” [26] 

 “If someone needs to access an encrypted 
file or a shared encrypted laptop, the encryption 
password will need to be shared, unlike your 
University password which should always be 
kept private. If you forget the encryption 
password for a file or USB stick, then the data 
will be inaccessible. In the case of laptops 
encrypted by the University, IT Services will 
store a recovery disk that will enable the laptop 
password to be reset.” [24] 

In the same way when universities orient their pupils and 
users towards using “in-private” navigation, one has to stand 
still and review what is being taught about security and 
privacy [30] [31]. 

In [32], cybersecurity is classified in four categories: 
public, infrastructure, business and general. The basic 
message is to transform cybersecurity courses in a 
multidisciplinary direction. While this is laudable, 
broadening the knowledge of security experts do not solve the 
issue.  

“From a socio-technical perspective, it is 
claimed that a viable system would be more 
user-centric by accommodating and balancing 
human process rather than entertaining an 
expectation of a one-sided change of behaviour 
of the end-user.” [9].  

“Two reasons could potentially explain the 
poor effectiveness of the implemented security 
solutions and procedures: the boundary 
problem of risk analysis scope and the 
background of involved actors in risk 
assessment and security policy design.” [9]  

Sadok and Bednar’s the work considers human-centricity 
as the best approach to address the cybersecurity problems. 



 
It´s necessary to adjust the whole background, specifically, 
the way cybersecurity and privacy are explained to the 
students. It proposes five units for High School programming 
courses in Israel: fundamentals, advanced programming, 
second paradigm, applications and theory. Likewise, [33] 
declares that security is among the key aspects in the field of 
computing. 

Twenty-two years after the latter study, an interesting 
piece of research carried out in the US about teaching 
Computer Science in High School has suggested a new 
curriculum for teaching programming to teenagers [34]. 
Unfortunately, no security or privacy aspects have been 
considered so far.   

In United States the national Centres of Academic 
Excellence in Cyber Defense Education (CAE-CDE) works 
with NSA to improve criteria to elevate the quality of cyber 
security education [35]. It presents three case studies of 
different institutions with different CAE statuses highlighting 
the importance of the CAE designation in enhancing 
cybersecurity education at these institutions. Unfortunately, 
all these studies and initiatives are about specialized cyber 
security undergraduate courses designed to prepare cyber 
security specialists. 

In New Zealand, there have been discussions about 
Computer Science on the High School curriculum, albeit, 
without taking cybersecurity and privacy into account [35]. 

In the UK, researchers have been concerned with teaching 
Computer Science to produce more and more programming 
from the secondary level onwards [36] [37] [38].  

“The challenge of introducing security in a 
sensible and useful manner can be addressed by 
considering the contextual perspectives”. [9]  

However, the basis of cybersecurity must be introduced in 
early education, according to the Joint Task Force on 
Cybersecurity Education [39]. While this report provides 
guidelines for delivering cybersecurity education, all 
managers of technological courses could benefit from reading 
it. 

The focus of our work is to suggest an index that 
demonstrates how cybersecurity is taught in Computer 
Science (G400) courses in the UK with the aim to emphasize  
its relevance and to foster improvement initiatives in the 
University curricula. 

III. METHOD AND DATA COLLECTION 

From the perspective that everything has a human element, 
the authors gathered information to understand what UK 
universities are thinking about cybersecurity and how 
students on relevant courses are being trained. For this, it was 
necessary to analyse the curricula of the offered courses. For 
that, it was decided to study the common basis of relevant 
course, disregarding cybersecurity specific courses. In 
particular, to understand the depth and breadth of cyber 
security related topics and their application, authors found  
Computer Science courses quite appropriate.  

The authors considered the discipline components of 100 
G400 Computer Science or similar courses [6], from the top 
100 UK universities offering such courses as selected by the 

ranks in “Webometrics Ranking of World Universities” - an 
initiative of the Cybermetrics Lab- a research group 
belonging to the Consejo Superior de Investigaciones 
Científicas (CSIC) being one of the largest public research 
body in Spain [41]. This ranking includes 280 UK 
universities. This study considers that the first 100 UK 
universities representing a sizable sample of the UK  
universities that offer some cybersecurity related content on 
their Computer Science or related courses  

The title of the module or discipline and the content of the 
discipline as seen on Fig.1, Fig.2 and Fig3., when available 
online, were manually read line by line to identify 
cybersecurity content keywords such as security, privacy, 
cybersecurity, risk management, forensics, cryptography, 
safe software, safe programming, cybercrime, data 
protection, credential management and others security terms 
or expressions, or other contextualized elements that refer to 
cybersecurity enforcement. 

 
Fig. 1 One of the best module descriptions founded. 

 

 
Fig. 2 Security content in the module description. 

 



 

 
Fig. 3 Security content in the module title. 

If a word or expression linked to security was found during 
the reading of a discipline’s menu, it was scored as 
summarized in Table 1.  

Annotations were made by the authors to identify at which 
point in time the security element was addressed, as well as 
whether the subject discipline was mandatory or optional. 

The proposed Index of Relevance in Cyber Security 
(IRCS) privileges the mandatory content and the content 
given at the beginning of the course. The higher the 
mandatory content and the higher the content in the first year 
of the course, the higher  the IRCS index as given by: 

 

𝐈𝐑𝐂𝐒 = 𝑀𝐶 ∗ 1 + 𝑂𝐶 ∗ 0.2

+ 𝐹𝑌𝐶 ∗ 1

+ 𝑆𝑌𝐶 ∗ 0.3 + 𝐿𝑌𝐶 ∗ 0.15 

 
Where,  
MC = Mandatory content; 
OC = Optional content; 
FYC=First year content; 
SYC=Second year content; 
LYC=Latest year content. 
 
 

Table 1-Collected data extracted by reading course descriptions provided by 
each institution on their website and classified by IRCS. 

IRCS University OC MC 

Year 

FYC SYC LYC 

9,2 Robert Gordon University 0 8 0 0 8 

5,1 University of Winchester 1 3 1 3 0 

4,6 University of Liverpool 0 4 0 0 4 

3,65 Lincoln University 1 2 1 1 1 

3,45 Bangor University 0 3 0 0 3 

3,45 University of Portsmouth 0 3 0 0 3 

3,3 De Montfort University 0 2 1 1 0 

3,3 University of Bedfordshire 0 2 1 1 0 

3,15 University of Bradford 0 2 1 0 1 

2,65 University of Kent 1 2 0 0 3 

2,6 University of Derby 0 2 0 2 0 

2,45 University of Reading 0 2 0 1 1 

2,45 Edge Hill University 0 2 0 1 1 

2,3 University of Oxford  0 2 0 0 2 

2,05 University of Plymouth  5 0 0 2 3 

2 
University of Central 
Lancashire 0 1 1 0 0 

2 Bournemouth University 0 1 1 0 0 

2 
London Metropolitan 
University 0 1 1 0 0 

2 University of Abertay 0 1 1 0 0 

2 University of Sunderland 0 1 1 0 0 

1,9 Bristol University 3 0 1 0 2 

1,9 Staffordshire University 3 0 1 0 2 

1,65 University of Birmingham 1 1 0 1 1 

1,65 University of Salford  1 1 0 1 1 

1,5 University of Leeds  1 1 0 0 2 

1,5 University of Ulster  1 1 0 0 2 

1,5 University of Hertfordshire 1 1 0 0 2 

1,4 University of Stirling 4 0 0 0 4 

1,3 University of Cambridge 0 1 0 1 0 

1,3 University of Exeter  0 1 0 1 0 

1,3 Oxford Brookes University 0 1 0 1 0 

1,3 University of Huddersfield  0 1 0 1 0 

1,3 

University of South Wales 
(Glamorgan & Wales 
Newport) 0 1 0 1 0 

1,3 Teesside University 0 1 0 1 0 

1,3 

Birmingham City University 
(University of Central 
England) 0 1 0 1 0 

1,2 Keele University 1 0 1 0 0 

1,15 King's College London 0 1 0 0 1 

1,15 Lancaster University 0 1 0 0 1 

1,15 Aston University 0 1 0 0 1 

1,15 
Goldsmiths University of 
London 0 1 0 0 1 

1,15 University of East London 0 1 0 0 1 

1,15 
London South Bank 
University 0 1 0 0 1 

1,15 

Cardiff Metropolitan 
University (University of 
Wales Institute Cardiff) 0 1 0 0 1 

1,05 Loughborough University 3 0 0 0 3 

1,05 Brunel University 3 0 0 0 3 

1,05 City University London 3 0 0 0 3 

0,7 Imperial College London 2 0 0 0 2 

0,7 University of Southampton 2 0 0 0 2 

0,7 
Newcastle University 
Newcastle upon Tyne 2 0 0 0 2 

0,7 University of Sheffield  2 0 0 0 2 

0,7 Cardiff University 2 0 0 0 2 

0,5 Kingston University London  1 0 0 1 0 

0,35 University of Manchester 1 0 0 0 1 

0,35 University of Warwick  1 0 0 0 1 



 

0,35 University of Nottingham 1 0 0 0 1 

0,35 
Queen Mary University of 
London 1 0 0 0 1 

0,35 University of Leicester  1 0 0 0 1 

0,35 University of Saint Andrews  1 0 0 0 1 

0,35 University of Surrey 1 0 0 0 1 

0,35 Queen's University Belfast  1 0 0 0 1 

0,35 
The University of the West 
of England 1 0 0 0 1 

0,35 
Manchester Metropolitan 
University 1 0 0 0 1 

0,35 University of Chester 1 0 0 0 1 

0 University College London  0 0 0 0 0 

0 University of Edinburgh 0 0 0 0 0 

0 University of Glasgow 0 0 0 0 0 

0 Durham University 0 0 0 0 0 

0 University of York  0 0 0 0 0 

0 University of Aberdeen 0 0 0 0 0 

0 University of East Anglia 0 0 0 0 0 

0 University of Sussex 0 0 0 0 0 

0 University of Bath 0 0 0 0 0 

0 University of Strathclyde  0 0 0 0 0 

0 Heriot-Watt University 0 0 0 0 0 

0 University of Essex 0 0 0 0 0 

0 Swansea University 0 0 0 0 0 

0 
Royal Holloway University 
of London  0 0 0 0 0 

0 
Aberystwyth University / 
Prifysgol Aberystwyth  0 0 0 0 0 

0 Cranfield University 0 0 0 0 0 

0 
Birkbeck University of 
London 0 0 0 0 0 

0 University of Hull  0 0 0 0 0 

0 Northumbria University 0 0 0 0 0 

0 University of Brighton 0 0 0 0 0 

0 Sheffield Hallam University 0 0 0 0 0 

0 
Liverpool John Moores 
University 0 0 0 0 0 

0 Nottingham Trent University 0 0 0 0 0 

0 University of Greenwich  0 0 0 0 0 

0 Middlesex University 0 0 0 0 0 

0 Coventry University 0 0 0 0 0 

0 University of Westminster 0 0 0 0 0 

0 
University of 
Wolverhampton 0 0 0 0 0 

0 
Glasgow Caledonian 
University 0 0 0 0 0 

0 Anglia Ruskin University 0 0 0 0 0 

0 Napier University Edinburgh 0 0 0 0 0 

0 

Leeds Beckett University 
(Leeds Metropolitan 
University)  0 0 0 0 0 

0 
Canterbury Christ Church 
University 0 0 0 0 0 

0 University of Bolton  0 0 0 0 0 

0 University of Gloucestershire  0 0 0 0 0 

0 University of Northampton 0 0 0 0 0 

0 University of Worcester  0 0 0 0 0 

IV. DISCUSSION 

For simplicity, one may cluster (or group) the courses 
given in Table 1 on a 5-Stars scale as follows:  

 
1 Star = IRCS <1 
2 Stars = IRCS between 1 to 1,99 
3 Stars = IRCS between 2 to 2,99 
4 Stars = IRCS between 3 to 3,99 
5 Stars=  IRCS >= 4 
 
54% of courses – 1 Star 
26% of courses – 2 Stars 
11% of courses – 3 Stars 
6% of courses – 4 Stars 
3% of courses – 5 Stars 
 
In this work, we attempted to examine how well UK 

students on computer Science courses are exposed to 
mandatory cybersecurity content at the beginning of the 
course. 

The apparent  absence of anything about security and 
privacy in the curricula says a lot about the relevance of this 
theme on the courses in question. If cybersecurity content is 
not written into the discipline’s syllabus, it is likely that it 
won’t be taught formally and the consequences of this are 
potentially disastrous as emphasized in the literature review. 

The heuristic analysis indicates that more than one-third of 
G400 courses in the UK leave cybersecurity as their 
mandatory curricula leaving cybersecurity as an optional 
discipline. 

The first stage in the process of acquiring knowledge is to 
“remember” [44]. To remember something, one needs to be 
exposed to something new at an early stage with reinforced 
exposure carefully planned for the set duration.  

Reflecting on [10], people are at the centre of any 
technological design and as mentioned by the author of [42], 
the education of cybersecurity content seems to be failing to 
attend the societal needs. 

V. CONCLUSION AND FUTURE WORK 

Based on our novel IRCS index for the sourced dataset, we 
concur to [46] [5] [44] in the sense that the best manner to 
make cyberspace safer is to teach cybersecurity to Computer 
Science students from the first year of the University as a 
mandatory content.  

It is very desirable and important  to have an evolved and 
more objective IRCS index to effectively measure the 
cybersecurity content in the Computer Science curricula. As 
a future work, we would like to derive robust IRCS by 
enhancing Table 1 with other scores such as professional 
certification or accreditation liked to the course. In addition, 



 
we would like to automate the scoring with exhaustive 
keywords that can fully encompass the course and module 
webpages.  
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