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Abstract:ThedataproducedbysensorsofIoTdevicesarebecomingkeystonesfororganizationsto

conductcriticaldecision-makingprocesses.However,deliveringinformationtotheseprocessesin

real-timerepresentstwochallengesfortheorganizations:thefirstoneisachievingaconstantdataflow

fromIoTtothecloudandthesecondoneisenablingdecision-makingprocessestoretrievedatafrom

dataflowsinreal-time.Thispaperpresentsacloud-basedWebofThingsmethodforcreatingdigital

twinsofIoTdevices(namedsentinels).Thenoveltyoftheproposedapproachisthatsentinelscreate

anabstractwindowfordecision-makingprocessesto:(a)finddata(e.g.,properties,events,anddata

fromsensorsofIoTdevices)or(b)invokefunctions(e.g.,actionsandtasks)fromphysicaldevices(PD),

aswellasfromvirtualdevices(VD).Inthisapproach,theapplicationsandservicesofdecision-making

processesdealwithsentinelsinsteadofmanagingcomplexdetailsassociatedwiththePDs,VDs,

andcloudcomputinginfrastructures.Aprototypebasedontheproposedmethodwasimplemented

toconductacasestudybasedonablockchainsystemforverifyingcontractviolationinsensorsused

inproducttransportationlogistics.Theevaluationshowedtheeffectivenessofsentinelsenabling

organizationstoattaindatafromIoTsensorsandthedataflowsusedbydecision-makingprocesses

toconvertthesedataintousefulinformation.

Keywords:digitaltwins;IoTdata;microservices;cloudcomputing;WebofThings;virtualcontainers

1.Introduction

IoTdevicesarebecomingakeyelementindecision-makingprocesses[1–3].These

devicesarequitecommoninmultipleinfrastructures,suchasIndustry4.0[4],healthcare

domain[5],andsupplychains[6],tonameafew.Thedataproducedbythesedevices

followalifecyclefromthesensorstotheedge[7],tothefog[4],andtothecloud[8].Inthis

lifecycle,dataareacquired(mainlyattheedge[9]),preparedandanalyzed(typicallyatthe

fogorthecloud[10]),andfinallyconvertedintoinformationforhumanconsumptiontouse

itindecision-makingprocesses(mainlyatthecloud[8]throughend-userdevices).Inthese

typesofinfrastructures(anycombinationofedge,fog,orcloud),thevirtualcontainers(VC)

arekeytodeployservicesoneachinfrastructure[11–13].Theseservicesprovidedataflows

fromtheIoTtothecloudthatproducedifferenttypesofdataandinformation,which

provestobekeyfororganizationstoconductcriticaldecision-makingprocesses[14–16].

However,extractingdataandinformationfromthesedataflowstodeliveritto

decision-makingprocessesinreal-timerepresentsahugechallengeintwodirections:

thefirstoneisverifyingtheaccomplishmentofaconstantdataflowfromIoTtothecloud;
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andthesecondoneisenablingdecision-makingprocessestoretrieve,inreal-time,data

andinformationfromdifferentpointsofdataflows.Thesedataacquisitiontasksthrough

dataflowsarenotstraightforwardbecauseoftheheterogeneityofthecomponentspar-

ticipatinginadataflow(applications,typesofsensors,dataformats,infrastructures[17],

tonameafew).Itisdesirableamannernotjusttoacquiredataandinformationfrom

dataflows,butalsotoinvokeactionsandtasksonthedataflowcomponents.Thatcould

facilitatetasksondecision-makinganalysis.

WeproposetocreatedigitaltwinsoftheIoTdataacquirers(hardware,physicalma-

chine,orvirtualcontainer,application,ormicroservice)byusingWebofThingscards(WoT)

(www.w3.org/WoTaccessedon5August2021)fordecision-makingprocesstoretrieve,

inrealtime,dataandinformationorinvokeactionsortasks.Adigitaltwinisanabstract

representationcommonlyusedinIndustry4.0forIoTdevicemonitoring[18];thatis,a

virtualreplicaofobjectsorprocessesthatsimulatethebehavioroftheirrealcounterparts.

WoTisaninitiativeforrepresentingandmanagingdefinitionsofIoTartifacts(devices,

components,applications,etc.),whichsuggestsusingasetofwell-acceptedprotocolsfrom

theSemanticWebforanyIoTartifactfromthephysicalworldtobeavailableintotheWorld

WideWebbycreatinganetofWoTdefinitions[19].

Inthispaper,wepresentthedesign,implementation,andevaluationofacloud-based

WoTmethodforcreating digitalsentineltwins(DST)ofIoTdevices. ADSTcreatesan

abstractwindowfordecision-makingprocessestoattaininformationanddata,suchas

properties,events,anddataproducedbysensors,andtoinvokeactionsortasksfrom

IoTdevices.AnIoTdeviceisaphysicaldevice(PD)withsensorsandtasksthatcanbe

accesseddirectlyorthroughavirtualdevice(VD).AVDisanapplicationormicroservice

encapsulatedintoavirtualcontainerforacquiring,extracting,processing,monitoring,and

analyzingdatafromPDs.Figure1showsanexampleoftheprocessusedbyaDSTtocreate

awindowfordecision-makingprocessesconsumption(byeitherahuman,application,

orVD).Asitcanbeseen,inthisapproach,theapplicationsorservicesusedindecision-

makingprocessesdealwithDSTsinsteadofmanagingthecomplexdetailsassociatedwith

thePDs,VDs
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Figure1.ConceptualviewofaDST.

Weimplementedaprototypebasedonthismethodtoperformcasestudiessupported

byGPS,temperature,andspeedsensors.Additionally,usingablockchainsystem,the

complianceofcontractstowhichthesesensorsaresubjectinthetransportationlogistics

ofproductsiscontinuouslyverified.Theevaluationrevealedtheeffectivenessofthe

DSTsfororganizationstoattaindataandinformationaboutbothIoTdevicesandthe

wholeprocessesconvertingIoTdataintousefulinformationrequiredindecision-making

processes.

www.w3.org/WoT
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Thecontributionsofthisworkare:

• Thedesign,implementation,andevaluationofacloud-based WoTmethodforcreating

digitalsentineltwinsofIoTdevices.

• Thedefinitionofthedigitalsentineltwinconceptasameanforaccessingdataand

information,andforinvokingtasksfromIoTdevices.

Therestofthepaperisorganizedasfollows:Section2describesthestateoftheart

ofworksrelatedtothetopicsoftheproposedmethod;Section3describesthedesignand

constructionofamethodtocreateDSTsforinteractingwithIoTdevices;Section4describes

theimplementationofaprototypeforthecreationofDSTs;Section5presentstheresults

oftheprototypeintwophasesofexperiments;Thediscussionoftheobtainedresultsis

describedinSection6.Finally,Section7ispresentedwithconclusionsandfuturework.

2.Related Work

Intheliterature,therearesomeworksaboutdigitaltwinsthatarerelevanttoour

approach,andthesearenextdescribed.

Inthecontextofdigitaltwins,therearedifferentworksfocusedonitsuseforsimula-

tion,monitoring,riskprevention,etc.,forIoTdevices.Someare[20–22].In[20],Assadet

al.proposedaweb-baseddigitaltwin(WDT)architecture,withthepurposeofimproving

thesustainabilityofindustrialcyber-physicalsystems.In[21]Bevilacquaetal.proposeda

digitaltwinreferencemodelforriskpredictionandprevention.Thedifferencebetween

ourworkandthesetwoproposalsisthatweestablishtheuseofvirtualcontainersina

middlelayertoaccess,acquire,extract,transform,etc.,theinformationoftheIoTdevices;

inthisway,throughaDST,weareabletorepresentboththephysical(theIoTartifact)

andvirtual(softwareapplicationsaccessingtheIoTartifact)device.In[22]Gaoetal.

proposeda methodofsimulationand modelinginrealtimefortheproductionlineof

digitaltwins.Theeffectivenessoftheproposedmethodisverifiedbytakinganassembly

lineasanexample.

Inthecontextofdigitaltwinsusingvirtualcontainersfortheacquisitionofinforma-

tionfromIoTdevices,theproposals[23–25]areinteresting.In[23]Alaasametal.proposed

astudyonlivestatefulstreamprocessing migrationofdigitaltwins.Theauthorsem-

phasizedtheimportanceoftwofactorsthatinfluencetheconstructionofstatefulstream

processinginsystemsascomplexasdigitaltwin:Statefulvirtualizationinfrastructureand

thestatefuldata.In[24],Tingyuetal.proposeda methodologyofcontainervirtualiza-

tionbasedonsimulationasaservice(CVSimaaS),theauthorsusevirtualcontainersto

implementadigitaltwinssystem,obtainingalowerconsumptionofresourceswithhigh

efficiency.Likeourproposal,thesetwoworksincludetheconceptofvirtualcontainers

togetherwithdigitaltwinsforIoTdevices. However,thesetwoproposalsdonotadd

astandardizedrepresentationtothedigitaltwin. Moreover,inourproposal,wefollow

the WoTguidelinesforthecreationoftheDSTasuniversalaccessibleentities.In[25]

Borodulinetal.proposedamodelforsimulationandpredictionofindustrialprocesses

usingdigitaltwinsindigitaltwin-as-a-service(DTaaS),whichisawaytoimplementan

orchestrationofasetofindependentservicesandprovidescalabilityforsimulation.

Inthecontextofvirtualcontainermodeling,twoproposalsstandout[26,27].In[26],

Paraisoetal.presentedanapproachtomodel-drivenmanagementofDockercontainers,

whichenablesverificationofthevirtualcontainersystemarchitectureatdesigntime.In[27],

Piraghajetal.proposedasimulationarchitecturecalledContainerCloudSim,whichwasused

toevaluateresourcemanagementtechniquesinvirtualcontainersfromcloudenvironments.

Unliketheseproposals,whosefocusisonlyonvirtualcontainersmodeling,ourproposal

additionallymodelstheenvironmentoftheIoTdevices,adding WoTrecommendations

forrepresentingthem, whichproducesaDST flexibleforconsumptionofthevirtual

containersandIoTdevicesdata.In[28], Medeletal.proposedaperformancemodelfor

Kubernetes-baseddeploymentusingDockercontainers.Suchamodelcanbeusedasa

basistosupportresourcemanagementandapplicationdesign.
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Inthecontextoftheuseofvirtualcontainersforthemonitoring,simulation,and

orchestrationofIoTdevices,therearetwoproposals[29,30].In[29],Alametal.proposed

amodularandscalablearchitectureforIoTbasedonlightweightvirtualization.Thus,the

modularityprovided,combinedwiththeorchestrationprovidedbyDocker,simplifies

managementandenablesdistributeddeployments,creatingahighlydynamicsystem.

In[30],Muralidharanetal.proposedadistributedmonitoringsystembasedonvirtual

containersforIoTapplicationsforthemanagementofasmartcityenvironment.They

achievedlowlatency,reliableandsecurecommunicationbetweenlarge-scaledeployment

ofIoTdevices,withafocusonhorizontalinteroperabilitybetweenvariousIoTapplications.

Bothworksdonotusethedigitaltwinconcept,unlikeourwork(DST),whichallowsusto

createareflectionwiththepropertiesandcharacteristicsoftheIoTdevice.

Muralidharanetal.,in[31],proposedasemanticdigitaltwinmodelforinteracting

withIoTdevices.TheauthorsusedvirtualcontainerstomimicIoTdevices.Thisisthe

mostsimilarapproachtoourproposal.However,theyonlyfocusonmodelingthephysical

devices(PD)andnotvirtualdevices(VD).Instead,throughtheDST,wecanrepresent

boththephysicalandvirtualdevices.

3.OntheBuildingofDigitalSentinelTwinsforIoTDevices

Adigitalsentineltwin(DST)isasoftwareobjectproducedfromadatastructure

namedWoTcard,whichiscreatedfromdataofphysicaldevices(PD)orvirtualdevices(VD)

interactingwithsurroundingelementsforaccomplishingsometaskinvolvingsensors.

TheconceptualizationofaDSTisillustratedinFigure2,whichiscomposedofthe

DST
Digital Sentinel Twin

DfE
Dataflow Entity

PD
Physical Devices

VD
Virtual Devices

IoT
Internet of Things

VC
Virtual Container

VCS
Virtual Container System

S
Sensor

CApp
Containerized App

WoT card
Web of Things

card

conceptsnextdescribed.

Figure2.ConceptualizationofaDST.

APDrepresentsanIoTdeviceinteractingwithsensors.AVDrepresentsthesoftware

componentsrequiredforcreatingadataflowfromanIoTdevicetoadecision-making

process.ThismeansthataVDcomprisescomponentssuchasVirtualContainers(vc)

oraVirtualContainerSystem(VCS). Avcisamechanismforlogicalencapsulationof

softwareapplicationsthatcreatesenvironmentindependentapplicationsrequiredtocreate

adataflow.AVCSrepresentsasetofvcibuiltasasinglesolution(service)toperforma

taskintothedataflow.Acontainerizedapplication(CApp)isinchargeofinteractingwith

IoTdevices,anditisencapsulatedintoeithervcorVCS.

Thus,aDSTisaversatileobjectforinteractinginaneasymannerwiththecomplex

anddetailedstructureofPDorVD.ThisisduetotheflexibilityoftheWoTcard,which

fulfillstherecommendationsoftheW3C(www.w3.orgaccessedon5August2021).This

informationcomesfromadataflowentity(DfE),whichcapturesinformationofeachinternal

component(anyofCApp∈vc,vci∈VCS,orPD),aswellasrelationshipsofthese
componentswiththePD.TheDfEisbasicallyadatastructureincludinginformation

aboutthestructure,behavior,andfunctionofVDorPD.Thestructure,behavior,and

functionareusedtomodelthedataflowfromtheIoTdevicetothedecision-making

processes(asitcapturesthesefeaturesofallentitiesparticipatinginsuchadataflow).The

contextofgenerationandusageofaDSTisillustratedinFigure3.

www.w3.org
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Figure3.ContextofaDST.

Weconsideredanadditionallayerforstandardizingtherepresentationofa DfE

byusing WoTguidelines;thisproducesaWoTcard.Thatmeans,aWoTcardrepresents

theinformationofDfEthroughstandardizedconceptsaboutvirtualcontainers.These

conceptscomefromanontologybasedontheISOnormISO/IECJTC1/SC38(www.

iso.org/committee/601355.htmlaccessedon5August2021).Byfollowingthese WoT

standards,aWoTcardcanrepresent,inawell-definedmanneranduniqueidentity,aVD

orPD,withoutanyfurtheradaptiononDfE.

Weproposeathree-phasemethodtocreateaDSTforadataflowfromIoTdevicesto

decision-makingprocesses.Figure3alsoshowstheconceptualviewofthestagesofthe

methodology:modeling(phase1),wherethedataoftheVDisacquiredanditselements

modeled;then,inthestandardization(phase2),theseelementsaredepictedintoWoTcards,

whicharereadytobeusedintheconsumption(phase3).Next,eachstageisdescribedmore

indetail.

3.1.Phase1:OntheUsageofFunctionalModelingforBuildingDfE

AVDorPDcanbemodeledasaprocesstoachieveagoal.Thefunctionalmodeling[32,33]

isquitesuitableforcreatingarepresentationofitsstructure,behavior,andfunction.This

modelinghasbeenused,overthepastyears,forsuccessfullyrepresentingprocessesin

multiplescenarios[34–36].

Intheproposedmethod,allthedataflowparticipantsaremodeledasobjectscom-

posedoflow-levelparts;theobjecthasanobjective,anditscomponentscontributeto

achieve,together,suchanobjectivebyperformingtasks,suchasacquiring,manufacturing,

preparing,oranalyzingdataproducedbyIoTsensors.Thefunctionalmodelingisquite

suitablefortheIoTcontextwhereitisimportantnotonlytomodeltheIoTdevicesbut

alsothedataflowparticipantstodescribetheproperties,events,andactionsperformed

fromtheIoTdevicestothedecision-makingprocesses(eitheratthefogorcloud).This

approachalsoallowedustomodelalltheparticipantsintheproductionofthesedataflows

(anyofvci,VCS,orCApps),which,infact,arehavingabehaviorofchainedprocesses.

www.iso.org/committee/601355.html
www.iso.org/committee/601355.html
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This modeliscapturedintoDfE,whichdescribesthebehavior(propertiesandevents),

function(tasks),andstructure(interconnections)ofallparticipantsinthedataflow.

Asapreparationstepofthis method,weassumetheexistenceofavci(seeVDin

Figure3)executingatransformationofdata(task);independentlyofthenumberofinternal

vciinadataflow,thesearemodeledasoneDST.Letusconsiderthesimplercase,where

onevciisdecomposedintoitsfunction,structure,andbehavior,andstoredinaDfE.This

decompositionisrepresentedby meansofWoTcards, makingtheDfEasaDSTready

forconsumption.ForthecaseofaVCS,occursthesameprocessbyeachindividualvci,

integratingindividualfunctionsastheoverallfunctionoftheDST.

Theobjectiveofthisphaseistoobtainthethreemainmodelingelementsofavc:

• structure,wherethecomponentsofthevcanditsrelationshipsarespecified;

• behavior,wherethevaluesoftheattributesofcomponentsarespecified,accordingto

thefunctionofthevc;

• function,wherethemaingoalofthevcandthetasksrequiredtoachieveitarespecified.

Thisphasestartsbyreceivingtheconfigurationfileofavc,inYMLorYAMLformat.

Fromthisfileallthedatarequiredtorepresentthevcareacquired.

Next,themainelementsaredescribedfollowingadecompositionapproach.

3.1.1.Function

Thefunctionisthegoaldescriptionofthevc.IftheinputfileisofaVCS,thefunction

ismodeledasacompositionoffunctionsoftheinternalvci.Thefunctionmakesreference

tothetaskexecuted(transformation)onthedataflow.Therearesixbasefunctionforavc:

• source,thecapabilitytoactasaninfinitereservoirofdata;

• transport,thecapabilitytotransferdatafromonepointtoanother,includingfromone

mediumtoanother;

• barrier,thecapabilitytopreventthetransferdatafromonepointtoanother,including

fromonemediumtoanother;

• storage,thecapabilitytoaccumulatedata;

• balance,thecapabilitytoprovideabalancebetweenthetotalratesofincomingand

outgoingdataflows;

• sink,thecapabilitytoactasaninfinitedrainofdata.

Specializedfunctionscanbederivedfromthesebasefunctions,suchasproduce-data,

acquire-data,integrate-data,consume,tomentionafew.Allthefunctionsmaybeconnected

toeachotherintoflowpathsorflowstructuresformingsoftwarestructures.

Thus,eachvcihasatleastoneapplication(Appj)performingsometransformation(trk);

definedasfollows.

VC={vc1,vc2,...,vci} (1)

App={App1,App2,...,Appj} (2)

Tr={tr1,tr2,...,trk} (3)

∀vci∈VC:vci⊃Appj (4)

∀Appj∈App:Appj⊃trk (5)

Thetrkisthekeyelementforrepresentingthefunctionofavci.

Acontainerizedapplication(CApp)representsoneorasetofapplicationsAppl,l<j,

encapsulatedintoavci.

CApp={App1,App2,...,Appl} (6)

3.1.2.Structure

Theinternalstructureofavciscommonlyorganizedassoftwarestructures(e.g.,

patterns,pipelines,parallelschema,dataflow,etc.).Themodelofthevcmustreflectthis

kindoforganization.Thus,thestructureofthevcisdefinedasalogicaldirectedacyclic
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graphDAG,wherenodes(N)representthecomponents(compi)thatcomposethevc,while

theinterconnectionsbetweennodes(compq→ compr)areestablishedbyedges(E),which

aredefinedasfollows.

N={comp1,comp2,comp3,compi} (7)

E={comp1→ comp2,comp2→ comp3,compi−1→ compi} (8)

DAG={N,E} (9)

TheDAGisthekeyelementforrepresentingthestructureofavci.

3.1.3.Behavior

Thebehaviorofthevcisestablishedbyassigningvaluestoitsproperties,thatis,by

associatingthefunctionofthevcwiththeinfrastructure(H)definedintheconfiguration

file.ThevciaredeployedonH∈I,beingIthewholeinfrastructure(e.g.,acloud).The

consumptionofasetofresources(R)ofthespecifiedinfrastructure(processor—CPU,

memory—MEM,filesystem—FS,andnetwork—NET)isdenotedasR∈Hpereachvci,

whichareobservedbyasetofmetrics(M).

R={CPU,MEM,FS,NET} (10)

M ={total–usage,per–core–usage,...,mn−1,mn} (11)

H,R,andM followahierarchyofelementsdefinedas:

∀h∈H:h={r,r⊆R} (12)

∀r∈R:r⊃value,value∈R,m(value) (13)

Equation(12)specifiesthateachphysicalcomputerh(whereavciruns)hasasubset

ofphysicalresourcesr.Likewise,Equation(13)specifiesthateachphysicalresourcer

hasavaluedenotingtheperformanceofrforvci,andametricmobservesthatvaluefor

performanceanalysis.

Eachresourcerproducesseveralvaluesinthecontinuousnumericalspace.Thus,

ahugesetofvaluesisgeneratedperresourcer. Thesevaluesareusedforcomput-

ingutilizationfactors(UF), whichinformaboutthestatusperformanceofaresource

r. Althoughtheresourcesproducealotofvaluesanddata, weareinterestedinsuch

valuesofUFthatcouldinitiatearisksituation.Then,accordingtotheISO31000stan-

dard(www.iso.org/iso-31000-risk-management.html)accessedon5August2021forrisk

management[37],thevaluesofUFarediscretizedinscales:low∈[0,0.33),medium ∈
[0.33,0.66)andhigh∈[0.66,1].Thesethresholdsindicatethelevelofperformance(_lvl)of

eachresourceri,asindicatesEquation(14).

UF={CPU_lvl,MEM_lvl,FS_lvl,NET_lvl} (14)

TheUFofCPUinaninstantoftimetisdefinedby(15).

UCPU=1−
TCPU−CCPU

TCPU
(15)

where,TCPUisthetotalprocessingcapacityofthephysicalcomputer,givenbythesumof

thecapacityofeachofthecoresandCCPUistheCPUusageatthecurrenttime.

TheUFofthefilesysteminaninstantoftimetiscalculatedby(16).

UFS=1−
f

∑
i=1

TFSi
−CFSi

TFSi

(16)

www.iso.org/iso-31000-risk-management.html
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where, fisthenumberofpartitionsavailableonthephysicalcomputer,TFSi
isthetotal

capacityofthecurrentpartitiononthephysicalcomputer,andCFSi
istheconsumption

ofthecurrentpartitionatagiven moment. Asshown,the multiplestoragepartitions

associatedtoastudiedobjectareconsideredinEquation(16).

TheUFofmemoryiscalculatedby(17).

UMEM =1−
TMEM −CMEM

TMEM
(17)

where, TMEM isthetotal memoryonthephysicalcomputer,andCMEM isthe memory

consumptionattimet.

TheUFofnetworkiscalculatedby(18).

UNET =1−
TNET−(TXNET+RXNET)

TNET
(18)

where,TNET isthetotalcapacityofthenetworkinbytes,TXNET isthenumberofbytes

transmitted,andRXNET isthenumberofbytesreceived.

ThesetUFisthekeyelementforrepresentingthebehavior.

Asaresultofthisstage,aDfEisobtained,conformedbythethreeelementsbefore

described(structure,behavior,andfunction).Thesecondstageofthemethodoperateson

thisdatastructure.

DfE={DAG,UF,Tr} (19)

3.2.Phase2:StandardizedAccesstoDSTby Meansof WoT

Atthispoint,aDfEprovidesarepresentationofthenecessarydataofthevc.However,

werequireahelpfulrepresentationtointeractwiththe vc;suchaninteraction maybe

machinetomachineorhumantomachine.Forachievingthisflexibility,thisrepresentation

isbasedonthe WebofThings(WoT)principles[38].Thisstandardizedrepresentation

ofavcisnamedWoTcard.InadditiontotheinformationcapturedbyDfE,metadataof

thevcarealsoaddedtotheWoTcard.Thesemetadataare:IPaddresses,volumes,ports,

namespaces,etc.AWoTcard isdefinedasshowsEquation(20).

WoTcard ={DfE,metadata} (20)

InthecaseofaVCS,suchelementsaredefinedrecursivelytocapturedataabout

structuresandtransformationsusedandperformedbythewholeVCSanditscompo-

nents,respectively.

Accordingtothe WoTrecommendations,thegenerationofthe WoTcards mustbe

basedonontologies.Inthissense,wedefinedandcreatedanontology(namedVCDocker

FUOntology(availableatgithub.com/adaptivez/VirtualContainerOntologyaccessedon5

August2021)),whichcanbeadaptedtothecontextofany WoTcardinseveralscenarios.

TheVCDockerFUOntologyisusedasareferenceinthewholegenerationof WoTcards

duringtherepresentationofvc.Thisontologycomesfromtwomoreontologies,itextends

fromtheVCDockerOntology(github.com/langens-jonathan/docker-vocab/blob/master/

docker.md#configaccessedon5August2021),whichextendsfromtheVCISOOntology.

ThelatterontologywascreatedfromscratchaccordingtothenormISO/IECJTC1/SC

38(www.iso.org/committee/601355.htmlaccessedon5August2021),itdefinesallthe

conceptsandconstraintsofthenorminanabstractmanner.TheVCDockerOntology,in

itsoriginalversion,alreadydefinesconceptsandconstraintsofvirtualcontainersintothe

Dockerenvironment,itwasadaptedinlinewiththeVCISOOntology;someadditional

conceptsandrestrictionswereincludedtofulfillwiththeISOnorm.TheVCDockerFU

Ontologyaddsconceptsaboutthebehaviorrelatedtoinfrastructureresources—CPU, MEM,

FS,andNET—(suchaslevelsofutilizationandpropertiesofsuchvalues),andfunctionof

virtualcontainers(suchasbasefunctionsandtasks).

github.com/adaptivez/VirtualContainerOntology
github.com/langens-jonathan/docker-vocab/blob/master/docker.md#config
github.com/langens-jonathan/docker-vocab/blob/master/docker.md#config
www.iso.org/committee/601355.html
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TechnicallyaWoTcardisbasedonanabstractclassnamedThing,whichisthebase

objectformodelingintheWoTapproach.Itisbasedontherepresentationstructureof

ThingDescription(TD).ThingDescriptionisthebasemodelfordescribinganyIoTThing

intheW3CWebofThingsapproach,itdescribesthemetadataandinterfacesofThings

(www.w3.org/TR/wot-thing-descriptionaccessedon5August2021).Thus,aWoTcard

iscomposedofthreeelements:(i)metadata(ofThing),whichcontainsinteractions(how

Thingcanbeused);(ii)vocabulary,whichcontainsconceptdefinitionsusedintotheThing

Descriptionstructure,usefulforinteractions;and(iii)URIs,whichareusefultoidentify

resourcesintoThingDescription,theseareInternetlinksdenotingrelationshipsbetween

ThingandotherresourcesontheWoT.

TheWoTcardwasdesignedsothatanexternalusercaninteractwithitbyasking

about:properties,actions,andevents.PropertiescontaininformationabouttheThing,such

asbehavior(UF),structure(nodes,andedgesoftheDAG),andmetadataoftheVC.Actions

refertothefunctionsoftheThing,includingtasks(Trs)executedbyitscomponents.

Eventsrefertoalertsonbehaviorchanges,suchasdefinedbytheutilizationlevels(CPU_lvl,

MEM_lvl,FS_lvl,NET_lvl).

Then,aWoTcardisrepresentedasafilefollowingtheformatandstructureofJSON-

LD(JavaScriptObjectNotationforLinkedData,www.w3.org/TR/json-ld11accessedon5

August2021).Listing1illustratesaportionofanexampleofWoTcard.

Listing1.ThingDescription(TD)structurefollowingtheJSON-LDformat.

{
"@context": "https://www.w3.org/2019/wot/td/v1",
"id": "996ba6e...aec5f14",
"@type": "Thing",
"td:title": {"@value": "..." },
"td:description": {"@value": "..." },
"properties": {

"ctv:metadata": { data{} },
"ctv:structure": { data{} }

},
"actions": {"ctv:functions": {input{}, output{}} },
"events": {"ctv:behavior": {} }

}

3.3.Phase3:Consumption

AftertheWoTcardhasbeengeneratedanditsdatastored,itisreadyforconsumption

bymeansofaDST.FortheDSTtobeaccessibleandconsumed,itmustbecomean

intermediarybetweenthemodeledobject(vc)andtheconsumer.Thisispossiblebyusing

aRESTfulsystem,whichcanprocessrequestswiththemostcommonHTTPactions:GET,

POST,PUT,DELETE.Inthisway,anyartifactmakingRESTtyperequestscanconsume

theDST.Theconsumptioncanbeonproperties,actions,orevents,whicharedefined

asfollows.

ConsumProperty={WoTcard,property} (21)

ConsumEvent={WoTcard,event} (22)

ConsumAction={WoTcard,action[input]} (23)

EachelementoftheWoTcardisuniversallyidentifiedandacceptedbyotherphysical

orabstractentities(e.g.,othervc,VCS,applications,devices,human-requests,etc.)by

meansofaUniversalResourceIdentifier(URI)inauniqueanduniversalmanner.

FortheconsumptionofDSTproperties(21),itisnecessarytogivetheURIoftheDST

andthespecificpropertytoaccess.Additionally,intheeventconsumption(22),theURI

oftheDSTandtheeventtobeaccessedmustbegiven.Forinvokingactions(23),itis

necessarytogivetheURIoftheDST,theactiontobeperformedandtheinputrequired

www.w3.org/TR/wot-thing-description
www.w3.org/TR/json-ld11
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forthatactionasparameter.Inthethreetypesofconsumption,aJSONobjectisobtainedas

aresponseindicatingavalueifapropertyoreventwererequested,oravalueorresultant

flagifanactionwasinvoked.Next,anexampleofconsumptionoftheproperty“platform”

andthefunction“sum”aregiven.

Request(property):

https://www.example.com/wotmodel/containers/123456789/platform

Response:

{"platform"="Docker"}

Request(function):

https://www.example.com/wotmodel/containers/123456789/sum/2/3

Response:

{"result"="5"}

4.DSTPrototype

ThissectiondescribestheimplementationofaprototypeforbuildingDSTsbasedon

theproposedmethod.Thecomponentsofthisprototypeanditsinteractionsaredepicted

inFigure4.Thecomponentswereimplementedasmicroservices(encapsulatedintovirtual

containers),codedbyusingPython3.0,exceptfortheobservationcomponent,whichwas

implementedbyusingJavaScriptandPHPbecauseofthenatureofobservationtasks.Next,

VCS1
.json

vc1
.json

vc2
.json

vci
.json

Docker daemon

vc1

VCS1

vc2

vc3

vc4

get detail 
container
info

Representation

get
info

get 
infoMySQL

Database

store 
info

get 
realtime 
containers 
status

store 
info

Devices

App

Observation

Containers

Name State Util

vc1 running low

vc2 running low

User

Supervision
get 

resource 
usage 

per container

cAdvisor

communication to carry out
external consumption

CPUMEMNET FS

config
file

VCS1
.cfg

Consumption

Login

Listener

get utilization
values and levels 
from containers 

CPU
Memory
Network
File System

eachcomponentisdescribed.

Figure4.ComponentsofDSTprototype.

TheprototypewasdeployedontheDockerplatform,butDSTsmaybecreatedfrom

anotherplatform,suchasLXC(linuxcontainers.org/lxcaccessedon5August2021),Hyper-

V(docs.microsoft.com/en-us/virtualization/hyper-v-on-windowsaccessedon5August

2021),orrkt(https://www.openshift.com/learn/topics/rktaccessedon5August2021),

whereavccanberepresentedbyaYMLorYAMLfile.

linuxcontainers.org/lxc
docs.microsoft.com/en-us/virtualization/hyper-v-on-windows
https://www.openshift.com/learn/topics/rkt
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4.1.Representation

Inthisservice,theconfigurationfile(YML)oftheVDisparsedtobuildtheDfE,

capturingstructure,behavior,function,andmetadataoftheparticipantsinadataflowfrom

anIoTdevicetothedecision-makingprocess.AfterthecreationofDfE,the WoTcardsare

generatedanditscorrespondingURIsdefined.Inthisway,adecision-makingprocesscan

consumetheWoTcard information(properties,events,andactions).TheURIsmustfollow

adefinednamespace,asshowstheExpression(24):

http://www.example.com/wotmodel/containers/

container_id/{property,event,action} (24)

The WoTcardsalongwiththeDfEarestoredina MySQLdatabase.

4.2.Listener

Thisservicemonitorsthestate(behavior)ofagivenVD(anyofvc,VCS,orCApp).It

isinchargeofstoringandkeepingupdated,inreal-time,allthecapturedinformationby

requestingstatusinformationfromtheDockerdaemonandregistering,inthedatabase,

eacheventproducingachangeontheVD.Italsokeepsacommunication withthe

supervisionservicetoreflectanychangeonVDutilizationlevels,whicharealsostoredin

thedatabase.

4.3.Supervision

ThisservicesupervisestheVDandperformstheacquisitionofmetricsthroughan

externalagent,calledcAdvisor.ThisisanAPIthatprovidesinformationaboutthemetrics

ofthevcandthephysicalcomputersonwhichitruns. Whenacquiringthevaluesofthe

metrics,itcalculatesthebehaviorvaluesofVD(utilizationlevelsofresourcesusedbyVD).

ItalsorespondstorequestsfromtheListener,whichis monitoringtheVDandreturns

valuesofutilizationlevelsofresources(high,medium,low)aboutCPU, MEM,FS,orNET,

aswellasthetimestampwhenvalueswerecaptured.

4.4.Observation

ThisserviceoffersoptionsforobservingtheVD(structure,behavior,andfunction).

Itisawebapplicationwithintuitiveinterfacedesignedforhumanconsumption.Three

taskscanbeperformed:(1)DiscoveringofVDs,forsearchingthevcsoraspecificCAppby

usingitsproperties(name,description,type,creator,owner,etc.);(2) MonitoringVDs,to

knoweasilythebehavioroftheresourcesusedbyaVDbymeansofwarningcolorsigns

(redforcritical,yellowforintermediate,andgreenfornormal)anditsutilizationlevel

values;(3)Observingrisklevels,toknowtheriskoffailureoftheapplicationsbymeansof

agraphdenotingvirtualcontainersinnodesanditsrelationshipsinedges.

4.5.Consumption

Thisserviceactsasagateway,andisinchargeofattendingandprocessingrequests

fromexternalusers(humanusers,softwareapplications,virtualcontainers,etc.)tryingto

consumeorinteractwiththegivenVD.ThisisperformedbyusinganAPIRESTforGET,

POST,PUT,andDELETErequests.Threetypesofconsumptionareconsidered:properties,

events,andactionsdependingonthedesiredconsumption/invocation.Forpropertiesand

events,thisservicequeriestheWoTcard oftheVD,thengetsthecorrespondingdatafrom

thedatabasetosendittotherequester.Foractions,theservicequeriestheWoTcard ofthe

VD,thenestablishesaconnectiontothecorrespondingVD,whichexecutestheactionand

returnstheresulttotherequester.AllresponsesareintoaJSONfile.Thisisillustratedby

invokingtheclusteringtaskkmeanswiththeparameterskandadatasetnameddata.
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Preparation:

URI=https://www.example.com/wotmodel/containers/123456789/kmeans

input={"k"=2,"data":[{"col1":1,"col2":0,"col3":2},

{"col1":2,"col2":1,"col3":1},{"col1":0,"col2":0,"col3":2}]}

Request:

request.post(URI,input)

Response:

{"result":

{"cluster1":[{"col1":1,"col2":0,"col3":2},{"col1":0,"col2":0,"col3":2}],

"cluster2":[{"col1":2,"col2":1,"col3":1}]}}

5.Results

TheevaluationoftheprototypeforDSTcreationwasconductedintwophasesof

experiments.Inthefirstphase,theprototypewasevaluatedinacontrolledmanner

tomeasuretheresponseandservicetimesintheconstructionoftheDSTandinits

consumption.Inthesecondphase,acasestudyispresentedbasedonthecreationofDST

foraplatformforcontinuousverificationofcontractsusingablockchainnetwork.

Table1showstheinfrastructureusedbytheVCScreatedforbothcasesofstudy.

Table1.ITInfrastructureusedintheexperiments.

ID Cores Processor MEM HDD OS

Server1 4 Intel(R)Corei5 16GB 256GB macOSBigSur
Server2 12 Intel(R)Xeon(R)E7-4830 128GB 1TB CentOS7

5.1.Metrics

Theperformanceoftheprototypewasevaluatedbycapturingthefollowingmetrics.

• Servicetime(ST):Thetimerequiredbyamicroservice(VD)tocompleteagiventask.

• Responsetime(RT):Thetimeobservedbyanend-useroradecision-makingprocess

tocompleteagiventask.Thistimeconsiderstheinitialtimetoattaindata,create

therepresentation,andstoreitinthedatabasewhenanend-userbuildsaDST.This

metricalsomeasurestheinitialtimewhenanend-usersendsarequesttotheprototype

andthetimespentbyDSTtoprocessitplusthetimespentbyittodelivertheresults

totheend-user.

5.2.ControlledEvaluation

Toconducttheevaluationoftheprototype,acontainerizedapplication(CApp)was

deployedonthepreviouslydescribedinfrastructure,oneinstanceoftheCApprunningon

onevirtualcontainervc.ThisCAppextractsdatafromrealtracesproducedbyECGmedi-

caldevices(IoTdevicesforacquiringelectrocardiogram(ECG)signals)[11],andbuilds

workloadsatagivenratetime,followingasyntheticdistribution.Aninputparameter

definestheamountofdatatobeincludedintheworkload.

ByusingtheCApp,severalexperimentswerecarriedoutbyvaryingthenumberof

vcandIoTdatasources(ECGsensors),aswellasthetimingwhentheDSTcapturesthe

behavioroftheCApp;thislatteriscalledslot.

WecapturedtheSTandRTmetricsforeachexperiment,eachonewasperformed

31times(accordingtotheCentralLimitTheorem[39])tocapturethemedianvalueofboth

STandRT.

Differentcombinationsofvirtualcontainers(vc)andDSTs(dst)weretested,these

combinationsweredefinedintheformvcW−dstZ,whereWisthedesirednumberof
virtualcontainers(vc)inthecombination,andZisthedesirednumberofDSTs.That
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means1(ofZ)DSTwatchesWvirtualcontainers.Forexample,Expression(25)means

1DSTwatching5virtualcontainers,thisresultsinatotalvc=5.Expression(26)means
5DSTwatching5virtualcontainers,thisresultsinatotalvc=25.

vc5−dst1 (25)

vc5−dst5 (26)

Thesecombinationsalsowasexecutedbyvaryingtheslotparameterfrom1,10,to

100s.EachcombinationoftheseparametersproducesamedianvalueofSTandRT,which

areevaluatedtoshowthebehavioroftheDSTcosts.ThetotaltimeofECGsextraction

was10min.

AnalysisofResults

Figure5shows,inverticalaxis,theSTandRTbytwokeyoperationsrelatedtothe

buildingofaDST(GetDataandStoreDatatasks)producedbythedifferentnumberof

virtualcontainers,evaluatedintheseexperiments.ThisexperimentonlyshowstheST

andRTobservedbyeitherend-usersoradecision-makingapplication.Asitcanbeseen,

theprototypecanbuildinjustsecondsDSTsformultipleVCS(17.5sforcreatingDSTs

for100applications,eachconnectedtoanIoTdatasource).Thistimeisonlyspentbythe

prototypeonce,whichmeansthatthisisaffordableformanyenvironments.Moreover,the

GetDatatask(parsingYMLfilesandcreatingtheDfE),asitwasexpected,wasthemore

significanttaskinthebuildingofaDST,whereasStoreDatatask(indexingtheDfEina

database)resultswerenotsignificantfortheDSTbuildingRT.

Figure6shows,inverticalaxis,theST(fortheRepresentationtask)spentbythe

buildingoftheDSTsaccordingtothesequencesofDSTsandvirtualcontainersevaluated

intheseexperiments(horizontalaxis).Asexpected,themorethenumberofDSTs,the

moretheSTspentbytheprototypetocreatetherepresentationoftheseDSTs.

Figure7shows,inverticalaxis,theRTspentbytheDSTstoretrieveinformation

aboutVDsandPDstotheend-user(inthiscaseaDSTclientapplication)perdifferent

sequencesofDSTandvirtualcontainers(horizontalaxis)fordifferenttimeslot.Itcanbe

observedthatincreasingthenumberofvcsperDSTalsoincreasesthenumberofrequests

performedbytheDSTsperslot,increasingRT.TheRTobtainedisacceptableassoftreal

time[40
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Figure5.ServiceandresponsetimesproducedbythetasksGetDataandStoreData.
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5.3.ACaseStudy:BlockchainNetworkforContinuousContractVerification

ThepreviousevaluationshowedthecostsintimeassociatedtocreateDSTsfor

decision-makingprocesstoattainIoTdata(byusingsimpleRESTAPI)withoutdeal-

ingwithtechnologyelementsfromIoTandcloud,justinvokingtasksonDSTs.

WealsoconductedacasestudytoshowtheflexibilityofDSTsintoadataflowcom-

posedbyanend-user(human,device,orapplication),DSTs,virtualcontainers(VDs),

andIoTdeviceswithsensorsattached(PDs).Thisdataflowwasemulatedfromareal

traceofalogistictransportationofasupplychainoffood,whichisusedbyaVCSimple-

mentingablockchainservicefortheverificationofcontractviolationsbymonitoringGPS,

temperature,andspeedsensorsofasetoftransportationtrucks[41].

Figure8showstheconceptualrepresentationofthiscasestudy.Asitcanbeseen,two

DSTswerecreatedfortwoVCS(includingthreevirtualcontainers).TheDSTsdeliverto

end-usersorapplications(decision-makingprocesses)informationaboutVDs(thesystem)

andPDs(physicaldevices).
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Figure8.Conceptualrepresentationofthescenarioforthecasestudy.

Figure9shows,inthehorizontalaxis,atimelineofthetasksperformedbyparticipants

onthedataflow(verticalaxis)ofverifyingcontractviolations:Build(tsk1),dataacquisition

oftemperature(tsk2),dataacquisitionofspeed(tsk3),dataacquisitonofGPS(tsk4),sendrequest

(tsk5),getdata(tsk6),anddeliverrequest(tsk7).Thetimelineforthiscasestudywas10min.

Intsk1theprototypebuildstwoDSTs.Then,thedataacquisitionwascarriedoutfromIoT

sensors(tsk2,tsk3,andtsk4)bythevirtualcontainers,whichwerestoredontheblockchain

network. Additionallyduringthetimeline,every10s,thevirtualcontainersverified,

registered,andreportedcontractviolationsontheblockchainnetwork:firsttheconsumer

requeststoDST(tsk5),thentheblockchainisqueriedbythecorrespondingvirtualcontainer

(tsk6),andfinallytheDSTresponsestotheconsumer(tsk7).Asitcanbeseen,theimpactof

theDSTcreation(tsk1)andcommunications(tsk5andtsk7)isnotsignificantincomparison

withthetimespentbygetdatafromtheblockchainnetwork(tsk6)andthedatatransfer

fromsensorstotheblockchainnetwork(tsk2,tsk3,andtsk4).Figure9alsoshowsthatDST

cancapturethedataproducedbyboth,VDs(tsk6),andPDs(tsk2,tsk3,andtsk4
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Figure9.Timeoftasksinthecasestudy.
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Weobservedthat DSTswereabletoinformtoend-users,ondemandandinreal

time,aboutcontractviolations.Fromthetotalnumberofrequests(47)totheDSTs,justin

3requeststheDSTsinformedcontractviolations.

TheDSTscanalsodeliver,ondemandandinrealtime,thedatarateproducedand

receivedbyPDstotheend-user.Therefore,thebehaviorofthePDscanbeknownby

end-usersindecision-makingtimebyanalyzingthesedata.Inthiscasestudy,theprototype

showedaregulardataproductionfromsensors,withareductionandincrementofthe

datarate.Thiscouldimplytoapotentialbottleneckinthereceptionofdataorapossible

inconsistentdataproductionfromsensorsatIoTdevices.Figure10showsthereceived

dataamountof47userrequeststotheDSTs

Requests to DST
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t
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d
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.

Figure10.Kilobitsreceivedintherequests.

Theaveragesofconsumedresourcesr(processor—CPU,memory—MEM,filesystem—

FS,andnetwork—NET)bytheprototypeinthecasestudyareshowninTable2.Toobtain

them,firsttheconsumptionofsuchresourcesweremeasuredbeforeandduringthecase

study,thiswascarriedout32times(w=32).Thenthedifferencesbetweeninitial(rkini)
andfinal(rkfin)valueswerecomputedandadded.Finallytheaverageofthedifferences

wereobtained,asshowsEquation(27).

rkavg=
∑wi=1rkfini

−rkinii
w

(27)

Table2.Averagevaluesofresourceconsumption.

CPU(%) MEM(Megabytes) FS(Megabytes) NET(Megabits/s)

2.306 33.884(0.02%) 20.109 9.556

Itisimportanttonotethattheblockchainnetworkisnotofexclusiveuseofthis

prototype,itcanbeconsumedbyexternalapplications.ThisVCS(blockchainnetwork)

canbereplacedbyotherVCS(e.g.,adataanalyticssystem),insuchacasethattheDST

mustdeliverthedataproducedbythisnewVCSwithoutperformingdeepchanges,but

rebuildingtheDfEoftheDST.

6.Discussion

Inthispaper,wedemonstratedtheviabilityoftheproposedmethodbyapplying

theimplementedprototypeintwoscenarios. Thefirstoneisregardingacontrolled

evaluationforextractingdatafromtracesproducedbyECGmedicaldevices.Thisscenario

showedtheresponseandservicetimeperformanceduringthebuildingandconsumption

ofDSTs.ThesecondscenariodemonstratedtheflexibilityofDSTstoattaininformation
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(verificationofcontractviolationsonablockchainnetwork)inreal-timefromadataflowof

transportationlogistics.

Theobtainedprototypewastestedondistinctscenariosforintermediateandpartial

experimentsbeforeobtainingtheresultsreportedinthispaper.Inalltheseexperiments,the

prototypeshowedgoodperformanceinseveraltasks,suchasdiscoveringvcs,monitoring

VCS,supervisingCAppsthroughcreatedDSTs.Severalinteractionswereperformedon

theseDSTs,accessedbyotherCApps,humanrequests,andsoftwareapplications.

Accordingtotheresultsofthecontrolledevaluation(Section5.2),wecanseethat

augmentingthenumberofvcsperDSTincreasesexponentiallytheresponsetimeforboth

thebuildingandconsumptionofDSTs.Thebuildingof1DSTwith5vc(vc5-dst1)takes

anaverageresponsetimeof0.90s(seeFigure5).TheconsumptionoftheDSTwiththe

sameconfiguration(vc5-dst1)takesanaverageresponsetimeof0.52s(seeFigure7).

Thecasestudy(Section5.3)supportstheresultsachievedinthecontrolledevaluation.

Inthiscase,theaverageresponsetimeduringthebuildingoftheDSTs(sequencevc3-s2)

was1.2s(seeFigure9).FortheconsumptionoftheDSTstheaverageresponsetimewas

13s(seeFigure9).However,itisimportanttonotethatfromthese13s,10scorrespondto

thecommunicationtoandfromtheblockchainnetworksforobtainingdata.Thus,wecan

concludethat3sistherealresponsetimefortheconsumption.

Inalltheexperimentsoftheprototype,theinteractionwiththecreatedDSTswaseasy

becausecomplexrequestswerenotnecessary.ThebenefitsofusingthecreatedDSTsare

asfollows:

• Standardizedinteraction.Sincea WoTcardisbasedon W3Cguidelines,aDSTcanbe

consumedbydistinctusers(humans,devices,orapplications);

• Easyconsumption.ThroughaDST,userscan:(a)accesstodata,properties,and

events;and(b)invoketasksandfunctions,bothdirectlyontargetdevices(VDs

orPDs);

• Flexibleaccess. ADST canbeexploitedbyexternalusersby meansofRESTful

requestsfromdistinctlocationstotheoneoftheDSTenvironment;

• Decision-makingaid.DSTscanbeusedasameanindecision-makingtasks(discover-

ing,classification,monitoring,supervising,migration,tomentionafew);

• GenerationofDST.ThebuildingofDSTsisquitesimpleandtransparentifawell-

structuredfileconfiguration(YMLorYAML)isgiven;

• Minimalrequiredresources.Theexecutionof DSTsrequiresminimalinfrastructure

resources(CPU, MEM,FS,andNET).

7.Conclusions

Thispaperpresentedacloud-based WoT methodforcreatingdigitaltwinsofIoT

devices,named(digitalsentineltwins—DST).ADSTisanobjectthatabstractsphysicalor

virtualdevicestooperateoverthembyconsumingitsproperties,events,orinvokingits

functions.Thisobjecthastheadvantagethatbyinvesting minimaltimeandresources,

anexternaluser(human,softwareapplication,orvirtualdevices)canaccesstoallthe

dataandfunctionsofthosedevices. Thatisusefulforinteracting withIoTdevicesin

severalscenarios.

Themethodcomprisesthreephases:(a) Modeling,wherethedataoftheVDorPD

areacquired,withtheseelementsthatdeviceismodeled,generatingadataflowentity(DfE);

(b)Standardization,wheretheelementsofthemodelarerepresentedintoastandardized

representationnamedWoTcard;thisrepresentationfollowstheguidelinesofthe Webof

ThingstomakeitselementsuniversallyaccessiblebymeansofURIs;and(c)Consumption,

theadvanceoftheWoTcard generatedisthatitcanbeconsumedinexternalscenariosby

distinctusers(human,softwareapplications,orvirtualdevices)indifferentways.

Basedontheproposedmethod,afunctionalprototypewasimplemented.Thispro-

totypewastestedbycreatingDSTsinseveralexperimentsconsideringdistinctscenarios

ofuse(discoveringandmonitoringofVCsandapplications,supervisingCApps,etc.).By

meansofthecreated DSTs,itwaspossibletoconsumedataandinvokefunctionsofvirtual
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andphysicaldevices.Inthispaper,twoexperimentswerereportedtodemonstratethe

viabilityoftheproposedmethod,creatingflexibleandusefulDSTs.Thefirstexperiment

wastoshowthespenttimeforcreatingandconsumingDSTs.Thesecondonewasto

demonstratetheuseofDSTsintoascenarioofablockchainnetworkforverifyingcontract

violationonsensorsusedinproducttransportationlogistics.

ADSTcreatesanabstractwindowfordecision-makingprocessestoattaininformation

anddatafromvirtualandphysicaldevices.Itactsasausefulmechanismtointeract

withthosedevicesinseveralscenarios.Itscreationisnotexpensiveintermsoftimeand

computationalresources,anditproducesaaccesstodataandfunctionsofthetargetdevices.

Thesecharacteristicsmaybeobtainedwithoutmanagingcomplexdetailsassociatedto

virtualandphysicaldevicesandcloudcomputinginfrastructures.

Neverthelessthebenefitsobtainedbytheproposedmethod,itisimportanttomention

somelimitationsoftheproposedwork:

• ThecreationofDSTsonlycanbeachievedifawell-structuredconfigurationfileis

given,inYMLorYAMLformat;

• ADSThasnootherwaytoconsumeitthatRESTfulrequests;

• Whentargetdevices(VDsorPDs)andDSTsresideinthesameinfrastructure,the

responsetimeofperformedtasksincreasesexponentially.

Asfurtherwork,theinclusionofsecurityaspectsintotheDSTsisconsidered;this

willenableitsmanageabilityandcontrolwhilemaintainingitsflexibilityofuse.
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