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Thwarting Selfish Behavior in 802.11 WLANs

Albert Banchs, Jorge Ortin, Andres Garcia-Saavedra, Douglas J. Leith and Pablo Serrano

Abstract—The 802.11e standard enables user configuration of
several MAC parameters, making WLANs vulnerable to users
that selfishly configure these parameters to gain throughput. In
this paper we propose a novel distributed algorithm to thwart
such selfish behavior. The key idea of the algorithm is for stations
to react, upon detecting a misbehavior, by using a more aggressive
configuration that penalizes the misbehaving station. We show
that the proposed algorithm guarantees global stability while
providing good response times. By conducting an analysis of
the effectiveness of the algorithm against selfish behaviors, we
also show that a misbehaving station cannot obtain any gain by
deviating from the algorithm. Simulation results confirm that
the proposed algorithm optimizes throughput performance while
discouraging selfish behavior. We also present an experimental
prototype of the proposed algorithm demonstrating that it can
be implementated on commodity hardware.

I. INTRODUCTION

The mechanisms defined in 802.11e, which have been
incorporated into the 802.11 standard since 2007, expose
a number of configurable parameters that can be modified
by a simple command. This gives users direct control of
the contention parameters used by their wireless adapter and
allows them to modify the behavior of the wireless interface.
Users can therefore easily configure the 802.11e parameters of
their wireless device with aggressive values that increase their
share of the medium at the expense of the other users.! Such
selfish behavior can lead to severe unfairness in the allocation
of network capacity amongst users sharing the same WLAN.

In the literature the approaches proposed to address this self-
ishness problem can be classified as being either centralized
[2]-[5] or distributed [6]—[8]. In this paper, we propose a novel
distributed approach to address the selfishness problem. The
advantage of distributed approaches is that they do not rely on
a central authority and thus can be used both in infrastructure
and ad-hoc modes, in contrast to centralized approaches which
can only be used in infrastructure mode.

Previous analysis of the selfishness problem in a WLAN [8]
has shown that, if misbehaving stations are not penalized, the
WLAN naturally tends to either great unfairness or network
collapse. Following this result, in this paper we focus on the
design of a penalizing mechanism in which any station that
misbehaves will be punished by the other stations and thus
will have no incentive to misbehave. A key challenge when
designing such a penalizing scheme is to carefully adjust the
punishment inflicted on a misbehaving station. If, on the one
hand, the punishment is not sufficiently severe, a station could
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ndeed, in [1] it has been shown that a station can obtain very substantial
gains in throughput by misbehaving.

benefit from misbehaving. However, on the other hand, an
overreaction could trigger the punishment of other stations
leading to an endless loop of punishments. Our design makes
use of Lyapunov stability theory to address this challenge. The
main contributions of our paper are as follows:

« We propose a novel distributed algorithm that penalizes
misbehaving stations by making use of a more aggressive
configuration of the 802.11e parameters upon detecting
misbehavior.

e We conduct a stability analysis of the algorithm to
show that when all stations implement our algorithm, the
WLAN convergences to the optimal point of operation.

o We conduct an analysis of the effectiveness of the algo-
rithm against selfish behavior that shows that a station
cannot increase its throughput by deviating from the
algorithm.

« We extensively evaluate the performance of the proposed
algorithm via simulation under a wide variety of condi-
tions that confirm its good properties.

o We show the feasibility of implementing the algorithm
by deploying a prototype and evaluating it in a small
experimental testbed.

The rest of the paper is structured as follows. In Section II
we discuss the selfishness problem in 802.11. Section III
presents the algorithm proposed. The algorithm is evaluated
analytically in Section IV: we first analyze its performance
when all stations implement the algorithm and then study
the case when stations may deviate from the algorithm. The
performance of the algorithm is exhaustively evaluated via
simulation in Section V and its feasibility of implementation
is validated in Section VI by means of a prototype. Finally,
Section VII closes the paper with some concluding remarks.

II. SELFISHNESS IN 802.11

In this section, we briefly summarize the EDCA mechanism
of 802.11e, identify the selfishness problem and brielfy review
related work.

A. 802.11e EDCA

The 802.11e EDCA mechanism works as follows. When a
station has a new frame to transmit, it senses the channel.
If the channel remains idle for a period of time equal to
the AIF'S parameter, the station transmits. Otherwise, if the
channel is detected busy, the station monitors the channel until
it is measured idle for an AIF'S time, and then executes a
backoff process.

When the backoff process starts, the station computes a ran-
dom number uniformly distributed in the range (0, CW — 1),
and initializes its backoff time counter with this value. CW
is called the contention window and for the first transmission



attempt the minimum value (CW,,;,) is used. In case of a
collision C'W is doubled, up to a maximum value C'W,,, 4.

As long as the channel is sensed idle, the backoff time
counter is decremented once every time slot of duration 7,
and “frozen” when a transmission is detected on the channel.
When the backoff time counter reaches zero, the station
accesses the channel in the next time slot. Upon accessing
the channel, a station can transmit several consecutive frames
for a duration given by the TXOP parameter.

A collision occurs when two or more stations start trans-
mitting simultaneously. An acknowledgment (Ack) frame is
used to notify the transmitting station that the frame has
been successfully received. If the Ack is not received within
a given timeout, the station reschedules the transmission by
doubling C'W, up to a maximum value CW,,, ., and reenters
the backoff process. If the number of failed attempts reaches
a predetermined retry limit, the frame is discarded. Once the
backoff process is completed, CW is set again to CW,,;,.

It can be seen from the above description that the behavior
of a station depends on a number of parameters, namely
CWin, CWinae, AIFS and TXOP. As these are (accord-
ing to the 802.11 standard) configurable parameters whose
setting can be modified by means of simple commands, a user
can easily configure these parameters selfishly to gain extra
throughput (i.e., to increase the individual throughput received
by the user). We refer to this as the problem of selfishness in
802.11.

B. Related work

The above problem of selfishness in 802.11 has been
modeled using game theory. In these models, the players are
the wireless stations which configure their 802.11e parameters
to obtain as much throughput as possible. The simplest models
are those based on static games, in which each player makes
a single move and all moves are made simultaneously. The
modeling of the selfishness problem in 802.11 based on static
games [6], [7] leads to the following two families of Nash
equilibria: in the first family, there is one player that receives a
non-null throughput while the rest of the players receive a null
throughput, and in the second family, all players receive a null
throughput (the latter is known as the tragedy of the commons:
the selfish behavior of each player leads to a tremendous
misuse of the public good).

Both of the above families of solutions are highly unde-
sirable, as they lead either to extreme unfairness or network
collapse. One alternative to avoid these undesirable solutions
is to allow users to make additional moves (i.e., change
their 802.11e configuration) during the game. This has been
modeled by making use of the theory of repeated games [9].
With repeated games, time is divided into stages and at each
stage a player can take a new decision based on the observed
behavior of the other players in the previous stages. Therefore,
if a station is detected misbehaving, the other stations can
punish this station and thus discourage such behavior.

Making use of repeated games, [6] and [7] have proposed
two approaches to address the problem of selfishness in
802.11. The approach proposed by [6] is based on selective

Jjamming: if a station detects that another station is misbehav-
ing, thereafter it listens to its transmitted packets and switches
to transmission mode, jamming enough bits so that the packets
cannot be properly recovered at the receiver. While the use
of jamming punishes misbehaving stations, it has the major
drawback of relying on functionality not available in current
wireless devices. Indeed, due to the accurate timing required,
the implementation of such a jamming mechanism would need
to be performed at the hardware level and entails substantial
complexity.

The approach proposed by [7] does not suffer from the
above drawback but addresses only two types of misbehaving
stations: the so-called selfish stations, with CW = 2, and the
so-called greedy stations, with C'W = 1. While the scheme
proposed is effective when dealing with these two particular
configurations, other CW configurations that may greatly
benefit a misbehaving station are neither detected nor punished
by this mechanism, as we show in the simulation results of
Section V-E. Additionally, the algorithm of [7] is based on
heuristics that do not guarantee quick convergence, and indeed
we show in a further simulation result in Section V-G that this
approach may suffer from convergence issues.

In this paper, we propose a novel approach that, in con-
trast to the previous two approaches, relies exclusively on
functionality readily available in current wireless devices and
is effective against any selfish configuration of the 802.11e
parameters. Additionally, by relying on Lyapunov stability
techniques, our approach is guaranteed to quickly converge
to the desired point of operation.

In [2]-[5] the issue of selfishness in 802.11 WLANS is also
addressed. However, in contrast to our distributed algorithm,
these papers propose a centralized approach and therefore
can only be applied to a WLAN operating in infrastructure
mode. Additionally, many of these approaches only address
the detection of misbehaving stations while our approach not
only detects but also punishes such stations.

A number of other work addresses selfishness in wireless
networks from a game theoretic point of view [10]-[13].
Besides focusing on a different MAC protocol, these studies
differ from ours in that they consider some kind of transmis-
sion cost or pricing mechanism that plays a key role in the
resulting equilibria. In contrast to these approaches, we achieve
the desired equilibrium by means of a penalizing mechanism.

Perhaps the most closely related to this paper is our previous
work of [14], which uses a similar technique to counteract
selfish behavior. However, both the scope of the work and the
algorithm design are substantially different. Indeed, while here
we address the problem of selfishness in 802.11, [14] deals
with a completely different random access protocol, namely
distributed opportunistic scheduling (DOS), and hence focuses
on a different problem.?> Furthermore, [14] relies on local
linearized analysis, while here we use Lyapunov theory for the
global design and analysis of the algorithm. As a consequence,
the algorithm proposed in this paper provides much stronger
guarantees on stability and convergence than that of [14].

2With DOS, upon gaining access to the channel a station measures the radio
conditions and only transmits when the channel quality is above a certain
threshold; hence, this mechanism is fundamentally different from 802.11.



III. PAS ALGORITHM

In this section, we present our algorithm to address the
problem of selfishness in 802.11, which we call the selfishness-
Proof Adaptive Stable (PAS) algorithm. In the following, we
first present the objectives pursued and then describe the
algorithm design to achieve these objectives.

A. Algorithm objectives and scope

The central objective of the PAS algorithm is to drive the
configuration of the 802.11e EDCA parameters to target values
that maximize the overall WLAN performance. To achieve
this objective, PAS enforces that a misbehaving station cannot
benefit from using a different configuration, which provides
stations with an incentive to adopt the target configuration.

Following the arguments given in [6], [15], [16], in this
paper we aim at the following setting of the four EDCA
parameters, which maximizes the throughput performance of
the WLAN (hereafter we refer to this setting as the rarget
configuration or optimal configuration):

e The AIFS parameter is set to its minimum value
(AIFS = DIFS).

o The T XOP parameter is set such that a fixed payload is
transmitted upon accessing the channel. For simplicity,
in the rest of the paper we assume that this payload
corresponds to one packet (i.e., TXOP = 1 packet);
however, the analysis would be identical for any other
payload value.?

o The maximum backoff stage m is set equal to 0.* This
yields the same value for CW,,;, and CW,,.. (i.e.,
CWinaz = CWinin); in the following, we refer to this
value simply as CW.

e The CW parameter is set equal to the value that, given
the above setting for the other parameters, maximizes the
throughput of the WLAN when all stations are saturated.
Hereafter, we refer to this value as C'Wp;.

With the above, the objective of the PAS algorithm can be
reformulated as being to achieve the following two goals: ()
when all stations implement PAS (i.e., they are well-behaved),
the system should converge to the target configuration, namely
CW,; = CWop Vi (where CW; is the CW used by station 7);
and (i7) if a station misbehaves (by using a CW,; different
from C'W,,,; and/or a different setting of the other parameters),
this station should not obtain a throughput benefit from such
misbehavior.

In the following, we address the design of the PAS al-
gorithm. Like the previous work in [6], [7], in the design
of the algorithm we assume that all stations are saturated
(i.e., always have a packet ready for transmission), they
are within transmission range of each other (i.e., no hidden
nodes) and use the same modulation-coding scheme. In the
simulations section, we show that the proposed algorithm

3 As explained in [15], the setting of this parameter responds to a trade-off
between throughput and delay. Indeed, by increasing T"XOP throughput is
improved at the expense of increasing delay. Based on this, [15] suggests to
set this parameter to the largest possible value that gives an acceptable delay.

4The maximum backoff stage is defined as the number of times that the
CW is doubled until reaching CWipqz (.e., CWinaa = 2" CWipnin).

can be extended to effectively prevent selfish behavior with
non-saturated stations. While the design assumes no hidden
terminals, the algorithm also works for hidden terminals as
long as the RTS/CTS mechanism is used.” Furthermore, in the
case of different modulation-coding schemes, the algorithm
can be applied to enforce the target configuration proposed
in [17].

B. Computation of CWope

We use the model of [18] to compute the throughput r; of
station ¢ as a function of the transmission probabilities 7;,
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where ¥ = [f1,--+, 7], n is the number of active stations
in the WLAN, [ is the packet payload in bits, Tsx(7) =
Ti+(Te — Ty) [1,; (1 — 7;) is the average duration of a slot in
seconds, 7} the duratlon of a transmission and 7, the duration
of an empty time slot.

By [19, Lemma 1], the rate region boundary is the set
of throughput vectors such that > | T,;(7) = 1 where
Toiri( = TZT is the fraction of airtime (including
both successful anci colliding transmissions) used by station .
When all stations use the same transmission probability, it
follows immediately that the value 7,,; maximising throughput
is the unique solution to

1-— NTopt - Te
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Once we have 7,,; then CW,; = % —1. When % is small,

a good approximation is CWy,e = n4/ ZTL -1

The following fundamental property will also prove useful:®

Theorem 1. Consider the set of points C = {¥ : ¥ €
[T, Tar]™}, 0 < 7y < 7 < 1. For any ¥ € C the following
inequality holds:

D(7) :=nrops — Z i (T) < npA 3)

where A = max(Topt — Ty TM — Topt)s P = % and
Topt 18 the maximum achievable throughput of a station when
Ty = 75 Vi, J.

This theorem is a continuity result that can be used to bound
the difference D(7) between the optimum and actual WLAN
sum-rate throughput.

C. Algorithm description

Following the 802.11 standard, which updates the config-
uration of the 802.11e parameters upon receiving a beacon
frame, PAS implements an adaptive algorithm in which each
station updates its C'WW; at every beacon interval, while keeping
the configuration of the other parameters fixed to the values
provided in Section III-A; hereafter we refer to each beacon

5The reason for this is that, as in [6], [7], in order to detect selfish behaviors
we need to know the throughput received by the other stations.
5The proof of all theorems is provided in the Appendix.



interval as a stage of the algorithm. The central idea behind
PAS is that, when a station is detected as misbehaving, the
other stations reduce their CW; in subsequent stages to prevent
this station from benefiting from misbehaving.

A key challenge in PAS is to carefully adjust the reaction
against a misbehaving station. Indeed, as mentioned in the
introduction, if the reaction is not severe enough such a station
may benefit from its misbehavior, but if the reaction is too
severe the system may become unstable by entering an endless
loop where all stations indefinitely reduce their CW; to punish
each other. In order to address this challenge we use techniques
from Lyapunov theory [20] in the design of PAS to guarantee
that the C'W; of all stations converges to C'W,,; and avoid
that the system enters into a spiral of increasing punishments
that lead to throughput collapse.

The iterative PAS update of the C'W,; can be modeled as
a discrete time dynamical system whose state is given by
T = [r1,7T2,...,Tn), Where 7; is related to the probability
with which station ¢ transmits in a slot time. That is:

T(t+1)=f(7 (1) @)

where f : [0,1]" — [0,1]™ is a non-linear function that
models the system dynamics. The main design challenge is
to determine the function f. To this end, we adopt a standard
feedback approach [21] and update 7; at each stage as:

Ti(t+1) =7 () +7g: (1), i=1,--.,n ®)

where v > 0 is a scalar parameter and g; : [0,1]™ — [0,1] .

In order to allow for large values of =, which reduces
the convergence time of the algorithm,” we impose that the
probability of transmitting in a slot time does not fall below
Topt/2 (Where 7., is the optimal 7; value, given later).
Similarly, if 7;(¢) exceeds 1, we transmit with probability 1.
Thus,

7;(t) = min(1, max(7;(t), Topt/2)) (6)

where 7;(t) is the probability that the station ¢ transmits in
a slot time, after imposing the above constraint. Given 7;(t),
the CW, parameter of the station at stage t is CW;(t) =
2/7;(t) — 1.

We next address the design of function g; in (5). Our
requirements when designing g; are twofold: (¢) misbehaving
stations should not be able to obtain extra throughput from
the WLAN by following a different strategy from PAS, and
(22) as long as there are no misbehaving stations that deviate
from PAS, the 7; of all stations should converge to the optimal
value 7,,¢. To meet the above requirements, we select g; as
follows

gi(t) = Y (rj(t) = rit)) = Fi(t) @)

J#i
where F;(t) is a function that we design below, and r;(t) is
the throughput received by station j over the beacon interval
corresponding to stage ¢. Similarly to [6], [7], to obtain the
r;j(t) values we rely on the broadcast nature of the wireless

TThe fact that imposing a lower bound on 7; allows for larger ~ values can
be seen from the proof of Theorem 2.

medium, which provides WLAN stations with the ability to
measure the throughput received by the other stations.

Observe that, according to (7), g;(t) consists of the fol-

lowing two components, each of which fulfills one of the
requirements identified before:

o The first component, 3., r;(t) — r;(t), serves to pun-
ish misbehaving stations: if a station 7 receives less
throughput than the other stations, this component will be
positive and hence station ¢ will increase its transmission
probability 7; to punish the other stations.

o The second component, F;(t), drives the system to the
target configuration in the absence of misbehaving sta-
tions.

Regarding F;(t), to drive the 7; to the target value 7,
we require F;(t) to be positive when 7; > 7o, and negative
otherwise. Furthermore, F;(t) should not allow misbehaving
stations to obtain a throughput gain over well-behaved stations.
To gain insight, we consider a scenario with one misbehaving
station in steady-state operation, which implies that the mis-
behaving station uses a static configuration. (In the analysis of
Section IV-B we show that PAS is also effective against selfish
strategies that change the configuration over time.) In steady-
state the LHS and RHS of update (5) must be equal for the
well-behaved stations using PAS, i.e., ¢;(t>) = 0 Vi # s,
where s is the misbehaving station and the oo superscript
indicates values when the system is in steady state, and so

Fy(1) = Y (ry(t%) = ri(t™)) = r,(t) = r(t>)  (®)

J#i
where 7(t*°) is the throughput of a well-behaved station
(which, by symmetry, is the same for all such stations in
steady-state). We require that the throughput of the misbehav-

ing station does not exceed the target throughput, rs(t>°) <
Topt. That is,

nrs(t™) = rs(t7) + (n — Dr(t™) + (n — )(rs (%) — r(t™))
= er(t”) + (n — DF(t%°) < nropt
which is satisfied when

1
n—1

Fi(t) < D(t) ©)
where D(t) = nrope — > 7(1).

The intuition here is that when a station misbehaves, it
receives more throughput than the well-behaved stations. This,
however, moves the point of operation away from the optimal
one, reducing the overall efficiency in terms of the aggre-
gate throughput. The bound (9) ensures that the additional
throughput received by the misbehaving station does not
outweigh the throughput it loses due to the overall loss of
aggregate throughput. This guarantees that in steady-state the
misbehaving station does not receive more throughput and
hence does not benefit from its misbehavior.

Following the above requirements, we select F;(7) as:

D(t)/ [2(77’ - 1)} ) Ti > Topt & D(t) >0
Fi(t)=< —=D)/[2(n—=1)], 7 <7Topt & D(t) >0
D(t)/(n - 1), D(t) <0
(10)



The above choice meets the design requirements set above
for the function F;(t): (4) it satisfies (9), preventing misbehav-
ing stations from obtaining any gain; and (¢¢) for well-behaved
stations it fulfills F;(¢) > 0 for 7; > 7op¢ and F;(t) < 0 for
T; < Topt, Which ensures convergence to optimal operation.8
Note that, as long as D(t) < 0, we set F;(¢) equal to one
half of the upper bound provided by (9). This choice has been
made to ensure that, when misbehaving, a station is punished
and sees its throughput reduced (this would not happen if our
choice of F; was equal to the upper bound).

To compute update (5) with these choices of g; and Fj,
each station only needs to measure at the end of every stage
the throughput it has received during this stage as well as the
throughput that each of the other stations has received.

IV. ALGORITHM ANALYSIS

In this section we study analytically the performance of the
system. First, we prove that when all the stations are well-
behaved and implement the PAS algorithm, the WLAN con-
verges to the optimal configuration (Section IV-A). Then, we
show that a misbehaving station does not have any incentive
to deviate from the PAS algorithm (Section IV-B).

A. Stability Analysis

We show that when all stations implement PAS, the WLAN
is driven to the optimal configuration, i.e., 7, = Top: Vi.

Formally, a point 7. € [0,1]™ is said to be a globally
asymptotically stable equilibrium of the system (4) if (¢) Ve >
0 36 > 0 such that |7 (0) — T.|| < d = |7 (t) — Tel| <€ Vit;
and (9) lim¢—, oo 7 (t) = 7 V7 (0) € [0, 1]™. These conditions
ensure that the system converges to 7. independently of its
initial state and that the equilibrium point is unique. We have
the following result:

Theorem 2 (Global stability). The target configuration T op; =
[Topt -+ * Topt| T is a globally asymptotically stable equilibrium
point under update (5) provided n > 2 and

nl Topt n—2 -1
< VYmaz ‘= | 75— 1- 4 )
e (Tm (-5 )

where T, := Ty + (T. — Ty) (1 — %)n

The proof of Theorem 2 makes use of Lyapunov’s direct
method [20]. Namely, a point 7. is the globally asymptotically
stable equilibrium of the system if there exists a continuous
radially unbounded function V' : [0,1]" — [0,1] such that
V(itT—7¢)>0VT # 7, V(1) =0 and

V(rt+1) —7) <V(r(t)—Te) (11)
To apply this result we must find a Lyapunov function V' with
these properties. Selecting V (7 —7T.) = ||7 — T¢||oo as a

candidate Lyapunov function, with the equilibrium point 7, =

Tont = [Topt - - - Topt]© » the proof of Theorem 2 establishes that
P P P p

[T +1) = Toptlloc < 17 (t) = Toptlloc 12)

8The only exception to this is when D(t) < 0: in this case (10) gives

F;(t) < 0 independent of the value of ;. However, as we show later in

Section IV-A, this does not affect the convergence of the algorithm to the
desired point of operation.

That is, Lyapunov equation (11) is satisfied by this choice of
V and so T, is a globally asymptotically stable equilibrium.

It remains to select the value of the parameter . This
involves a tradeoff: the smaller ~, the slower the rate of
convergence is; however, if v is set too large the system
risks instability (as shown by Theorem 2). Following the
same rationale as the Ziegler-Nichols rules [22], which have
been proposed to address a similar tradeoff in the context of
classical control theory, we recommend setting y to half of the
value at which the system turns unstable, i.e., ¥ = Vinasz/2-

The analysis conducted so far assumes that stations have
perfect knowledge of the 7; values. However, since these
values are measured by the stations, measurement errors may
introduce disturbances into the system and make its trajectory
differ from that of the undisturbed system. In this case,
Theorem 2 of [23] (along with Corollary 1) can be used to
guarantee that, as long as the disturbances are bounded, the
trajectory of the disturbed system approaches a ball around
the equilibrium of the undisturbed system.” The following
sufficient conditions are given in [23]: (¢) there exist two class
K functions v and «s such that aq (Jz]) < V(z) < as(|z])
for |z| < r, (ii) there exists a class K function a3 such that
V(z(t+1)) —V(x(t)) < —as(|z(t)|) for |z| < r, (iii) there
exists a Lyapunov function for the undisturbed system which
is uniformly continuous in 7, and (iv) the update function
(5) is uniformly continuous in the disturbance. Condition (%)
is satisfied for a; = as = |7 — Topt|leo. Condition (4) is
guaranteed by Theorem 3 below for |7 — Topt|loo < Topt/2.
Condition (#47) is satisfied by the Lyapunov function we
have selected. Finally, condition (¢v) holds since, for a given
7i» gi(t) is uniformly continuous in the 7;’s and so in the
disturbances of the r; measurements. Thus, PAS does not
only converge when measurements are error-free, but it is also
robust to measurement errors.

Theorem 3. There exists a KC function f(x), © € [0, Topt/2),
that satisfies |7 (t+1) — Toptlloo — [T (1) = Toptlloo <

—F(IT (&) = Toptlloc)- -

B. Effectiveness against selfish behavior

In the previous section we have seen that, when all stations
implement PAS, the system converges to the target configura-
tion, i.e., all stations have 7; = 7,,; and receive a throughput
equal to 7,,;. In this section we conduct an analysis to show
that a station cannot obtain a throughput greater than r,,; by
following a different strategy from PAS. In what follows, we
say that a station is well-behaved when it implements PAS
to configure its 802.11e parameters, while we say that it is
misbehaving when it follows a different strategy from PAS
to configure its parameters with the aim of obtaining greater
throughput.

The analysis conducted in this section assumes that users
are rational and want to maximize their own throughput.
Like other previous analyses on selfishness in 802.11 [6],

9Furthermore, [23] also shows that the radius of this ball is proportional
the supremum norm of the disturbance, which guarantees that as disturbances
fade, so does their effect.



[7], we consider the throughput obtained by a station over an
infinite interval, which is a common assumption when users
do not know when they will leave the system. Under these
assumptions, the following theorem shows the effectiveness
of PAS against a misbehaving station. Note that the theorem
does not impose any restriction on the strategy followed by
the misbehaving station, which may play with all four of the
802.11e parameters, changing their settings over time.

Theorem 4. Consider a misbehaving station that uses a
configuration that can vary over time. If all the other stations
implement the PAS algorithm, the throughput received by this
station will be no larger than 7.

A consequence of the above theorem is that, if all other
stations run PAS, the best alternative for a given station is
to run PAS as well, since it cannot benefit from following
a different strategy. Therefore a station does not have any
incentive to deviate from PAS, establishing the effectiveness
of the PAS algorithm against selfish behavior.'?

V. PERFORMANCE EVALUATION

In this section we thoroughly evaluate PAS by conducting
an extensive set of simulations to show that (7) a misbehaving
station cannot benefit from following a different strategy from
PAS, and (47) when all stations are well-behaved, PAS provides
optimal performance, is stable and reacts quickly to changes.
For the simulations, we have implemented our algorithm in
OMNET++. The physical layer parameters of IEEE 802.11g
and a fixed payload size of 1500 bytes have been used in
all of the experiments. We set the beacon interval to 100 ms,
a typical value used in 802.11 WLANS (this is the interval
over which the PAS algorithm measures the throughput of the
stations and updates the C'W; configuration).

In the simulations of Sections V-A to V-H, we focus
on the CW parameter: we assume that all stations (both
well-behaved and misbehaving) use a fixed configuration of
their AIF'S, TXOP and m parameters equal to the optimal
configuration and play only with the CW parameter. Then, in
the simulations of Section V-I we study all four parameters
and show that misbehaving stations cannot obtain any benefit
from any configuration of these parameters. Unless otherwise
stated, we assume that all stations are sending traffic under
saturated conditions and measurements are error-free. For all
simulation results, 95% confidence intervals are below 0.5%.

A. Impact of selfish behavior

In order to gain insight into the impact of the configuration
used by a misbehaving station, we evaluate the resulting
throughput distribution when the misbehaving station uses
a fixed CW value and all other stations implement PAS.
Figure 1 shows the throughput obtained by the misbehaving
station and by a well-behaved station as a function of the CW
value used by the misbehaving station, C'W,, when there are
n = 10 stations in the WLAN. We observe from this figure

10From a game theoretic perspective, this corresponds to symmetric Nash
equilibrium: when all other stations run PAS, a station cannot gain any extra
utility (in this case, throughput) by following a different strategy.
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Fig. 1. Throughput of a misbehaving and a well-behaved station as a function
of the CW; of the misbehaving station.

that there are some C'W values for which the misbehaving
station obtains a larger throughput than a well-behaved station,
and others for which a well-behaved station obtains a larger
throughput. However, if the misbehaving station chooses the
CW, that maximizes its throughput, then it does not receive
more throughput than a well-behaved station, and hence does
not have any gain over a well-behaved station as a result of
its selfish behavior. We further observe that, as a consequence
of our design choice for F;, when a station misbehaves (by
setting CW, < CW,,,) it is punished, seeing its throughput
reduced to as much as half of the optimal throughput for the
most aggressive C'W, configuration.

B. Protection against selfish behavior

According to the analysis conducted in Section IV-B, a
station cannot obtain more throughput with a selfish strategy
than by running PAS. To validate this result, we evaluate
the throughput obtained by a misbehaving station with the
following strategies. In the first strategy (static), the mis-
behaving station uses the fixed configuration of C'W, that
provides the largest throughput, obtained from performing
an exhaustive search over all possible configurations (as in
Figure 1). In the second strategy (adaptive 1), the misbehaving
station periodically tries CW,; = 2 to gain throughput and
when it realizes that its throughput is below r,,;, it assumes
that it has been detected as misbehaving and switches back to
CW; = CWpt. The third strategy (adaptive 2) is similar to
the previous one but instead of switching back to C'W,,;, the
station increases its CW; by 5. In the last strategy (adaptive
3), the misbehaving station decreases its CWW; by 5 as long as
its throughput is larger than in the previous stage and increases
it by 5 otherwise. Figure 2 compares the throughput obtained
with each of these strategies against that obtained with PAS
for different n values. We observe that, when all other stations
run PAS, a given station maximizes its payoff by running PAS
as well, as it obtains a larger throughput with PAS than when
using any of the other strategies.
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C. Throughput performance

The PAS algorithm has been designed with the goal of
optimizing throughput performance when all stations run PAS.
To verify this goal, we evaluate the throughput performance as
a function of the number of stations n. As a benchmark against
which to compare throughput performance, we consider a
WLAN in which the C'W; of all stations is statically set to
the optimal value C'W,,;. We observe from the results (not
shown here for space reasons) that throughput performance
when all stations run PAS follows very closely the optimal
configuration (differences are always below 0.5%). Based on
this, we conclude that the proposed algorithm is effective in
providing optimal throughput performance.

D. Stability and speed of reaction

To validate that the PAS algorithm guarantees stable behav-
ior, we analyze the evolution over time of the parameter C'W;
for our ~y setting and a configuration of this parameter 10 times
larger, in a WLAN with 10 stations. We observe from Figure 3
that with the proposed configuration (label “y”), the CW; only
presents minor deviations around its stable point of operation,
while if a larger setting is used (label “y x 10”), the CW;
exhibits strongly unstable behavior with large oscillations.

To investigate the speed with which the system reacts
against a misbehaving station, we consider a WLAN with 10
stations where initially all stations run PAS and then, after
50 seconds, one station changes its C'W; to 2. Figure 4 shows
the evolution of the throughput of the misbehaving station over
time. We observe from the figure that with our setting (label
“~”), the system reacts quickly, and in less than a few tens of
seconds the misbehaving station does no longer benefit from
its misbehavior. In contrast, for a setting of this parameter 10
times smaller (label “y/10”), the reaction is very slow and
even 2 minutes afterwards, the misbehaving station is still
receiving more than 1 Mbps extra throughput.

Since with a larger setting of 7 the system suffers from
instability while with a smaller one it reacts too slowly, we
conclude that the proposed setting provides a good tradeoff
between stability and speed of reaction.
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E. Comparison against other approaches

In order to illustrate the advantages of PAS over other
approaches, we compare the performance of PAS against
CRISP [7] and the standard DCF configuration when there is a
misbehaving station in the WLAN. In particular, we consider
a WLAN with a misbehaving station that uses the CW;
value that maximizes its throughput and show the throughput
received by the misbehaving station and by a well-behaved
station.'" The results, depicted in Figure 5, show that PAS
outperforms very substantially CRISP and DCF. Since CRISP
has been designed to punish only severely misbehaving users
with CW; = 2 or CW; = 1, a misbehaving station with
a slightly larger C'W,; goes undetected and can gain very
significant throughput, leaving well-behaved stations with low
throughputs as shown in the figure. With the standard DCF
configuration, a misbehaving station maximizes its gain with
CW,; =1, which yields zero throughput for the well-behaved
stations. The results also show that both with DCF and with
CRISP, a station has a strong incentive to misbehave as it

"o obtain the C'W; that maximizes the misbehaving station’s throughput,
we evaluated all possible C'W; values and choose that which provides the
largest throughput to the misbehaving station.
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obtains substantial gains (if it was well-behaved, it would
receive the throughput given by PAS).

F. Robustness to measurement errors

By the robustness analysis in Section IV-A, provided the
measurement noise is not too large the operation of the system
with measurement errors should remain close to that when
error-free. To validate this result, we consider a scenario
with 10 well-behaved stations where the probability that a
station running PAS does not correctly decode an ongoing
transmission in the channel (so inducing a measurement error)
is 10%.'> The total throughput in the network in this case
is equal to 30.79 Mbps, the same throughput that we obtain
for the error-free case. To further validate the effectiveness
of the algorithm with measurement errors, we revisit the
above scenario with one of the stations misbehaving by using
contention window of C'W,,,;/2; in this case the misbehaving
station receives a throughput of 2.58 Mbps, while it would
receive a throughput of 3.08 Mbps if it ran PAS. These results
confirm the algorithm’s robustness to measurement errors;
indeed, even with a measurement error rate as high as 10%,
PAS is effective in driving the system to optimal operation as
well as in preventing selfish behaviors.

G. Robustness to perturbations

In addition to robustness against measurement errors, PAS
has also been designed to achieve robustness against perturba-
tions. Indeed, by Theorem 2, PAS is guaranteed to converge
to the desired point of operation independent of the initial
state. Therefore, no matter the state to which the system is
brought by a perturbation, it will always tend to recover. In
order to demonstrate this feature, we consider the following
experiment. In a WLAN with 15 stations, all running PAS, we
introduce a burst of errors that affect one of the stations for
one second. Figure 6 shows the evolution of the throughput

12T evaluate the impact of measurement errors, we consider that a station
only suffers from errors when decoding frames addressed to other stations,
i.e., when measuring their throughput, and never when receiving a frame
addressed to itself.
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Fig. 6. Robustness to perturbations of PAS vs. CRISP.

of the affected station and one of the other stations over time.
The figure also shows the behavior provided by CRISP under
the same conditions.

We observe from the figure that PAS quickly converges to
the desired point of operation after the perturbation. Indeed,
immediately after the perturbation the station that suffered the
burst of errors believes that the other stations are misbehaving
(as they have received a larger throughput) and so uses a
smaller CW,; for a period of time, resulting in a larger
throughput for this station. However, after a short transient
all stations return to using the optimal C'W,,.. In contrast
to the above, CRISP does not show a robust behavior. With
CRISP, the affected station selects C'W; = 2 after the burst to
punish the others. These react by decreasing their CW; to 2
and eventually to 1, and from this point on the stations keep
punishing each other which brings the total throughput in the
WLAN practically to 0. The WLAN remains in this state for
the rest of the simulation run, which is 300 seconds long (only
the first 20 seconds are shown in the figure).

H. Non-saturated stations

So far we have assumed that all stations are saturated,
which is the most relevant case for selfishness and the only
one considered in [6], [7]. However, PAS can be easily
extended to support non-saturated stations as follows: (i) to
avoid reacting to other stations receiving more throughput,
a non-saturated station does not use the PAS algorithm to
compute its configuration; (i¢) a saturated station only includes
in the sum of (7) those stations that are receiving more
throughput, thus excluding the non-saturated stations; and (z¢%)
to compute C'W,,,;, we take into account the sending rate of
the non-saturated stations (following, e.g., [16]). To show the
performance of PAS with non-saturated stations, we consider
the a WLAN with 10 stations, half of them saturated and the
other half sending at a rate equal to half of the saturation
throughput. In this scenario, a station that misbehaves by using
the C'W; value that maximizes its gain obtains a throughput
of 4.51 Mbps, while it would obtain 4.52 Mbps if it ran PAS.
This confirms the effectiveness of the algorithm in thwarting
selfish behaviors in the presence of non-saturated stations.
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802.11e parameters.

L. Other 802.11e parameters

In the experiments so far, we have only considered situations
where misbehaving stations adjust the CW, parameter. How-
ever, according to the 802.11e standard, there are a number of
additional parameters a user can play with, namely the backoff
stage m, the arbitration interframe space AIFS and the
transmission opportunity duration 7XOP. In order to show
that a misbehaving user cannot benefit from adjusting any of
these parameters, we have conducted a number of experiments
in which the parameters differ from the target values given in
Section III-A. For each of the settings considered for these
parameters, the misbehaving station uses the CW,,;, that
maximizes its throughput.

The results of the above experiment are given in Figure 7
for different n values. We observe that the misbehaving station
never obtains any throughput gain by deviating from PAS
independent of the parameters it adjusts. We conclude that
PAS is effective not only against selfish adjustment of the CW;
parameter but also against all of the other configurable param-
eters of the 802.11e standard. This is in line with Theorem 4,
according to which a station cannot benefit from following a
strategy different from PAS. This result is particularly relevant
since previous approaches [6], [7] focus only on the CW;
parameter and are not evaluated against any of the other
802.11e parameters.

VI. EXPERIMENTAL PROTOTYPE

One of the advantages of PAS is that it relies on functional-
ity readily available in standard devices and therefore can be
implemented with current off-the-shelf hardware. In order to
show this, we have implemented the PAS algorithm on Linux-
based laptops. Our implementation is based on Linux kernel
2.6.24 laptops equipped with Atheros AR5212 cards operating
in 802.11a mode and employing the MadWifi v0.9.4 driver.
The PAS algorithm runs as a user-space application. In order to
collect information about other stations’ throughput, PAS uses
a virtual device configured in promiscuous mode and monitors
all frames that belong to the same BSS. With this information,
it computes the C'W configuration by executing the algorithm

described in Section III and updates the computed CW,,,;,,
and CW,,, parameters in the driver every beacon interval
by means of a private TOCTL call.

In order to validate our implementation, we deployed a
small testbed consisting of three laptops, two of them sending
traffic to the third one. For the traffic generation, nodes ran the
iperf tool using 1470 byte UDP packets. The sending rate at
each station was set to 20 Mbps, ensuring that they always had
a packet ready for transmission. We evaluated the following
strategies: (¢) both stations employing the PAS algorithm to
compute their configuration, (i7) both stations using a fixed
CW configuration (for a wide range of CW values), and (4i%)
one station executing PAS and the other one using a fixed CW
configuration. The results of these experiments (summarized
in Table I) confirm the good properties of PAS: (i) when all
stations are well-behaved, PAS outperforms any static C'W;
configuration; and (¢¢) when one station runs PAS, the other
station is better off running PAS than any other configuration.

VII. CONCLUSIONS

With 802.11e, users may selfishly configure the parameters
used by their station so as to increase their share of throughput
at the expense of other users. In order to prevent such
undesirable behavior, in this paper we design a novel adaptive
algorithm called PAS (selfishness-Proof Adaptive Stable). With
the PAS algorithm, upon detecting misbehavior, users react by
using a more aggressive configuration of the parameters that
serves to punish the misbehaving station.

A critical aspect in the design of such an adaptive algorithm
is to carefully adjust the reaction against a misbehaving station
to avoid the system becoming unstable. By conducting a
Lyapunov stability analysis of the PAS algorithm, we show
that, when all of the stations in the WLAN run PAS, the system
is globally stable and converges to the desired configuration.
Furthermore, by conducting an analysis of the effectiveness
against selfish behavior, we show that a misbehaving station
cannot benefit by following a different strategy from PAS
(either with a fixed or a variable configuration). These results
are confirmed by means of simulations as well as experiments.

While the focus of this paper has been on 8§02.11 MAC
protocol, the main ideas of the paper can be generalized to
other MAC protocols as long as we can compute the loss of
efficiency when operating with non-optimal configurations.
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APPENDIX
A. Proof of Theorem 1

We proceed by establishing two useful Lemmas, and then
present the proof of Theorem 1.

Lemma 1. Consider the set of points C(p.) = {¥ : ¥ €
[Tm,TM]n,Hngl(l —7j) =Pet, 0 < 7y < Tar < 1. Over set

C(pe), the vector ¥ minimising > -, v;(¥) has all elements

equal, i.e. 7, =17, 1,5 € {1,2,--- ,n}.
. _ 1 1
Proof: By (1), > 1 = T TT7_, (+a;)Fa D1 T

where z; = 7;/(1 — ;) and a = (T, — T)/T;. Minimising
i 1 over set C(pe) then corresponds to the following
optimisation

—, Ty, <y STV
e

H 1+x;) =

which we can rewritten equivalently as

mm E e st g zi =

zi,i=1 . ,n
where z; = log(1+x¢), 2y = log(1+xm), zp = log(1+x ).
It is enough to show that any optimum z* satisfies 2z = z7,
i,j7€{1,2,---,n}.

The objective is convex, the equality constraint is linear
and the inequality constraints convex, hence this is a con-
vex optimisation. Since 7,, < T7); the Slater condition is
satisfied and so strong duality holds. The Lagrangrian L is

log — . zZm < z; <z Vi

Zezfl Zzl log— —i—Z@(zm—zZ)—‘rZG Zi — Zp1)
and the main KKT COHdlthIlS are

g—i . =5 A—0,40,=0,i=1,2,---,n (13)
which must be satisfied by any optimal point z*. When 0, =

0=20,i=1,2,---,n it follows from the KKT conditions
that the minimum occurs when 2} = 27, i,j € {1,2,--- ,n}.
When 0, > 0 for some ¢ (and so by complementary
slackness zf = z,,), we would like to show that we must
have §, > 0 for all ¢ = 1,2,--- ,n (and so 2 = z,, for all
1). Firstly, when log(1/p.) = nzy,, since z] > z,, it follows
immediately that z] = z,, for all 7. Otherwise, we proceed
by contradiction. Suppose that nz,, < log(1/p.) < nzuy
and z7 = zp, for some i. The elements of z* are therefore
not all the same value. Consider the point y; = log(1/p.)/n,
i=1,2,--- ,n. This point satisfies the constraints

Zyz

and so is feasible. By the strict convexity of the exponential
we have new 2i-1 % = pelos(l/pe)/n < S e (with strict
inequality since the elements of z* are, by assumption, not all
the same value). Observing that Y7 | eV = nelg(1/pe)/n it
follows immediately that 7 e%~! < "7 e*1~! yielding
a contradiction. That is, we must either have z] = z,, for all
i or zF # zp for all i. Since in the case we are analyzing we
have z] = 2, for some 4, this implies 2] = zj,, for all i. By
an almost identical argument, it also follows that when 6, < 0
for some 4, we must have 2} = 2 for all <. [ |

(14)

logf, 2m <y = log(1/pe)/n < 2y



Lemma 2. Consider the set of points C = {¥ : ¥ €
[T, ]} 0 < 7 < 7r < 1. Over set C, the vector ¥
minimising > ., ;(¥) satisfies either 7; = T, for all i or
7, = T for all 1.

Proof: If 1., = T the result follows trivially. Suppose
therefore 7,, < Tp7. By Lemma 1, minimising >, r; s.t.
Tm < T < Ty, @ = 1,2,--- ,n is equivalent to finding a 7*
solving

) nt (1—7)"
min
i<y 1 =TTy + (Te — Ty)(1 — 7)7
and setting 7, = 7%, ¢ = 1,2,--- ,n. Taking logs and letting
x = &, T = logx this optimisation can be rewritten as
z —log((1+ €")™ +a) +
log Tit, a= (T, = Ty) /Ty, &m = log 172, Ty = log 17

l (15)

minimgfng 7:(‘%) with F(i‘) =
177‘]»{ :

Importantly, the objective function 7(-) is concave in Z, since
(i) the first term is linear; (i) expanding the (1+e%)" term, it
can be verified that the second term is convex [24]; and (ii7)
the third term is constant. Hence, for any & = a&,, + (1 —
a)Zpy, 0 < o < 1 lying in the interval [Z,,,Z)s] we have
7(Z) > af(Zm) + (1 — a)7(Zar). It follows immediately that
the minimum of 7#(Z) over interval [Z,,, Z /] must be located
at one of the boundary points. ]

Proof of Theorem 1: By Lemma 2, 1, — %Z] r; is
minimized either when 7; = 7,,, V¢ or 7; = 75 Vi. For 7; =
Tm Vi, we have

1 T (1= 7)1 (1 — Topt)”’ll
n er = T =
J s,m

16
Ty (16)

where T ,,, and T,,; are the values of T, when 7; = 7,,, Vi
and 7; = T, Vi, respectively. From the above,

1 1 — Topt)" M
Topt — ﬁ er S (Topt - Tm)%
J

Topt
T T
S A opt § A opt
Topt Topt(l - Topt)

from which we have that (3) holds for this case.

We next address the case 7; = Tas Vi. If 7oy > 27,p, it is
easy to see that (3) holds, as in this case the denominator of
(3) is larger than 7,,; and the numerator is smaller than r,,;.
To prove that (3) also holds for 7py < 27,,, we proceed as
follows. Let r(7) be the throughput of a station as a function
of 7 when 7; = 7 for all 4. Then, by expressing r(7) as the
integral of its derivative,

Topt — 7(Tr) :/ v L7§(T>d7'

o dr

A7)

From 7(7) = I7(1 — 7)"~1/Ty,

dr(t) (1 —7)""2(T, — ntTy)
dr T2

We next show that the above derivative is negative in the
interval T € [Topt, Tar]. The sign of the derivative depends on
that of the term Ts —n7T;. Since the throughput is maximized
at Tope and n > 1, the derivative at 7 = 7, is 0 (when the
number of stations n > 1 the optimum attempt probability
must lie in the interior of [0,1]™), and so Ts — n773=0. The

derivative of T, — n7T} is n(1—7)"~Y(Ty — T.) — nT}, which
is negative for 7 € [0, 1]. Thus, Ty —n7T; equals 0 at T = T
and decreases afterwards, which implies that Ty — n77; < 0
for 7 > 7,p;. With this, (17) can be rewritten as

Tort | dr (1)
Topt — T(Ta) = — /TM 7 dr (18)
which can be bounded as follows:
Tort | dr(T) dr(7)
rot—T(TM)S—/ dr = (Ta1 — Topt)
i TM dT max dT max g

19)

where |dr(7)/d7|max is an upper bound for the absolute value
the derivative in the interval 7 € [Topt, Tas]

To find |dr(7)/dT|max, We proceed as follows. Given that
T € (Topt; Taa) and 7ar < min(27,p¢, 1), we want to evaluate
dr(r)/dr at 7 = K7, for 1 < K < min(2,1/7,,), which
yields

87“(7') _ l(]. — KTOpt)n_2(TK — ’I’LKTOptTt) (20)

or TZ

where Tk is the value of T for 7, = K7, Vi. Note that,
for K > 1, we have Tx > T,y and Tx — nK7op 1y < 0
(the latter holds since we have earlier shown that the term
T, — n7T; is negative for 7 > 7,,,). With this, the absolute
value of dr(7)/dr can be bounded by

d 11 = Topt) " 2(nK Tope Ty — T,
:Z(T) S ( T Pt) ;’?2 Toptdt Pt) (21)
T opt

Before, we have shown that the term T, — n7T} is equal
to 0 at 7 = Top, 1.8, Top — NTop Ty = 0. Adding this
term to K 7, T} — Topi gives (K — 1)n7,p ;. Furthermore,

since Typr = nTop T, this can be expressed as (K — 1)T,,.
Combining this with the above equation yields:
dr(T) < U1 = Topt)""2(K — 1) < U1 — Topt)" 2 22)
dr Topt TOPt

Finally, combining the above bound on the maximum value
of the derivative with (19) leads to:

1 11— Tope)" 2
JE— PR R S . —
Topt n Ej Ti >

Topt

T™ — T < ————m
( Opt) Topt(l - Topt)

Topt

from which (3) also holds for this case. [ |

B. Proof of Theorem 2

Once again, we proceed by establishing a number of inter-
mediate Lemmas, and then present the proof of Theorem 2.

Lemma 3.
() ; (rj(#) —1:(#)) < (n;iml)l (kv =) (1= 702“)"*2
) 3 04(7) = () > Dl (1= Ty

with n > 2, Ty = MaXjey,... n} Tor Tm = Miliegy ... ny 7o
< <L



Proof: (1) Let rps be the throughput of station M. Since
r; < Ty we have Zj# (rj—m) < Z#i (rp—m) =(n—
1)(ras — ;). Substituting from (1) and rearranging we have

- 1)1
(nT) (Tm — 74) H (1—7%)
k#i, M

(a) — 1)1 > n—2
2, (1- )
where (a) follows from the fact that Tort < <1 and Ty >

2
T, (the latter holds since 7; > %%).

(47) Since r; > r,, we have Zj#i (rj—mr) > (n—
1)(rm — 7;). The second part of the result now follows using

an identical argument to (z). [ |

(n=1)(rm —7i) =

Lemma 4. (l) ’f’mf’f} Z Tm — Ti and (ll) ’7A'M77A'Z § T — Ty

where Ty, = Mileqy ... n} Too TM = MAXie(1,... n} Ti» T =
Topt .

max{ 2%, 7;}.

Proof: (i) When 7; > % then 7; = 7;. Since 7, > Ty,

it follows that 7,,, — 7; > 7,,, — 7;. When 7; < %, then
Tm = T; = ~2*, and hence 7,,, —7; = 0, while 7, —7; < 0. (ii)

When 7; > To2m then7;, =7, Ty =T and Ty —7; = Tv — T
When 7; < % we have two cases: (a) if 7jy < T"Q—’” then
v —Ti =0 < 1y — 75 (b) if 73y > TOQPt then 7y — 7; =
™™ — T < Ty — 75 since 7; < 7. |
Topt)n72 -1
5 ,
(23)

Lemma 5. When v < Ypmar = (;l (1_

D(#) < 0 and n > 2 then under update (5),
T(t+1) <ta (t+1) if 7 (t) < 7Tar (B)

where M := arg max; 7;(t).

Proof: 1t is sufficient to show that

i+ (Z(Tj — 1) _Fi) <TMm -+ (Z (rs —rm) —FM>
jAi J'#EM

where F'; is the value of F; for station M (in the equation we

have dropped the ¢ arguments from all quantities to streamline

notation). Since F; = Fys, ¢ = 1,---,n when D < 0 this

simplifies to yn (rpr — r;) < 7ar — 7;. Substituting from (1)

we obtain

)
v (u=7) [[ 0= <mi-m @4

J#6,M
By Lemma 4, 73y — 7; < 7 — 75 and a sufficient condition

for 24) is Y2 [T 0 (1 —7) < 1. Since 7; > 2%, this
holds when v < Vaz- [ |

Lemma 6. Under the conditions of Lemma 5, Tpr (t+ 1) <
Tar (t), with equality only when T; = Top, 7 =1,--- ,n.

Proof: 1t is sufficient to show that

NTopt — i T
TM+7<ZH—WM—’);_IZ>STM (25)

with equality only when 7; = 7o, j = 1,--- ,n. When 7; =
Topt» €quality holds. Assume now that 7; # 7,,,; for some j.
Since v > 0, the above condition is satisfied when

v+ Z (Ti—TM)—’I“Opt<O
iAM

(26)

If 7oy =1, thensincen >1and r;, =0,¢=1,--- ,n, (26)
is satisfied. Suppose therefore 73, < 1 and define function
G=ry +Zj¢M (rj — rar) —Topt. The partial derivative of G

with respect to 7; is given by % = g;’f + Zj# M w
It can be verified that Or; /07; > 0 (since 7; < Tps < 1). Also,

8(7"j—7‘]y[> :_L 7A'j _ 7A']\/[
O%i T2\1-% 1-7um
. . 0T
x H(1_Tk)TS+H(1—Tk)a% >0
ki k g

since 9T, /07; > 0 and ;7 is monotonically increasing in 7.
Hence 0G/07; > 0, which implies that G takes a maximum
for the largest possible value of 7;, for all ¢ # M. Since
7; < 7ar, this means that GG is maximized when 7; = 7y, for
all 4. In this case, (26) becomes 7 (Far) — ropt < 0, where
Fae = {7ar, - - -, T} Since 74y, is the maximum throughput
when all stations use the same transmission attempt probabil-
ity, rar (Fag) —ropt = 0 only if 7oy = 7. But by assumption
Tam 7 Topt and so we must have ry(7ar) — 7ope < 0. [ ]
Proof of Theorem 2: To establish global asymptotically

stability we show that ||7 (t + 1) = Topt | co < |7 (£) = Topt|loo
unless 7 (t) = Top. By definition, |7 (t) — Topt|loo
max (|7ar (£) — Topt| , |Tm (t) — Topt|), Where 737 and 7,,, are
the maximum and minimum values of the elements of vector
T respectively. We proceed in a case-by-case fashion.

Case 1: 7y (t) > Topt, || T (t) — Toptlloc = Tar (t) — Topt-
For |7 (t 4+ 1) — Toptlloo < ||T (t) — Topt|lco We require

ITi (E+1) = Tope|l < Tar (¢) = Topt,  i=1,---,n (27)

Substituting from (5) and (7), (27) is satisfied provided:

Ti +y Z (rj - Ti) -F | - Topt < TM — Topt (28)
J#i
T+ Z (Tj - Ti) —-F ] - Topt > Topt — TM (29)

J#i
where the dependency on t has been omitted to simplify
notation.
Casela (F; = —D/[2(n — 1)]: i < Topts Mropt > > . T5).

Using Lemma 3 plus Theorem 1 with A = 73 — 7o, (28) is
satisfied provided

— 1)1 o n—2
! <(nTm X a7 (- szt> * 2(nnf e TO”t))
(30)

<Typ — T

By Lemma 4, 73y — 7; < Tar — 5. Also, by assumption 7; <
Topt and so 77 — 7; > 0. It follows that (30) (and so (28)) is
satisfied provided

(n—1)1 Topt \ V2 np !
<< T (1_717) +2(n—1)> 1)

Given that p = [(1—7opt)" 2/ Topt < (1 —Topt/2)" "2/ T},
the above is satisfied provided

nl Topt n—2 -t
1 Tor )
v< <T ( 2 >

(32)



Since —F; = % > 0, (29) is satisfied provided

VY (rj = 1) > 2o — Tar — T 33)
i

By assumption |7as — Topt| > |7 — Topt| and so 7, >
2Topt — Tm- Also, by assumption 7; < 7,,; < 7Tp7 and so
Tm < TM> Tm < Tym. If 73 = 27554 — a7 then 7; = 1, and
(33) holds provided v > 0 (the RHS equals 0 while the LHS
is lower bounded by ~(rpr — ) > 0). Otherwise, we have
Ti > 2Topt — Tar. By Lemma 3, (33) is satisfied provided

(n—1)1

L

n—2
(T — Ti) (1 — %) > 2Topt — TM — Ti

By Lemma 4, 7,,, —7; > Ty, —7;. And Ty, =T > 2Top — T — 75
Hence, (33) is satisfied provided

(n—1)1 ( Topt \ "2 -
n— Dt 1*7) 34
7<( Tm 5 G4
Case 1b (F; = D/ [2(’[1—1)]: Ti > Topts MTopt >
>_; 7). From nrepe > 37, r;, it holds that F; = ﬁ =

ﬁ (ropt — % Zj r; | > 0. If 7; = 73 then either (7) 7;
7; for all j, in which case F; > 0and >, (r; —r;) =0, or
(i) Tj < 7; for some j, in which case 3, (r; — ;) < 0 and
(as mentioned above) F; > 0. In both cases, (28) is satisfied.
Otherwise, we have 7; < 7. Since F; > 0, (28) is satisfied
provided v, ; (rj — i) < Tas —T7;. By Lemma 3, this holds
provided

(n—1)1

~ ~ Topt n—2
VT(TM—%) (1—7) <Tym — T

5 (35)

By assumption, 7; > 7o, and so 7; = 7;, Tar = Tar. Also,
v — 7 > 0. Hence, (35) holds when + satisfies (34).

Using Lemma 3 plus Theorem 1 with A = 7y — T4pt, (29)
is satisfied provided

v ((n;ml)l (fi = Tm) (1 - T(;pt)n_Q + 72(nnf 0 (tm — Topt))

(36)

< Ti — (2Topt — )

By assumption, 7, > 27, — Tas and so by Lemma 4, 7; —
Tm < T; — (2Topt — Tar). Also, by assumption 7; > 7,,; and
SO Ty — (2Topt — Tar) > Tar — Topt- It then follows that (36)
(and so (29)) is satisfied when ~ satisfies (31).

Case 1c (I; = D/ (n—1): nrop < 32;7;). By Lemmas
5and 6, 7; (t+1) < T (t+1) < 7ar(t) and so (28) is
satisfied (observe that the LHS of (28) is 7; (t + 1) — Topt).
Since F; < 0, (29) is satisfied provided v}, (r; — 7)) >
2Topt — T — T By Lemma 3, this holds provided

’y(n—l)l

~ ~ 7_o;mf n—2
T (Ti = Tm) (1 — —) < T — (2Topt — Tr)
m

2
By assumption, 7,, > 27,,: —Tas and by Lemma 4, 7; — 7,;, <
T; — (27opt — Tar). Hence, the above holds (and so (29) is
satisfied) when ~y satisfies (34).

Case 2: ™ (t) < Topt OT HT(t) - ToptHoo 7é ™ (t) -
Topt- 10 this case, it necessarily holds that 7,, (t) < 7, and

17 () = Toptlloo = Topt — Tm (). For |7 (t + 1) = Topt[loo <
| () — Toptl|oo We require

T + Y Z (T’j - Ti) - Fi — Topt < Topt — Tm (37)
J#i
T+ Z (Tj - Ti) —-F| - Topt > Tm — Topt (38)

i
Case2a (F; = —D/[2(n — 1)]: 7i < Topts Mropt = D T5).

By Lemma 3 and Theorem 1 with A = 7,,; — 7,5, condition
(37) is satisfied provided

Y ((n;ml)l (Far — 74) (1 _ Topt)n_2 .

2
< 2Topt — Tm — Ti

(Topt - Tm))
(39)

np
2(n—1)

Since 7; < Tope then 274y — Ty — T3 2> Topt — Tr- By Lemma
4, 7ar — 7 < Tag — Ti. When |7 (8) — Toptlloo 7 Tar (B) — Topts
then |7ar — Topt| < |Tim — Topt| and so T, < 274, — Tas 1.
™ < 2Topt — Tm. Hence, Tay — 73 < 274pt — T — 7;. When
Tar < Topt then 7oy — 7 < Topt — T3 = 2Topt — T — Ti — (Topt —
Tm) < 2Topt — T, — T; Where the last inequality follows from
the fact that 7,,, < 7; < 7. It follows that (39) holds when
~ satisfies (31).

If 7, = 7, then (38) is satisfied since r; — 7, > 0 and
F; > 0 (unless 7; = 7,p: Vi). Otherwise, if 7; > 7, then since
F; <0, (38) is satisfied provided 'yzj# (rj — 1) > T — T
By Lemmas 3 and 4, this holds when ~ satisfies (34).

Case 2b (F; = D/ [2(n — 1)]: 7y > Topty NTopt > Zj ;).
Note that Tas > 7; > Topt. Hence, to be in case 2 we must have
|Tar — Topt| < |Tm — Topt| and so 7, < 274y — Tag i€ Tag <
2Topt —Tm.- If 7; = Tas then (37) is satisfied since the LHS non-
negative while the RHS is positive. Otherwise, if 7; < 77 then
since F; > 0, (37) is satisfied provided *yzj# (rj—m) <
2Topt — Tm — 7. By Lemma 3 this holds when

(n—1)1

T
As already noted, 7oy < 27opt — T, and Tay 2> T > Topt
Hence, 7o — 73 = v — Ti < 2Topt — T — T;. 1t follows that
(40) is satisfied when ~ satisfies (34).

Using Lemma 3 and Theorem 1 with A = 75, —
condition (38) is satisfied provided

(’I’L*l)l ~ R ( Topt)n_2 np
Vg (=) 2 Tm-
> Tm — Ti

n—2
(Far — 1) (1 - %) < Uopt — T — 71 (40)

Tm,

(Tm = Topt)

Since 7; > Topt, Tm —Ti = Tm —Ti. AlSO, Ty, —Topt = T — 75
It follows that the above holds when ~ satisfies (31).

Case 2¢ (F; = D/ (n—1): nrop < Zj r;). Observe that
the LHS of (37) is 7; (t + 1) — 7op. By Lemmas 5 and 6,
Ti(t+1) < 7 (t+1) < 7ar(t). By assumption, 77 () —
Topt < Topt — Tm- Therefore, (37) is satisfied.

If 7, = 7, then (38) is satisfied. Otherwise, if 7, > 7,
then since F; < 0 condition (38) is satisfied provided
¥z (rj —7i) > Tm — 7;. By Lemma 3 this holds provided
y @D (7 — #) (1 - 724)" " < 7y~ 7. By Lemma 4 this
holds when ~ satisfies (34).

Finally, we take for 7,4, the smallest of the bounds given
by (32) and (34). [ ]



C. Sketch of the proof of Theorem 3

We proceed on a case-by-base basis. For each case we show
that, either the case is not possible or there is an upper bound
on f that belongs to /. Thus, by taking f equal to the min-
imum of all upper bounds, the theorem is proved. This holds
for T € [Topt/2,1]™ and thus ||7(t + 1) — Topt|loc < Topt/2.

Let 7 be such that |7(t + 1) — Topt|loo = |Ti(t + 1) — Topt]-
Let 74, 7, and 7)1 denote 7;(t), 7,,(t) and 7/ (t), respectively.

Case 1: (Tar > 75 > Top & Ti(t + 1) > Topy OF Ty, < T3 <
Topt & T3 (t + 1) < Tope). It can be seen that if 7,(t) < 7;(t) <
Topt» then 7;(t + 1) < 7;(¢t + 1). Similarly, if 7;(¢) > 7;(¢) >
Topt» then 7;(t+1) > 7;(t+1). Thus, this case is not possible.

Case 2: (7; < Tope & (t+ 1) > Top Or 73 > Topr & 75( +
1) < Topt). From the proof of Theorem 2 it can be seen that
Ti(t+ 1) =7 (t) - —(1 =/ Ymaz) | T(t) —
Topt”oo'

From the above two cases, in the following we only need
to look at 7; = 7, or 7y, and show that |7;(¢ + 1) — 7;| is an
increasing function of [7(t + 1) — Topt || co-

Case 3: (D(t) > 0)

Case 3a: (1; = Ty & i(t+ 1) > Topt & || T(t) — Topt|loo =
Tam — Topt)- In this case 7ay — 7ar(t + 1) is proportional to
G=—-nry—(2n-1) Z#M (ri — rar) +nrop. Following a
similar reasoning to the proof of Lemma 6 it can be seen that
G is minimized for 7 = T, where Tas = {7Tar,. .., T}
From this, 7as — 7z (t+1) > 25 (rope — 701 (Taz)). Note that
this is an increasing function of |7 (t) — Topt|leo given that
™ = Topt + |7 (t) — Topt oo

Case 3b: (1; = Tpg & i(t+ 1) > Topt & || T(E) — Topt|loo =
Topt—Tm)- In this case 7py —7ps (t+1) = ﬁ(nropt—nrwj—i—
(2n—=1)> 0 (i —7Tm) 2> %l%(nropt —nry +n(ra —
Tm)) Z ﬁ(nropt - nTm) Z Q(Trl)(ropt 7'm(Tm))-

Case 3c: (1, =T, & Ti(t + 1) < Top & || T () — Toptlloo =
Topt — Tm). In this case 7, (t + 1) — 7, = ’Y(Zj i —
W+ (7ape = 373/ (2(0 — 1)) > 7502 (Fopt — 7o) =
Wﬁ(rom = T (Tm))-

Case 3d: (1; = T & Ti(t + 1) < Tope & ||T(t) — Topt||oo =
TM — Topt)- It can be seen that an upper bound for 7, in
this case is obtained by setting 7; = Topt Vj #= M and T =
Topt. Thus we have 7, (¢t + 1) #I)ITWTOpt(]_ —
Topt)nil(TJW - Topt)-

Case 4: (D(t) < 0)

Case 4a: (1; = T & (6 + 1) > Topt & || T(8) — Topt||oo =
TM — Topt)- From the proof of Lemma 6 we have that 75, —
TM(f + 1) (’I“O[,t —TrMm (TM))

Case 4b: (TZ =T &Ti(t+1) > T & || T() — Toptlloo =
Topt — Tm). Following a similar reasoning to Lemma 6, it can
be seen that if we set 7% such that 7; = 73y Vj # m, we have
an lower bound on 7y — 7as (¢t + 1). Thus, 7oy — 7as(t+ 1) >
7t (ropt = m(77)) 2 725 (Topt = rm (Tm)).

Case 4c: (1, =T, &Ti(t + 1) < Topt & ||T() — Toptlloo =
Topt — Tm). In this case 7, (t + 1) — 70y > y(ry — ) >
V(Topt = rm(Tm))-

Case 4d: (1; = T, &Ti(t + 1) < Topt & | T(t) — Toptlloo =
TM — Topt)- Following a similar reasoning to case 3d, we have
Tm(t+ 1) —Tm 2 ’Y(rl\f _r'm) > ’Y(Topt _Tm) > T, lt Topt(l -
Topt)n_l(TJW - Topt)~ |

|T0Pt - Topt”oo <

— Tm Z

D. Proof of Theorem 4

The PAS algorithm computes 7; at a given stage ¢’ according
to the following expression:

W
Tiinitial + 7 Z (Z (7,.] (t
t=0  j#i

If 7; exceeds 1 at any stage, then it decreases in the next
stages until it goes below 1. Indeed, for 7; > 1 we have 7; = 1,
which leads to r; = 0 for j # 4 and F; > —r;, and thus from
the above expression 7; decreases. This implies that 7; can
never exceed T,q: = 1+ 9, where § is the maximum distance
that 7; can cover in one stage (which is bounded). Taking this
into account, (41) yields

5 (050 =) - ) < s @)

where Spae = (Timae — 7)) /4.

When there is a misbehaving station that changes its config-
uration over time and receives a throughput r(¢) while the rest
of the stations are well-behaved, using the same configuration

and obtaining the same throughput r(t), the above can be
expressed as
)<,

D,

If we now consider the throughput of the misbehaving
station over an interval 7', the average throughput over this in-
terval can be computed as 7, = (1/7) Y, 7s(t) Theacon, Where
Theacon 1S the duration of a beacon interval. Thus,

s < % Z ( (t) + F; (t)) Theacon + Smaz Tbejajcon

Since we considering a very large interval 7" — oo, the term
SmazTbeacon/T tends to 0, which yields

1
Ts S T Zt (T(t) + Fz (t)) Tbeacon
Let us consider now a given stage ¢. From (10) we have
Fi(t) < =15 (nropy — rs(t) — (n — 1)r(t)), which yields
(n—=1Drt)+rs@) + (n—1)EFi(t) < nrop

Since the above equation is satisfied for all ¢,

Yo, (=) +rs(t) + (= 1E() <Y nrope (47)

Furthermore, from (45),

(=13 ) < (=13 (r(0) + Fi(1)

Adding the above two equations yields n), rs(t) <
Ny, Topt, from which

Ts = %Zt Z Toptheacon

which proves the theorem. S1nce the right hand side of the
above equation is precisely the throughput that the misbe-
having station would get if it always ran PAS, this shows
that the misbehaving station cannot benefit from using a
different strategy no matter how it changes its configuration
over time. As the proof does not make any assumption on the
configuration of the misbehaving station, this holds for any
configuration of all the 802.11e parameters. ]

n(t') = )~ ri(t)) - E—(t)) 1)

(t)) + Smaz (43)

(44)

(45)

(46)

(48)

( Tbeacon > Topt (4’9)





