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Abstract—This paper considers the secrecy performance

of rate splitting (RS) scheme in multi-user multiple-input

single-output (MU-MISO) systems. The split of the users’

messages into common and private parts can enhance the

sum-rate of the communication systems. However, this split

of the messages reveals part of the users’ messages making

them prone to eavesdropping. Thus, to consider the tradeoff

between the sum-rate and the secrecy of RS, new analytical

expressions for the ergodic sum-rate and ergodic secrecy

rate are derived. Then, based on the analytical expressions

of the ergodic rates, novel power allocation strategy that

maximizes the sum-rate subject to a target secrecy rate is

proposed and investigated. Our Monte Carlo simulations

show a close match with our theoretical derivations. They

also reveal that, by tuning the portion of the split signals,

our power allocation approach provides a scalable tradeoff

between sum-rate benefits and secrecy.

Index Terms—Rate splitting, physical layer security, ZF.

I. INTRODUCTION

Rate-Splitting Multiple Access (RSMA), based on

multi-antenna rate splitting (RS) at the transmitter,

is a known solution to enhance the achievable sum-

rate in multi-user multiple-input single-output (MU-

MISO) systems [1], [2], [3], [4]. In RS the users’

messages are split into a common part and private

parts, and then superimposed in a common transmis-

sion. At the reception, the common stream is first

decoded by the all users. Then, each private stream is

decoded by the intended user using Successive Inter-

ference Cancellation (SIC) technique. RS technique

has received a growing attention in the literature. For

instance, in [1] the gain performed by RS over con-

ventional transmission scheme, e.g., without using RS

(NoRS), under imperfect channel state information

(CSI) at the base-station (BS) has been investigated.

In [2], RS has been designed for a multiple antennas

multi-cell systems with imperfect CSI; in this work

RS scheme showed the superiority in a Degrees-of-

Freedom sense over NoRS. The performance of RS

with practical finite constellation transmission was

investigated in [4]. The secrecy of RS technique

has been considered in [5], [6] for two users MISO

systems in the presence of an external eavesdropper.

However, the split of the users’ signals into com-

mon and private parts reveals part of the users’

messages making them prone to eavesdropping. This

implicates vulnerabilities in terms of the security of

the information, not only to external eavesdroppers,

but also relating to privacy of the messages between

the legitimate users of RSMA. It further raises in-

teresting tradeoffs, where increasing the split towards

the common signals may increase the sum rate of

RS, while revealing the users’ signals may deterio-

rate the security performance. Accordingly this paper

investigates the secrecy performance of RS scheme

in MU-MISO systems. In this regard, by applying

maximum ratio transmission (MRT) technique for the

common message, and zero forcing (ZF) precoding

technique for the private messages the ergodic sum-

rate and ergodic secrecy rate are analyzed based on

imperfect CSI at the BS. Then, a power allocation

scheme tailored for secure RS that maximizes the

sum-rate subject to a target secrecy rate is proposed.

The numerical results show clearly that the proposed

power allocation scheme can provide a scalable trade-

off between the achievable sum-rate benefits and the

secrecy of RS.



II. SYSTEM MODEL

We consider a downlink MU-MISO system, in

which an N−antennas BS communicates with K-

single antenna users using RS technique. The chan-

nels are modeled as independent identically dis-

tributed (i.i.d) Rayleigh fading channels. The channel

matrix between the BS and the users is denoted by

H ∈ CK×N . The relation between the real and esti-

mated channels can be written as, H = Ĥ+H̃, where

Ĥ ∼ CN (0,D̂) is the estimated channel matrix, and

H̃ ∼ CN (0,D̃) is the estimation error matrix, while

D̃ and D̂ are a diagonal matrices with [D̃]kk = σ̂2
ek

and [D̂]kk = σ̂2
k , which are the variances of the error

and estimated channel, respectively.

In RS the resulting symbols of a given channel

use can be grouped in a vector defined by x =
[xc, x1, ...., xK ]

T ∈ CK+1, where xc and xk are

encoded common and private symbols, respectively,

and E
{

xx
H
}

= I. Then the symbols are mapped to

the BS antennas through a linear precoding matrix

W = [wc,w1, ....wK ] where wc ∈ CN is the

common precoder and wk ∈ CN denotes the kth

private precoder. Accordingly, the transmitted signal

can be written as s =
√
Pcwcxc+

K
∑

i=1

√

Ppwixi,

where Pc and Pp are the power allocated to the

common and private messages, where Pc = (1− t)P

and Pp =
tP

K
, 0 < t ≤ 1 and P is the total power.

The received signal at the kth user can be expressed

as,

yk =
√

Pchkwcxc+
K
∑

i=1

√

Pphkwixi + nk, (1)

where hk is the channel vector from the BS to the kth

user, nk is the additive wight Gaussian noise (AWGN)

at the user with zero mean and variance σ2
k, i.e.,

nk ∼ CN (0, σ2
k). After removing the common part,

the received signal at user k can be written as,

ypk =

K
∑

i=1

√

Pphkwixi + nk. (2)

The ergodic sum rate can be evaluated by [7]

E {R} = min
j

(

E
{

Rc
j

})K

j=1
+

K
∑

k=1

E {Rp
k} , (3)

where E {Rc
k} and E {Rp

k} are the ergodic rates of

the common and private messages at the kth user.

In addition to the above sum rates, in this work we

are interested in the particular vulnerabilities of RS to

eavesdropping. In this model the eavesdropper can be

any user, i , in the system trying to decode the private

message of user k by exploiting the common message

together with the leakage caused by the imperfect

knowledge of the CSI. Therefore, the ergodic secrecy

rate can be defined as

Rs = E [(Rc +Rp
k)−max (Rc +Rp

i→k) , i 6= k]
+

(4)

where Rp
i→k is the rate at which user i can decode

user k signal.

III. ERGODIC SUM-RATE AND ERGODIC

SECRECY-RATE

In this section we analyze the ergodic sum-rate

and the ergodic secrecy rate for MU-MISO systems

using RS scheme. MRT and ZF precoding schemes

are implemented for the common and private streams.

Thus, the precoding vector for the common part can

be expressed by wc =

K
∑

i=1
ĥH
i

∥

∥

∥

∥

∥

K
∑

i=1
ĥH
i

∥

∥

∥

∥

∥

. The pseudo-inverse of

the estimated channel is, Fp = Ĥ
H
(

ĤĤ
H
)−1

; thus,

the precoding vector for the kthprivate message, w
p
k,

can be expressed by w
p
k =

f
p

k

‖fpk‖ , where f
p
k is the kth

vector in F
p.

A. Ergodic rate for the common part

After applying MRT/ZF precoders, the received sig-

nal at user k in (1) can be expressed as

yk =
√

Pcwcxc(ĥk − h̃k) +
√

Pp(βpkxk−
K
∑

i=1

h̃kw
p
i xi) + nk (5)



where βpk = 1

‖f̂pk‖ . Now, the SINR of the common

part at the kth user can be written as

γc
k =

Pc

∣

∣

∣

∣

∣

∣

∣

ĥk

K
∑

i=1
ĥ
H
i

∥

∥

∥

∥

∥

K
∑

i=1
ĥH
i

∥

∥

∥

∥

∥

∣

∣

∣

∣

∣

∣

∣

2

+ Pcσ
2
h̃k

Pp
[

(ĤĤH)
−1

]

k,k

+KPpσ2
h̃k

+ σ2
k

. (6)

Theorem 1. The ergodic rate of the common part at

user k can be calculated as a function of the common

and private signal powers Pc, Pp as in (7) where

zi and Hi are the ith zero and the weighting factor,

respectively, of the Laguerre polynomials.

Proof: The proof is presented in Appendix A.

B. Ergodic rate for the private part

After implementing ZF precoder, the private signal at

the kth user in (2) can also be expressed as

ypk = βpk

√

Ppxk−
K
∑

i=1

√

Pph̃kw
p
i xi + nk (8)

Now, the SINR of the kth user can be written as

γp
k =

Pp
[

(ĤĤH)
−1

]

k,k

+ Ppσ
2
h̃k

(K − 1)Ppσ
2
h̃k

+ σ2
k

. (9)

Theorem 2. The ergodic rate of the private part at

user k can be evaluated by (10) where zi and Hi are

the ith zero and the weighting factor, respectively, of

the Laguerre polynomials.

Proof: The proof is presented in Appendix B.

C. Ergodic secrecy rate

The ergodic secrecy rate can be calculated by [8,

Eq(5)]

E [Rs] = [E [Rp
k]− E [max {Rp

i→k}]]+ . (11)

User i (the eavesdropper) detects first his own

messages (common and private), then removes them

using SIC to eavesdrop the kth user’s signal by

exploiting the leakage caused by the imperfect knowl-

edge of the CSI. Therefore, the received signal at user

i to detect user k signal is

ypi→k =
√

Pph̃iw
p
kxk+

K
∑

j=1
j 6=i

√

Pph̃iw
p
jxj + ni. (12)

Thus the SINR can be written as

γp
i→k =

Ppσ
2
h̃i

(K − 1)Ppσ
2
h̃i
+ σ2

i

. (13)

Theorem 3. The ergodic secrecy rate in this case can

be calculated by (14).

Proof: The proof is presented in Appendix C.

IV. POWER ALLOCATION FOR SECURE RS

In this section, based on the ergodic sum-rate and

secrecy rate expressions, power allocation schemes

are considered to split the signals with the aim of

maximizing the ergodic sum-rate while achieving a

target secrecy rate. Accordingly, we can formulate

the optimization problem as

max
0<t≤1

E {Rc}+
K
∑

k=1

(E {Rp
k})

s.t. [E [Rp
k]− E [max {Rp

i→k}]]
+
> rs, ∀i,k

Pc +KPp ≤ P (15)

where rs is target secrecy rate. We propose a low

complexity heuristic approach to solve this problem

by first finding the value (ts) of t that achieves the

target secrecy rate, rs. Clearly, any value above ts will

satisfy the secrecy constraint. Then the optimal value

of t will be in the region [ts, 1] as illustrated in Fig. 1

below. In this case the value of ts is the value that can

fulfill the secrecy constraint in (15). This value can

be obtained numerically by changing t from 0 to 1.

To gain some insights, we can derive the value of ts
as follows. Using the first order Laguerre polynomial,

the secrecy constraint in (15) holds when



E [Rc
k] =

1

ln (2)

n
∑

i=1

Hi

1

zi

(

1−
(

(

1 +
Pcθk zi

β

)−K
)

e
−zPcσ

2
h̃k

)(

(

1 +
PpΨk zi

β

)−1+K−N
)

(7)

E [Rp
k] =

n
∑

i=1

Hi

1

zi
log2

(

1 +
Ppyi + Ppσ

2
h̃k

(K − 1)Ppσ2
h̃k

+ σ2
k

)

y
(N−K)
i (Ψk)

N−K+1 e−Ψkyi

Γ (N −K + 1)
(10)

E [Rs] =

n
∑

i=1

Hi

1

zi
log2

(

1 +
Ppyi + Ppσ

2
h̃k

(K − 1)Ppσ2
h̃k

+ σ2
k

)

y
(N−K)
i (Ψk)

N−K+1 e−Ψkyi

Γ (N −K + 1)

− log2

(

1 +
Ppσ

2
h̃i

(K − 1)Ppσ
2
h̃i
+ σ2

i

)

(14)
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Figure 1: Power-Allocation scheme.

rs = Ξ log2

(

1 +
tsPy1 + tsPσ2

h̃k

(K − 1) tsPσ2
h̃k

+ σ2
k

)

− log2

(

1 +
tsPσ2

h̃i

(K − 1) tsPσ2
h̃i
+ σ2

i

)

(16)

where Ξ = H1
1
y1

y
(N−K)
1 (Ψk)

N−K+1 e−Ψky1

Γ(N−K+1)
. Then ts can

be obtained by

ts =
(2̺ − 1) (σ2

k)

Py1 + Pσ2
h̃k

− (2̺ − 1) (K − 1)Pσ2
h̃k

. (17)

where ̺ = 1
Ξ

(

rs + log2

(

1 +
σ2
h̃i

(K−1)σ2
h̃i

))

. Now, the

optimization problem can be reformulated as

max
ts<t≤1

E {Rc}+
K
∑

k=1

(E {Rp
k})

s.t. Pc +KPp ≤ P (18)

The optimal value of t can be found by a simple one

dimensional search techniques, such as golden section

method, over ts ≤ t ≤ 1.

V. NUMERICAL RESULTS

In this section some numerical results are pre-

sented, and Monte-Carlo simulations are conducted

to confirm our analysis. Assuming the users have

same noise power σ2, the transmit signal to noise

ratio (SNR) is defined as SNR = p

σ2 . The channel

error variance considered in this Section is given by

σ̂2
ek = βP−α , where β ≥ 0 and α ∈ [0, 1] are varied

to represent different CSI accuracies and SNR scaling

[7].
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Figure 2: Ergodic sum-rate and secrecy rates of RS

versus transmit SNR when β = 0.1 and α = 0.5.

In Fig. 2 we plot the ergodic sum-rate and secrecy

rate versus the SNR for the RS transmission scheme

when N = K = 4, N = 8, K = 4 and t is

optimized using the golden section technique, Fig. 2a

presents the sum-rate and Fig. 2b shows the secrecy-

rate. The good agreement between the analytical and

simulated results confirms the validity of the analysis

introduced in this paper. Looking closer at the results

in this figure, it is clear that increasing the SNR

and the number of antennas N always enhances

the ergodic sum-rate and secrecy rate. In addition,

the ZF precoding technique can provide secure RS

transmission.

In Fig. 3 we plot the ergodic sum-rate and se-

crecy rate versus t for the target secrecy rate rs =
0.56 (bps/Hz). The tradeoff between the secrecy rate

and the sum rate can be observed clearly from the

results in this figure, where t = 1 is the best option

for the secrecy rate, but t = 0.6 is the best for

the sum-rate. However, in our case the value of t
that achieves the secrecy constraint is ts = 0.9 as

shown in Fig.3a. Thus the optimal value of t is in the

range [0.9, 1]. By using golden section algorithm, the

optimal value of t is t∗ = 0.9 as in Fig.3b. Therefore,
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Figure 3: Ergodic sum-rate and secrecy rates of RS

versus t when SNR=5 dB, N = K = 3, β = 0.7 and

α = 0.

the BS should allocate most of the power to the

private messages. On the other hand, the optimal

value of t without secrecy constraint is about 0.6.

That means that without secrecy constraint the BS

should allocate more power to the common part to

achieve the optimal performance, and this explains

clearly the impact of the secrecy constraint on the

optimal value of t.

VI. CONCLUSIONS

In this paper the secrecy performance of RS

scheme in MU-MISO systems was considered. New

analytical expressions for the ergodic sum-rate and

secrecy rate were derived and a power allocation

strategy that maximizes the sum-rate subject to a

target secrecy rate was proposed. The results in this

work demonstrated the inherent tradeoff between sum

rate benefits and secrecy rates for RS, and provided a

low complexity methodology for optimizing the split

between common and private signaling.

APPENDIX A

The SINR of the common part at the kth user in (6)

can be written as



γc
k =

Pc x+ Pcσ
2
h̃k

Ppy + Ppσ2
h̃k

+ σ2
k

(19)

where x =

∣

∣

∣

∣

∣

∣

∣

ĥk

K
∑

i=1
ĥ
H
i

∥

∥

∥

∥

∥

K
∑

i=1
ĥH
i

∥

∥

∥

∥

∥

∣

∣

∣

∣

∣

∣

∣

2

and y = 1
[

(ĤĤH)
−1

]

k,k

. Thus,

the ergodic rate for the common part is E [Rc
k] =

E [log2 (1 + γc
k)]. It is found in [9] that for any

random variables x, y > 0

E

[

ln

(

1 +
x

y

)]

=

∞̂

0

1

z
(My (z)−My,x (z)) dz

(20)

where Mx (z) = E [e−zx] denotes the moment

generating function (MGF) of x and Mv,u (z) =
E
[

e−z(v+u)
]

. Accordingly, (19) can be expressed as

γc
k = u

v+β
where u = Pc x + Pcσ

2
h̃k

, v = Ppy, and

β = KPpσ
2
h̃k

+ σ2
k. Now, from (20) the ergodic rate

of the common part at user k can be calculated by

Rc
k =

1

ln (2)

∞̂

0

1

z

(

1−Mu (z) e
−zPcσ

2
h̃k

)

Mv (z) e
−zβ dz

(21)
Since u has gamma distribution, the MGF of u

is Mu (z) = (1 + Pcθk z)
−K

. Then, the MGF of v
can be calculated asMv (z) = (1 + PpΨk z)

−1+K−N .
Substituting Mu (z) and Mv (z) into (21) and using

Gaussian rules we can get the ergodic rate in Theorem

1.

APPENDIX B

The SINR of the private part at the kth user in (9) can

be expressed as γp
k =

Ppy+Ppσ
2
h̃k

K
∑

i=1
i6=k

Ppσ
2
h̃k

+σ2
k

. Now, the ergodic

private-rate is given by E [Rp
k] = E [log2 (1 + γp

k)] and

E [Rp
k] =

∞̂

0

log2(1 +
Ppy + Ppσ

2
h̃k

(K − 1)Ppσ
2
h̃k

+ σ2
k

)fy (y) dy

where the PDF of y is fy (y) =
y(N−K)(Ψk)

N−K+1 e−Ψky

Γ(N−K+1)
.

By using Gaussian rules we can find the expression

in Theorem 2.

APPENDIX C

The ergodic rate of user k, E [Rp
k], is derived in (10),

and the ergodic rate at the worst user (eavesdropper),

for user k, is calculated by

E [max {Rp
i→k}] = E

[

max
i

{log2 (1 + γp
i→k)}

]

(22)

Substituting (13) into (22), the ergodic rate at the

worst user, for user k, is

E [maxRp
i→k] = max

i
log2(1 +

Ppσ
2
h̃i

(K − 1)Ppσ
2
h̃j

+ σ2
i

) (23)

Substituting (10) and (23) into (11), we can obtain

the ergodic secrecy rate presented in Theorem 3.
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