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A Study of Efficient Algorithms for Computing Cryptosystems Using Elliptic Curve
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Cryptography is an indispensable technique for the secure use of services on the Internet. Currently, cryptography
based on an elliptic curve, which is called elliptic curve cryptography, is widely used as public-key cryptography. In
addition to this, the elliptic curve is one of the important tools that enable various cryptography for the next generation.
A map defined over the elliptic curve, which is called a pairing, can realize cryptography with various functions. Such
cryptography is so-called pairing-based cryptography (PBC). Recently, it is expected to apply PBC for secure database
services in cloud technology. It is considered that maps between elliptic curves, which are called isogenies, enable post-
quantum cryptography that cannot be broken even though a quantum computer is developed. Such cryptography is called
isogeny-based cryptography. Particularly, SIDH is one of the isogeny-based cryptosystems and is attracting attention as
an alternative protocol such as DH/ECDH based on finite field/elliptic curve cryptosystems, which are adopted for the
current key exchange protocols.

Firstly, to put PBC into practical use and spread it, it is necessary to improve the efficiency of the pairing on the
elliptic curve. The pairing on elliptic curve is typically computed by two steps, i.e., the Miller loop and final
exponentiation. Since the efficiency of the pairing strongly depends on the efficiency of these steps, this thesis especially
proposes efficient algorithms for computing the final exponentiation. Besides, the efficiency of the pairing also depends
on the constructions of the elliptic curve and finite field in which pairing is defined. Therefore, this thesis also proposes
a method for finding attractive parameters such that the optimum constructions for pairing can be adopted. This makes
it possible to easily construct of highly efficient pairing.

Secondly, to execute SIDH practically, it is necessary to improve the efficiency of the key generation phases of SIDH.
The efficiency of these phases depends on the efficiency of algorithms based on Vélu’s formula together with the
construction of the finite field in which curves are defined. Although the previous works only considered the specific
construction of the finite field, this thesis examines several possibilities of the constructions and determines the
recommended constructions for efficient SIDH by an implementation. A new candidate of finite field construction

contributes to expanding the elliptic curves that can be used for SIDH.
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