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ABSTRACT

Technological advancements enable Small, Micro and Medium Enterprises (SMMES) to increase business value
and gain a competitive advantage. However, despite the myriad benefits of Information and Communication
Technologies (ICTs), they have ushered in cyber threats. Cyberattacks have become more prevalent, especially in
developing countries. As a result, most SMMEs in developing countries face challenges securing their digital
environment. Governments worldwide have developed a National Cybersecurity Policy to protect their citizens,
businesses and critical information infrastructure from cyberattacks. However, compliance with cybersecurity
policy remains a challenge in many developing countries, especially among SMMEs. The study investigated the
factors affecting compliance with the National Cybersecurity Policy by SMMEs in developing countries. This will
aid policymakers in formulating National Cybersecurity Policies and providing an enabling environment for
effective compliance by SMMEs in developing countries. We employed a qualitative approach using semi-
structured interviews as a means of data collection. The sample for the study was 20 SMMEs in South Africa and
was purposively selected. The findings showed that lack of awareness of the National Cybersecurity Policy, lack of
understanding of the policy, resource constraints and lack of perceived benefits affect how SMMEs comply with
the National Cybersecurity Policy.
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Compliance with National Cybersecurity Policy

INTRODUCTION

Small, Medium and Micro Enterprises (SMMESs) contribute significantly to a country’s economic growth and
development (Bhorat et al., 2018). It is reported that small enterprises in South Africa contribute around 35% of the
Gross Domestic Product (GDP) (ILDP, 2014). The adoption of technology has proven beneficial for SMMEs. It
increases efficiency by reducing production costs, increasing the value of goods and services, enhancing business
procedures, and giving companies a competitive advantage (Afolayan & de la Harpe, 2020). However, the increase
in technology adoption has led to many vulnerabilities. Unlike large businesses, SMMEs face several challenges in
providing an enabling environment for their businesses due to limited access to financial resources and technical
capabilities (Bada & Nurse, 2019; Kabanda et al., 2018; Selznick & LaMacchia, 2017). Interpol (2021) reported
that over 90% of businesses in the African continent, mostly SMMEs, operate without cybersecurity measures
(Interpol, 2021). As a result, they are at greater risk of cyberattacks, with more devastating consequences (Selznick
& LaMacchia, 2017; Yudhiyati et al., 2021). Cybersecurity measures protect ICTs against malicious online actors
(Bossong & Wagner, 2017). This is attained through developing and implementing cybersecurity measures such as
the Cybersecurity Policies and Strategies. South Africa has the third-highest cybercrime globally (Hubbard, 2019).
In addition, more than 8 million South Africans have experienced cybercrime (eNCA, 2016). This is a significant
concern for the country’s economy, as SMMEs make up 95% of the businesses and contribute to 60% of
employment in the country (Dladla, 2021). In 2019, the number of registered SMMEs in the country was estimated
to be over 787,300 (Moyo & Loock, 2021).

Governments worldwide strive to provide a secure environment for their citizens. Often, this is achieved through a
National Cybersecurity Policy (Teoh & Mahmood, 2017). A National Cybersecurity Policy is a roadmap for
governments to protect and secure their citizens and critical infrastructure from cyberattacks (Sabillon et al., 2016).
A poor or non-existent National Cybersecurity Policy can be crippling to a nation and its economy (Rajasekharaiah
et al., 2020). The terms” National Cybersecurity Policy” and ”National Cybersecurity Strategy” are sometimes used
interchangeably. We posit that National Cybersecurity Policy and National Cybersecurity Strategy are the same
since many countries can adopt either one. For example, the government of South Africa published the
Cybersecurity Policy in 2010, and gazetted National Cybersecurity Policy Framework (NCPF) in 2015 (Gcaza &
von Solms, 2017). NCPF notes the need to promote a cybersecurity culture and compliance with minimum security
standards and promote cybersecurity measures (SA Government Gazette, 2015). In this study, we define compliance
as the “degree to which an individual acts in accordance with prescribed rules or request made by people in
authority” (Wong et al., 2022, p. 2). However, despite NCPF emphasising cultivating a cybersecurity culture and
complying with minimal cybersecurity standards (Bote, 2019), there is no evidence of government action in that
direction (Bote, 2019; Gcaza & von Solms, 2017). In addition, the government has primarily focused on compliance
with cybersecurity policy and regulations in critical infrastructures and government institutions without putting in
measures to ensure compliance in all sectors of the country (Malatji et al., 2021). Furthermore, despite the adoption
of NCPF in South Africa, the country is still experiencing high cybercrimes (Lejaka et al., 2019).

Few studies have analysed the compliance of SMMEs with the National Cybersecurity Policy in developing
countries (Kabanda et al., 2018). In addition, many cybersecurity policy compliance studies focus on large-scale
businesses and critical infrastructures. We are arguing that SMMEs are different from large-scale businesses. The
challenges facing SMMEs may not be applicable to large-scale organisations, it is crucial to ensure the continuation
of business procedures in these SMMEs(Yeboah-Boateng & Essandoh, 2014). Therefore, the study seeks to answer
the following question:

¢ What factors affect compliance with the National Cybersecurity Policy by SMMEs in South Africa?

Answering this research question may aid future research in addressing the challenges experienced by SMMES in
developing countries in complying with the National Cybersecurity Policy. We purposively sampled 20 SMMEs
from the retail industry in the city of Cape Town. Of the 20 SMMEsS, 32 respondents participated in the study. The
paper adds to knowledge as there is a scarcity of literature contributing to SMMESs’ compliance with the National
Cybersecurity Policy in developing countries. Further, the findings of this research may inform policymakers on
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how to formulate policies and provide essential tools to enable SMMESs to protect themselves from cyberattacks. In
the paper, we used an inductive approach.

LITERATURE REVIEW
An Overview of SMMEs

The differentiation between SMMEs and SMEs (Small Medium Enterprises) varies from country to country.
However, the leading indicators are the contribution to GDP and the number of employees. In the context of South
Africa, the National Small Business Act of 1996 categorises small businesses into various groups, namely,
survivalist, micro, very small, small and medium, hence the term “SMME”(ILDP, 2014). However, according to
the literature, in South Africa, SME and SMME are used interchangeably (ILDP, 2014). Table 1 summarises the
World Bank’s SMME indicators, including the number of employees, the total assets, and the total annual sales.

Enterprise Indicators (2/3) | Number of Total assets Total annual sales
Employees
Medium >50; >$3,000,000; >$3,000,000;
<300 <$15,000,000 <$15,000,000
Small >10; >$100,000; >$100,000;
<50 <$3,000,000 <$3,000,000
Micro <10 <$100,000 <$100,000

Table 1. SMME indicator using World Bank standards (Berisha, 2015)

SMMEs are among the most significant contributors to a country’s Gross Domestic Product (GDP) and job creation
(Keskgn et al., 2010). In addition, they are an essential source of income generation for many households in
developing countries (Isaga et al., 2015). As a result, most governments in developing countries are becoming aware
of the importance of SMMEs in their economic growth(Nieuwenhuizen, 2019). This has led to governments
enhancing the adoption of ICTs for SMMEs to gain a competitive advantage through online digital government
support systems (Malik et al., 2019; Osman et al., 2019). ICTs have the potential to transform business operations
through access to and exchange of information (Malik et al., 2019).

The SMMEs in South Africa contribute significantly to the economy of the country. They contribute 60% to
employment and 50% to the National Gross Domestic Product (Bhorat et al., 2018). However, according to prior
literature, 75% of SMMEs fail to survive in the first three years (Ajibade & Khayundi, 2017). One of the
contributing factors to the high failure rate is the high crime levels (Botha et al., 2021). The increase in cybercrime
in the country may also contribute to the higher percentage of failure rates among SMMEs (Kelebetse et al., 2019).
Table 2 summarises the composition of SMMEs in the country.

Industry Estimated contribution to national Estimated employment
GDP opportunities created

Agriculture Between 0.91% and 1.3% + 3.08%
Mining and quarrying Between 2.82% and 4.03% +1.59%
Manufacturing Between 4.74% and 6.77% *6.41%
Electricity, gas and water Between 0.81% and 1.16% + 0.49%
Construction Between 1.32% and 1.89% +5.38%
Retail, wholesale and catering Between 2.82% and 4.03% +12.05%
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Transportation storage and Between 3.34% and 4.78% + 3.50%
communication

Finance and business services Between 7.84% and 11.20% +9.48%

Community and the social and Between 7.95% and 11.36% +13.16%

personal service

Table 2. SMME composition in South Africa (Bruwer et al., 2020)

SMMEs and ICTs

With the advancement of technology, SMMEs are continuously relying on ICTs to enhance operational efficiency
(Lejaka et al., 2019). Many SMMEs are adoption ICTs to gain a competitive advantage (Malik et al., 2019; Osman
etal., 2019). ICTs have the potential to transform business operations through access to and exchange of information
(Malik et al., 2019). In addition, they allow SMMEs to nurture a relationship of trust with their customers, enhance
their professionalism, encourage open communications with customers, and improve customer service (Malik et al.,
2019; Remmele & Peichl, 2021). Furthermore, ICTs have enhanced SMMEs’ efficiency and effectiveness in service
delivery to their consumers (Remmele & Peichl, 2021). The most predominantly technologies SMMEs use include
mobile phones, computers, laptops, etc. (Walaza et al., 2020)

Many SMMEs in developing countries face challenges with adopting ICTs (Eze et al., 2019). However, the outbreak
of the COVID-19 pandemic has changed the narrative as many SMMEs in developing countries were forced to
adapt to online strategies to ensure the continuity of their businesses (Bruwer et al., 2020; Indriastuti & Fuad, 2020).

South Africa is one of the leading countries in the African continent in ICT adoption (Akande et al., 2014). The
increase in ICT usage in the country was attributed to the presence of multinational companies (e.g., Huawei,
Amazon, etc.) that invested in the country (Walaza et al., 2020). This has also led the ICT sector in the country to
implement online tools, such as online trading and e-commerce. As a result, many SMMEs use online tools to
enhance their businesses to gain a competitive advantage.

SMMEs and Cybersecurity

However, despite the benefits of ICTs, their adoption by SMMEs has coupled with cyber threats globally (Remmele
& Peichl, 2021). SMMEs are concerned with taking advantage of the new opportunities that technologies offer them
without considering the security implications (Abubakar et al., 2014). Unfortunately, SMMEs in developing
countries are at a higher risk of cyberattacks due to a lack of necessary resources to implement cybersecurity
measures (Alahmari & Duncan, 2020; Yudhiyati et al., 2021). In addition, the lack of cybersecurity policies,
legislation, and knowledge in developing countries is a cause of concern for SMMEs (Botha et al., 2021). In 2015,
SMMEs experienced 43% of cyberattacks (Yudhiyati et al., 2021).

Cyberattacks are increasing rapidly in Africa, targeting organisations of all sizes, including SMMEs (Lejaka et al.,
2019). However, SMMEs fail to prioritise cybersecurity due to a lack of funding and support (Kabanda et al., 2018;
Yudhiyati et al., 2021). As such, they have become the most prominent targets of cybercrime (Jideani et al., 2018;
Solms & Kiritzinger, 2011). Therefore, there is need to create cybersecurity awareness among SMMEs to adopt
cybersecurity measures (Renaud & Ophoff, 2021). This is evidence of the importance of addressing cybersecurity
within SMMEs, especially in developing countries in Africa. SMMEs should comply with minimal cybersecurity
measures to the same extent as any large organisation. Large organisations’ data, including SMMEs, must be
protected against cyber threats. In addition, the organisation needs uninterrupted access to their resources to ensure
business continuity (Buch et al., 2017). Therefore, there is a need for SMMES to implement cybersecurity measures
to avoid business disruption, resulting in a loss of profit, customers and trust (Taylor et al., 2014; Uwakweh, 2020).
Some of the cyberattacks SMMEs experience include malware, Denial of Services (DoS), intrusion, ransomware
and email spam (Ncubukezi et al., 2020). In addition, there is a need for tailored cybersecurity awareness-raising
programs targeting SMMEs. Developed countries have created these tailored initiatives to protect SMMEs from
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cyberattacks in their countries. However, many developing countries lag in developing a cybersecurity culture for
their citizens.

National Cybersecurity Policy

A National Cybersecurity Policy defines what should be protected, how it should be protected, and defines citizens’
rights and how they should enforce this cybersecurity policy (Sabillon et al., 2016). In most countries worldwide,
cybersecurity is considered a matter of national importance (Gcaza & von Solms, 2017). The lack of a cybersecurity
policy can be detrimental to a country’s economy and the safety of its internet users in many activities. In addition,
daily functions are dependent on cyberspace. For a country to thrive in the digital age, it must develop strategies for
its citizens’ protection within cyberspace. As digital capabilities continue to advance, so are the cyber threats (Teoh
& Mahmood, 2017). (Sabillon et al., 2016). The best way to tackle cybersecurity is to address both the technological
aspects of cybersecurity and the human elements (Pfleeger & Caputo, 2012), as humans are seen as the biggest
weakness in cybersecurity (Gcaza & von Solms, 2017). Therefore, National Cybersecurity Policies address the need
to develop a cybersecurity culture to ensure that internet users cultivate cybersecurity practices and behaviours
(Gcaza et al., 2015).

Most National Cybersecurity Policies indicate the need to cultivate a cybersecurity culture to encourage
organisations and citizens to enhance their cybersecurity behaviour. Cybersecurity culture aims to create and
promote a way to behave daily that meets cybersecurity standards (Gcaza et al., 2015). Scholars have argued that if
cybersecurity culture is implemented effectively, it can address the human elements and minimise cybercrime.
Strategies by which governments and businesses can cultivate cybersecurity culture include: developing
cybersecurity education and awareness, research and development, cybersecurity measures, and capacity
development (Gcaza et al., 2015; Klimburg & Zylberberg, 2015) .

National Cybersecurity Policy Framework of South Africa

The South African cabinet approved the NCPF in 2012 and gazetted it in 2015. The aim of the policy is to, inter
alia, amongst others, protect national Critical Information Infrastructure, promotion of a cybersecurity culture and
compliance with standards and facilitate collaboration on cybersecurity incidents between the government, industry,
and civil society(Malatji et al., 2021; Parliament of the Republic of South Africa, 2017). The approval of NCPF
paved the way for the development of various cybersecurity legislation, policies and strategies.

Below are the objectives that NCPF addresses (SA Government Gazette, 2015, p. 80).

e Centralise coordination of Cybersecurity activities, by facilitating the establishment of relevant structures,
policy frameworks and strategies in support of Cybersecurity in order to combat cybercrime, address
national security imperatives and to enhance the information society and knowledge based economy;

e Foster cooperation and coordination between Government, the private sector and civil society by

stimulating and fostering a strong interplay between policy, legislation, societal acceptance and technology;

Promote international cooperation;

Develop requisite skills, research and development capacity;

Promote a culture of Cybersecurity; and

Promote compliance with appropriate technical and operational Cybersecurity standards.

SMMESs’ Compliance with National Cybersecurity Policy

Compliance or adherence to the regulations is mainly affected by the individuals’ motivation to conform and the
cost of compliance(Bulgurcu et al., 2010; Wong et al., 2022). The benefits of complying with cybersecurity policies
include protecting the organisations’ information and technology resources and leveraging human capital (Bulgurcu
etal., 2010).
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Despite the benefits of the National Cybersecurity Policy’s for the country, compliance in many organisations
remains challenging, especially in SMMEs (Coertze & von Solms, 2013). Main challenges affecting cybersecurity
are the human actors and their behaviours (Chowdhury et al., 2020; Zimmermann & Renaud, 2019) ; 50% of cyber
incidences are attributed by human behaviours(Pham, 2017). The human behaviours create more vulnerabilities and
affect overall cybersecurity therefore affecting cybersecurity policy compliance. (Barry et al., 2021; Hina et al.,
2019). (Jansen Van Vuuren et al., 2014)

Institutional governance is another factor affecting compliance (Barry et al., 2021; Hina et al., 2019). Unfortunately,
many developing countries’ institutional context does not provide an enabling environment for promoting
compliance, specifically at the national level. As a result, many SMMEs in developing countries establish incentives
to ensure their employees’ compliance by drafting internal security policies. In addition, when policies are
implemented at the national level, adequate structures are lacking to monitor their implementation and impact
(Jansen Van Vuuren et al., 2014).

RESEARCH METHODOLOGY

This study adopted an interpretive approach since we were interested in exploring the factors affecting SMMES in
complying with the National Cybersecurity Policy. Due to the interpretive and exploratory nature of the study, the
gualitative method was applied. A qualitative approach enabled a more profound understanding of the underlying
factors within the social and cultural context of the investigated phenomenon. We employed semi-structured
interviews to gain in-depth knowledge of the factors affecting compliance among SMMEs in developing countries.
The interview questions also sought to understand the respondent’s practice with regard to cybersecurity measures.
Since the study is exploratory, we deemed it appropriate to adopt an inductive approach to theory.

We used purposive sampling to select the appropriate SMMES. The study respondents were drawn from 20 SMMEs
in the retail industry from Cape Town. Our choice of Cape Town was mainly based on convenience. Further, Cape
Town is part of the Western Cape Province, a province with the third a highest number of SMMESs in the country;
after Gauteng and KwaZulu-Natal provinces and with the highest SMME growth rate (Kavese, 2021). In addition,
the retail industry in South Africa experiences high cybercrime rates in the country (Jideani et al., 2018; von Solms,
2015). Furthermore, since the SMMEs in the retail industry are among the top five highest contributors to the GDP,
they are more vulnerable to cybercrime. The SMMEs in the sample were categorised into micro, small, and macro
(Recall Table 1). The micro SMMEs were coded SMME_B_X, the small SMME_C X, and the macro
SMME_D_X. The respondents' level of cybersecurity knowledge ranged from low to high. Table 3 summarises the
demographic profile of the respondents from the SMMEs in the study.

Demographic Number of
Characteristics Respondents
Age Range:

56 years above 5

46-55 years 7

36-45 years 8

26-35 years 6

18-25 years 6
Respondents Positions:

Head of IT department 7
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Sales representatives 8
Employees from the IT 5
department

Cybersecurity specialist 4
Chief Operating Officer 8

Table 3. Demographic profile of respondents

The interviews were audio recorded and transcribed. Finally, the data collected was analysed using thematic analysis
(Braun & Clarke, 2006).

We obtained ethics approval from the University of Cape Town to conduct the study. Participation in the study was
voluntary, and we maintained the confidentiality of the participants. We kept the recordings in a secure location to
ensure safety and privacy.

EMPIRICAL ANALYSIS AND DISCUSSIONS

The study found that the following factors affected SMMEs in complying with NCPF: (i) awareness of the policy,
(i) understanding of the policy, (iii) perceived benefit, and (iv) resource availability. The findings are summarised
in Figure 1. The factors are discussed in detail in the subsequent sections.

; Capacity
| Awareness of the
L Policy

o — <
Understanding of Resources l

L
£ )
the Policy } Comp‘hance | Availability
S — - '--‘—_—
|1

|

Perceived Benefits } | Financial Resources I { Human Resources

Figure 1. Conceptual Framework of Factors Affecting SMMEs to Complying

Awareness of the National Cybersecurity Policy Framework

The SMMEs lacked awareness of NCPF. Most SMMEs were unaware of the purpose of the framework. For
example, SMME_B_15 indicated that it was their first time hearing about the policy. The only cybersecurity-related
policy they had heard of was the POPI Act through media outlets. A few SMMEs that were aware of the policy
were unaware of the cybersecurity measures they needed to implement.

“We are aware of the NCPF, but we are not aware of the cybersecurity standards that the NCPF states.
Furthermore, we are unsure whether we meet the standards expected by the policy.” (SMME_B_8)

This finding is supported by literature that noted that NCPF did not explicate how best people could protect
themselves from cybercrime (Bote, 2019). In addition, NCPF did not provide the minimal cybersecurity measures
needed in small businesses and large organisations. Instead, it merely stated a need to “promote a cybersecurity
culture and demand compliance with minimum security standards” (SA Government Gazette, 2015, p. 77). The lack
of awareness of NCPF contributed to inadequacy in implementing the cybersecurity measures and, therefore,
affected their compliance.

“Compliance is critical to us, but we need to know about the NCPF. We have never come across any
standards to adhere to, but we are always happy to make changes where need be.” (SMME_B_1).
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This finding is supported by existing literature that SMMEs lack awareness of cybersecurity measures and therefore
are not compliant with them (Donalds & Osei-Bryson, 2020; Wong et al., 2022). However, despite being unaware
of NCPF, eight out of the 32 respondents specified that they had implemented cybersecurity measures to secure
their business environment in their organisations. For example, SMME_C_7 highlighted that their organisation
installed antiviruses and conducted regular updates. In addition, they had a firewall and two-factor authentication.
These SMMEs could have learnt the security practices from other sources. Conversely, it is a common practice in
many countries that after a policy has been developed and approved, the leading government agencies have to create
awareness for the implementers. In some instances, they are involved or consulted during the policy formulation
which enhances their level of awareness.

Understanding of the National Cybersecurity Policy Framework

The terms awareness and understanding are closely related however, they are different. term understanding differs
from the term awareness. Understanding is defined as knowing what to do and how to do it (Watson, 2002; Zwilling
et al., 2022). The understanding of some of the cybersecurity concepts in the NCPF. This may have affected the
implementation of the NCPF objectives. This finding corroborates with Dlamini et al. (2012), Von Solms (2015)
and Jideani et al. (2018), who posit that SMMEs lack knowledge of cybersecurity. For instance, when we asked
some of the respondents to explain what they thought cybersecurity culture was, they did not fully explain the
concept.

“Iunderstand cybersecurity culture as an idea of protecting data.” (SMME_C_20).

“I am guessing that cybersecurity culture is a protocol put in place to protect company data.”
(SMME_C_24).

Only one respondent who was a cybersecurity specialist elaborated what cybersecurity culture meant:

“I define cybersecurity culture as how one should behave when conducting themselves online. This implies
being aware of the cyber-threats and knowing how to mitigate through one’s behaviour.” (SMME_D_29)

The empirical findings implied that one must understand the policy to be able to comply with it. Therefore, we
recommend comprehensive awareness-raising initiatives for cybersecurity policies to sensitize and enhance the
understanding of implementers, specifically SMMEs. Furthermore, the policies may be simplified to adopt
vocabulary which is easy to understand for non-technical people. The study further found that the roles and
responsibilities of SMMEs in the NCPF are not clearly stated. This makes it difficult for SMMEs to comply with
the NCPF.

As stated in the preceding section, awareness of the existence of the NCPF and cybersecurity risks is critical to
compliance. Therefore, a lack of awareness contributes to a lack of understanding, which in turn affected how the
SMMEs complied with the NCPF.

Perceived Benefits of the National Cybersecurity Policy Framework

The findings from the study showed that SMMEs did not perceive the benefits of complying with the NCPF. Many
SMMEs felt that since their organisation was small and did not have any critical information to be protected, there
was no need to comply.

“Our organisation is small and does not need to comply with minimal cybersecurity standards; for small
businesses, serious cybersecurity issues do not threaten the majority of them.” (SMME_B_1).

In addition, the SMMESs which “had never experienced any cyber-attacks since their operation” did not see the
need to comply with the NCPF. Literature also supports the finding as many SMMEs do not know and perceive the
importance of securing their digital environments (Kabanda et al., 2018). The lack of understanding of the policy
could have contributed to the failure to perceive the benefits.
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“Since the operation of our business, we usually operate online. Therefore, we are aware of the NCPF, but
we do not understand the objectives of the NCPF and its benefits in implementing the measures.”
(SMME_B 9)

According to the findings, there was a lack of government incentives in promoting SMMEs to comply with the
NCPF. As a result, SMMEs did not perceive the benefits NCPF yielded for their organisations, which affected their
overall compliance. This finding is consistent with Li et al., (2010) that perceived benefits effect compliance to
security policies. SMMEs are profit driven entities and therefore, are more likely to comply with security policies
when there are potential benefits.

Resource Availability

Availability of resources is twofold: (i) financial resources for compliances and (ii) skilled human resources. The
SMMEs that were aware of the NCPF did not allocate sufficient financial resources or funding toward cybersecurity
matters. Second, SMMEs did not have the human resource to assist in securing their digital environments. The
SMMEs did not allocate the resources mainly because they did not have enough resources. However, others did not
allocate the resources towards cybersecurity because they did not perceive cybersecurity as critical. For a budget to
be allocated to cybersecurity, the SMMEs must reflect it in their strategic planning. They could only do that if they
perceived cybersecurity as critical. In addition, since they lacked resources, most SMMEs relied on third-party
security measures.

“We are a small business, and as of now, all we are trying to target is building our client base. So normally,
we use social media as our platform, which already has the two-factor authentication in place, so | do not
see the need for a budget.” (SMME_B_3)

This finding is in line with the Interpol (2021) report, which stated that most African companies do not implement
security standards and use free and pirated software due to a lack of resources. In addition, SMMEs had a perceived
trust in social media cybersecurity standards so much that they did not budget for any cybersecurity measures in
their businesses.

“For small businesses, the majority of us are not threatened by severe cybersecurity issues. The most
common occurrence relating to this issue is Instagram hacking for which two-factor authentication has
been created as a solution.” (SMME_C_14).

Human resources also contributed to the lack of compliance among SMMEs in developing countries.

“We are a small business and a small team trying to get everything we need. Unfortunately, we don 't have

funds to employ an additional administrator to handle cybersecurity issues in our organisation.”
(SMME_C_2).

CONCLUSION

Using the context of South Africa, this study explored the factors affecting SMMEs in complying with the National
Cybersecurity Policy. Undoubtedly the National Cybersecurity Policy enables the government to protect its citizens
from cyber-attacks. However, developing countries need to enforce compliance to leverage cyber resilience.
SMMEs are the most crucial sector of any country as they provide an economic transformation. The study
contributes to literature on National Cybersecurity Policy compliance by exploring the obstacles SMMEs face in
complying with the policy. The barriers include a lack of awareness and understanding of the NCPF. The possible
low levels of awareness of the NCPF may suggest that the government did not prioritise awareness-raising
implementation strategies among SMMEs in South Africa. A lack of cybersecurity knowledge contributed to the
lack of awareness and understanding of the NCPF. Some respondents, for instance, were aware of the POPI Act,
but were not aware of the NCPF; this could have been a result of the wide media coverage of the former. Generally,
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there is a need to raise what cybersecurity entails for SMMESs to understand the policy itself. Furthermore, the lack
of perceived benefits and resources also affected the compliance factor among SMMEs.

It is imperative for governments to develop compliance strategies for SMMEs. Developing countries can achieve
this by clarifying the National Cybersecurity Policy and the role of SMMEs in assisting in the fight against
cybercrimes. In addition, guidelines need to be explained either in the National Cybersecurity Policy or a separate
document on the minimally acceptable cybersecurity standards that SMMEs need to follow as a guideline. In
addition, there is a need for public and private sectors in the countries to develop cybersecurity awareness-raising
programmes tailored for SMMEs. Furthermore, there is a need to assign a government entity specifically for
SMMES to ensure they have enough resources to build capacity in the country.

We acknowledge that the sample drawn for the study was limited to the city of Cape Town. This may have
implications on the findings and limit their generalisability to SMMEs based in other parts of the country. In
addition, time was a limiting factor in this research. Therefore, the sample was kept small enough to manage in the
timeframe. We recommend that future research represent SMMEs from a range of cities in South Africa to enhance
generalisability.
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