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Abstract

In response to the impact of the SARS-CoV-2 (COVID-19) pandemic, various
developers turned to smartphone-based contact tracing to address the challenges of
manual tracing. Due to the presence of network effects, i.e., the effectiveness of con-
tact tracing applications increases with the number of users, information technology
standards were critical to the technology’s success. The standardization efforts in
Europe led to a variety of trade-offs concerning the choice of an appropriate tech-
nological architecture due to the contradictory tensions resulting from the dualism
between the need for contact tracing data to contain the pandemic and the need for
data minimization to preserve user privacy. Drawing predominantly on the software
platform and standards literature, we conduct an interpretive case study to exam-
ine the emergence and consequences of this multi-layered decision situation. Our
findings reveal how Google and Apple were able to limit the individual leeway of
external developers, thereby effectively resolving the European standards war. Fur-
thermore, we identify and discuss the various short-term and long-term trade-offs
associated with the standardization of contact tracing applications and translate our
findings into recommendations for policy makers with respect to future crisis situa-
tions. Specifically, we propose a strategy grounded in our data that enables responsi-
ble actors to make goal-oriented and rapid decisions under time constraints.
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1 Introduction

Since 2019 the coronavirus SARS-CoV-2 (COVID-19) disease began to spread rap-
idly worldwide. In order to slow down the spread, many governments decided to
limit the public and even private social life of their citizens. In addition to social dis-
tancing, quarantines, and strict hygiene regulations, several countries opted for digi-
tal contact tracing (DCT) through smartphone applications (Altmann et al. 2020).
We define applications (hereafter referred to as apps or complements) as “executable
pieces of software that are offered as applications, services or systems to end-users”
(Ghazawneh and Henfridsson 2013, p. 175). Once users are in close proximity to
each other, contact tracing apps record the encounter based on digital technology
allowing contacts of positive COVID-19 cases to be quickly notified (Ferretti et al.
2020). DCT apps depend on both, software platforms to enable their development
and diffusion and IT standards to ensure interoperability between different apps and
operating systems. The latter stems from the fact that the effectiveness of smart-
phone-based contact tracing, namely the capability to interrupt infection chains,
increases with the number of consumers using the same or an interoperable app
(Hinch et al. 2020; Trang et al. 2020). Hence, as opposed to the principle of dimin-
ishing returns found in conventional economics (Arthur 1990), DCT apps as well as
many other software products exhibit increasing returns to adoption (Arthur 1989),
i.e., the value of the technology to a user increases with the number of additional
users (Liebowitz and Margolis 1995a), commonly referred to as network effects
(Katz and Shapiro 1994).

Whenever network effects are present, IT standards are considered to play a fun-
damental role (Gandal 1995; Weitzel and Konig 2006). IT standards can be defined
as “sets of specifications for communicating or performing actions that ensure that
various technologies or products that implement certain specifications are compat-
ible” (Uotila et al. 2017, p. 1208). Thus, standards determine the properties that a
technology or product needs to exhibit to ensure interoperability with complemen-
tary products (Tassey 2000; Stango 2004). Interoperability in the case of DCT is
achieved when different apps can work together and exchange data bi-directionally
(Wegner 1996), regardless of their provider or underlying operating system (Zhang
et al. 2006). While network effects produce incentives for providers of competing
technologies to converge toward a particular standard (Farrell and Saloner 1985),
market-based standardization tends to result in battles between various incompat-
ible technologies, commonly known as standards wars (Cusumano et al. 1992; Sha-
piro and Varian 1999; Stango 2004). Once a particular technology achieves an initial
advantage in terms of adoption, it tends to become the dominant standard due to
the path dependency resulting from network effects (Arthur 1989), while alterna-
tive technologies may be locked out of the market (Schilling 1998). However, under
incomplete information, the chosen standard may prove inferior to another in hind-
sight (David 1985; Liebowitz and Margolis 1995b), yet adopters of the prevailing
standard may fail to coordinate their transition to the superior standard (Farrell and
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Saloner 1985). Such coordination problems result from the fact that “network effects
make interdependent decisions of agents that could otherwise be autonomous”
(Weitzel and Konig 2006, p. 491). Large firms may be able to facilitate coordination
by driving other actors to the preferred standard based on their sheer size (Farrell
and Klemperer 2007). On the other hand, during the development of standards, influ-
ential firms may prematurely lock others into an inferior technology and potentially
contribute to an overly narrow technological search (Uotila et al. 2017). Hence, in
absence of legal obligations to adopt a particular standard (Backhouse et al. 2006),
both the development and the diffusion of standards are considered “failure-prone
processes” (Markus et al. 2006, p. 440; Gao 2007).

Standards and software platforms are strongly intertwined (Hein et al. 2019;
Tessmann and Elbert 2022), especially given that network effects constitute a cru-
cial element in driving the overall success of software platforms (Parker et al. 2016;
Song et al. 2018). Software platforms such as Google’s Android or Apple’s iOS pro-
vide third-party developers (i.e., complementors) access to platform resources to
create complementary apps based on the standards defined by the platform (Tiwana
et al. 2010; Cusumano et al. 2019). Such platforms mediate two sides of the plat-
form, namely the user and the complementor side, and thus release indirect network
effects (Boudreau and Hagiu 2009; Song et al. 2018). Indirect network effects refer
to the fact that the value of the platform to complementors increases with the num-
ber of users and vice versa (Katz and Shapiro 1994; de Reuver et al. 2018). There-
fore, platform owners seek to encourage complementary contributions from third-
party developers (Ceccagnoli and Huang 2012). However, they simultaneously need
to retain control over the platform (Eisenmann et al. 2006; Ghazawneh and Hen-
fridsson 2013), thus facing a paradoxical tension between generativity and control
(Tilson et al. 2010; Tiwana et al. 2010; de Reuver et al. 2018). We follow Li and
Kettinger (2021, p. 17) and define generativity as “the software platform owner’s
ability to put in place the platform capacity to produce changes mainly driven by
external complementors without the direct input from the platform owner” (Tilson
et al. 2010; Yoo et al. 2010). To balance such tensions, platform owners leverage
boundary resources (e.g., APIs, app stores) that enable and simultaneously govern
the value co-creation on software platforms at arm’s length (Ghazawneh and Hen-
fridsson 2013), thereby resolving the aforementioned paradox and aligning the goals
of individual platform members with their own (Tiwana 2015; Karhu et al. 2018).
Complementors, in turn, rely on boundary resources to access standardized platform
resources (Bender 2020) and thus depend on the governance measures of the plat-
form owner (Nambisan and Baron 2013; Hurni et al. 2022). Hence, entrepreneurially
activities on software platforms are tied to the prevailing platform rules specified by
the platform owner (Huber et al. 2017). However, complementors simultaneously
need to act self-determined to satisfy the needs of their customers (Wareham et al.
2014). Considering the presence of both cooperative and competitive dynamics on
software platforms (Kang 2017; Wen and Zhu 2019), tensions can arise due to com-
peting values between platform owners and complementors (Selander et al. 2010).
Such value competitions are particularly prone to emerge when new technologies
are introduced, causing the platform rules and values (Huber et al. 2017), as well as
the relationships between the platform members (Selander et al. 2010), to change
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and dynamically evolve over time (Eaton et al. 2015). Hence, the existing literature
shows that both software platforms and IT standards are accompanied by multi-lay-
ered tensions and trade-offs (Wareham et al. 2014; Lindgren et al. 2021).

With the onset of the COVID-19 pandemic, several complementors, as well as the
platform owners Google and Apple themselves, developed technological protocols
that can be used by smartphone apps to perform DCT. The tendency for tensions
inherent in IT standards (Lindgren et al. 2021) and software platforms (Mini and
Widjaja 2019) manifested in the fact that the protocol preferred by several private
and publicly mandated developers focused on the potential epidemiological benefits
of DCT (Hern 2020; Newton 2020a; Meyer 2021) while the Google-Apple Expo-
sure Notification (GAEN) protocol jointly developed by both platform owners cen-
tered on the preservation of users‘ privacy (Google LLC 2020a; b). While govern-
ments, platform owners, and companies alike sought to protect citizens, users, and
employees through DCT, initially no consensus could be reached regarding which
protocol should be chosen. However, considering the presence of network effects
(Hinch et al. 2020), it was of utmost importance to come to an agreement. The ques-
tion is, however, why exactly was it so difficult to define specifications for DCT pro-
tocols that satisfy the interests of all stakeholders? In contrast, while we did observe
fierce battles between individual actors initially (Criddle and Kelion 2020), a sur-
prisingly quick agreement was reached due to the broad acceptance of the GAEN
protocol across Europe, while alternative technologies and private developers were
left behind (Arthur 1989; Schilling 1998). Considering that it is often difficult to
determine the ‘best’ technology, even in hindsight (e.g., David 1985; Liebowitz and
Margolis 1990), and that Apple and Google according to their own statements did
not force anyone to adopt their technology (Etherington and Lomas 2020), the ques-
tion arises as to how such a quick agreement was achieved? Moreover, already prior
to the release of the platform owners’ protocol, alternative protocols from comple-
mentors existed, one of which closely resembled Google’s and Apple’s solution. So
why was it necessary for Google and Apple to offer their own solution? What are
the potential benefits for them? Finally, we find ourselves in the situation that most
European governments indeed use the protocol provided by Google and Apple, from
which, however, private complementors not affiliated with health authorities are
excluded. Whereas the adoption of the platform owners’ proprietary protocol may
have been a reasonable decision for governments at the time, the long-term implica-
tions are yet to be seen.

While the standardization of DCT (e.g., Marhold and Fell 2021) and especially
the involvement of Google and Apple naturally attracted the attention of research-
ers from various disciplines (e.g., Michael and Abbas 2020; Sharon 2020; Storeng
and de Bengy 2021; Lanzing et al. 2022), an extensive investigation based on both
the standards and the platform literature addressing the above-mentioned questions
and issues remains absent. However, we argue that because DCT apps rely on both
software platforms and IT standards to enable their effective development and the
exploitation of network effects, the case provides an avenue to advance the recent
research stream that combines the aforementioned bodies of literature (e.g., Hein
et al. 2019; Tessmann and Elbert 2022). In particular, the time constraints intro-
duced by the pandemic resulted in trade-offs between short-term and long-term
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consequences, which, to the best of our knowledge, have not been the focus of
research on standards decisions so far (Shin et al. 2015; Lindgren et al. 2021). As
critical information is commonly lacking during the technology selection process
itself (David 1987), we aim to inform policy makers about the hidden implications
of the decisions taken during the COVID-19 pandemic, as well as to provide them
guidance for similar situations in the future. Thus, we ask the following research
questions:

RQ1: How did the complex decision situation surrounding the standardization
of DCT unfold?

RQ2: How did the platform owners impose their protocol as the technological
standard for DCT, and what benefits might this strategy entail for Google and
Apple?

RQ3: What are the consequences and trade-offs of Google and Apple winning
the standards war against complementors?

In order to answer our research questions, we perform an interpretive case study
(Strauss and Corbin 1990; Walsham 1995a) by conducting interviews with manag-
ers of a consortium behind a privately developed DCT app that was directly affected
by Google’s and Apple’s actions. To triangulate our data, we additionally incorpo-
rate two extensive interviews with senior staff from the German political arena as
well as an informal conversation with the platform owner Google.

2 Theoretical foundations
2.1 IT standards

IT standards serve as a critical ingredient in driving the success of innovations by
establishing a shared understanding or common “language” of the underlying tech-
nology by determining the ground rules (Hanseth et al. 1996; Shin et al. 2015).
However, they are commonly considered a “double-edged sword” (Hanseth and
Bygstad 2015, p. 646). In part, this ambiguity surrounding the value of standards is
reflected in the fact that they need to be stable enough to enable collective actions
(Markus et al. 2006). On the other hand, they need to be sufficiently flexible to allow
them to be changed when necessary and to be tailored to a wide range of tasks as
well as local conditions (Hanseth et al. 1996; Braa et al. 2007). Further, as standards
represent interface protocols that can be proprietary resources, they theoretically
allow its owner (i.e., sponsor) to lock out competitors to gain a competitive advan-
tage (Lyytinen and King 2006; Zhu and Gurbaxani 2006; Gallagher 2007), thereby
potentially raising antitrust concerns (Anton and Yao 1995; Shin et al. 2015). Since
predetermined actions and processes are inherent in standards, they can be lever-
aged as powerful mechanisms to influence other actors in their activities (Hanseth
and Monteiro 1997; Backhouse et al. 2006). Dominant (i.e., large) organizations
enjoy an advantage in this respect, as their installed user base is less affected by
other organizations’ decisions on compatibility with the dominant organization
(Farrell and Saloner 1985; Uotila et al. 2017). IT standards can, however, also be
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unsponsored (Zhu and Gurbaxani 2006). In this case, no actor with a property inter-
est in the standard exists (David and Greenstein 1990; Weitzel and Konig 2006), and
thus its use is not restricted (Stango 2004). A dominant design, on the other hand,
can be broadly defined as “a single architecture that achieves dominance in a prod-
uct category” (Abernathy and Utterback 1978). Hence, dominant designs depend on
the market acceptance of an architecture and are rarely controlled by a particular
organization (Srinivasan et al. 2006; Gallagher 2007).

While, as shown above, IT standards drive the success of innovations (Shin et al.
2015), technology standardization represents a “failure-prone process” (e.g., Gao
2007) due to the latent tension between the effective development and the diffusion
of standards (Markus et al. 2006, p. 440; Lindgren et al. 2021). This tension mani-
fests itself in the fact that even a technologically superior standard can only prevail
over alternative technologies if the necessary requirements for its implementation
and conditions for its adoption are in place (Lindgren et al. 2021). In this vein, so-
called de jure standards often enjoy an advantage, as they are typically mandated
by governmental bodies (Shin et al. 2015) and are thus enforced by legal authori-
ties (Lee and Oh 2006; Zhao et al. 2011). They can, however, also emerge with-
out any legal obligation through the consensus of voluntary standards organizations
(David and Greenstein 1990). As opposed to de jure standards, de facto standards
result from market-based competition between competing technologies (Farrell and
Saloner 1988; Stango 2004). Examples of proprietary de facto standards include
Google’s Android as well as Apple’s i0S. Such competition can lead to fierce bat-
tles between incompatible technologies for market share (Farrell 1996), commonly
known as standards wars (Cusumano et al. 1992; Shapiro and Varian 1999). When
dealing with unsponsored standards, the new standard is essentially chosen based
on demand-side decisions alone, while in the case of sponsored standards, owners
can strategically influence users’ behavior (Stango 2004). The main challenges for
standards sponsors are achieving legitimacy, ensuring diffusion of the standard, and
avoiding its fragmentation through the right level of control without inhibiting the
emergence of the standard (Garud et al. 2002). Sponsors with market control can
accelerate the competitive process associated with de facto standardization, espe-
cially in the presence of network effects (Tassey 2000). Such increasing returns to
adoption imply that once a technology gets ahead of the competition and thus enjoys
a larger installed base of users, it ultimately tends to become the de facto stand-
ard, while other technologies are excluded and may be left behind (Arthur 1989).
Sponsors of locked-out technologies may face the problem of not being able to serve
the corresponding market unless they adopt the winning standard (Schilling 1998).
Some authors argue that this path dependency caused by network effects may lock
future users into an inefficient technology and thus into an inferior standard (e.g.,
David 1985; Cowan 1990). In this vein, Farrell and Saloner (1985) established the
term “excess inertia”, i.e., that users with incomplete information may fail to switch
to a preferable standard (e.g., Zhu and Gurbaxani 2006), thereby remaining in the
(inferior) status quo. Consider, for instance, the QWERTY keyboard, which to this
day represents the de facto standard for keyboard layouts, despite the availability of
the supposedly superior Dvorak system. Based on this case, David (1985, p. 336)
argues that users were prematurely locked into the “wrong system” as a result of

@ Springer



Governing digital crisis responses: platform standards and...

path dependency due to increasing returns to adoption. Large actors may reduce the
risk of such coordination problems by incentivizing smaller actors to follow them
in adopting the superior standard (e.g., Farrell and Klemperer 2007). Uotila et al.
(2017), on the other hand, find in their study on standards development that coor-
dination through influential actors can lead to an overly narrow search, leaving the
‘best’ standard undiscovered. They further show that if such influential actors are
not powerful enough, the risk arises that they may, under imperfect coordination,
lead other actors into a premature lock-in by creating a bandwagon effect (e.g., Wade
1995) which they will then be unable to override. Thus, while empowering large
actors for the sake of resolving coordination problems can be beneficial, such situ-
ations can at the same time introduce pitfalls such as lock-in (and lock-out) effects
as well as an overly narrow technological search during the standard development
process, which might conflict with the public interests of an industry as a whole
(Lindgren et al. 2021). Others, like Liebowitz and Margolis (1995a, b), challenge the
notion of lock-ins and market failures in this regard altogether. Staying with the pre-
viously mentioned example of keyboard layouts, the authors question the superiority
of the Dvorak layout and argue that the QWERTY keyboard constitutes a reasonably
viable technology (Liebowitz and Margolis 1990). Drawing on other alleged lock-in
scenarios, the authors conclude that “good products win” and that “people choose
what they want” (Liebowitz and Margolis 1999, p. 235). While they do not dismiss
the fact that poor decisions occur, they argue that such inefficiencies are resolved
on their own as they lead to profit opportunities that are eventually exploited. In
summary, the analysis of the existing literature demonstrates that especially the mar-
ket-based standardization of incompatible technologies is a complex undertaking,
and the question of the ‘best’ technology is not trivial to answer, even in retrospect
(e.g., David 1985; Liebowitz and Margolis 1990). In summary, as shown in Table 1
and explained above, three latent tensions arise from technological standardization,
namely the tension between stabilization and flexibility as well as between develop-
ment and diffusion activities, in addition to the recently mentioned tension between
public and private interests (Lindgren et al. 2021).

Table 1 Tensions in IT standardization. Adapted from Lindgren et al. (2021)

Tension Development vs. Private vs. public Stability vs. flexibility
sdiffusion interests

Example  Standardization Empowering large Standards must be stable enough to
activities are con- actors can be ben- ensure compatibility through a common
sidered a failure- eficial in address- understanding of the technology, while
prone endeavor, ing coordination at the same time they need to be flexible
bound to both the problems, but can enough allowing them to be changed and
effective develop- simultaneously intro- adapted to their area of application
ment of standards duce pitfalls, such
and the creation of as an overly narrow
adequate conditions  technological search,
for their adoption as well as lock-in/

lock-out effects
Literature Markus et al. (2006)  Uotila et al. (2017) Hanseth et al. (1996)
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2.2 Software platform ecosystems

Software platforms can be defined as “the extensible codebase of a software-based
system that provides core functionality shared by the modules that interoperate with
it and the interfaces through which they interoperate” (Tiwana et al. 2010, p. 675).
Under this definition, the core architecture of platforms consists of technological
building blocks or modules that can be shared by the platform owner with third-
party developers (Cusumano et al. 2019), commonly referred to as complementors.
By exposing application programming interfaces (APIs), the platform modules are
made accessible to the complementors, who then combine those modules to build
and innovate complementary apps and services based on the standards set by the
platform (Eaton et al. 2015; Wulf and Blohm 2020; Bonina et al. 2021). The repro-
grammability of digital technology allows the platform features to be extended
without explicitly having been intended by the system originator (Yoo et al. 2010;
Lyytinen et al. 2016). Hence, software platforms can also be referred to as innova-
tion platforms (e.g., Cusumano et al. 2019; Gawer 2020; Bonina et al. 2021). As
exemplified by Google and Apple, owners can link software platforms to dedicated
transaction platforms (e.g., app stores), serving as intermediaries between users
and developers (Karhu et al. 2020). By bringing users together with complemen-
tors, software platforms release indirect network effects, meaning that both sides of
the platform influence each other’s growth (Katz and Shapiro 1985; Evans 2003;
Song et al. 2018). For the present study, we adopt an ecosystem perspective, con-
sisting of the platform owners, complementors, and users, as well as the govern-
ance mechanisms that enable the co-creation of value (Hein et al. 2020). Platform
governance essentially translates into “who makes what decisions about a platform”
(Tiwana et al. 2010, p. 679). A key activity to govern software platforms is control,
allowing the strategies and goals of complementors to be aligned with those of the
platform owner (Tiwana 2015). The exercise of control by the platform owner is
required since complementors are driven by self-interested motives and therefore act
entrepreneurially to meet the needs of their customers (Wareham et al. 2014; Hurni
et al. 2022). Hence, platform owners and complementors typically do not represent a
classical firm-supplier relationship (Jacobides et al. 2018).

2.2.1 The boundary resource model

Platform owners need to stimulate and facilitate the generative efforts of comple-
mentors in a way that allows them to contribute new and innovative complements to
the platform (Ghazawneh and Henfridsson 2013). The co-creation of value between
platform owners and third-party developers on software platforms, therefore, causes
a paradoxical tension between generativity and control (Tilson et al. 2010; Tiwana
et al. 2010; de Reuver et al. 2018), as platform owners seek to release indirect net-
work effects by stimulating complementary contributions from external develop-
ers while simultaneously pursuing control over the platform (Eisenmann et al.
2006; Ghazawneh and Henfridsson 2013). Existing literature suggests that bound-
ary resources, serving as the digital interface between the platform and its comple-
ments (Gawer 2020), resolve the generativity-control paradox (e.g., Ghazawneh and
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Henfridsson 2013; Eaton et al. 2015; Karhu et al. 2018). Following Ghazawneh and
Henfridsson (2013, p. 175), we define boundary resources as “the software tools
and regulations that serve as the interface for the arm’s length relationship between
the platform owner and the application developer.” Boundary resources on software
platforms include, for instance, APIs (Wulf and Blohm 2020), software libraries
(Fink et al. 2020), app stores (Karhu et al. 2018), and software development Kkits
(SDKs) (Gawer 2020). Platform owners design boundary resources to capitalize on
contributions (resourcing) by complementors and to ensure control (securing) over
the platform (Ghazawneh and Henfridsson 2013; Karhu et al. 2018). Although plat-
form owners design boundary resources, they evolve and are dynamically tuned over
time through the collaborative activities of various stakeholders (Eaton et al. 2015).
When boundary resources are perceived as insufficient, the platform owner typically
seeks to either adapt existing ones or introduce new ones, often accompanied by
modified rules to ensure the owner’s control (Ghazawneh and Henfridsson 2010).
Consider, for example, Apple, which initially refused to open up its platform to
native apps from third-party complementors, but later provided the necessary SDKs
and the Apple App Store under pressure from complementors and users, while at
the same time taking steps to block apps from sources other than Apple (Yoo et al.
2012; Eaton et al. 2015).

2.2.2 Control in software platform ecosystems

Boundary resources can further be synthesized with the control literature (Ouchi
1977; Kirsch 1997) to illustrate the kind of control they provide. The integration
of marketplaces such as app stores enables complementors to distribute and mon-
etize their complements (Karhu et al. 2018) while allowing the platform owner to
act as a gatekeeper (Zhang et al. 2020). Such input control can be defined as “the
degree to which the platform owner uses predefined objective acceptance criteria
for judging what apps and app developers are allowed into a platform’s ecosystem”
(Tiwana 2014, p. 124). The fact that input control measures allow platform owners
to determine who or what is allowed into the ecosystem naturally implies a con-
comitant right to exclude external developers and their respective complements
from the platform referred to as the “bouncer’s right” (Strahilevitz 2006; Boudreau
and Hagiu 2009; Tiwana 2014). Consequently, an exclusion via input control poses
a prevailing threat to developers due to the dependency on app stores (Qiu et al.
2017). Boundary resources can further enable the exercise of process control. Con-
sider, for example, SDKs. While they typically represent an act of resourcing by
facilitating app development (Gawer 2020), they simultaneously enable securing the
platform (Goldbach et al. 2018), as platform owners use them to specify the scope
in which third-party developers can create complementary services and products (de
Reuver et al. 2018; Goldbach et al. 2018). Process control, also referred to as behav-
ior control (e.g., Mukhopadhyay et al. 2016; Mukhopadhyay and Bouwman 2018),
involves predefined procedures and methodologies to which the controlled party
must adhere (Goldbach et al. 2014, 2018). The adherence of the complementors to
the prescribed processes and guidelines ultimately achieves outcomes desired by the
platform owner (Kirsch 1997) without having specified them in advance (Goldbach
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et al. 2014). Note that these outcomes desired by the platform owner do not indicate
the competitiveness of complements but rather the interoperability with the platform
(Tiwana 2014).

Another way for platform owners to increase control over the entire ecosystem
is to integrate the functionality of a third-party complement directly into the plat-
form core (Bender and Gronau 2017), a process known as “coring” (Bender and
Gronau 2017; Bender et al. 2019). In the case of smartphones, coring is exemplified
by updates to the operating system that add enhanced features implemented by the
platform owner (Bender and Gronau 2017). Coring poses a risk to complementors
in terms of monetization, as they depend on boundary resources in order to inno-
vate (Kang 2017; Bender et al. 2019; Bender 2020). However, this, in turn, increases
the potential for the functions of individual complements to be integrated into the
platform core (e.g., operating system) by the platform owner (Bender et al. 2019;
Bender 2020), thereby making the complement obsolete. Hein et al. (2019) observe
in a similar vein that platform owners aggregate complements with overly specific
use cases and provide them to the entire ecosystem as novel boundary resources.
While this kind of substitution of complements presents a risk for individual com-
plementors, other complementors within the ecosystem generally benefit from the
extended functional scope of the platform core or the provision of additional bound-
ary resources in their generative activities (Bender and Gronau 2017; Hein et al.
2019).

3 Research design
3.1 Study setting

We examine the case predominantly from the perspective of the third-party com-
plementors behind the DCT app called TraceCOV. TraceCOV was developed by a
joint initiative of several German companies.' The driving forces in this consortium
are the companies TraceCo Germany and CrowdCo. TraceCo Germany is an audit-
ing and consulting firm that refers to an international network consisting of several
legally independent companies. One member of this network is the consulting firm
TraceCo Consulting, which is also part of the consortium behind TraceCOV. For
the sake of readability, we refer from now on only to TraceCo without the addi-
tion Germany or Consulting. Alongside TraceCo, the firm CrowdCo plays a deci-
sive role in the TraceCOV project. The German company is primarily active in the
field of digital crowd management and specializes in the analysis of crowd behavior
using smartphone data. Although TraceCOV is distributed internationally, this study
focuses mainly, but not exclusively, on the European market. The reason for this
is that TraceCOV was developed in Germany, and the roll-out started from there.
One of the key features of TraceCOV, in addition to contact tracing, is the ability
for corporate customers to integrate their internal test management into the app.
This integration is primarily intended for companies that test their employees for

! The members of the consortium and the application itself are replaced by pseudonyms.
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Table 2 Description of actors

Actor Google (& Apple) TraceCo CrowdCo Political actors
Role Owners of the Platform comple- Partner of Public authorities providing DCT
operating sys- mentors with TraceCOV apps to their citizens, thus acting
tems and associ-  the objective of concerning their  as platform complementors. In
ated market- providing their DCT app and Germany represented by the Min-
places to which DCT app to providing the istry of Health
the development  other organiza- technological
and distribution tions, thereby know-how for
of DCT apps reliant on the the development
are tied ecosystems of of the app
Google and
Apple

COVID-19 in periodic cycles. To triangulate our data and to examine the case holis-
tically, we additionally interviewed a high-ranking Google manager and senior staff
from the German political arena. The latter interviews involved, on the one hand,
an employee of the German Ministry of Health, which was largely in charge of the
decisions concerning the official German contact tracing app called Corona-Warn-
App. The remaining interviewee was informed about the Corona-Warn-App as an
employee of a German parliament member belonging to the Committee on Digital
Affairs. Table 2 describes the actors involved in terms of their roles.

3.2 Case description

During the COVID-19 pandemic, two distinct types of DCT have gained wide-
spread recognition: surveillance and proximity tracing. Surveillance tracing is
characterized by the use of location data and other digital data such as credit card
records or social media data to trace contacts retrospectively (Riemer et al. 2020).
While surveillance tracing is predominantly seen in Asian countries (Nagesh-
waran et al. 2021), it has not gained the same momentum in Europe due to its
inherent privacy-invasive nature. Most European governments opted for prox-
imity tracing approaches that use digital technology to collect smartphone data
while contacts occur between users (Riemer et al. 2020). To collect this data, two
technologies have become established in the international debate on the appro-
priate architecture of proximity tracing: GPS and Bluetooth. Besides the privacy
concerns arising from the fact that location data needs to be centrally collected,
GPS data is not considered accurate and precise enough to perform effective
contact tracing (e.g., Merry and Bettinger 2019). Hence, European developers
predominantly opted for Bluetooth-based contact tracing apps. Since our study
focuses mainly on Europe, we will use the terms DCT and proximity tracing
interchangeably. The architecture of Bluetooth-based DCT apps can be differenti-
ated between decentralized (e.g., DP-3T protocol) and centralized (e.g., PEPP-PT
protocol) approaches. The main difference between the two approaches is whether
the COVID-19 exposure estimation, which needs to exceed a certain threshold to
trigger a notification of the user, is carried out locally on the smartphone or a
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Battle between
decentralized
and centralized
solutions in Europe

Google and Apple German government
announce the Announcement :(_xg;’f’:g z t launches app development
GAEN exclusively for of GAEN P! based on PEPP-PT with

decentralized apps

International scientists
and German digital
associations criticize

centralized approaches

German government
announces switch
to the decentralized GAEN

TraceCOV follows
Germany's switch to a
decentralized approach

Emergence of
standards-
making
groups

Publication of

open letters

Change
of Germany
to Google and
Apple

Adoption of
Germany's
decision
by TraceCOV

Broad support
for PEPP-PT

in Germany

Recommendation
of
EU Commission

Dialogue with
Google and Apple

Standardization
of DCT apps

Centralized approach
supported by, among others,
Germany, France, and England

Deutsche Telekom and SAP

EU Commission
encourages member
states to consider
a decentralized approach

France engages in
unsuccessful negotiations
with Google and Apple

Most European DCT apps
are based on the GAEN
while the French app
remains centralized

Fig. 1 Standardization of digital contact tracing apps: chronology of major events

central server (Boutet et al. 2020). While more research is needed to determine
which approach might be more effective, initial studies including both centralized
and decentralized apps suggest that both approaches can be effective in reducing
the spread of COIVD-19 (Urbaczewski and Lee 2020). While existing research
indicates that both approaches entail privacy risks (e.g., Vaudenay 2020a; White
and van Basshuysen 2021a), the main argument in the European debate was based
on decentralized approaches eliminating the risk of data breaches inherent in
centralized systems. Nevertheless, some European governments (e.g., Germany,
England, France) initially advocated centralized DCT apps due to epidemiologi-
cal benefits such as the potential of carrying out evaluations and the integration
into manual contact tracing (Riemer et al. 2020), thus potentially outperforming
decentralized approaches in suppressing virus transmission (Plank et al. 2020;
White and van Basshuysen 2021b; Elmokashfi et al. 2021). The debate about the
appropriate protocol for DCT apps divided Europe into two camps and led to a
market-based standards war between the incompatible technologies (i.e., decen-
tralized and centralized protocols) (Cusumano et al. 1992; Shapiro and Varian
1999), which was ultimately resolved by Google and Apple due to the introduc-
tion of the GAEN. Figure 1 provides a summary of the major events in our case
study.
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3.3 Methodology

Due to the uniqueness of the case and its complex context, we adopt a single case
study approach, as it allows an in-depth analysis and a holistic description of the
specific case to answer “how” and “why” questions (Walsham 1995a; Yin 2009).
To examine the beliefs and experiences of the participants in our interviews, we
employ an interpretive stance (Walsham 1995a, b). We place considerable weight
on a comprehensive description of the case context and on capturing the opin-
ions and thoughts of the interviewees. Considering that the case under investi-
gation in this study has been very dynamic and unpredictable since the outset
of our research, we initially remained open-minded and continuously refined the
sampling strategy through an iterative process of joint data collection and analy-
sis (Glaser and Strauss 1967). To address theoretical saturation and to provide a
thick description of the case context, we additionally draw on archival data (see
Table 4). This approach facilitates the avoidance of biases in interpretive case
studies potentially caused by misinterpretations of statements (Ghazawneh and
Henfridsson 2013).

As the primary source for the collection of our data, we initially conducted eleven
formal interviews (see Table 3) between July 2020 and November 2020 with mem-
bers of the TraceCOV project. We ensured to cover a wide range of roles to repre-
sent the case holistically. The data collected in the interviews were supplemented
with marketing materials and information obtained from the official TraceCOV web-
site. We additionally conducted interviews with other stakeholders to triangulate our
data and address theoretical saturation. Specifically, we conducted two additional
formal interviews with senior staff from the German political arena and one infor-
mal interview with a high-ranking Google manager (see Table 3). We use the terms
formal and informal to distinguish between the interviews (e.g., Schultze 2000; Cha-
nias et al. 2019), as the former were audio-recorded and transcribed, while notes
were taken during the informal interview with Google (PO#1). The interview with
Google was primarily intended to gain deeper insights into the emergence and reg-
ulations behind the proprietary contact tracing protocol developed by Google and
Apple. The interviews with staff from the German political arena focused mainly on
the Corona-Warn-App. On average, each interview lasted about 30—40 min. The cho-
sen time frame was based on the availability of the interviewees. Due to the ongo-
ing pandemic at the time of the data collection, we have refrained from field visits.
The interviews were conducted via video conferencing in the native language (i.e.,
German) of the interviewees. Hence, in-text quotes were translated into English.
Names were pseudonymized in the transcripts, as shown in Table 3. A distinction is
made between the first (.1) and the second (.2) interview for individuals who have
been interviewed twice. Follow-up interviews were essential to capture the dynam-
ics of the case. In terms of our sampling strategy, we followed the data of previous
interviews to determine what data we would collect next (Glaser and Strauss 1967).
We adopted a semi-structured approach for carrying out the interviews (Myers and
Newman 2007). A script with key questions was prepared for each interview. We
chose to follow the same semi-structured questionnaire for the interviews with the
employees from the German political arena allowing us to eliminate potential biases
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since we were able to capture both the internal perspective of the German Ministry
of Health and how their decisions were reported and perceived in the parliament.

The data collection and analysis were carried out in a concurrent manner (Gla-
ser and Strauss 1967). This overlap proves to be advantageous in that unique or
unexpected themes emerging from the data analysis can be pursued flexibly and
opportunistically throughout the research process (Eisenhardt 1989). Concern-
ing our data analysis, a three-step coding approach was used (Gioia et al. 2013).
We adopted an incident-by-incident approach (Charmaz 2008). First, we investi-
gated what exactly happens in the data and whether concepts and categories can
be derived from the data (Glaser 1978). Thus, we were able to label meaningful
incidents in our data with descriptive codes that remained close to the original evi-
dence (Strauss and Corbin 1990; Gioia et al. 2013). In the second coding stage, we
interpreted the broken-down data while being alert for similarities and differences
to reunite our open codes to higher-order themes (Gioia et al. 2013). At this point,
it should be noted that we collected publicly available archival data (n=78) to
address theoretical saturation with respect to our research questions (see Table 4).
In line with previous qualitative research (e.g., Chanias et al. 2019), our archival
records were arranged chronologically within a single document allowing us to
code them along with the interview data. We added interviews and archival docu-
ments until we were not able to find any new views or additional insights on the
phases and tensions of our case.

Due to the continuous stream of new data, we went back and forth in the data
and refined the codes accordingly. In a final step, we identified several core cat-
egories (Halaweh et al. 2008). In this process, we abstracted the themes identified
in the previous step to aggregate dimensions in order to make sense of our data
(Gioia et al. 2013). We then moved from the description of the case to the deduc-
tive explanation of the core phenomenon (Vaast and Walsham 2013). We, there-
fore, examined the standards, the platform, and the control literature to explain our
data by theoretical concepts (Walsh and Bartunek 2011). Our observations, catego-
ries, and codes were constantly compared both between and within the interviews
(Strauss and Corbin 1990). This constant comparison ensured both precision and
consistency when coding the incidents in our data (Vaast and Walsham 2013) and
facilitated the identification of meaningful categories. Furthermore, this technique
enabled us to remain suspicious of our data and sensitive to possible distortions in
the interpretations of the interview participants (Klein and Myers 1999). Besides
the application of constant comparison, the preparation of memos accompanied
the entire analysis procedure (Strauss and Corbin 1990). Memos were created via
audio recordings to express and capture our thoughts about the data and the entire
research process. The software ATLAS.ti was used for the coding procedure. A
condensed data structure outlining how we arrived at theoretical abstraction for our
overarching model is shown in Fig. 2 along with exemplary evidence (Gioia et al.
2013). Furthermore, the Appendix provides a detailed and comprehensive account
of our data analysis.
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Fig.2 Data structure including exemplary evidence

4 Results

In the following sections, we describe the standardization of DCT apps across
Europe, focusing primarily on the privately developed app called TraceCOV and the
official German app called Corona-Warn-App. We present the results through a thick
description of the specific context and situate the case in a chronological narrative.

4.1 Pre standards war: digital technology to assist in the pandemic response

On March 20, 2020, Singapore’s Government Technology Agency and the Minis-
try of Health released the proximity tracing app called TraceTogether (Ministry of
Health Singapore et al. 2020). The app was developed in response to the increasing
difficulties encountered using traditional contact tracing (Burton 2020). By develop-
ing TraceTogether, which was inspired by Farrahi et al. (2014), Singapore pioneered
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the field of Bluetooth-based DCT (Cebrian 2021). When using Bluetooth-based
DCT apps like TraceTogether, mobile devices use Bluetooth Low Energy (BLE) to
exchange identifiers when in close proximity and store them locally in a contact his-
tory log (Troncoso et al. 2020). If a user tests positive for COVID-19, their contacts
can be traced via the identifiers stored in the history log and thus be notified. Shortly
after the launch of TraceTogether, more than 50 governments expressed their inter-
est in the solution, prompting the Singaporean government to release the underly-
ing protocol BlueTrace and its reference implementation OpenTrace as open source
(Bay et al. 2020). The centralized BlueTrace protocol was initially met with consid-
erable enthusiasm and was generally considered as worth emulating (Criddle and
Kelion 2020). However, it suffered from the limited Bluetooth background function-
ality due to Apple’s restrictive policy regarding its operating system iOS. Due to
Apple’s regulated platform resources, TraceTogether had to run in the foreground on
i0S devices (Bay et al. 2020; Kleinman and Merkel 2020). iPhone users had to keep
their device unlocked and TraceTogether open, causing inconveniences for users and
significant battery drain (Zastrow 2020). Ironically, in addition to protecting users’
privacy, avoiding battery drain was the reason why Apple integrated the policy (i.e.,
blocking BLE) in the first place (Albergotti and Harwell 2020).

After the release of TraceTogether, TraceCo and CrowdCo quickly recognized
that they were capable of developing their own DCT app following the Singaporean
model. In joint projects between the two companies before the pandemic, Crowd-
Co’s crowdsensing technology was already applied to several cases closely related to
DCT. The main difference was that those earlier applications of the technology were
based on GPS data. However, Bluetooth has emerged as the preferred technology for
DCT, as GPS is not considered accurate enough (Merry and Bettinger 2019). Nev-
ertheless, TraceCo and CrowdCo succeeded in adapting an existing solution from
previous projects to proximity tracing based on BLE. Therefore, as D#3.1 explained,
the solution as such remained viable:

At the end of the day, the backend does not care whether it is processing loca-
tion data or contact tracing data. So, the whole backend that manages and
efficiently plays out all the infection IDs needed for contact tracing and poten-
tially on millions of devices, that was already there. [...] We simply took
another app, which we already had as a demo app, as a basis and then built
the product based on it. (D#3.1)

However, the team behind TraceCOV initially encountered limitations concern-
ing the exploitation of iOS platform resources, namely the restricted Bluetooth
background functionality known from TraceTogether. Australia’s multimillion-dol-
lar DCT app, which at the time was based on BlueTrace (Tannock and McClymont
2020; Kelly 2020), indicated this limited access to iOS platform resources not only
causes inconveniences for iPhone users but may also contribute to the ineffective-
ness of DCT apps. In Victoria, a state in the southeast of Australia, the app detected
no contacts between April 2020 and the end of July 2020 that were not already iden-
tified by traditional contact tracing (Gladstone 2020). To solve this issue, CrowdCo
developed a workaround to bypass Apple’s restrictions. The workaround ensures
that TraceCOV is indeed capable of running in the background, but only under the
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condition that iPhones are not isolated from other smartphones for an extended
period of time. As soon as two iPhones are in close proximity, both devices keep
each other awake and thus prevent contact tracing from stopping in the background.
In addition, the team behind CrowdCo developed a mechanism that allows Android
devices to keep iPhones active and re-activate them. Thus, in case an iPhone is iso-
lated for a prolonged period, it can be re-activated by Android devices. By bypassing
the limitations of i0S, TraceCOV’s developers were operating at the cutting edge of
what was technologically feasible at the time, as D#2 stated:

The national app in Singapore, which was launched relatively early on, could
not run in the background at all. [...] And then we solved that three weeks later
[...]. So that should give a sense of how much one is at the front of what is
technically possible at this point. (D#2)

TraceCOV consequently belonged to the pioneers in this field and aimed to posi-
tion itself as the national DCT app in Germany by getting the development contract
from the German government.

4.2 Standards war: battle between incompatible technologies

In March 2020, COVID-19 cases in Europe surged, with Italy and Spain severely
affected, prompting European governments to mandate lockdowns (Horow-
itz 2020). In its crisis response, Europe adopted the Asian model and increas-
ingly relied on digital solutions. Already in April 2020, several European health
authorities and private companies were working on DCT apps (European Center
for Digital Rights 2020), resulting in a patchwork of solutions (Chee 2020). Rec-
ognizing this fragmentation, the European Commission advocated an overarch-
ing and interoperable solution among its member states (European Commission
2020) in hopes of easing restrictions and lockdowns (Baumstieger et al. 2020).
Whereas many Asian countries have established surveillance tracing mechanisms
(Doffman 2020b), such approaches were not conceivable in Europe due to stricter
data protection laws such as the General Data Protection Regulation (GDPR)
(Lomas 2020a). Therefore, the public debate around DCT in Europe has been
characterized by data privacy and security considerations (Sharon 2020).

Driven by the debate about interoperability and privacy, a group of 130 devel-
opers and researchers launched the Pan-European Privacy-Preserving Prox-
imity Tracing (PEPP-PT) project (Gold 2020). The group announced that, as
its name suggests, it is working on a privacy-preserving European standard to
facilitate proximity tracing based on BLE (PEPP-PT 2020). Like the Singaporean
BlueTrace protocol, PEPP-PT comprised an open standard that platform comple-
mentors can integrate to develop DCT apps. By using country codes, the PEPP-
PT protocol aimed to provide interoperability across national borders (Busvine
2020a). The group announced it would refrain from collecting location data and
comply with European privacy laws (Abboud et al. 2020). At the time, the ini-
tiative was backed by Germany, France, Italy, Spain, Switzerland, Austria, Bel-
gium, Denmark (Hurtz 2020; Schurter 2020), and also by TraceCOV. Germany
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was expected to be the first governmental authority to integrate the protocol into
its app (Doffman 2020a). The German government publicly announced in mid-
April 2020 that it would build its app on the PEPP-PT protocol (Bundespres-
seamt 2020a). Furthermore, it encouraged complementors working independently
on DCT solutions to base apps on PEPP-PT in the interest of interoperability.
Ultimately, however, the German government did not partner with TraceCo and
CrowdCo but opted for both SAP and Deutsche Telekom to develop its official
app (Bundespresseamt 2020b). G#2 emphasized that the decision to work with
both Deutsche Telekom and SAP was politically motivated, as both companies
were already involved in initial research projects surrounding contact tracing led
by the Fraunhofer Institute:

[...] SAP was already involved in advising Fraunhofer when it became clear
that the complexity was becoming too great for this research institute, and
T-Systems (i.e., Deutsche Telekom) had already been entrusted with hosting
issues when it became clear that the small hosting solutions that had been con-
sidered up to that point would have been massively overwhelmed by the data
traffic caused by such apps. (G#2)

After the initial goal of becoming the national German DCT app was no longer
viable, the TraceCOV consortium reoriented itself to continue utilizing the exist-
ing solution. Hence, the strategic decision was made to adjust the app and its tar-
get group to corporate customers. Although government-sponsored apps were either
already in use or undergoing development in several countries around the world, the
consortium did not consider this an issue concerning their solution:

Our approach was actually from the outset [...] to create a whole portfolio of
apps that all have this one component of contact tracing in them so that differ-
ent segments of the market can be served by different players. The important
thing is that they are all compatible with each other. (D#3.1)

The compatibility that D#3.1 was alluding to would have been achieved by align-
ing the various apps to a pan-European standard such as PEPP-PT. However, the
centralized PEPP-PT solution faced competition from the Decentralized Privacy-
Preserving Proximity Tracing (DP-3T) project. The DP-3T protocol was developed
by a team of over 25 scientists from various European countries (DP-3T 2020). The
main difference between the two approaches is whether the virus exposure estima-
tion is carried out locally on the smartphone (DP-3T) or on a central server (PEPP-
PT) (Boutet et al. 2020). Note that a central back-end server is required even in the
case of decentralized protocols. Centralized approaches, which were at the time used
by TraceTogether and TraceCOV, offer epidemiological advantages, as noted above,
because statistical evaluations can be carried out. Therefore, the team behind Trace-
COV considered centralized approaches beneficial:

On a meta-level, it would have been totally exciting from an epidemiological
and infection- and pandemic-scientific point of view to do investigations, make
analyses, identify hotspots, and so on and so forth. (D#2)
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The advantage of storing data centrally is that you can do much more with it
in terms of analysis. [...]. You have a comprehensive overview of the entire
behavior of your population in an anonymous way and also only regarding
their contact behavior. (D#3.1)

The benefits of centralized approaches were also noted in the political arena in
Germany:

[...] there are arguments to follow the centralized approach because then you
have a minimum set of data that allows you to evaluate what you are doing.
(G#2)

[...] people always said, “we actually need the data, we want as much data as
possible to be able to evaluate things to combat the corona crisis.” It would
have often spoken for the centralized approach. (G#1)

The analyses mentioned by D#2 and D#3.1 are possible because user data is
processed on a central server maintained by a responsible authority (e.g., public
health authority) (Zastrow 2020). While the data provide more resources to con-
tain the pandemic (Azad et al. 2020), it theoretically allows relevant authorities to
access information about the health status (i.e., infected, exposed, uninfected) of
users (Vaudenay 2020a; Li et al. 2020). Decentralized approaches aim to protect
users from malicious attackers at the state level. For this reason, the central server
is trusted with as little information as possible (Troncoso et al. 2020). Hence, the
main argument in the public debate was based on decentralized approaches elimi-
nating the risk of data breaches inherent in centralized protocols. D#3.1, however,
emphasized that it is very well possible to design centralized DCT apps in a way that
preserves privacy:

If we say the goal is that the owner of the app wants to drive analytics, the
centralized [approach] is much better suited, but it has this big “trust disad-
vantage,” let’s call it that, because per se, you certainly can also design it in a
way that is privacy-preserving. (D#3.1)

For Germany, too, it was clear from the very beginning that, regardless of the
approach, users’ privacy needs to be preserved:

[...] the anonymity of the approach was never in question. The centralized
approach was also a data-efficient approach in terms of its fundamental idea.
After all, it was only about hosting anonymized data in the background. (G#2)

So, data protection and data security. [...] This is something that you don’t
really touch politically. It must be a basic prerequisite, so to speak, that every-
thing is done in compliance with data protection. And I would always say from
the parliamentary point of view, “we’d rather the thing doesn’t work so well
than have a problem at the data protection level.” (G#1)

Ultimately, a standards war emerged that divided Europe into two opposing
camps (Criddle and Kelion 2020), complicating and prolonging the deployment
of DCT apps based on a pan-European standard. While countries like Germany,
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England, and France remained with those advocating a centralized standard such as
PEPP-PT, others like Switzerland and Austria favored the decentralized DP-3T pro-
tocol due to privacy concerns (Busvine 2020b).

4.3 End of the standards war: intervention by the platform owners

In addition to the public criticism of centralized approaches, the announcement
of the Google-Apple Exposure Notification protocol on April 10, 2020, has sig-
nificantly added to the pressure on PEPP-PT advocates (Google LLC 2020a). The
reason for developing the protocol, as PO#1 stated, was that Apple and Google
wanted to enable the Bluetooth background functionality on smartphones, includ-
ing iPhones, to allow DCT apps to work effectively. While some of the developers
on both sides shared different philosophies, pragmatism was applied because both
companies wanted to quickly contribute to the containment of the pandemic, lead-
ing to a swift agreement (PO#1). The protocol overlaps in functionality with the
DP-3T, as Google and Apple were inspired by the protocol (Etherington and Lomas
2020). Likewise, the GAEN relies on a decentralized BLE approach to proximity
tracing. However, the two platform owners decided on coring the protocol, i.e., they
pushed it from the app layer to the operating system layer (Hoepman 2021). Hence
Apple implemented the GAEN on iOS and Google introduced it on Android within
Google Play Services (Leith and Farrell 2021). Besides resolving the restrictions of
iOS (i.e., BLE), it also ensures proper communication between the operating sys-
tems Android and iOS (Google LLC 2020a, c). Google and Apple provide corre-
sponding APIs allowing health authorities to integrate the protocol into their DCT
apps. The provision of the GAEN protocol was simultaneously accompanied by a
new set of rules (Google LLC 2020b) designed to govern its use based on input
and process control measures. For one, the use of the APIs remains reserved for
decentralized apps. Additionally, Apple and Google state that no location data can
be obtained when using the APIs. Also, only apps that are operated in coopera-
tion with public health authorities are granted access. Eligibility is further “limited
to one app per country unless the country has a regional approach” (Google LLC
2020f). Google and Apple additionally announced the so-called Exposure Notifica-
tion Express, which directly integrates DCT functionalities into the platform core of
iOS and Android and therefore does not rely on an app (Apple Inc. 2020c). While
the GAEN protocol finally resolved the restrictions of the innovation platform iOS,
the tightly regulated access proved to be disappointing for governments advocating
centralized approaches (Abboud et al. 2020). Apple and Google justified the exclu-
sion of centralized DCT apps with the fear of the GAEN being repurposed as a sur-
veillance tool:

After all, it was not the problem with the German solution that Apple had, but
Apple said that the release for a centralized approach would then also funda-
mentally enable abusive apps, which [they] do not expect from Germany, but
which other states would then possibly pick up on and then actually develop a
surveillance tool out of it. (G#2)
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The group behind the DP-3T project, which strongly criticized centralized pro-
tocols, naturally welcomed the decentralized architecture of the GAEN protocol
(Doffman 2020b). A few days after the announcement of the GAEN protocol, 300
international scientists in the field of data privacy and protection criticized central-
ized approaches for contact tracing apps in an open letter. The scientists empha-
sized that “it is crucial that citizens trust the applications in order to produce suf-
ficient uptake to make a difference in tackling the crisis” (Kaafar et al. 2020, p. 1).
This letter was again referred to by several renowned German digital associations,
including the Chaos Computer Club, in their own open letter to the German Min-
ister of Health. The letter questioned the centralized approach of the PEPP-PT ini-
tiative because of threats to user privacy. Furthermore, the signatories of the letter
expressed that “a corona tracing app should, if at all, only be built and programmed
on the basis of a decentralized approach—such as the DP-3T [...] concept” (D64
et al. 2020, p. 1). The European Commission likewise encouraged health authorities
and research institutions to consider a decentralized approach in line with the princi-
ple of data minimization (Publications Office of the European Union 2020). Despite
the criticism, France, England, Germany, and TraceCOV continued to back central-
ized approaches. At the time, Germany found itself lacking a possible way to assess
the effectiveness of decentralized approaches:

[...] in the beginning, we lacked the imagination of how to develop such a
tracing app, but at the same time evaluate its effectiveness at some point when
you don’t have any data on how many people are warned by the app and how
many of them test positive later. (G#2)

On the part of the Ministry of Health, the centralized approach was certainly
promoted to our working group, and it was explained why the centralized
approach was the more important and better one. Which were also quite con-
clusive arguments. (G#1)

Eventually, France publicly demanded Apple and Google adjust their privacy pol-
icy as it would block the development of its DCT app (Fouquet 2020). The French
government thereby sought to eliminate the technical constraints of centralized apps
(Hern 2020) and argued that its centralized solution at the time did not violate Euro-
pean data protection laws (Lomas 2020b). The latter was later confirmed by the
National Commission on Informatics and Liberty (CNIL 2020; Morrow 2020). The
French junior minister for digital affairs argued that sovereign states must be inde-
pendent in deciding how to address the challenges caused by the pandemic (Abboud
et al. 2020). However, the request, in particular to Apple, to undertake changes to its
policy was not reciprocated (Newton 2020a). Eventually, the German Ministry of
Health announced on April 26, 2020, a restart of its app development with a decen-
tralized architecture based on the GAEN protocol (Bundesgesundheitsministerium
2020). Germany thus joined Switzerland and Austria, which were among the first
adopters of the GAEN (Busvine 2020b). G#1 stated that this change of mind was
surprising even within parliamentary circles:
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We ourselves probably never really understood why this switch came so
abruptly. That was certainly also influenced by the fact that these companies,
namely Google and Apple, were actually pursuing this decentralized approach
with their [...] protocol. (G#1)

As stated by G#2, Germany realized that without collaborating with Google and
Apple, there would be significant technological barriers that could not be quickly
resolved:

[...] if you didn’t want to use an interface that was provided by Google and
Apple, [...] you would then encounter significant technological challenges that
could not be easily solved without the support of these two players. (G#2)

G#2 added that the adoption of the GAEN was deemed to be a double-edged
sword. However, following the French example and engaging in discussions with the
two platform owners was not considered promising:

It makes you dependent on the big players, but you also notice very quickly
that they have solved technological challenges with the API that we hadn’t
solved before, and that’s why it’s such a balancing act. (G#2)

We really didn’t have any other alternative, and pressure would not have been
a promising option, because it worked for some decisions in the past, but for
this fundamental decision, it was relatively clear that Apple would not budge.
(G#2)

However, G#2 added, that the change of mind was additionally driven by the
fact that the previously missing imagination regarding how to obtain data in
decentralized approaches such as the GAEN was now available through the use of
voluntary data donations and user surveys:

And now, through this survey and through the data donation, we have really
been able to extract very extensive insights into what the app actually does.
(G#2)

Given that centralized apps have suffered considerable reputational damage
(Scott et al. 2020), TraceCOV was bound to follow the German government’s
shift to a decentralized approach. The consortium recognized that the trust of
users in the app itself and its respective operator is decisive in driving adoption.
The main drawback for TraceCOV involved the strict input control of both plat-
form owners regarding the GAEN protocol:

[...] Apple has a rule that only one app per country is allowed in, and of
course, that is always the government app, the official one. That is under-
standable to a certain extent because they want to increase the adoption
and do not want to promote a variety of apps. On the other hand, it is, of
course, difficult for us. (D#1.1)

As stated by PO#1, the restriction to one app per country was introduced
because Apple did not want to open the Bluetooth background function to every
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complementor due to security reasons and the potential for improper use. An
exception is only made if a country follows a regional approach. However, in Ger-
many, SAP and Deutsche Telekom hold the exclusive right to use the GAEN pro-
tocol. In response to the fact that the GAEN APIs cannot be accessed, TraceCOV
operates its own contact tracing system developed by CrowdCo based on the
DP-3T protocol. Concerning Bluetooth restrictions, the consortium continued to
rely on the internally developed ‘wake-up’ workaround, benefiting from the cor-
porate environment in which the app is applied. TraceCOV’s developers expected
a sufficiently high coverage by smartphones in the corporate context to mitigate
the limitations of iOS devices through the workaround:

[...] In scenarios where you have Android devices and iPhones and rela-
tively high coverage, it actually works quite well. It is pretty much as close
as you can get to the perfect solution from Apple and Google [...]. (D#3.2)

However, D#3.2 further added that the workaround would not work at low
adoption rates as i0OS devices would then run the risk of being isolated from other
smartphones for a prolonged period. In this case, iPhones would stop perform-
ing contact tracing in the background. England, which has introduced a similar
‘wake-up’ method (Vincent 2020), faced that problem (Francisco 2020). While
advocating the centralized approach (Newton 2020a), England’s National Health
Service (NHS) kept the door open for a shift to the decentralized model of Google
and Apple (Newton 2020b). After assessing both the GAEN protocol and the cen-
tralized in-house solution, Health Secretary Matt Hancock announced: “Our app
won’t work because Apple won’t change that system... and their app can’t meas-
ure distance well enough to a standard that we are satisfied with” (Kelion 2020c).
England was therefore indecisive and suspended its app development for some
time:

UK then discontinued relatively soon and did not develop for a while, and
then came back to us when the political decision was made there to develop
a new decentralized solution. They were then two to three months behind us.
(G#2)

Germany, on the other hand, embraced the cooperation with both platform
owners and sought to improve the GAEN protocol jointly with Google and Apple,
for instance regarding distance measurements:

[...] we then had discussions with Apple and Google, which led to improve-
ments on their side and improvements on our side [...]. (G#2)

England eventually integrated the GAEN protocol despite its dissatisfactory
distance calculations. However, England had to face Apple’s corporate policies
once again in 2021. England’s NHS sought to update its app to enable users to
upload their history of attended events (Meyer 2021). The update was supposed to
guide the relaxation of lockdown rules, but Apple and Google blocked the update
via their respective app stores (Kelion 2020a). While the issues were resolved
later on, Germany also had to face the strict policies regarding the GAEN API:
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[...] Apple was not thrilled that we wanted to do the [venue] check-in. In the
beginning, they were very concerned because they were afraid that location
data could be used via this check-in feature. [...]. But that was also a point
why the check-in [feature] took longer [...]. And we had the same thing again
with the vaccination certificates. Here, too, our colleagues in the USA were not
enthusiastic because they said it was not part of the core functions |[...]. (G#2)

Meanwhile, in Germany, the privately held Luca-App offered users a way to
check in at venues and skip the pen-and-paper registration process. A similar sce-
nario with two separate apps for DCT and check-ins occurred, for instance, in Scot-
land (Meyer 2021). France ended up being the last governmental representative of
centralized approaches in Europe. The app TousAntiCovid (formerly StopCovid)
was released in June 2020 (Kelion 2020b). It is based on the centralized “ROBust
and privacy-presERving proximity Tracing” (ROBERT) protocol, jointly developed
by members of the PEPP-PT group, namely INRIA (France) and Fraunhofer (Ger-
many) (Ahmed et al. 2020). While ROBERT involves the local collection and stor-
age of proximity contacts, the COVID-19 risk exposure is performed on a central
server (Castelluccia et al. 2020). Three weeks after the app’s release, the download
numbers reached 1.9 million, but only 13 notifications were sent in that period (Dil-
let 2020). The app collected more data than officially announced and initially strug-
gled with very low adoption rates (Rowe et al. 2020) before eventually being suc-
cessfully repurposed as a tool enabling the documentation of COVID-19 tests and
vaccinations (Schultz et al. 2022). The French app is not interoperable with any of
the other European apps (European Commission 2021). In contrast to France, the
German app managed to reach high user numbers sooner (Rowe et al. 2020) and
is furthermore considered to be highly privacy-preserving, as initial studies suggest
(e.g., Krehling and Essex 2021). While France failed to provide users with adequate
information concerning the privacy and security of their app (Rowe et al. 2020),
Germany’s app and its adoption rates seemed to profit from the close exchange with
privacy and security experts:

As far as data security was concerned, for example, the Chaos Computer Club
was invited to the expert discussion. They did not find any leaks. That is very
rare. (G#I)

If you want to be successful at all with an app like this, it has to have maximum
trust from all the entities, consumer watchdogs, Chaos Computer Club, and
others who have a significant say in civil society. (G#2)

The Singaporean government failed to overcome the Bluetooth limitations of
TraceTogether. Singapore, therefore, decided against using smartphones and opted
for wearables (Government of Singapore 2020). Australia, one of the first adopters
of BlueTrace, switched to a QR code-based solution (Ilanbey 2021). The blame for
the failure of its DCT app was placed on Apple and Google (Barbaschow 2020).
Others, like the Netherlands, began already phasing out their GAEN-based DCT
apps in 2022 (PO#1).
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4.4 Post standards war: prevention of fragmentation and lock-out

As D#5.1 explained, the Corona-Warn-App does not seem to be suitable for Trace-
COV’s customers due to its limited feature scope. Like Germany, TraceCo and
CrowdCo were able to alleviate the lack of analyzable data concerning decentral-
ized approaches by relying on voluntary data donations of users. Thus, TraceCOV
can still provide its customers with relevant analyses. Furthermore, unlike nation-
wide DCT apps, TraceCOV has the advantage of being able to bypass the Bluetooth
issues due to its expected high coverage in the corporate environment. The standard
route to deploy TraceCOV would have been via the public Google Play Store and
the Apple App Store. However, Google and Apple categorically decline COVID-19
apps on their transaction platforms. Both companies specify the requirement that
COVID-19 apps must be published at least in association with public health authori-
ties (Google LLC 2020d; Apple Inc. 2020b). Like in the case of the GAEN APIs,
Apple and Google argue on the grounds of protecting user privacy. D#3.1 implied
that both companies thereby want to defend the GAEN protocol as the standard for
DCT:

[...] There is quite a bit of their politics involved: “We actually only want to
bring in our interface.” So, there they set up very, very big hurdles. It is not
even a competition on the market because nobody from TraceCo says that the
German Corona-Warn-App is garbage. They just say: “we want to make it
accompanying to it to increase the bandwidth.” (D#3.1)

As D#3.1 pointed out, TraceCOV is meant to be complementary to the Corona-
Warn-App. It is not intended to be a competing product for the official German app.
The project sponsor added:

[...] quite on the contrary because that would harm us at the end of the day
and our whole business with the government. (D#5.1)

Nevertheless, Google and Apple blocked TraceCOV on their respective trans-
action platforms based on the ‘bouncer’s right.” PO#1 emphasized that Google
and Apple’s intention in providing the GAEN protocol was to assist public health
authorities in their fight against the pandemic. Opening the GAEN API to other
complementors was never envisioned. D#1.2 referred to this deployment issue the
consortium faced as a “potential showstopper.” D#6 added: “If we were a pure start-
up, I think I can say openly, we would not have survived this.” The issue is primarily
caused by Apple, as Google is less restrictive and offers several alternative distribu-
tion options (Google LLC 2020e). Apple, on the other hand, directs providers of
COVID-19 apps, which are not approved for the official app store, to use the Apple
Developer Program for the deployment to clients (Apple Inc. 2020a). However, for
the Apple Developer Program to be viable, both customer and provider must hold an
Apple Developer Account (Apple Inc. 2020a). In this vein, one of TraceCOV’s pilot
customers has been stuck in the review process for an Apple Developer Account
for 3 months at the time of the interview. Besides the route via an Apple Developer
Account, the consortium opted for the use of third-party mobile app distribution
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platforms to deploy their solution to the iOS devices of customers. While both
approaches provide a potential way to deploy TraceCOV, they did not offer a long-
term solution. The project sponsor commented on the use of third-party mobile app
distribution platforms:

It simply costs too much. And it is terribly complicated. I mean, if every com-
pany has an enterprise account (i.e., Apple Developer Account), then it is
easy. It works immediately. But that is not the standard. Not every company
has its own enterprise account, especially not medium-sized companies, and
that is where we actually want to go. (D#5.1)

In order to fulfill Apple’s input requirements, the consortium was constantly
looking for a suitable partner in the healthcare sector. However, even after multiple
applications with suitable partners, they were all rejected by Apple. The test man-
agement feature of TraceCOV was eventually introduced as a stand-alone browser-
based solution.

5 Discussion

In the following sections, we discuss our case based on the theoretical foundation of
this study. To contrast the adoption of the GAEN, we additionally include the French
case which has already been extensively analyzed in the study by Rowe et al. (2020).

5.1 Competing roles and the DCT dilemma

The pandemic led to increased efforts to protect citizens, workers, and users by
health authorities, employers, and platform owners, respectively. The role of public
health authorities during a pandemic is to ensure the well-being of their citizens and
to minimize deaths and severe illnesses. Hence, the countries considered in this part
of the study (i.e., Germany and France) initially expressed a preference for central-
ized approaches, expecting evaluations of DCT data to inform their actions (Rowe
et al. 2020). However, it should not be ignored that the centralized approach enjoyed
an initial advantage, as it represented essentially the only available approach until
the DP-3T consortium split off from the PEPP-PT project. The demands on DCT
apps set by the governments examined in this part of the study correspond to the
needs of TraceCOV’s customers to maintain their business operations in a safe man-
ner. If companies cannot enable their employees to work from home, yet are com-
mitted to preserving their business operations, they need to ensure the safety of their
workforce. In Germany, for instance, this is regulated in the German Civil Code (§
618 BGB) which states that employers are obliged to create an environment in which
employees are protected against danger to life and health. Platform owners, on the
other hand, need to ensure the health and safety of their ecosystems (Ghazawneh
and Henfridsson 2010; Eaton et al. 2015). This need to govern their ecosystems was
especially prevalent during the pandemic. Consider, for instance, the wave of mali-
cious apps sparked by the onset of COVID-19, designed by hostile developers to
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Table 5 Description of the DCT dilemma. Based on Lindgren et al. (2021) and Wareham et al. (2014)

Competing demands

Visualization

Privacy
concermns

Adoption

Description The effectiveness of DCT apps depends on both the evaluation of data and their adoption rate. The collection
of DCT data leads to increased privacy concerns among users and consequently to lower adoption rates,
thereby reducing the overall amount of data available.

Possible Voluntary data donations enable the implementation of a privacy-by-design approach while simultaneously
resolution providing the DCT data needed to conduct evaluations. To this end, sufficient trust and motivation of users
to cooperate and contribute needs to be ensured.

illegally capitalize on users’ fears (e.g., Wang et al. 2021). Hence, while the platform
owners aimed to contribute to the fight against the pandemic by enabling DCT apps,
they simultaneously sought to avoid potential adverse effects on their ecosystems
(see Sect. 5.2). The latter is enabled by their proprietary and decentralized privacy
by design approach to DCT which only grants reputable providers access to vulner-
able platform resources. As such, different demands arise on the DCT technology
and ultimately determine which specific approach, decentralized or centralized, is
preferred. Taking into account the respective roles of the various stakeholders, we
argue that initially each of the examined stakeholders legitimately favored one over
the other approach. However, what then emerged is essentially what Selander et al.
(2010, p. 10) refer to as value competitions which they describe as “periods [that]
are marked by tensions and struggles [...].”

Balancing the different demands on DCT apps proved difficult as they are deeply
rooted in the technology itself. While the collection and evaluation of DCT data
increase the capability of DCT apps to support containing the pandemic (White
and van Basshuysen 2021b; Elmokashfi et al. 2021), it simultaneously introduces
stronger privacy concerns, which in turn might translate into lower adoption rates
(Chan and Sagqib 2021). Given the presence of network effects, however, a signifi-
cant installed user base represents a prerequisite for suppressing virus transmis-
sion using smartphone-based DCT (Hinch et al. 2020). On the other hand, rigorous
privacy by design approaches might lead to higher adoption rates while exhibiting
disadvantages, especially in terms of fewer insights on the effectiveness of DCT
(Riemer et al. 2020; White and van Basshuysen 2021a). As illustrated in Table 5,
due to this dualism between evaluations of DCT data to contain the pandemic and
minimizing the collection of sensitive data to preserve user privacy (Wareham et al.
2014), contradictory tensions arise (Cameron 1986). The tensions inherent in the
technology thus create a dilemma between both competing demands, namely data
and privacy (Selander et al. 2010; Smith and Lewis 2011). We argue that this causes
a standardization dilemma as the tensions cannot be resolved without at least par-
tially neglecting individual interests when agreeing on a particular standard. While
a dualism in the sense of the more data, the less adoption is present (Wareham et al.
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2014; Lindgren et al. 2021), voluntary data donations offer a potential resolution
strategy by allowing the implementation of a privacy by design approach without
entirely compromising on the evaluation of data. This strategy was utilized, for
instance, by both the Corona-Warn-App and TraceCOV.

5.2 The substitution response by Google and Apple

The alliance consisting of the two platform owners was caught between the desire to
quickly contribute to the containment of the pandemic on the one hand, and Apple’s
security concerns about opportunistic complementors misusing the Bluetooth back-
ground functionality on the other. In addition, as mentioned above, both companies
sought to keep malicious apps out of their respective app stores in order to safeguard
their installed user base (Google LLC 2020d; Apple Inc. 2020b). Abstention by the
platform owners would have rendered DCT infeasible, thus essentially blocking a
potentially life-saving crisis measure and risking reputational damage. The imposi-
tion of a proprietary standard resolved this tension as it facilitated the development
of DCT apps while maintaining control over the respective ecosystems. Such sub-
stitution responses by organizations are considered a viable strategy for managing
tensions between compliance and non-compliance concerning externally imposed
standards (e.g., Okhmatovskiy and David 2012). Therefore, as illustrated in Fig. 3,
the platform owners exploited predominantly two distinctive boundary resources to
enable the substitution response. The core concepts we refer to in this context are
described in Table 6 for the purposes of this study.

First, the GAEN protocol has been made accessible for external complementors
via its corresponding API, while at the same time being subject to new rules that
allow the platform owners to define the GAEN-based apps according to their own
vision (Ghazawneh and Henfridsson 2010). The regulations incorporate both com-
plement- and complementor-centric input control (Croitor and Benlian 2019). The
former ensures that apps inherently comply with the platform owners’ policies, such
as adhering to mandated privacy standards and refraining from collecting location
data. The latter enables the platform owners to govern which complementors are
authorized to access the GAEN protocol through the corresponding APIs. Only one
provider per country is approved and additionally needs to be associated with a pub-
lic health authority, thereby excluding private developers, and preventing the misuse
of the Bluetooth background functionality. The GAEN API thus serves a twofold
role, as it enables access and facilitates generative activities on the one hand but
simultaneously restricts access to the GAEN protocol to retrain control on the other
(Gawer 2020). When eligible complementors build their app based on the GAEN
protocol, process control takes effect as the API mandates a decentralized approach.
This process control ultimately results in the fact that apps that are developed based
on the GAEN comply with the platform owner’s policies without the need to pre-
determine the specific outcomes (Kirsch 1997; Goldbach et al. 2014), for example,
in terms of design at the app layer. Although Croitor and Benlian (2019) argue that
process control leads to high complexity due to the large number of complementors
to be monitored, this is somewhat mitigated in the case of the GAEN protocol due to
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GAEN protocol

limitations

Innovation
platforms

for DCT

« Enables interoperability
* Resolves Bluetooth

+ Contains mechanisms

* Grants access to GAEN
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input control measures

the DCT standard

Platform owners

« Alliance between Google

and Apple

* Own the GAEN and hold
the installed user bases
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* Decentralized
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« Existing user base of
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« Potential adopters
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| + Enable lock-out of private
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+ Block unwanted apps
and updates
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Fig.3 Standardization of digital contact tracing apps based on boundary resources

Table 6 Description of the core concepts

Concept

Description

GAEN-based apps

GAEN protocol

GAEN API

Installed user base

App store(s)

DCT apps that leverage the technological foundation of the GAEN protocol via
the GAEN API, thereby complying with the regulations and specifications
jointly defined by the platform owners Google and Apple

Technological foundation embedded in the operating system layer of iOS and
Android devices that provides the respective smartphones with mechanisms to
log users’ encounters and alert them once they have come in close proximity
with an infected user

Boundary resource that provides regulated access to the GAEN protocol allowing
governmental apps to access the contact tracing data collected in the operating
system layer while the platform owners remain in control

Existing iOS and Android users, representing the total number of potential adop-
ters of DCT apps and thus constituting a critical resource for achieving the mass
adoption required for DCT to be effective

Boundary resource that provides regulated access to the installed base of Android
and i0S allowing app providers to distribute their apps and reach potential
adopters while the platform owners can lock out certain complementors and
block unwanted complements

Bluetooth limitations Apple’s predetermined governance measures restricting the Bluetooth functional-

ity for iOS devices due to potential security concerns

the “one app per country” rule. Hence, we argue that the platform owners’ substitu-
tion response might have been additionally motivated by eliminating redundant apps
to facilitate the monitoring of complementors (Wen and Zhu 2019).
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Second, compared to other solutions, the GAEN protocol benefits from being
technologically superior in an almost artificial manner since it represents the only
solution for which the Bluetooth restrictions on iOS devices have been relaxed.
This, in turn, leads to an indirect devaluation of alternative solutions (White and van
Basshuysen 2021a), as they do not function adequately due to said limitations. How-
ever, there are certain apps, such as the one from TraceCo, which are able to bypass
the Bluetooth limitations to a large extent due to their unique use case. Such poten-
tial standards competitors are effectively excluded from access to the installed user
base via the corresponding app stores based on the “bouncer’s right” (Boudreau and
Hagiu 2009), specifically by leveraging the centralized input control on the Apple
App Store. Besides avoiding the fragmentation of DCT solutions, transaction plat-
forms are used to prevent decoupling (Meyer and Rowan 1977; Westphal and Zajac
2001). Consider the case of England, which eventually adopted the GAEN protocol.
When the British government tried to modify its app in a way that would enable
location data to be collected, the update was blocked via the respective app stores.
In both previously mentioned cases, access to the installed user base was prevented.

Ultimately, our case shows that platform owners can coerce third-party comple-
mentors into using boundary resources that they would not have adopted without
the powerful influence of the platform owners. Furthermore, leveraging boundary
resources allowed the platform owners to combine external design capabilities with
their internal innovation capabilities (Selander et al. 2010). Thus, in response to
our second research question, we argue that by limiting individual leeway of com-
plementors and subsequently forcing them into the GAEN protocol, Google and
Apple were able to ensure the widespread adoption of their proprietary technology.
Alternative technologies were devalued by preventing access to valuable platform
resources and private developers were locked out based on input control measures
(Schilling 1998). This standardization further resulted in the imposition of decentral-
ized DCT as the dominant design since decentralized risk estimation is essentially
inscribed into the GAEN protocol by the regulated API (Gallagher 2007). The plat-
form owners Google and Apple thus used their power over the platform resources
that enable effective DCT, as well as the transaction platforms that provide access to
potential adopters, to coerce complementors into continued subjectification (Hurni
et al. 2022). By supplying the technological foundation for DCT apps as a bound-
ary resource, the platform owners enabled DCT for public health authorities while
gaining control over DCT and minimizing the risk of adverse consequences for their
ecosystems. On the one hand, it can be argued that Google and Apple have quickly
resolved the standards war within Europe through their intervention and thus ena-
bled a fast and privacy-preserving digital response to the pandemic (Krehling and
Essex 2021). On the other hand, as argued in the introduction of this study, the con-
sequences of such “platform owner-based” (Marhold and Fell 2021, p. 367) stand-
ardizations in the context of an international crisis need to be critically examined.
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5.3 Trade-offs, tensions, and consequences

As previously illustrated, the platform owners ultimately used their powerful com-
petitive position within their ecosystems (Selander et al. 2010) to set the GAEN pro-
tocol up as the dominant technology while locking out private developers (Schil-
ling 1998). As shown in Fig. 4, we essentially observed two different potential paths
from the perspective of the German Ministry of Health. First, the choice to main-
tain the centralized approach plagued by technological constraints due to the lack of
support by Google and Apple or, second, the switch to the technologically superior
alternative represented by the emerging standard, namely the GAEN.? In the public
debate, decentralized and centralized approaches were ascribed different values for
privacy and data evaluation, respectively (White and van Basshuysen 2021b). In this
regard, it is worth mentioning that the privacy threats perceived by the users are
ultimately the crucial factors to consider with respect to end-users’ adoption deci-
sions (Trang et al. 2020). We, therefore, argue that it is of secondary importance
to our analysis whether the decentralized approach is in fact more privacy-preserv-
ing than its centralized counterpart since the public opinion represents the deci-
sive determinant in terms of adoption. While centralized approaches do not require
end-users to voluntarily donate data, they have been publicly criticized by privacy
experts (Kaafar et al. 2020; D64 et al. 2020), thus running the risk of low adop-
tion rates (Chan and Saqib 2021). In contrast, health experts argued that the GAEN

Platform
owners

Governance of
ecosystems

PLATFORM
ECOSYSTEM

Ensuring
privacy and security

Adopting centralized
approach

Competing demands Trade-offs

Competing
values
Adopting GAEN

1

Protection of public Preventing
health spread of COVID-19
! '
' |
| i Trade-offs
! '
' |
" I
Corporate Duty of care Enabling : Adoption ! Technological
sector Yy business continuity j I lock-out
I

Time constraints

Fig.4 The multi-layered decision situation of DCT. Own illustration based on Selander et al. (2010)

2 Another path would be the adoption of the DP-3T protocol, as exemplified by Switzerland. However,
Google and Apple remain in control in this scenario, hence we do not consider this option separately. For
more details we kindly direct readers to Vaudenay (2020b).
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might be less effective due to the lack of available user data (Albergotti and Harwell
2020), yet privacy experts publicly welcomed the approach taken by Google and
Apple (Sharon 2020; Krehling and Essex 2021). If we now consider that the primary
drawback of the GAEN protocol can be mitigated to some extent by voluntary data
donations, then it seems reasonable to argue that decentralized approaches such as
the GAEN balance the paradoxical tensions of the DCT dilemma in a more effective
manner. However, the decision is not as simple as it may seem, as we show below.

The switch to the GAEN protocol is accompanied by an increased dependence
on and influence by Google and Apple given its proprietary nature (Hanseth and
Monteiro 1997; Backhouse et al. 2006). For instance, as our case illustrates, the
implementation of updates to incorporate new features such as venue check-ins is
subject to the approval of the platform owners and was initially denied. Other apps,
like the so-called Luca-App, which was not affected by the special rules govern-
ing the GAEN API, were able to implement this function, leading to the Luca-App
being the default app for check-ins in Germany until the feature was implemented
in the Corona-Warn-App (Bach 2021). Hence, requiring Google’s and Apple’s
approval risks delaying or even blocking intended changes to GAEN-based DCT
apps that would be considered compliant with the platform owners’ ordinary regula-
tions, thereby limiting the predictability and flexibility of the responsible authori-
ties to tailor their apps to regional COVID-19 developments and policies (Hanseth
et al. 1996; Braa et al. 2007). Particularly, public health authorities need to be aware
that both platform owners possess the capability to change the modalities of the
GAEN. For instance, although PO#1 reported that Google and Apple did not pur-
sue any commercial objective with the GAEN, they can theoretically remove the
functionality from their respective operating systems or repurpose it in support of
their own needs (Floridi 2020; Boutet et al. 2021; Hoepman 2021). Consider, for
example, how mere disagreements between Google and Apple regarding the GAEN
could jeopardize the interoperability between Android and iOS DCT apps. Ulti-
mately, the dependence in terms of decisions around governmental DCT apps grants
Google and Apple increased influence in public health sectors of sovereign states
(Sharon 2020). Hence, when health authorities accept the public—private partner-
ship, the platform owners’ quasi-governmental role becomes essentially legitimized
(Leclercg-Vandelannoitte and Aroles 2020; Marhold and Fell 2021). Further, decen-
tralized approaches such as the GAEN protocol are intended to address the risk of
potential state surveillance (Fraunhofer AISEC 2020). However, since the code of
the GAEN protocol was initially released as closed source, the departure from a cen-
tralized approach also entailed a shift in terms of whom end-users would ultimately
need to trust (Hoepman 2021). Leith and Farrell (2021, p. 610), for instance, assess
the GAEN protocol as highly privacy-preserving, yet argue that it is flawed in that it
“leaves users trusting that [Google and Apple] are acting according to their official
statements, and are not collecting or storing data.” In the case of the GAEN, then,
acceptance of DCT apps depends not only on citizens’ trust in the respective gov-
ernment and the technology itself (Riemer et al. 2020), but also to some extent on
the level of trust in the platform owners. Yet, this does not necessarily translate into
benefits for users should their government adhere to a centralized solution as exem-
plified by France.
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The centralized French app, for instance, collected more data than initially
announced (Rowe et al. 2020). Due to the initial low adoption rates of TousAnti-
Covid, we suggest that end-users’ trust in centralized approaches had potentially
already been damaged by the public debate (White and van Basshuysen 2021a).
However, it should not be ignored that although it would have been of crucial impor-
tance to build trust with users, especially when using a centralized design, France
failed to educate their citizens about the privacy and security of its app (Rowe et al.
2020). In contrast, Germany invited privacy experts (e.g., Chaos Computer Club) to
review its app and leveraged an open source approach (Krehling and Essex 2021),
potentially contributing to citizens’ trust and acceptance. Adopting what the pub-
lic perceives as the inferior approach in terms of privacy in favor of public health
further carries the risk of being misused as a precedent by future governmental
authorities to soften privacy laws under the pretext of crises threats (Urbaczewski
and Lee 2020; Rowe 2020). Hence, while the French government made it a point
to avoid the dependency on Google and Apple as well as the loss of its digital sov-
ereignty (Abboud et al. 2020; Floridi 2020; Rowe 2020), it did so at the expense of
lower adoption rates (Dillet 2020) and the burden of technological limitations (see
Sect. 5.2) while risking future health crises being misused for surveillance measures
(Urbaczewski and Lee 2020). Furthermore, not following other states in their deci-
sion to adopt the GAEN resulted in their app not being interoperable with European
solutions, posing an important drawback of remaining with centralized DCT. How-
ever, it seems plausible that if Germany, as an influential country (Farrell and Klem-
perer 2007), had decided against the adoption of the GAEN and thus resided with
France, might have altered the course of the standardization process (Wade 1995).

The fact that Apple and Google eventually won the standards war implied for
private developers the exclusion from the dominant standard due to regulated APIs
(Schilling 1998), resulting in further trade-offs. On the one hand, we argue that the
platform owners’ governance policies were instrumental for the timely standardiza-
tion and the prevention of the fragmentation of the emerging standard. By privileg-
ing their own solution within both ecosystems and excluding other approaches and
participants, a patchwork of non-interoperable European solutions has been largely
avoided. Moreover, the protection and privacy of users was ensured. Potentially
harmful apps were blocked from the app stores, and hostile developers who might
choose to abuse the Bluetooth background functionality were preemptively hindered
by the categorical exclusion of private developers from the GAEN API. Essentially,
the platform owners eliminated any market motive to capitalize on the pandemic.
On the other hand, we argue that potential adverse consequences resulting from the
platform constraints imposed by Google and Apple were introduced. As argued by
Trang et al. (2020), end-users have different preferences regarding the specifications
of DCT apps. In this vein, the strictly limited access to the GAEN API prevented
diverse end-user needs from being captured by multiple interoperable apps. So far,
however, we do not know whether multiple interoperable apps would lead to higher
or even lower adoption rates. Further, since, according to TraceCOV’s customers,
the feature scope of national apps such as the Corona-Warn-App is not sufficient to
effectively control COVID-19 in corporate ecosystems, their needs were neglected.
In addition, in the long run, there are no incentives for entrepreneurs and innovators
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to further advance the GAEN or alternative approaches considering the strict input
control they would face (Wen and Zhu 2019). Especially when considering that
since the release of the GAEN, Apple and Google show little interest in developing
their protocol further and if so, as our data shows, it needs to be driven by the pub-
lic health authorities themselves (Boutet et al. 2021). However, only eligible health
authorities can make such contributions, as private developers and entrepreneurs are
excluded from the technology and cannot gain experience therewith or share knowl-
edge in order to improve the technology (Arthur 1989; Zhang et al. 2020).

5.4 Conclusion

In conclusion, we argue that adopters of the GAEN prioritized short-term benefits,
such as facilitating effective DCT and the rapid diffusion of the corresponding apps,
over their digital sovereignty by granting private companies access to policy deci-
sions. Further, the benefits of the timely pan-European standardization may legiti-
mize Apple’s and Google’s strict governance measures (Leclercq-Vandelannoitte
and Aroles 2020), while potentially hindering the advancement of the technology
for future crises. However, considering the extreme time constraints faced by the
stakeholders involved, it seems reasonable to quickly decide on the most viable solu-
tion, namely the GAEN protocol, as a comprehensive technological search for the
optimal technology to satisfy all needs and avoid long-term pitfalls proved to be
largely infeasible. Hence, from a purely technological perspective, we might agree
with Liebowitz and Margolis (1999, p. 235) in so far that “good [technologies] win,”
especially if there is no time to find the optimal technology.

6 Lessons learned from DCT in Europe

We have shown that DCT led to various competing values and goals (Goh and
Arenas 2020), but at the same time health crises demand quick decisions from
governments. Specifically, the case produced two major interdependent goal con-
flicts. First, the competing demands on the DCT technology, i.e., the paradoxical
tension between ensuring end-user adoption and enabling data evaluations. Sec-
ond, the competing values regarding the choice of the technological approach to
DCT, whereby the adoption of either approach is associated with different short-
term and long-term trade-offs (see Fig. 5). The inherent hazard that responsible
actors face in such situations, characterized by competing goals and values, lies
in the fact that attempting to balance the trade-offs simultaneously may ultimately
lead to a state of analysis paralysis (Thacher and Rein 2004). Consider England,
for instance, which initially took a two-pronged approach by simultaneously pur-
suing their own centralized approach as well as the decentralized GAEN, result-
ing in a temporary halt of their development activities.

With respect to similar multi-layered decision situations, we, therefore, pro-
pose a sequential consideration of the different goals and values, thereby obeying
the underlying notion of the cycling approach formulated by Thacher and Rein

@ Springer



Governing digital crisis responses: platform standards and...

Short-term consequences Long-term consequences

+ Non-interopability with European DCT apps
* Necessity of users' trust in government

c/;:t?'gltilggd + Decreased dependence on Google and Apple + Preserving digital souvereignty B
approach * Less dependent on voluntary data donations « Potentially harmful for future privacy decisions
« Inferior technological app performance
» Medium to low level of perceived privacy
A
Short-term Long-term
trade-offs trade-offs

[+ Interoperability with European DCT apps

» Necessity of users' trust in Google and Apple

Adopting « Increased dependence on Google and Apple
GAEN » Dependent on voluntary data donations

« Superior technological app performance

|* Increased level of perceived privacy

« Potential hold-up situation
« Potential premature lock-in
« Legitimizing Google's and Apple's power

Short-term Long-term
trade-offs trade-offs
« Elimination and prevention of market motives
. * Increased privacy and security of DCT apps « Loss of incentives for innovators
Technological - £ A : § - y ] P
lock-out * Prevention o ragmentanon and decoupling * Loss of experience Iearnlng_e ects
» Unmet demands in the corporate sector * Decreased knowledge sharing

* Prevention of app heterogenity

Fig.5 Short-term and long-term trade-offs in the standardization of DCT

(2004). Cycling offers a rational way to mitigate competing values by temporar-
ily focusing on one goal while shifting awareness to the opposing goal at a later
stage. However, it is critical that responsible actors assess which goal to pursue
first (Weiner 1998; Thacher and Rein 2004). We, thus, suggest that actors caught
in such situations first need to decide which of the competing demands on the
technology should be temporarily prioritized, so that the approach most suitable
for this purpose may then be chosen, followed by a subsequent effort to address
the opposing goals of both decisions. Hence, in contrast to the bias strategy for
mitigating value conflicts, whereby individual goals are deliberately ignored
to enable decision-making (Stewart 2006; de Graaf et al. 2016), the cycling
approach is characterized by the fact that the previously neglected goals are given
sufficient attention at a later stage (Thacher and Rein 2004).

In the case of DCT, however, the question remains as to which of the competing
demands, i.e., adoption or data, should be given temporal priority. Answering this
question requires consideration of whether either option could prevent the opposing
goal from being addressed at a later stage (Weiner 1998; Thacher and Rein 2004).
In our case, as indicated by the French app,® we argue that prioritizing data may
preclude the feasibility of achieving high adoption rates afterward, as users’ trust
may have already been damaged. Conversely, as exemplified by Germany, initially
focusing on driving the acceptance and diffusion of DCT apps preserves the option

3 1t should be noted that the French app recorded very high adoption rates later since it was repurposed
into a tool for proving vaccination certificates, while the contact tracing function was disregarded by
users (Schultz et al. 2022).
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of introducing solutions to obtain data at a later stage, as the installed user base can
then be exploited through voluntary data donations and user surveys, making the
diffusion of DCT apps the initially preferred goal. Since we have established the
diffusion of the technology as the primary goal for the time being, the question of
which of the two approaches, i.e., GAEN or centralized, is fundamentally superior
shifts to which approach is more effective in terms of achieving diffusion. Having
this in mind, it seems reasonable to opt for the adoption of the GAEN despite the
associated negative consequences (see Fig. 5), as the technology had the potential
for substantial adoption by end-users due to its privacy-friendly nature and by app
providers (i.e., European health authorities) due to its technological superiority (van
de Kaa et al. 2011). After having chosen the GAEN in our chain of reasoning, we
can now explore ways to achieve the goal of obtaining data within the limits of this
approach. As mentioned earlier, voluntary data donations, for instance, permit data
collection despite the decentralized data storage. In this context, the sequential con-
sideration of the conflicting goals allows for innovative ideas that might not have
been considered when attempting to balance the conflicting goals simultaneously
(Thacher and Rein 2004).

Finally, as already mentioned, in the spirit of the cycling approach, prioritizing
the short-term benefits of the GAEN for the sake of diffusion requires addressing
the opposing values, i.e., the decreased incentives for innovators, digital sovereignty,
and the lock-in threat, later on. However, considering that post-pandemic interest in
technologies developed solely for the purpose of mitigating adverse effects of a cri-
sis will greatly decrease, the risk lies in neglecting this last step. Following this line
of thought, and assuming that during a crisis, short-term goals take precedence over
long-term ambitions (Rowe 2020), we propose that technological decisions should
be assigned a legally binding expiration date, which then requires the re-evaluation
of choices made under time constraints. Thus, we can ensure that the opposing goals
are adequately addressed and not dismissed once the crisis is resolved, allowing
for enhanced preparedness for similar situations. As a result, in the case of DCT,
policy makers should then be obliged to consider questions of whether the GAEN
was effective, how we define the accountability and decision rights in the partner-
ship with the platform owners (Leclercq-Vandelannoitte and Aroles 2020), and what
options exist to incentivize innovators in order to advance the technology further.

To conclude, we suggest, that the sequential consideration of the cycling approach
might be suitable for policy makers to navigate crisis situations by shifting the ques-
tion of which goal is more important in general to the question of which goal is
temporarily more valuable without neglecting the opposing goals (Thacher and Rein
2004). It should be noted, however, that we have followed the cycling approach
solely in its fundamental idea in order to theorize a potential solution for managing
such multi-layered decision situations. For instance, Thacher and Rein (2004) antici-
pate a constant shift back and forth between goals, while we assume a processual
progression as illustrated in the exemplary model shown in Fig. 6. In this example,
we assume that goal A is prioritized (e.g., diffusion).
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7 Theoretical and practical implications

First, like other studies on DCT (e.g., Rowe et al. 2020), the primary purpose of
our research lies in understanding and explaining. In this sense, we show how vari-
ous tensions and struggles arise when a tracing information system is introduced in
response to a pandemic. We argue that these tensions were driven by the competing
demands placed upon the technology itself characterized by the dualism between
the need for data to control the disease and the need for data minimization to ena-
ble voluntary adoption by end-users. Further, we demonstrate how those compet-
ing demands were reinforced by the competing roles of the involved stakeholders,
whose actions are interdependent due to the presence of network effects and the
resulting need for a technological standard (Weitzel and Konig 2006). We inform
policy makers by inductively identifying various short- and long-term consequences
and trade-offs associated with various decision paths. To this end, we expect our
findings to support policy makers in future technology decisions under time con-
straints. With this in mind, we contribute to the preparedness for future public health
crises by drawing on the existing literature to illustrate effective strategies for ena-
bling policy makers to engage in goal-directed and rapid decision-making despite
the presence of time constraints. Specifically, we apply the underlying notion of the
cycling approach proposed by Thacher and Rein (2004) to develop a high-level pro-
cess model to guide health authorities in navigating technology decisions in future
crises. In this context, we propose a built-in expiration date that allows for the re-
evaluation of the technology itself as well as the surrounding regulations and part-
nerships, thereby preventing lock-in scenarios without risking analysis paralyses
during the crisis itself.

Second, our results show that a de facto duopoly, such as the one held by Google
and Apple, can be considered a viable facilitator in enabling rapid digital crisis
responses. On the one hand, the already standardized mobile operating systems
Android and iOS offer developers a wide range of options to extend the functional
scope of smartphones to address the resulting challenges of crises. In this respect,
platform owners play a significant role by enabling and facilitating the reprogram-
mability (Yoo et al. 2010) of their proprietary technologies by sharing boundary
resources and thus granting third-party developers access to standardized platform
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resources. On the other hand, in the case of complements exhibiting network
effects, platform owners can use their coercion power within their ecosystem (Hurni
et al. 2022) to rapidly mandate a particular technology as the technological stand-
ard, thereby resolving standards wars and leveling the way for a fast digital crisis
response. In this vein, Hurni et al. (2022) recently found the prevailing “coaxing
only” assumption in platform ecosystems to be incomplete (Parker and Van Alstyne
2018). Our results support their findings by showing that platform owners can coerce
third-party complementors into using boundary resources that they might not have
adopted without the powerful influence of the platform owners. Thus, in line with
the findings of Marhold and Fell (2021), we support the notion of platform owners
adopting a quasi-governmental role within their ecosystem. We add to this stream
of literature by demonstrating that both innovation and transaction platforms jointly
support this coercion power. Both platforms can be used by owners to constrain the
individual leeway of complementors in such a way that they can be effectively chan-
neled into compliance.

Third, we add to the recent stream of literature on standards within platform eco-
systems (Hein et al. 2019; Tessmann and Elbert 2022) by borrowing the concept of
substitution standards from the corporate governance literature (Okhmatovskiy and
David 2012) and introducing it as a viable platform strategy. As shown by our case,
such substitution responses may be performed by enabling the functions of an exter-
nally imposed standard through proprietary boundary resources and coring those
features directly into the operating system. In a way, the substitution response is sim-
ilar to what Hein et al. (2019) call integration through abstraction, referring to situa-
tions where complementors develop apps on B2B platforms that are overly specific,
prompting the platform owner to aggregate these apps and offer them as boundary
resources to the entire platform. While integration through abstraction results from
the desire of complementors to monetize their internally developed apps on the plat-
form, the substitution response observed in our case was caused by external devel-
opers demanding enhanced access to platform resources. This strategy enabled the
controlled opening of the platforms as the new boundary resources simultaneously
allowed the introduction of regulation-based securing mechanisms (i.e., process and
input control measures). Thus, the substitution response resembles what Ghazawneh
and Henfridsson (2013) call diversity resourcing. However, it differs in that the pri-
mary purpose is not to stimulate the diversity of third-party complements, but rather
to achieve the standardization and homogenization of an emerging app category by
controlling the technological architecture of these novel platform extensions. Hence,
controlling the technological architecture of complements allows platform owners to
end value competitions within their ecosystem without fully undermining the gen-
erative efforts of developers (Selander et al. 2010).
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8 Limitations and opportunities for future research

Our study is not without limitations. First, our study is based on a single case in
a unique context. Hence, when attempting to transfer our findings, the context of
the study needs to be taken into account. While the rather extreme circumstances
may limit the statistical generalizability of our results, they might apply to future
crises. Second, the chosen research design for our case study is of an interpretive
nature. Although we have consistently strived to present the content of the inter-
views as truthfully and accurately as possible, we are aware of the potential for
biased interpretations. However, we have attempted to counteract such distortions
through the deliberate inclusion of secondary data and additional interviews. Third,
while we analyzed the case predominantly in light of the standards and platform
literature, other theoretical streams might provide further insights or yield alterna-
tive explanations for the case under investigation in this study. Fourth, a security and
privacy analysis in relation to centralized and decentralized approaches is beyond
the scope of this study. Therefore, we would like to direct readers to Krehling and
Essex (2021). Fifth, since we focus on Europe, we only address the voluntary adop-
tion of DCT apps. Mandatory use of such apps might lead to other conclusions
and interpretations. Finally, we do not consider DCT from an ethical perspective.
Hence, we direct readers to Rowe (2020) for a critical review. Further, we invite
future researchers to build on our findings and limitations. First, in terms of DCT,
future research should examine if differences in terms of adoption exist between a
single app per country and multiple interoperable apps from different providers. The
latter situation was observed in India (Urbaczewski and Lee 2020). Second, one of
the main challenges in standardizing DCT apps arises from the fact that decentral-
ized and centralized approaches are not interoperable. A case in the public sector
where similar issues exist is the Online Access Act (Onlinezugangsgesetz) in Ger-
many, which addresses the digitization of administrative services via online portals.
The case presents an exciting opportunity for future research and might allow for a
contribution to the field of data standards. In addition to data standards, we also see
the need for more research on IT standards. Particularly exciting, for instance, is the
question of how long it takes for a diffusion process to lose flexibility and for a lock-
in effect to occur. In summary, the case analyzed in this study offers several opportu-
nities for future researchers to build upon.

Appendix

See Table 7.
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